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DI RECTORY ACCES PROTOCOL (LDAP) SERVER This application clains n tZ%g
and priority to United States Provisional Patent Application Ser. No.

60/ 365, 519, filed March 20, 2002, the entire disclosure of which is 5

i ncorporated herein by reference. BACKGROUND 1. Technical Field The
present i nYEHEEA s directed toward a system and net REHCHBO¥48hdl ing a 10
dat abase service request to a database server for a database service. In
parti cul ar Mol Accysst eIMLadriwETelh OTRECEORY | ACEES exbTberL etbdH) | g8gVERr Y pt ogr aphi ¢
information stored in database -servers to be sent to a nobile data

comuni cat i on gRYippReafionTRRhsbenetl € hfdridrity @Unit€d ddds PRSIk Kateft MaI | NMESSagi ng.
15 2. Description of the Related Art A cryptographic e-nmail nmessage can be
a si gned nRpgHA@Een SeRMNoesWIEY,pIociled MasYL2002, di emirsdigload: dfndiceiscr ypt ed message.
St andar ds supporting cryptographic messaging include Secure Miltipurpose

I nt er net Matdrpokaied @ersin bysfefetdeM VE), Pretty Good PrivacyTM (PGPTM, OpenPGP
and ot her secure e-mail standards and protocols. Cryptographic 20
information, such as digital certificates, public keys, and the like, is
often stored in a server acceSNOKGROBNDr a network, such as a Lightweight
Directory Access Protocol (LDAP) server. \Wen a cryptographic nessage is
to be sentlby dechuical Figld o conput er device, the cryptographic informtion,
such as a publ

key corr.espandi to a recipient's e-nmai|l address, may
not be directl %W%%FH%?@mngFﬂﬁﬂﬁ¥%$a”*ﬁﬂm@WV§Pé8ﬁ§%W$@'infornation may 25
i nst ead,be t ai ned by gueryi.ng the.d] . Of I DAP. server. .1 0 8
S'P 580 BB ARG e AT S B8 A ot
system and method is directed to enabling cryptographic information stored in database

servers to be sent to a mobile data communication device (“mobile device™) for

cryptographic e-mail messaging.

15 2. Description of the Related Art
A cryptographic e-mail message can be a signed message, an encrypted message,

or a signed and encrypted message. Standards supporting cryptographic messaging
include Secure Multipurpose Internet Mail Extensions (S/MIME), Pretty Good Privacy™
(PGP™), OpenPGP and other secure e-mail standards and protocols. Cryptographic

20 information, such as digital certificates, public keys, and the like, is often stored in a server
accessible over a network, such as a Lightweight Dirc;ctory Access Protocol (LDAP)
server. When a cryptographic message is to be sent by a user of a computer device, the
cryptographic information, such as a public key corresponding to a recipient's e-mail
address, may not be directly available to the user. The cryptographic information may

25  instead be obtained by querying the directory of an LDAP server,



On a desktop system the sender may, for exanple, use a browser (?r og[;@m,égg
performa nulti-pass query with the LDAP server to sel ect specif'(@ Wt LUV
cryptographic information fromthe LDAP server. Sone actions available to
a desktop user, however, may not be available to a nobile device user.
Furthernore, LDAP queries can return large 5 responses that may exceed the
storage capRPOP6Bf t he nobile device, as well as excBREICABBI49Dandwi dt h
capacity of a wireless network if the nobile device is configured for
wirel ess dat &neceionystermitsrenderanay forexapnicerse 8 BT M O SUMVARY 10 A
system for handling an LDAP service request to an LDAP server for an LDAP

service cotHorm amultizpass pyegivith hed AR Serwek L0 Elpd BedlicryPOBRMIG nt syst em and a
handl er program _exec | e on, a handl er stem. The |ent i

oper abl ept"éf?“@@ﬁéfr%@eﬁ‘%s%‘@? E‘%acu?%&'ﬁaélgb?yt&5§%kt%PouF?rbh(salﬁ%V§l[d1i ngr ? gr ? hmeI EDAP
service and provide . the LDAP servic t nsm ssion from
the cli en@%@oég%’iwﬁgﬁg’w %dé"?lcedl\é%‘r gb‘#’g&t&%’%})@%igg %E);Aelgﬁns%rr@%i ce r;apl y data
In reseonS%%og&s &Ek%ag%gegﬁﬁ%ggegcg MR He nfdBiieRevicENR weR\dkREd iy ogram i s

oper abl'e o recev vi‘ce request data transmtted fromthe
client sy %gmd&wpaﬁ%?y%ﬁeleﬂ $38voHDARe: S8 UG [s@6HiIgREd fhowifeltes LDAP server,
receive L service reply data fromthe LDAP server during one or nore
passes, aggl; LRk aidR bRl thOFirelks ded@id-DAP servi ce, 20 provide the LDAP
service reply data for transm ssion to the client systemin a single pass.
Anot her system for handling an LDAP service request to an LDAP server for
an LDAP service conprises a handl er program executable on a handl er
system The handl er program i sSGMMARK e to receive LDAP service request
data cidrresponding to the LDAP service request and exeg é’g t he LDAP
service requesh sysiom farbangling pn KRAR sspvice pegucss to gh L) Rpseryes for ap reply data from
the LDAP server during one or rmugag passes, throétge the LDAP service reply
data to gEMEFLROBPENT AP Haeripjecuiable\pp g BHeptSXIIR 4448 Mot Pt FI9RE™ DAP ser vi ce

reply 2 %xe%utgg{e %%%gndler system. The client program is operable to generate LDAP service

request data corresponding to the LDAP service and provide the LDAP service request
15 data for transmission from the client system, and further operable to receive LDAP service
reply data in response to the LDAP service request data. The handler programn is operable
to receive the LDAP service request data transmitted from the client system and execute
the LDAP service request to the LDAP server, receive LDAP service réply data from the
LDAP server during one or more passes, and upon completion of the LDAP service,
20  provide the LDAP service reply data for transmission to the client system in a single pass.
Another system for handling an LDAP service request to an LDAP server for an
LDAP service comprises a handler program executable on & handler system. The handler
program is operable to receive LDAP service request data corresponding to the LDAP
service request and execute the LDAP service request to the LDAP server, receive LDAP
25  service reply data from the LDAP server during one or mote passes, th;'oule the LDAP

service reply data to generate throttled LDAP service reply data if the LDAP service reply
2



WO 03/ 079639 PCT/ CA03/ 00407 data exceeds a threshold, and provide the LDAP
service reply data or the throttled LDAP service reply for transbrfis§i-on?iid
the client systemin a single pass. A nethod for handling an LDAP service
request to an LDAP server for an LDAP service conprises the steps of

recei ving LDAP service request data transmtted froma 5 client system
executing ¥OBREY| j ent systemthe LDAP service requeB§T/¢A938MY | DAP

server, receiving LDAP service reply data fromthe LDAP ver during one
or nore datsereesderthiesigld adprovidedtic LOMPseraicq Eplpdatar e fhgottied ransmtting the
LDAP service repl data, received at the handler systemto the client
system i nswgw@!éﬂﬁa%w%?t’aiiwwmm &*OF THE DRAW NGS Figs. 1A and

1B provide a bj oc i agram o i Llustratiyv ' j system in

whi ch an LDAP %@Ptqugg%ygbﬁgseﬁw&gg%sgt m@%@@g&'ﬁrﬁﬁs ggt es a systemfor
handl ing an .l . DAP.service re ' , Fig.- 3 provides a

flow ch_gr G ARPITT 0% P g?fir?/cg%mgo%m’?oﬁ %ﬁtgf?ﬁggn%mL%%s sgr Vi cg request ;

Fig. 44s cﬁengéyggrﬁfgéﬁ%ggm%e@@stbﬂn h@ibﬁf"éérﬁ@clrgdués?ﬁrtheﬁ)ﬁpem used in a system

for handlin ervice request, the client systemconprising a

mobi | e deyits redivihg LDAPERNIIRE data frbraWe COAP berf duifg brlebtiadre at i ve et hod for
an LDAP client query 20 nethod; Fig. 6 provides a flow chart of an

i |1 ust r at ipdgesBidaRekchtidh oftfe LIMRereikd, et raniidngthe IIpiPeptvicomplyret hod; Fig. 7
provides a flow chart illustrating a process of generating and executing
aut omat i ¢ datAkeid aitBe haglke sysem tf thr clicka syateintiensnglepatse redirected to a nobile
device; 3 0 8 SEP 2006 WO 03/079639 PCT/ CA03/ 00407

10 BRIEF DESCRIPTION OF THE DRAWINGS

Figs. 1A and 1B provide a block diagram of an illustrative communication system
in which an LDAP service request is processed;
Fig. 2 illustrates a system for handling an LDAP service request to an LDAP
server;
15 Fig. 3 provides a flow chart of an illustrative method for handling an LDAP service
Tequest;
Fig. 4 is a block diagram of an illustrative client system used in a system for
handling an LDAP service request, the client system comprising a mobile device;
Fig. 5 provides a flow chart of an ijlustraﬁve method for an LDAP client query
20 method;
Fig, 6 provides a flow chart of an illustrative method for an LDAP client record
reception method;
Fig. 7 provides a flow chart illustrating a process of generating and executing

autoratic LDAP server queries for data items to be redirected to a mobile device;



Fig. 8 provides a functional block diagramillustrating the handling of a
client information request by a request handl er executed at a h§rfdl8i® 70§
system and Fig. 9 provides a functional block diagramillustrating the
handling of a client information request by a request handl er executed at
a server s%/vstem 5 DETAI LED DESCRI PTI ON Figs. 1A and 1B provide a bl ock

di agr am of WP st r ati ve communi cation system in WHTGAGHMIDAP servi ce
request is processed. The communi cation system conprises a nessage server

10, the I nt er n&g 8pryvidess fynptionel blopk digeramliusrating thepasdling gEaiglly 85 a wirel ess
10 infrastructyre 90, a w rel ess neworgw%‘g& %ngl?ng nobi | e devi ce 100. The
LDAP ser vdnfomgtionredusst by aaedpest hapdigr gxecuysthat 9 ¥ H#6vi de crypt ogr aphi c

i nformation, ch_as..an X 50 i,oi.tal ..cert]f] . wIhe nessage server
10 oper at es asﬁﬁggf%‘gesgg%n\‘}%)lpgé’gf%ag]’%gaﬁllng,hggﬁ@ﬁgggac 5An}| S/ M | VME server,
and is confd A ' sages such as S/M M
nmessage 5dlstlo%é&ﬁﬁ%q%%%@gag%‘é&g%‘?@%%%f%&nﬁé e (Y,%%?iect ed to a carrier or an
Interne§ Service Provider (ISP). The user may have an account on the
nmessage server 10 so that the user may send and receive electronic
nmessages, st @aspopiond the |ike. O course, the conmunication system
conponents shown i1n Fig. 1 may alternatively be connected to a w de area
net wor k (WAN) Bgshex antl DB protilien Bldtk diagr@h of a8 ilbtratie cambatiqatoaysysinde WAN. 20 The
nmessage server 10 and the LDAP server 40 may be inplenented on one or nore
net wor k ¢ dmpbitlemd DAP e¢racd reqpieddis pmedsied.e W domprocatiensystepnempyisehdr e conput er s
within an I'SP or Application Service Provider (ASP) systemor the |ike,
and provi desssageraivér 16yl Intermn O, snkRAR wrver 40cn witsless galawdy 8 WirksShessage server
10 and the LDAP server 40 may al so _inc] ude d%narri c_dat abase storage

engi ned? t HefrasspE IPractieless feiyorl 495 pdedgnopil devites V9. ofhe BBAR sirehtthr  data, to-do

|ists, task lists, e-.mai] addr esses ocument at.i on .t like. 4 0 SEP
2006 ’ is illustratEvel’y configured to pro&éje cryptograi)hicd ormggon, such as ah X%B‘éj d1g1£f

certificate 30. The message server 10 operates a message server software module, such as
an S/MIME server, and is configured to send and receive S/MIME messages such as
S/MIME message 50.

15 The message server 10 may be connected to a carrier or an Internet Service
Provider (ISP). The user mﬁy have an account on the message server 10 so that the user
may send and receive electronic messages, such as e-mail and the like, Of course, the
communication system components shown in Fig. 1 may alternatively be connected to a
wide area network (WAN) other than the Internet, such as a company-wide WAN.

20 The message server 10 and the LDAP server 40 may be implemented o one or
more network computers protected by a firewall program, one or more computers within
an ISP or Application Service Provider (ASP) system or the like, and provide e-mail and
LDAP services. Servers such as the message server 10 and the LDAP server 40 may also
include dynamic database storage engines that have predefined database formats for

25  calendar data, to-do lists, task lists, e-mail, addresses, documentation, and the like.
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WO 03/ 079639 PCT/ CA03/ 00407 The wirel ess gateway 85 and the wireless .. .. .
infrastructure 90 provide a |link between the Internet 20 and t hel Vi per &t
network 105, and collectively forman exenplary nobile information
transfer mechanism The wireless infrastructure determ nes the nost likely
network for |ocating a given nobile device 100 and tracks the nobile device
100 as it YO%4HE%bet ween countries or networks. The MCA¥MMYEr wirel ess

network 105 may be virtually any wirel ess network over. which information
may be exchan ﬂwwlftshga&“’%iap%mﬂﬁﬁlﬁfélﬁﬁﬁﬁwn’éﬁgﬁoﬁﬁi“@?alﬁlfgewel” el ess network

may be a data-centri irel ess network, a volce-centri .l el ess network,

orya dualﬂl"ﬁ‘ﬁﬂ@"tW\é’wufl?f&?e%f%@%&%mﬁ% m(‘/%ﬁeé%“pgﬂlﬁcpfnagg%a comuni cat i ons

over the sane 10 physical.ba S i Sbinagd dual - node

net wor ks i W@u%ﬁér%%@'stﬁﬁ%%%%“ﬁ}gﬁcﬁ% %ccgésltgcfpl?CDNAI? network, the

G oupe Sp%&b@kfcl@ﬂt{?gax g&ngﬁﬁﬂe@ea&aﬂmmﬁ 458 e FuBtize WRARE h 60 208 MTUINI cat i ons (GSM)
acket “Radl o

and t he General ervi ce GPRS) network, and third-generation

(3G net V\qgakﬁhﬁw&gc@ﬁmggpm. Data-rates for @ obal Evolution (EDGE) and
Uni versal Mobile Tel ecommuni cations Systens (UMIS). 15 Exanpl es of

data-centric ngb wRtidafr wikeksheivoikes Mptetveudlly aijpwitesddetwarkroker and t he
Dat aTACTM Radi o twork. Exanples of voice-centric data networks include

Personal vhaRmidingidh gy beSychingebwi(hR@Dbiladevion Musximglee theBivless GSM  and TDVA
systenms. For each type of wireless network 105 and the specific information
transfer nawoftamybea daaxtentit Wiralags netveork, o voigercaitiingvireles netvadhi 95 of data items to
and fromthe nobile 20 device 100, data itenms, such as e-nmmil nessages,
are sent \ha-mofeneitorkeahas ean supaerhothvoms andgatp prEamBisations oI lies@™® 00, An exenpl ary
mobi | e _device 100 may be of the type disclosed .i n dwllnhgded St ates Pat ent No.
6, 278, U4 2 physiepljbase tions.ARpsnigey egmdin denHEA RN PR KEYBOARD OPTI M ZED
FOR USE WTH,TI—% THUMBS, " M}g entir di scl osur.e..of tl\r{]\é% i's iIncorporated
herein by F¥fig} Yiinle Acppss (GP) W&%‘%‘é’gﬁ%@%&ﬁ% _ﬂicjort Il Wi v el ess gat eway
85 via a rS?rsczérrrn B 1 38ie DY taEMadons téhwf)%lﬂ"&fé‘ééh@x&f P5ket¥abi sthg. MeSSage server 5
(GPRS) network, and third-generation (3G) networks such as Enhanced Data-rates for '
Global Evolution (EDGE) and Universal Mobile Telecommunications Systems (UMTS).
15  Examples of data-centric networks include the Mobitex™ Radio Network, and the
DataTAC™ Radio Network, Examples of voice-centric data networks include Personal
Communication Systems (PCS) networks like CDMA, GSM, and TDMA systems,
For each type of wireless network 105 and the specific information transfer
mechanism controlling the forwarding and sending of data items to and from the mobile
20  device 100, data items, such as e-mail messages, are sent via the wireless gateway 85 to
the mobile device 100. An exemplary mobile device 100 may be of the type disclosed in
United States Patent No. 6,278,442, entitled "HAND-HELD ELECTRONIC DEVICE
WITH A KEYBOARD OPTIMIZED FOR USE WITH THE THUMBS," the entire

disclosure of which is incorporated herein by reference, The data items may be sent to the

25  wireless gateway 85 via a redirector system 11 in communication with the message server

5



U SEP 2008 WD 03/079639 PCT/ CA0O3/ 00407 10. An exenplary redirection system
may be of the type disclosed in United States Patent No. 6,219, é’gg,bﬁfy 2008
entitled "SYSTEM AND METHOD FOR PUSHI NG | NFORMATI ON FROM A HOST SYSTEM TO
A MOBI LE DATA COVMUNI CATI ON DEVI CE HAVI NG A SHARED ELECTRONI C ADDRESS, "
the entire disclosure of which is 5 incorporated herein by reference. The
wirel ess i MA%88PFMcture 90 includes a series of connePEVEM3MYE t he wirel ess
network 105. These connections can be an Integrated Services Digital

Net wor k ( 118DMp excanplaryaeditection systemmmayke of e &y dsslorrd &y Yird S P8 connect i on

2 Uni  or m A v erier SY TN ANp b O ushv e BRI o4 Fecource
For an x S0OMA BPSTRveRRE P s Bi ek SR amaPRR EE °s™ Te ol ¢
reesage oG AR RS EOXRONICI SRS e BRESERR PR JF el er
program eéﬁgﬁ%ég?%w}n%g}é\hgel ess gateway 85 perforns a traditional LDAP

query on be e device 100. The URI 15 arrives at the LDAP

server 40, Whif JirBleds st QSR 00lSudaya selSed Bttofi@ctdnd W ke wirflas s r esponse 25 to
the requesting client. The nmulti-pass response 25 may conprise nmultiple
exchanges Rfwofabs Thedkich@iedivistchitean PRESRE Scvices Digital Metwoik-§SBNS r esponse 25
conprises a normal information exchange between the LDAP server 40 and the
client. | ncohdebtion, e Relapeonsatianckir g @h tonndetie wsing ¢ EERIPgeatastlay 85 20 i ncl udes
a handl er programthat nanages the LDAP query fromthe nobile device 100.
Thus, the requéshowgn Bigi ke the mobiletderdceiPt sends § Enifmn Bgreyregentifisradi t i onal LDAP
comuni cation techniques are used between the wirele ateway 85 and LDAP
server IQO.(UB@1§qu9§39¢d§tgé@§fe$%¥eﬁ“&§ti&8'ﬁ“\°épr“?é‘?i‘éﬁ49'@Bi’ﬁ‘%l‘ﬁmd via a query

directed to the LDAP server 40 é&sd?_the ,HRI &5. The LD@Pks Lver 40 returns
the responiSeexample, ahERAP query o5 qp & S9tdigitgl ceriificate 3D conning AERIE XYy act |y to the

requestin g’I'h% lpr?iQ Lcytilg ?streqtuirre%qg ggc}yi[)tetll% ezrrr:]aﬁ m%ysggre)g a}lld s%n& LE'gSIMBJIE

message 50. The wireless gateway 85 receives the URI 15 and a handler program

executed at the wireless gateway 85 performs a traditional LDAP query on behalf of
15 mobile device 100. The URI 15 arrives at the LDAP server 40, which in turn responds by
sending a multi-pass response 25 to the requesting client. The multi-pass response 25
may comprisé maltiple exchanges of data during multiple passes 27.
The multi-pass response 25 comprises a normal information exchange between the
LDAP server 40 and tﬂe client. In this particular embodiment, the wireless gateway 85
20  includes a handler program that manages the LDAP query from the mobile device 100.
Thus, the requesting client is the wireless gateway 35. ‘ Traditional LDAP communication
techniques are used between the wireless gateway 85 and LDAP server 40.
As illustrated, information retrieval is performed via a query directed to the LDAP
server 40 via the URI 15, The LDAP server 40 returns the response 25, which includes

25  any results or errors, directly to the requesting client that transmitted the query via the URI
6



6 0 0 SEP 2006 WO 03/079639 PCT/ CA03/00407 15, which in this eanogi gﬂgt ?dﬂ%
the wirel ess gateway 85. Typically, the LDAP server 30 responds L4
mul ti pl e passes 27. Although LDAP server 40 is required to return responses
whenever such responses are defined, the LDAP server 40, and the wrel ess
gateway 85, which is functioning as an 5 LDAP client, are not required to
communi cat &P onousl y. This results in the nulti PeEA®BBMYonse 25 being
"chatty" and is not conducive to conducting an LDAP_quer g/gith t he nobile
devi ce 10015a‘§huthh@th1§mmd€wféh¢?Wl&"é“m@ww%Seﬁﬂ%“éﬂm@ﬁwgv‘%s Vé“s and the RF |ink
107 are of relatively |limted bandw dth and high | atency as conpared to the
| nt er net ZEFPoniRl mulRle passESIE, 40 provides a directory service over the

I nternet 20 wher.eb informatiaon., such as e-naj f , contact

i nformation, a 0@‘3}%)?‘85? %ﬁ%mﬁ‘ﬁ%ﬂ% I on onsr‘nfsa%éewfsg rriggﬂﬁ/]g% One exanpl e
of such info [ ' g | fl nhaMh AGhid as BHUDI | ¢ key 35,
whi ch can %%Jeﬁge?'rtﬁég\‘pe Vi %42’ %ﬁéé?@?%grs]é gaab%%;rsgb‘ﬁg?y I nf oru%lf'?i on Tree (DI'T)

served by G Gne M6 thfofl 16 SMRERaté Yo}, THivedhlteh MRERI- Since a DIT can
be jointly provided by one or nore LDAP servers 40 and 41, the LDAP server

40 may r espskpdnte hDeihdT@hddiAl and & nvi chiiudvelieiotducly abBDAR fuegiwittict ed to the LDAP
server 41. The LDAP server 41 wl.l issue a response 26 to the wreless

gat eway 85 Metit Helae 100 agthe LDEP HIDAR:S ez wireitss hawak 105andthoRfolid nanner as t he
LDAP server 40 responds to the URI 15, i.e., the response 26- may conprise
mul tipl e pHSsesf @BtivelyHinded behdwidtindnd higlylatvedy @s topareddARe éarisbi¥ge even nore
chatty. 20 The wirel ess gateway 85 receives the UR quer{ 15 fromthe

nobi | e devi ce TBADAPseyer 40 providen e diteotery yeryes ayeriheiterpit 2yksrebe devi ce 100, and
responds to the nobile device 100 wth a single pass communication. At

| east &Pe iafomaation, grh siganail afdsesipaconiast pfaptcpethd SHYPPHRPHICIRINEANOLS gat eway 85 in

Si gl o pasEESHENES CREFHEER HeRTPEoD B e b afBISEe e wi rel cos
network public key 35, which can be retrieved via a query on a Directory Information Tree (DIT)
served by one or more EDAP servers 40 and 41. Furthermore, since a DIT can be jointly
provided by one or more LDAP servers 40 and 41, the LDAP server 40 may respond to

15  the URI 15 with a referral URI 16 directed to the LDAP server 41. The LDAP server 41
will issue a response 26 to the wireless gateway 85 functioning as the LDAP client in an
analogous manner as the LDAP server 40 responds to the URI 15, i.e., the response 26
may comprise multiple passes 28. This referral may make the LDAP exchange even more
chatty.

20 The wireless gateway 85 receives the URI query 15 from the mobile device 100,
performs the query on behalf of mobile device 100, and responds to the mobile device 100
with a single pass communication. At least one subset of the information received at the
wireless gateway 85 in the traditional LDAP multi-pass response 25 is sent and delivered

in the single-pass response 45 to the mobile device 100, Because the wireless network

25 105 communications over the RF link 107 typically have high latency as compared to
7



25 105 conmuni cations over the RF link 107 typically have high Iaégns}f,. aZQUB
conpared to 7 08SIT 2006 WO 03/079639 PCT/ CA03/ 00407 comruni cat4 on ‘“Bv
the Internet 20, the single-pass response 45 nakes better use of resources
for transmtting over a RF Iink 107 and wirel ess network 105. Thus, the

w rel ess gateway 85 shields the wireless network 105 fromthe "chatty"
nature of WOU81%3onal LDAP conmuni cations by per f or nP¢RCABR4T adi t i onal
LDAP query on behalf of 5 a nobile device 100. In the case of

crypt ogr aFRPRIENAHEE pysF the Iismgt R0 he single-Ppssiesposte/y Bprkea PUpdse o t o obtain a

digital certificate 30, havin li.c,key 35 uipyed,to encrypt an e-nail
nmessage 5.7eSOFFe fO RN OHT 68‘?@&%%”&“&%%?‘%“@@- Eé“s %ed in the

conmmruni cati.on syste r ti. i LEferent, £ f .Cryptographic

Dt or mat | CHEBSEAES er%éli“éésgi‘e %”@SS@%X%%F@SF?WQ% ﬁﬁé%ga‘%‘é’gé’ 10 X. 509

P! o5 b TRy IR AT EydB T g urare or rore

attributes, user
“aut hor it yRewacaliOfmpl st", "certificateRevocationList",
"crossCertificatePal ", "supportedAl gorithms”, and "deltaRevocationList".

The data are ugsuRlchs¥ of drydiEipHid Eecry Rfvide R MV ATk A& Rateddotath05 i n bi nary
form and 15 the response 25 to the URI 15 nay conprise a relatively large
anmount of aadital cerftifidate 30 kAingla publiekey 3L feyuifed fo eAcrglit gy d-adil noesagei 5t | cat e 30
conprising a long certification path may yield a response that includes

t he certi fDiffextrit omptegiiphio statdgrd{ i@)be gsed injtfejcommerscationgyrteth. tsqultivgfnt | pl e
authorities up to a root CA or may return nore than one certificate.

Ther ef or e, differentigiptis of captosraphieinfermationdpipg weeited. Fonexample ihhe@se?t recei ved by t he
Wi rel ess %?t eway 85 being chatt the 20 respanse 25 rraaéﬂal so be too | arge

for thd0refeldicpaiographicipiomgtioniefip AR Frver 0 ey BPUAont I AEOULE,  Eyr t her nor e,
if the nobile device 100.,has a limted ngenory store, data fromthe
response ?Schr?égfls%{FgBﬁ‘@B?ge%@%f"ﬁ‘?t"l’i Wiﬂpélﬁ'ﬁgvﬁﬁaé%ﬁ‘%”of nenory store of the

mobi e d ev‘jcgrgﬁcate grbcationList”, “crossCertiﬁcatpP'aix’ *, “supported Algorithms”, and
“deltaRevocationList”.
"The data are usually transmitted over the wireless network 105 in binary form, and
15  the response 25 to the URI 15 may comprise a relatively large amount of data. For
example, a query for a digital certificate 30 comprising a long certification path may yield
a response that includes the certification anthority (CA) certificates signed by multiple
authorities up to a root CA, or may return more than one certificate, Therefore, in addition
to the traditional LDAP response 25 received by the wireless gateway 85 being chatty, the
20  response 25 may also be too large for the relatively limited bandwidth of wireless network
85. Furthermore, if the mobile device 100 has a limited memory store, data from the
response 25 may also exceed the limited capacity of memory store of the mobile device
100.
Thus, the single-pass response 45 may also be "throttled” and compressed to

25  compensate for the low bandwidth of the wireless network 105 and the RF link 107,
8



Thus, the single-pass response 45 may al so be "throttl ed" and cog’%%ﬁﬁegwo
25 conpensate for the | ow bandw dth of the wirel ess network 105 e
link 107. 8 0 8 SEP 2005 WD 03/079639 PCT/ CA03/ 00407 Accordingly, the
wirel ess gateway 85 shields the wireless network 105 and the RF interface
107 from an LDAP server response conprising a | arge anount of data. Thus,
when t he WWOPBEE gat eway 85 sends a URI query 15 forPEHSAM47aphi c

information on behalf of the nobile device 100, i&gﬁl ﬁage mobi | e devi ce 100
recei ves teordinglystinyyiralespgaioway hshieldy e fvisetoss B0 ®fesponse 45 suitabl e

for the | ow bandw dth, high latency wreless netwark 105 and RF |ink 107.
The nobi | @tﬂ%ﬁﬁl%ff%ﬂl%ﬁﬁvuﬁf@émm%am%ga@ﬁ%?’%‘f“ H’Iiéa'e- mai | nmessage 5, and

is thereby abl.g to send.a cryptogsaphi ing cryptographic
i nformation o &W‘é“ﬂ%&&%’% sﬁ%tgwrggeﬁegdsggﬁrlfgwg%fggp%#%h% link 107. Fig. 2
illustrat in. gr i . ] ivdsBAP servi ce request
to 10 an?ﬁ?ﬁ%“gé“?@%?&f%ﬁﬁ%m 1%)12%\@/?%%9&18%@?%%2%@8&% to operate an

LDAP cl4 enf, 1§§L£m&ﬁa a6t 58 Ao R S sultbleFof T Tbw Ginbieiats, 15 t war e modul e 300
havi ng a crf/p ogr aphi c processing block 350. The wireless gateway 85 is

conf i gur edqdngy WRREAHeRoAN 05 RARFIANT S Thendbilvadvize 1000dtisenaiBdtoand nobi | e
e-mai | agent software nodul e 500. The nessage server system 10 1is

conf i gur edndrfpt @PEmail Bestrgh's; amkigherstgrblen sedhcwpngaphivaessege 300, such as an
S/'M ME server 15 software. The LDAP server system 40 is configured to

oper at e ansihfARtogephienfosptionwiaimed ovorthy vdreBoetwitkd Ohand REGek War ver system 10,
the LDAP server system 40, and the wireless gateway 85 nay be inplenmented
on any vari et Yip® illygraseinigreatertieto ¢ eygrem &y bandling s LRAR{5THCE eSS i ng one or nore
processors, a nenory storage, subsystem and one I e qr}t%t wor k 20
i nt er f Hte % APYR seeshflhg melilg agvése A epRiigured &0 Qgeral & S illustrated in
Fig. 1. An exenplary mopile device.is reviously. lbed and as
further dd&dplpFOEn &t eRpiGlpT sottvare E’r"g‘}l\e{:a@gﬁ% i §IYPGEr a'%lc%%&% ¢
block 350. The wireless gateway 85 is configured to operate an LDAP handler software
module 400 and mobile e-mail agent software module 500, The message server system 10
is configured to operate a message sexrver software module 700, such as an S/MIME server
15  software. The LDAP server system 40 is configured to opératc an LDAP server software
maodule 600.
The message server system 10, the LDAP server system 40, and the wireless
_ gateway 85 may be implemented on any variety of computing devices, such as a computer
having one OF MOTe Processors, a memory storage subsystem, and one or more network
20 interface cards configured to communicate over the networks illustrated in Fig. 1. An
exemplary mobile device is as previously described and as further described below with
reference to Fig. 4.
A user of the mobile device 100 may compose, reply to, or forward an e-mail

message 5 to another user having an account on the message server system 10. The e-mail

25  message 5 is to be encrypted into an S/MIME message 50 according to the S/MIME
0



A user of the nobile device 100 may conpose, reply to, or forward an e-nail
nmessage 5 to anot her user having an account on the nessage serv@rgs%&%égﬁ
10. The e-mail 25 message 5 is to be encrypted into an S/M MeE nessage 50
according to the SMME 9 0 8 SEEP 2006 WO 031079639 PCT/ CA03/ 00407
standard. However, the crypto block 350 requires at |east one public key 35
corr espondMAP3RYSH private key of the recipient of tHhRCCAMIMITressage 5.
The public key 35, however, is not stored in a menory store of the nobile
devi ce 106andanddHewayer. thereyptpdiock 30 reqpires atleast ePUAKEE® 100 nust send a query
to an LDAP server 40 to obtain the public key 5 3 T e 8; mai |l client 300
provi des 8HTeERORdiRg to apriyatekey ofthe ysripignt pithe pypgil Fasssgse- ?R’Fglff ®hane or other user

informatign, corresponding to the ipntended.recini en he e-mail
message 53§’b°‘t’%&"‘ﬁﬂ§§\ﬁ‘°‘64‘i“gﬁ’?m%6?‘e\ﬂﬂ %‘Hgﬂ%ﬁdet"ﬁ?k faB‘FEr%éﬁsﬁé"t‘feg%"g UR 15 t hat
requests the digital.certificate 3 rr ndi s\, I €ci pi ent. The
URI 15 is&t‘i‘t"}fhlgerfg‘fl 2180 ?g’gsteﬁeaqfﬁry\%arne ;Agéerg%?@\?\g%/&gg&&an%}% he LDAP handl er
softvvarse ﬁgo executes the LDAP query to the LDAP server 40. The LDAP
server “software 600 receives the URI 15 and provides the nmulti-pass

response 25, WRL &hhai dfed: 46 Rovideandinthilbddres6 € 0f dlibh R8I Pa dhmoack to the
W reless gateway 85. Upon conpletion of the LDAP query, the wreless

gat eway 8Jarhd 3 0GEFiubes infoRBation] caictpdhdii@as ihe Inteadl Rcipntfsyoftiee-mbdbi | e devi ce 100
in a single pass. 15 Fig. 3 provides a flow chart of an illustrative nethod
800 for hadsthdersgo e LAY (Hent 368, whiciein egfomsdates AURESalpt 841@sts thhe nobi | e devi ce
100 receives a trigger for an event requiring LDAP directory infornmation.
The tri ggdigital ertifivate 8k @nppendipg wrioehipiat tThe HRESAS tpaunigdtethe ef er ence to Fi gs.
1 and 2 is an encryption command to encr g{g an e-mail nessage 5. As
previ olfs| yirgless entpway 83, and{be LEHEhopsiler sitwans APRaxpeyiss helfedl @eryiHle publ i c key 35
20 of the digital certificate 30, V\g)l chis s gscrj t the LDAP server 40. O
course, oLRAF serisy a1 HRYP serversoiwr S0aPories i g pREdes MBAP servi ces, such
as acquiring, AN o s ds, which includes the digital cortficate 30, back to the wireless

gateway 85. Upon completion of the LDAP query, the wireless gateway 85 transmits the

digital certificate 30 to the mobile device 100 in a single pass.

15 Fig. 3 provides a flow chart of an illustrative method 800 for handling an LDAP

service request. At step 810, the mobile device 100 receives a trigger for an event

requiring LDAP directory information. The trigger in the exemplary embodiment

described with reference to Figs. 1 and 2 is an encryption command to encrypt an e-mail

message 5. As previously described, the encryption operation requires the public key 35

20  of the digital certificate 30, which is stored at the LDAP server 40. Of course, other
events may also be used to trigger other LDAP services, such as acquiring an e-mail
address, contact information, or other data stored in the LDAP server 40.
In step 815, a URI query is generated. The query is illustratively a standard LDAP
query. The URI may include known LDAP data such as the pmt6m1 prefix “idap://”; a

25  domain name host such as the domain name for a root CA, such as "directory.ldap40.com"

10



address, contact information, or other data stored in the LDAP server_ 40.
In step 815, a URI query is generated. The query is illustratively &EP 7008
standard LDAP query. The URI may include known LDAP data such as the
protocol prefix "ldap:/P ; a 25 domain nane host such as the domai n nane
for a root CA, such as "directory.|ldap40.conf 10 0O 8 SFP 2006 WD

03/ 079639 BEMBAEREPS/ 00407 correspondi ng to the interneRCHPESY of the LDAP

server 40; an optional port nunber over \ggi ch ,a@?trean%i S.ekNitiated, such
as the deFWFH‘m‘g@ﬁ?me%“?fw'afld%*ﬁﬁf%qf?ﬁ%we’ 2po PP 3YF owed by ot her

Kk LDAP , t . Th pl e UR t by th bi |
devi Ceo. 100HABLIHRE i eir SRR T A 80 EBRIBO R ona
00 at ¢ gy e g g iRl Muie kb BRERRd ey D, SBCC MECTL €

di tl the | d . ' iBnafiAFRE:

"Lli“ragct gryg/h.%lm g‘%zf‘S‘ﬁ%’?W%‘%ﬁ% |fd%2/tﬁlggc |'§£§2%82Q?ﬂﬁgn W reltgrggangat eway 85 for

furt her pr ocesshbgobuRAPs hiand i /et i sirdis be acconpl i shed
| e

by sending th 15 query as payload data in a comunication directed 10

to the W RLAS S5 INbEWaMheRI 15 QueryambiRhiliredly batie In@hbtaditesf or directing the
URI 15 query to the LDAP handl er software 400 at the wirel ess gateway 85

may al SO Reresadng tb BonsinamS ArcctdryildapdRbon] Soutinseay isisent wehwtwitlessan LDAP ser ver
40 by the LDAP handler 400 on behalf of a nobile device 100. Thus, once
the LDAP lpatesily@s fod Bigther oerissingdy LRAP Wimfiler sofwayePy This pa bRl 15 query is sent
to the Internet address corresponding to the domain 15 nane in the URH 15.
Cont i nui ngeowinplishadis scasiagthe WRI 15 lqeeriRpayiosd datip y cqranugisption figciedhe | nt er net
address corresponding to "directory. | dap40. cont. AtUlﬁtIhgs step, the LDAP
handl et0 4dethe wiless sasray sfoperomelet Aep eihods FABTectne it UR i’ $P4& to shield the

w reless network 85 and th Jink 107 om chatty and bul ky LDAP
conmuni catiedRAPbap g%@‘,%aégg'f"é%??g%‘%y "’lyfﬂfs?r;%s“ ta‘r esponse 45 is received
at the LDAP halE%lﬁﬂ%Zé,ﬁl%%%#Q%B&%ﬁiesle%n?mL%@Lﬁé’rtl%&ﬁm fags to function as

a traditional
400 on behalf of a mobile device 100, Thus, once the LDAP handler 400 receives the URI

15 query, the URI 15 query is sent to the Internet address corresponding to the domain
15 name in the URI 15. Continuing with the example, the URI 15 query is sent to the Internet
address corresponding to “directory.ldap40.com”. At this step, the LDAP handler 400
functions as a traditional LDAP client in order to shield the wireless network 85 and the
RF link 107 from the chatty and bulky LDAP communication.
In step 830, at least one multi-pass response 45 is received at the LDAP handler
20  400. The LDAP haudlér 400 continues to function as a traditional LDAP client up until
the response is received, at which point the next step 835 may begin, at which time the |
LDAP handler may also function as an optimized LDAP server with respect to the mobile
device 100.
In step 835, a single-pass response having at least a portion of the at least one

25  multi-pass response of step 830 is generated. By generating the single pass response 45 to
11



the response is received, at which point the next step 835 may begin, at
which time the |DAP handler may also function as an optim zed LPAP Ster vess
with respect to the nobile device 100. In step 835, a single-pass response
having at |east a portion of the at |east one 25 nulti-pass response of
step 830 is generated. By generating the single pass response 45 to 11 0 8
SEP 2006 WO W8P6?9639 PCT/ CA03/ 00407 the URI 15 querBCT/EAMFOMEIAP handl er
400 shields the nobile device 100 fromthe chattg LDAP comruni cation. Step
840 det er et 13 queryyike LDARJreslls 4 shickls i mebile deyige dOQ i heghg® for the linited
bandw dt h_of the wreless network 105 and the RF link 107, or for the
limted stGARGEMBINCEIR:i |ty of the nobile device 100. All nultiple passes

27 d t b j di d t ke. t hi 1. nai i . F | e,
ot eps 830, sad R Baititert bl Tl B End e BARAL 0T PO S aCh Ved
LDAP dat ab%ﬂi%id&%?}h?h@&?neﬂ?ﬁ‘ﬁldﬁ%ﬁ&ﬂéﬁﬁinﬁ%ﬁ& fordR165BE §age ThEN, i a URI 15

query woul'd normalTy return a nulti-pass résponse having 100 records, step

840 mays d%&ﬁ?iﬁ@@ﬁhérﬁ%ﬁe&e@ﬁe {09S RA G5 Riple Paske®97 et BEbedbckREd ifodadr eshol d, such 10
as a thresho nunber of records, has been received. The determ nation can

thus be Naei@ake BRfdoEmmidatich. EOQx&QID5E}S 330f 835 ARl 830 Inhy copaientlyesponse are fully
received at step 830. If the response is determned to be |large, then step

845 ensuespoperate @ldSnitdr e redEed LOAPdes andkie singlemsSrddponst beéngsi ngl e- pass response
45 is throttled. Throttling limts the data to 15 be transmtted to the
nmobi | e de\gereeted OThen, HEarURSX Sigqetyeyouidomaliretom b alulli-mssmispmsofavingcor ds  recei ved
is exceeded, then the LDAP handl er 400 nay delete the records that are
subsequentiPgrecondsctep 840 realydeterming dhat thewsiperseis eflargersleraiipesitid s¥hr ecor d.
Furthernore, additional refinement data nma

[ he .appended t he retai ned
recor di0, b erEiSaiIERg TR TR borTreshet: S ROl BUt RS 1 he LDAP
client 20Q  ORHebd resbeds ot the il Diss resposis e Filty fedeaved Bhte BSY!

If the response is determined to be large, then step 845 ensues; or else step 850
ensues.
In step 845, the single-pass response 45 is throttied. Throttling limits the data to
15  be transmitted to the mobile device 100. For example, if a threshold number of records
received is exceeded, then the LDAP handler 400 may delete the records that are
subsequently received after the reception of the threshold record. Furthermore, additional
refinement data may be appended to the retained records, Upon receiving the throttled
single pass response, the LDAP client 200 operating in 'the mobite device 100 may then
20  advise the mobile user to refine the URI query to receive subsequent or alternate records.
In step 850, the single-pass response is compressed. The single-pass response is
more amenable to compression because single-pass data packets tend to be fuller than
multi-pass packets — and thus more likely to have redundancies, which can be compressed,

for example, by run length encoding or other known encoding schemes,

12



20 advise the nobile user to refine the URI query to receive subsequent or
alternate records. In step 850, the single-pass response is comp§essFedins
The singl e-pass response is nore anmenable to conpression because

si ngl e-pass data packets tend to be fuller than nulti-pass packets - and

t hus nore Iikely to have redundanci es, which can be conpressed, for
exanpl e, bYWO%¥H3®ngt h encodi ng or ot her known encodi HJ/CA%MAEs. 12 0 8 SEP

2006 WD 03/079639 PCT/ CA03/ 00407 | n step 860, t'helﬂ@i n‘ﬂ# -poass response is
sent to the nobeRSoRdRpisngle-pRseresPaRsg 1587t 1O the gobiteaigvice, I{, an §T’e pass response

IS receive t the nobile devic 00. Il n st 6 1 ngl e- pass
response isgo’ & éssrgs@@s“”?"%‘fegf)tl%ﬁ}’ﬁet%gcel%%% Sgﬁprsé%t%g?lh ?nformati on is

extracted fr‘soepotské? d%i n Isesécpass 5 response. The nobil e device 100 thereafter
has avai | BT &8 fcﬁgrereQUested information that was stored at the LDAP

server 40. In Iﬁ&ﬁt@&ﬁ,ﬁﬁ@g@? T RmBEN ;S &ridd g%g,tﬂ@rsmklg_ggsi f the requested

LDAP directory nformation required at step was extracted at step 870.

If the § equaste dnd e adick StRFNttdr s QValRdd 1910 th feqRbESRfdbmatibtnen step 885
ensues. |If the required information is not 10 present, then step 880

ensues. | haftr@RoR8 & thedllbarWierd® query may be refined to further throttle
subsequent single- pass responses or refine the search at the LDAP server
40. This may he steletys riadahobile dedice 100 Haempines if thd requested AR direstost ep 845 i s

provi ded in the single-pass response advising the user to further refine
t he URI qtjﬁfmynaa?dntmlniretdramtmémWﬁgexmeset#aéwﬂﬂ-slégﬂte@wwdtlﬁ?ﬁ? a threshol d size;
or if 15 the singl e-pass response indicates that no data responsive to the
URI 15 qualirgctirginfppentipnis presentethenisigp 835pgness Hitheapquised infprmaiids iobhi | e devi ce 100
user refines the URI query, then step 820 and subsequent steps are
execut Y st themsten88Pemsys  t he action requiring the LDAP directory

0T o0 | S SR AR 15 B GHARS ol B o ol kY 3 1 e
pass responses o refine the search at the LDAP server 40. This may be desirable, for
example, if a record in step 8435 is provided in the single-pass response advising the user to
further refine the URI query after truncating the record set to within a threshold size; or if

15  the single-pass response indicates that no data responsive to the URI 15 query is available
at the LDAP server 40. If the mobile device 100 user refines the URI query, then step 820
and subsequent steps are executed anew.

In step 885, the action requiring the LDAP directory information is optionally
executed. For example, a public key 35 in the digital certificate 30 can be used to enczypt

20  the e-mail 5 into the S/MIME e-mail 50, which is then sent from the mobile device 100.
The uéer can preferably be provided an option to not execute the action, however, such as
by the mobile device 100 generating a user prompt at an I/O device. For example, the user
may be prompted to confirm the encryption of e-mail message 5 using the public key 35,

and/or to send the e-mail message 5 or S/MIME e-mail 50.
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20 the e-mail 5 into the SSMM e-mail 50, which is then sent fromthe

nobi | e device 100. The user can preferably be provided an opti orf) goSppt 7(i§
execute the action, however, such as by the nobile device 100 generating a
user pronpt at an I/ O device. For exanple, the user nay be pronpted to
confirmthe encryption of e-mail nmessage 5 using the public key 35, and/or
to send t h¥WOd/HHEP nmessage 5 or S/MW e-mai|l 50. 13 OPQU/GEFRPO6 WO

03/ 079639 PCT/ CA03/ 00407 In an alternate enbodi nent, step 810 need not
necessari |y odewraltemate ¢nbodimbiit)sisp 8ldaedd det neEEariiFencuraiaeBEe t he wirel ess
gateway 85 may also receive an S/M M nessage, 50 to be transmtted to the

nobi | e deWpydss 19 dor qxpmple, the wirglpsy/pateiay a8 alsprepeivesp SMIME RSt ed to t he
nobi | e devjce 100 j s, signe i t.h IOl ignature, the pending 5
transm ssiSBW%ngPS‘B’étedamng gi&r\'geﬂ%ﬁ?-q#‘ge%@#}@mg%g%% er Eoftwa?e 400 at
the wireless . way. 85, t.0 e- . Lyel.y. ry t server 40 to

obt a;Mn thgra@gft@?#o%?ﬁogﬁ wgen@[} .1351 @lt‘v%tgggétag@s’f %ure’ t_F ?i%ehm gner \(;f the SIM ME
messagey gﬁ?smi&@m%g%md {o Gt EDAEURRASbRre 0d s vBbIoR L her

cryptographi c I nformti rec'iwred to verity the S'M Me nessage. The

Cr ypt ogr apiibGayis8 fPrdBphitdly qiBLY te LOAP RevePRt8bIRREMb QItGIcRe S0h8d S/ M ME message S0
is 10 transmtfted to the nobile device 100, in which case the S/M M=
message 5Quilis k&t @ thedigner bitBe SIMIMEE B&sSagg) ad WoNRY aryertifldar rdvbddidnhandl er sof tware
400 may be further operable to discard the SSMME nessage 50 if the

Si gnat ur e liste6r cthetagptogtaptiainfosmationteqnired ts venifyt thd S/MEVE chessege. Thal t er nat i vel y
transmt the digital certificate 30 retrieved wwth the S/IMIvIE nessage 50.
I n  anot herypegriybitiinfeniationtning thei beabied hyfatedhaBMBEE nessago$lfis gured to verify a
digital signature 15 and transmt the S/M ME nessage 50 with a verification
resul t 1bf tarsmitigd torthe repbil deviice 10Ai% whichass dhe SMB Eypseaes ihgP9des our ces at the

nobi | e device 100. In another alternate g&)bodi nt redi rector system

, th
11 may st dheavisless saiReay e The AR hapdier poltyane ‘ﬁary(.l?g?“éﬂ’ﬁm;’q“%{eﬁoe S/ M ME message
50 to b di th il, devi.ce.10Q i I dwth di gi tal
SREC e i PR T

alternatively transmit the digital certificate 30 retrieved with the S/MIME message 50. In

another embodiment, the wireless gateway 85 is configured to verify a digitgl signatare
15  and transmit the S/MIME message 50 with a verification result of valid or invalid, thus
conserving processing resources at the mobile device 100.

In another alternate embodiment, the redirector system 11 may store and execute
the LDAP handler program. If the S/MIME message 50 to be redirected to the mobile
device 100 is signed with a digital signature, the pending transmission can be a trigger

20  event to cause LDAP handler software 400 at the redirector system 11 to pre-emptively
query the LDAP server 40 to obtain the certificate 30 and public key 35 for the signer of
the S/MIME message, as well as any certificate revocation lists or other cryptographic
information required to verify the S/MIME message. The cryptographic information may
then be obtained before the S/MIME message 50 is redirected to the mobile device 100, in

25  which case the S/MIME message 50 is stored at the redirector system 11, The LDAP
14



20 event to cause LDAP handl er software 400 at the redirector system1ll to
pre-enptively query the LDAP server 40 to obtain the certificat 83§E§nfbﬂ“
public key 35 for the signer of the SAME nessage, as well as a o
certificate revocation |ists or other cryptographic information required
to verify the S/MME nessage. The cryptographic information may then be

obt ai ned bé‘W’é""ﬂ%e S/ M | vI E message 50 is redirectedP¢WCAMBDDLI | e device

100, 25 d h d
Syot om 1 Tanih Rt e B bolos B B MBS FIeRb, 00207 hand er
ft 400 f vl E 50 if
the oi gnatrEs VR ?%%lﬁ o ph E0eha et STt el ' o ST ornati vel y
transm  Lgagl Ol leed e SRS ed 9! ) RS s S/ M VE message 50

I n anot her e ment redirector system I's configured to verify a

di gi tal S'rgcﬂ:@&bf f‘ste?arkqiéceﬁr»ﬁfmov&hfa(ﬁb&ﬂé}ﬁa@emt@%m a verification

result of valid or invalid, thus conServing processing resources at the
mobi | e sie\ah&ﬁgelﬁ&auhEw&ﬁc&o@fe@woﬂﬁﬁd@ﬂvhlmg\mﬁmﬁstewﬂagpﬁcdsdﬁgust rating one such
process of generating and executing automatic LDAP server queries for data
itens to hesofirtddaand hdbideldevioe HOObIi | e device 100. The process is
illustratively carried out at the wireless gateway 85 in a simlar 10
manner as descFig.igoviisaflew chant 13806 ust2idPone vk pracasedf egenatygiondvay 85 recei ves a
data itemto be transmtted to a nobile device 100. The data item nmay be,

f or exanpl asgcutng agpmativEDARsesenqperias or dateitemd tokg trenitpdloieanbitat a, such as a
digital signature. In step 1204, the wirel ess gateway 85 scans the data
itemto d E‘?"rﬁoﬂeﬂi&?“’t’qﬁ"és tiggtratively carpied oHicet @ﬁé@d@ﬁ&*}t%?( gsb‘ﬁaﬂ'éltlaé | f the data

itemincludes encryption data, ch as the di nature, then step
1206 i 4 g pe‘}"?fﬂﬁ"‘ifPr%‘l&s‘=¥1 a%‘]"%e‘“é‘[’%@#ﬁfd’“ﬁ%“ éﬂé“r“%g%’ﬁif“’e% 2 1206, a UR

t d t AP
?F?Lgtlr; ner%ﬁ‘%‘g‘t"%qﬁﬁg Pl qﬁ'&f‘i{?lwmﬁgie’%corrle’bmalea%ove tepls 1208, 1210,
1212, 1214ms éjso]h?ciluﬁmgén%gr%bﬂr&atﬁ’?ﬁcm{mgw's&nﬁué' m | ar manner as descri bed

with referenc
In step 1204, the wireless gateway 85 scans the data item to determine if the data

item includes encryption data. If the data item includes encryption data, such as the digital
15  signature, then step 1206 is performed; or else step 1220 is performed.
In step 1206, a URI query is generated and sent to the LDAP server 40. The query
is illustratively a standard LDAP query, as described above. Steps 1208, 1210, 1212, 1214
and 1216 are then performed in a similar manner as described with reference to steps 830,
835, 840, 845 and 850 of Fig. 3. In step 1218, the single pass response is appended to the
20 dataitem. Step 1220 is then executed, and the data item is sent to the mobile device 100.
Because step 1218 appends the single pass response to the data item, the mobile device
100 receives all required cryptographic information from the LDAP server 40 for the
verification of the data item upon initial receipt of the data item. Thus, the mobile device

100 need not generate a URI 15 query.

15



835, 840, 845 and 850 of Fig. 3. In step 1218, the single pass response is
appended to the 20 data item Step 1220 is then executed, and tgf dggg hﬁ§n1
is sent to the nobile device 100. Because step 1218 appends th §i e*
pass response to the data item the nobile device 100 receives al

required cryptographic information fromthe LDAP server 40 for the
verificatiS%’@P”ﬁﬁe data itemupon initial receipt of PEHEARHMME item Thus,

the nobile device_ 100 need not generate a,URl 15@53%_& . 15 0 8 SEP 2006
WO 03/ 079639 PEgjolaritrmdatmpodinens AEE(oPogERT REHCRIOBTHBET ARt , ot her

cryptographic.a j.cations i ng secur.e socket |ayer SL), such as a web
br owser aﬁ?ﬂlk?t(]:aﬁ%i%ﬁ‘,’sws?‘é%if erg%”?‘?fé‘?n’%megl}méq e}/ﬁ'ﬂjtm(éﬁ rtificates,
certificate.rey ion lists, an t [ r i c.4nformation. Use
of s osiiih 8Bl bl b U b s p R el 1 O TEL L e

mobi | e de\ékﬁgou&gs&@ﬁ%ig?aﬁ%'édﬂg@ﬁrtﬁﬁ%fm%ﬁﬂ?ﬁéﬂﬁﬁim@ﬂobﬁg&vﬁ@%ﬂs&he encryption

information may be o evice 100 issuing a URI query

as desoy i ReRlsARPN Bush@an B8 padd. ITRE a,elgrgﬁbﬂwormionaﬁwads@ﬂem tlehe LDAP handl er
400 issuing the URI query as described above. In another enbodi nent, the

t hr ot t | i NGnobileRFiclll isOMFRIURS GicHTas SeaBENIbOGSIraiy Siefptivelyds € optional . The use
of conpression as well as throttling allows the nethod to be adapted 10 to
vari ous Wobteheks tied DAPhkddepdil isenigkahe TR qoaydsidestitedal®vd. 0 ensure that an
acceptabl e trade-off is achieved between m ni m zi ng RF bandw dt h by

conpr essi on, dnanotherdimppdiingng the thitlingigieps andgbmpressipn/decmmpressinplsierse devi ce
processing by requiring deconpression. Conpression and throttling may be
opt i onal | yrejontiearle dhaype of coramsgssierras weibas psiling allowy the methqgido be adaptedy 3 syst em

adm nistration, or_automatically depending on the size qf t he single pass
15 r esHbndevarigyspirelessmeter (‘E"Qb‘{e&e‘iﬁieﬁ‘.’mlﬂ’,‘a“?’ﬁgqeésqr%ﬂ‘aéa”cﬁci?&‘ﬁb Yi agram of an

AR FE R IR T AT R T
device h a\ﬁinqupa%z of lagoﬁl%kal \élgf:ufé e ite groge%}ix?g bg' %{Eﬂ%ﬂé &e@énlp?e@sion.
Compression and throttling may be optionally invoked by a user of the mobile device 100,
or by a system administration, or automatically depending on the size of the single pass
I5  response.
With teference to Fig, 4, there is a block diagram of an exemplary wireless device
900 that may be used to realize the mobile device 100. The wireless device 900 is
preferably a two-way communication device having at least voice and data communication
capabilities. The device preferably has the capability to communicate with other computer
20  systems on the Internet. Depending on the functionality provided by the device, the
device may be referred to as a data messaging device, a two-way pager, a cellular
telephone with data messaging capabilities, a wireless Internet appliance or a data
communication device (with or without telephony capabilities).
When the device 900 is enabled for two-way communications, the device will

25  incorporate a communication subsystem 911 including a receiver 912, a transmitter 914,

16



capabilities. The device preferably has the capability to communicate with
ot her conputer 20 systens on the Internet. Depending on the funcﬁi osggié
provi ded by the device, the device nay be referred to as a data e g %8
device, a two-way pager, a cellular telephone with data nessagi ng
capabilities, a wireless Internet appliance or. a data conmunication

devi ce (wi MQBP™#t hout tel ephony capabilities). WhenPEHeAWBMTce 900 is

enabl ed for  two- comuni cations, the device wll 5 jncorporate a
communi catH B TP 98 G BOR GG o @i%l,&%a“l ransmitter 914,

16 0 8 SEP 6 [ Q79639 .PCT/.CAQ3/ 00 and.associ d conponents such
as one or %@?@‘%1%‘%3%2” FEIPERINe TR UG as@ﬁg?mlsg?:% me(sjsg%(lﬁlgﬁat ors (LOs) 913,
and a pro i ; . g i i (DSP) 920. The
parti cul afﬁgztshf@gn oﬁpéeﬁgls&ggﬂmgr%@gtgt:iogﬁ @%g@y@?%bgg«%&?ﬁ?ﬁj’%e dependent upon
the comunj&ahheieaRGinRrol: i M thEddvibICinElRish pirite. FRRBGRa t O Operate. For
exanple, a 5 device 900 destined for a North KTTEI’I can market may include a
comuni £ atdeREk 906 EHEES foL NG Intl ol SHaRet nta9 iOREY AdoBmudidalidnn t he Mobi t ex nobil e
comuni cati on system or DataTAC nobile comuni cation system whereas a
devi ce 90Gubspsenitd & desfzaud taksperate Withit he pMobitesrapbiloronnmitadnagysem@ner al Packet
Radi o Service (GPRS) communi cation subsystem 911. Network access

r equi r enmeMaTAL Inobilel copmyrdgationcpytesn ehangs aigesice 0Gdantendeddorabe imBaroper k10 919,
such as the wireless network 105 of Fig. 1. For exanple, in the Mbitex and
Dat aTAC nenaxdnciegorateripGencral Reelipt Radio Seniieh(GRBSrgpmarieationagbsyteat e on t he net wor k
using a unique personal identification nunber or PIN associated with each

devi ce. | n GPREMWHkIcHSH iRt also A dipspdingdeedbedyReof neogi ated with a
subscri ber_or user of .a device_900. GPRS deyice therefore requires a
subscr i‘%erglad\é‘ﬁf‘? ‘E“i/w%ﬂﬁﬂeﬁ‘{orkclgf‘r?fgjﬁﬁ'& @éf@@%&%&%@%a“fs SI M ca?d, in order
to operat netywar k. Si.gn recei ved t tenna 916 t hrough a
comuni caﬁ? agaﬂ'Agéz%mg%q%ﬁmgs suf}gaﬁg{_msatmore%‘ ﬁ%edfogc?g%%tg?rﬁg%%a whi ch nmay per 19 orm
such co mmiqﬁeep%ﬁbr}éﬁ'&enwﬁgn' n3fABer BrPIN 'a.g&%ed with each device. In GPRS

networks, however, network access is associated with a subscriber or user of a device 900,

A GPRS device therefore requires a subscriber identity module, commonly referred to as a
15  SIM card, in order to operate on a GPRS network.

Signals received by the antenna 916 through a communication network 919 are
input to the receiver 912, which may perform such common receiver functions as signal
amplification, frequency down conversion, filtering, channel sclectio:jm and the like, and
analog to digital conversion. Analog to digital conversion of a received signal allows more

20  complex communication functions such as demodulation and decoding to be performed in
the DSP 920, In a similar manner, signals fo be transmitted are processed, including
modulation and encoding for example, by the DSP 920 and input to the transmitter 914 for
digital to analog conversion, frequency up conversion, filtering, amplification and

transmission over the communication network 919 via the antenna 918,
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anplification, frequency down conversion, filtering, channel selection and
the like, and analog to digital conversion. Analog to digital B%WPQZEUB
of a received signal allows nore 20 conpl ex comuni cation functions such as
denodul ati on and decoding to be perforned in the DSP 920. In a simlar
manner, signals to be transmtted are processed, including nodulation and
encodi ng f O BAAMBl e, by the DSP 920 and input to thePEWEAMFPNT er 914 for
digital to anal og conversion, frequency up conversion, filtering,
anplification @thP%Oans?ﬂﬁ’ﬁ@Mﬁ?sW@W@n@@ﬁ*ﬁfﬁ?ﬁ@&?ﬂﬁ#sﬁ%tvvor k 919 via the
antenna 918. 17 0 8 SEP 2006, WO 03/079639 PCT/ CA03/ 00407 The DSP 920 not
only proc&CEEE RAIRTREEepT g Foss ppls de eppiapplied g oPBHMCHRS SEBIS  r ecei ver and

transmtter_ contro For exanple, th ai.ns a j ed,to _caonmuni cation
oL S PRI i pmeitiar 34 ey berentivany op B shigy SloSET | v |
controlled_thr ut amat i ¢ ' rol algorithms inplenented in the
DSP 920. §%ﬁ%%§%&o%§m§%@e%$ngpg’ﬁgn?wgcl udes a m croprocessor 938, which

controlss the  AYaLAL boRRREARMLRs didShmdleNi o, wERUHIARE T on uncti ons,

i ncluding at |'east dat vol ce co ni catirons, are perfornmed through

t he communi&at dpQiicd $RRYR BT SAdunichitd fundidnt, Mk ARES BaY d3B8d al so interacts
with further device subsystens such as the display 922, flash nenory 924,
random ac GgissScomivRitayiods R\ erfG26d thidbighi the odidturidafiiatsatdyttepiatl 1.Thé O 10 subsyst emns
928, serial port 930, keyboard 932, speaker 934, m crophone 936, a short-
range compitrbgarkdsad38 dusaratsavith iBeramdceanbyysomhach geheidsplas?Bsy st ens
generally designated as 942. Some of the subsystens shown in Fig. 4

per f or m cdlashumeromt 246 rmndo) stescimdmencRANN §26, angiliery wpet/oupre¥O)subsyst ens may
provide "resident” or on-device functions. Notably, sonme 15 subsystens,
such at) keyusystemg 923l pert Y0.derbagrd 838 speaker 984 avgsrphone f3fy2 gtysed for bot h
communi cation-related functions, such as entering a text nessage for
transm ssitge epmEpnigations SpRRTITMAIAR #d s Rtiehisrice SUBERBSHIEADY r esi dent functi ons
such as a cal cu atggz( or task list.

designated as
Some of the subsystems shown in Fig. 4 perform communication-related functions,
whereas other subsystems may provide “resident” or on-device functions. Notably, some
15  subsystems, such as keyboard 932 and display 922 for example, may be used for both
communication-related functions, such as entering a text message for transmission over a
communication network, and device-resident functions such as a calculator or task list.
Operating system software used by the microprocessor 938 is preferably stored in a
persistent stare such as flash memory 924, which may instead be a read only memory
20 (ROM) or similar storage element. The operating system, specific device applications, or
parts thereof, may be temporarily loaded into a volatile store such as RAM 926. Received
communication signals and data items may also be stored to RAM 926. The flash memory
924 preferably includes data communication module 924B, and when device 900 is
enabled for voice communication, voice communication module 924A. Other software

25  modules may be stored in other flash memory modules 924N, which illustratively stores
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Operating system software used by the m croprocessor 938 is preferably
stored in a persistent store such as flash nenory 924, which may grgﬁi‘-’e@@[lﬁae
a read only nenory 20 (ROM) or simlar storage el ement. The operating
system specific device applications, or parts thereof, may be tenporarily
| oaded into a volatile store such as RAM 926. Received conmunication
signal s an®O3U6¥t ens may al so be stored to RAM 926. POHAMNMEh menory 924
preferably includes data conmunication nodul e 924B, and when device 900 is
enabl ed f Pt el AR P 290 mail cignt 3. wd sepipgrephicplork R i 924A Ot her
software 25 nodul es may be stored in other flash nmenory nodul es 924N, which
illustratively stores 18 0 8 SEP 2006 WD 03/079639 PCT/ CA03/ 00407

software for the LDAP cli nt .3 t ogr aphi c
bl ock 350 of F’p]gmlrcr(?mﬁsﬁoésﬁ lgr’ggﬂroggoelgg’%m%%ﬁmmm g%ﬁﬁl&gm {gpi tg oger ating
system f U’Lﬁ&HAQ 3¥p11ce“9€s%géd%%%‘ kRRmAfeas@ b4 War e applications on

t he device pre et er m ne applications that control basic device
oper at i 9nsappuc5tﬁnmat Etauatbam@ﬁ&e o @RnP RS £ Bast GaBARANcE At i on appl i cati ons,
for exanple, w normal Iy be installed on the device 900 during

nmanuf act Urcﬁmmﬁm@ﬁﬁafa@ﬁlfcﬁﬁnsaﬁ:péﬁaﬁﬁé iwalndkdaly béwBytallbEor mRamdack 900t 0 t he device nay
be a personal information manager (PIM application having the ability to
organi ze alufing mamufagee. dairaeriel aipBeaticl tit nfyche loaddd losto e dévice masiera such as, but
not limted to e-mail, calendar 10 events, voice mails, appointnents, and

t ask it enperspiat ivfiomiatign mapager (BRV)pplicatioehaying the thilitp o orgazslankd be avai | abl e on t he
device to facilitate storage of PIMdata itens on the device. Such PIM
appl i cat i orrnggsditelitens edlatingiolthy derdgp aiser sieh agHjuf nof Limited tocprdl, aaleBder ecei ve dat a
items, via the wireless network. In a_one enbodi nent, the PIMdata itens

are sel cyersy, voicsmalsy %P@Hme“t%ﬁq‘%ﬁ’ﬁﬁ?ﬁsz%ﬂ”@ﬁ&n%‘d%ﬂﬁé&m% ™%he wirel ess
network, w t he user corres 15 data.itens stored or
associ at ed”‘iﬂ,{ét ﬁa"éﬂ”rd? 8?1‘1‘)‘351?%‘?‘:11 i“g’?ﬁg"l{ﬂ%%%%fmﬁfﬁﬁh\ ed%¥%€ons may also be
oA Ot gl A waR0mb LAY e bDGRFH Uk fndHodve ki V! 7Y 1O

the wireless network, In a one embodiment, the PIM data items are seamiessly integrated,

synchronized and updated, via the wireless network, with the device uset’s corresponding
15  data items stored or associated with a host computer system. Further applications may also
be loaded onto the device 900 through the network 919, an auxiliary I/O subsystem 928,
serial port 930, short-range coﬁmunications subsystem 940 or any other suitable
subsystem 942, and installed by a user in the RAM 926 or preferably a non-volatile store
for execution by the microprocessor 938. Such fiexibility in application installation
20 increases the functionality of the device and may provide enhanced on-device fanctions,
communication-related functions, or both. For example, secure communication
applications may enable electronic commerce functions and other such financial
transactions to be performed using the device 900. |
In a data communication mode, a received signal such as a text message or web

25  page download will be processed by the communication subsystem 911 and input to the
19



serial port 930, short-range comuni cati ons subsystem 940 or any ot her
suitabl e subsystem 942, and installed by a user in the RAM 926

preferably a non-volatile store for execution by the nicroprocégE0$E%§@pﬁ
Such flexibility in application installation 20 increases the functionality
of the device and may provi de enhanced on-device functions,
communi cat WOMPBFAL ed functions, or both. For exanpl ePCE@IFPEITConmuni cati on
applications may enabl e el ectronjc comrerc funcéLons and ot her such

financi al T§PRAYGEssEE P Which will pretembly fuiherpmeesRrge L sigal Po8PYdD. 1 n a data

i ti , j d si, | text, b 25
page. down TP 2% o ek S IR IR RGBT o€ ABEDEL em 011 and
i nput to the 19 9B orh E%%%p§ﬁ§$8%£%&%%$$FR§E/Eéﬁgéggﬂﬁl m croprocessor

938, which vu$$m%re erang r'ocess‘the rece si'gnal for output

to the di@%g%gg@%gsm%}é Bttt Yook oA bRt e ad O dEVicE 928. A

user of devic SO conpose  data Itens Such.as e-mail nessages,

for exaypl gnjurdih Weth thB 8is SR 2d GosIBIS an antilie§ POIaSvid308d, SicALdnpoRacoONpl et e
al phanumeri ¢ keyboard or 't el ephone-type keypad, in 5 conjunction with the

di spl ay 9232mahs e s6trdabnvittalibvér i brhrindicytioh hédvéte thivugh H2@mnbkicdiorc onposed it ens
may then be transmtted over a conmuni cati on network through the

conmuni catsiugpstemPybsyst em 911. For voi ce communi cati ons, overall opération
of the device 900 is substantially simlar, except that received signals
woul d pr ef er alfoyvolre canypisations overad opesition of g8 4evine @00 i epbstangillyl s f or
transm ssi on woul d be generated by a m crophone 936. Alternative voice or
audi o |/ Osistiles ereepethe reseivaq sigralpvayldipeeferably be aurut foaspraker A 28hibsyst em may al so
be ing%enpnted on the device 900. Al though vaice or, audi o signal output is
pr ef er &bl PEndETIRHHPHSSIRR WOy begeneraed bY migioptens 18 SEUKE YO8 the display 922
may al so be_.used to rqvi de .an i ndicatijon.of the identity of a calling
party, .t hdoait PETBHemTsuch a8 veich meapese eeping pprem Y Bl

_ _ 1 Ce call related
i nformati OlgaplelIle?n{ed ?ﬁ(tﬁer@'vﬁe 900. Although voice or audio signal output is preferably

accomplished primarily through the speaker 934, the display 922 may also be used io
provide an indication of the identity of a calling party, the dufation of a voice call, or other
15 voice call related information, for example.
The serial port 930 would normally be implemented in a personal digital assistant
(PDA)-type communication device for which synchronization with a user’s desktop
computer may be eiesifable, but is an optional device component. Such a port 930 would
enable a user to set preferences through an extémal device or software application and
20  would extend the capabilities of the device by providing for information or software
downloads to the device 900 other than through a wireless communication network. The
alternate download path may for example be used to load an encryption key onto the
device through a direct and thus reliable and trusted connection to thereby enable secure

device communication.
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The serial port 930 would normally be inplenented in a personal digital

assi stant (PDA)-type communi cation device for which synchroni za@ietc)gE\fg tZﬁ'Dﬁa
user's desktop conputer may be desirable, but is an optional deVi
conponent. Such a port 930 would enable a user to set preferences through
an external device or software application and 20 woul d extend the

capabi | i ti &8P e device by providing for infornati BEANSEHI% war e

downl oads to the device 900 other than through a wirel ess conmuni cation

network. The ‘fhoETHRes @mEgHFatens aRbpyaiem Ay 2 fopher eptigpah PEPEE™ysed to | oad an
ti K tq,t devi th | t.. t | i abl d

T st od COmGTEY BivdorREPa S e 1 efird00 GAGERES BIERT cat fon. 20 0 8

SEP 2006 639 PCT/ / 0. . - i ti

subsystem ﬁg’ﬁéh%gg?eg%l?t eeC‘szrars‘w(();ﬁ\p‘?b %g%%dég%?é@%&mﬂlﬁﬁ?%ﬁ%ﬁ%ﬁ gjr g\elli |dgnfs or

COMMIN! Cty il WS 6icd B 86ci 00l byl BB OT | dovi ces,

whi ch nee ot necessar simlar devices. For exanple, the subsystem
940 ey iBRHEGLEGH mddRE foptRMe B8 YinRnRiidn FRSHRNAY BfibIEd fyethstafd and conponent s
or a Bluetooth 5 communication nodule to provide for comunication with
simlarly @aakl ed systens and- devices. Fig. 5 provides a flow chart 1000
of an illustrative nethod for an LDAP client query carried out at the

nobi | e devi ce HfG providesstfiow cla® 1000 ofi arsitluseaive methwidatan bBRARFlelt an  LDAP URI is
requested. The request may be sent from any conmputer device in 10

comuni catquery camiediouttahtbe mpbile feviss 10§a incsten J0185: sreany comieetion mithdlr e net works. I n
the case of the cryptographic nessagi ng exanple, the request is sent from
t he nobi | SDABARIdY rpquested. Pipgequsskuaaytbe prat fmn qup) eompisT JedicyfByi ce 100. In step
1020, a stream.cqonnection to the LDAP handl er 400 is opened. By opening
this cbhneemmypicaten yildhe yiyslossigairieay & oRnere PLPHRICY i ¥OAP server 40, the

mobi e 15 eec‘{-}p?o%af,h?? meissssagi?ig ci‘.xgxlnp g, efrgqgég ig shegt f?orr]naﬂtlé thbhtPﬁg)Af-' ¢ 'fel%r mat i on exchange.
200 executing on the mobile device 100.
In step 1020, a stream connection to the LDAP handler 400 is opened. By opening
this connection to the LDAP handler 400 rather than the LDAP server 40, the mobile

15  device 100 is shielded from the chatty LDAP information exchange.

In step 1030, a connection input and output stream is ;)btained. The LDAP handler
400 uses the output stream to receive tﬁe URI sent in the subsequent step, and the LDAP
client 200 uses the input stream to receive records from the LDAP handler 400 in the
singie pass response.

20 In step 1040, the URI is sent to the LDAP handler 400 by writing the URI to the
output stream. The LDAP handler 400 then proceeds to perform the multi-pass query on
behalf of the mobile device 100, f;md returns a throttled, optionally compressed, single-
pass response as previously described.

In step 1050, the mobile device 100 determines if the input stream is compressed.

25  This determination can be made, for example, by reading a Boolean value from the input
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In step 1030, a connection input and output streamis obtai ned. The LDAP
handl er 400 uses the output streamto receive the URI sent in t¢§
subsequent step, and the LDAP «client 200 uses the input stream ﬁgge?w@
records fromthe LDAP handler 400 in the single pass response. 20 In step
1040, the URI is sent to the LDAP handler 400 by witing the URI to the

out put str &HA3AMRYE LDAP handl er 400 then proceeds to PEVEAMBMI4Me nulti - pass
guery on behalf of the nobile device 100, and returns a throttled,

opt i onal | yreewnyitEs Bede LRARNkder 400 wesifydisbine eptin toGomRRsthIs P descri bed. | n

step 1050, the npbil e device 100 detgrniqﬁﬁﬁif t he i%&@ ﬁtrean1is

conpr essedelected gt depelected; If compression fs selectedyep L0G}gppues bigre s {Z&) e, by reading a

Bool ean val ue trqnthQ inﬁ%t ﬂﬁéﬂp 8 SEP 2006 WO 03/079639 PCT/ CA03/ 00407

stream wEPERRESHONY 09 fleciehAisn ff %00 to specify that the option to

conpress has q§ qpuﬁgkg&%ﬁgﬁggﬁggﬁﬁg LM helidou DR @§si ON is sel ected, step
e ep . co

1060 ensues betore s ression 1's not selected, then step

1070 ensu r L1Sh; i.ed to the input
N %%ognb@ss%ﬁ ER vt efite Q‘%gﬁll detholy, sueh 489 gi);/)klguen?gxre g:?ﬂ p

stream Th econpressi on ca npl enment ed nmet hods, such as

by pi pel i R thrbieh b BRHopresidrkiRA rldiked WibBritding @ AEBMBSSR ki feam and t hen
substituting the deconpressor streamfor the input streamin subsequent

st eps, f orhegxaieatan in SibeduekOsldds, debampienes i f input streamis to receive
data. This can be acconplished either by receiving a header file

speci fyi ng t heStaprtoT0detenfined i firquttsteainds th resetverdatat gtlis cande accomplished | nput st ream
or by reading a Boolean value fromthe input stream witten by the LDAP
handl er 4(}01,16rb§hb@kvinspé€ﬁid¢riﬁ@§m°ﬁ}éng@Wwogiaw&wwe%‘ieﬂh%om ng, or that
all records have been sent in the single-pass response. A tinmeout

condi t &n irpasteau: pryreading uBeloamyvelue frora the g siteamy B R BY BPA%r i nat es t he

FEAPlo N AL T TMEPR T MER R SR R
been sent in the single-pass response. A timeout Eondition may further ensure that the
mobile device 100 terminates the communication after a timeout, If input is to be
.received, then step 1080 ensues, else if no input is to be received, then step 1090 ensues.

15 In step 1080, a record is read from the input stream. This step defines the record
format used in the single-pass response, which is specified by either the mobile device 100
or the LDAP handler 400. An example embodiment of a method to catry out this step is
iltustrated in Fig. 6, After receiving the record, step 1070 ensues to ensure that a single-
pass is used. .

20 In step 1090, a listener is notified of reception of the LDAP directory information.
The listener is illustratively the e-mail client program 300 executing on the mobile device
100. The listener may then automatically terminate reception of further LDAP query data

if the required information has been received, or may alternatively prompt the user of the

mobile device 100 for further direction.
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15 In step 1080, a record is read fromthe input stream This step defines
the record format used in the single-pass response, which is spﬁa%i g'Eszdag
either the nobile device 100 or the LDAP handler 400. An exanple

enbodi mrent of a nmethod to carry out this step is illustrated in Fig. 6.
After receivi ng the record, step 1070 ensues to ensure that a single- pass
is used. 2WO%BY¥6R8p 1090, a listener is notified of rBEENBPIMIOf t he LDAP
directory information. The listener is jllustratively the e-mail client
progr am 300 e%’&;épﬁoﬁgeséfﬂowh@ﬂmwf@%%“&’emeﬂi@é?’a#é#?hg’i ener may then
automatically termnate recepti on,of,f,ijrther LDAP quer fr()(lgl,lata if the
required ireFPErseRtIPRHRetheds Thiduatpof afckig § B dlustpveser BIPLPEEt TVel y pronpt the
user of the n%ibggeﬁgevi ce 100 for further direction. 22 0 8 SEP 2006 WO
03/ 079639 e PEBEG7 Fig. 6 provides a flow chart 1100 of an

Il Tustrative {ﬁ%{e‘éﬂlé gge\agers]tt!rg 3 1Edotdl) wiJe&%QJ3Qf1i@£@ﬂﬁdeeﬁmﬁﬁt hod. The net hod

of Fig. 6 1is rdtive used to read recor rom input step 1080 of Fig.

5 In s eqnp:ll?sléﬁl iﬁgﬁ@?&&%&fen&ﬂt&a@ﬁﬂmws%&&mam chfRiaNe: Step 1120

determnes i I'nput si'gnal 1ndicates a new entry at the input. This
det er ni natd, QRuC B reddfhg ABHGean hidie frofAITRIUE wrilksh by @rdDAB handBo®D.ean val ue from
the input, witten by the LDAP handl er 400, which specifies that a new
entry is fifidnRpeamibsisht i flewl By i€ Eith@niingliethocudent cecord oathattheeursal rent  record
applies to the current entry. If a newentry is at the input, then step
1130 ensuascordupplieeto $ie catepyentyl Gk rewsatess at 119 ipat, Genesigp 11596usu%: Few entry is
created. The entry conprises the received attributes of the record. Step
1140 det erehsesters116f ensites.| east one entry has been received, i.e., if the entry

has received all of its attributes. If-the determn t%?gbﬁtisf positive, then
step 1180 ensulsstep 1130, amew ey iscrarioth at e GHTY iCQmRTISe e ereY ®%f'ep 1160 ensues.

the record.

U

Step 1140 determines if at least one entry has been received, ie., 1f the entry has
received all of its attributes. If the determination is positive, then step 1150 ensues. If the
determination is negative, then step 1160 ensues.

15 . In step 1150, the Histener is notified that an entry has been received, i.e., all of the
entry attributes have been received. The listener may determine if the entry is the desired
LDAP directory information, and if so, no additional records need to be received and the
commumnication can be terminated, Alternatively, the mobile device 100 can be configured
to prompt the user so that the user may detenniné if the entry is the desired LDAP

20  directory information.

Step 1160 determines if the input has a new attribute. This determination canbe
made, for example, by reading a Boolean value from the input, written by the LDAP
handler 400, which specifies that a new attribute is forthcoming in the current record, Ifa
new attribut.e is determined, step 1170 ensues; or else step 1180 ensues to signal that a

25  record has been read.
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15 In step 1150, the listener is notified that an entry has been received,
i.e., all of the entry attributes have been received. The |i5t®n§Qgﬂaﬂﬂﬁ
determne if the entry is the desired LDAP directory informtion; d ?
so, no additional records need to be received and the conmmunication can be
termnated. Alternatively, the nobile device 100 can be configured to
pronpt theW@dP7°68 t hat the user may deternmine if theP@EASYIMY t he desired

LDAP 20 directory information. Steg@%lao determines if the input has a new
attribute. Thi 4 {etidflfnsiuuisiropdppuiseantis frad and gideddn ap ity T050%% 0 5di ng a

EBZL??&Z: %%fcfrﬁ%%?eiewlgy&w%&%%nﬁﬁg R S scor et
i i i . 180

i gnal -t hat G LBAPRRTRTR B plirkR bl BREH b Bl B iRy 07650 1
PCT/ CAO3/ 0Q40Q £l issogqh%.l} orthlelh, mgd}eafain Qiﬂ%:gﬂétéﬂadg?m&oﬂtﬁ&@ﬁﬂ' s read and

fHe (
added to an entry. I's can e acconp exanpl e, by reading the
nane of st hguabidatuiateSs hénQBel Phel cBiMatent | tten by the LDAP handl er 400,
then readi ng a Bool ean value fromthe 1nput signalling whether the
attribute is bisepn)Bo@hdskRxdestdlecepBéitindiiRad didigtifich £listnstal g @obile ext ual attribute
fromthe input. 5 The read attribute is then added to the current entry.
Step 1180 da#ts 100tkat & ecad khs beecept. i on nmet hod and notifies a listener in the
nobil e device 100 that a record has been read. Fig. 8 provides a
functional bl odke 8iprayjdea afRGIOB bibdkidingramt2DeGlivstrsing thevendling ofgiclient c| | ent
information request by a request handl er. The information request
i |1 ustrat i insdrypatios regpest by @ request henglern Be information reappstalinstrativlyie ofdhe ot her
i nformation requests may al so be handled by a s séﬁgﬁﬁn /[or nmethod as
depi ct 68 iﬁ”PPﬁ@”éV“ﬁW%W@@W?”@W@?ﬁﬂ¥%§§“ﬁﬂV@sE“@%P nqledd8 A mat i on

requi rement 2002 to he,served.hy agn external system.such as an LDAP
server. Th&sEmang{er me ?sﬁﬁ?‘it%h“%%%ﬁ ﬁ¥3?°§6’6é§?¥ﬁg]°‘88‘ a requirement for a
di gital

information requirement 2002 to be served by an external system, such as an LDAP
server. The client information requirement 2002 may be a requirement for a digital
certificate, a public key, particular contact information, or some other information

15 requirement. The client information requirement 2002 is to be setved in a single pass
communication.

The client system issues.a request to serve the client information requirement 2002
to a handler system, which executes a request handler program 2004. The request handler
program 2004 handles the client information requirement 2002 request for the client

20  system, and establishes a communication with a servér system, or some other computing
device, which executes a request server program 2006 that responds to the client
information requirement 2002. The request handler program 2004 receives and monitors
the multi-pass communication from the server system, and determines if the data received
from the server system exceeds a cliént system threshold requirement, such as size or

25  record count., ¥f the data does exceed the client system threshold requirement, then the
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certificate, a public key, particular contact information, or sone other
information 15 requirenent. The client information requirenent ZiﬁgZSEg ﬁlﬁﬁ
be served in a single pass comunication. The client system i ssués:
request to serve the client information requirenent 2002 to a handl er
system which executes a request handl er program 2004. The request handl er
progr am 2089 WaHes the client information requir enmePETCAI894¢7equest for
the client 20 system and establishes a comyunication vvitH}Ea server system

or sone ot Kelestbeistregmy 208t werastrop P40 todrepsifive data rep g MRIP e ver progr am
2006 that responds,to th Jient .information requirene 2002. The request
handl er prﬁ&?rg%r%’(’ﬁm’l“éﬁg? ‘5’@%‘ s%fff&“%ﬂ’i’gﬁeéq'a%s mp? °8m%‘ﬁ'flia§9np§sﬂ§e communi cat i on
fromthe server syst det er m I iaed fromthe
server sys?aéa}f?’%sxngﬁ%%’fg%c %J'Ig&éﬁ% mgﬂ%%s?ée]?négﬁergérg’gfegﬁ% geaﬁe?t&%%ﬁt, such as size
or 25 reco . e ol ystem t hreshol d
requi rerrenPr,ggriﬁﬁ%ﬂr?yfﬁdéhéﬁ%égg&%ﬁg%%%éﬁsﬁgg%% %Lé,ggg%g? / CA03/ 00407 request
handl er spr gghadkA@@4 uses a throttle 2008 to transmt the data received up
to the threshold requirement to the client systemin a single-pass reply
communi cat i on. Thd thibile200€ Aludrafi@BShrot0ds teteeiRd dath by Krhitigy ke siglst em t hr eshol d
requi rement, then the request handler program 2004 transnmts the data
recei ved t pastdasly clninenitatisly ®tactnotiled raplyi0HYy [Tee hegls raply@P10 iy 08nmuni cat i on. The
throttle 2008 illustratively throttles the received data by limting the

si ngl e- pabsiudeap bithedatameseivedan hemultipass canppupicatiop flom Bip peve@10. The throttle
reply 2010 may not include all of the data received in the multi-pass
comuni cat {lysirated bihe fretiedrery 2010 grginafing at g paing wishin G mpRPaE hy ot t | ed reply 2010
originating at a point wthin the nulti-pass 10 conmuni cation. The
thrott!®d FEEYICE90 maybe generated by several methods. In one

remn}j?:jl_ giae_rs]ts t h?‘hgtﬁr%tlglgc?}epl?%glrn%yrb gléz%galie%%} szegg'adl m%de.r ﬁnco% ve the entire

embodiment, the request handler program 2004 may receive the entire multi-pass

communication and store the received data at the handler system. The request handler
program 2004 may then determine if the received data exceeds the client system threshold
15 requirement, If the received data exceeds the client system threshold requirement, then the
- request handler program 2002 selects a subset of the data received and sends the data
subset to the client system. The request handler program 2004 may optionally include
refinement data to request the client system to refine the information requirement or
request the client system to confirm receipt of the additional data received in the rulti-
20  pass response but not sent to the client systerm.

In another embodiment, the request handler program 2004 monitors the multi-pass
communication to determine if the received data exceeds the client system threshold
requirement. If the received data exceeds the client system threshold requirement, then the
request handler program 2002 terminates the multi-pass communication and sends the

25  received data to the client system. The request handler program 2004 may optionally
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conmmuni cation and store the received data at the handler system The
request handl er program 2004 nay then determne if the recei veq] §$ESJ 2006
exceeds the client systemthreshold 15 requirenent. If the receiv atg
exceeds the client systemthreshold requirenent, then the request handl er
program 2002 sel ects a subset of the data received and sends the data
subset to WRHBP$ERNt system The request handl er progtGHEARHHU Yy
optionally include refinenent data to r?q%geetgét. he client systemto refine

t he i nf or miz¢lpdsrelingmesy doe frraquets the chieniyte to HRAURIEPBTHLY confirm

recei pt of the additional data received in the.nulti. 20 Ss response but

not sgnt t Bf qoprse, eihsr @ 0‘13)?%%@%“&“??%&??5@‘5%8%“%%?1?0 eﬁg‘%'r equeslto handl er

rogram 2004 i.tor e | 1.4 - DPASS I j delgrmne if the

Pecgi ved data %@%@D‘%%n‘g%fébr&aggeﬁg%n@%%ﬁﬁ%gﬁ e‘cg]_ﬁl rement. If the

recei ved dgif GScedab/I8 GG LRSI IEERIOb e LeENt | then the
‘ggrar 2002t erm nat es

request handl er pr he nmul ti1-pass comruni cati on and
sends the 2a.hAcRhYEEABRNR: 400 FhliRarild, @OLDAYBh@HU00RE b RGeS handl er
program 2004 may optionally 25 0 SEP 2006 WD 03/ 079639 PCT/ CA03/ 00407

i ncl ude r el RedBmite St the DDA R GRS 10, tThHCalEAitepbkt nty 5 Gdigiated iithd Ne t he
information requirenent. O course, other nethods of throttling the

mul ti - pass URY el 6ia URDEn bagsleattdto either sps:ifyla convbhiidnemdliirgast DAEP handl er 400 has
been described as a software program executed on the wrel ess gateway 85,
the LDAP hawel (eg., "B/ ney ood snglekpassdDAB R0, [oidigy/ani)chethemged on t he LDAP
server 40. Y or exanple, the LDAP handl er 400 can be accessible via an

al ternat e powit-pay LDABqueryammyhen begonveged irhdngder sl RAPSUEHPt  maybe desi gnat ed

inthe UR, and thus the URl can be selected to, either cify a
conventifonmogifying the YRL .24 pydjpe 2 rading, my" &0 the URTKigps :'/‘P.O‘?t‘.’“.”.h‘?aﬁor a singl e- pass

LDAP .9,,, ddap:/[.. .. " h , | £ - LDAP
O, L (B e Lo SR B MARIRT, 27, 107
e.g., addi Qgﬁgéeﬁ%gé@?%%tﬁ;e lga%intﬁgrﬁ" Qﬁm&f@%ﬁ%{,g" to obtain the URI

“nmdap://.: a sl e- pass ry may then be converted to
a multi-pass Fig. 9 provides a functional block diagram illustrating the handling of a client

information request by a request handler executed on a server system. The information
15  request illustratively is of the form of an LDAP query; however, other information
requests may also be handled by a system and/or method as depicted in Fig. 9. A client
system may have a client information requirement 2102 to be served by an external
. system, such as an LDAP server. The client information requirement 2102 may be a
requirement for a digital certificate, a public key, particular contact information, or some
20  other information requirement. The client information requirement 2102 is to be served in
a single pass communication.' '
The client system issues a request to serve the client information requirement 2102
to an intermediate device, illustratively a gateway program 2104 executed on the wireless
gateway 85. The gateway program 2104 sends the request to a handler program 2106

25  executed on an LDAP server. The request handler program 2106 handles the client
26



LDAP query by stripping the leading "n to obtain the URI "ldap://..." Fig.
9 provides a functional block diagramillustrating the handling 0f§ &E 2808
i nformation request by a request handl er executed on a server system The
information 15 request illustratively is of the formof an LDAP query;
however, other information requests may al so be handl ed by a system and/ or
met hod as MPBATe® in Fig. 9. Aclient system may haver/aaapient
information requirenent 2102 to be served by an external system such as
an LDAP seinfasmatiomtequirsingnt 202 reqicstfordle; sateway orpatam@ifdnand pamprunieaits he a
requirement for ‘a digital certificate, a public key, particular contact

i nf or mat i ofith $iequs¥ saEvepprogsamy k10 fhakrespopds o 815 cheatinformaHen{equiremeat ¢ j ent

communt cat PSR Tt midle pegan e el M p ot e o ve (e cl i ent
information requirepent 2102 to _an | r ,ate device, illustratively a
gat eway grl 8"@?’"& °f’f5§g%§18§ﬂ?e§t3a5?pf° an \%1I lr%éalq]ggeste 1-‘Eug';;mast e\/\e/aélé%gg:?lb he gaE e\(/jvayy
rogra . xecut ed on

P Bnp S i B s G Al eRoolls DO g RREB Ml B ra B ELE €0 B0

SEP 2006 .03 0:09R3%t PCT/ CAO3/ 00407 information requirement 2102 request
for the gateway program 2104, and comrunicates wth a request server

program 2110 t had ciefsRRAGTeshald fehSrefbrit BB belpfthiéd B iht elqudsemile; ement  2102. The
request handl er program 2106 receives and nonitors the nmulti-pass

comuni cat pgrah 2I0G Wit the Eeqapsitfion SaEniadd fPHAl pataway biddramed 108, diatagr m nes i f t he
data received 5 fromthe request server program 2110 exceeds a client
syst em t hr ei¢hatielybe gavitusiystoted asliacdessibledy thee rauestrhamdiee progla 3196t . The cl i ent
systemthreshol d requirenment nmay be provided to the request handl er

progr ant02106 wilfthe datadoes experddhe olignbsystemn trpshoidrequientento then here@istt eway program

2104, or may alternatively be glrevi ously stored and acces% | e by the
request hahediss prograspdlfnsosrshrottla Bl0B fo taprmitdhedata prerived upfodhedreshold ¢ j ent system

threshol d requirenent, then the request -
reql%rement to the wire&ess gateway 85 ina lilngﬁa-pass reply communication, If the data

does not exceed the client system threshold requirement, then the request handler program -
2106 transmits the data received to the wireless gateway 85 in a single-pass reply
15 communication. The gateway program 2104 on the wireless gateway 85 then transmits
the data received from the handler program 2016 to the client system in a single pass
communication.
The embodiments disclosed herein are iflustrative, and other configurations and
communication paths for computer systems distributed throughout one or more networks
20 that enable the functionality of the LDAP handler system as disclosed herein may also be
used.
The embodiments described herein are examples of structures, systems or methods
having elements corresponding to the elements of the invention recited in the claims. This
written description may enable those of ordinary skill in the art to make and use

25  embodiments having alternative elements that likewise correspond to the elements pf the
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handl er program 2106 uses a throttle 2108 to transmt the data rﬁcelved u
to the threshold requirenent to the wireless gateway 85 in a si diéﬁﬁh
reply communi cation. |If the data does not exceed the client system
threshol d requirenent, then the request handler program 2106 transnmts the
data received to the wireless gateway 85 in a single-pass reply 15
conmuni cat WSH3OMHYE gat eway program 2104 on the wirel eBET/gaBR4eY 85 t hen

transmts the data received fromthe handler rogran1é016 to the client
system i n #veyippieatep ke clpimtrineaded %ﬂ”° @WE%HW SePLcl osed herein

are illustrative, and ot rat.i ons .an ation paths for
conput er SWMSWGEFPVB °§ﬁ'ﬁattﬁ ) gl?fél% laﬂwm}i@‘f% IC2)0 that
enabl e t he nﬂﬁﬁ%%mﬁ |H%W%% tQ?akw m@&@&#%hh§¥a£§£%ﬂﬁﬁhp%elosed herei n may

al so be use escri erein are exa s of structures,
systens or nts corresponding to the el enents of the
|%vent|on ngﬁgegﬁ?ﬁﬂ%ﬁ%ﬂﬁﬁgPﬁg? Thi s WW|Pten dgscrlptlon may enabl e t hose
of ordimary skill in the art to make and use 25 enbodi ments having
alternative elenents that |ikew se correspond to the elenents of the 27 0
8 SEP 2006 WD 03/079639 PCT/ CA03/ 00407 invention recited in the clains.
The i ntended scope of the invention thus includes other structures,
systens or methods that do not differ fromthe literal |anguage of the
clainms, and further includes other structures, systens or nmethods wth
insubstantial differences fromthe literal |anguage of the clains. 5 28 0
6 SEP 2006 dains: 1. A systemfor handling a Lightweight Directory Access
Prot ocol , LDAP
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query to an LDAP server (40, 41) for an LDAP service, the system
conprising: a client program (200) executing on a client system (90%))8,[59[ t‘?gﬂﬁ
client program (200) operating to generate LDAP query data correspondi ng
to the LDAP service and provide the LDAP query data for transm ssion from
the client system (100), and further operating to receive LDAP query reply
data in remze to the LDAP query data; and a handl er program (400)
executing on a handl er system the handl erprogram (400) operating to
receive the LDAP query data transmtted fromthe client system (100) and
execut e the LDAR. quedysystym foe harmilipg adrigtveighODirgatpry Acsessi Rretot@ARDdRer y

reply data V, i e passes, and
upon conpl g?%’%gd%it&?ﬁg@éﬁﬁigé’sﬁ? {/olgcdzaflg,LDg&rj%s\?%’ pﬁe‘sg}%ﬁ%m esﬁrgg'repl y data for
transm ssi on t oatdhentcprogmim @P8) errcutinkOd) aichest sistegl @0PRSIs: clnt Progray st em of
claim1l, in the handl e ram (400) is fuyther ting to
Chrotti e t 9T pesh{iie B Enele EARP LR i bomfacndine o e LEABIRS 4§  opi y
data if therdviddRhelUDAP GRBl Yatdl &r ArafGIRR6HS fromt the €5dHP kbiend (KOR 284 ifgithel he
throttl ed LDAP, gguery, reply data for transm ssion to the cljent system

(100) in a°B§rAiiedo pecsive LY APpenggRly datadn repensaiothe fRdPavaridets; gathd er

program (400) i { Gl OorPPRE, SRRk
throttled LDAP, 33&%&?@%@&5&@%&%&1&?&% sys? %rmg)ggéngl aim %l,g&\%\%éétgi(ildmfhe
client progpastinglooyceive the LDAY quenypdatatiangitted femethe chent systene d100papd quer y
data in re (Y ' t,4,\d ' evi sed
[P quer y SRS it EOUIZEION ROGEIDALPRTR0, 41y RBuERDAR ispFeot Lk oY
syst em of &Gbmi the L DAsaredr{4,8) dinirenonesorsthesan padses) )and appu carepletion ofothe | e

of ol i m SLOMHCFEI PROME BARDR B rasebh G (Egon P st o - -

| dent i fi er (100Rna 2lOpHs.SEP 2006

2. The system of claim 1, wherein the handler program (400) is further
operating to throttle the LDAP query reply data to generate throttled LDAP query reply
data if the LDAP query reply data exceeds a threshold, and provide the throttled LDAP

query reply data for transmission to the client system (100) in a single pass.

3. The system of claim 2, wherein the handler program (400} is further
operating to append refinement data to the throttled LDAP query reply data.

4. The system of claim 3, wherein the client program (200) is further
operating to generate revised LDAP query data in response to receiving the refinement
data and provide the revised LDAP query data for transmission from the client system
(100).

5. The system of claim 4, wherein the client system (100) comprises a

mobile device operable to communicate over a wireless network (105).

6. The system of claim 5, wherein the L.DAP query data comprises a
Uniform Resource Identifier, URI.
29



7. The systemof claim6, wherein the URI conprises an LDAP query for a
digital certificate. 8. The systemof claim6, wherein the UR conprigesisn
LDAP query for a public key. 9. The system of claim 3, wherein the handl er
program (400) is further operating to conpress the LDAP query reply data
and the throttled LDAP query reply data prior to transm ssion to the
client system (100). 10. The systemof claim 3, wherein the LDAP query

reply data conpri ses . . OSRP i count .
11. The system gf cl glhgn%lsg?ﬁ \%‘g{ugf?f @%ge‘%%kp unéO%If(hg gegg#yﬁﬁdgfglul&gq?{]?ot tled
to gener adigiteheertifivatst t | ed LDAP query reply data by limting the LDAP query
reply data to the record count of data records. 12. The system of claim
11, wherein the LDAP query conprises an LDAP query for a digital
certificate. 138. The Thysyseim of clailvaé,nvHezein \MeeURI coriipiBed @D AP gueygban (400)
is further rating to append refinenent data to the throttled LDAP query
reply datapﬂﬁg" Povi de the refinenent data for trmasmission to the client
system (100). 14. The systemof claim 13, wherein the client program (200)
is further operating to generate revised LDAP query data imresponse to
recei ving the ré&fi negféﬁtSYSt%tQi Aae Br vhergin theapdlon progranDAD0y de fyrtheat a f or

tranmsm ssi ; t L ant t 0 . HHRP LN 1,
wherein t hgﬁef%)tk%nﬁ uéez)?llfg‘%ig'?% Ié]?)xng rq%g%'s&é% %SAéﬁ %%21% ?t?]%grl“ a d{%ﬁ’ 3%12{3
certifi cat datagndr intiansmissiorite theddienitpystem (1@H| y data conprises digital
certificate data. 30 0 8 SEP 2006 16. The system of claim 2, wherein the
handl er systemis operating to redirect

10.  The system of claim 3, wherein the LDAP query reply data comprises

data records, and threshold comprises a record count.

11.  The system of claim 10, wherein the LDAP query reply data is throttied to
generate the throttled LDAP query reply data by limiting the LDAP query reply data to

the record count of data records.

12. The system of claim 11, wherein the LDAP query comprises an LDAP
query for a digital certificate.

13. The system of claim 12, wherein the handler program (400) is further
operating to append refinement data to the throttled LDAP query reply data and provide

the refinement data for trmasmission to the client system (100).

14. The system of claim 13, wherein the client program (200) is further
operating to generate revised LDAP query data im response to receiving the refinement
data and provide the revised LDAP query data for tramsmission from the client system
(100).

15. The system of claim 1, wherein the LDAP query data comprises an LDAP
query for a digital certificate, and wherein the LDAP query reply data comprises digital
certificate data.
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a data itemto the client system (100), and a handl er program(40?ﬂz [
further operating to deternine whether the data itemincludes ebdryppfi dHb
data and upon a determi nation that data itemincludes encryption data
genetate automati c LDAP query data and execute a correspondi ng automatic
LDAP query to the LDAP server (40, 41). 17. The systemof claim 16, wherein
the handl er program (400) is further operating to store the data item at

the handl er systgm upfi L, L.he ; S hyYEdeqifdd then
redirect the data item ﬁ% t%%%@@g%%ﬁgépd%%attéﬁlosrdbtgﬁgh%lﬁr Stltled LDAP
query repl ¢ delatitamito theledicw|syssern (E303.taach { Ha@dler progranmiiHe0)sy Strthier qrferatingaitom 17,
wherein thg.,h em.l s _a W, eless te 85). Ay em of
l'at m 17, " GRERRs Fheorhe e e o o PRu land bobia fllgmi o WL 2
met hod f or ditan@hi ingludesLanglypidei gith gBhetse laotosnaic LESP qliedt Gataland ekdte a query
to an LDAP server, (40, 41) for. an LD ryice, the thod conprising the
st eps: - reﬁﬁ??%‘iﬁﬂ?%&@%a‘l"&qﬁosﬁgﬁ#ﬁ%ﬂf(ﬁ@rﬁlg‘acl i ent system (100),
the LDAP query data corresponding to the LDAP query; executing at a

handl er systemthe LDAP query; receiving at the handl er system LDAP query

reply data fromthe Thnsysiesy ggclaimalg, vheseinthei hagdisheragramnit®) padudsr dur i ng
execution gferki b %}% (6 Uth G8m AL haniRE el bt tﬁéﬁ)%&?@%:& E51¥ da@hs lyedat a

received at” the handler systemto t I ent system inasin
pass. 21. WRaeivetbiahdtheofreditest the Aata iteny andehe EDAPY qusivgplyrdataserethe thyitle

throttling I nerate throttled LDAP query reply
data if t%ie)g?&g%gﬁ@y?&%é%ﬁlg Cg%rggjgsg%églggg a threshold; and transmtting
the throttled LDAP query reply to the client system (100) in a single

pass. 31 18, The system of claim 17, wherein the handler system is a wireless gateway

(85).

19, The system of claim 17, wherein the handler system is a redirector system

an.

20. A method for handling a Lightweight Directory Access Protocol, LDAP,
query to an LDAP server (40, 41) for an LDAP service, the method comprising the steps:-

receiving LDAP query data trattsmitted from a client system (100), the LDAP
query data corresponding to the LDAP query;

executing at a handler system the LDAP query;

receiving at the handler system LDAP query reply data from the LDAP server
(40, 41) during one or more passes during execution of the LDAP service; and

transmitting the LDAP query reply data received at the handler system to the

client system (100) in a single pass.

21, The method of claim 20, further comprising the steps of:
throttling the LDAP query reply data to generate throttled LDAP query reply data
if the LDAP query reply data exceeds a threshold; and
transmitting the throttled LDAP query reply to the client system (100) in a single
pass.
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0 8 SEP 2006 22. The nethod of claim 21, further conprising the s
generating refinement data for the throttled LDAP query reply da@£ SERdZDUﬁ
transmtting the refinenent data to the client system (100). 23. The net hod
of claim 22, wherein the LDAP query data conprises a Uniform Resource
Identifier, URI. 24. The nmethod of claim23, wherein the URI conprises an
LDAP query for a digital certificate. 25. The method of claim22, further

conprising the ep t B%F I y data and the
throttl ed LDAP %%ery%%%?ﬁ%gfa&lﬂgzllogﬁkh& ns) éﬁslel% ({f the client system

(100). 26. The met hogenefating aéfinetibnt ddnefoeithie thivetlet EPABfqutlyreplyl datag atdhe LDAP
query reply data to, gener.ate the thro L pIy data if the
LDAP query reply dat 5‘%’ 8’52‘38%@’56@8’{%}6&%9%& %Pﬁsglﬁ{g"&(h steps of:

determining the amount of the LDAP query reply data received; conparing the
anount of LDAP guery lr1epl data received to the threshol d and
transmtting on%g/ hehg ofaclaimb dht W Fre’cnh@‘eLIE;l@‘Pcﬂ}'éW ?témoylpaa%saa

recei ved |Umfngg§Q&,Pcmﬁﬂegthy data received exceeds the threshold. 27.
The nethod of claim 26, wherein the LDAP query reply data conprises

digital certificate data. 28. The nethod of claim 26, further conprising

the step of commpy essifignLif o AR SISkl AL YRS BhApARE o EBARIELhes LDAP

query reply data before transm ssi
digital certificate.

25, The method of claim 22, further comprising the step of compressing the
LDAP query reply data and the throttied LDAP query reply data prior to transmission to
the client system (100).

26.  The method of claim 21, wherein the step of throttling the LDAP query
reply data to generate the throttled LDAP query reply data if the LDAP query reply data
exceeds a threshold comprises the steps of:

determining the amount of the LDAP query reply data received;

comparing the amount of LDAP query reply data received to the threshold; and

transmitting only the threshold amount of the LDAP query reply data received if
the LDAP query reply data received exceeds the threshold.

27.  The method of claim 26, wherein the LDAP query reply data comprises
digital certificate data.

28, The method of claim 26, further comprising the step of compressing the
LDAP query reply data and the throttled LDAP query reply data before transmission.
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