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BACKGROUND OF THE INVENTION

Today, the pace of advancing development in Internet technology,

audio coding, digital signal processing, and digital compressed audio
distribution systems and methods has become increasingly rapid and more
convenient. The appliﬁation of compression algorithms to digital audio
content permits preservation of audio quality, a dramatic reducfion in bit rate,
an increase in network bandwidth, and the increase an storage density of that
audio content. Among various kinds of compressed digital audio currently
used, MP3 is the most popular and is becoming the domain of choice for
music listeners and users, such as distributors and sellers. MP3 audio
compression is based on psycho-acoustic models of the human auditory
system (“HAS”). It is an ideal domain for distributing high-quality sound files
online because it can offer near-CD quality at a cbmpression ratioof11to 1
(128Kkb/s).
The open architecture environment of the Internet provides numerous

opportunities for the illegal distribution of privately owned digital audio

content and other multimedia products. There exists a need for copyright
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.1 5°JUL 2005 WO 02/49363 PCT/ S0 /00205 protection and the ability to
trace the illegal distribution channels and sources to pr&\yont200§ gital

mul ti g @403t ent frombeing illegally distributed. D gitaboonpagser mar ki ng
" is one of the emerging technol ogi es being devel oped to address these

i ssues. Digital watermarking directly enbeds copyright and user 5
identification information, and indicia into original audio content and
mai nt ai ns t heprotgctipnand e abiity e tracedthe illegakdisitibution ehannglgsnd soursesof

mani pul ati on. Watermark detection is used to unanbiguously identify the
ownershi p of thgretenk dipiial enltimeatia valtént Fonabeinhg illdgally dRtdcad, imigital i1 | egal
distribution sources. Generally, a watermark | ocated w thin audi o content

10 shoul d be {apudhRif i3BHe bete ShRRing %cﬁb%lﬁéi.’é?f)fin ﬁfeg@%@!d thagapkior i zed

mani pul ati on. However, there are very few digita rking techni ques

for - conpress audi nt.| there are o Wo_existing

wat er mar ki ng %?%ﬁ%lggf @?ﬂ?@%ﬁ%%@%@%ﬁ%@@@ﬁ{ %Ur‘i‘?serBot h of these
15 nmethods result_ in watermarks that are not ,particularly robust and are
subj ec? to ridenitficatipy mfgayation dicja intg esigingliaudiqeonteny sl 102 by Sandf or d
et al., entitled "Conpression Enbedding," auxiliary information is
enbedded as ameitansthe information ih dutandi, guerl afterevatieus foymsof ossy conpr essi on
technique. This method has a marginal 20 ability to prevent the watermark

from bei ng r enpypalatibd. "Watersbi ddtéction id YseditoRaghbiglolsheidenidfyithy of the host
audi o signal. Fabien Petitcolas from Canbridge University of the United

K ngdom ”pr ongsy YPBHERORIG s5Well e ok Bsadich MGG 111 5. WP

distribution sources. Generally, a watermark located within audio content
10 should be inaudible and resistant to different forms of unauthorized
manipulation.

However, theré are very few digital watermarking techniques for
compressed audio content. Presently, there are only two cxisﬁng
watermarking methods for use with compressed audio content. Both of these

15 methods result in watermarks that are not particularly robust and are subject to
relatively easy removal.

In U.S. Pat. No. 5,778,102 by Sandford et al., entitled “Compression
Embedding,” auxiliary information is embedded as a watermark into a host
signal created by a lossy compression technique. This method has a marginal

20 ability to prevent the watermark from being removed witliout significantly
impacting the quality of the host audio signal.

Fabien Petitcolas from Cambridge University of the United Kingdom
proposed a watermarking method MP3 Stegoj for MP3 files. MP3 Stego

hides information in MP3 files during the compreséion process. In MP3



. hidées information in MP3 files during the conpression pro,rss ﬂ vt P3 2
15 JUL 2005 WD 02/49363 PCT/ S@E00/ 00205 Stego, the data t. M @ssed,
encr yp™@i92/#93d3 t hen hi dden in the MP3 bit stream Alth®agsGOWVRRISt ego was
witten with stenographic applications in mnd, it may be used as a
copyright marking systemfor MP3 files. This results in digital content
that has only mar,ai hal . robust ness. The,.hi ding 5. .process urs at the
heart of the I_Sg I,{l'%cf]a?aeﬁ(%@p}:@s gRcEed, ﬁéﬁ‘%‘mﬁgﬁ%@%ﬁ?kﬁ%&l{ oop. The
inner | oop quantizes the ipput data and increases the quantizer step size
until the quarstrpapédAdﬂmglt%(ﬁ’3b9ée&%m~ﬂwmt@mwhétemmaphm applieations iny of bits.
Anot her | oop ensures that the distortions introduced by the quantization
do not exceedntihé, it hragdeakel atef coperightymakimgryytemofoe M3 files.nDHRl . The 10
part2_3 length variable, which is an MP3 domain data field, includes the

nunber of nai Restt@b # il doniRet fhaf hasGalea iﬂ’dl%o&f&ﬁ:é_s‘b!f'm@ﬁld&%de data in
the MP3 bit stream The bits. are encoded by changing the end | oop

diti f ' _ | ' t | th I
e mod 11 od B R g BRkeatear b TBRET Ko BT RES el entom bi ¢

generator based on an,l15.Extend Secure Hash orithm SHA-1. In this

t echni que, th%ﬂ’@l’n&&'ﬁ 1Rner f%atq“aw?&éﬁh%ﬂn@ INERe3sSS e QSRS s sed
digital content. Rather, it is enbedded into pul se code nodul ation (?CM
audi o prior t 8tepesizagntichagpayized datFieps be eededi vittethe available quantityrofi nal
robustness for the watermark, and allows an attacker to renove the hidden
wat er mar k i nf bitsreAhothetipo Enstessdhgitesdistogticns dnttcivosd be st qigniizationi t st ream
The prior art fails to provide. a nmanner of sinmultaneously copyright
marking or | abehbtkceédink Mrednoidddiitel O the\bHytBodebBRRIMbAY, The security and

10 part2_3_length variable, which is an MP3 domain data field, includes the
number of main data bits used for scale factors and Huffman code_data in the
MP3 bit stream. The bits-are encoded by changing the end loop condition of
the inner loop. Only randomly chosen part2_3 length values are modified and
the selection is performed by using a pseudo random bit generator based on an
15 - Extend Secure Hash Algorithm, SHA-1 .. In this technique, the watermark is
not directly embedded into the compressed digital content. Rather, it is
embedded into pulse code modulation (PCM) audio prior to being
compressed. This technique results in marginal robustness for the watermark,
and allows an attacker to remove the hidden watermark information by
20 decompressing and recompressing the bit stream.
The prior art fails to provide.a manner of simultaneously copyright
marking or labeling digital informati_oﬁ, while préserving its security and
without destroying or modifying the coﬁtent of the information. In addition,

the prior art fails to provide a satisfactory solution to prevent the illegal



. Wi thout destroying or nodifying the content of the information. In
addition, the prior art fails to provide a satisfactory solution to
prevent the illegal 3 15 JUL 2005 distribution sources of1§i§m_t ngSaUdi o]
content. Accordingly, there is a need for an effective an obust
-digital audio watermarking techni que for conpressed audio content.
SUWARY COF THE | NVENTI ON Speci fic expressions of the present invention can
be found in clistitrutibntsourtes of digitalnnaid dvaint.OA cédigingly Shbré R RE@¥hdes a

met hod of enbedding a watennark into a digitally unconpressed audio

signal . The ngt bad.H 4965ust. gﬁ,}ﬁ; B ik al -audi o signal ;into a
plurality of fr aﬁrrgcsd,vgg‘?t (riiact Fﬁ%ﬂ ea dqu?%é%gr am%%%mwgﬁfg%gﬁeﬁedt he
plurality of frcﬁ%@ﬁte ssigning an enbedding framework for each of the

plurality of # ased on the feature paraneters and the masking

threshol d, enbedding the walgemWiRIARY BETHRIARPmRi@yt heaudio frame, and
' podi nent of the

conpressing the watermarked audi 0 SI'g .. ANO
i nvention providesga t hod of eddhi:a",. a terniark, into a
conpressed audi 0 s$pgeﬁ{ﬁ.exﬂrﬁ§1%9ﬁ@gpfeﬁ?‘ltH’c‘l@@%é%@%’nCé?’@@)hf?f’é)ssed audi o

signal into a plurglit f flanjes extracting the scale factors selection
i nfoimation (SC|:|§“°‘?%’F’85%%°£JFW% ntigp providesiaymefhod phembeddingrrat i ng t he
position of scale fagtor band (SFB) for each of the plurality of flanes,

sel ecting t hevaempak infe askgitallyryneempreasedgudty signph- Themetindyndudesbands  f or

each of the plurality of franes, and enbedding the synchronization code and
the wat er mar kegmewingeni wiginal aodiestgnabintd b plupality of Faihefexfrh@s. Anot her.

enbodi ment of the invention provides a nethod of enbeddi ng a waternmark
into a parti dédtyreparomes FoedeABvRitib plihsity'st #afed, A& an
embedding framework for each of the plural.ity of frames, baséd on the féature
parameters and the masking threshold, embedding the watermark information
iﬁto the audio frame, and compressing the watermarked audio signal.
Another embodiment of the invention'proi/ides a method of embedding
a waterma_rk into-a com pressed audio signal. The method includes segmenting
a compressed audio signal into a plurality of frames, extracting the scale |
factors selection information (SCFI) for each of the plurality of frames,
locating the position of scale factor band (SFB) for each of the plurality of
frames, selecting the scale factors corresponding to high—freq-uenéy sub-bands
| for each of the plurality of frames, and embedding the synchronization code
and the watermark infon_nation into each of the plurality of frames. |
Another embodiment of the invention provides a method of embedding
a watermark into a partially uncompressed domain, The method includes
segmenting a compressed audio signal into a plurality of frames, decoding .all

the frames, extracting feature parameters from each of the decoded frames,



. seghrenting a conpressed audio signal into a plurality of frames, decoding
all the franmes, extracting feature parameters from each of{4 %Ldm‘é)ded

frames, WwO0M2/03349363 1 5 JUL 2005 PCT/ SGOQ 00205 comput 5{3‘9/5@00/ 205
psychoacoustic nodel for each of the decoded frames, selecting ?Ohe‘

candi date frames suitable to enbed the waternmark based on the feature
paraneters and the nmasking threshold, enbedding the watermark information

into these sel ecemputingmpsychoawoestivombde foteack P ARG d ddeiRncs2fbching
reconstructing the enbedded franmes and non-enbedded franes to generate the

wat er mar ked contlfeeaséidaRFhintss stB10 &S erﬁﬂglﬂﬂ%; W9t 4484 bﬂﬁ%r}%tgfrét glr ovi des

a nethod to extract an enbedded watermark from unconpresse audi o.
The net hod i ncl N IRVAR o W a[o I ) rked.audi.o into a pluraljty of
franes, deterni ﬁ%ﬁlge%ﬂl%ﬂrjr[hag%}a%%kgg\f%fg%ﬁgﬁﬁ%%@% dieypigimagk Htfa@l@f?ﬁedded
wat er mark' s CeD%ot%lématl ?d ocation ig, each of the plurality of franes,

} 7% §F GeCdErRes, fi-preoding the,epbedded fiamenerd code that nmay be

and mappi ng a pfur
correlatgd with an original watermark. Another enbodi rent of the invention
provi desa net HEAORSHUEHkRS e embeddeshisemescndwatemtrdied framrecogeneatale di gi t al
audi o. The nmethod includes 15 dividing the waternarked conpressed audio

into a plural i tyatefmdrkedesnpressedtaudig. t he position of scale factor band for
each of the plurality of frames, finding out the synchronization code, and

Aot her enbodi ment of i R R on ph B T e e
enbedded vat er ERie da LT RrRak o L¥ed n}%gsrggcli Sls'gitgfjau%?o@’i‘gé mlt%gd_%%ﬁurzi%g
dividing the watermarked audio into a plurality of frames, determining a
10 magnitude of an autocorrelation of the embedded watermark’s cepastrum at a
location in each of the plurality of frames, and mapping a plurali& of data bits
of each frame into code that may be correlated with an original watermark.
Another embodiment of the invention provides a metliod to extract an
embedded watermark from compressed digital audio. The méthod includes
15 dividing the watermarked compressed audio into a plurality of frames, |
locating the position of scale factor band for eéch of the plurality of frames,
finding out the synchronization code, and deteéting the Waten-ﬁarlc sequence to
recover the embedded watermark. .
Another embodiment of the invention'provides a m.ethod to extract an
20 embedded watermark from a partially uncompressed dlomain. ‘The method
includes dividing the watermarked compressed audio into a plurality of

frames, decoding all the frames, extracting feature parameters from each of the

decoded frames, computing a psychoacoustic model for each of the decoded



. includes dividing the watermrked conpressed audio into ariegl urality of
f'rames, decoding all the frames, extracting feature para U BHm each of
the degodedodssanes, conputing a psychoacoustic nodel farCEsEt0/00105t he
decoded 5 1 5 JUL 2005 WD 02/49363 PCT/ SGOQ 00205 franes, detecting the
enbedded franes based on the feature paraneters and the masking threshold,
and extracting the watermark. DESCRI PTION OF THE DRAWNGS 5 Figure 1
i |lustrates a famek deieeipgithe smbaddedfamneshased on thefeaturgnasmetent 28dbeddi ng
process of the invention for both the unconpressed and conpressed donai ns.
Figure 2 ill ustheat=8king tilesithd, dind gxanotinl thewatdomdikorent of the watermark
enbeddi ng process of the invention for the unconpressed donmain. 10 Figure
3 illustrates a block diagram of an enbodi ment of the watermark enbeddi ng
process of the invention for the conpressed domain. Figure 4 illustrates a
bl ock di agram of an enbodi nmwm ng process of the
invention for the partially - T igure 5 illustrates a
bl ock di agram of an_enbodj ment of_ the . waterpark extraction process of the
i nventi ®én, Figure oFigmedsillugiaies %bIBP%QWgEﬁI%SFETWIB‘POQWGBW&% ment of the
wat ermark extraction process of the invention for the unconpressed domain.
Fi gure 7 il | uswatetreesk ambeddihg tiomgssanfitls inyantéorbd botrthe whcompsessdl stk er mar k
extraction process of the invention for the conpressed domain. Figure 8
illustrates a dongskssed aghaiay.of an enbodi ment of the :

Figure 2 illustrates a block diagram of an embodiment of the
watermark embedding process of the invention for the uncompressed domain.
10 Figure 3 illustrates a block diagram of an embodiment of the
watermark embedding process of the invention for the compressed domain.
Figure 4 illustrates a block diagram of an embodiment of the
watermark embedding process of the invention for the partially uncompressed

domain.

15 Figure 5 illustrates a block diagram of an embodiment of the -
watermark extraction process of the invention, |
Figure 6 illustrates a block diagram of an embodiment of the
Watermark- extraction process of the invention for the uncompressed domain.
Figure 7 illustrates a block diagram of an embodiment of the
20 watermark extraction process of the invention for the compressed domain.
Figure 8 illustrates a block diagram of an embodiment of the
watermark extraction process of the invention for the partially uncompressed

domain.



- watermark extraction process of the invention for the pari)gally
unconpressed dommin. 6 15 JUL 20 WD 02/ 49363 PCT/ SGOQ L 8% A LED
DESCRIVWFOTHP3FHE MENTI ON The invention provides an ef f e AGNAGCHHOWEd and
systemto protect copyrighted digital audio content and trace the illegal
distribution of such digitally conpressed audi o by enbeddi ng digital

wat er marks into Comr%ﬁ ﬁéﬁd@Fa fk RV ENgTh)Y unconpr essed
dormai ns. The resul tan rKed audro content denpnstrates an.excel | ent
resi stance to thorized re ust nes § di ng vari ous
i nds of - unaut hor BEav o G e Hife. enbedded

|nformat|onfromadversel affectlngthe audi.o quality, ? audi bility,

of the digit opyngh te@d\@tﬁ{aum@omt@n@ﬁﬁke theiillegal é‘ﬁﬁ'&i‘ﬁo’é@ either in
a conpressed, unconpressed, or partially unconpressed domain. A" partially
unconpr essed digitallyrconipressed sudio by ethbedding digitahwatermarky irto cempfestedde f r anes
in the conpressed domain are decoded. The detected watermark information

can psovide d’ne g/e@sedoan alSPRNoL P bssB A Aids 2 THe tdigItaRuUr ce of
di stribution. eral he i'nvention achi eves an optimal bal ance between

enbedded vt 3“@,94%&4&%{00&;@1@2@ %W%%Laﬁé BB ror copyr i oht

protection, the owner | dent ] f | cat % nf ormati.on, i first enbedded
as a Wt er maPRay tﬁ‘? re‘QJQ S Feai gga%‘ﬂﬁtké?ﬂ °§ri or 20 to being

conpressed. Then the vvatermar ked audio is corrpressed to formthe conpressed
audi o cont entunautherized manipilstion. t Hee ingentionanrrvanis the sappedded iafogmation

from adversely affecting the audio quality, e.g., audibility, of the digital

10 content. The watermark detection can be done either in a compressed,
uncompressed, or partially uncompressed domain. A “partially uncompress.ed
domain” refers to a domain in which only some of the frames in the |
compressed domain are decoded. The detected watermark infoimation can
provide indicia of both copyright ﬁarking and the source of distribution.

15 Overall, the invention achieves an optimel balance between the audibility and
the robustness of watermarked audio, so that an embedded watermark cannot
be easily removed or distorted.

For copyright protection, the owner identification (“ID”) information is
first embedded as a watermark into the uncompressed plain audio content prior

20 to being compressed. Then the watermarked audio is compressed to form the
compressed audio content. In this phase, the watefmerk information, e.g.,
owner ID, which is embedded in the audio content is identical and can be
embedded prior to distribution. Since the watermark is directly embedded into

the audio content, the watermark must be inaudible within the host audio



. owner ED, which is enbedded in the audio content is identical and can be
enbedded prior to distribution. Since the watermark is di\r/\i tllﬁ_%@edded
into the audio content, the watermark must be inaudible hy host
audi o WQ@92/32363 2005 WO 02/ 49363 PCT/ ScO /00205 signal . P'i‘al"/écfb%fom%& t he
wat ermark must also be robust inits ability to wthstand alteration or
renoval when it is subjected to processing, especially for

conpr essi on- degconpr | QN-r eGo ession essing...In order to attain
this obj ectivés,? 'eﬁ\?‘rﬁﬁk‘Fg'E’t#eoﬂ‘eW%w‘?‘?égp%‘ﬁégg?§?1f°-q’§‘8tdf}ﬁs\ﬁ§1 ddi ng net hod
5 based on the human auditory system ("HAS"), to, achieve an optiml bal ance
bet ween audi biithsjandlteration o ﬁ"é%%‘{a?B’yg% ids 8-;131-?%@1 torpFetRsFiBe, esperdalliat er mar k
is effectively related to the audio content and closely mirrors the

maski ng t hr edbotempressiored¢dagipressionaecampressien propessingodn dider to attaime

wat ermark, including re-encoding the audio content, will lead to

percepti bl e difhis@bidctive, he erititn 0ilized Hsdntentdidaptbinmtdddidganés@ondi ngl y,
the watermark detection is perforned in the unconpressed domai n and nay

use thesort o1 Baked Qe M aldind:F AR HABYY, 1d SAHLAG dphERRbahcd 1 Duti o

and use, the water g° and detection 1s perforned in the

conpressed dopmjn. In ition.to 0 4 nformat.i on.. t he, wat er mar k
i nformation ﬁ%ﬁ%‘é@%ﬁ@@&%mﬁ?&%@%#f%ﬁ% v _on,l-fheswﬁgrrmﬁr ¥ the

wat ernmark content for each audio_transaction to be different. The

i nvention uti efigelively mlated torths audia serteniAndclesely mrpge thergasking hod and

system The watermark enbedding of the invention results in a
threshold of the HAS. Any attempt to remove or distort the watermark,

including re-encoding the audio content, will lead to perceptible distortion of
10 the origihal audio content. Correspondingly, the watermark detection is
performed in the uncompressed domain and may use the original content as a
reference.
For tracing illegal distribution and use, the watermarked embedding
and detection is performed in the compressed domain. In addition to owner ID
-15 ‘information, the watcnnafk information should also include user ID
infonﬁati’on. This permits the watermark content for each audio transaction to
be different.
The invention utilizes a bit stream-based watermark embedding
method and system; ‘The watermark embedding of the invention results in a
20 slightly increased data rate, but does not cause perceptible distortion in
audibility. The distortion in audibility is less than 0.5%. To improve the
robustness of the watermark when, for example, the watermark is removed or
distorted in the compressed domain, the invention permits the conversion of

- watermark information from a compressed domain to a partially uncompressed



. 20 slightly increased data rate, but does not cause perceptible distortion
inaudibility. The distortion in audibility is Iesstha 50 | nprove

t he robustn s of the watermark when, for exanple, é/]f; é@

renove} O st orted in the corrpressed domai n, the |nve |on permts t he

conversion of watermark information froma corrpressed domain to a

partially unconpressed 8 15 JUL 2005 WD 02/49363 PCT/ SGOQ' 00205 domai n. By

doi ng so, t hedémManByodbing dlithéinvation Runits aidaisutes thal éheatetéction of  t he
watermark in the unconpr essed domai n provides indicia of copyright

mar ki ng and a{hh%erhﬁ?k 4 glug 5reb§eh?%l Swgﬁggﬂiéébfw%m even if the

wat ermark in e conpresse nis ed. Also, the“invention does

not adversel y affect i..n enbedded
on-1i ne. %ﬂ%ﬁgﬁmﬁg %aaagg?ﬁfqu]cdn 'a@g b\tﬁﬁéﬁ |na ion of the
prior art' s procedure of 10 watermark enmbedding (the |eft h d side) 100 in
unconpr essed Wateunark in gz coraprassed domainds distasted. ﬁ&%g%esmﬁ?n’@ Bling in a
conpressed domain 107 (right- hand side). Ordinarily, as in the. case of

pl ai n audi o (REMivéreelyafieerthe embedding dkkd whemsheowaterhark ds enbrddddd prior to
conpression. The watermark is embedded into an unconpressed domain 102 and
encoded 103 whergen the 15 content of the watermark is in the formof, for
exanpl e, copyright indicia. The waternmark content that can be utili zed

al so includes, for exanple, owner identification ("ID") information and
user IDinformation. In the invention, the watermark is enbedded into the

conpr essed augg 0 10é B& oaﬁ of two nethods to produce water marked
conpressed a > = first nethod,

Figure 1 illustrates the combination of the prior art’s procedure of

10 wat.ermérk embedding (the left-hand side) 100 in uncompressed domain 102,
| and the invention’s process of embedding in a compressed domain 107 (rig_ht-

hand side). Ordinarily, as in the case of plain audio (PCM) formatted content
101, a watermark is embedded prior to compréssion. The vs_ratermark is
embedded into an uncompressed domain 1_'02 aﬁd encoded 103 wherein the

15 content of the wétermark is in the form of, for example, copyright indicia. The
watermark content that can be utilized also includes, for example, owner
identification (“ID”") information and user ID informatidn. In the ipvention,
the watermark is embedded into the compressed audio 104 by one of two
methods to produce watermarked compressed audio 107. In the first method,

20 the watermark is directly embedded into a compressed domain 105. In the
second method, the watermark is embedd-ed into apmtially uncompressed
domain 106. The invention is compatible for embedding and extracting

watermarks in a variety of compressed dorhains, such;as, MP3, AC-3, a high-



. 20 'the. watermark is directly enbedded into a conpressed domain 105. In the
second nethod, the watermark is enbedded into a partially unconpressed

domai n 106. The invention is conpatible for. enbeddi ng angseyy’" i ng

wat er maMW& 0349368 vari ety of conpressed donmins, such as, I}{E},S@- ,_a high 9

WD 02/ 49363 15 JUL 2005 . PCT/ 5000/ 0020j quality, |ow conplexi 00205

mul ti-channel audi o coder devel oped by Dol by Laboratories, MPEG 1, Layer-3
.. I'n today's marketpl ace, nost of

audi o, and Advanced. Audi o.Cadi ng (AAC) )

the conpressed qﬁ%&?’ﬁ“&’o"rﬁ’ﬂ’%ﬂ‘ﬁdﬂg’é‘&haﬂ#@l wudiotaedendayelopeil by Ddiby | on

i ndustry's on-line nusic servers do not contain such watermarking indicia
or i nf or mat i onl-ahesateries, MPEGHL I eyerehsudigunddh dvankel Aadid Calid @Qﬁci hei r
illegal distribution, while at the sanme tine ensuring the integrity of

on-line transacti onln todey’smiskdiplate, mMo3EbLHE BEmPARYT Ao bHLGH d user
I dentification, should be enbedded into this dPgi t% ﬁ@&%l?agg%:%rl%?%%? The

i nvention i nclwiips tREMRER!diSHDR stry® |$:s. wat er mar k enbeddi ng process.
10 I'n one enbodi nent, the \}vateririr%lﬁﬁ&?s |°rﬂe§‘ﬁ?§m§]ﬁt§8§'§&)‘$q FRigontzm
i ment, the watermark i s enbedded

conpresged dommi . 4.n_anot her. enbo
to the partélﬁg# P"ﬁ%&‘@{}ﬁ% éﬂoﬁﬂﬁﬁ"ﬂﬁ‘gi’%nﬁﬂﬁ@ teepssapyrighted wodwi de a

into the
mul ti- | ayered protectjon,schene for conpressed audi o content. The

invention perdfftQ tptrsthel illegalidistibution, wiile # dhesants time lensurinigithe conpr essed
domain, while 15 the robustness of the watermark in the unconpressed domain

is greatly i ipfegntyRf oa:line tranbastionthbivtatdrynark, indieding o6y yFBhK iddfkid & St

renmoval or alteration. The enbedded watermark in efther a conpressed or an
unconpr essed aserddentification)ahelildbe embe@ded ihtdahR ALt A0aRUILREE 2Pl
e

di fferences in audibility between th
invention includes several embodiments of its watermark embedding process.
10 In one embodiment, the watermark is directly embedded into the compressed
domain 105. In another embodiment, the watermark is embedded inlto the
partially uncompressed domain 106. These embodiments provide a multi-
layered protection spheme for compressed audio content. The fﬁvention
permits the rapid detection of the watermark in the compressed domain, while
15 the robustness of the watermark in the uncompressed domain is greatly |
improved, e.g., the capability of the watermark to resist removal or alteration.
The embedded watermark in either a compressed or an uncompréssed domain
is inaudible, i.e., there are no apprgciable differences in audibility between the
‘original and watermarked audio content. Accordingly, the watermark is |

20 embedded into the main data field of the digital bit stream in the compressed

domain, as opposed to an auxiliary data field.

Embedding Process in an Uncompressed Domain

10



. original and waternmarked audi o content. Accordingly, the watermark is 20
enmbedded into the main data field of the digital bit styea irzgtﬁge

co _ dormai n, as opposed to an auxiliary data f}] %{% eddi ng

Pr ggg??%'ﬁﬁmén Unconpr essed Domain 10 WO 02/ 49363 15 Jli ! b

PCT/ SGOQ' 00205 The invention permts the enbedding of a watermark into

plain audio content before conpression. Since the watermarked plain audio

will be conpresThelinvemionydimits (i engheddbpasts watensaH irte pRMSalido t hat the

audio quality and robustness of the watermark are achi eved and nai nt ai ned.

5 Fi gure 2 ddokdif i8I ESortfte@ i Hifehe YardtarkAYRAL b8o AN feMbeddi ng a

wat ermark in an unconpressed digital content. 0 coding is a "nossy"

process in | i tw. Of ssed dio is,lower than that of
the origi neg%ﬁg%éwd%n%lﬂﬁgéﬁéw%é’ﬁé&gs %&L@% ?xésuggatﬁgtstgga 4188\§A@§,y t he enbedded
wat er mark must exist after audi Q conpressjon. Furthernore, the enbedded 10
wat er mar k r?(??tmﬁb"@eéﬂ?){etﬁ‘g&%erﬁ?ﬁ%@f’aE’Wé"‘Eda?@éP@’@Eﬁ“éﬁ@di o quality of the
content. In order to ensure these requirenments, the nmethod of enbeddi ng
acco? di ng t o't hdigune2atustiatescamt smhodimentyof thmmiverdion fohembsiding psychoacousti ¢
nodel 204 and the features of the audio content. The features may include
al |l time- deateinmriaficard weghpiayedidighilreontsat. UAGGiIoQbdg idd diogsysi gnal such as
power, 15 |oudness, brightness, bandw dth, Mel-scale, etc. "The original
audi 0 si gN&rodess infWhish m;g;t d Is . Feature
par arreters%g%S zlrnewmex%h'r% g%te ﬁ%m%ﬁ%ﬁs%bgﬁgotlgyoﬁg}%@en %tf%}gez

' I Std 1 h di ' o that f Si t aneousl y, each
char act er | S¥iaii 8lib" R8N0l ou Sl 00Rnd B 2 DR prb Ll ShBisbgneOUS! Y

frame passes

watermark must exist after audio compression. Furthermore, the embedded
10 | watermark must not adversely affect the perceived audio quality of the
content. In order to ensure these requirements, the method of embedding
. according to the present invention fully considers the HAS’s psychoacoustic
model 204 and the features of the audio content. The features may include all
time-domain and frequency-domain features of an audio signal sﬁch as power,
15 | loudness, brightness, bandwidth, 'Melal-scale, etc. The original audio signal is
first segmented into a plurality of frames 202. Feature parameters 203 are
extracted from each frame to represent the characteristics of the audio signal in
that frame. Simultaneously, each frame passes through a psychoacoustic
model 204 to determine the ratio of the signal energy to the masking threshold
20 205. Based on the feature parameters 203 and masking threshold 205, the
embedding framework for each frame is designed 206. A watermark 209 is
embeddéd into the andio frame using multiple bit hopping and hiding process

steps 208 resulting in a watermarked audio frame 210. Thg watermarked

11



. nodel 204 to determine the ratio of the signal energy to the masking
threshold 20 205. Based on the feature paraneters 203 andl etk 2095t hr eshol d
205, t hWO®@i9saddi ng framework for each frame is desi gnedPePRGodosfy er mar k
209 is enbedded into the audio frame using nultiple bit hopping and hiding
process steps 208 resulting in a watermarked audi o frame 210. The

wat er mar ked 11 02/49363 1 5 JUL 2005 PCT/SQA0/ 00205 audio signal is
then conpr esse 4D g8fHd? LB GPH@I@B?%W&SE%"&%{QB COMpER§ELtALdIq caatent, faydi o
signal. Enbeddi ng Process in a Conpressed Domain For digital audio signals,
it is difficul#ud®Sigatled the watermark in the 5 conpressed domai n because
m nor nodifications to the bit streamof the conpressed audi o nay cause

di storti on of EmHeddingBidcess.in AComitessehDonwiivedded wat er mark i npercepti bl e,
e.g., no adverse affect on the audibility, the nature and techni que of the
codi ng process is Cp#Sii s Febe €1+ 3 b nmhodi of the
present invention's 10 lgglg?%)rsfgglgﬁbggsd?ln%aﬁp{r%?é@dﬁeg'dggn%rggg d donai n.
First, .302. For each frane,

he fr ) onpr essed audi o _ar.e segnente
the'sca?e fac%@?%prgésgqé%@éﬁ’ef’ﬁs&‘ 195 1B 1?‘ S)to the Rif stresm fthe03 and t he
position of scale factor., band. (SFB) 304 is _|ocated. Then the scale '
factors correscﬁmi’a?qﬁﬁ)‘}%‘@‘hn&ﬂca‘ﬂsﬁéﬁﬂm@@Bd@mhtyar@mek@bﬁed 305 for the
enbeddi ng of the watermark. 15 The enbeddi ng process nodifies the | owest
bit of the sc&mbefided watsrmar impruseptitde,weg. cnoradversbaiffect omthemndibility,eci se, a
synchroni zation code 306 is also embedded 308 into the scale factors
resul ting in ke eatomranddechnique of the coding process is considered. ' '

Figure 3 illustrates an embodiment of the present invention’s
10 watermark eniquding process in a compressed domain. First, the frames of
compressed audio are segmented 302. For each frame, the scale factors |
selection information (SCFSI) is extracted 303 and the position of scale factor
band (SFB) 304 is located. Then the scale factors corresponding to high
frequency sub-bands are selected 305 for the embedding of the watermark. _
15 The embedding process modifies the lowest bit of the scale factors.
To inake the watermark detection more precise, a synchronization code
306 is also embedded 308 into the scale factors resulting in watermarked
compre;ssed audio content 309. Preferably, the invention uses the lowest bit
(or bits) of thé scale factors corresponding to high frequency sub-bands, i.e.,
20 having a frequency range > 10kHz to match the watermark sequence.
Therefore, it will not cause a perceptible distortion according to HAS. Since
watermarks are repeatedly embedded into whole frames and the scale factors
used to embed are controlled by the synchronization code 306, it is difficult

for unauthorized content manipulators/users to remove the embedded

12




. conpressed audi o content 309. Preferably, the invention uses the |owest bit
(or bits) of the scale factors corresponding to high frequeqngyy safg bands,

i. e., sy a frequency range > 10kHz to match t hepggsesonmn

sequence. Therefore, it will not cause a perceptible distortion according
to HAS. Since watermarks are repeatedly enbedded into whole franmes and the
scale factors wused to enbed are controlled by the synchroni zati on code
306, it is difWatemmark. fIfsuchiaatieropted.es iv anteffort tomeiophe lowesthisoftle t o renove
t he enbedded 12 1 5 JUL 2005 WD 02/49363 PCT/ SGOQ' 00205 watermark. If such

is attenpted, acld factis,@hfuBidceprabBiigh Béged OfEistorthint Willkdectgonikel! €
factors, an unacceptably high degree of distortion will occur upon the

-reconstructlonr&gngmngﬁgf&egg&‘ro%hteitQ . Enbeddi ng Process in a
Partially Unconpressed Domal n 5 In anot Rer’ enbodi ment, which inproves the
robust ness of . . , edded in an unconpressed
domain while i - gviciviv LRI eESHO il The principle
dlfference bet ween thls enbodlnent and he process of directly enbedding

"a watePnark into akh angies smbedisesat, yneh & RIQV?%?TQW@BWM ment permits
t he enbedding of a 10 watermark into a partially unconpressed donmain, in
addi tion to thwadsnad| thg waddrmatieiscmbeddebindnamdompressagiidomain whileiitis at es
this enbodi mrent of the invention's waternark enbeddi ng process in a

partial |y uncogmb&Riseeh a 6aiprictbed Homain) CTHE fithciNOBIfRSERE batwteR tAOL i s first
segnented into franmes 402 15 according to the coding process. Al the

franes ar e decaigsindidad HOfcess9dReot!y &HRRMEY aRRHrk tub BOMPT eSSed

domain, which is sim _
uncompressed domain is that this embodiment permits the embedding of a

10 watermark into a partially uncompressed domain, in addition to the decodiﬁg
- of the compressed audio. Figure 4 illustrates this embodiment of the
invention’s watermark embedding process in a partially uncompressed
domain. |
The incoming compressed audio 401 is first segmented into frames 402

15 according to the coding process. All the frames are decoded, 403a,
403b...403n, from compressed to uncompréssed domain, which is similar to
the uncompressed content 201 of Figure 2. Then feature extraction 404 end
the psychoacoustic model 405 are applied to each decoded frame 403a,
403b...403n te analyze the characteristics of the audio content and masking

20 threshold 205 in each frame. According to the features and masking threshold
205, a filter bank 406 is used to select the candidate frames 407 suitable to
embed watermark 410. The watermark 410 is embedded into these selected
frames 407 using the same embedding process 208 as in an uncompressed

domain. The embedded frames will bere-encoded 411 to form the coded

13



. the unconpressed content 201 of Figure 2. Then feature extraction_ 404 and
t he psychoacousti c nodel 405 are applied to each decoded f riralUL 02 4

403b. . W8H936D anal yze the characteristics of the audi ®CTER0AO20aNnd
maski ng 20 threshold 205 in each frame. According to the features and
masking threshold 205, a filter bank 406 is used to select the candi date

frames 407 sui : d (08 e : 4 s enbedded
into these selfﬂ:ea%?ééq?lé?rslggggg%#%m %ljéﬁég’szaeh’emg}%\(l)%}ﬁ#g& Léf(ﬁgég 508 as in
an unconpressed domain. The enmhedded. franes will be re-encoded 411 to form
the coded 13 f&?&ﬂ%ég‘g““&gépﬁgfé% g@?ﬁ&@ﬁ%@%‘@#‘fﬁé@é&%&@%@ﬁng t he
sane codi ng process, i.e using a standard audi o coding algorithmsuch as

X23 or AAC. FhpadempeddadeiameseHoouibibermecanstruated 43hth génerateithe- enbedded f r ames
415 will be reconstructed 413 to generate the watermarked conpressed audi o

content 414. $atomprkeddomipidssédmdinbmmeled1spr ocess in an unconpressed
domain, this enbodi nent achieves, not only the sane |evel of audibility

and rabust ness, bglonHa&A WEHK Heletnteadd | ermar k. For
exanple, if enbeddi ﬁ? an 8-bi te wateer ma rﬁeﬁﬁg%ﬂﬁovepr%&% e 3 audio

signal, the ] I I R US| .S inventiqn.is..approximtely twenty
seconds, whi l@@%ﬁ%ﬁ&g%@(ﬁ%ﬁ%rﬂgf ér@yl?]lgel W%@qgféﬁﬁgﬁgyﬁﬁ)roxi mat el y
thirty m nutes Therefore, the invention_is highly suitable for digital
content wat er FRRHRINesSYb dlsoRgaHe fastes embedding af the ayatermuariar For emample, nvol vi ng
on-line transactions. Waternmark Extraction Process Figure 5 illustrates
anot her enbodif embedding ah&-tihweternak iitowdive minute MP3 aydivesigdal,zkel process of |
wat er mar k extraction. For inconing watermarked

embedding time using this invention is approximately twenty seconds, while

10 - the embedding time using MP3 Stego is approximately thirty minutes.
Therefore, the invention is highly suitable for digital content watermark
embedding and d_isir-ibution, particularly when involving on-line transactions.
Watermark Extraction Process |

Figure 5 illustrates another embodiment of the invention involving a

15 generalized process of watermark extraction. For incoming watermarked
compressed audio content 501, the watermark is first extracted 502 in a
compressed domain. If the watermark can be detected successfully, the
detection process is halted and the watermark is extracted 503. On the other

hand, if the watermark cannot be detected in 2 compressed domain because of
20 manipulation, alteration or unauthorized copyipg/use, the watermark detection -
is performed, including decoding 504 in a partially uncompressed doméin 505,

and the watermark 506 is then extracted 505.

14



. conmpressed audi o content 501, the watermark is first extracted 502 in a
conpressed donain. |f the watermark can be detected succes$fulyy,gghe
detecti g0 ps/936e$S IS halted and the watermark is extract%% g%" (2)§ t he
other hand, if the watermark cannot be detected in a co FELSUY 28 mai n
because of 20 mani pul ation, alteration or unauthorized copyingl use, the
wat ermark detection is perforned, including decoding 504 in a partially
unconpr essed doNaferm&®Fxtraation irwen Unatanprasded Ddgndis t hen extracted 505. 14
15 JUL 2 WO 02/49363 PCT/ S0/ 00205 Watermark Extraction in an
Unconpr essed Dormai n Uiuny| the rdtimb i pas ok %xgth\é’% PREL ddhdill

conpressed. domain is relatively Iow Ther cases, "wat er mar k
extraction in Tl err : |nvent|on uses an
extraction pr02§s§“@§? dgﬁégﬁ)EEQng éFﬁg & gﬁ%”%%&ernarked
conpressed audi 0 content . is, decoded nd the enbedded frames are extracted.
The wat er mar ke §ReRTERIGSsed domaln ig Peetpre Theam@ltmusgs ahexteaghen pregessnt at i on
602 as in the enbedding process 208. For each incom ng frame, the

magni t ude of t Hedelent shmwatetmarko wherdin theew atadnedkiatoshyeskd sudie poitentm 603 s
nmeasured at relevant |ocations in 10 each audio frame. From a di agram of

the autocorr el itdeoodedfandihe e@bedded Braniddere htiadtel] The WatdrRGrkeaLEAIERL K 1 n
each frane can be detected, i.e., Iocat ed, according to a "power spike" at

cach, ocour 1 encBRledtafihales o RIS oy IEAMORRPE O
a . ched filter, 15 604 that can map

the bits into °°é88??§it5p%e§9%‘a°natg A B E ) e pbreFlatage | <

recovered 605 bﬁ’ cor eédatt {he det ect ed codes wi th the original
_ of'the embedded signal’s cepstriun 603 is measured at relevant locations in

d.

"D
...,

10 cach audio frame. From a diagram of the autocorrelation of the cepstrum, the
data bits of the watermark in each frame can be detected, i.e., located,
according to a “power spike” at each occurrence of a delay in the embedded
bits. Through the use of multiple-bit hopping to embed the bits into the

| frames, the detected bits in each frame will pass through a matched filter bank

15 604 that can map the bits into the actual code (1 or 0). Finally, the watermark
606 is recovered 605 by correlating the detected codes with the original
watermarked audio content 601,

Watermark Extraction in a Compressed Domain
| Figure 7 illustrates an embodiment of the invention’s watermark

20 extraction in a compressed domain. The incoming watermarked compressed
audio is segtnented 702 into frames. The position of SFB of each frame is
then located 703. In order to find the specific scale factors that are used to
embed watermark bits, synchronization 704 is employed to detect the

synchronization code 306. Based upon the synchronization code 306, the

15



. wat er mar ked audi o content 601. Watermark Extraction in a Conpressed Domain
Figure 7 illustrates an enbodi ment of the invention's mateﬂqagﬁL%ﬁB
extractL& J n a_conpressed donmai n. The incom ng wat er mar ked conpressed
audio is eﬁH&Wﬁed 702 into frames. The position of SFB oPCHaG#H/HRMe is
then |l ocated 703. In order to find the specific scale factors that are used
to enbed watermark bits, synchronization 704 is enployed to detect the
synchroni zati o ' d N, t synch i zation e 306, the 15 1
200 2005 wo BEPHERE R maReR s8R ies Sheided siierart S8 sivadeda and

t he enbedded ermark 706 is extracted 705. Watermark Extraction in a
Partially Unco essed Domain Figure 8 illustrates anot her enbodi nent of
the invention for extracting 5 audio franes including watermarks from
conpr essed audiWatenmedfxtiaction in aPartiaHy Unabinprasseeiddmmginsed donai n anal ysi s.
It is simlar to the watermar enbeddi ng process for the partially

unconpr essed domi . Figered illusthtanaioter ebodide bb orLnaBR A Radiu Yl 0

content 801 is first segnented 802 into frames according to a codrng

process. 5 These . f%rga?k . h decoded frane is
anal yzed5 by feé?gg;@%}%lgg@?%%qg%e and??%%%%lg’fl%%gda%g%%??’@e’ﬁg’agﬁe %@5.
According ‘to the cal cul ated f ure paraneters, 203, a filter bank 806 is
applied to sel gg{na?lp{émp?lgﬁggse I%E'Wéy%tIgF ar fothewiatamatk or i ndici a.
The wat er mar k 80%§i s, detected fromthese franes wusing the extraction
process 808, d&pbeddiagprpraesyior thegartidlnmepmpesprdedomaindeseritedisheve s of t he
i nventi on now have been _

The watermarked compressed audio content 801 is first segmented 802 into

frames according to a coding process. These frames are decoded 803 a...n

10 - and each dec_bded frame is analyzed by f‘elaturel extraction 804 and the
psychoacoustic model 805. According to the calculated feature parameters
203, a filter bank 806 is applied to select the frames containing watermark
information or indicia. The watermark 809 is detected Eom fhese frames
using the extraction process 8'08, depicted in Figure 6.

15 Various preferred embodiments of the invention now have been
described. Wlﬁle these embodiments have been set forth by way of example,
various other embod@ents and modifications will be apparent to thosé skilled
in the art. The invention is limited only by the appended claims and the full

scope of their equivalents,
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. described. Wile these enbodi nents have been set forth by way of exanple,
various other enbodi nents and nodifications will be apparent to those
skilled in the art. The invention is limted only by the appended cl ai ns
and the full scope of their equivalents. 16 1 5 JUL 2005 Ckghﬂﬁ; @5 A
method to enbed a watermark in a. conpressed audi o signal, o 2 ng:
segnenting the conpressed audio signal into a plurality of frames;
extracting scale factor selection information (SCFl) for each of the
plurality &EAMMdnes; |ocating a position of a scale factor band (SFB) for
each of the plurality of frames; selecting at |east one scale factor
correspondi ng td.at Beasthodtrecrhbegle fatermaidy asumpbaret fudio garh of the
plurality of-franes, and enbedding a synchronization code into the at -

| east one §§ﬁé h&gctor. 2.. Anethod to enbed a watermark in a partially
unconpr esse ondl n, conprising: segnenting a conpressed audio signal into

a plurality of fra - codi.ng- ch.of i f franes;
extracting a fesggﬁlfng@gatpgﬁgt"ulrcggflgﬁa@as%in%ﬁ%k%%@&gﬁé?%e%f decoded
frames; ‘conputing a psychoacoustj,c del for ch, of the plurality of
decoded franes;¥t %é?gjﬁ -quréﬁégﬁ%1 %'843@@@8&3‘2%%"%3?%@&’%&7 I9¥ o
information based on the. feature paraneters and a nmasking threshold;
enbeddi ng framesivat er mark i nformation into the selected frane, creating an.

enbedded frane; _ . .
B ~* locating a position of a scale factor band (SFB) for each of the plurality of frames;

' sélecting at least one scale factor corresponding to at least one high-frequency
sub-band for each of the plurality of-frames; and

- embedding a synchrenization code into the at least ons scale factor.

2.- A method to embed a watermark in a partially uﬁc._ompre’ssed domain,
comprising:
segnienﬁng a compressed audio si-gnallinto a plurality of frémes;

decodingeach of the plurality of frames;
extracting a feature parameter from each of the plurality of decoded frames;

computing a psychoacoustic model for each of the plurality of decoded frames;
| sélect_ing frames suitable for em.bedding watermark information based on the.
feature ﬁarameters and a masking threshold;
enibeddixig the watermark information into the selected frame, creating an .
embedded frame;
re-encoding the embeaded frames; and

reconstructing the embedded frames and non—éﬁzbed_ded frames to generate a

 watermarked compressed audio signal.
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- re-encodi ng the enbedded frames; and reconstructing the enbedded franmes and
non- enbedded franmes to generate a watermarked conpressed audio signal. 17
1 5 JUL 2005 3. A 'nethod to extract an enbedded watermark from a

wat er mar ked unconpressed digital audio signal, conprising: 1& yiidi2ily t he

wat er marked digital audio signal into a plurality of franmes; determning a
magni t ude of an autocorrelation of the enbedded watermark's cepastrumat a
| ocation in each of the plurality of franmes; and mapping a plurality of
data bits of each frame into code that may be correlated wth an original
wat er mar k. 4. A.net hodethod éxextact amemberdied svatbrmatkefiora mkwdteromriedwat er mar ked
conpressed digital audio signal, conprising: dividing the watermarked

conpr essedndingirébd digithlowgdioigdal, odbdprigingt urality of franmes; |ocating a
scal e factor band for each of the plurality of franes; determning a

synchroni zat i Oﬁlvﬁﬂ&ﬁh@fwaggl?aaﬁ&a'd i$. 26t A5 S‘gﬁﬂ%{%%@%?ﬂ{‘ﬂiﬁe & plurality of

frames; and detecting a termar K sequence to r edded

e o TRHR e  GR B ol B R R Lo Y
signal into a pluralit f franes; .decodi ng each of the plurality: of
flrgnes;l cepastrquellJta oclzaubcl)n(i)n each ol}ethe pl'ura?ity (I)f ames; and prarattty _

mapping a plurality of data bits of each frame into code that may bé correlated

with an original watermark.

4. A method to extract an embedded watermark from a watermarked
cbmprgssed digital audio signal, coniprising: | |
dividing the Watermarked compressed digital audio éignal iﬁto a plurality of
Ifra.me_s; |
locating a scale factor band for each of the pluralfty of ﬁaﬁes;
determjning a synchronization code of the séale fact;)r band for each of the
plurality of frames; and

detecting a watermark sequence to recover the embedded watermark.

5. A method to extract an embedded watermark from a partia]lir
uncompfessed dpmain, comprising: |
| dividing é watermarked compressed audio signal into a plurality of
frames; | | | : |
decoding each of the plurality of frames;

extracting feature parameters from each of the plurality of decoded frames;

18



extracting feature paraneters fromeach of the plurality of decoded franes;
18 1 5 J UL 2005 conputing a psychoacoustic nodel for each of the
plurality of decoded frames; detecting an enbedded frane bﬁgﬁgjaﬂmihe
feature paraneters and a masking threshold; and extracting L rmark.
6- A conputer-readabl e nmedi umincluding instructions to performa nethod
to enbed a watermark in a conpressed audi o signal, conprising: a first unit

to segnent the I i i i - RV ; second
%Qg@uﬁe‘ﬁgsgg%ygﬂgdcgu&icgﬂé’del S QR oPd glglogfa?éard@gggﬁeé

unit to extract s r selection informati o _ 0 of the

plurality of fr .o a third.unkt | acat osition of a scale factor
band (S8 1 or  aERiagen abAgHEbimb Bolel | e RS phiaBlichy ot PERMRE Sl et o
| east one scal e factor corresponding to at |east one high- frequency
sub-band f direghgldiapd t he plurality of frames; and a fifth unit to enbed a
synchroni zation code into the at | east one scale factor. 7. A

conput er - r eadabkxiragng the wateimedi.ng i nstructions to performa nmethod to
enbed a watermark in a partially unconpressed domain, conprising: a first
unit to segnent a conpressed audio signal into a plurality of franmes;. a
second unit to d%codg each of %gg g]'IEqullr_al i,toyri of franmes; a third unit to
extract a feature’ pardnEPuerisagdable ydiyr inluding sapstiops &9 peréuaeactodnes:
19 15 JUL 2005 a fourth unit to conpute a psychoacoustic nodel for each of
t he pl ur altotehst a watermark in a compressed audio signal, comprising:

a first unit to ségment the compressed audio signal into a plurality of frames;
a second unit to extract scale factor selection infomlati'on (SCFI) for each of the
plurality of frames;
‘a third unit to locate a position of a scale factor band (SFB) for each of the
plurality of frames; | |
a fourth unit to select at least one scale factor conesponding to at least one high-
frequency sub-band for each of the plurality of frames; and |

a fifth unit to embed a synchronization code into the at least one scale factor.

7. A computer-readable medium including instructions to perform a method
to embed a Watermark in a partially uncompressed domain, comprising:
a first unit to ségment a compressed audio signal into a plurality of frames;
a second unit to decode each of the plurality of frames;

a third unit to extract a feature parameter from each of the plurality of decoded

frames;
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. decoded franes; a fifth unit to select franes suitable to enbed watermark
information in, based on the feature paraneters and a nmasking threshold; a
sixth unit to enbed the watermark information into the sel ﬁged feﬁgrs
creating an enbedded frane; a seventh unit to re-encode t dlb d
frames; and an eighth unit to reconstruct the enbedded franmes and

non- enbedded franes 1o . generate a t er mar. ked .conpr ess audi o signal . 8.
A corrputer-readég]ipz)BIﬂE‘n?HJit q%utaapﬁy\éc\%%%opﬁ %{niogﬁ tgge glr‘ﬁgl?erﬁiﬁmﬁ@f d to
extract an enbedded watermark from a watermarked unconpressed digital audio
signal, cogeadsidrEmes; first unit to divide the waternarked unconpressed
digital audio signal into a plurality of frames; a second unit to

det ermi ne a magaififtideiotd salectfivmessuiteblato emnbed whieemsidinfddedtionat Bassd ok’ S
cepastrumat a location in each of the plurality of frames; and a third

unit to MpeFeRubl PrdthdteRfandaindasRing$hebhgdch frame into code that may be
correlated with an original watermark. 9. 'A conputer-readabl e nedi um

et er mar 1 1 om 4 Tl ik o Bl b o T R BT Gline g

20 15JU L2005 ﬁ%{ LS unit to divide the waternmarked conpressed digital
audi o si gndt Reded M ality of franes; a second unit to locate a scal e
factor band for each_ of the plurality of frames; a third unit to determ ne
a synchroni zat i d#fvesihamirio rencoda the qmhedded fames;faad each -

an eighth unit to reconstruct the embedded frames and non-embedded frames to

generate a watermarked compressed audio signal.

8. A computer-readable medium including instruction to perform a method
to extract an embedded watermark from a watermarked uncompressed digital audio
signal, comprising:

a first unit to divide the watermarked uncompressed digital audio signal into a |
. plurality of frames;
~ a second unit to determine a magnitude of an autocorrelation of the embedded
watermark’s cepastrum at a location in each of the plurality of frames; and
a third uﬁit to- map a plurality of data bits of each frame intb code that niay be

correlated with an original watermark.

9. A computer-readable mediﬁm including instructions to perform a method
to extract an embedded watermark from a watermarked compressed digital audio signal,

comprising:
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. of the plurality of frames; and a fourth unit to detect a watermark
sequence to recover the enbedded watermark. 10. A corrputer-readabl e nmedi um

including instructions to performa nmethod to extract an ‘?ﬂ' Q,ps
watermark froma partially unconpressed domain, conprising: a Ti1rst unit to
di vi de a wat ermarked conpressed audi o si gnal |nto a plurality of frames:
second unit to decode each of the plurality of frarres a fourth unit to
extract feat ur e afstamitterdsvife theveatermasied: dpmpsessediligite] BRiQEERI &HORr anes: a
fifth unit to conpute a psychoacoustic nodel for each of the plurality of
decoded fr@m@i RPGames] Xt h unit to detect an enbedded frame based on the
feature paraneters and ‘the maski ng threshold; and a seventh unit to

extract the wat gruBrl. 1o locate a scale factor band for each of the plurality of frames;
a third unit to determine a synchronization code of the scale factor band for each
of the plurality of frames; and

a fourth unit to detect a watermark sequence to recover the embedded watermark.

10. A bomputer-readable medium inc_luding instructions to perform a methqd
to extract an embedded watermark from a partially uncompressed domain, comprising:

a first unit to divide a watermarked .compressed audio signal into a plurality of
frames;

a second unit to decode each of the plurality of frames;

a fourth unit to extract feature parameters from each of the plurality of decoded

frames;

a fifth unit to compute a psychoacoustic model for each of the plurality of

decoded frames; and

a sixth unit to detect an embedded frame based on the feature parameters and the

masking threshold; and

a seventh unit to extract the watermark.
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