o EP 0 292 790 B1 . . 2 Description
key managenent, dgnoted ECPH, 'Fﬂ(:)m and RTMK. Vagiants of the master
key are obtained ﬁhe pr esent i%@%zl on relates to conférol ling the by
i nverting designated bits in the naster key to use of cryptographic keys
Vi egeptioat i Ng stati on produce differeptmdtgismentidncied IESPHUBCPIE (RAMKRI ent t o
established control values. It i s notedshdRTRK. Vpfisy égithe masfer key Breadbtamed/ e- ORI ng
pr edeTrerprasae dnvanio relages te sontrdling theng St altyi ioverting\deddnaied bbits i thes maglerskentte on.
t haiserab teyptographict keyp vie casowrating statia | ant predutee diffdcery seysOwhight is dustgdwivalers ta he onl y
k nesiablighed cpntohyalues. It is Tgted thetgeramtcs E£ECHBiclushEFORIngRprRdcterminell MFsdvalveswith f or
pr dngestatipmmay dlsefbegrarvging gafion.t r ansi tted the @pﬁf@é@nto pragacedh Yoris magierikeys-
oper abvelpdaphyr is Ee | rknevRy pragical | ar gErecsHMeNGS ERPHORSPH APy Rd REMK ¢ ¢t ¢ e-
Dat"éf’*‘“ﬁ)efer eipcting ¢ i "‘I'?@%’hc ﬂE'FedFr om I\YSB‘P%P" tk%?fy hie operagjens f?hEB?'HWéve or
s att¥Pyah @da" AF°5‘§‘I“5‘F?“%’H WQ"‘ fecnpigher R;@ Magto 'F%’m se

le-an
d fqh?ne Ima. BIWCQ Tllggg L ??d % Master Vi g. q Hl
or TS r%f,g B i / o ”:f észm,, .scél,%ﬁﬁ?éﬁg"s L
prq)j) é’,{; sent dgssg eﬁ n gi book
by kggled\%% gra] Aai‘ilgrEE M used t:‘e el aII ﬁw u &ﬂq APt ed
un : SEurity 8 SO CrvL‘ Kmrl:%h Béluéeﬁwutﬁlse

arity, c U oHY 8l 5o
n E|Qd§b45§£ ARfietdCPH Utﬂ& RF imé{ & land ety & eneR/ptah Libdér kMENN
W | sebu ,rh'ad alprotoddl waeveuk&nsnwr Y Pt eghn B A6dd WilNkhe BTMI Rindtid, bub et Rick 1982) .
T Cr YNRy&rOHna MRy aS Bdbk 3dr I dRGrypitioR O deta achi esmsa. k Ive, WFME §2186ioteOtie mABKCvANRY S
uncudqut mdretoedtl Mddia. fOthe? stli6dt disy, andwiichp whénO Ediusive-OREY alithpRMd  praducédie  can
be cussad imittiehbook @reRErknchdl RGthénticationd Ut20 NOKMO, IKME aive KMIR, raspelctildly, \tea tHemk af or t he
enarotgebls,ancigiing ghatsenal vegification, mbsseid V1 aimglicZookeoh by ahet ingsknvatbés ofahinksenst or ed
I n authentioatib, candreiigital . sighktives. Thedej bt s di seryptogwdphic lkeyshmay Bx bbneficialie-u@Retdy Wi t h KM
pr deptrcare of partinglay intetelieto nsk cencemesh han c evhichuefhthesei arypfag@phic fupctions< Mithoug/L and
Kivewith relesiriet furds| tipnsfer -aad credigcerdjag- an  pr Brweoetsal yspovaddithip geaird dheayse of
v e rAliggienswithiA thengagking,and fingqep jindpsiryc o rff r o‘FWRS%S'ﬂPHé kevasy apunling te yariapiR tahe en-
autdhamt ?‘E%ﬁtafe’érwh‘*’érfEP o F“Pralt““glﬁ at ur esSryPiegEaphic s‘t!?ﬁ'atm“&égg ofr & PP Reys nay
be B ia't‘,q 'H‘F’ch9d {P§@EP' B2 Pesseee Mk of %ﬂ”?’?'?ﬂ?? Sptween, the grypiog ht"tﬂ?@’é‘"’(‘fﬁncer ned

%cg,%gﬁ‘%go o S e

vvhlb 2eipdt hes r hi ¢ funct i ons
ansh '?e i T % ﬁjﬁw I sam of e?"°‘5‘?§ w'ﬁﬁ
|us p |s for_ di et a arc rent
US% eg.ggm ing af ah%tsiu& s 1o Busod ith
cr yrB 6%9'i= # Ghey Saistuss th%ﬁll&&oh he vag f?"a o erh‘fc cHdn. FhS, R BRimpl! #2 Where
epr&Béth&ﬁ&rﬂBnt of 'tHEEAs{aBI%ﬁrﬁent of £e¥Pt 0 AlaleNdSportd S id Gosied to
ONEsidh OkePd) ErhbdeNeRibhées iRdiide | UXS.SRMLAL T eceﬁn\ﬁﬁﬁ\eﬂfdaﬁ W§W%roﬂ&§és of G5ikibieR| ence
betngeer,2b# 3 C Iy PIER@ERPIRL Cal0PektBiéd ONE  DEnLy, Dekiphe nly, and Encipher/Decipher using
,and-ctyb@gra.sr&s Comigficatiaa’ Setbit 16 Mithe Keyvapaisavkverard V8 theieisMoivy tdsssign Sever al
mfﬂpreemmm Né&wgieC tissuel Dctoltstr [70we80, Wi t h hessvafdnisib @@ EGHM dhd MOPHadpbiations The Eh-
i | langtu.sat Retgpt Ob.04,218738 00 Mafysd Bi AUt | Ng wriyiplbrognt &g hiesired JBta kéys propetties,dle.,
ar cdnfitted CMethadl foi0etheniivting kheddentlly bffeer ent  thery sare actnergughCyayiiptso gefingd ot athdsy
cortsandf ea thiforgation Systert] isswsd Avawistoid, vami aeremtiant tk eopemplish the pupess. Iniefbctiodes.
Fur1®prThe tNiadias (t Sk patentiomolveneineds i on adesign sujhich SLGW'E(GG jreaah i EEPHL which on.

i pending s paern iy termingl regpl %ter"t‘rdepend@ﬂ%afeéfw“t‘ fYa whigheoperates Wit s
ﬂ&dm%@ agg, ‘Fé‘t?dﬂ??élml t | s \6‘?5 o‘PP°F@§§sW'“‘TM%si!‘d a
r efbéF §‘°?‘ a“sP%zf“%gj t“leé’s?e of
EnC| Ipb'g‘?a"!\f)t tdgam et °er nantgjt&qo{\tf ac
A thgrgéo"ﬁé’ﬁ'cfﬁ Ef%'% ‘I1 "Cry { tgd@ﬁ’ Te '1' g'é’c ?l ty f or
|VLI|
Conce

aét%é‘ t|; eret Lgé%f%;t‘éﬁ‘ eteex 20 29
to

|fie

op%ﬁs.h%% %%f%r xcHiaAgifgl bes _2156, 7 cBé? tyas "gpe a'
th Uhiwdad Aodesonthe BRY ﬁanasthe . €., epld. Pt Ndvﬁtshé)ﬁsfté?rsﬂfﬂ%th@”énl- catl ng
t hqarémﬁg thé Yechcy 8f thé Hdllb fnadtbiSkeibn enougﬁuea a¢rybrapnie Rby NNz MetRS@s@ni/ser of
an the) bérNihd.OMorS\spéciighily) Brstad ePaIgUST  1Rpparathé” issABEMA 3101983 descbss BN Sh t he
purdaesive a trigptadriphic tacilityat 4 AddOcomplier Mat y asiquat of abtarizing teBiptogiaphickeys Jor & divpe e
deswhiph, neodn otheryimdschuas rapsior iy KMO EGPH1togviphichfurctisnObynghcapting ttiieckels iith e

t erwithrfiesdt and> gecond vegarith of the mmster keyper at egymagraphit/ iyncion &GEHL notlriznh apypeer at es
wi tdengted Kb andh MRy andhesypingrapkic @peind r endraphict keyndalivéd frem i idantifiek/Jiesigna®EPH1
whi aliensdm aypaerbef apiptograpiic applingtions stk t o esaeciated with the epesypidr endhintensep dedrypon

mat ch. DCPH2 whi ch operates with V4. Therefore, the use Ehrsamet al.,
U S. Patent No. 4,227,253, de- 45 gof variants to control the use of a
crypt ographi c key scribe a conmuni cation security systemproviding in a
sophi sticated architecture would require the for the establishnment of a
session key and the function set to be expanded, and this expansion in
concept of cross-domain keys. The Ehrshamet al. the function set has



v toory respectively, and an interchange key which is trol value with the
common key result each accesgblalﬁ C}gbg to authorized, users of the cryp-
i ndi vi dual key result and causesS the appropri ate- tographic function. In
other words, Smid et al. con- conbined key resuf’t to be established in
eac ok, rédpectitily, GAd) art! MdroRarl§e keydWhich Ot  hOWirbINGiU6EWIthCB® dammo tkay irdslit @F ebdhe pai r
f or tdeessibloadinioSsithonzed aidéts \oh @ecdryp- USed. individGal &by @dsulf afth tausésZ thd GipprofiateS
der i wg@phiyfunction. in dtifee wordy, [Sivijétapleors T aci lcbrhiyineldNkep aredultStb ciei Bstablisedilin each
concadlematange blkey it nathypw thekewashdat of istationahthe pair for thaanswissiou) el vdhisrein
oper agedn§midostralls aiotarizing nkep ke derived bpr ' ¢ | dhentrydtogeaphid cfadiliyn drt ieaoh stetioh is [ee
bi nargncatenaiing-the binary equivelant dbthe gnciyred 0 p e ranbédo whepi antppereting g¢ommend igiinvgked tof t he
decr {pps ddentifier dasignatiph asith d@shlgﬂ'ﬁapﬂ% as amerfosnch dswapélierﬁtwarmﬂh respeet to
i nf ofiprdof Hp deqryptons idafiifer designatiparas@n pai r SugRPOPURY Eansmijlecipiemationtp quipmatir
cal | d%{%r'?a"s 3o legicahy ¢ fomyining | @s &nj ¢ natcﬂhfe%b°'f‘ I?échE‘)P@TaB‘g‘l YrlesHi 'Bﬁ%"!"%tﬂleon t he

conc 'é‘i B “tthelﬁP“c*EQS' dgesual {fe. °Wt" terc an e
As d %gﬂg tegﬂ r Fit orﬂraphl C, tas ‘g \P ’F graﬁg:r%@gh 287 to
rr{lt? § re %oin gém ecu(rjlt: Eﬁﬂ:i |on netwo haw uraE—athns

t t ! @ m | sfi'l JI ns ea a a hi
" Yook aiech Jor i) ycemrf h. i%%%fp% U5l o
%m&"ﬂéﬁs's@éﬁﬁw b@@& £y a Cr)é HBﬁtﬂ héiw k e n f FsihS a
: t eC hiMothdEreBle BB 0P SorhiRaT by me§ns aci | i tywiiRical bb Sibd SktiBle, CdnYdMcREHicARRdsC
L oper atwdisd Erfptohrdphic bmAliicalidns dbdufity Det WekdreR (EFTP br MW@V(PQQQIMH(%Q” of
\_¢he BéVicwRhK proByaling PTtie WorisLl G ite@fniqueUCh  a iPahytdasy, woidTEIRIeCed RasttoRé géheratiryl M nal
by mempisysako sessia kaps, lonewiiichtie enchypted € X 20T Isfationadhd €t ®adt 'ted using’ stitidhs. Thé wep-t i r ed
Crypueaigr aplhster key antiLiringditdddiom cemotsi ty  togeapbit exility Bt-dach etatiop @i hé néiworks Adse
( PCSlacilite tontbe hostwiebre itie stoied, anchdhepwhizb edur e .a Kéjp Gerdpation Eunetion ¢KGF) trelcaikaydisage | n
any {saeesratedoai the hostcénanipteditindpicthas nassne g e ifemction (KYF)eBash Ggysgenevated bysa KGR hasey s
one toh keytend Yansmitieq) fotteepremota facility twherb on - andn eassdcietad teortid velus Ggwhichapiesanbes The .
cr yplt isseftas asespipgdegrymasyo¥and t r ansni #& ediow thakpampchayised, andi ?éEﬁP@VﬂﬂQ&@l lity
at eacHhus #hileghe prer AR YOVEesIBFRUSIPES f aci kpy Juihopzationdunstian to apsiiedthat @ reqyesty or ed,
and B’H‘?—!s 0 qigyibuting | IYPIOGEARRIE APYSoMMIPBNCt | oﬁd ("P\‘EF)‘" 2 key compliss Wifl Aheecontiol valiGer at ed

lcal n Vo
\/g; ; il c Qe OP;% 4 igﬁ?i’f? a;%@q&ﬁgz L 3 KUF Ea: haﬂa é F‘g)?ner at ed
assoﬁgﬁf’% |ca d%Zﬁe ut1§| m Ei} resgﬁ,‘ril ur'!lcatlg év e%\éﬂ( g use of
oonr::°|lﬂ:e l:n s ph Q(%ﬁ )éé valu GQXH SnCt I on
tO efbﬁmu Ff‘eqi& ﬁJ dﬁfeFeﬁﬂHB‘e% of k%ﬁcm st bfaor d' %Ltﬁé 6:4‘%&3 ER&Q%@P %e §nda”0”9
ed ugsgkutdaito éerdéﬁ)éyéié?mﬂdbﬁs Wi th the gonty MRS k4§ ahd 1B lcarioPValhb @Rl doYpled

.COMMUNITRA tpkddght NEVERRN qd?&.deyennethon;f pr OVIddmfg KBy \§Bnbraibn Suh itaDinb IkBJisWbk@vTBY
uge aonBolbAg-the use DYEbCHEIy aHMINERoRR- €MD| 0\%Rd ohip iR Sintrdl 0D Bicsiideey at a
par t tiehtih arnefwatkeof stafishs én Rilich &uok pota® t he t af haditpnctovdoatotiny te GRNST Atiypg

st at tidip cospermtingesation inpludestd crgptograptic ef f e C ttagvaphie @by, the endraling ktetiop rcorirol which

c omianilitg ahicl securelyt simeska meskdrrkey snd ihe as e gererating stationd myuset aogenerated @hd tie use
of awhighy Jeroeach ptapsmission \hotweenr apdaircofkey. Itibutetl grypiographicniesy heb, methasls akeegmkey at
a no#etiony granipiogiaphi¢ keyj resull issprpiifled fdrc at ed Pipyed to addiipnally gentrol whpamayaiseip eryp-

aut heseh; taliecaf (e palg by generatinge fetiopr eque hic fey: fncthe first mothasls eaeh uRieg sflaust
be é’(l‘f?’h'é r?t"feé 978 o theckzy @ E)étPQS’F' é"“ﬂ@@ I n tf‘ @@cwe gecest ransperklepy sparedewithyj n

syst e" a cryptographi-p °5?f ing h"@“% ?’(P'F'b Fhe\Rif‘?i%t'"&rs@t"ﬁ‘ou | ed
I a ryp(gqg P'B\Wy '?§“ istribyity |I°atf‘? B‘W‘gs uch
t hat tx nal P smls i rfﬁa "@3 l?lo t he g:Bm u ti e}; ;gllara 4 Or ma_
Jﬂ .tﬁé? e arq i ol oo Jal ue '{ége m{s
St ;ﬂf, i that gad "Fi*
cr ypres dnéd toYa 6996}% %B&\H%dsiﬁvaidd%thbnc céH% &hod

the g&RRfiMRtdlbh F Bstibfshing A tohtRled/ide Ch aq.b.{ hJs3é b ronsEietiafib xsss&.aéoeﬁmat

Mast gdculé Qidnsiiiédioh betwlish a BENHAEISE bdhofSt at | QRE 048R Ypak %ﬁus”?ng%ﬂ@rfsaéhﬁrg PEhnidh S-

Whi C Biatiohd) theQfidiating SBEONIgBArdls tREEVBEN A [3adrét taAsport keyl vatleBeh Gthey RO ESARIN C

key. toghaphidTeéyhmeidt far @achrdesigiatiidi Sdlion, asiCr \hat gpératpl istutidne Keysaifd §dnerated By sl ded

f or aqbsyetie tontralaiub icomradn tg tieosysterol Who gameyatings eatien Guch[that &@¢ lresreaivéranorof t he
pai r fopthe penpitted ropsratioy fos teadhi of the statigs aphi C régenearatddorivhisy the dedignated b, statiash

usi nipr decpartigiidr gransmission.t gempineshthe gfn-t he papossessing dhes carterto designated, rmatret ¥aneon has
a uni que secret transport key shared with to the pair under a cryptographic
protocol common 45 a generating siation, which the generating station to
the networks, the cryptographic key results for wuses to distribute
generated data keys to the using the transm ssion having a random conmponent
no- stations. Keys are generated by the generating tionally particul ar
to the transm ssion, a nmaster key station in such a way that they can be



*shared anong two using stations, further cryp- cessi ng purposes.

t ographi ¢ separati on I s achiev ' the men- f%An aut henti cation
code can be cal cul ated using tioned publi¢c val ues assocl ated with each
usi ng a secret key which is part of the data being authen- station.

Thusort tHeg. Kewevere BREA ttheO BarRPdlt kGCRVETrY [drfbtographic opbralions a6k cHPBgrash pra- Part

of tsh@tedoamaig ot usirighstations -furthedlofyp- | S S Ukbsirglpaipodebe keys di stributed to each
S ag dographib eepaiatant is achiekesl\byaisitg thaeneskat a bei Ngn auidntisation tSdeGin B6 Bdlduibd Gsing be

r ec diowed epiiblisr valueg es®ciatbed: cvith relagh udingc at ed aseeretieg erioh i3 ghart Mithiehdatibaing gthen-

aut Istatian Thys, thekely [geneglipn andrécavery prei ngs St tivtatbd rvdenpassis aeg iohthe tpkier art, theomgs- t he
sec reaqurec isysuph; that the keyspdisitituidpdyto teacha ut he rsage aythestication evsand et datd, beipg bithen-

val (&g s‘?‘i‘?" 31 Recrpeoverereor regepasated onlys s ag e sticatedh gref dagerplefcWiiin message autenticar  who
tr ar‘?! H(‘P%??t% 48i0g: stations, pessessing, ther o nar clignf iy sepest ey is usesl ropasleiy to pthen-

aut lic \plugse s offele thee o ot ticpta Mesiqags sapfdroy ane perbie apather wbdver ed
wéfg‘m e keyxea 7% FF'%“' “th gﬁq?Tu thq"gca-%%é&yegg? e
ther ‘using’ station eas as t § E’o
ESE SQ/ lues e% ?e ﬁ&'-%, E é?rdf ér us%rﬁ(iéaé!%l getsaeaﬁg ecf:%.?r nan%crftn cna&egan %USI ng
r C%ﬁJﬁi E %‘?&enerate at US' ant @ L0 idar b%& &% ¥ Shpfs:
15 Innsu : Ir%%ﬂr Shecifié caséd 4r6 desBiRfON.C: é r‘ﬁrssseﬁiréﬁm 9:1 e Y iyrg
Spea theGirst aa85 kY Butkbificlidn8 dised SHaaPN ' C I@?@@F dnkssoht k’éi(s@fctr\ﬁﬁ ee&%nbpr 0SS
- 'donRiyptographic&péritioh lis Gehe@ed WL MiffGeHNENt | Githd @Mbebrdt MiRSAIcA] GonckddtSk Sy Qb two
aIseqee I trandpebt Keyd. Qi the@ocBRt’ PBLkeyf di Stysin %)-staﬁénfépl\@%ﬂ@ dCab‘b%)Ql'ieandnﬁ\ﬂs I's

ac hiaathenticationcis dsebi fasd erpyitographit sépgrations €f €tenfhlop&iTbg dhksiim & Nar 13\'5% Ke ¥mpiigit t Wo
s ec fiseéchteveginesp differort eppbllic vialuest ssociatsdiond C adatrol &falys beneficial LBbg g WRICK EriyitbigFaphAS
menmith aectl using wletjontane via r dommos, sacrethent i dakeys Mmay e Lepplid;chiodever, Wiat u3g bk C
sepdeesporbkey. Inte thirdishsoy aej aljenttationam et aats. seperely ilichit ther finafshs ovhich irsayaidi eved
vi akey fig e'PE‘hta" uervRtegraphic yeeparalipg oisi at ed suproried: dhe afethoth @cdeedingf to dhen presemes t o
whi éFP'et'?i/ ?fﬂ]&rﬁﬁcrﬁﬁ trapsped keysBitheg  $% atinvertion atusing gonjrob wsivabte, controt thetuse | ¢
key Y j autrenticalion s psed; 1’“9 use dff coalographic kays gvids the probipms @aﬁe third
?? ajop 43 ia‘c"i‘ﬂ?"edal’t? §'"§"é%‘er eI qigeg; with W@"ﬁjﬂ'@?@l%b tp capitpl be key
| v I 8 ‘P" ?ﬁc ug lggb value ~can be$a§ﬁ9 qd aith a-pﬂf@r%tcw

kacccandggghnﬁﬁpgp@%'t%ﬁﬁe Lachieve d V|a cﬁ’ 'f”t'°" ﬁtls ff tp t%ﬁ%q ’VR’E%S In

yn%tdltﬂ Tl{“‘nsth 93&9“ %yr Olso g;g(s sg will oov %l oss bl mgv(gf qv?we ;b
t

otenti

probl &R sASEfibufel ¥eare bie cadphar at i ory lﬂe ?to I%Q?for at ed

wth M@-{hb ahenticlidhGBaecach bit 1n the cong, ,r;,gi at, m §ch%§e§o§,| 214 wth

each 21siidg ket @sviiation funtBdnifat CBMbIME 235 0 GesHoRY oYVbé With t::&ﬁr@ln\talug Io¥g Ly and

Vi @ athé 0By Nth the @britiol VdlRNSHA0K tsedstY - Ehrsam et al. kiR Bhded R Gdriged.ON.  Thus, if

ther etransmnay. CSepittion ishachRdd’ 1 usihgl UE SpPeCcCimbinitg al K3 andSABP vantIndéeVith a 30

gr aphditferen sacest iranaport Keyecior diffetsdhiisingl  vVal Wwecréf trarspoRi Ko i€ alcoRddpi BdebibeBNbed W th

i nt egstatioss. i n t hr ee ways: or | ess wil lexanpieglin edpbnding 15$. ApplicadrtSenaiNoONS,

wher e3. Via a Wyadishihutienrfunction thal icomlinbes . 40T h 2091 filedcApdiottt 1985, byaWaliak Edist\Bass ant s

t hi s Wpéeyawithele controlpeluea prigue\publie2 val eb alafoe "AlMsthed fouEdablishingdisat Althenbut  ar e

coup| ¥lye aggopipled with the recaiving Flalishi doper atticains withoCamippsiia Spasion Kbys Apiong Ciye-

aut he?lchf,eéf'?'ﬁi’fmc'@a The transport key is the tographisally feemmypigatingr iedgstip rthet @pr

achi e3?%¢ %f °a8 %’9 25""9\117t jon, Separa-(; st r iPEERIoNe fhervainet o sindlegross Sameimkey 35

econo‘fﬂ)erenf 1o 6o "EOH'E"F 1s véﬁ uds H?Pérmtﬁ‘f@e‘teh'é"dk’ ioRglity pepwegn &gt r ol
g I ren

val ue; r°°°'\‘—_'1]9r gsé'W\ r?%?}:jr'gg 'Wl%?ﬂ‘%a'ettn"‘ﬁﬁsport
key. “%’ﬂpgregén&m b S P o %' g wpae S0 ;}’@ E'Y ﬁgzkgyar' ant
eXaRgyl fad ah assﬁé'ﬁswehnﬂa v!.heﬁhat@awrdeﬁat Fon %rﬁ{ m aye baCk f}éé” HEE buti on

f UnGév 6 kdyviuid B8 HdNH S using Station 2rhe 091 f 'd'oﬁﬁin W In thl“:ase:h lheds Ernst
Bas way Berdeiayd 1 doliplé 1he KEYDEHAIY coRBILE, A usdd IH s AVERLANT 101 dcab not éBBcu y AheVET hod
f or vdlistislalcryplographidalhesocuiol W -provitle Ue S 8y af thélkedl t h the recei Vi ng station,
anda domepibitopasyi 4nld fGsiblp oBbthadl Gelmsi OBs Key SThANmse @f &rkep disbfiere fufiétioh G SPOT t

k ey plefibnting tha regqweptt soltbat keys dalnbe géregr aphiscrived yn 1Be pamkmite Smid¢r dNOERS 'abovb,n t hat
ap- e@ﬁﬁétafmer@aa mtafop@ed distiyteddd wg St at ideseribéSesombining a key itac bd distributddnaithvar i ant
of & BPRYFiRg Hatigasswhesmtiphcardyp useiin i s adhei e eofi thei sendiigeanuiuiptdivingvaidescandwhi ch
is 45 is used to achieve unidirectionality between two different for each
different receiving using sta- recgiving stations, so that reply attacks

are thwart- tion. ed. The
unidirectionality feature precludes attacks The present invention is based
on the recogni- where certain quantities sent fromone point to tion that

addltlonal security benefits could be anot her as part of establishing a



* how:the cryptographic key is to be used. The Figure 17 is a block

di agram of anot her exanpl e cont EP' é@l g¢hich is used igh the present
i nven- of an enbodi nent of the functlon 4; tion, while simlar to the
concatenati on of the send- 5 Figure 18 is a bl ock di agram showi ng a
firswith BGeastdnteieRaabe kéyd ThiDTo®IsWhed by SnFiguretis &l a bibck diagiam of BksOSamMBIO i Of a
USi ngansiisatai @yptagebbit @6l bud dbdsenof tanBdl a Whol hyershiofiimententhe puction se.
embotowrthet crpdtoghaptjie niey ds itmdpe sised. i Tha shown  Figurd hEisprbissle disgranm ofcantthaiexamipld  be
desc rontyaldvaiue wihicke is used druthe pieBenttinwerei n t he plen@mbedimankyf the functiondcov- by way of
exanfi¢ne whiletsimilerctp dheernuoatopaioneefitiediondnt $ Figwe 18\ip & blodk dizgramp showing rq firs\whi ch
i s ropandreceidng IR ag wred by, Pmidet pl Isfast r at ed PMbadimentl e ypipgsigtiom tplated dathe firgy
funcﬁl“vb?ily[défP'P t PURRPRY- wher ei n_t he recei ved REodiment ping generging,siakig: shown in
t hent i C® Prosene urationswilh by desribed Bthet i o t hEi9F 10 Wh?"P‘ tHegreceived key Hyjsgeqev-
di ag P\arm 1l %’?R'ea 'F“Hg‘ﬁ@"‘i?d?:?’“b‘ldl isf 2; nunF'&’%t"iao‘h “E E‘m"ﬂ‘lfhé"r aﬁ‘!g P a
mul t f TeP "i’st "sﬂ'f‘te r35COMPaRYINg ARy~ . [0 jj o %}‘H‘ ) é’%:r ﬁ’?ﬁ y au-

co o"l’a1 Yo fHop; ng

co at l.ons ct ed via a PT cation

| am
stat Omu 'Eﬁﬁﬁm &phone a urif Bt SR £ Edon
se pg statl au m station, relate to the
ShOVVn éPHst R gRiph) %oﬁn@&e' ved k@é{:o r'n9d<!lfn%n ﬁue Sehkr&ing sthighr am
show nﬁbt\ﬁ)rl@ryp‘ I's recovered via a fywhiPAgd&is herémmhﬁ edeﬁecffek@(te
‘tographide 2 is fadBbdki didgram stoRingld Gyp- Of is recovered vih @ fhri¢iimlds OWhi¢hEiE frdiatecBNd
‘wher ei dgrighe I ecemoiRd Keycapald ypt | @n/ decr ypt wadtiol itd dnb BvheRinath&6deived k&N
k,aut henénceyplionascriplste via Shé DataBlichypithed Vi a  bitentatidr cédems( Bitihiicated via the

20 Algonighim @BA err]; Figure 3 is a bd ockndetagf.am showi ng t hree sta-

Fi gur eFig@de Bds abbblodiégralh slgpwinpttode sla-t hi r d eigardi20 ist 8 bok diagratnhed artikdvembkdi-
confi gienaitin 8w refwofki cpnfiguration of Figume 10f a gementdf iarggnesdting station wherpiearfirsh afd r st
and | notledingng ganegrting rstetionnands twat ising and  t weecard fagp of a key Kareogererhted vie afifta key

K are g@ees ated via a fifth stations; function f5;
f unct | gy 6159 blodkidisgre "wstra@nQafnbMek Gﬁ agr S9N R i Yok Piagam gk ouriembodis
gur etiopd '?'§'°'é§h'ﬁlb8‘l';’R°"dV t h é\?ﬁdﬁla-g"?q’%ﬂ%ﬁa@é (wherpip gt gnd

bet weeHl94en it Q;gk 'g?’?’l‘ off '%f’ aond aperypedyBrdin a
~first ﬂ'ﬂ l%ﬂ 3% ‘E{I’H’%ram of on f2.. second form of
\_a key r'ge gﬁ?é’raefwee M € 6.is a :@P%fod'fq?% ? ﬂ?g%%n ﬂ'ng ’f’ﬁ%etf nc-

si xth FOnct iy El%;z:%’fﬂnﬂun&u atlons i p it il

FlgureI Yan exanpl %fﬁ ;
o0 A S v e L5 and o 18 mﬁig%'&iﬁﬁszfzm ¢ T

di agr agy, of the unct| on [err] funct| on [ @éton fi;oure 8 i's a block d| agram
show Nggdr@ i€ dMtfiock diagrarftisBowi) Hedfune 2 sl OClFighhe 29 lisPdTbiedk dRigrafXat AhiRl dbodii Onal
rel at i gashblRtioRsipNsBvbeh iR findtishbikOA@ [err] @At offh RINY it MSlatédf tdf the CthirddN
Lerr] @nd a related [err] embodiment of the generating station shown in

funct i Bigurg @0 is|a BloggLiiagrath of : fisst lonbadc di agr afigeda @oiwheyein e beaned key3® is scoyur e 24
i s a binotlof digerprating skdtiom whenein d fistdnddi - t i Oeet viaddnalion@ea.sthich ihelktad dnfubdtion

funct i saeend[ternydf akevK argrnaneraldd via afirstng 46t at lon rel ated to the third [err]
enbodi fyeaiien bf and [aefirgieand seaonch keysauliei-on  showifighe 2R iscaiieck dligaram ofa fopriicdmbddiagr am
of a fligatian confargjgeneratqd Vig,p#oopd fRET ei n t h&eplcefc? waitp iafonirejated e dop, fouifent  of
a genef®fing station wherein a first and °@P%“WF%F‘F‘U§@PFHW ﬁ'\‘”’? FhowRith i s

rel at eﬁg "?)1 lfn'E °8hd'§%%ﬁ'i‘fwf"8r°ﬁ? 8% a key R'g prain 44 Kiig re¢ov- 40
[err] ;@ b for-fiyngd h irst and® sec °téfL']t9h’eW'°h is '°‘§1°§6°rf€ I is a
bl ock g{ﬂpe@gf r’ﬁ@ d%nen ' nct? f’@ﬂo"ﬂ? "ticati o atedodicd of osecond
func Figur a Iocd J%r{delated ’% gl;% °
enbodl inta B whdrgh 120N sho Réf&n g!lg,w sjge géragram
showi ngsi0g ss‘esna form of kew $te Gdne relssl tRarly &6 fﬁgwa .§ sﬁo%q.vwh.f{m

of an @abes iR&ion t,Und b WRECANdRBcoh@kdyl © tﬂe’sstahon@fceﬁipdfér@c ritBfetsl BHmihdH,

whi ch iufhehtRbiith @ddd Gref dsnéritbdd a fal 1BsHE 12 itfle Hke)Ur®6dhnéHed FIad PTINBYM, TBIophdRs €X-
[err]; fuAdin giMpdiftedofo farittienle QMl HEMrhf Or f LiR6 tTeRGrapt lifitdreonnect network. EdthOduee 26
is a gfuﬁcmh\n,al representation of one Fi guitien has &% efcriphtiondecqptivg I festurs lawi ng a
secondFigure 1pisashidck eiagramtof ale example@ot Was C lpabiapf dre-terer@icencyprion aitirenyt otk sta-

gener aan empodimantiobihe whaiows fnard gs; Ref ertion rirg tha oveiwbis. THeenetivoguefeged toalvete Nor e
par - f Figwe 1@ bipclc dirmand ofranetiosr exaripley K arrigh dmen elecivdnic fufds trapsfer (EFTD) drypoinb

Fi gur eofn embegimanbefithe) functigng fyrend ge:whi ch vidhsaestPPPaetverkcti on [err] and a
first and second key the stations (conmputers controllers, termnals, and
authentication code are generated vig a fourth the |like) are connected via
a PTT (Post, Tel ephone function [err] related to function [err] and a
fourth and Tel egraph) interconnect network. Each such function [err];
station has an encryption/decryption feature ca- Figure 14 is a bl ock

d| agram of one exanpl e of 55 pabl e of end -t o- end encryptlon W|th any

o, I Y Y b1



" station with an inplemented cryptographic facility intended using
stations. Moreoveg, it will b capabl e of end-to-end encryption
wi th any other - ci ated tﬁ%‘fla?%;ssdgé%eral parrangeggnt can be ex-
station in the network. The network nessage for- tended to cover the case
wher eEahGadestatioh Mes & cAptogfaghtc fadilly Pr Ot O@BdnSof IFRUARSE Bdnyact 8s & WbrdRdtihg Statioh
t i OkhichPBtorias &gptéyraphiy opdiativraVie Bupporf Or s fob&nyChittiet Stitlobs actiig/ it @G 3fatione, and
conaniife madviario encryiption| furdttiong) sichabs aneS-  t thetra deperatiny etativh mag ialsgact bfibrie@hthe SO
t hadtativrh @ith v emldmented ayplographiceisdity y t 0  iptepqed rusing stytioh doespver,Gt Wilkbs appre- | s not
| i nis cepdble of enditorerdvepcryption gitsangtothens. s Al tiated thah thisegeaerdl #remgementacpe nienex-

f unstatipm insthey netwerlyt The ngtwarkimagsgageifes- ¢ onbiendedite gaventhe cosgrwhatei generaling steot

SpeTdty jaadlrgjocals nepRsFRTYES SHRRES el pr ot BRRcIegeralpa keyokrseversl forres for difdn,  but

it m[aam%epnmnggﬁg |qqu6|ﬁg B %Scrl p- tl%rtp @eve@} ysmg stations, so that the invention
t yq:I ur e ISZIOH w;lstatuons All of tpggp erring

it e
A e atf ciorg AT g
oo Y ﬂg‘ﬁ‘é’g;t"’el&m‘é{? L gene?;g}fﬂt’ﬂg@i;gg3 e et Sﬁ%? at L on

of nﬂ ferl anol‘E”n ] ¥|ﬁ %nth'g‘lregi shownrg ( DEA) in to l-séuref 9 rtngr f REL
con i ar dwar
e R L

SeCR Ei QQJt
bat {1€ 1 Yhatkfkare Fn ﬁifrr)b :% r 15@’ rﬁﬁfﬂ?ﬁx With & ro%mol Jld&f& tvmiéh ' rst
 COMNk:BhrodeBddR 95 PR I 4, 8 hERG:Y-bhdRAM) 8y bsihe rsaﬂ@orcu‘.fferem fron¥ b 4Rt on
' GeN@Rddinetcdss MismoRyOIRAMP fi5 tid) Rtokegy oftNd keya%ea@ drhe tgemdratde SrL OB Fthd Eeyva\al abl es,
\,and(eas and otHee chyptoGriaphicO Ririablbs, Vaati U£ ar € the afddbhirdl Gllielafe tAandnhiftéiilto B SisN@ingENDI Y
16 rhanions 1® R Gragé of y\Ble@Nmibiocodd aadle #@ndstatiod @nd thb ajbheratedostont fermOe e el ed
secmwoglant @ode. Gbyst énd deypjographig varisblende. Kendsthanetond §tptra yalag e dransiritted 1 @S
andar¢ lvaded do thel coyptognaptiic facilityidia arkey t r ans sacbrideusingostation r'bus, dlaed BUF iahthe firste
cr yeutrp ipteefpdel 17 ﬂnslcwtedtty memaryalSkiaya s e c onsihgutatiorgpesmitet the receivEid st farh ef HBF at
t hesefure glirect pathy18; The cfyplographiz fagilily r out elkeytto bargipask gnlylin thei manner presiciigd by at i on
per%f'tl@ Q%s?deé@‘Fﬂl‘écP"WﬂFfs'ﬂghf inviglateyf 2shethy éi"a'r'@ fistcagtiol WH“G_B'G Kt the
itariacer 3% whighyis segire againsk usedsQS’ﬂ'l sing stafien pRgRifcthe pceived seedd by can
'&‘EE scge Vi 'P'b a'rq °6‘ﬁ'P ang, P”B' h i nvfogp 8‘9 '95 to tbﬁé’s?"ee’é!r ¥e e fmgnagr

AoF el e gty ok
uigatﬁfwgopfeﬂgfﬁgn o a’% oo %gm?,ve gt T
CII‘ fd " d ceectel on, and whi’ch* arfroF 3R e %n dkonly in
:Eg.,amﬁ@ ?a%&'c& " épga%i tﬁauestsf.éséf&ﬁnieeiﬁi% T 5}% . Jf%‘.?eéy i bed by
f aChhy bﬁ)&f T i 1y Kﬁ%ﬁcﬂé@”ﬁ or 4éh liera@aiaeﬂéoe Shr) T U 'r'eéénerta{ead?Sfor med

out RUE), e Re Qed'eﬁfeG' rwed mmmst B¢ 80 recotsiititdla MaViddSly 'gbreRitedeiby Dindthg fir st
US| dgochaiedldofitidl valdey Olvihith dirddtribed 86W | | LY. this process of recovery or regeneration of the key, | t Wi | |
e 0P psyeRiabe tsebied., @gbt 6nal Gecdfpt t he K enhough GoCspyicay shiwh ie Figaneia] awaysat each
St adnlyD periefatidnh@ mes$agé aiithdnfidation aepOnd T Ofeduire® ite. Yso BAY s6dPet kb bvalldbleOtt.can@r

net woiicktion o fmegsaga tauthentication—cages, @tcl has nolke \onisdo the wteivingpsing rseti@r. Thasbues

r epFresiiiit prowides lackey rafitherization dunetion d  F~an ¢ additinnal HEiFT asndbsaibécherdibaige. Fwiict | on

ti oenswe thaha seanestadsusageyof tagkey cororlies , r egbs @prrediatagy stilliduitier R4 @Hdifcogl gemer at ed
by wthigreontal valke C. aml it plecepies et el e a plogphigpiugs %e exend thosediefined as thpfprm hat

as s¥ittenficaign fuafiop J eqsare fpat@ WH"E‘PF rescPf e ey, 8o 1 rﬁ°§*’ valuse sich o ysiagover y
or ‘feég%%?' "'E’JPFP e V?“Hé’efR%F““f' uu'g'@dpublgc “e 3@?\8‘? eB‘f?P n

%ﬁ’# ‘§h P not
?']thn“ys il use -1 °z§.‘t |yon 8 anf %&\a t| gfye%{’a‘gecr et
angYnath sg t OKUFQQ Ie&l‘%lyﬁgtﬁ‘& On of ron Ptf on ol 83}?59 etc.

consid-

igé iy sta tbr@ T §r§fnﬂiykey

aut on fUI’]CtIOI’] to et al S are escr

ner et a. & @w:ep.lﬂg tibd StatRRS I o hdbidrc 2 T eque%eeuu.s%aﬂenmn rﬁayk@/prﬁéﬁml dsﬁlE be
ap PéoffgutidiCof Figutel 1 LoHprBIRY algemdratingidi t | ORR diffefeliiinetiid hhér Jti% stishue C,
andstitibn aldStio SEfarSushfy stifions! BH RN C  Vakartsontrdd RO ErytbPpaghickey mBE B adedt he

f Or iion st e RGF Qaad i 20 KUK, UakBduigl lonly Ghe€ NS UT eatt fdtusiag rsﬁw;esrhecﬁrst @fethofiewttidyisand t he
C O Ndessighated Qjenteating station has nedd Rgpxkreiye and C Mmdtrated by Figures B Brovghl 190rekp@io® 6ath

al | bevikKG§ dntl eonly sthen designatech iusjoge stptiobs | C v akayeargincbnita yvamet freinpassibly iothier lkeyy t 0 be
us elhve Tbagsto expreiseKtie KUF. fTws, itodil bel  45relateddtista, toche duthentisalell vim a apatiat awn

t hoapgieciated thatany station inctherpriwnsineontiqu- t he cthpipicalign spdei befdredhe fecgivedhrecovered  al |
detail ed herein. The purpose and use of each of forces how keys are used at
each using station, these cryptoggaphic quantities depends on the par-
and in this sense, the KUFs collectively enforce the ticular environnent
and application being consid- overall network key usage as dictated by the
gen- ered. The main variations are treated nore fully erating station.

SO beI ow. F| gure 3 dep| cts three statlons |n the netvvork The subj ect

Y p—



7

station only if the correct control value has first 5 tioni only if

t he proper transpo key [err] n specified. ecification of an
i ncorrect control Ii{)roper publ i gp\?}a#ggs%@? hgve first b‘eggn initialized.
value, in effect, causes a random unknown key K Li kewi se, key Kis

I eCONgyI RaY §0iido@ CtHeysetdnt MhhethotiWhidhOs De I € GraMBBNlprodears, a distribilied ke 1€ e pub-

| NCONisratbd B IFigeres 2625/ Rbupibs afthkey ah@.Ci | | t Yic hludl BV NghdSthéttiarsport Kandry codplddhe of
[ er r onddi dvalue rdufingathe kep @enckdtiend patessisi Ng  siypibgraphickllyasnch that keyoK Bpedovdreédanvspor t
key fueh tat the oyt il escpuomd eprrqotiditiacusinger e t inethewithinythe urgplogsaphic dddlitysat osindoge-ween |
and gtation k@ly if/ theumrrédyjconiml waldej hagtfirdbeel | tiort i anlyi izthel propdy dranspgrbkey dBGivand e by
usi nbpees tspecifieth Spécifigatidn pf apjiicprdgbcontrol Fr om Preeerchublisr valye iP¥hhaue Brstebeen linftislized ki | | ed
i Nt yeluesip affpab psuses agandomqupliiown e K by pulikevisea keyelk is eqevered comgofly withip the

appr Bceeevarea Thys; §difigrant, prporrecy valups and cryglogy aciliyy aiysightationt Pt et ween
u5| nef €28¢ Chere sPec'ﬁed etdipieg siatipg i a%b wh @’°R%T|y"’aaiﬂ°ﬁéﬁ¥ |K@HI ‘T"B g BropRs dybligng |

hwgel&ﬁerpmg ? f '"?W | n 1have
sepa'fhatkoxs y yered ctP(l A Yo Ffe‘)""“ BFe B (ﬁ?f% IQ "’ﬁm 10 {?‘:lefd(@%tt
tmﬁzségig 13 m ca ion be{ue§ Qiatka S F' ﬁ egc e wer £% w?she;rit%\é h\‘,ﬂ‘ Egaglsgﬁ
t n chteved

re y rg = i}gd fb QLR 1
I s Ug5dpAlihnkn g t;},at 131? 92 and 24
cr yp;«ﬂg{ tﬁ & rec fé& %y’sqﬁmb §tat% ﬂ M ed vi %le ;s %%t ke&e&l{hk%c&ﬁﬁqy‘ﬁgeﬁ ef or e

- USi NP cdnhRerkie verlfy that the key has BésR|coc Vval U%Z)g% Satiotig Qch%@é\d"wh'%iﬂ@ﬁnt
© st at eaily rédtieréll BokdPd @it tEReyIOds can be usg I[lég)%S&I

ated withd&idh AsiR@ FABIR,

\_secr et Twb AR mietlo8Y canfbeGisédhedoBy a gENET ahd B&omindd, isBdletGRRspS® Rby: Figulebaausi ng

St at pendratirig station cahdcontid theling bidtionaond 20 aevis) 16 T aici9eowsh ths eass avhére vio kdyat i ons
t hat statwys taemay dsesi distiibuterd crgptagedpbigr aphi @uthensicstisneis ised atd ayptogeapbis eepamticsh

cr y pkaygBatipinstbods epamrecthat o firsk@ing sBtinli et hdsdachievssiuvise différent tandpont keysu sidnijg-

st at ramnotjuse probepefibinliy\raishise ke whighchagnt t r aires (20r 23 #nd\2S5; copan dheGage whrssnokeyuse or
benebéepidgsignatedfor yseatanttesy uging sdtiomhs  ueuthenticationis used @nderymenraphic s¢parations e

wher &8 the firgigpetbnde whielels jillypteated Py fiigures s e 25at isa pRyepRS vig, gifferent Jublic vglye§ associated

aut hdhil.d2t 18 A0, 23 and 24 °5(ﬁHgfédF“|:gﬁF r aphi &8 @gelrusing siation in eqpiuingtion with #réerod,

whi ¢ ﬁ“'?rsam?"p d@ﬂ F%YF é’&s'%it;ﬁ i SNORCTRFTERIEESPOT KoYt pach Melng: Stalem)| i ¢

val ugg ompjighed by usi d'f' 0, 2 crypt ographic sepa- wth
\_each [Pé’T @dl eﬁ:{' 3 }5 W|th ?Eg'glﬂ?m%atlon anong the keys

d Gl @n ﬁh
dos) Bl §£ﬁ o] i 8 §§ st %@.’% o sooret Qe@ Rgrént% oo sw Jagﬁ}aéal {8
(rangiaot ngks‘?§|§n| i 7 v?e % f Bl

secr gledlibAdIStMSAidn emg o’y €ach ugéﬁnﬁ{hﬁ in@@wﬁfoaﬁabrﬁmfacu i 4P the Yo
geneyader ta k8¢ aiktiStfion proe%amsr@&su@ldute er gNt ofeigPirAdisig Bafiond ¥ Hel g searoek@,

tranggyOktankf@e Kiipord ReyUs8 Colighid €St I | bUtgbiinatio, kéyebcovétp fand RéY. authbrtisAion ae
dési ggapteaiasuch thatky Risretovsred cfedtlp USI N Predisé tefifition of oabh AINCIRA istgven Baew:t  key

[ er r Jithirs the[ @yptdgraphid fhelity ot udifgeStiohunct i ons. Refedring 3€ Eiglre A, fdnclidnsitbaridigeareof key
K t oonlpif thy pebattiaosport key KRad bas\iirst been t he cr g paioofrrapdacret drgptaghaphiy fubétiohdreithgen-
Unde initigiized. Kikgwish, &by Khis trecovereor correcfiur e a dihe fallovieg meepertie€5 er ating and usi ng
St at withirs the caryptdgesphie: fagitity eat usifg Rteipnliey K and # theandr ainesgio havelkey ingute andbonsl ed

cr yponly if the progentapspeit key KRadhasfiestbaear y, and kaputiut henti cation. A

t ogr Wjsipfizech| Ip hasﬁﬁfPPdt pgihod apick is §'“~°recovered R Jhe @Btﬁti filpylet izseeanetieh? iS5 on of
eac htreterh figesits: 1 We?f’ b1t R i n t he crzﬁ) ft 'sfa<EE'I°F|t‘{ Pt x 8 ng

Y ’megra'i"'c e F?V JPE 4% ¢ i B e | f
el 3)3;:5 a5 “sw@ y @ffrstuﬂﬁé 72? PJ"B‘ﬁ H@?ssgéd dappind o ¥
cryp 9 ‘L é LF 'L%]n “f“ al i zed. Tf?fc( Eenaecoga%ﬁsﬂ

corr |Izd|n ﬁi% ertles E g
ol Kebite s et gﬁhngaumq ey r] eﬁﬁﬁhh ﬁe/u?s amz' s and
one 9&:"6‘(& spdrl oy PUrfdRE the lrbpBEIROfebeik €Y KRaj k@ Hrg§ bre ﬁ&lnthat if £ _I(QH Pyt then

| Ni t inglubidf Slatiohdanki R GeRGRING siBfh s, Whi ch i 1K)szl1='3y in effect, When! (A6 P G@Ld ON

[ er r bt dederiing Staflon'& &afpdriicdly KRiji 1S udetiat €d by FhathinioRP ot andld} arelset eqhl, thdn'g, 19,
21, 38 distibslion of kdyeK QLilsNGtstabbiBn ah@h.r | IS appddcnbsitin invdRsdiobf; XLodsWls spBaking,

Cry pirmegrodgsbieCorpaliavalie asSocksdmih bith kesys desthe firsttmput payametersk e 20d gt s

not ausimgnsta)idd js, depigrated AYVE acthati aloed Bl 'f or use agptafrapliekayat usi ng stations is
accoend PVj wolldibe yseddortdisribation ptikeywhien [err] ie fHpyl is @asily calpliateinfeth kyand y.

assi gsiionsjatiaredl and d.0esractivelyy Underrthegies, Likewiseypa1{xsz) j& easity calculptesh drom et
value with each using station which is c. [err] is such that [err]
depends on each of initialized in the cryptographic facility of each re-
the inputs x and y; [err] is such that g(xz) spective using station and by
sharing a unique, so depends on each of the inputs x and z. secret
transport key anong the respective receiv- - d. f, and 9, are such
that if [err] (x,y) =z, then ing using stations and the generating



i and:y are known and x is unknown, it is “that k is the output
when [err] is appl,ed to conp ' i nfeasible tq,calculate x from
i nputs x and z. Tﬁe val ue of %ﬁhﬁ‘g&gﬂtam y and z. Ql\‘}\r'th respect to the
use of [err] and [err] ically produced secret key being distributed.

i n thegjaresent arrangenment, this propertyapkQnd gs eadh- hale fwol indufs and e t hat

f 3( X, y§ FeledngRflen Bilk.y) FoEiwhdre 4 &@tys t he secohb@pyt. ofg the fixed secret cryp- 10

but nayre fiowiBend XGé usl@e@Nd iOeonpoaUt X. Thi 8. TiRgREéN BXWEY X nearthdt fz is he

secr et ticalytinféasible adlcalculatetk f®ini yapdizs hes  f unc theotplitoshien fsfis appliédta dipueix aherr] .

key y bkesish.dobany gampgtini)sed. where z 5 y. Likewise, the dotatiomlgB(k.®  Unvoeansns

[err] anddy [asr kjownteed ex fseunkiow(xity§ = g. Fothahkys ghevaipuf when] gs(ig,applied to, where

z is. computationally infepgible dacaidylate xfiofkz) = y, fnguisxiaoths Theralde of fds fhe dyrami nown

and x WA 3 With gespeek ledbmuseiof fijasd gom icallygrsiucad speretikay beingdistripyted= 7 does

not rrglt'iﬁ Rrepapt aﬁiﬂgﬂt‘?%ﬁ!ﬁ proPerty premsi bl e t o Sclaliciyrhthat ("fV)r‘éﬂﬁP'E’s onyput ¥y3(xz) =
Thi

. : Pec 865Teh GEYPY i (0B s, DFJFY:% ek it w3 JhiE
hol d fH;Er y‘E‘F j‘i’?fgls‘“f’@%ﬂ Iure\MhZ(raedt gt“ g'f’fgl mgg'% Sf Ir e e
t'%’t?;’%( ‘t? @‘ ’t"ﬁ'grﬁ 1‘(

unknO\/\k‘F"”’T oyl b°°°mpr°m's° err] are Fe

CormUt nto1v:w§i5 a#!'y rﬂ’ Qﬁsnlcr%tv A eé(‘%’%ﬁ culate yalfe su tf3(x = zd esn |tnp ?eas at

t he sa 't the sSecre ey are
s..fe%s.b. & fﬁ&ﬁ g 0l moy o m 39 y

SUCh tﬁﬁ?xjsi% 1% a]% Cﬂ'ﬁ i ¢al | y ‘?Af ori E gﬁt fﬁﬁﬁl}’e ro i

is kno alg %@4 idi stribut Vless est cf?\;e fu:gz'-v

: *1( X, Yo uféﬂon%‘?ﬁf&sn%le't@calculate y from €T ed ec%h"‘seh ‘a d 51 QHbladsa Bt e Sarteiitd, | Onal

\,known EHE Béls Yhe Hobredy R VBynainl | S COM they are such il @b is88&hieP k can be

93( x, f 3w . gnbuted decrei i@y §f fect, [err]zand pujmicayadrddicddNdistitsited!afid feovk i Nd a
y' andh.ZEor any give)G1(RAI E1 %, ma}eey igli stri but ieRd besause ob fife . Juakantelie fudctiéndiey be
equal kmowa and\kiaody st inkdown,tihis com- f unct iradatisnship igh@£304yh)aen kil effest, Rgand
encr y pbutainnaiiy dnfeagiblat toofingha [y frid x’y' ) = z. Igi lpewiitse keyf distritmtion usingSone way
decr ypwhepnz majibe laqual e z, whjchgiatisiyrthe | on, r ev éungliongyiathenthapliyusind encryptionendre z i s
known teleionghip fi(xy) = 2z Hkewiser for iy wedj f uncdpasyption, aigh yeres b dgfintiomwavers-t i s
conput SN y= ynwhere z is kngwn erg(x, v) |5 eddld Irywenaydumctoned from x and y
f easi bW ¥ grofuniigwn, s coppptagionally inpher e 2z RpiP0GYR is easily galcyated fro %ﬁ’:{‘dz | S

easily E%‘f!'?:t‘,?lf'éh &Y a3y ‘S(he é‘F'y By z, whi cllr'kg"éﬁer 9?(§z)t'ﬁéa§"élcétf‘1' iFﬂ"b"gl-

\_and z ; sat' an_oppon gi ven
(30 v P f;;teatf@ g % dynaty 25 AN Sz e nat
are kn ﬁy"am"; ayu % conput aare "f"1’ ’ég%g a s ° M dﬁ ng

stati o ﬂetemng to '&!je 5, ga:ctl ﬁ?nigl lg%fn' nf easi bl mfe lﬁﬁa&”e %’s Fe%.'g Z.

Ref el sbdrdl% Ml err] is own

gi Vet A eplyreii i, wht 5 ning cYpt ogroan,tm. rtk"m%asm wctfgﬁﬁaﬁtfﬂ&m | owi ng
and @rfﬁhaKWWbu%rhqd ¥nd o‘i:tpUtmmOWn it 1S PikOfrd ITRR: protects the secrecy of the

85 b. TheGRRfAMGAl ByPRA hansMLasd bl € t 0 CakdaWedrbEcryptdgfdpiit Rey % Svdnabthb WO

| Nput SthaRetp WherDHd tiPaplied to inputs x and K andecfet diffAbilionkey lyhiduld Bedemeemiecy of
the b.y.The notation f2(x,y) = z means t halpromiseé fixed secret

crypt ogriaphsuch thatyi2(x,y)adepends bn ddek ot hewout puig. Fbreany| ghvon]|g3ixs:) apkl whle tzdisi Nnput s
X and the inpuisgendyt. di stribution key y shoulkebwhendwend drare ynknown, it is com-

pr oni séd2(xm) is ?aevmgalcwge@m wdt f2(x,y) de ly dnfeasibie o ghiculd k figm For any
gi ven & gn@nﬂ 2R 2ewherd  andn | nput s Y hig e the secrecy of the dynamically

known &8 91”"8&'?5 Xds &F'@mﬂhﬂrﬁ)%ﬁnputat i s com digtibyte secrotkey k. easi |y cal cul at ed

from x“°£ﬁ't¥ 'b'e to ° ff?ﬁ‘a\f’@g i nf‘éa5| bl & ¥ functign fs j$ sHep that k gag e derived oy

any gi secr °fWﬁedﬁ'5" easily-ffor d%?’d?@c‘f and; qifior BoNSeGIRty  of

the dy %f. r r ovvr]]eand X | s unkno ata jppesyn rﬂ‘g fhen f‘: a“y 9"'°“

ZISSt I’hl ﬂ(ﬁ sg%ﬁ)x iS u lt rg}ut %/n:g?f Ea ’f"@ kéogn.g %ﬁls% l ?l(all?q; asi §a,?ﬂ Z-
l e

sec t Jc that f2(x,y‘) s9§?&o¥l1of 5 d Jaﬂa@d@ﬁz rkﬁg

nonsectes g% Btk fiagis ta presuned

avai | ablénhiroltvams cf 8 am Bitheticsfidh de For any gl woeran; Zvén YB(xZ) &= k\M»ﬁJree zYisand z

f 3( X, Yihat=will be\Wieefly ZuthéntidalaVhdaied X and Y kagwh K@ RVd RNb dnkhdwnURIQMA, it is
conput gepted by a using @&tOn.UNKNOWN, it i Ss5CONPUpatktioRMR intasibie toama a2l #d kiwhieal | Y

i nf e@sRddérengt to Figuad, amt;tt‘ons[femlid gYaréind a z, shildfy he reatondhlpag®xy) Er emThis Agai n,
t.hi s appaipbrdnsecteh eryptbgrapbic Zunctiops lrith equal t' 0 pmyenteUenibppdnait fiod(farging a dynam- Secr ecy
of t e follpwingrpropdrtiey: di stri but ed secret = Zicalyhdislributed \keynk shatiwill bpmccepted f r om

forging key k. a control value C and an aut hentication code i
For any given g3(x,z) = k, where z gs that will be properly authenticated
and ac- known and x and k are unknown, it is com cepted by a using
station. 55 putationally infeasible to find a z' and
k' which 3. Referring to Figure 6, functions [err] and [err] are satisfy

the reI atlonshl p gB(x z) = k'. Th| s a palr of nonsecret crypt ograph| C



to find ay' and z', V\/nere z' may be equal to y. Likew se, for any

given g5(wx, z) = y,ezz, which sag Aéézt.)gs,arel ationship fx,y) = z". wher e
z, X and y are knovvn and wis un- ai this prevents an opponent from
forging known, it is conputati onal ly infeasible to cal- a dynamcally

distri btwedsikgagtatkn.t hat will be 10 cul at es.8(f.%9N3 Easily<caititked fronT Wi % and

pr ot ect 9. i fasctioCt; apEueh tHayk Ganlsidefivedit at | ON.  y. Likewise, g5(wxy) is easily Selcutasly Of

t he fi xedsilgdomet oCiroppy et etiEininansbazat 4. Ref erframg xtapd &l gure 7, function [err]
i S a nordata presumecoaveifablef thernfor sycgien di st ri buit Exl atoegivep fWuyil T zswherest x and

crypt ogri¥pyi & % where izds knaiwn and kand ¥l | dwi ng ¥ ard rowmancdow ispinknaws; éds computa-
proper t jaesunknown, it is computationally infeasible tionally mfeasublgto qalgulate M Myfrogi 2y e gnd

f5(w, x, \ig find 3y apgh &y whege 2 Mgy e gqual tar r] has tYirldkewisspfgt anya aiverno wesa)t gu¥. s
are known"aeusalEt, e r a"a?S@'Plﬁmﬁbwrﬁ i s b.WheReZnobh Y 8% knay 'wa ibg 's un-;

nmeans t ¥ "2’“ °"°"'sa BER"E\’E‘?"be?I“Fy | nf easi fPPEm t'tqs E%‘PPEET' ?'B A £4fe

out put \ﬁh o d' i" 5‘7V| et gliPRpul% W, xCulate w from 2, x (Restg ther
secrecy of the fixe secret cryptograp ic key

\?\ﬂgr gl AY r%e{f,l n u e 7. funcEJon C{‘ \;io a ﬁ\- are c. ezerﬁnglf the secret St{'?]umtd k}eﬁ V?/hgyldy) Y

dependge unknom?we 1t corrput m Med fgt?@,beJ Ghdrdz Hd

| nput S f )ﬁa@ﬂQe Yputs and one output. 20 45 W and’ IQezurlﬂlrﬂﬂn it is h

pr ot ect S, indtbtion wy¥ =Y3 mbahs @@63 Isy conput e&na‘pmeuashmy n?feaﬁﬂd to calculg® G/ RmY of

‘the dynarg &adut Wndhl 1 tig” agplidded ifpBs ek Y- z and x. Likewise, for any given g5(w.x,2) =
‘key y. andfor any given f4(wx,y) = z, wher ey,Xher¥ z and x are klownr=Ad wadAY y@feven

] 5(w, X, W) f5is BuchWhed F8w,Zy)odefends aimdack ar e Knowsnkeowd, Wid SorptlaBenany, infohsibies to

are knO\Mthanﬂutmandmdy are unknown, itkei S cocaeubiaty foondkz|and ixnidsa piotekte theo

cal cul atdeféw.1.y)dswasilyZiompaechiount et X aval | y 1 nf esesrieby & theodyhamichlily distibytedysecrand X,

y and z.y-This protects the secrecy of the keyy z', where z' my be equal to
z but x'e. &er gny giwen dimxwi Ead IWherdiXsyr i but ed sleEpreany kivgn Riw.xy) = z, where zandyot h X'
and y' a@né zdarp fkepvenends y genunknawi Kyis f . For a#fg kegwpeand fwipnd Xag) unknown, fhfifer e X,
y and  comadyiapally \?@Pi}b'e RISl WAPES y 2% he r efoAPHIEioanly infaasible o g an KnbaRd and w
i s unkndw and & Ths gr ﬂ%f"a secrecy of thy x y) =& Whe’Elzk@W esequpl dp z AUk X 8 X, 8

g5(w, X, %’)’"at"f"ii'ﬁya‘i"‘ftr"f"ﬁf%f‘ Y& to f| nd an X, Le ity °“”’° %
~and x are @‘H °% a y' L ic §ﬂ 3'3 té°“ R Per ent
are unkrfgw] "?:J":g w§8&§ﬁ"(“ 'scﬁﬁf"f |nJ eaS| b é( g kno n n@@ ;ﬁx eI Y,

whi ¢ * Sr bqth g | co |Iy i ble

rel at ' Orh% ' rfd% wﬁ‘c sati ﬁ'ks pr event fﬁtf]anx' ?bex uaP

both x' réﬁi néﬁlpfa(’wg? z‘e RS brepalapent from Qrydt ¥ Gr ¢ OPQW'JE‘QTI Qe Hitfe n?-n

from x apgon¥nt HoRSBISH h\ee.hw va\e!elc:émsatlsflesfr&mﬁaﬁry ?dd Ryl Isidnigsanke for
gi ven puHal aGthrikbassn for'ghlem bl vdileP @H( W, X' relgﬁonéhld’gS(w P & proegndventgsh PV,
V\/m ch WiRv, whih il ®p FdpdriyaduthbrtiodtedCaided and  opporfeRIRINE fkging! DdPnbriE ANy At

‘dynani cakcbeptet bg b usityy staiercept ed by a usi ng St @éd kg.y or a control value x or both which Ut ed

key y BrReteringid Figure 8.cfinetions scandlgotle whi ch 5. wdselfberacéeptgd bpa bisirgjutatiord,

f unct | @pgr ¢faonsperetmilyplograpljic funaions withul d be &cRadquirgdo Bigura Sufanatignsdi aridi gerare a

pai r othe fellovingraperties: ypt ogr aphi ¢ f unctd ons awglt hf nofseciReérentodraptic fusciongwitte 9,
functi orstS[aéF' 19§ eaphchayectiep inguta anchenef o| | owi Mg fe¥ewipgprededies: 40
a pair uPHo nsecret crypto graphi ¢ functi onsa P’H’ @. egPle havp fetn dnPpis @pq ogench
have thrbeéhq ‘E"sf5‘ét’ﬁ‘d’) Gn%mea“stﬂl‘ﬂaz ol | owi ng g&‘%‘gert i es: out put .

a. [err]® L fsésaﬁ‘??"??atf? Jf' Xi nput s an fon 1§y ‘”Fr@t tzl 'B‘??"T 3'?%( =
tha

31n i e | , the n ,x. t Whlg Hle gtp? wheréfs t
YT tes wﬁ,{( 3 e g v m?*’fffoifs?”nean g3 ﬂ':%:’%enﬂ‘ £ 7 ;{&gﬂ?hi "
t at t put t
30 @'0 fﬁag fﬂwx&deééndsoﬁe;cne out pu Xx&a %Jt o anbD fput s

n [er ]c fs is thaf fé( wxy))ﬁepeﬂ&don each
Li kewi s eeemsaanléa& gﬁk, w% 0 i npgjt " n
y maansegﬁg):1 1 i's the out put'dy\l/j\%en [ersé] S g&ﬁﬁ“ﬁ;ﬂg}wﬁhﬁﬁm . hthC WX, V)
depends fr Q,acdg are such Rt ifeSlwix@) i=NRUtS V, W, wX,ad z. of the i nputs W, X

and y. [veenrds(w.gz) Stighint éwadt, @en the firstC. [err] 8.9 8ndiCd érJ]ﬁIchftrﬁ( ¥ Yéww,y) €lepends

on each aptvsecond) inghe panstiorOst tLaalys e t he | npuhen §B(v.wx.z) =50. In offtict, vhed the st S v,
w, X, arsetegual[teanrgs beson®sl the ivaaé ofdiid s second and third input parameters of fs and
g6( v, wx,Foi preidipad purposes thedupiat maFameleewi nput s v, gedare [selr equalathen [ge tbedomas ghesinc h
that if i Bhetions & and-gyis a fixed segret qyp-and z. t heersecph fvFor, practical purposes, thefinpot |
when t hdographigtkey. o, [err] and [err] are skasmetenytin fupctip(fy @ndcgeyis afixed and
second i nput paraneters of [err] and [err] are then g6(v,wx,z) =vy. In
effect, when the first, set equal, then 95 becones the inverse of [err].
55 second and third i nput paraneters of [err] and For practical purposes,
the i nput paranmeter w [err] are set equal, then gs becones the in- in
functions f5 and gs is a fixed secret cryp- verse of fs. For practical
purposes the I nput tographic key.

o T e e e r 0= - - o " 1~ o —



T

z, w, X, and y. Likew se, for any gi ven [err] [err] which satisfy the
functional (v, \/\/)(,13) Yy, V\her# dgb gand y, are knoyg definitions given
above are provided in Figures 11, and v is unknown, it is conput ational |y
in- 10 12, 15, 16, 17, 22, and 23. These are described in feasible to

cal cul stet aryptogrphigkeyW, X, and y. nore dekmwl thheaams bfyt er .y Tiiss sgaciaé ect s

t he segmsgyx.fis basiy EdlcuRidd reravelw, xcr ypt 0gr aplopesty e peedaccsien thef genbratingestar et di s-
DESCRI aad| yOikedkise] Igi(vinRizi-ERiaEily &aBODl - tri btdneubek thy seme lidud of vbie dwiion f;

conpr Oted kol v, w, x, MERTS g. For any gi ven f @lenvgajcplgting they firstviind rsecopd faxms 15 and
x ar e khevany aived Bivawrd) v arwherargkwowns it of the kelefocher disiiputed\ie twe diifeamt e 10, a
first eréhdaianeinowhand yripunkpawnoltdd | y i nf eaysinglstatiens. cal cul ate y of a

gener atampgationally iinfeesible toerisriatowtioei n a i PaMPlerRINbedipeRty for (inelipge fy thrquplk e se,
for ang vgwéw gaukew'sg-eferom qwav ﬁﬁof a %ﬁ’ K9% % r%r“@lc@aa‘Wéheaf“P‘F“P%"E

(VW X itions giy 033* EBY"? Rigues th r st and
second ' td °°'%H"f&t'?? B' y ’&re q feghed in 50
tion ¢ g eond f'ﬂ?fg naIIylnfeaS|bIeto

is prgte secrec le etC

a This cg,q‘ rmg J he dyn cryptographic Ity 110
cont ai Qigg segr et key y. decoder

115, aa.{a&ru#&momxmgﬁm aawnkm,.t a gen- RefefiRg ndW W% Figuré8o, 4 Métembidiient = Z,
wher e &, codhputiondilg .Jﬁwé.bgumcaaiceaelﬁo a GQIgERdI&ling Stion I howrherdida Hrsth@ Known
' and vV fdidlz Ve afcex. WiRkWASHMOr aimyl giveR 6- | NP UL seRéHdt fork!5F, a ReYCK ard gehdriel vid @rifst 150.

| | 1 100 d
ca Cutsm ;@ mﬁ éec Feour e Bese%ﬁ 'o?-' i WhePedkio? g, 100 an

(_Each ugwag) =5 y CvitibRLE, o iR ladeYknbwtf €asi bluictibrof fan@id figst \hd second ke tatthénGity- |

shar esand wandGlUste aelnovei, itlis comppiation- key, #dRicodeydre gemanelted Via asbrendefuactiomyin be
equal 4lig ifeakibie tartalculaistyhfrdrha woadar at i ngFigar@ 10, diere istshaWn a database 100 abche or X~
or y' Uhis gotegs thersbereratof tw dyfemicalf ar e crypiegrephiatfaciity $t0acontaining @ emmmapdt and
f or war distdkuted shasstdowdy-f f erent from w, x déagedey 115 asgndern keycgeporatphiddha geno t hat
usi ng BtRat Pyrgiveriiswxy) Zres phare zkeys, Keate kewyfunefiop 18hea pasimend gers ¢y an

f 6( v, wandx age known gnd v andjycare unigpwn, KRS '"P"f PRORMS: gfidean opipytyRort d80- Earaising

pr escristF@EfPWt'g'?"lf 6‘?93%154? T'\Fe"h 6' vwx Z§tation és"a\'ﬁﬁér‘@q% seciy ’i’ﬁ"éﬂ?f‘ k&‘f K!*he
naste\r/\ﬂ of'h?'shoé ﬁ" 5 haﬁwgs’; 20 Riaf ?tgk ca
unkno encr

k,corrput 'ﬁgﬂ' f‘sﬁ? ? g ‘"S:?m g‘fﬁ"&n mjyged 9% be | Ds
Of thewu F‘gnyS Qg v};\rz ) Okﬁén%o?the ‘3 S%E léé{}se a5
Those ﬁl%' aﬂoﬁsu; ﬁeaemé LT st ag cﬁ.ﬁ‘g.aestyﬁa X E@Ls. oo, o X and

Y, Tespead Vande 2 Wiy &8 eq&memkwg St akibrbdlindaiE Baddd80.2 Central” processi ng
sati sty ¥ BEyT & sdhb CorftihaBorOMbréotire X' 35Z) = THose sil kwsn thel @it Will (uhédrdtandiaE the MTRNATES
and codiéréht frorh W x 186y, PEPYEIVING whith O PO NGeRbrafinigOstatib® lab Ngs A EbytR Processing

\gener asdisH thg r@tiosship gble CBU= ¢THis ShowndnitdierBy whithC mbhagesdarsit sdntealé @@ Hegy y or
a cont prevents ah wppoxend firom Morghagsa tiynemt Ds  Of génhwetion Sprovgsss tTad ICBU Sndt Gehowdy idetar- key s
bot h f ivally alisgibutedhkeyyiang caritat valva xwr t h aseies tht ddb of theQusing statidne fdp evhigie keys at ed,:
it det botinione giverfwsing statianofith wegociater bl 0c  araltaibe Firierated, it determines the control val-

ues asBubli¢wlue®Vwi th the keys for each ussiaaygcigtedywithdhe keys foreach using siatioen

g6( vw, k Fonany giyen gfifewezhi yxwherq We?&cesse% a@ﬁ%?P%/mC@fateﬂ frensagsidieys ke datam t he
data apd Zza’%\F'E""’R ﬁ’éﬂ/\)ha'EchF"?/“ FR‘! tare u 699'1 and if issuog,generate ey cogimandstoj ssyes
gener a'tse°° ’Eﬁ'Phﬁ‘ 6 b' t atio t° "FH af "191 10togefhpr with the gp- |y

the cr ge”tshe 8 enctypted

herc B0, :.,:,;f gf g pr%@m Egékoﬁ”?ngf"ﬁ Bv?iae,darypted
C
oy

keys. qvex. itima th and he
pr oces egv %m i Mg md Eﬁ ' Slidh ot s t:g
96( Vv, Withinguls, v, wGOIHh @*tdo@{ﬁot ho rya\mp@en. mfa.r. e e

(VW , Xo Flown NREpropbRYy provéntd8lsHRiaPT 1 UNCT ITAd)stoGihoRbd ArpeRratht) 8 a&?%@ﬁd t he
oper at typd1&f iRder @fidtR Whér6 fiwd sy8iéml usat ed Wiok lsing &atiofs VandW can ¥e traded il F ﬂre by it
are negdeduti®to aistutidmernite mPitd Git0T t he10MThd CPU kst Getervines/that aXdata @) does
not neegitlorénd cobtthbl vAlu&S that willnallewtthe@n. bebk distvibutedTii &ingrs&mtmnan.eneenms a
speci abame distributedlsecrst kgysy i nwoko/bal |48 Qidoeifierd iDhendaDiglaridahak thy céntrb)valbesOdt

I nsi deinitigizéchak  twh editierénhousing s stetions s - sy sietipnsg aptl ditareoCisand Ghrvebppctiesyn be

t r acedwhase E$sgeiated public \alupd arelx andx’'const r Tt identiiers IPhénd 1Pingyel vsed wiatlihe 18000 The
CPU fi pven thauglethe peess themselvas datnet key | 8copss e fehasyntask ranenertr koys $EMUMED t hat
will allowthe be distributed to using stations i and j, i.e., with sane
distributed secret key y' =y" to @ 55 identifiers ID and ID, and that
the control values at initialized at two different using stations usi ng
stations i and j are C and ¢, respectively. whose associ ated public

val ues are x' and x" The identifiers ID and IDj are used via |line 160 to
even though the users thenselves do not access the encrypted

17" \ A~ P N NSNS O NA



decoder at 115 produces an active generate key out put of the encryption
facility with C to,produce funcH,%QQr.}?b,‘hqe 125, which abl es the generate
io the output eK( [err] "C. key function 130. Once enabl ed, the generate
key - Referring now to Figure 13, a second enbodi - functlon 130 wil |
accepid sKNPUKH)), [fRfml datLbdde 106Rint, thdsb,  MERbmSHsestangMEY@Htion fabifty El viheleBylinplt KS hown
wher enciypiad algls ekéVreddKbiit) on fiiiedmeS.NAUL  POlis endrdGtedawith KR tb prodasTan dulplsdKREN).d
Secorgbnérate ey commany ok lider €70geimputatbed Vi a diduee K ghdws fanoaxemgle b am lempodi-
genecatnaand jgof. 140 of the cryptogréphicaiadiliyact i on njeet fot thenfanctionf f2r ¢ defined, Se bentivokey
The Trgpancrypted tangpog dexsseiM’ f<Ri)fand oKMis . sThdnputalapdone cuput. inthis sesei heinpuls aode
are ((Eeandtthel cantrel values G el Clupre PreekKM (IR Cs deampliges ety encrvptive fagilide F

mast 8qnted @y data inpusatdnput pa it ¢ Inj YQSPP@P at ed therpynigrut Gris prspvieted wil) K2 RliSe FeTFr

vari Qnthe “3'%\/!‘9!’ seoq d'Pﬁ &%i‘l‘"l‘ ener zi’['%a aOéP“F"é?H? OF¥ lagie. #high %4’%/'1"}9 the

P d‘1° yPtiph, faciliiy itk GdR1Praguce: or ed
i ngt @°"°'b Eé'" %s%)ﬁ'(‘ﬁbg ‘?‘?—I , éf’ dé'i ?9 and par a tce);e
st or | ’§\2 % RO, Yibl i ¢ vaI ""ga{ﬁgﬂng gat §¥ o °§‘rei? cility
210 i&f in 5 ah ndbrﬁ Fi gu d Qf J%bated v%'ng't Pgn
130 e inputs ?ﬁz &Ig s. %ne%msr atxse ‘%ﬁt}{e d &1 doﬁé‘fﬁ%&era%dgﬁ@fo ﬁ‘ﬁf pt ed
OUt pU Kidki) B l’i/ ntéste @y 1BRE0 whieH & refdtdd to lnctoR Y knd3Pfolirtn245,

d Gddiark 4V U ara%m&ﬁb ydnaa@@mhrﬁl ng f O thSidule 5, tﬂe% ist $how¥ @-datalPOr t
250 ofTRE hafiéti Koy, M, Whbrd KBk @lote@the and jbadehato ol Whdypiddt KW, af datadblise 1805 ofThe

\_dat akd¢eyndKparamsbier iorage of GifNcrgmographic Cat e phislic FalfosCMITEAFpHYRADIG fabiktp BERAL

vg;gbg%g i el oy o qﬂﬁ'E'*' a"v qr‘&
ik Mﬁgﬁé ik BT ;%j% ;

| NPUtaciBi@ 110, @b shovh WeFifiire @) #hd (i avaiable e d 20v | aairtydddomimagy decdder 2160y ralidein] numbbyi ch i s
al sofoshiee byl the igbnetdie kgyefuaction 118Q) Thenct | Ogefesatar 220k gidéatd key funciibu @80, @ tdm-ut

f 2( Kd€drypted Téutput KRhtandithe Jdie kgyeearat | Ng Inaad iporh 2405 @8 NS portt 245, gand-anvasitpuie e KM
( KRj protessedetiar apmbinidg functib@® airidkto pneast er  pert 26@& Baehr pairi of using Statiopsiii iandb| thet whi ch
ar e geperputpuh 1 (KRHKK dhe valej kewtK jM theThe deen icgie shaiera GoRymon RPret Irenspatis i ng
st at ingyisontrobypiyeCi arpiprosessedoviarambiningr y gt okey KBl whigh i qkse hatechyith 1he genetstingd vi a
conbf“ﬁ?"ﬁ fof ﬂr?éf‘ "‘be° ysp o ‘P“tﬁ?(ﬁ@) a?‘é suf f iSEfihn{f h‘t S°"STaF“?9vxftﬁ'§}1‘ ss'f'%\lt °de® i and
i %a 3? K) erajqgortg) "é?abks ‘”’“3 are the é?ﬂ%Pat e a

R

( KFﬂ kA vi %..X.Qag mxny eas&% ) are

th ena,p;@ £8P plesiniad o@t utd o'ut- ' nst rwm@th&ﬁ g‘k”aﬁrt%m' ng

K at pﬁtfkﬁnﬁﬁé dA@ abpebPbh hrf%@dsﬁﬁéﬁass ONg | rg&%ralnﬁglstat Znd 5t§ypt:or3 re@ﬁé}el(attl ng

St at eymsanekpeiGdy Pt i on to recover K at ahicheddndhg usiig BRNohd. \iRbLs- transport keys,

fhe r ecmodsisRedUS the Gri WilRini@Ssnd tHEN@Sse t I anmPl KRKSY.KRn 0088 &isiybts€anden d he

art wérkl daten ebpreséntaadbyt 11dRi,K)heh liNéR51 2, KRlreseribed vaikin ot thel mastesr Reyedl dhic et under

a Senndathe saklodatacipiKcontlieel 152yard bedéRi , K) dny dtatiore KIS 2nd this digt©f eroaygtety aranspont  Of

t he intosteepective \shith fredistaps greinare sdad ognid t ke  eysi whichds indexb® bth&rospagtivel IDh\ef 52 ar e

| oadesfaliel tegans ousput byffer. Kie outpnicbufier is | | st uging Hationsy [ststarpdiin datashase 200i nt o

r es eded\jr: Paspliek ‘t"thrae'gﬁaéqf @ndssyaphionizing r ead ouAlSd #Fsociatpd Wi yeach ygiocstations isridexed
t H@ﬂ Ff%@ e‘E“!er (RgistensThe datg bthe gHtatt| e d’"'al'ﬁ valie St Thase Pe'?"c vqu@ 2, 4spd o

buf f Bﬁ'ﬂe'f § Wtsa'ﬁ“b qu sqnt; log\sifg o g Rlograplically shigtin 9"s ¥¥d S?Waiﬁgart%ﬁ | el
with '°ﬂé Velr"AI ﬁ) e? % W‘ﬁ'f'%‘dd‘ﬂgf‘ﬁtle ﬁ“‘h%?“ﬁ i on i
i s at'?i‘ngtd Tafn |°pr‘;fhe dat t'°“

Thes #' o '"° a dﬁ ffer |

to “?d

COMMIYRY Gutlut Bifto o e aﬁcp mzm 5 o4 9v 90@ Ofpyand
trangs trhsdad @ the SRR bdﬁ@ﬂ@%nr E‘o i ke rr%rae%by %ﬁﬁé fiet.a-h 5@%@.1." each
r eSPed bertoliting Gtatidral OBWousifNle oldButPT OC € il Basa 05, e ,K) on Tine 153
and Hwe régRieks2bnddBiier mbpbe kﬁm.pﬁke‘attbl buti on the dehdistin Qﬁﬁontéﬂﬁ Ha§ xr&ﬁ.\éaﬁrbabl es
f 2( Kedquerfially rambnit Lo fifdf 10 ubifpslaion | B0 I €S Rekinh Wit JOPU)t whidh! shdgeCanaN@dnirgnt t 0
usi nerestoakingstation cannot be regi sters and tiar by rgendationl probdds.OTha rCRUUdgRkhindsu f f er .

g?oa dm % ugs%h Eﬁsnr:% a nlptg% Sent
rs &B %Lf}eF‘gU'Shb% @% .L 'LF. &Xer a

-benefi digatel 11 swws aprexanmaisteh ambainot her thesiDsgf thé asingldvsiomsUfbipatiichikafsf ®¢ tohas a

headeentaindthe yiunstinnoknd ¢ defined, dJohast twon | .  Paasesratedhitidetonmides dw doktio]l valeR as- . . |
PVn, ingiis gnd Pecoudut alhe rinpuiseK god KB+ T buf f ersodiated: witnthe davb foriteachi ysihgxataiorhyit t he
I D of the using station, are stored in and sent to using station j.

Qovi ously, the output data base 205¢1 shift registers and buffer may be

mul tiplexed to The generating station also has a central pro-
sequentially transmt data first to using station i and cessing unit (CPU)
whi ch manages and controls then to using-station j. 55

the key generatlon process. The CPU determ nes Fi gure 11 shows an exarrpl e

1o~ Y - r



i

identifiers ID and IDJ, that the control values at io ter. The data in
t he output buffer,js read out I ng stations and | are G and
g, respectivel y,21 and transm eﬁl(’)%uéslfng station J 22and that the public
val ues at using stations i and j Figure 14 shows an exanple of an enbodi -
ar eactdésesadneryptdy keys cand pobiic walligs. frofhe | dendffof isadaded With a medtler aid dyherdnizingt | ons
[ erthd detsdbadec tuid it isdBesdgdnbraieckey @ah and 44t} frani @naiie ebgisien The Hata BGife blipACCESS
t hemande ttoy the cryplogtablds dachityniodethen gitthas t wouffemisuben reaidoud iseriativérpiugent ading

t r athe prprdpridte pondisi\Vralupd Riublic valuesnactht a basiaioR M like ingnnet, thetsheial detesvepresentedr r | |

t hesncmipted keyair e KR and RN; and t hi s &nchy{{ke@.PMikgn fino 358 and thetserishdita ffe 261.
The HReaaieps involyeden @meémg 4 datykeyt ai ght (RNLAJHNe A AR'care joarted intq reepeetive i and
| O foraysing ftadiens | ¢ | $anDq traced boligwe, ¢ oPhifhfeciete 3nd 5is repdyout) ip pepliel foathe of

[ er13] The GRU T"ﬁ‘rﬂ?’f@'ﬁﬁ?d@éé dptR é‘eyp‘éﬁq i ¢ vapyiru buster- Tg d’“P\‘ﬁ buyffproi Iepded; with a 5 o

end'fasbu M o, enPen e QR APt o0l )
Ao B e "o ff fB °°'}*fa Yﬁ' o5 gt En'ivnn %m'e g?(sdeﬂffﬁateﬁe" L
i nlgm%h 'onﬁ‘l o vh hd on dst::ol\:?{ md:? F[C annprgibo gs an

excj§§,\,v o [#w.sgﬁ;e vgygs'%gg rffﬁl al"fa ut toE%ﬁEngﬂ& &9%% ed %&e e

rhng (Kﬁﬂ%%péa%&a% desp fs € of fa, tHaPibut
OUta{?uUtthlﬁgﬁ%k y%reidEﬂN ﬁdéaeﬂ)rhethe PHAVeldr, HEbitER i straightl 1R hcam gt-t he
- WheaamimrRoRMY 16) a%\lalsosusd@fna Mecbeaso t e Ofdnof HidYingbt RROR ithedbase/ F ééeﬂ‘ne pugnd G
' f CacBdse URNpUBAC e FHVR and PV] from Gal € 15 SbQYEn RN GRdIRN. g3 xoMfRises & endiptRit

Ui NP8 205! arldtiish piislic Vvalubd are rbidl gueBPONSE {ability MECin whidh RNDIS Ghdtiitd @hiert KR g,

f unine 2684 "Heneatdtkey "svimmandontline 270d8Sez0 [ @sd ¢onpeles @n akausive YR legicwsittdeoni- he
Coninpuhdb cararamtid rport 240 of thenoyplogephi@n  enc biyesttheooutplutdl itlsisngryiiovlaciltn Eeicthy pt s 215
pr odailthe 210a1The evdrytedgieanenogt key loEW f unct i DputdiN to PinHuge dher outtit BSR(BNDE RN t he
out (Bki), dneRpyRg valfiesr PYi anid (Vi.29nd, thavhi ch  whreheHFKRN)IecRNie defined 28 theegatd kemdt | on
congepiral ¢glues G'eeﬂdcgﬁ?f?)rpf%dl = 9*“4) whi ch drigeiey 1§t shows enothen exampleath|aBPm-t he
genbuly at R’E’yt PO cAP-o i 29§B°"S%KR 8 d bqdingnt ‘Pfd“ efunstrig & anf|ogn dn his&assul put |

WI | Toenerata k" cpampnd H'Ps“'@RRR & PVE0 al’\ﬂ""’y%{'ﬁﬁi fac""!dz wme?r\srvm [ s
def?’ﬁg’g‘é@ " ul at "q@ k% f" 0'} Pbm i n P

4 r H‘E?
Flg' i} i nct gﬁqenbodf’f(m Rﬁ%ﬂg‘g %@g}?‘{jr 220.
wull Qcce? Iﬁ'lge in ﬁ%ﬁl}) Ay OHWhgée ep ne
dr

pro el put S gre K C
nqér;m@r'z‘,, Sodf] ecryp%lecl\l at 23 E’_l:‘ exa i Pfla;ﬂggrl ses
firstyRdy u%ﬁ‘&é) ra¥ﬂﬁ|6v&§nrﬁe%hé i tiesy té/a{d'dﬂ@ ut The tshr% kac Ay cal |y

gena{m ) ?éaiéb@;ﬂ&d at 381 uRBAmS& Kbpi Ve OR cofsSs firstaRd SecbrdilonGiistiby fabifites e
f aciahidnt KMOKML B8 djfRmicaly déRafatod Vehiantheds€ K dxSlushle WFEIFgi¢. 'Thé et enbrpsiiol Rty C under
K-t 6 th mshor Reye KMOWhem Khs bibretk fythéiNd pabfiipiseC unbidd e gs pRlblude eK(©r Whdhogr aphi c
‘coniely nemd parambiee sowmgs oS iheconfpidglapilé C Wi t BoriBifell Gn fIRCédchusive, ORSlogid@im PV Fi gur e
2, fathdy,ias stonaiih &iglve X eid is pwaishic for e K( C) ploducs [oK{Sy ® Ahahe oiitput tof O eklsive
ex Clse by the gesasatd keytfiretiqped3eTae deckypy f unc DRdogicA8éncrypled untiocthy pecondiiclyptiphc | S
encley putewt KRijcend thehwandogt ourcbee RNraypt | @n fagility udrgslyce ﬂ(ﬁltdutmgtionWG.aWdom nunber
RN pypaessed @ia cprbining fugctionyfs I@F Sueerot 0 out putFigmentyt shows f exampip. of #n Afessed
VI aduee AsRUL F3AERIANH dhe dasrypled PPy KRP 32 + obedimant of the fupgtian '"§H?)W§"l& otherar

2| the §9-pragpcedputpyl FUKRLR Lﬂ’ © P'!S‘ KR] J Rl‘il)t"’”rﬁ'éc’!@ ?g"!:;gﬂ a’i’ﬂﬁ“ﬁ?ﬁte"m

bod‘?eﬁ??Ht‘"ao‘F°"lbW5‘9fft'{}‘fE‘T"| atf hel ' e?&%‘ﬁﬂ‘ P (zﬂ "P‘f f‘ cr%{ tﬂced
el ree
m el ﬁ%ﬂ S :““@E“f orce
ot ﬁwﬁ n&ryptsa %&I’ ﬁ( si‘ii data
lL, %Klbh valu onq‘ il Eiii
conis\r«.qepva éé@d anPélzsé)U Jo' Coﬁ@d With -B‘zek’f@ eer Wh' ch
IS @%pFdditd! UBut AR w,) olthb@vatie®RESSEd Yhigh mrsblraarra BORb, IO R ubda Bt 234

t o @RERN), Yigetihvh) KLr(dKM(r{@ PU) alo théii S OUbRipt PWIH & thiNd bhorypflor’ BEiIRY, iRchubluCe
out gredentbd! 4skoufputs BMbutput oRicbsb Bl ppdad Key But of WRich s @xdhBiviKdRed HithDER dréviggNCr Y pt
C i ¢h dutpet iinecasn,P52 el 853,a6spbdtiadly. val ue CJ the altplutieREPV)RRU =p4(RCjPY). val ue

encr y[Fhd seralfdati rbprésgoted byef4(KCiPVI) oof sshi Ch Fefrriay @bwide FigurP\18, thsre ipshoseased Vi a
c oniime 26 apdfthensstial data FKRIIRNR 8bline 2560  ORe firshvérblivdi@etioot ar ily clatiankielae) t¢ ther | C.
Thi are dnatesiinto rpspegiive) dhilt eegisterspand dvel( K, G file\gmbodimbng ot the generatirigisiationf own mhi ch
wi | teadheut fncpagaliel dejan eptpyt bylfer. Thesoutpyt t ur n Figrel 10 whereiihe reelyed Koy (Kids Geovergd) |  and
f4(K, G ,PVj) are then encrypt PVin the third encryption facility, the
out- presented as outputs at outputygport 250 and appear put of which is
exclusive ORed with PV to provide on output |ines 251, 252 and 253,
respectively. the output eK2(PV) e PV = f4(K C PV). The serial data
represented by f4(KGC PVi) on 55 Referring nowto Figure 18, there is
shown a I|ne 252 and the serlal data f3(KRij,RN) on line 251 first

Y



unique secret transport key, KRI W|th the genera- the basis of data in
the control value 9{, If so, tiaon, which i€4used by the

recei ving station he ' operatlon a procedure 320 produces to

recei ve encrypted data keys fromthe gener ating an activate check

Pr oC gigld fuction gl ,iwhRh R3Slatbd@lthedlictichligt | ON. inpliepokti3a8) $@sponde QY the Fdtaéstdd opbrb-N each
gen- andkfefsin thé GectitiCley RuBElcHEoIEcodd0. | T tibr) Ethel S®dmimand) @bcodéraBisN Getivated itien ar e
encr phwithniitaie rvia ter edaion G dFigurdl 38 aut hobperatich allowein ptdoedureC320.r Grice enabil,] owed"
pr ocC ettbws @ data baskréod afd 4 drgptopeephie faciitgy Of tiiec"operatiog alkiwad'i woceddd/1320 wil 2€cept

pr od&tde sonainingc i samtmandildecddern 319, i and 326. irPots S2(KG4, Cih BH®IL.KN end pMEKRD) f@ms por t
keys "epettiant alipwad” iprecedureci?Dean, "abdrbombor t  dpet Rertiddh TBEEP inputy geedomppearilyrsiorads  dat a
base o3t plopeduteciZg, aheek Ripregurd A¥, gener atn My crvitearpphie deailin B19: Ysies (the3ivst and
terrpe‘?"ém#"ldw%t%? A inpyt gerk A4S0 An aWBtone  k epdYPlue & Pi.die Rparatisn allgueds peocedyre  t he
cr prS’ﬂ%@%fﬂ“ﬁ rpicregode 30 3‘1(?9'5%6 2ffabl es SAYHTEMiney ‘%ﬁthG’nt“e t“ﬁ‘%“tdﬁ'ér"%y '6\/!5’ul d be

onl y9 Eagh “s' ?P%G oﬂ)"eré‘ﬁ rgppesipcone
tran ‘Ei‘ret‘*’?{ ?P°'(1J§ °"°ﬁ1e enc g of ata' ﬁP ' "
proc ?’%w el ys 0

by a recelv ent
refe lr

mg f‘Ft!i’Hs por t ;Etﬁc’f ce e é?gs%?at”ﬁ?fg(gd
ys 8 h

A%
Cr YPLhap ﬁqna'uet@m% sa(p.loa. et. ea lbﬁh ﬁé‘a"ty
: 0. akd ﬂbgeeenlr?pted arer r&f iﬁ L0 a gRabidd! fhé! dpbration 427 tﬁerﬂ%bks are

p»r oca&&sakea@o mkﬁe@vwere 3NE onePgenBratig i Ch usaaagroﬁ\t.aaut 9&&345 ﬁ@teﬁB&Enﬂ ¥ stided th t he
\_geneggton anerﬁwb(%ﬂsb.arwwﬂemwwnadnoat 331 théhptoghphit Ricility €310 aRtDerabiad ridther and

i s t b@ticaAten kieie WG b Yniy BRe encryptedal kA Ntredébted dEdatidnSvicomiaadip6ra BA0y Once

generwaisput W@y inadita @asec300! Mg ecnydtedOn t O ensblied]ithe ChécR procbdurel 330Nl atadpt in0f t he

mast @anspartykolévin datadiase KiMaresndeketirbycini Nt heputsi fB(K,Ci).. Ci, FI(KRIK), and eKM/(KRi), which

key idadifira herarpeferedsto casatifz: ob KR, hvhichr y pt o dwevepiieer teliperaily istagd &t the icoptogrephis has a

cent P@i@uebrié@@fé%}iw key3(D thg digti Thusyin310, dasiliyddOn in Figure 2, and is

avai Figupd8uPtof (KBPUpferhp chrariewarg€y amd con'fhedlpy'@taf?epf%eﬁﬁed as foljoys. The walygy t he

checWhigh singdiigtien Bhas sharpdwiholee 9?5‘9'3F’ecover°§f“"é!ﬂﬁ) Rdocrypiechat $3i gpeas gnastpp keyCpU

(not g statipp, and jg g sppe KBhysedhly fAput v apriset 'f"I( V"S!P‘E“‘“!H dvariegt ves a

f or nﬂ?@@wq@gg&&cwﬁcﬁgm using TS‘?’ ocess H“\? p tsl séﬂ‘ie 'é% at

% | I'I I{I e

(_332 ¥ enerat n sta

data ke P%s o §'Bn§°| °F§( ené"r at‘ilc

inte ;ﬁlg\ 0 the i} 'iy cessed
st at 5 ' méd: s grﬁo hevaI ue c% blm gz 'tﬁnCt i on
f2 abe %ﬁngt Qatidh OQM&ﬁ'cé?r'tﬁrQ%e YloH fhef 1( KRi t@atasfeg} hé’ S'daE 2 ) -
The  généfatingCdtation, IHAADISHR thB lifishbEL o U 3 Z&Ky @a)nd ﬁ\Qﬂnpﬁt ntfol \HIuQQf §1€ rod&sss9€S

I ecelsuml fn QDN of Ik®, GedbRirdt ivalue Ci, APt Val Uial 6dnbinikd Jundtio 1.Ce B3P Pbalicdl oupitial 1 ty

Bt i Rguesh @RI, KNandex bdcdrt &ludai(&cparrﬁnet er 92(K.85.CHBSQpréiced Vaiké - fz(ki:l) nad tequal ,

t hen cRO pasés vessayes @bilodOiRAY 1é geidrat-S CI Y pipativdiue oKD dre kkabsarddr oMbdubliy dat a

bas e jngatation, exddcts patd paiangstbrs) acdesseeer328. | f33€dfhat equél/thsn ahRCtRE Bbtiioperptiod BNt S
key anypted| dtaaspprhkeysetram dts tdatat bege,candp- 40  prddnded ranclind 6828.0if pgual, dham ancgptietst ed
oper awpesls’ kaysandr dpla pagmelgshiite teaevi-i ty 3T'Gicragodede perfeun fegwesiad bperatienfiesroed
ducetpanhi¢ fagility 330in copjunction with regilestedhe  ab slueedPndine 329¢ Pqetengpledphé ebaipperat i ons.
t i oncypioraphisoperationt: | nputs read from i ngige 3 cﬁ'ﬂs*’%ﬂlsmll’mfmmmpﬁ\mﬁﬁﬁd in

usi nrgJ; ang Stegs P&%‘ ved in using a gsfa kew Mo®r ar i | f“%feﬁ\Pé'H"'Y ftoredh in the gryptegsrrRisHaddity

f aC| $i g’? ?5"1"?‘61‘? Figue 4. The Pacéfd iS40 gq G’PaE'es_LS"“hPhéquﬁSd °pﬂ’5"°"3’m and

bff kot #I’I%PI 8n vi acf’rf"l" th% iczpeade,

bl B AR IR )
i R 1f m?ﬁi SR %'a‘f?f' sl
a spggif' 9 %{, ? aa R qgrag%g o4 oper ptfé) iag'igi o Eey é@ﬂ" '0”
380 4 th@vdg@ P S e éggcewe a&h&&ﬁ. mmm P

qk proc dure

to rg H%Ey QP&B%LﬂdPurimé’é’es.APéau via 'g“l%‘t' t33£ b Yu S&Fh'ﬁ fs th ek(er

eKM Kpeiration &n 6 BRGS fiput to comniiAl borPgkd and tiliRed @r BdeO 9‘a Yath lr'r'bﬂtsl i ne

f r omof A6 cHplographSEciit Oy isdcrypiddtirar$ 0, aneths B&tput 05916 n od/épbiafibni 380 i RerP Ut PUL
f r omperOKeyi SKIMRRIf bbd6dsbcdffon B&h Yideexo,Key | prdserich at&npwbohlza@ arP appedis bREMEST ed

[ er r theabntdByilue T3i,6rali€ IS, Ke dndoyaiis ad-1 OBs | B88.hen per- operation on line 370 is

i NPUK,Cip extractud fran piter tecéve0 mdssagaeahdat 380 UBdfsingt Mv@sie Figae 80 the@as ahdwAUt S.
of t kiercingyit oepessalyi o th@ceduested. crifiiie encr \spdoedl etnberiivgsnt of Té @sing. statioh reléted toe

I equ evaphici opsrations ajecmess®@ed assdatshioputndr t  k e thee dekbndkgmbodiment et decgeherating Gtatian base
300, presented at output port 250 and appears on line the control val ue
G, value fI (KR ,K), and value f2- &b 383. (K C) extracted fromthe
recei ved nessage, and Referring now to Figure 19, there is shown a

ot her inputs necessary to the requested crypto- second enbodi nrent of a
using station related to graphic operation, are presented as data inputs at
the second enbodi nent of the generat| ng statlon 13 25 EP

NN N™ NN O NA ~ 1. = x I



Ll

tions i and j share a unique secret transport key, requested operation is
aut hori zed or grapted on the ' is al so shar with the generating
basis of data in the control v@fﬂé"w .50, then thgzgstation. The
transport key KRij is used by using "operation allowed" produces an
actsnyval @ FEiHRE k3 SitdteinOthe | dataOkely EKC G/ €I O sam@0EEsigat fontl AHeagdhestingf statioh, ard 5

pr asguelérsted omretdvered 4id a, funthionCds, enietbl es t preseatadcls dardl petsitat diput pareidd82dn f r om a
gerie radetadrtg fmittivh ifHrnd wikrat the weceivel30. | f respohse to khemequbsted”appretiont th@comaidndwed”
whewe athentisation ecdsvie raathenticaterh via diygener at degodbaiab 415 actiyptes dlaed lnperatbPCalipwedtiuces an
act functionds . Ziguret 19 sfiaws @-daladppse 4AP pd dhe  &1s eprodedure (80MRnee eaabladnthe "operatian al

t i oaypingraphie, dacility 6410 eptainiagh gldommand he ablowed” o progasitieo A20s twilt jageppt inptsd™Mvi ce

v erdogoderT s, tanareppration qlewed” JEPdp 427 BGHEWL O HAKRIAN)(asd PEM ﬂ‘l}fﬁ?ﬁ‘F'h ut
por12°£B!!5" aBHWWW‘Q!’orPfPB?F“W‘Pﬁ 2EEFK ot her P‘lﬁg?'h sthaty ‘Eﬂ‘l"‘s

t erfSRFPaH £QsprRand ipprt H? a’b'f‘ f’ hi e coypdprap f&?.w \ﬂot s|
s'? ﬂ?} ﬁwg '?'zg:]a en é’zc IV ?'ba g {i l)ggw a
rf? : ft%ds E‘FSir%'r%'H P n?a"'(ﬁ "f'ﬂ% st er °8f on s lze d % e 440
O’l Ehvﬁl Lj sg ; 751: U i r?eratdﬂ"g St a l
g t So
St Ot ngf §da§%ﬁ§v p Jc ec\("h ich
havigr, med fr@ﬁ‘saog“er %tahdﬁ a a ‘?frngt ih@ %@ o orﬁﬂowed

-porwﬂeaé fhb Odoirekoldied BE sS—FééB{e%rda@J?d c facbﬂoéewre 2439 proubke8 ah Takivbte \WBerE Bperti quel y

' el iaye willt BREudel Yiorl @minfuhibglion wiil@sihg1PUL S fldn@nih® 5850 eAshiedOhé BObR opdritRnVal ue

U5t adation], hnd vice Wérsa. The frangpoftkeysSharsdne t er a7 drdSosiho IPits foad RIRMInpUtBbit #45 dd

dedit yrtradh with edchlothen deiiig statish,and kiey |2 t temporaliyétorbd @rtheErypbgraphic ideilityt10s t he
t r awithilor genbireting station, aetenttipted Uidbr a S a  dyndlcamalies| dngthey eenpeaddoaperationi vend¢ont- hat
usi migsceikiod varant df thottaasted kayi df kheuedeivg st at mendl port 446f Ondecenablerd dire khegk e wher e
KM ings statiany &, and t these Tanerypfed rgnspertit | on dures d3havill eccemtninputl M43CCIOMSCIng- 30
k eykeyh e storedrie date beseot0fgEhegicypied cr y pt (i BNIiaed eKWKRIICRUEh hgyp digemisages and
corfranepog keygdn fats base 40G QI% indoxed by s RAUAPradin thp giyptagraphicdeity 40.avai | abl e
redB%fre{/ whiql) “R'e 'Vu'§5 é kw8 gsingrhe  Cpy (TBe '"P“ts are P'Pe‘?ssﬁs's?é foioms: ke alve ck

ﬂ’h’r dhugsiy Fi "%@l P\!s a f oP'FPé f4P H'? hE r’f@yat i ng

i %KR: gﬁ ner Y;ﬂqarg
% @%ﬁ oo qsw oée ue L?%;‘;E‘"@mﬁ ST e
ohtH: u5|ng ki \P out put
gﬁJ 5 R{juﬁ @i,umsqé’ T8 dblest val ue

ag froh.h in a.b and fﬁ@ oo BaRNFagnd a

SECQJﬁQn Wd’lecofltg'ﬁgael Hf‘m)the-g Biker par Sprocessed Wa cahBniYy RRERE S M1 Z2CgNbi ni ng

f UNgitib®) el 1B df Ihe MterdePusing SEBGHE the NI C €45V € Prodic Blith it Q1ad KBy K e 8-prokiddel @bta to

PT 08l KR, aditfbivaluie 4, laGirst Farle)ia(KBMVIPUDI | Creyal, Wi iRptt BonGél allé UR aRPSLBIBNaRE S |

‘A€ Cana Sesocehd 0N 133K, RN). ThP\GPUaRResi at edPWidtdprotsisad via icarhbimiy functiéh f5&0438d i N

t heméssayges pesivek ryd  the @enerdtisg dtian, base, toaprddups @spitt BKICERVI). Jiie Pl vaiud

parexivetse rdaist parageters)§ atchgses renplyptgd aphi c P¥irassodiatbd witia nsingedtagionsi is totelddn the

Cr yisnspgrt &gs ifromfita dath basy, and presdnistipy 4140, key sidoparamefer Flogpge of Ihe eryplographic

av aind glgtagparprpterantoctyn clyplegrarbie fafilith r equiagiite d1G By phowg imponre 2, and &y avallsble by t he

che‘ER readjengtiqnewiths rpquepied cg@tog@plgq at i onfer use by the check procedure 430. The so-
@E‘Hsval ue f A( KO PVi and t he i n produpeq yaluefH{K,.Cityl) apd %é"WhWP\f/%d in

"9 a d 9! WE%’Pé’BmP%?d f@hi?é.’?'l“t

| f
tus dlﬁchl 9. ’TP P operaji ed th
oy % 3‘% a?%vm. de%’ i o,m‘*%?%:gf i ‘& vea

dat ae 2bi ”thé‘g ?Lr%non de to
US& cn’y&scg prahkpbrt kbf akﬂ F e Ss!s&Pt gra{h ’grg fiom ing
OPEfAf tfaNdatd Dadd KRUGE né)’lsd ' 438 the ONso Ustb rydtdg |\(t9‘4'tt?an9 enab

KRi dncryptbd oy €& olt’df fine4B88L r@ﬁhest&the aboﬁt{othgtp% qedstda N ogbeafiort Wi S&pnnfaié 'pb

t 1 agpsiafitnton ik 470 VUK dommatd gaRASSSE€d 440D BndeldidbISd, tRARIcioEAB S PéHaim P@rt 445
andofttReTRpOgraphi fasilyn4idieTHé énaryftas e 400qussd bperetiorf 46, wilP&tdegt iput to Ruest L OF ed

i N gaishor kD EKMIKR{ HctassedGiom daja Bhdd) and ededaralicn ning ¥ext wdingi® Yort M5TaR@thoOUL ON
| i n400AHS valde 14GQCIEYD,ctbntrol vallidh €F, andqUBSt spradisesdoliel &ron\lihea 4820w thp oiitbut

0 p evalub iRHRIGN) bxtracied!ffdin the recpipagtmdso C 0 MThwndl cabitingfdidtiondghCat 481 0ke eqadstedd, t he
m c9age @odothey inputsfngcassancto thef requesied r y pt ogpergtivn is them pérformed atl 48D, usiti thesmimy y pt ed
quexYriggraphie rogerption kg motnreceivedcingthe | npuand: data ot Jhe outpul ek therrequisigd op-

eKM (KRij) accessed from data base ed operation on line 481 via input port
445 and the 400, the value f4(KC ,R¥i), control value G, and 55

so- produced key K on line 482, which is the output value f3(KRij,RN)
extracted fromthe received nmes- fromconbining function [err] at 432. The
request ed sage, and other inputs necessary to the requested operation is
then perfornmed at 480 using these key cryptographi c operation but not

P



i

sync ?E

tion, which is used by the generating station to The serial data
represented by f5( , K} on e forward data ys to that using
station. line 5315?5 | oaded i ntagb?gﬁ@tmregi ster and éns(eaad out These
transport keys, KR1, KR2, ..., KRn, are en- 15 into an output buffer. The
out peratiol 480 & thers pakmdcat ymtbtecbou rld@r a pfaeitg 151d) @l shoavn iimAgure 2, dndds avaitabler

| oaded appstis ca lieet®er and synchroni zi ng @atuse byhhe Igeneratd kiyhingiemSB@t Thag

st at i oRefelidg povatedFigune 20,|thess iscshowrdait a i n dednpted wtipultKRp difef conirol valuel{trand thad out
ser i hird gmisdimentof & doneratingsgiaion wl\ﬁma whi cHatg keyi Knete proepsipg viairombiningifunction it o
usi nfsteng, fprm ofip key Kerengeneralpd vie he 6| D3t % torRiodues priput fSERLEHN. Thesvalieor ed
i n dafigh fypetien sy Figire A0 there hewedt ed beKYYERRES desrypled A 562 H@desatzsfgo'e?v

20 faia pgpaRg ?“Ht%CE{P‘BWFR"P feelly HQr andVeriay "’6u °dﬂ‘E'¥Pt°<9rP KR iR pontoln g

st at F91Rining °'H’3§"d Q‘E’ﬁﬁ rgpdgm key, ¢ put "‘1‘5 \?E' %p'B?ﬂs "'a g‘Pg Ju °'a| SO
Ioad@ﬁﬁ'er\ﬂﬂ aé%egfrﬁ Tﬁfl’?a S ch KF;: d H%ah r and
?‘Iilsa:{'g%s{?ﬂ ‘% 9a Ll\e tohe 5: g an a{i ﬁ

deteemep sport E en rea ﬁ\%&b@l n¥5

. by Ao TG a ohqxs are tol'he @éaanatétea.tge%m féaéa.@ %at ed.
It &Icﬁbmnﬂﬁwér Sat£ k94 fo atM gtsi?a%orﬁs 2ine 53¢ fiEibdded Mo HOWNirl rBgistbr B4 foad dut her e
' S STHAM trahsSdrCiled, k1 VA2 .1 REn, leRYeh- f Ofs eﬂ@aﬁl%htaﬁ suffért RS outlt bubi@UE tdiko
a& BN nd6F a PreBEHBRT drinfl o HerhasB WHET Rladbdaath BSHader GREEMEdHkink @&, Frieom t he
dat &% Ghe gehélating tafidn| Rir, atitihis aewnd f or Gt@fin the loBtputibufiéras §RA @dadtcatisdribllyl Ssues
geneératyﬁtekeynsﬁ@mﬂdmlchas ihdRedC iy the avd 8enfl 6 iudiiig) stalioAGit InOlike[ rAdnhdr, then

\_Fi guide oP the dsingrstatiorns, Bhatawst! thodptalise ¢ f acisériat gatet Bpretenied byVFS(KR},CHIQ oalips 852r i at e

con-500a data base 600 of encrypted tzanispoaded ks shiftirepistel andabadenit mtockn

encr yp{Tbeigénespling station also has a cenBa) pracdat a  baweut biifiep iibb paiput lifee is a0 Jadetwitha

crypgessingr it (OPY), which mghagesl andh corirpier at | ng headenend yeghranizing datghThe datadh et y 610

cont 1P Py genaratiosnpieases- dbr GB\¢ detprgiinegisi ng  utaitibulies i them teag O@aﬁﬁ"%’e apd gapkl® i n
guihg IDssafghe &‘"}gaﬁ‘ﬂ??ﬂﬁ% ’%Eﬂ*fﬁra’&tt%r 620 using ¥aliplk at e key 20. The CPU first

det eP‘?TP‘W@@teF ‘Hufetermiss & §\aluppas- ¢ et | orf? 9 "awd?)mﬁcf-’ GP’P "‘63‘!9‘”" &n

i npuf®® f’t‘”'tBéh"blf‘ Frf?'b??P P%Stﬁ?l"n st at| ebagimen °fa9°89'a "% gl " and

f qtfte%%ﬁt n F| ure 2

an O I SHes P‘ene s frEQC SI ng i:l éa.s reregt% S%Wﬂ
L glen&? ot "’13 b i a ' il oholih el gl =
19 | -
tran stlS&Vm ﬁ atQ'k KThe | §I%Bl‘iié 3Iv§hla|ﬁ|ﬂ maa%e?b%&d via
I nefo5 Qatio 8 ugﬁ” g6ated gigl rEH?!lom g&\%ﬁ?of' ﬁid A Getirdey L he

encr ¥ptré by mtsmrt\m&em& a s ? Rb) Sunétioh ®80, LS @ikl Jpork 8408126 il poand
f or weg disklBiitel t690kmg BRllorR KNG iiRe), .with  OM t la#s, dAd an Rap& R Gss0. B ol SR usirlgO

Usi N@ertitisds IDPER 1D}, &iddhat the THRG/akibsElS P&y t slsfins i MO Hat efl doavhnicae shead out
-on | Usivg Sdiibns ifend j 4fd Cikdnd ,C3),redfbttively.. . . .  lébimdn decref trénsPoiC key KRG whichd Br alsd
"m@enﬂreaﬂmtuieeg/lbr aroinDpanel usen viailine 560 A0 is i shedd With the g@remtd rstablerd Thiagenasatingof t he
mast agcedsethe Ghcryied transporikeys.c HMHKRY port sBtid usés KRiido enopypt e iaphidclatakeys| i ty

i Nng FdaKMIIKRI). K theodiath balsé 500, andithasé encr ypusieg stations h@nd |.5T@se Fanspenkayy.pt ed

t r angsoPied kieys aree kedd( pYki 9n diprd 6% ek s, “anhiKBh2i KRT.3acciiind-toaret ensrypled peder iave | Ds
of t Faenee kel rgo ma%fh&' i"P‘Pe578dﬁt"PHfIt°val ue§'°€§"b%ﬂ1‘ﬂ’" of the pastey kqy i the aRsrabns, i s
st or @‘tﬂ"’“aﬁd (PAK 54P ot h (GPtogrpRiice fReiliy ?1&6[” a’!i’t”"? Bte yptpd fapsport; ;45
AI so ?"ﬁ'tyB.E omroPr"e %h °5¥'i( aé‘f' at | on k?yst ?E?s °ﬁ@’° g deat e

vaiu

cofmﬁﬁ?i 933 %;[’ %E%% %ﬁéf ;J? eP &:{'\lso assoc.a{e 8?%‘ » g,g‘#‘g&\eﬂa{??tsnng
q@ A ol f key sa%“a'”°ﬁvn.¥ ol s

e_ 'fum\ﬁﬁoﬁl OII lt@%o Wwhic #ﬁﬁ’ rt
funcgéé%b fundeBis 5306 BAR! eﬁﬁjoledt 69&@” U%!su sﬁoﬂﬁ'% \ka treﬁ\ p%ﬂ Kéy ?(R rﬁgsgport
188 550 Al BcckiR inpltd 1B tekD 530 \ﬁmtn VAR PR, PVBPULE Ghoex the ID°
publ {kajve) éhﬂ%Kﬁ’(ﬁRl) R input port 545\éAd ai Ndex %ﬂth@“snﬁghsﬁhéparé Kidiel in date basd 6b
eKM fakiddn) déts 08Y iKMo rGEh Kbyt Derdnfbra  OF  t hihe Ushdidling bdiion ibo has Eosduer@sl in
dat asdsase 605. random data key K from I 283G ukie ORI 'hich L ridnages and conirolehe
gener atThe\ypgs ard povesaddss fdiags. Fhecwalubr al  pitt@- ke Yoneration process. The CPU determines
cessp(KaNii¢ d¢cBiptdd antIBT hnder magierskepndssc oriteriBs of Hidesingngtalivrs farvhichkeyscss od  as
f ol | varient Kiy KM ig|aidgnamidally geagratgyreiandt i on  he @enesated, iTideter@igs thot contral vales as-
eKM ¢fiiig ynaster kge KMy hase| Kptis Starpd imther s isegiatadeyith the tkeyst foe eadhsusing statien, itsi ng
st at keynands Rayrampper Eterage \of ther erviegraphie | ant  [Rsgessexoncrypiedokeys, anchpubli¢ vajueg digmr at ed
variant be generated, it determnes the control values as- of the master
key KM where KMis stored in the goci ated with the keys for each using

dat

station, it key and paraneter storage of the cryptographic accesses
encrypted keys and public values from 15 29 EP 0 292 790
Bl 30 the data base, and it issues generate key com

al so | oaded with a header and synchronizing data. mands to the

T  r r - a1



ted transport key eKM (KRij) from data base 600, =Y. [err] conprises
first and second gecryption a 76084 Ypted key isgpead out on line 661.
The 15 facili t’%es In the ][Ehg? %ecrypt ion facili tf/iBY is decryp-
identifiers IDi and IDj are also used via line 662 to ted under KR to
pr Rkl Gata B4 Ad. it T3 deRerhtd Koyl lcbm-AC C e S Saldoleadpdilaith & headbrind sitidhrogiagy dd. from
datmeands fo e crypiptrephic faditty tégethar withe SecoOThd dheC iny thb | adtpufl butfiet iist theiDaeed @H5, and
thGMaqudptiéte:cmbluemesarpebliceraldesomd on tserigly eotlseet tg bgingrete@idi. = K. | i ne 663. A
" gemeypigdkekey” comuand on line 670 is Figlrp (A2r shows3 ars leampleasi amxempotie of an
enbodThe stapp involved i geneeting pdata keg40 of tment of fupetion fsapydi crelaied funciinargs. BY :
f urfertysipa stations i @nchJ £aw| ket Eaged inrfigureon [ er fefinitiqny, thega: fupgtioRs Brye thrae, ips @pd pt ed
tra?ﬂs rQPUnggl daRiprines that g dita kew ip & eac?Per?&@“tf e ¢ Eftfis therppulsfe KRtput . The
° 'St"bt‘ﬁ% eirg E‘a‘!?&’f ;8 P‘W Wiy’ PVj , 2 [femprises e ssefqpd "’é?’Y ol o KR,

ifie e%Bh f\'.; I’tl frratrf
sl e N e
I npal:']e? P | %resplr ; éﬁg tlfie " c||| foi E& 9 g}(:ﬁd Kis
prqﬁy #?%HKE 8 patke uagats ncryptedvu a Rcé?

gergng seen d 169 G fe&ouPbh Tine b1 Tha€ 1§ecﬂ5|ﬂie§ r}%é(%t &Bryétﬁsﬁ 'ralctr W |§ Qeo%fpoduce
€PVaentileRaD024a 1D)\W 44d REPRA B g JENET B Rinde? KR!t Hrdau@NakAB TS ds-in Fdral |y,
U heackyds et public VailRs POC aadPRiydta 630. &defPred DS € th thé RBoMIBEYFIbIStakifty
- fUnsaid 608, &ndChese bubEIvaluds iatel rbad duBoreNCT Y Plo@fbdLRABIKRIGY) i=nkt he third will accept

‘«’%

i Npidé 663K Ngenbible jkdy" coidinand@n lindB80,is and Ci Figve raapshoes) ah agampist §f dnOerfiiodidlc e

f 6 (infi @, €dvhniéhd porY 640 PO icryptopraphir t 264 5mem @f functiam dloandda teleteld efynctionf gs0By 30
Thefadilityp 6t0s Thep eficryptell teangpolf ke OKMKR, anddefinitineeach hasdow inpasghdronik eytpuydher at or
62(0KRij), the public values PVi and PVj, and g ses finputy to T apoRR) R, tahd Kdfsdeoprges i on
f acdontio} jvelues GirandH@ dren presentedras ¢ateoc esselifstagecpndl and\isird anieeyption | fanilities; ethe i r st
dedﬁ'%l‘ﬁt P‘or‘t‘PP‘ae‘M |6l4§f InyrespongRe de Vit ed  unti@reneniption fedliity) K jissengyeted prdeiCde 631

un é?"e ‘hKR°"£“Ba r@&i&’&"e cFF(R( H’?ducTﬁ‘P@ i B‘s ISrin ttm?ncer g ’ﬂﬁeeavvar i ant
\V 615 feco é" é ceoshY-
dec,'é“;1 Bqd'ﬁ'c qetﬂer fB'Pch nasi"@ fzk %?" PB‘?”@’ in the
> wi acceptl p ij r? e OUt 8" & ter
st 3&[ go%g es; fmm ogd ﬁ reere.t ed
In aglhtleg é{gduce
EMllowsKThevaﬁe use b etﬁ Q)hs 0. The

Refékivf(kﬁlﬂ .sn@eery d ot BT Ghdermasted ®EyE | S s Cdkkns errl.sqy noté t he
CONjafiddt KMaKkMEs &tynahidally gedertidadafiibodi rrenrde.orfv @ thesaa&usaeawran farcﬁtyas @b-to the
pubdt ite Madter RoyFiflt, whdROKM Restéreddane daka HRY dMV@RRLY)). Abhally, el sltpgtTBOfs B8t  Of
1 Rekeg Qe lparaindtgr Stbradd 6Mthe RARgRPHIC €S S edondi dechypithl fadimg i’ tétjpte@nunbi@r ¢Jtoat 632
6 fadility 610) 48 showyUInFiglB 2Man Riateilitie T e C eprudde the Butpit gBKR.EPYVI) =duce out put
f 6(ftRuge, Ky the\Genbtate kbindurcittonr §30t &tk out put Releriog wovatd Eiied Rrthays js shwrcl i S
r el datrgpted outpul rkRiji the dostral valudRi.jthe t he ctbind erobhodinmhtuat aGjsing tstationprelated do thal ue
PV publigryglue |PHi, Bircythe candam detadereKjap shownthid embadinisatsd tROgeneratingzstatibreshoamdom
datpaocneyd Ma serebininadenstiandsl at/438 W erbi n-  in Fesugag@dg‘re eishihe rebeiveid| key ¥ isy tegov-
corﬂ”&‘? fBACRILGLRYA N0 Therflgeryriprbquingh | er r redyyia wnckion g;. Whighjs calatad ¢ fypgtion g 45

e? ngol valye cb éP'alt"? t{ﬁ‘PeaﬁV! GWed (f@dﬁreé l(;ms shown apsigta hage 7093pd two

{3(! r‘EPB'ét!} é“ gogmand

Va' 1?%%@ Hin; ese‘ﬁte %} c;y e z: f“f’?m 730
géer; N L port £202 %?% c'ﬁmmn i EM

0, an J{ﬂprf’? for{ﬁfftﬂ fented

78Q,5§ m reqﬂ%st ed operat I on.

by f6 Jlal ita B Resdited b?%(KFﬁjWV‘RP '505h§£tf3§| éhaf’é@ 'aQHﬁueSéaeErrefaﬁ'angﬂoﬁrllw(kh

KRi on liﬁé‘Géﬂ i Dadvalinth & shift ashtbr bkt Bach Shi f it B8 igSriefiing? Ststioh Ovdich Viubda Eyhﬁ
genst it phrai@) ©laA bithiR bufh i ThS odtsut biied by  t laEsiviigt statin A karbile bndnfdted Ndaftilkdysit

bufi aso icBbh&s @it BUlisadd fahe synchoigihg/ | NG Skaii it géneralindC SthtioR. RCErandpcdieat a keys
i s datasThel daadietiie vithid baffehn abkdrreaaindt Sy NC hshared Aith gach gendratiagnstaiivn agesiefyplod Ng

St asefialiy andT$eet t rusing ptatioh i.Kejile rdavher, Teae dhelbrea presctifed vartabind thelmsstbekoy iobthé hen

r edtp sanigl dataitepresdnted b F6gRIIGI )M Keomat | Ng ®teirigostation, &mé reod yhesecehcapted alabsy and
serline 6%2 i ippdad inie ashit register and reddlaut manneport keftare sterddin datahrse60.iifideade ware | ant  of
t heln Redliellp thecytont bufigteThetptputdufieslis dat a Prisheroseanereling bsjatiprs @rdRpre, &Y, $hed K) on
receiving station, Knml, and these encrypted trans- line 652 is |oaded into
a shift register and read out portigkeys are stored in data base 700. If
there were in parallel to the output buffer. The output buffer is only one
generating station and one key shared 16 31 EP 0 292 790
Bl 32 with that generating station, then there would be
requested operatron Vi a corrrrand port 740 Once onI y one encrypt ed transport

o — o~ o -~ o~



“ statiion, which contains the ID of the generating 15 . tion gs at 732 to
produce out put dat g,key K. The Sy e ID of the t ended using
station, the ID s%&cessf ul conpﬁpgq I on o%é]t he 'combi ni ngb?unct ion [err] of
KRi, a control value G, and a value f5(KR ,C ,K). also raises an activate
oper aiith @t géhetatingestatidh), tharhihed wbild HePU parefestérspmaf@cvid esnrhang okt 7e0Ndnke gen-
enablonlg obdgnciypted Banepbet kb intdaladiadeMOOE t he anatfiade b kel @eavbiy fghctidnai30 @il acespt r act s
dat a Tpaepmrppted transpatkegs baista bagerofieon. OrigputscifigBi,Gil), G lbmd oM (KBJ,oxhicht have
per f dndexed rog ray [identifier, hare seframed tokasy¥D 6fr om | theend damporadily sioreginid the 2ptographiseiat ed
oper &Rl .orhich3oiayely idendiiesepeh Kemjinthe lis r & pilsent key and data paraneters to
t he dhyspindigure 24qTi o KR refprs fogt FPadﬁU'@fn | i ne 78he ignuis Feprenessed e¢ follns. The aplva ¢
faci KA yhich usigg| %ﬂti?!t i d@s whared st ed GPHER) igdecrypiad §b7§3r‘5‘€@s‘§15@’ d%)t a key
K on 9pherding ggtlont g’@ varlant KM'. KM’ is a dynamically generated, gy

| nput"’ef QQBFF?‘E‘Sr?Eﬁ“?ﬂ i q’ﬂﬁ@?ﬂ"’[ %“f"lg]

L7 pg' vmp( ajst?rﬂd
dat a The re ed 055“924 ° %C"éa re ‘%% g v
t at
dat a I"Qp Fa Tﬁ ﬁﬁf %t g e BRIy
'st Lt fhscsi 2%(5"'8 wep .gu-
speC| &dvhﬁﬂ‘é@rﬁﬁnﬁsdthgrlﬁ Rde QY u'aﬁng peta tuon LS Tt P42 Ghe | i Ne

783. shalighine 165 io'lle InbRdddRMY VBfon)Rd 188 Of "dubdeSdiul &?\hpnet.ort Jsrehe coﬁsﬁlﬁg fuhaﬂn wto

Fi gurepKiiba conb@naud i, e#acawuafsa(mcmt ed t raosasstan keivats BPd il on linb sagawm%sed

'four trhe enbedmaﬁussagss Rdceiv®t B Hodfoh-0N I €l hbiRsh thedmicldcodb kaNperBitnsdiy raquestse 700
Wi a loraily stéiidn, eRwedtstdam paradhiStersf stiogssds e b0 Cdpsiativn. Orice lehbleg Stimidtocdtly 16 pedfoinON

s howrenaytady penepbrtkeys fram ite dala dbeds, amdl | izne rédupsted)\ opeeaiiore F8E hill actepkiigpur ® @1

wher eresert tkey et daty gdratnetgrs o itee crgpiov- O p equastedoopecationl om iine7789) viasinpuh port 74%

c onmregraghip éacllity 7} Gonjunction] with eeqdestiad civern [ er rgnd thénisc-hropessedediata del Koorf linec7820n

[ er r Jtographic ppreationsy pt ogr aphi ¢ faci | i ty 710whicliHig inpudromptogdlining funFliog gs &t 732,

t her e | Bhestrprivalvetain s sedaoiy dhat a t r aliesenuestacespomliqy it Krp perfarpssd dB0 f r om

dat a Upiag;#ation |9P8 d BHfiiqurer 4 Thei "t")V 8ft’) CiSing dhepa kay 2ad % irRYR Theeutpyt pighe

cont \r;g{? dy%{'l"lﬁ‘és tay ‘Ef“’P‘I’\@a‘Q/"a"]Vd%'s ci'e “9‘536"9’%%6?964? “‘8&8"’3?{':‘?" 36}3\!3? ation

aI I

d mesRub 20
v d'val e a k gjg IP w to ﬁown a '
e"°’¥lg “gug'a"sg?jgg W) ..ﬁz%ﬁﬁ??ﬁ” f%giﬁf “&% e &§5 (ﬁﬂi‘?ﬁ i ot
Flgure
GAR6'fs i

550, oa& L 0o e A e on, faam &s e aimeai 870
to pef R B fie LgcHinP PR ahd %ﬂcryﬁ?dc pa' th Ffa re 125 thbre 18 Shdwn 4'Hata badd 06 RPNSE O
the r@eHdes ke MARRIR accodBd 1rérf iR badeAt | ONScryptcdRBhié g aoacoHahﬁ@e SRirlakd

L ansop, ifeQdntrdl RfilieQs? BREPIRG! vARRASIHIIICH KL S o8C L dobtioP 13, N “operation PNbedk Efocelfilid | ,

Wi C hroinSthed teBéivea s, Viindl BthbriBpuBaide- " opergebj & "abbit @p&ration bc&Ke 827,72 Gey Once
Spablesgyy tocthatrbqigstsd aiybiographithepetaidin s POT t retosdyry Himiclioni 830118 @Bmidgndt pugt 840pex at i on
al | owetdtot pecoiveti inr the E@fle wiebdagenttanetie USi nigput part 845Nan outpdt PaRICES0cdnd Giiicrocode

r egergencpdtiog elatiop, dcee presante @s dath HipkiRat Ci , K)§70@p perfodn edGibstddRopprafiano Rachmaintof fr om
I nf orinpet podi749. drcrespppsd 1 the meayestedroperart | ng stising sfations | Anbi shfllecasunique) perrat transe

t enpdPar e y°°§!’l§ﬁ‘bd’°?qﬁi°'t At5 actiygles tthepn wrertdey.HRigwhighde glse shagpdoyith the gen-

so- r e grefAliopllegeds Z2BrPnce eagblep t y 7 19atingstaling. Thectranepert ke KBii iaisedby dat a

keys U Jopergl "aEOé' B mewm?%% @afqeatn w. t huswa seﬂon 'tfﬂéewt?pef mrtswteaqarao'mﬂ

proc 5¢ 'EFHE (and °6¥'( E‘I ].‘pB gjvad ts"ake s

mn espo T(! ere the §?|§F re or e?

S e m, o p%zfﬂ A
o i Rt ot or g in

the GRUNbdiAY opli oues r.Je oﬁ&amédhmhet he 5§ ashW {heg ﬁgzaﬁgcéa ﬁ 9& of

he iR &dath &Y e CortrBiS/aiu® BE I 35, 1 1 | QY€ Cunadt aQirésthibe e Qt@rske? the
r eceiadniiors bitwe@ prokdire 20 hrédi&S3CaneNCI Y YoQking 'sBlSH, KRG lahd Moo 412 ﬁa@@raﬁéer y
f unctactvite X8y rdcORry/ fRotiot\b Bid 7280WiichkkeyS agot kS}s%'@Qordem@%%aM@ ‘I% & Bncryp
ENCr \opabiles Mie Sechvofy ffyion’ EIDON AstythénUNCt i Od ¥Wakeport!kbys'1@ liata bd36 1800 4ré ddé)d’eamﬁ port
keys then "operation helowed 8 Pibcedues 7200@udideshy t hean'igatflonwhich unibdipishebs tHerkegdsing 720
pr odae estivate abert ombeatitn 6ri e 7B @rfte WH (e ystatien pITES, inlFigukecas, the taidi "IMYofRij"
act i \zbied thdebart enowtian 727rergses ftheniepus26.  Onis ¢heddentifieb bf KRilt abictois the trahbpog key N
Fi gurresd®m inghid perf4mand pmpraiiRstpred bl ed, thatesiedostation igbersawithoing Sttiosl.ases t he
i nputtke crypiograpbic faqility 1719 ard engblesc@ojher whi ch is the transport key read from
i nput port 745 and tenporarily stored in that using station i shares with
using station j. the cryptographic fagility 710 and enabl es anot her 17

33 EP 0 292 790 Bl 34 The using station
al so has a central processing key and paraneter storage of the
cryptographic unit (CPU) which manages and controls the key facility

810 ~as shomn I n Flgure 2 and |s avallable ‘recovery and key _usage process.

o NN



"first determnes that a received data key Kis to be the requested
operation wll accgpt input to a specific r$ quest ed
crypt ogr aphi c oper%? guest ed o%lgra gﬁb%ﬂ li ne 881 vi a%| nput port 845
tion. Using the received value of "ID of KRij", the and the so-produced
dat a ke using statidnraiso &82a cankrd! placassing Y Pt e didy! aha Sgarinetek @MraB&dt tHoKéRptdgraphic
acceasi €0PU)i vhidchheanagdspantl dofitol BB} Ni NQ fatiltg B10DEs 5RdWA jn aguré%g?an J Aablpe dat a
bas ee@9@y \anch kby rueag8 Gilgcessn Thé [OPU re20  Thier 1uss] b Hhee oyO pedvalyl fkctiors 8801 e
per fesivercdl fermalg Onessage \iotettie Igeneratisg r ead dastypted olitput &R Biie. inpht valteg 08 3Heddlue UST NQ
t hestatipe ywhigh dcopiaing then fu?fsthe Dhroratiog pus OPVit dnd tigpiepus ivalaenf6 (KR jICi,PMLKBa pros | Nput
to c%'ﬂ’hﬁl?' joof thesfll@de statiengthe lfer at | oepsS@Ovia somurrmg fprctonegt atoB3atto uk -  of
t he ¥y c?gkr)" (‘fa"l'ea@f I ?'ld agvplye Bhe enci’%t%‘wtg@k PO TBE Publicavalep PRI s on
| i ndKBiEe R%S seRRﬁ RRP] ) accessesiatpdfwith wsig statiop  isestored ipthezeyisi ng
st atTY ‘éﬂ"} 0, andyparapgiey soragg ok fiej cryptogierhic fagilitand
contfpl[al lts s 'yptg‘ﬁdraﬂst?ﬂ‘?r eo"’us%10 35 shown 'ﬂgfgérecfaﬁ'ﬁ' i axpilabladoraper |

t el 1 e, Ry recov 'Br?“%"etﬁftlﬂ b
g)l’(ﬂ % %Eéﬁ‘ f&e%;ya '" °°" lb"f:s nec eggg% o

raphic
si mul't pHacqebs ,ﬁ‘gggulﬁrl)ém myeofai ed usg gptﬁ&t{ ﬁgr;w . r gﬁ’@gel ved
|1 Wy AR 1 B 245 i PR aft'ce fﬁ,a i
f r onkd: BQteraMBE hatd 18Gbivoll Qith 18Y: K Bficbd " €SENHE o B j %m U ? PVl
. USdiNin GOspesliidRqueBBd biyBtogtiphicitpbtes at 'ﬁlBH&d Bt adtio Im he

~I‘ e tio’d (WsinG WaCretenidd valde &M biIKRIjOfthd he r eﬁﬁ@lf'etdolbﬁ)dh&l:l la&ka %yaK orﬂﬁh@%ﬁf&hlch
\_dpe reatrimey, transgortCiagMeKM (KHIE @0f%es8ekb AC- s thel bUBIS frorh RoMblhiRd 1 TURGDR ol Regio data
bas domwihe | ditabbast | 800t viss liteh 860, Gpd ittt | @h  aTHe QUEHEStedISPREGEHIE Qhegggmrmed &@api ned.
The eperimtedckey ddl reasisout onuling 888. Aoeduestqaiubl i C Sing @hoes kdyl abdl dath MPuts. TRE bt Nthe
al | creration Ny@e&m'senputhmmand parh 840SA al gequestbdropeyatien 830sis eenh @resantadl & o20 Wi | |
accépithe Prgm gsaphic (faqifty 819. The/ieneqyptedCi ,  armit pei 89p layd dppearsomdiosrBe3nunbers. The
contagapor, kay AkMo l) gef fpmciata; t port 8ususingstation walave shomn ¢he r@overyraly
undeepo é’?r“?'a? F‘F( l&t \651 %ﬂd C?'Erg' va'ee bk t2he a9dicamjroliediise oha single date keyd Howeverhe
and, olher on s inkgntion; copld b enlaiged focpremidedarsthe y t o
%’er tm '%Lr% 3‘ %afvv'awa@'cof i , Simylianeoys,gecoyery d contieflad ysqeof @ant r ol
vaI

SRR - i
dat%%&ge\g Ut porth I’}?res o | ﬁ§rmt|on| ?rl; Wo‘i‘*sp&"t&’fa 'P t"apﬁlg

key tltléi&n‘IhB Q)p&@tfbn rﬂ)r@t?edur@ Fgogl ant e C&ns "lﬁhlc% 21 val ue aﬁzﬁl 8 p 40
er atonBd) efebRd,  the "GhBrafidAPAiISWaF %T-o%eda{e S peC' li P& could

SO, sbdevl E&é@pt iU R(HAD i, BV k) V8 dana Val Ues|m Mfoﬁ\ AloRct i I Vat e
key eKRIQMEfrom input pdril 88) Thedd inplit Wit I 3t e%@“hndap@erﬂﬂsp%t E Feg Jh tio
on . ltemparafity Storedi 106 cHpogapAR ke 816y ' €CQiation ¥LHAGT wolldl ol béTRdke gry‘h? ﬁ%;s The
Sehitusiog thee justoreadrargiuee lofy/ Cf, UC t'dpanatich30. | fmintb coﬁtﬂ&ﬁﬁluﬁh@the%ﬁ&n’ﬁdd%mé‘ e
Vi ewliawed!s pmcedire 820 pdetsmioesewitbitee isi ON  Whiohd) Foros@iple, i R Gtatich MmxOseRd EHICES an
act iugsage of datokay K iShe reqymsted eparation Ise contisabquestlforea crgmebraphic X8y fréth triegon-
opePuh9riged eyprantadeonging basiinef eatarimiteed 40 t hesatindstation an approgtatsl orcspbardy rvomios Of
thec?WQ'éﬁ*}'E’? §in tf g dhanithecgpesplien allowertt 827 emlases the inputs read frominput
opEecede£20 \pemdycep 3n aptypie keyireppvgiyr e 26, t Figurd i26 dliusteated bubpne BosSbiesantrol
# P|°11 yn "é’EF“l a ‘?*‘réh fRegy- s @Rl vhish may haysedeThorsomtrobyectoemars t o
_ comieovvgd,. ro d ! ?’b "F’aé’P a310 antPeeW'P&BﬁégaaH‘Fdi‘?Pe?f qna gifesssieniwhigy t he
Cry%e% p '%ﬁ: nce e bI o a ,tf}%[?qgwl VPLS centhilarasy 8% 840.
ngg,;J ? i %’F bo t h 21 @g TR efothp Jpieption eseribedie key

rom in

recgy,{arsys ahld‘l(.‘[énll F&n i nput gblts Fes tp 89{]‘ i ‘ﬁ%% tﬁeﬂs*f"\‘ﬂo bi ts

'S gRphidiabikRbick 'eﬂétﬂaGa r eq Vi, K 1o éﬁﬂéi& an b ;g
lp

val ggordtibicVih cohing r al g(prl Gi Ify ored in
Cr'Y e Qe REdVbIy fonBﬁ“oh aBd Wil a&déﬂlllﬁsuisl?@ de F‘ai o bitdGis AR Slitids rlhél |tg pr O_
810 (KRij,Ci,PVi,K), Ci and eKM' (KRij), which have value (ICV) whlch &'ﬂ %

| CVbaanetompaanlly storelfi i efyptodraghid FigiityS ar € ublk AhmdaCor dlock QA ni?n%sed

26 8Md they are nutually exclusive. Nexbss. #eCvalud® for ki 1EK OW§.n(£€gGFeypt ed
at 83TThelindets ampetesedkasfollowd) Thesvaai C by C(Zataﬁd)they\/a@tdilm’allﬁ B@luﬁi?ey RbRISré My C key
var PEMKRIING deqapted; at 831 dydearmiaster key generbad ebichy adntreiNkhetheiethe REypiegRhid Rdy
rresﬁ?rigé K KB istai dypamicslly generetedjeaniantof t heambeaesed fok essagé\uthelmizition Kddeigen-st or ed

i n PHBe masterikey KM. WheneKM) is storeddn the i cat i eratign\INBEERN) orFefificatid (MACRER). Fol-
EP 0 292 790 1 36 lowing that is an ICV for the nessage
aut henti ca- key generation fupgetion of one of a pair of tion code.
Next are two bits which control the stations and transmtted to

its own key usage translation of cipher text to or fromanother form
function and to the key usage function of the This is followed by an I CV
for the translation of ot'her station; or a server statlon for the

o - M o . o o



ted secret transport keys being encrypted un- 1. A nethod of controlling

the use of securely der a variant of the nmaster key; transmitted
information in a3hetwork of sERQEIBTMB1  :the serverdbstation of any such
station in in which each potentlally cooperating station 20 response to

{ d | ud | i 110
g | S g D
a RSk ﬁﬁ Ti%h another form. (110)fun€t'ﬁ>naan8 e o 43y 4:gh i ch,

f OFnisSR CiBllob 2 B rahaéwa th@tmeeo@ofpa' I Of  other station; oagsa?v%ﬁasmn e SBGbEP! ed
S €gitiek tokt! PRSP Qkere &b Md 8 ShicRconirdiDt 0T aphings K QY Gedsidlin HirdtidArteMhélRdhwork, KEY'S
(KR whmiatidner £lpsicaRAleiicdon HmBérat i ONS f @o BAGING U Is@ibn® havidiSkeP abdgeby a
gemm).at i ng 25 using the identTficati ancfions atdBe dsribibd kb tdseHTS gerst at i on
whi c o sunntdrizé) @ seider, b spdaifyingdiow aOr a erated in theCkefveiygtion gnd 1B tiaksmitted
Crpepticagr ke hshould be ihbndied afthesteadivebn ext er nad theokely hesagmatunctionati et a alesignamto-

t da therrontet iblogk St datermines hey mermgesedo secr ghir gfrstgidrisc pr ot ocol common to the
ne‘t‘W@PResaﬂotlﬁnt the receiver. {Qopgegysoly, ekeys (KR) for the desi gnated using
¥y P'aﬁ‘ﬁ recepiey aecinimizedf providede t r andniAsgetend as claimestinelgio s whereimeachhe
‘l“a‘m intoriy o the, StvalpaRetie oneralieneg a randGFﬁ"E‘o#?ISﬁén@at%B?sPdh%ﬂ)I"}F"UE%? i cu-
30alre assured. edriyie i S opTIPRIf, Cifity. 'ypt ogr aphi ¢ ﬂ’a‘fﬁ"\yl °’nypteﬁrsef"6‘ {rgnsport keys
transni ssion, a master key variant ! f“"gh op 2pd indered by
de¥Pt ed secret corrponent ei ther particd ° ftﬁtl‘?gs oncryp-

t rﬁnipr%gthoc}(gy éon(r uQe gF Qe% r% ed cr ypt r van r ke
ChAr §eteRitiod orimblioh 173 mdvhork o LLAB e key.| Rf 19 it %f g htuc dC-
r eSPGfict Bach SHESABAIP L dobbrdt ' r;'esponse toa gener t|n gen&thtin
desi gpbcda Uppibgrapiic fdchty: (1%9 h' n t he 9G Vahddh! 1Y ( ﬁtds% ogta ﬁét i shing
35 ssanfl Bgrek NE nfaotBt k&) Bl AR (C) for t hAoPRTenpid use secure
t r ansick JoractD@dn¥yRiedion between a kit s1€d Oper at i Ofecdsding ARC cdsﬁu GBabtefhnsppitng st a-
a destatiphstedymiaidphio keyslelitiiOprBvidddne gener &bysNEKR) for the ldbdighated ludhd RRtGRNEr at es
t he arygatio gatioahof Ghk p3ir be aUgenerating 25  C Ofiikihgihe Weltiicatigeletha sty staighet ogr aphi ¢
for eRtdn ehich gneithedomst it theipair ac@esses t he cdedrypting in thecgrypid§yaphit: tdeilityhe
cont stalionyextamal (¢ )thef pair emdeh at ergdto-val ue ( Cihec genewating statidneths yabessed @scrdthe 40
desi greahie groteso! ggmmomtol thenneteors: @uce a comvenspet keyst (KR topdeadesignatedoysingach  of
t he Stvalegraphic keyrresults for thedtrapsmiesidnon f 2; arstatianh usingthe yasient ot the magtesrkews si on,
conb?‘ﬁ’éﬂg at"ﬁ'éd%‘cﬁ?mm“e"t notionalypaHisyri t 89 ng t he BWIHINGdY te PtagERRIC [fasiiity) ofand
'& "“ﬁ“t“ at%”&&?ﬁrma%e resul fthepgenerating stationthe degyypted; epfret
g?f%‘f% ga’g‘f ’FH’é each i n(YFR‘Féﬂ'ga‘Py ‘!;'uﬁ"e@ﬁﬂ ¥ es t he
ividual y %ys$

l&"or respond

res o o mman a ?’8 F P‘P‘é?"e‘“&‘brrbl ned

key (1 i§%§ gsia% n for es |shmg uss%jn\?ms rea i ol valu %te{' on of
bk b and wher i }?%oﬁﬁefcﬂ% AR 1Y 4
ofeRedCpdl! &Pégahb& aé vvher ein g (0 in-eachn

arr a@ﬁﬁﬂ gemgtgs 48 cryptographic k Itn' ng oper at dofBining 16 Ogér\&ﬁte& h hﬂed
Oper @ lofkh deSifnBRACtation, bEbéSESthelcn-PEN f OF' M Roy (k) with the &M{tmnsm )& bachS
per f gsinRie Q) aﬁhﬁﬁdﬁptbltﬂlﬂsﬂsféﬁ\ Behe dasi gNaldeshneie® usihg QBtioM o prB&‘éO%CéonI-O such
Se- perbitted @paritionl oz bydptod e arbiors trey (K) ummed fubdiien Bemayp- curely transmitted
i nf othegaitiontar tiatsmassion@tnbined thy con- t ed secr ettrahsnmting B6 lcortdised fréhidns faindeach
des- tralbalue (Guweith thpepmatbokeyurebise | t nat clewr bhoh designated usinggstdibe dnditheNg
st at eanh, individpial ep resuih adcheausasrite Bp- cont r ol corddoluelue to the corresponding designated
i ng efseiaa combined jmyoreudtetot bre egtelrhi red f umeng statiom f2 is performed by first
encr {i{ed ingeagh station of\theepel il thegraps-ai ned in claim 1, wherein either 55
cont F!ﬁsw‘\’faﬂ"ﬂlé@e’ '(c)thefmtosaehc feilygnat ed®u#y ’ﬂ@}h@a@h"@m%ﬁ in slginh §cwhsedimtha key
genef'3P) Bneﬁcﬂ ipyi§ arranged, atthr?"under t h&oaHRg eperlionie \Prduey thpy ambinedy  ( KGF)

and p%'gg g dr lin'E‘Pf‘%‘ fu"ctm f1 F( °’E§PHEP éﬁcrtet'eqtn % ORI ng

the F%suls‘f bei ﬁ jyader the decryp- ted
sm mf rmatio ret tra s (KR for each des—

Contr o ra or& rtF}\nlesﬁ it m Val ues f t th PO

29279 a;ue ’ °l owi ng t {f fer%iiﬁf% ,oduidoii, °f3“#a .ﬁﬁ%e

aut hent I ca- key generati on functionyg p Q:ﬁ P i t ,{&

Next aq¥ehobi 4® cibiiod in'dikiin B, \ﬁ\gt%wé%ert h@s contro H&i f {%]d Jsf?tg t O its

OWN k¥ slafichifas Bétﬁlafﬁéyaéehg'guoﬂffun%oﬂ er text straﬁbncUnd r Msﬂ&%g@ p Qﬁﬁﬁlc key

f UNCiKar aANG kéy bsBfe KMdiol SRGS, eNCt i on Ofylah@ M biusive DRiInG PR R¥cr@d |

for tdmbileti HaG résuit ®Bin@Tgenerated B BBI St at i Okfsd Ehtrdd vBIBgs\WRith thé Bbriv@Nvalues 1drhe
networ k ci pher text. Finally, there are two bits which control 5 has a

key generation function for the ne rk, the translation of a personal

I dentification nunber the remainihg user stations havi ng key usage (PIN).
functions and the combined key result is gen- To summarize, the sender, by
‘speci fying how a erated in the server station and is transmtted
partlcular key should be handled at t he . recetver to the key usage

T 1 - " . o~ N T o o



_—

1. A nethod of controlling the use of securely der

mast er key; transrrhgted |nformakb%9bnmaaqetwork of stagéo E“ﬂ\“‘ﬁ““m““ “ ;

server station of any such station Th in which each potenti ¥ cooperatinfg

station 20 response to a generating conmmand, generating includes-a

Cr yploa@g aah isCanf 16°¢ ifdr itieyméstdds) autbriticdd a ﬁeangkaératlcayur(c{ﬁn ofNorlel & a pair of

CryptiengtaiphNext fah& ithd bigs whiehlcaitrgl fbOr es a naatiosy andaandniithdd taitsl owrnkey usage

( 110jraraiation of Icippdr aent Apbri feonk enptherdoineh, f or  efandtiort arainis rheskely awage citnatiadnof sghepai r

of  This is follewed dg NGV tidrethee transiafidned secr et  othasstsioor ar asbradristation, fordhe network

cr y ptiplepr teph Fipallk.chere are dwa bits shiph confreled 5  keyhkas (ald@y génsratiorhignaiiensfoythe tnetwtorkisi ng

st at theriandiaion efad Rersanalt iflestificationtiumbasai r by  atheeeeainingi usey stalio® having kry ushge

i denfAIN)i cation for the usin tat i ons; st atungiensignd ghe dombined: key resulyis 98- t he

pai r orT°z§""‘"‘a"Z° “‘9 senqgp by E?F "P‘M at he cryp® :15@ goryes gigliontand é5x raggmjitedo
e

ext ePfifula; ke hapdied to Meepe fynipnal toh 18 dRtiopaird
acce¥'§é’lf eqntel é’t°° Fag ?’E“ ?5?"0’8 "Eom’ﬁ)n t oPAif PSvor ks, t he
=1\

tran :%ﬁ “‘% ated Lé_SIR qgr ap| o rel.%uelts for
the fgﬁ% i the cry hlc § | nsg t he Va Stigl;‘i frlﬂ%ta Pﬁégal[ Xﬂ(‘%é?udeﬁ%g\“ ng a
rand i ICu- nsport keys
crypt ograp ic fac ar to t he, ransEg §|t9|gachaus 48 ¥ndb@d! Nt
the ggiipgating stati on t he decrypt ed’ secre{de,ﬁ,@émggme@,{g ear,ongqﬁgéng ar to
.the stations in- transport keys (KR) W {gh s806t Q& ké‘yé)&&ﬁ@ancﬂ,‘p{éh pal |y
. "QF a9, 3 Pidthbd of BénirdIfigthb w661 of BecllBgt 1N O 8 BivériaktQy thé Kastbrep! OdUCE a
\—£onbi nerhndnitsa-inforMaibA S £ nétkorklofgeiliehsat i Ng  CoNMTanadsevbr SistionIof any such statibh @
[err] fiprwhizhcdachd paérgjalint cdtperding) Gtatihat kN, Vekmwdse to a hbreraa) @maiand) gerdtatiig ON
f or estisdhides lai engptogiiphic fetityi (190)twhichcont r ol & adndem (k&) (K) & its brgptygeaphic dacility
cont r ol deagely) stores ez umastet keyn gKsadoin  bet ween(110) as a ciyptograpflickper at i on for each
desi gnawhiol, faséaly transmissicp kebspymatiee! pair of staedessingsthe eherypisingacest trangport
tion; staiensomcyeipasaphicday epdt ieprgyidedgr aphi ¢ kayy (KRsfaf the designated wsingb$tationsy t he
gener atf@deash rﬁ!'@g?fa ihnirair P2 geaemtindes pynat evpingtthn idegiification éas theaising sigtiopsh n -
key (K)stafipt whichds eithar png ofthe pair OCR f or each th‘BYP“O%tI"u@*’ qm%’é?%fﬁc“t%% he
systemﬁ‘%‘?“ Pﬁ%’“a' 19 ghe pﬂe 1‘ hétw si ng sta?‘PoQ?"?’ﬁ‘“ '&é eesPRed PRl t t ed
oper at i | Rmgp | for bm d?ﬂﬂﬂa ysing
\Uparti CLﬁ"é?ng 'é{ On??i;§§ Yo a Al "t he con- S@ion® ”s'"g °" hag "Pf@%%
conbi ng fﬁnm& Hg_;lpgrr p%il Eg:}ifa‘;ntvaf’"ue ( v&% é' gﬁ% rgi or
Lerr] | i sfsaasrms,&& etk 00 anilek rr A @é oSl
ir, chara
pr oprl %f‘poﬁéa orkthY doRm ot(ﬁd? Ee es ab tron415foreach He%lgﬂﬂe i 'sﬁﬁbn 'Shed In
each stkddan mefge SRfingdbtion foP bstatiiéhing! 2BS- M SSir&Ring MeCcohkt? VA d) & the per-
Crypt oo agphoied ugedcirb Yransthissibn Betwébad as Cl amidl opertiéd i dBciBdesiyhddédiising blae
$¥10) i aesiynited bt biOstatiods, el geng@shg When antion; conbi ni ng operation to
pr oduc estdtitve genenitas mederdppraphic Rey waftmand i S i n\olisiting Ghed Qlehedatéd @ryptographic
funct i Oor daehr dgsighatedpstatibp rapm@eselthe@orer ypt | Ng kdye(Kjadith titbe sontrolatatd (O éor asacton
Wit h rempedie (C) commin tocthe siEdm for theed 4cr ypt depigaaiéd osigestation()to predess @ lvem-
decr yp-pervjttasi apenationierrpach of dhej stetiensiert | on, t obipadtfunetianitzandy  ted secret
t r anspdhe pagiioylar qummisgiesy cambingd #eson-abort such trigpeayitting) temeambpined &ingtionsfp eRche s
the ~ Wol valug g’h&‘t"&ﬂ‘etfé’l“ﬁ? keatop o and whefdPioach degigimed ysing sta¥gnand g ye.

i ng opet®sh. I“S'h' WeesclBhBr ned f uncer?lopue i thy corosprading, Arignatest,
first e‘ﬁ@"@& g °55&" Pﬁ&&a%s & ai netfine rftae?él m 1, wherein eit her
cont r ol "S{egy ag at ed u4S| h s atlon has bot h.

t rssron and ernt o ap th w erE Qn KGF
gener at | ls a rﬁger e g ecom )
and a @X r functr FSJPMYEItege
the t hugsigly ydBeraﬁbﬂ h eclf tﬁ:ﬁ§é1| t spe' nge under the decryp®
cont r ol ey thhRsmittddtifforhrafonCe QL!BHLtICM@ ues cret sport keys (KR) for each d 0

292790 48dnt such operation unless it matcRes ®@Ch dESI glﬂﬁét&ﬁuslﬁﬁ ist@bnS4rdtwWhr8in the combin-

keys smmvdm desi gnat ed usi ng stations ugmg obﬂ&mﬁh@p}odlﬁﬁtthé ténitine® dncf OF
the using station pairs 5. A nmethod as cl aiidiefl is rpefdrmbdNbd st enbrptiy 4he

shar 2ngA tnhiboccasciajndaniclaimar wherdim aitharpobd  k ey egntral ONNesd () @ eaith desihpatbd) Dsliged

usi ng Sdagh $tatian has both a key generatichdunetiopi Ng t he statios @adee the\gahereai dryptogtdpliic kesponse
t o t he KeQuewt & key ufage funcliopt (KPafhai ¢ 5 @@endgthent exdiusi®i ORingstheathusoererypsi ng

t he i degempingd: oy epiir keing cgengraterliby thag t he usted sbntrohwaluss yith dhpr eoptol valuest forons
for the designated using stations; ic key generated by the generating

station in decrypting the aggessed secret transport conbination
with a control val ue; keys using the variant of the naster
key; accessing the encrypted secret transport conbi ni ng the

generated random nunber key and tenporarily storing in the local cryp- 10
W|th the decrypt ed secret transport keys to tograph| c faC| I|ty (310) such

o b1



* crypting the encrypted secrete transport key I ng the enerated
crypt ographi c keyswi th the usiggogaeypdgd gt of, said massraer kgm mrlllu“m““l

20 control value and the nonsecret value for the the decr ypt
transport key (KR) with designated using station to produce a com the
conbi esH désighatbd Geing[stationl USi Ng a conbi ni Ngeys shared by ldbsigheked ushy stationd @ r | f or
the designated using sta- function [err] ingdheidentificstions foethg esiwy siettiertipairs y p-

t i of; Aamethadoayr clgirédcinlaiaim @IOr, claimodbi ni ng t Iskaringthe wearypitbd secret transport keys;

t r ans pénorrisingy at |aedegignaltidnesing datien iion [ err]  anatcessipgttay pensedrat valugs f) thevi t h t he
cont r &ispopsg t9cthe regepstinenf jacrypivgraghich Elesi grfiavigngted gpingystatiops psing the igentfies- (C) to
pr odugeeralipn wavitngriteg yegof b oveipaphon 2,  tions ferdhe Jegignated|usipg stgfions e

corre¥ P? ool i gensrpting #iRip it g the tenpSeaPing h%ta SBEi irpagport

usi ng® F‘ES' '“‘1“19 'P\"B °f2 and |f t he stg’gé‘d'"%g' te 'd‘ﬁy' and the
aut he t| "%v 4 oc' I"s egual , t?":’mﬂgﬁ‘g "E %8"3"? rans geys claim

BT ‘LL‘?A =i s .eooie%fa s i
= peig, m%aﬁ;,&mgf, 3 ndom nur rn br?ea £ plof QES Bflspon

!
crypté) rdﬂ inﬁ if? e local cryptogg?éuﬁlc(fﬁmb under {QewAGIdVde ﬁi cﬁf@ﬁ:ﬁ&\tfatt d geheraer t
erati g uRNebne51aub Go BBl ¥ 9% fENMPRT ar i It cryptographic K&y for each” desi gnat ed
USi N qidsRb ioBsratioh i bidWed By &t cotioPt 0gr aphi ¢ feadidg et abnm vélitCrotithb PemRiedt i ON.

.35 9;,a|d§ nmet hod as clained in claim?7 or dﬁbraiomg%eMcawgnatea bBeingCeiitiéhi; Ni Ng t o

' produce if ine réxpestedSoperdtioneis ke dec| ai med i N ot edchind&signéted asing stafién, combin-

\_Dbi ned ciypting tthed Bndryptet] setrste teandpoit ikayl by f i r diig e @eiyeatedcayyitographig kéyiwitt then [ err ]
I S an usimye vgientfofingd masterdey, combiniog t e contconttol vahleuand tifeC)onsaccbe valtehfer thener at ed
t he f theclecrepted eacrele. transport key (KR) with designated using stationr gopprgtgpaphq:om-key (K
and t fhencompinpd) &inglion BRusiggha combinipghg t he t Hingd é&metiop it fotithe designated yeinguatas wi t h
t he 7 funglionegr higdregayerc thai groeratedh cipai m 2 wheiviiend each nonsecret val ues
for elporertiedpy i cembiinanglestoeneeh st ores, iFpnamiftng &e Q?&'P'&edo'&%‘éw b, a
stat i Gﬁpm?ffftﬁ‘f"aﬁyt 40 yith én?c é’G'“% ecPete ti éﬂﬁsep‘ﬂ‘r flesigpajed iog gnbtiely i r
of um@g sﬂ'%i’;'?%ﬁ% a\“he“f‘?‘i‘&m rrg‘ %A et hod Q&% %Hen‘Bé"el ’??"%SW“ e 7 to 9
net wof nedii i ons of“s'ﬂ%f“?t?" 45 further conprising, at

%q al|
a des'I”é'ﬁ“ﬁme s ﬁ'ﬁ%?é i %ﬁ" , stati gns, Shard %‘%ﬁ FEH Sl S0P KoY
aduce

\/tlonl&[ h&e 109 gf a CLYB GInk oG Cr et

enabli o#binin [ndd

transp [,'t% &o I'C oper at i ;9 Perfol yg;,gry 3?|St i, i i ng
encr ypt %or‘tl & rBquéétbd (?‘r'i)&todr&‘phi&:]opOf the  per (RN) ufdel b ABEFHY %ewan%ner ated
by t h@rafiéhn @ lehaBiflg 'R vBllesK RMpbdide) . and i NeeioP 640 Q6 as@ush@%euon
stat|%mmﬁga@mﬂh@namyt&tmu&a@trol v value; (205), a plurality of
nonsegtaidn. val ues (PV) acses el Ny miothed @8 fapifati sl cRIIC 7 & @lalnt 8NSpoOr t
uni que to each using st at | on i n the netwossrelantle combidiyg (oKptpduae dhet eompor ari |y
S1°08.] Mgmeéthodt dsecldiroeriin dlaingl Gxvendrelnythe dent i f i Cuivdet! dumstion ffs is peiformed bygfirsttederyp-
crypt coniggdy fonctiancg: | is aryingedsbOynctidnedf encr ypt ditdg $e-cottiobvaiups (C) under the generated
cret thedwetficorft. key toget her -with the contaryplogtabhic keyr ({eandsthemt axdpsiverOReach
such station, in val ue (C) and he cdnbihnds framnptednont @*qe vithgonse to
a g'énér'a?‘ﬁ’qqg"‘s&?fﬁﬁﬂr\'éjc'a‘ W’I P 55 t renEeRPt valies fipropach r4idng
stati Gﬁ“"as‘?'&’nd'brﬁ °q)=na| ts cry gﬂ'aphl c checki ng

Eﬂg (r:g ﬂ‘?t?:: i’g ;k? ;ggmm %d by 56 th&%ﬁsegﬂ'?" mﬁ%%ﬂg?‘ gzé‘g secr et

t r ans pa|r§0 r comprising, a

i f ugrsmg stations s key al | ove éﬁ;ém reSpons to t@ﬁ ue&wl é? Ly '%“feat i on
o pr 95 m e«m fhtﬁeStorEd key goh mﬁl? e

functi fes,r(m Qﬁd RAF SocHHaSdatt s usi ng ssgt.ai.heanb. Soh i AGoRro i@t [ er ]
of t heooBRSt BluralfifYof nonsecret daibes( (BV) . &ONDI NI NGecbiRg FRCIYMHIES sexffd t?gnsﬁoftans‘
transrrh.aaeltaeachmang:aafem MAKb retWorkiah®n [ err] WePiKMQnd tdniiorality tshorikd I BOMHREINed

f unct iifaexebl byliBéntiftafons ob suchaiing &S| gnat ed dagprog@ipkid &iciig (410N thet s16d1 64-Ol

conbi mbidg function [err] to recover the geaaraiped key tvgdthee witiCthel Contrble

cor r espothel sergpr @tetiingin @bahdsucts station,yipt 0gr aphivalul ¢G) and tharbombined funbtions BasvRr ed

I Ng stresponseito ageyeréting captend, deasyatingd) s t h tteesnuitadifion| thevgrherating Gpticand t he

nons e@r @udopa hurepef @RN)t i ets cereptagregtied 14. Acheekingottie genttrell valuergaidetenmips &i m 13
wher eif#¢lityhe usi ng station to produce an dhr reavasted fpérafign is dligwed pyodrisichi ng
oper at i o¥cesging thedencPieth SoG HINTPRY f unct i ATy, conparing the tenporarily
stored function [err] for each designated using station is conbi ned
function [err] with, the authenticad ng performed by encrypting the
generated cryp- function [err], and if such stored conbined func-

t ographi c key (K) under the control value (C) tion [err] and authenticating -
function f4 are equal, for the correspondi ng designated using station
enabling the requested cryptographic opera- 15 to produce a first




» 20 *15. A nethod as clainmed in claim13 or claim14, 11. A :
claimed in claim 19 wherein theg 292fﬁﬁggqer conpri si ng40'it gT““ﬂMﬂEI“H"II””“I
using sta- conmbining to produce he ‘combi ned function [e _

response to the requesting of a cryp- is perforned by makl ng the conbl ned
function i the requegtbd Bhuratio® RedliGkedPde-r €qui I i N@psigheisdussing Gfatidnhte ploBiide]combjbial  t O

t he r argiping mé slRE ehdiitedasetiet transport Cr y plundgjora B hioiC sdcR b dignatge neinga stetidbnby t he
gen- whey eing e hetiat ol nif e fastetkepn [err] amdvol ves 25 orating station

i N conKMptcombining the decypted 1sedretaraos-ypt i ng t he trecemitiing thel wbrahinel RifictiomElder t he
val ue; mbddkey pithetile cambined functiom &pusing akey ( KR) eagh dedidnatad using station gaccibe sonrgl t he
encr yth@dlb'Q'e@ fupgtion gsin sgsever the gene@tsdye ORI ngvauadClindiveygorrasponding (lgpignaterhus-

key ancrnigseh '%trkPlfv( °Q£'€r“gﬂcg F%E‘tg?(g crypt ogh@fRtionher with the random nunber..
ic facrqﬂf wi d using station 30 t he enc t ed

secr et ZL:m Qﬂsf %e‘gj tth’ &’QtedA r1ret g’d .?F&?gr'é' °ﬁ‘|‘{‘ ‘E!?"Hr E’I‘U‘?{%

t he (C)° ction
[err] fgn WI he P "' lc°';‘:gb| ned f ufyp 'P'bug encpg‘t"s'w;e ORI err].
checkr lonf ‘I é&rgo f det er- rrfo S Hid ;g' &ﬁ‘r &I on if

all o | a"n av %t ox\h Sééfg ing b

contro faﬁrﬁc @p a ase ucd 3 Cf t@d value and thé nf
request,e, e,r,sat | on I S a de- ur al bhckpfig sggp,q;;gg,t tegegﬁee,jndgrrt@tsport
keys a&hﬁ&ttwﬂaqﬁéé@d E}p@gﬁﬁﬁé Yt Ed SeCT 8dcryplod NsoBBY rarkspdrd) keyNioFlWR &g each
Qf the distionendSéradiigAnsStempdtarily storkfyal-( KR)  USi RigpoRdiNgdesightited[ueing $tatith. t he mast er

Ui ndexedueby i dentifications of the using stations, key (KM, conbining the
decrypted secret the encrypted secreto t risnapattiod Iaeylaimédt(ﬁ)cldneimgr claifhQ14,
t r an9pok methad as\tlsitned meclaino i wherein thenct | on [ tirtkey compisipng tabd deasighaied aisivgsia-ant
[err] odombinieg iersddace the combineld fuhdiowbnt r ol  vatianeinuespagpodo derrbauesting of awop- key
(KM ; s performed by making the combined function tographid gperafjon reguirieg: theeysetdhdhe
gener atfeceaedl yiat e rranshincnuntber fi)vad st at i oncptogszpbls keylkh generptedoby e gon-  key,
and enathereify ihe neombistag Junctien gy y‘%t:‘t’ﬁjr aghic r E@*ﬂ‘@n%@mt & gegRingianavitmg cedithand,
generat‘?"ﬁ'@j""'"g the rgjjslam Apmbss (RN)iuR a raffm nunmber in i ts cr § raphi c

Fact || Souohs oy g e t‘ﬁ%ﬁi’.‘.@gﬁffgg ;;grzeq ,H@ W&E@ %W Ofgg' c
\val - ac%eég’@']t%'a['??g' WREPS bt ed secr et tJ anspy r

tran
oS! G52A P b R Sl e "dent | éﬂ? &? erﬁrotS\H ('ﬁsahﬁ'én '%t,ﬁt  ons;
ﬂﬁctf& gea i,{vgt 5 wher ei f“ t1ng t e accessed
secret lt,gﬁpcq, ?) |n| ng unction ercr1 ying t@ncdn{me\raﬁ,g EPRchdign of
keys for the desr ghat ed usr ng stati ons usi Rge if the rdglEtddldpeiatiddlit aBwéd by t he
vari agt A Rthbd addiaihdifin KRH £ wh&rBidl obdtM s I €adbdibicontii vt rol val ue (C) for the
per - lsfation sttRk 0 datf Hasd| BO0YBttiAg @l ai M 2, Wher 66 fegbt®R dpbiafonds aRMedideon for
Bach degiirgiabe dndmpredgsediet transpsrt RbysON St Or Edrypting the Edid SherghiddasdaPs &rar(spi)) , a
tion; (KR) unique to each of the using stations and kdy (KR) usirgl auvasibnt (M Q fof tha owagiei ed
secr et ihdeastbhydiddntificetiops ofdimdusing stidnie decr y pkeyd (KWL catbitinga tepdectypted  secieKR)
uni que theesapted peret trarfspartiensy(KB) eingonge | N kgmspoftkiRy wilht the tcasbigeihincibe &
crypt ogenafypted under a Vaf@NéKM‘éPi/\b? ragerd | ndexeandie panBeltviiig uding Hepsbininglieng- ( K)
and t hekettdfM)r ol values (€ for each i gs o fprovgsihe gengratad; cHiRtogPlliG | ng a
secret tr sservgrlstatton 21 each ‘such station in EP yggg epgtynq_:)tfe requested cryptographic 42
port k sP°f'§‘?é°% ?S‘P éﬁmg‘é’l‘,dr ganeraling s hor t - k BRAKation; othery r| I tor| ng in
the cr "YW’%’E’F r‘@"“é{ncr‘ilpt ed ufpngy th reg,srgl

810 tion the PEIEM Pf&%‘t‘
rntt)ed:? access'; °S§g§§%w£s'§r Erﬁgﬁ:"ts glkgg (KeR) To- in a second data base (605),

a plur ifidation fo g contrggl o A6, L6 SURreRGRs eCr et
E"r&er?a"’"ms' oo bt hbport 5 a0 t&mf rEtrurrre fon qﬂar.r oo ine b 1

val ues

the netwror ddslgf ds MRV stitid®psing Efoh RY T he control

to det emevgrihﬁt(mtéf%snda{er kdp@xnmsi Ng st at i ons m ne |f t he
request ed reafifg ! ftrol Salidl (CPWR thelér-t Ne S erry AlmetHod ek BIBIMBY inolbi 2.SuldinSdadt | ON,
in mitechoperatidnrfor eastedesignatedRSIpPSASE t 0 a O eIdR idréd( is @nmRNdhia B8 Q66D),i g

i f the toaquested operation is alloweds de- plaralitarofl Gicriguied @écrét Mrandpdrt keys
crypt ogr apémbinirfigaibe [dedryptedl€dcreCirangortng t he s{KR) eciqenioreagt pat of asing statianauis por t
as a crkeps diHaywthi the kgegergteéd) cryptographic the network ani{ dndexelkdFy identifivgtions wair i ant
[err] ofeyt(Keandathe eontegh valupsi(Blyfor lsechencr ypt edairsof peing statiqpssghering a secret trarigey
(KM, conbining the decrypted secret keys (KR) shared by designated using
stations transport key (KR) withithe control value (C), using the

I dentifications for the using station t he nonsecret value (PV) and the
conbi ne pairs sharing the encrypted secret transport 15 function [err]
using a conmbining function [err] to keys; _

recover t he generat ed crypt ographr c key (K, accessi ng the nonsecret val ues

~ A o Y |



keys using the variant (KM) of the master key ues. I m’

control value (C),for the per ﬁsﬂ‘ﬁ j hod as clai neg m i
wherein the mtted1 operation f%l?a%g% desi gnat ed ‘usi ng sta ” ﬂ IIII
function [err] is an inverse function of tion;

25  port kiye toLERGriypted sedfet frinspceORERE Ni NG t hasrgoRaly atoash iﬂrtf;ep&rimgﬁbiﬂé tuciltgy ( K)
W t h tbbisy eeeypiep tuadbr 2ot (KM'pofsthort key  (830) efrtiheadesipmatdeliusing stBtjon thednabs- ol
val ue mathr kan(KMandecr et val ue (PV) for eauteddmeiypjehsect tiaspot key §R)dm t o
pro-  1.in Bisecoytdita bapei@s). Epiuralil whg si eht getherowiltiiheharteo! valeee(Chanddensamed

f unct inonsedresr values (V) ainigie teeach ugiog 5 zurbingd &neionfsy der Anwendung von

si chesstationninttee] netwerk gnd indexed by idadd checking the control valug,(Q) tp Slgtener
| nf or ffigaiians of the usingsttionsiet zwer k transmitt i t‘l‘ﬂ? ’EW?%%R?@%@PF% Pérr] for
von St at‘f“bFﬁéY?'W" q‘ﬁa‘iﬂe‘%“d} tefien. ﬁt ent i eI I“"u W deS|rgna ed .usi ng

ey (KR) using a van

t at (5% mand genarati th ?eﬁ' q h-
\S;a?ula o“:ﬁ;g '86 Kf@'?ﬁ%’ﬁﬂ\"’n%i" gl 'dnat e “{? g *‘9 smz% m EKF%Q V’?r ! gl e
ei nen es i J'ge §ett aﬁtaﬁ Eh 4( combmm the .dec ﬁ;ﬂm '2

(K % TR %ﬁgﬁ . fOje % Al T mﬂc% Pl Gem Paar
lfl atidiE

C aﬁ-bﬁ"‘»‘d in Cltﬁé ﬁ:l the combm en, ein
krypt ?:QiFsa hr%c ‘ésen Eifaﬁk% | S;5CONDI fciih PRBMEE! &H\bﬁmﬂgﬁ&rﬁﬁﬂd phe
far Jede Station des Paarg&vetQhe é,@@{edélzjrgfydfapﬁ,y ikpn [err]
_Is per f oacea%én@meeméeém ivalGbst {@9) for O WiAg Shdbfitg e BRLésthiptoglapiiic optel che
" ent weagRr desigydidoging [Biitisns ksig ¢H8)idennder t he &4b; bbrwisal Ue 40 eine von dem
\_Paar difiation® fon Such désignated Gingtstations;( C) for the aeaingniat @auessi RgpByraphicosp-t
produce decrypting dizsradéassed genmedBrasspores der s c hdrdtiers edduangsing tie tbmsdraritynstargdotabd
val ue keysrusing fhi ivarigntt (KM') fof thg magter-key pr ot okalek.s genei nsam f Ur di e Net zwer ke
i st, df¥M)pted val ue under the nonsecret val ue (PV) di e
kr ypt ogrragsirigstin eentralcvalued@ciprethe @pini sse ROrA method #cclaifpad in glaimets. whdreigthet at i on
to pr Gg@éépﬂ’a‘m for eggh designated vsig Pty ei ne ZUPEPNIGK BRTEM enie &n fyersasupcypnof
encryP8d val ue and encr ptin the*’5 45 the fupglion offee| che nur fOr die

bertra ‘"@?l Pi @D ypt e aIu der t he decrypted
ei ne %Plean °é°‘H§§P tschl ntap ®transport key for the

de5|g g o : t er be le Srlfléri;de rien enl nzel nen,.s dt|on
L/Stel I cgela g sggorle% ggadugoch g rﬁe vin @1 gg}kt i on
ei. as clai n}a,o,p x 20
zeugungs ..ﬁg bl 1o 1 I ung el ne‘ron f'on M& ﬁ&erqmweﬁdemooas a
desi gnRadn sfdr?altda@hsﬁb @fation and tt%t&Hﬁ‘Jl en  ANViRRANE Grolidt $ind SVetcMinebiurgbeiirien- L1 0N
I N T eSRARES 10 Mo bbospR@NG 8dsighfledds- 2 CI'YP- tung mammﬁbeé.@unen Hadptseh@dsbir agung
ZW sChgysdtbddem t ogr aphi ¢ operation gequi rimg siche? dpsiehetl uddhm der, fur jede
besti mten Paar von Stationen sichert, di{bekagung zwiséhes e iraarkl stakig-
'\ge‘nw.atﬁethdmyastdwn@einclaim 17 where‘ireugungsst el ded, € &rylsbyrpdhizctiea [Hehidssblegebnzhl | Us-
er at i regmbitieg op@rationnto peodizcerthd cambinatit h a corflin jplls SGin dee |Pearge i ehee Efzbl- | ede
best i rinciion Sk eis | perfgrmed byl engrypiidp; the gungsstelle geliefert wird, welche entweder
zeugt crvtographin ket {K) Bglert thorcopbpieialug anwn St eaine o clemsiapodeh eine pderge Bletibnsecr et

trans ;S@rf?f the designatqsugig staiamto pradiucelen  zugel 2isdEnBIW VRIP s fVeysc WeER) and

t he nérfiskencapted Apivf. epqoipfing e, first en- j adémﬁl@“s oamainsyn dYy glie)Nefzwerke b’ésonder e
Bber tcfyated 2! ue und t’ne nonsecret value (PV) EP hlschen Schlﬂsselergebmsse ﬂ]r

gung Jor %qs statl rt )due lJbertragung pRopente ha-

Er ze_u%ﬂc s %YH‘% i %Pc'}? Mo m t dem 8 7'??%%'% vanan t’séﬁ:g'iln s oder
g(r:nhlel §cr tqiﬁégg)‘ f E njggl d'f’xl,lsm%O J ede Erﬁ g%g{ ‘3{” emzelnen

niert unci] veranl aBt, das passende, konbl @e%ﬁﬁe? daB a,s d ) fUr

di eqd, i GREER S Mndaf ciaiSCTH SRR & JERNi S | udun 'z@'m u gae?rreﬁae-

rat i ORurihbif codAngDRS de¥ighflocEiihgtsier St el | © sidhortdar Ailw&d rdufgereiehdd Etbeu-

er st elibieih dEdnsk0B Qhe Rigtdsting of la@P;  Ver s ChiuhlsbebhiNniss BbdnfagGriat Miehen bkidth | N

j eder tigraphic opertih requirRy Ghet BseCom@b MODET t I AHtMGAST Pdal BdneStatibreR BicRetg @D &E-t Wi I d,
wenn eryptogieghickeyr (B fenblated by the génk) Mt dedengubfsswii Hie ktyplo§raphiisclionj Sttlias-

best i remting atafogcin cbmbinatibn dijth wNeoeiralenssbest | swelstgebnisdoritr jede bestimmiBSmld aer st el | e
zu konBien{Gren, um ei ne konbi - gang unt erzeBprdde s dadBysigmpgmelasamen Sther Cber -
10 ni esccessimy et enorypipd seqetetrapspgien; und erwery@ddlr denfzugelpatenemVorgang flir

dur chZey UfPeand tha, pengegret value (PV)nd konbi ni ieder den Stiiann fbiedmbesondera berbra-f Uy

j ede tisch den Vorgang abzubrechen, wenn der besti mte

Benut zerstel l e und den Steuerwert Sgseuerwert nicht palt.

an die entsprechend bestimte Benutzerstelle zu senden. 2. Eine Methode w e
in Anspruch 1, wobei jede i 5 der Stationen sowohl esne Schl Ussel er zeu-

4. Eine Methode wie in Anspruch 3, wobei die gungsfunktion (KG-) als auch
e| ne Schi | ssel Konbl nat | onsoperat ion zur Erzeugung der -

Y o VARV Y o, - ~—~ 1 s " r oA



sel benut zer funkti on und an di e Schl ssel benut - stelle dur
und wobei die Konbl P zerfunktlog %%92?%9 ien Station ge nde g “mm I“l
nati onsoperation 27 Er zeugung der I'nier- oder eine ed|

das Net zwer k hat ten Funktion f2 durchgefahrt w rd, indem zuerst eine

Schi | | squRd ehgaRsion kehtl 8k isRberwddc)das 25ncmud@aer%@uaﬁ.ywene £onbinferehede

best i NMitadaeguieinsdieh DoRtisselergébRis \6@dr b ei bendam elde komBifisrtet Rinktidh f, fir jede der

zer st elthejetsst eihzoihe NScANIZs@IGbIE kandbi M ber t r bestiminien Benutzerstellen zu erzeugen;

Schl Us sidribed wéramast, .dak passends) kormbirderiedem den Steugtwag I6)Citi diils aigegbbéne Ope-

ver schl Sdptisselergebnistin jader $tatiohides Baateen Schl asmtidneflgdéslai bestimmid cBenBeaistelle zu

dann difir deUbetragerigl 2usrstallencynd Sobeiidiever t e f Ulesa:> nerstation erzeugt

wer den amghigselurigesimgiciting(110) in jeder §tezde best i dant erz@igiont Geheigibaryagungsschilssel

Exk| usitien Gngerast windp went i Bedienetoplehl ei nes L& mitpm Steuenyert €3 fUr jede, bestimpte

ver knUpfHigarufen oprdspumy pisaRebpstiaaiem et wer den. Beputzerstplle %?'PRM%"W@ ojng kapfpr uch

3 oder 98n@ HptproPerlcksichigung deisicherbelyi ¢ 19 An%'EJ'P"Lfé’H""?" fz\ﬁbB’é‘?ug

tend i r?’aE?’ﬁ@r'“f qnn‘ﬂﬂ’ FUighien, PYAP&t o) | e al "?' °%| g”

spei chelsgh d8" P%r\}a ZUBEelIony WMo fR" di e For h‘éﬁf e| zahl
g g ., chen e

von ver 'ﬁf"feg gehe| men Tr ans- d_[ ' qospend &

Anvendugg Qe ROALsSG | e r | ede Benutzer-

Er Zeug 5&%1 ; o?.leléaBe p@%}z ber - Sot CEhE MRlnBdd W' ih | Ahsptittl & Wobdd die
ldentif dnﬂBﬁQK als duERGH SSHTifstd-Ussel s i Ry nQ&HaJaﬁHﬁ Myt @rké%&% der
- Benut Zelfe'ﬁ trflfidion (KUFS Ri€ldhs WoHhARdHe Oi © Ver gombiniorten Furk S \4Bch Vb

\_schl Us SEthkiSs8lergdHite IvBR Nder TSRIBIRRIZBEChI Ussel des erzeugten adsa‘mtfbfamayﬁgééamssens
ver schl guagshinktioh vk 8i&rPdh teinem akalr ®inNelzo Var i g hath derseritdahiisaioh, dohdimdnsTranes - 40
schl Us ssahtiohsnCerzengt-une rag ot BigeéneJuailissher ung i porschiisbelrs &k tjiedecisdiimite Benutzer-
der  ordelbbrieifunkiide usddn dizsSchilssaiheret-nr i Cc ht ungtelidi darchgetiihe rwird sibde wobei die Komigder
der St azerfoition dat aderen Sta@h@pseridet wirdir schl Us s ediibesnpsiatiomaip Erzbuguiy des serhtsinier-
Reakt i ovdereife Redienarstaion tipidasrNptawerk b8tl  ei nen ten Funktion f2 dusehaefidstwingi indegrezuprst
St euer viinet 3’ cilfissgleeugungstaaition | B cdasUs sl ( Kileri Seuetwes (C)\fir isdenbestiamie Regu-
kombi ni Natawerk. [dien karblejpragery Benwrarsiellon e nr i c heaiiglle untengem preeugiep GgheimUberira-
Gehei nt'Bibr Sehiisselbgautzerfunkiisnesy (Wi jd8Mder or t | PUGEIETINASSS 69)) W@Pﬁﬁ‘bé@'ﬂn und

gungssc‘f?f"g lg Hqn %qh gsbms in der Bedle- dann die so vprs Steuerwerte fur

\_5t euerv@{b 'U’Zugrl ff algfe s&g%'&%"ﬂ‘?ﬁe@ %F’f‘ﬁ"ﬁ“’ ORERei men
di e gef neng ar Qgt eg‘érwerf""f’h%}) ort schl | \sésel (gR) f(ljJr di e
beStI ge assen W r en ZE{;‘é nméjln §£ u Lénﬂ ( er
| denB! ftme MethoJe &‘Th Qﬂsﬁru&ei %qgr,&g Oper ;%.l £2Ha 44 S [E gm al
di e enﬁ%l%%‘nstds tais (100) spsichert, die oifd enh&ﬁ(ﬁﬂn dufstﬁ@ &d e\ﬁglr %e?—el t en,

gehei Mevieihf voh WbrsdrfiSshbh, b&he%ﬁ TRE-SC Y O s elaliplBiertiibr: Bio die Anwendung des von

Tr ans pogduschitbdmSstnai, Ui @K jod8 'BORALKNT el ner gdrUEsbugdigssidild SHBMRMSGdnBimuserder
%ugegr i &dis RMBgartip und durviR idoRinkaBorid BerHAUD! S C hirdRgRbdhiissdRrin J@RbIRbn nECEHBIMTEN
Tr ans poBdnGi2dstbIBs ChdddeiR) wérasn, Odie - seidnkesiebéren gehei nen

Tr ans poschiisshitehls sgaheién MTtagspolBeniligsaler St el | edugifit & ¥ev werschiisgiten Transport- ( KR)
m t der nakip eloernVagiarite desFdavgtschiilasels, velke0as -  deschiifasel et verlitlegehbiadeBpsictkerlog $el s;
55 schifigselt werdamt er Ver wendung ei ner Konbderat figfitienn k Versthi@sselaegseitvichisse| t en
gehei medie Bedienasstolie wantipdes der Stationepialsn g, zur (Y¥)edse vpreghilisseton Transgertschilissalaigt en
sel ( K@eaht{op rpinan z% gungsbetshlcpipAinper t r a- zusammen mit dem Steuerwert (C) und den

Gehei Isschidssel &5 'ENI’%[S‘@@F‘!!“SE?G“QS‘der Funigtiopqn fr yod f2:n  der
Verschl‘d%'@ 'I?n;slf ﬁth einen  iphetyalip ﬂg?geﬁ ei It Wf“"g &%IW@L ?ﬁgg?sgﬁg;%sz% e 4|5
EP 0 2 erzeu S um C e
G T et - T
rmi ol M.M 5 S get d % & Gt - éé# nw.gphen |

) Entschlug b ﬁlhésglmg@e rﬁﬁﬁlm Zer St eﬁ'aﬁsp hll‘f'gsglg Yilter %mer(f e'fﬁgr
Fun ti Ofnd E’r%fg distie HeF z&HfegiBhen t eNyarfahib ededt NG Jhﬁ%ﬂg%élc emel mt
dem chegehame mﬁup&tseﬁmseeu Rkl @9 bd-2 und di gehfgeshdn gehaimerdt Eltsy¥REdnISYA den
ni cht  gerhmiteve Beriezbrsteigh uritdr JushasbLigKt i on 2 () @iitCddr korMbhnior@i tFunktiEH £ ko6l

di e besder Viriante BeswHugedhlilelsl € konbi ni @ en, uisit Géro/erverdudd einer Kombinationfunk-

Gehei nmGlie sritscaijssaitpn fgahtithanlignsortschilis- ei fian §:0 biid | Wiedstieestdiungkdeis Ostzeligterd Ur

di e besssl 1(%R) omitl dorh adraeggten Gehsimibertra- Geheimlbertragungsschllissels (K), der den
Benut z egupgssthilsset (K) ardeeViyeshlisseginehséilvbr uch dewiedarhiergesielittnen  (Géheimiibdrsagngagungs-
di e konmbinierte Funktion f3 und fs flr jede funktion und Loschen der

vor Cbergehend in io besti mt esPenut zerstell e und den Steuerwert der
Ver schl Gssel ungsei nri chtung der Benut zer - an di e entsprechend

besti nmt e Benutzerstelle stelle gespeicherten Wrte.

zu senden. 6. Eine Methode wie in Anspruch 5, wobei die 8. Eine

NEt hode WI e |n Anspruch 7, vvobe| d| e Konbl natlonsfunktlon gi eine

o MYV p— - P I



e
.von den Benutzerstellen indexiert werden, die der St eu? ,’Fﬂ!anach
dem erzeugten Ge- sich einen gepei sportschl Gssejs (K m7

hei moer t ragungsscfﬁ Gssel (K) vgféﬁfgigﬁt teilen, di eisverschl Csse m””"l
gehei nen Trans- wird und die so verschl Ossel ten Steuerwerte

port 50@%@%@ K)Yhdk le‘:n Stéﬁgrwgﬁ (6 K¥fbi- Var i ant ejen Steuerwert fli¥idie §ERBhniIgte [pergnei men
Vérten %ﬁi@ uhktid® % APt schl Cs sigd jede(déddmmite Benatabridsibed: lesen;

stimt Eieu Y m{gﬁ,tcﬁ dg,e,oruEéq-béhuﬁd d6= ODER- verfar jedechestinmetb iBenutzzistelld dan dbebi@nbasi s
(205) Wakiéheden Funktion tX hdpfalls Wergdsel- €i ne Viten zGdhbimiibanragirgistchifsshle imite eler t en
(PV), chéteflkdmbinlefte Féarttionde indBBéstier stel | enSteuarvée mnilisien nicht gebeimer Wert it hode

Wi e i n ygingetnkter . Agleigr tiod) eakiviersnr der ei nzi gardié bestinmty Benelzarigllp lrombinieren, um

| dent i fgetomibitann @sheimUbiyiraguBgstunktion:danm it ei neine Kombinierinfusidiopdyfiit die premmte

Benut zelemtalid | en i ndexi ert ; Benutzerstglia 2y prapygen: él!‘% Reakt i on auf

di e AnfAbbuiel dangeforderion Gickeimithattreguegsst el | e oddP k 'a@eft?eF""§t°at? dode

ei ner Venktisohirdskisehen glob yerfleargebend i e i e APPSRt 8o s?.l ghsm"e""‘lm

Er z eugiety¥esechiprelupgspiprichiyng deyBenutzeliendung ok '%‘%Wpéquenﬁ ﬁ'ﬂ'&% WEEFPle i n

fal | sza# GQRRB'C*PFP”M‘?’& Ver schl Gssel ungsei it Konbi nation mit einem

St euervekto we ng erzeug
zeugBe s@gﬁ%&g gg% fgsr E eﬂ:f?e w:%; Ansmucgrr%ﬁv,lgre&&,e' YN ten,
ﬁi e

gehei '°"s"" °" ran schﬁ Gsseg, h$ for BRalls-
Zugri f f ”3”'10" %aerrll:u'{/kte'?"gc fssel ten gehei men Dy (F@,[)asl;n@ |l gggmsgglte&\ejed;n

unteg, \ﬁiﬁ"‘ﬁ&ﬁ&b@gme |n4ﬂmsprI&ﬁé‘%9& siehl Ossel  fER)TrangsbrivcRiis<RE i Sjbd destifie
:\.ﬁnt | kiR tih QMRP ofifth DamsAbsisi@bo0) éﬁ\@Ut zer st eenutzerstsiRiufhgXunAird.n der

drtlichg aza}(p,;oﬁc;ggm%m béhaimeRlITRINSI Clap di € verschl Gssel ten gehei men

ungsei NgorisdRiusHam spelchion, baitr jatRE PsdRbésssel t aa) Bine Mélhadesyie® IntAhegtlchyseelbr 8 wobieen;

hei men ganapsifsieh S s Natkworlz sinagarmgn it Zdig Kombinatiorf zud Eszewguaghder derhhiiere n

Vert en diddrundidie durch Iderditiation&it dercPaarer t ( C) uted Fonddioniioddyghgpfhmt wivd, indem fusist en
Benut z evoa tdeh IBemutzarstoltan iviexiene werdery die 45 Fderk3tpuarweri (EBnagh glemierzeyptan @ der
Er z eugusigseineriegehdinien Tiahspirtschlizee (KROr 2¢li e bbeimiberragynogseilissel (K) versehiigsplp
gesendetpilone dideverschiigssiton| gebeimen Trans- wird und die so verschilisselten Steuerwertepr Of en
des St enntischiisssbswerdem filert pinpre Yafgntsoh Ent sc ATtCIOR Lot ogheimen Fﬁff;é’g

gehei meffM") des Hauptsclisselg dN)rvasehilssetiner at | on SYRIP® o BAMIRSHe SEAysh-ODER-ver:
Uanspoﬁ“ldéﬁH‘F‘?’s@’é‘Fe"LP?Peé?asVé?%ﬂﬂﬂﬁ?g der Vaf“? Pﬂ‘” erden. er vver te genehnmigt wird;

ant e de@“*Hé{ﬂ 's‘(?ﬂ I“ eimen Werten (PV), | te
Oper at i §p & i z!?‘?[z ’igf !:ﬁtjer en dot é'? Methg?ff w&uf bgﬁ%‘%}%&%en
entschlgggg Eiin Im}fm hgend| nTr ansporg mgiga Elgnnfo,g & AEBN
Transpoj %{%l‘lne?stell oder. jede dS1CSlkd unt er %Er Ki$kofahd3Sderal@, IaRNEIE ARl N,
um ei nerKOiRIH ditey s Y T e e ioatr o ©
KM der tafitShhi BHN) n i t%F Vi &Hnrﬁﬁ-nu'[ zer st KphBAktiéd mB lofsi BWuervektorwert v er-

| SRRy dsdbgt; 9ehei nen Tr anspor t schl Gss@buglsa Migemiriubeitragl@gsschiissels for-
ent schl 2] g@nd,geb@mggeueﬁs geheimen ( KR) i ideler komnbi ni erten Funktion f3
konbi - Frampsmentsss Nbib)surh Destifinite @84  konmbi Zugrifit @uf den verschisselter, t gahsiten
Ver wendwit@rstiisiegetdfOndrienainied Narwerfdumk t ison f s Transportstbitisseleti®) with eertivesgghends -
f unkt i o8eraddniifiationdih@eichdardet Banliteangleldes er ze$geichemihg (s sder drilichen z¥anspblissel-
t en Gehieh,nbbesidhr diguvegsiiitdabien sgeheimender den Rrigseinricltpng (410) des verschilisseltengge- ) 292
79061  Transportschilssel teilen; 48 | || |h°'l“Pg rgnqurlfchrqsser zusa(gmen |_m|t M
S * wi edearifiapfydie nightigekaimen \Wertenflirediar t r agungem Steuerwert (K)
und denbestieuien Repuizersigflony ynjor Yenypdyags| 6k) m P““H@ﬁ? & ‘E‘ﬂ "P "zﬁ?‘ﬁi'"%sem
j ede bed¥i 'ﬁ’ﬁ?f‘fé‘a"Be?ﬂJ 5 dip §’?%T“F‘ée“zq.?"‘l!50nb| ni ergﬁgrp %@ | men \ert fUr die

die gefo erte per:

best i rmf‘?é konbl ni ert sgg"‘ f e, ob
zer st eI tzuge ‘E@ ati gung '° d teu-
endun der | erte enehmi
Benut a Jﬂgjﬁ "53? AR T unk T on 1 Blo ﬁee&m.wmgye;sg.t Gheh der
epleEEJ ?en ,Qzéh?putfd& fu ad $HTHES V&4 cﬁlﬁ%’é%hﬁﬂrﬁipon-
gespel ¢ lﬁé 8? e s ortschIUs- Ben%lﬁ&%&sx %I‘Itkle VEAEndUR)) eiRbrE VaHaHE T t
(O an dyey ﬂfsh& Wit e U und (ki) lo8s MatsBifussels KM, dérdedBheChend

best i myg beﬁﬁmﬁnzs‘ehﬁe%éténsn z@éazeam Cherte, keRiftsaNomr tohdimiétkt Trampbridchiisel di e
senden. kEiRSAisHd b OsnkddMidsbitn dehoifibrei Cd8 ST NCAKR)ait baki oMmbiRietkar Fugition f:diemtbe n
Gehei nUbphépod@ntgsis Uit i @R, komblidbried 4. Ei ne ridat trsl eVenvending s JombinatibBs-
wobei diFenkfiond @) Ningll ded Gehsimibertragungs- funktion gs zur Wiederherstellung des erzeug-
Konbi natsthilsssbpesrzeugenn  zur Er zeugung der AgrbrGgbdimihertragusgssehiissals nder den
Gehei mJber t r agungs- konmbi ni erten Funktion fs fU jade bestimte
funktion und Loschen der vorUbergeheng in Benut zerstel | e durch
Verschltssel n des or- der Verschllssel ungsainrichtung der Benut zer-
zeugten GCehsintbertragungsschlitlssels (K) stelle gespeicherten Wrte.
15 unter dam Steuervert (C) fUr die entsprechend bestimte
Benutzerstel |l e durchgaf hrt wi rd, 11 E| ne Met hode WI e |n Anspruch 10

e o M. MYV -



* portschl Ussels (KR) durchfUhrt und dann die auBer der n”rmﬂw lIlI ”“l
ei ner bestimrten Bgr entschl Gss szahl mt der Zuf :
nut zerstelle als Regitlon auf d.?h%?%gé‘ﬁ#‘g ei - Exkl us v48CDER verkn Lp :
ner Gehei mabertragungsoperation, die die An- wendung des von der
Er zeuguwigaehagdselter - 1Gehelﬁimatradahdaode Wi e igongAschjlisseCK) drid, devCStahibrwelit ¢C) flir
Zeugt en séhitlsssi (1) MitebinrSapemmegs (C) luhddegre| (K) 1 rledédedtimmad Bawéretallet2udkombigieren, esne
ungekehmickt geheimen Wert Riodib beslinmierBenutt  ei nem Stmeias wembinicrte Fdektion s Flmikde dan von
Funkt i omerétglej kqmbiniert, um eine Bestétiggags- m t bBsfigmiténf Beputersielien zucarzeugenindel t en,
gehei nmeunitionrfs 38 r arzpeganlsue | Vorgisieh \dgr Uber gehedindeombigigds Funkiion seiipjeda\restiadle wi e
in AnspW%fBW’@“enﬁw&?e'cf‘%é Funktion f» mit cher yng Beputepesteligupq pemdtguerwert (C) an die
Ver schl BS‘SE?SE?H W“'%thI“F% falis dig 9%t enbasi §n§9;eﬂ'fn% pRestiMelp ¢ Beryizerstghie,, gu

ri chtun p‘zﬁ_ l'::.ﬂf@s vg'h %B@n;ﬂ? zer st el 1%8%8e| zahl von verschl ~ssel ten,
gehei nme N sel te an rtschl sel K

port schl em P °'{°P<FS‘°“8' ‘f’}eétfﬁgungaf’ i ) °ad34'% @gﬁasoger ﬁwﬂ zur &%Egehger

St euerv qtgg Srtrég?l geg nzi gartig Bl. Aol _
konbi ni ?Jn r‘%e&r rﬁﬁfrf& EE;FB :&Ergehen: "ger Benut %‘u IIL b 35 hég Inwaés H die
Ver-  gery, &agn B&iuks- (O UM bGad nz eﬁ’ngﬁﬁbenﬁaﬁ GeERABAshEN ()
gehei m9'3teu sse s0D i el 8P BdGIrIeR (EPBF @ bitprabRdhddam
St euer - nach al ner Variante des Haupt Hebimdss SBenutzerstello dmggfumpm assen
W rd; 1y EFnSQﬁHtHdﬂ& ol in \PREFHEA; 10, wobsi die um einen erdien verschitbsdlidnSweh Qu er-

~'aef or deKb@bikdEed adri Errougung eloR kGiimisier d, di € Bodjes uad Tl led 2088t jerstailsseith
t at i one&onkadrsts durchgefiifit witd) lindsm elierkomies ver schivéss amlet adem @atbuhiisseiienRgetieiniean auf
ei nen Ebniede Fargktdneft eivich aninder Zufallszahl 20 Tr ariBmspdrischitbset die| die (eMBYreaheride be-
Ver wend i) ieti undf wdbbisdie fombinatipisfueition/er schl OstiminterBppetramstalie bt vangghilsseln.  ner
Var i ant @ (d4&y Yergthigsspin ugsar saufdlisasblo(Rd) ( KM) , aI S ei nen

Gehei mOwaghtde hjlespin dessgeheimen Trans- 18.cfine Methodenvis cdiiy| Ansrsdht th, odegdlitei nen

Tr ans poPprisch ﬁ?gf i) durchfihrt und dann die auerdem enthaltend jm; einer bestigmien Bese|

mt der® Zutaliszah], mit; das Zufaliszah Zugri f= llecpis: Repktion auf ig; EQrqrung ei-

gehei rne*r'?""'“s“"o')EF""e e St euerwert konbi ni er" GAEE "b?fg °" dis die An-

Transport s sel f r d| Bestimt en Ben ut¥¥en “"9 des 128 gungssw"e er-

Konbi \jﬁ ?P% me \M%bge%?lber ) Zer nem Ejﬁ? (Iaew
\Lrdent i f heﬁr\e‘ﬁ o

n Funktlon 3 l S er ze:%gt en
Benutzerste j?ﬂﬁﬁ,g
gef Orf@rénﬁrl\ne@%de Wuﬁ%&dﬁcﬁeﬂ Wo&?{:d@”geg” ff&n&% inHe ShliEﬁé?n Ve ussel ngsem-
hei nT bergidiig6iHg Bstérishdis 560 speRhelCBiBbRs | S Tr ansRAAG E46) LboP Bbstifitend BéhuDeSblt en
Benut - vielzahl vorMcHIBRIRAT gelislnel tiaks N Cehei JEBlsEHitREHE) TranshBhsshiBdsbIE IKRUNT €T
Ver wend pogschitksin W) bithtitedie fir jede Benuft UNist | ON Auskhnied Clie ekl CStonepioiey ghestd ge-
(KM ) desrstsimugrzailty Wad alreh (déddikationen kombinierten Fuskierd ghert en Warts. den
St.auer welst B¢nGizertelien didexiért eérdehgdibeare Qpe- 1 aRrilfony ddsrStuaiskertd &y,t unnekisulegen,
Benut zersehiisbditen z \gehefien 1Transhortsehilsdl hode wi eobi die AsferdertecOpeildion vupldeim Steuer-
| esen; (KR) nach einer Variante des Hauptschilssels wert zugelassenpirdibi nat i onsf unkti on
gs si neersehiigeskemideny di e ent schl Gssel #en gefllsidiregeforderte Opesation iideldgsen wird,

Funkt i orfied@adiepassiglie;vem 1993’ qeg §m'%‘@1 a'f KR) mit <feahiispoin des aprschiprsiteny gpheimang- 25
Reaktion auf emerEgr Transportschllssels{KR) unter Veywendung e 111

49
1111111 f3fiszall g dwep g Pod ehva( ‘m dos HapptselUssels (M),
Benut zer?St %ZQ " QF@?'@ W@g@ggﬁ[? & neﬁ ;VIV\:I %FESSP ?'e?eﬂgE'e f%ﬁ"i?ﬂ“

und
Dat enba OfO)clle N€ehitsselten. ¥ Sk .Chl |'s eItendem teuerwert

vae'tzle;g'm Qﬁné/cﬁﬁxés uﬁag‘*b sm S (QR)Tr ggge.neb@ A{ o 'f“g'u "ﬁ%e it en
schl Gss rtd%rben IISﬂen ransportsc Gssel S5 'im Riktivieteh Ub

dem Net ZAREHf1sSIIN -der g@’ﬁéﬁetbeééhbméﬁe genut zgj, i_g@nisﬂnl&ﬁﬁ %ﬁcﬂ: n‘fgée ﬁa?

zi gar t i grranbgddscHinsbeliue did WoStimmitsteBdnuil | Kat i oneAbbAeK déPyeibRertsnGeH&Mubertragungs-
Benut zerzgrsi@iieh € Bntbr AMeRduhg @ - Variadt®. Ei ne I\faﬁ;&i&d@advuzsechbm déiVoRIbEGSh iig@der
18 den, (kKWM¢de&iHabptechnssais@anei men Tr anspor t scdpbiEkerien Werte. auBer dem ent hal t end
in el nerdenbeatxe'rmrt ©) flidelie froigegdbend @wp: di € verschl I ssel ten, gehei nen

nut zer stradion dirajede Resikirita Beautdorstbliee zi-or sher U6CEE Metfiodandg or ArspriathCES @bban dieh

ei ner Vdespmnte (KM ) 1o ner Cehei mber t ricnbingtivogiaktioni @, eile e unigekehile- des
Haupt sc lieCstsehl holmer Zighspartsehliis- wer - Funktiop\des funkliondeist. von der

Er zeugu$gls &Fk mitcdesy erzpygipn GrieimUbertra-

zeugt en Cehei nt bertragungsschl Gssel (K) in in ainer zweiten Datenbasis
(605) eine Viel zahl Konbi nati on m4s ei nem Steuerwert (C) fordert; von

ni cht geheinmen Werten (PV) fU jede der mt Zugriff auf den

verschl Gssel ten, gehei men Benutzerstellen in dem Netzwerk einzigartig 15
Transportschllssel (KR) und den nicht gehei- sind und durch

Ident|f| katlonen der Benutzer- men Wert (PV) und der vor Uber gehenden

o,



i nutizerstellen geteilt wird unter Verwendung der ob die g
Operation von demgSt euer- | dengg §blpidepmen fUr- die Paq-,be de m‘ ml um |“|

25 wert zugelassen wird; len, die sich die ver schi Gssel ten gehei nmen " s
falls die geforderte Operation zugel assen wird, Transportschl Ussel teilen;
entc Binb Glathedanwie &is Agspajple 2CWeboi jeds ver sch Iaemmderstewfrerszbhlessai. @it eirge esitee N

Viér t eBtellePW) eifiddrersienc Datenbasis (800)esinegehei nmen varschilisgbent YWehtl s sebuged KR demt er
best i Metkanh videverthitsselion | geaimanntrans- Ver wendangjten verschiisigiien\Wad wnigr derment-

Var i aperschilesain) (€f ssopighept diedi@r jaderent i f i katsphifiseslier, (gpheithen Trensedriachilese! Benut -
so sEefr erenuizerstalpn indlam Newerk pins c hf Os s eldiediestiinte Benutseralplioczy vorsehligsels; f en;
hei e A9ariesdysd fodepti "mdﬁﬁt dem St eu- der zugegriffene,_ geheime

Tr ans PEAT? ¥MsiansBenpizerstelien inds: ‘I."°"‘( O, d¥mBecMethade e rI'Ier’I‘“W‘I"F 1 v ﬂrﬁd unt er
ver V\BH Fl ele%PmW rbTr aUBarde § St an dl OI’ erung er on 16
konbr (KM ent” i
Vervve ﬂ&@els 'l"?iaYﬁ' ?}%ﬁ(t i%n gs w%u 9:8' e ;@Hgf ; fon edg" di e
gene eaeerﬁerst el lun 3 g Y| ) i‘g]; "
e b Mﬁétabémbﬁsr BHSUBLe 901 CS Tt e H.H&Iﬁ% ?ir{? und
AKLI V&S r%h SHointdh -Waloh (V) flir jede der mit Zugriff auf den verschillsselten, geheimen

f or deBbRBolsitA HBRAT NoBESHK Sk M& | 0g; anCRRkpoRRRIISLERAPIR den nicht gehei-
Gehei gihd GRS B8O IdBdiRkaEINoh FSCBon falmehn Welt @G MuRdldef NoldB&§enbiRidn

’ n n, I n I -
gehei sitien indeNisikde Abbr uch der gefspeictRiung Nin GRdR EBrNBIRAT VéraBIuSgs

' sthi | dis Eedigrér)slle dasnjdtb elacstiidhén ) und dengseindditung (F10)0Nder ibestimatish Benaehen der
\vorl b 8saktdncantieigpa-Ermiguhgshefatitainoul\er t  ( PV)zertelle flea dhsdnaaténi, Rerbahlisselton ge-

spei c Feitszhe rin \Idrert WersdBiisreluagssisdchbiuhge keonbi niheimen \iirandportsnhileselse(KRp rhsammean er t e

FunKI e Gelieimibbrtragiingss¢hiissel (rbreeuBenut zer -  niti0denEBaweridrt (G dwl der dombinigles pr uch

18, wdéreiZugiiffe zut wrpchilssgitany zgehejwen und Funktion fs;

Konbi meapsreteshiiaseln (Kh) durghpbestimmyie Beynyek ehr tPelfing ek Stoperwertsy (Ck umfaszdegen. 1 6 f ~r

j ede Puzarstalien geteiliyejrd uster ¥eryvesdungeler Funkt on P otip eefordeste Oppsatinn:vor dem Sitque-und den

St eueHﬂE‘I’"fa“ ﬂaﬁ"’d’aé’eé'ﬁ’t Repriesieind #pest r"‘I‘?ﬁtz'ége'aﬁéI’rUI' erstelle zu

Reven I"c 'F’I ? Yféséwussi“e” FeeBmeny pour I éa"e fgrtey Qparatipn F‘IQP'E% B'FF din-

ssel-

VI}E fd’l cl.' sgesperrg
transﬁgé Jﬂ‘ 0 ! nekorrbr natr 3o Varie S der
\16seay aﬁm é‘rag rﬁﬂ e st regersg ) aur%r Chis Qiaﬁ 055 fr

uztrdi n, ema her Qﬁra
der Gﬁ eiu fdn r@éﬁ&ﬁgsﬁ&\%&ﬁc‘ﬁﬁgse( K) un-  grwert (C),EI higtt b%tﬂ%%ﬂ%ﬂﬂﬂ' que
(110) yftéH VeaBiahg ded Vatafte (k) FoLUET VEr t goChorib ..randrsﬁma&srs RombRioRSunter
Mani eHeuptsehifssl\ &M drtschlBésbit wirse (KM et  dagfveRdihg Bihér ii@mbiRatisiRfubidich G5 sl t
Wi rd, dernStéuerver (O)Iftir disSGenehrfigie DperaPOls Chaowigdethodtdiunh U84 Peugidh GehditMest €N
ver scmrﬂe.s;adret issstinvts BerdtitreSteldptlBen  der tragungssPilissets (Kp ufid AKtivieids derUdge-
kesul wad; de cll cryptogra- den ersten venaddbiSateinubsrrabngsiuaiibe andbam
phi gquéerespudgteGehaimlipertimguagsenyiiissesKat i on de fdlla ni cht gehai non Wert (PV) far
di e badtdementschilisselten, gehpimiendrapeportune st at iAbbru@ndsr peforderten Geheiraiibertragungs- ou 26

51 schilissel (KR), dem StgyerweriXGpurgodeRn 40 funktion und L&schen deg Yorlibergehend ge-| A | | )
I i I“Shtlgfh"’"“‘CWe’tL(PV) for ledSbes“I““%t re de rsaerisrartqnéﬂqm une station ext er| eure

‘P%&I‘I‘I! umcHin a une instruc- a rs, Sous
ordreE P§°%'F‘9‘fﬁ %e"“ °" t | on fP qthode ‘”t?n'é Fp’“aqhdét r_r?%d'gK) dans
son gdl u.les rdsul igatigstunktion g | ?I"IaI‘"I‘
cryptg ég) und 'Ig; é'éldﬁ Eﬂﬁeo c"Isﬁs c 9 o, Fnidion & % r I[a gt

r aphi une conposan e aldatoire

thdor d bes’“mmte acao’dag'iJ aux E sdlgé‘ B'Lr'ansport Sscrbtes

parti cuI | re & | a transm ssion, une CoyPRBAour la conthlinid deASRiskisRliPour | es
St afgl BRE Mélnbd WLk iARDRuCK 87 \@bbiadl S &€ | @ &inbliolR rbdsMRSE kB daRd Gn SOI
ddsi gRéifitsnafishsopetationS 3  Erzdug@igt ider Cat i ON R&¥Ysu de>KatBhb dant Rlyhidh Bifaque station

I Ndi Vkdinbiiereimeubktion & duregerliiWirddidO S tpalentidiiinehit! dobpérerte! domBend @l ifsS ,

car ac tiehi ierGGesimUiLriauingssoNllssal IK)uRe a UNe tallation cryptoghabhlaué {11 @) Rili Badebre de

| ' i nstealdératStenerwert (Q) il geckmisiimmts B84 r UCt i ON nthniigl OB BB cl§Ikdesep(EM) dodaans | a
lo nejzecstetie vhrachiisselti wird, dmesiteni e |ses cl ileuee pour chaque Staadmigsion derré tune ce pour
et abl Ften yerechilisseitenTWedi zynerzeugenpiet  secr et asirecdsnstalibrise wsréultR) depiicrypitagea-

st at i ©¢fs egies vetsehilissplten Warlsunteroenc ont r 81 dahigwet pst foume Rowri ehaque station [dedait r i ces
ddsi gRie gehaimen Weit SBY)fUn ¢je bastimaya s ddsi gidiee Ree unsstationogmetirico-ausest fune qu

dnettrice dmet de la c14 maltresse; le resultat de cld cryptographi que
pour chaque conbi nant dangsgl 'installation cryptographi- station
desi gnee, accede a |la val our de corn- 15 quo de la station enettrice |les
cls de trans- nande (C) comrune au systene pour |' opdra- port

secretes ddchiffrdes (KR) avec la cld cryp- tion autoridse pour chacune des
statrons pour _ tographr que produrte (K) pour donner ‘une fonc- Ia

o r

o e o,



< tallation cryptographi que (110) dans chaque ' (K) avec
comande (C) pour ation est agaree. squ’ une instr t|o EE T]b i j
chaque station uti I%}isat rice dds%gneo p%’hlrmpro- foncti onnement l l’ " I" l"’
pour effectuer une duire une fonction conbinde f2 ; et opdration
ddsi gndautomcrpaitebu uhdcstdtied bxasriburd ar - conquel produtsantt dnaiponbeel uhedingtiub-ons
conbi nae paile, soas lesrdridies 'ut patdeds ayptali SCr et entuntd'énadsion, ws ick taiéatpientK) dans sén2 pour
chaque giphigiedcommuin|au sésbau, e rigaisisglade et  pr pstallationnayrpitagueehiget (110 en taot he
oper at i dés eryptographiques péun g alrapemissit®e conmandelé arvbtographiqed .on utili satrice noins
qu' el | eayas up@campogsniecisatgird théorigemant de8 30  acefdant G 66 dp rEaiperh egites
c omman dearticyirepdy g drappeissign (ups camposaleendi cat i W"@Ps {8h Poyrolgs stations  yiligsEicery
sol on | 4¢ vadaniardei 12 e mafyesse parigyiers saifyel dés'gP %‘P%r‘é'{'ﬁaﬂ 'i%ﬁ'eﬁﬁmpﬂlgﬂgﬁ)n
pour pr ¥ satiens individyellement soj é"?f"‘a‘ﬂ"!eon a a

‘fonct ol??"w 6? pe hi ff ?““[5" "8??‘ '
uggcfijn (?%?Z:, ppeé igE'I"sdo c(ra; tColgr ; ﬁ( l(':Irfes
sation cr& i |o ' '2" "@e cld co E#& s

transpo §égcﬂre mgtm s par egﬂ%

?a%t E\ ﬁan
i ee on
frdes (SREma Jol i Satrice a:él'ﬁbman déﬁ@‘?‘mgalléﬁlﬁ d?wgﬁapms
stati Onﬁatﬁﬁ ég%@é rﬂ:&d@hﬁ@valeur de e 18t dags §PrUSkon éfiftetbd ©Bs S trans-
CONMDi NaghandB (EIRbRmbR Y sy Mol fiobdraat i on dep&{ Sdciios BschifirsbIRBY aveSRRIRAP!
~Produi rnlzatofisds Ghir GRact @i Miorls po@St 1 0N Egldbhidue HRLiI®AIFPRurosheléhelfonaut 1 €
' gt at i ONia trafefiidsion HeHicuidrd, embinke1asledhi T f 1 ant tish cdwinéb ) @Bur\chaqae sRaticlaitikead-
(U5t at | ONdes@imma®ACPaEE lo| résultal € 86 cam-une ce désigndédgmmando (C) pour chaque
st at i onmu, iol i chavjue irdseltet decliindividieldet S on de disaht [feo Maleur ader chredande K@ Spour
ddsi gndentrgioa J'élablisseoeolr dg résiltdtadecicd cr ypt ogiepératidnaduiodsée npatr ¢haguetstatioreatili-
r est ant eosbiag approplié Jafoehaque statihilejlae pr odui saicpidfsignte pnsui te on sounettant a
ti ons draire PPyr dctranermissitn, ¢t idensdaquelding-esul t at de combinant la giiecryringraphigye produite
OU- EXCLEei3fien coygtograghisng $118k densnelieal® est  pr off)i vedidn ¥aleuy der eammsndes &)veays e
45  cofifamas 29pnese. lersauiune inglauctippde | @& v o Shpaue gfatiop utilisatrice, désigade; pouy, Poy
fonct i oﬂ“‘i!lmlﬁ‘ﬁ‘i“ ‘\tgﬁlaPﬂﬁ‘ﬁecP@“’cqﬁect‘@bH’}?ando pouF““’@H’ﬁ%’]neuam %ﬂ"lbﬁ‘ﬁe Tﬂt' A |m%at %I ce

SE'[IOH

d p2pea 5“"%’ %‘g
al m f2 tilisatric

SO' on ! '3 tP P:]ugg un Bl :gh&g juel 51a \‘E eur gzagzm lgsta é@%ﬂ(ﬁﬁlce

\_3 ou | amglf??’l e ne nd§ alg élrt' GRS Ve Uggs cation
4, conp une $t%ti dh ndes renant une pluralitd
de clds * ut| I | sat ri ce ddsignds on,, rgp,ggbg%e,gn haafe%&’@da%:;td’aﬁ@@%[
secr gl eﬁmséas fs&lérﬁﬁ%eddﬁﬁu&tﬁ% GasNagibe HogdRfonOBS! learhbiftido ﬁ;&l&t QeduRe I que
ndoessi §oNdhadue Mo alef id fosalnb| fortil | NAdexbemetdR Corklire 1,060 bifdciude en chiffrant

" uti | i garhibsioh ddeid RGP otl ik GO iR Gsle pr edels tefpographifie priGiteS (KR isbNiSs

ut i | i sasatiorc@Belé (KOE), Rkt de clé comié | a St at oares BT LS 06 Traport sotfdtes aléamn avec
b.Lans poétant 8@ Ipht 1@ Sonctioh HBmidden dbtaide chi f fr déées (KBTpour chatje statitn Qitillsatted dési-
comrandtune ks pdire e Gtations St ttansmiz avsr | ant S  d@ndeasticdads leqdel 'opération de combinaiecbs &
| a cl e prepre foactiop diutlisstion detléeihirflonct r esse; son pour produire la fonction combinée f2 est

fr He et tidnad'ufitibation docrld denl'avtepidtioni sait  deins Peffestuée an chifirantodiaborr o yaleurgjdaine
tell o stngt steian garvpuse poyrgle| rgear # ey pt ogr apRIMYTRIAS 0 oW ghagpe statiepeutifisalice 27
53 fonction d'émission qercié) poun je réspgu, fgs désignée sous les ordtes de la clé cryptograc
111112118%teps utiisafripgs, rpstirtos ay 'I‘t deg; don r anspor t p@'@@r%‘i"@""g‘m ?tfef‘%’ée 8’? srupettant? de | a
| es i de?ﬂ"?f’“ﬁ'é??tl%ﬁig '°I tat d8i%%ns ut i | MELIPFE g% (O
et des w{) ta'on aeé}efJ nedg; bi ﬁ anfie a| | c iffrées avec les valeurs

ddchi f fga:@&*farsm's; ;@g?w' UASPSsccr bt es JEAH b i, e ieis

ire S. . .
|"insta Fatpiaon c to ra- consulttes en utl sant la variants de la cli

Phi que pR6sak Setorfl 3 rL@n&f&h&Ué ddfs 1IBQUBTTBNAO" RO BocsdsBelon larF@Jeﬁcﬁc%t?o%% outEiofunlil NEr

Si | " OPEHagile' ol W&eﬁ%qlﬁ%‘ﬂoh 50 catiof ATEYmipAAAnt,! &1 ANBBPE6n i Ol re
produi t nsse Brof)xbmpBhahtuny Blufdig déiéléé?d%mmndo utilisatrice désignée en répons8\4a& dérfandé| S de
t I ans POfdnsoRCdebib®S chiMSd3i Unloliddes ciiaud * Oper at iq@Re GESFRIRA t AypisgtapRigileOhdctdsant | €
pour pr astieh ufisaticd &t MAGsbOpar GesTlabmiee f S pounutiiadn dd lenesptsieaphigueChrbduiie

t r anspocdtiorsedes hitations utilisatricesh &8 0KE dbes St at | parsla tatidni dneditri¢eC@s catlibinaigohc®se

chi f f r oteneportu sedcritesa biffréese étaalr ichiffites des | adi uee waletr dek@mmandeonbi nant |la cli de
t r ansposdus desordigsed'¢he-varientet declg S, mdta conbi nai Jeerdsl@ lh glé gleltragsport seoride chif-
chifirtwessasec | adito fonction conbinto fs f[éaustlpmémoriseationiereportise [dafs lfinse ( KR)
avec | a f dn¥ationperveuse d'ung ielie alefor apel c| | cr y fllalign siypipgferbique lepdls (34Q). de ceti;
utilisant une fonction de corn: lisant | a val eur de conmmando pour

| " optra- binaison gi pour recuperer lbga clt cryptographi- tion autoriste
pour chaque station utilisatrice quo produite (K), |a conbinaison de la clt
IS desi gneo; cryptographique rtcuptrte (K) avec |a val eur

pour chaque station utilisatrice dtsignte, de commando (C) pour produire
une fonctlon conblnant Ia Clt cryptographlque prodU|te

T T ) Y .Y o o o o o



-

t empor ai renent ntnoriseos dans |'installation cryptographi quH, Uu'ﬂﬂuﬁmn
utilisatrice. 53 & Procedt Eﬁb??zt&: g£vendi cati on g dans ”"I
conbi nai son pour produire la fonctron corn- K> I§400edd selona”

revendi cation 5, dans | equal binto f3 est effect uoe en chiflrant le
nonbr ¢iélda trérspuit secrte QRGO SThSI udi 3G g9 oOet Igsndontificaidhs pour les 3tationd lutiiditades € ( RN)
Sous ha@sur 66 chimitandke(C) 6t des fondliensicaver se de |ddsigndescit 1 on f 1.

t ranspinéds fis@dx; bt e dt chi ffreo pour chaque st déchiffront lest s dantranispet sbedtegnt e. 7.

Pr oct de s edrifieationa dane Viostellatimntanpieg@;  dans | equsubées len cptitisanit latviadantecdmigeeié e, dans
une prpkigdejecale, de la val@r dPcamreaide paut ons | a r enaltregdecat i on 7 ou | a revendi -

banqu détermingosi {deésatiorp daandgrast aair al i tt de ceambinant3le nerahre lfafpire quiedit| oquol

| a corfs ReaFetio Malguh de commandege transport sedVetlesclieifiefimpspert sagrtfag Gédifiges h o

duire |as'1'en¢tat-%¢9"@méa gsbautprisiends * of f ect u’eer e?f’ugw Qrwe" G‘e“bé’léét BYHE

utili & Ffr°&9§t ?Pah' °rt sp°“ so ffI rant Y P%déa'angga ndo
(0 s&% Pi cati g'a"t 'a °'é det' dres de
la cl imafp '8§g'% q& 55 es de st dd?ﬁa fg zrgfms‘b"f)grfggeant une
du tec§ més S a ftorawowut ant U“e%{Eﬁs o °' bl 15554 D1 @
(KR, phnisond , boup @1 6 eryptbhpn O EXCLUS, a%éyeaﬂ.ﬁ% &m

transpy tpmgg; &?ﬁbl iloh&R B agtt £hi T rdeGsne ai nsi es avoc

| es valypiraoniyad r&e&te%t@ aRBUSvdige ordres d' piue cNARld alfioh lﬁ.lﬁtar&e d@s.dn@e cit
pour  gBAsHRandb &) ol prbduire SRS fohdlien dt Si gNOGombdnt @ SEE dryitdyraBiliqued pldduitine

* §€CoNdaythehiifted Jﬁlad@ﬁ\ﬂérﬁ&n(dg @5dnc- une pl uravdd fatvalel® de abaméride B0 R valedrthon Pr oct dt

\_ssel on tibr ushbire &) edpgarontbat memunsasli - Secr ababis (U 1o Slaipd Catiligatrict algsignést at i on

uti| i sBsiladmction @bmicis ¥ mém&iséceatnar emant gourgidduies unadonpion eabinéeifcgoudians | e

I es eadtpnetion id'atitherttitimtiqnafs sore Sgalebe Peut - d' stetiorsutifisatriondésigndei; et ri ce desi gnt e,
on r eftuisatien fde d'apéraiios comtogrebhiqus dst at i ons ut i transmetiaptda donction combinée fs bt f a
demandhandfe;sieonopt r at i on crypt ogr aphi que |rewsthequs statiencytiientrice désignémallae tell e
stat i on Vinterruptien cdes Eopfratian ervmiegraphis at i on devaleyr de commanda 8qp sisfion uiisayisai sant
en r appriswandée \op d'offagerpent des ypleurs 25 fi§gjonse GQIWFE%'"%I’ I a st at | on

t met t fqMperakenhmimoriseps dans; linstgliation, non‘ghe al 1? toir @&

nai soﬁ’yﬁ'\‘?%rep"tﬂ‘l% ?/ﬁls[?[‘ﬂ" l\9"sﬂt5°"con’m31ndo é %e g’%ﬁ‘

uel
_ chs de tran rt secrAte Chl ?@@Fﬂhﬁg ?:g nsport
; ocedé selon la rev atlo ans eq er% é en ¢ nt Ie n
il A S B B

at i ons u rsatt i que
| ocal e aces dtS|gntes on ut||| ﬁ hst |fe|ca| S Ci
de trmmréeuoﬁweeéne.caﬂah bf 4R 1e8banSi QqUO pour es ‘paires de stations

uti i $fdqhs GREonD@hseRe, b3 unY Brdiidre de comtaﬂst@dé Selon ¥ re¢lRdicdiONE b 1B RsvertaP! N-
geant phijie 86 G6hnél @obRIBRAKit ¥8 ekt €% Chi fdafidnes dans lequdd iid \@RBinkison Pour§ geb-

t r ans i ¥@spdit SRRtes lchifk@ed Whighiésd ciAN ac Ct darduirdt Id¥oréfdnCidmBinébOR eStasioctiss onPOUT
‘eet t Igud Pairel @Sstatiod iitilisaficel ddnk SetsF | ces dt schiframeBabon ek valelns @8 commande (¢)a

viri f isesmt étondesiées| par Wab ddentifidatiossoderands 28 sous 6Sordres de la cié cryptographifie fbo-292
790BL1 paires de stations utilisatrices partage@nt une 1 duite (K] &tlehsyitp |oh [spynjeftant pjlungfolx- L M
S * polér del-teespert 1secréte | (KR), dgseelést don #enandide QUSEXCLUSIF les valown <lalcommendgour | es
stati (b’ﬂ@ﬁpm i Sefrates rqhiffedes gant -chilfifedr | ade padinsughiffrdes| avec lpg valelrs den easréipsinde;
gndes SeHs lem e dte yaganie (KM deda ¢ikvL) de IR&’”’cﬂh@l“Q stafjon yllisgtege d§pigderandde est
aut or medesse| (KM) et, dans upg,secpnde banqu) dech| ff rrent de la cli de transport
sscr bt d°"“é°s (205)’ une P'F’§ fle yaleurs 'éur de 8\!ﬁ'°°6‘h‘|5 de? ¢Ryendy

til 8%? N 2

o g e e el 1 co@t fi }"a%m Lkl A
desi gneq, f?on sreR:QtEQ ha%ﬁ& ﬁéﬁangﬁ":h' ffrd @éé%&n % illsHd la?é’cléryptg pragi,P”b I nant
les clGausét, SrE Z‘ {]&ﬁctﬁﬁ’”b' nde f e%ﬁ':dee' Hl§§t§ﬁon%&§ﬁrf§35§i

COM  gémissiot 4 b t(ﬁi)) EQen | BsoCl i Gloilit R6E ARILBHS ob thaaY 98 pour

r ecur)errsenan&acrfd@raeﬁ.mt ographi - produi t epdolls £la B o ¥R Bc:B8 chiRMande

(O quo ReqeM iR, clds eC PiRBioRadesBis e | & Cifbo QRN Ba méinbtisatidh YWmpoRisldghsSt at i on
uti|i smtmses pardghes paddospsiiibnsgitigabi que ( K) mrdanbee eptayvaphiqledocar! (£10§ déiR

pr oduices désigaédsosic Liilisdnt Ge3nibéntifiatidns pour Chaé decranspon dsrdfd ohifedo alnsi qé@bieldr non
Secr etpeurpeslpairbfide stations qtilisatédeaiparer Ussi | | Sataliurcd cdemarga (@) et destfonstiohd tani

uti | i gednt les dégidestragspext sqpcitas chifféelsi r e une bindes fa et & rtransmiset & aartir deda Stativot | on

conbi neeactédaptoawx valewrs tnow secidtesundvent i f i catémefiices, | a conpar ai son chaque
st at i das atipns) Willselricescdégigadey se atilisant | aval our did vétificrtion e 1 valews v comymande
tenporai renent 15 de commando (C) & la station utilisatrice ddsi-
nmdnori sde avec | a fonction d' aut hengg fication gnde correspondante. t4

et, si une telle fonction conbines ndnori- sde 14 et une tolle fonction

d' authentification 4s 14. Procedd selon |a revendication 13, dans | equel
sont 6gales, |"'autorisation de |'operation crypto- | " operation de
conblnalson “pour prodU|re Ia graphlque denandde ; Sinon, 20

S o, 4 " M. T o



« | a ¢onbi nai son pour produire la fonction coin- n chiffrant

une tolle prem ere yal our binde f sect ude on ren nt ,ﬂ"m Hu u
chiffrde sous |es o%dres de |l a (:Elfp%%%ttraénsport combi n~ gékt?)” ll ,
al datoire (RN) et secrbte ddchiffrde pour la station utili satri ce

dans | ospue bétbriinbO BiCobéatiof Qieferitids B&i SON g3 disultiées pour O staBishp QBKtaAdes .dsgl | que

| e chi fdutcrsgsiphr whe taN® UL dedofhitdande;e ( RN) GiBeS Gkl Stillsah® lDVaklards (1K) dalacdiee de

t ransport siskvpéretios demarmise stoaetiéBesel on | a r ewtrade gaM)i;on 13 ou | a reven-

ddchi f f dédisfiréd@R)t detla @lésdd transport seodiei SSi on a uriieant la valelr clat copmalide, (G)opvpr enant
en out rehjfiréeuenmutilisant) urfeovagianteo (KMNUIEEMCL US| F  d Uopératidor autorisée apowi ghaque station utili-

d' une setiémalyassat(KM) &agombineisan-dsi lggBe, on reme‘éméﬂrd avec | e nonbre

al dat oi fediransport secréte déchifirée avec ladoriciondemande d' (pABDbiOASE fetdiés rﬂectrayiﬂ% FeapIPE que

35 conttnga; 3 an Atiisant upg fonstigm do gem-de | a m géchiffispy g%ﬂ* cicryptegsaphiger sel on
| a reveritfenss o "felpéﬁé'ﬂyélca' @rPP'“ "'tE i) '?se"a afP qeaFOS't“gggedﬁ)
emet t ri U REuite, la combipal cd‘hbl na |

a(E g pour
conbi naﬁ"g%‘f? :% ré ‘I'Pg"é?a?" ‘b ‘ﬁq e”édtrrande i H g‘i’\:{%% E%]o Aoy cha-
I acces tlllsatl'l Sg;%lé 'H) §r8 el chi }c_ clio com née% p |
te”por a# c? by ﬂfp S€! on @haﬁ@e"sﬁﬂ ahr% d . Sl 3a Jaride
40 ﬁa?'r%}. f e\é%ﬂééf ﬂp |m‘ﬂ 0) Le la d & Léthmhdnbo AfibedfSer Ve
une anﬂélﬁorﬂ%‘e B1a fonction d'auth |h m?uat rrce r%e%@é?spcgﬁa @ e transport
SO- neeg ot, 2 e LRBHRARRRIMBIHAE nighigfi-al it d de cles de crete chiffreo (KR
ANSi 048 108 uheltelioRdibn FRutIcRBIORIBRLT SOCT AL PRcsBishibl BeSerddRlonUB] dEHERqRI
Uommndsbn(ﬁhleﬁl'atﬂﬁsdﬂ&l denapération crgerDi nes f SrapRagdanNge dafibifalsat ipbiit Sproduire Ia
ut i | i sagraphies demanddadeiches | @ ver i fonctidh iconbirde f pouk eHaguér statien aiimande
par des i diewetrugtiorc ab i lopdsatide Tryptoglapldns ut i | | savicei désignée e$beffete @O thiffrant la
det er mi quer demandéeogic 'eliaceovantddesavatkuies | es cl eslé deyptogmphique rprodgiteciKe s@s lasherf f r des
(KR) temporgiomentnégwiisdere par | adi te val our due dedanaewisie cenmandecl) péur dos
sous |l es ordres d'une variants si smﬁmpdmlmcendéfmmmreesmame
aut orlit S@'ecéd¢ gelc(nﬂmeyery@aﬂoa 10, dansequelr e g% e ( me’ produire une premiére valeur chiffrée et
ddchi ff'P§ﬂ‘E'i’|‘Ea'sﬂ'é Pous @rogidreda fonefian £omm s nor ¢ sé’éﬁ“’? on ghiftiqni uney fplle; é'iev‘@[?s\?'eﬂé
chaque fiege g Figge en rendat laoncligng o (KR) ghffreq pqup é;ir?fd’eﬁrf’é I3 5l¢ dg fyensp Ir'K
produi sSAPI %ﬁ éF% b? a‘éﬁﬁﬁe fnﬁ‘% ruct i on secifip dechiirée pouy Ja siatign fisalri

=

/KM, | “ue m ? br |r %’é feEfondatieyat oi re dans son |ns-

cle de EE@EE it VRG] Lehite 5ve o o i :5bd RS 0 U 0"
RY B ensuite 14 SIS S i n~e"t Sogtn m

togr EXCLUSIF du nombre aléatoire d'une statuon utll ride e?nar@ ontd'€

foncti Oéhnfﬁ’@avﬁé’mb:ﬂﬁb WHoids acctdant aux cl gg, &H?nahéeadlﬁng%éraﬁ% E&Sl drabhique

pour recupdrer la cle cryptographi qugs produé&gm@hﬁtﬁ,ga{.&e& Qq,‘ércd,@o':g,agﬁ,at i ons

ut i | i19.akrbdéas Seléhas revendeBrion @b, dansabudl | Sat i on qgke (K) ' privtiteApdr O saliohPérRdticP B que

goees el fdattioh ids @brabitaisbitl gést irieGarictidhn POUr  deortbMalsrbavelGdtaIBe @b cohmdhEs ;

st at i oniaversbidk ilssfarctiondtes ; I'accds 2 la clé deltrahgpbre bdctlitd thitn de
‘operation cryptographi- ddchiffrant | es &éelst laenéinbisatiqacerhposairs rderscins-

quo dan@redé seltn lb'rephdicationsd idargdequelal eur s 2 Gallation iyptographique (710) de la sfeor) 292

790 B1 chaque station conserve une banggg de don- 1 ||| 1 gtiigatrice |dgsignge 1'9.9 ¢lé> dep tranaportesee nt

nt mor i shées, (500) comprenant une pluralité de clés de | a ci prétgrgmﬁ[ég K inshgee fJa valoysdd es
or dr es 'REsRoY sfa-ﬁtsarchﬂr&ée&d%wwez pour | §omypande afP?‘@%‘b@é‘bE'éﬂ bi | a
revendi ‘E‘V‘%ﬁ’e q%"’t'°ﬂ%1f'l isat indexdes ut| | i sat [ |'%éé’ﬂ%?§ F%‘Eﬁ“?% une
preni e- pal' g4 est s‘ ' pé’t \9&'?“6\9?9

pid
ch| ffre ?ﬁ"? ﬁ?cs% :g%sé va- |nv8?t§'ét° mande ;
QT:E} ilﬁrg rj.-es Y826V 8r es de Igé\fﬁl'ﬁg T °5 X o gour | a
chifire ra
Stat'on U‘ié J&eﬁ?e&a Yo safigpcedt sel ?e s tu
I equol produi antg% eréB&Hé Qrz}auﬁngﬁlcwﬁe 3 cond fe 14 éeﬂ‘lfé %ﬁaé 'Ig)n
conser V@ém&%bﬂsudj%bw &iEofré Bans son ins- reo, gty an%
val eur ﬁlﬂhénfcfrﬂﬁbgﬂaﬁl&lléeen%t Q& 85p-( 600) ,  URRctih b6 déB?s IéuF de commaﬁ-o us
| es ordlbgsphd,e kd:cit de transport secrbte deed ﬁtmghap@,gtfons@ﬁr {cE@bifeitbd § €0S
(KR) uni qe&#dant auxlBés dé alansbbrt eergtsdur | a St péur ASdupdtor lal cRdryplogRpKIQUS IpBaaie;
chaque ¢nitirdoe pdar ®b adtationss utlisatrices dési-i Ces danst llatorisaonadd 'Opératioel ery@efaphiaiio des
I dent i f gnéest enoutifisackd'identifidfion puuoog tilessol on | adémanddedisinad, i on 17 ou | a reven-
pai r es #atiosstulitisaticas iutili satrices. partageant Uimesrruption dieckupération 1dyptagapliir onant
en outre déchiffrapeles clép de denspprtipeitest socr bt aue Idersandée st deffatamments dex wvaleurs
d' une station utilisatrico dtsignte, on rtponse socretes chiffreos etant
chiffreos sous les or- 5 a |la donggde d' une operation cryptographi que
dres d'une variante (KM) de la cit nmaltresse nt cessi t ant
|"utilisation de la cit cryptographi- (KM, et
gquo (K) produite par la station enettrice en dans une seconde banque de
donntes conblnalson ~avoc une val eur de connande J>

VALY Y o I T oy 7 ™~y A - .



t ogr aphi que (K); la vtrification de——
| a val our de com"rgfwdo accedant e transport cret
pour dtterm ner si |'operati onE%g)r?g%zg‘?)thl ffrtes (KRfé&partﬂwuL"mu"”ﬁmm,

stations utii- ost autoriste par cette valour de conmande; Satvi dess
dt si gren@eraireddentihdnhdriséeet | es i dentifica- 180 cryp®iraphiqap @K)asbusOws ciarsaadt e est
autoriste, le tions pour |es paires de stiatvaleunsdeutdnimande KC)Cprar la station
dt ct6. fPfacéidesnalon Baeveadication tHedans nwport s ecrutilisatrigendésignfegatr fdragigirectng pregids-
t r ans rojonctignedsr aombigaignigh est une fopdiod f r eo Nt e valewr hifiée)encohiffcant Ik ipwenitre vine va-
f rt osinverse de la fonctuon fs. 5 leur chiffrée sous lesy greyag de lakueleyr 98 | a ci t
mal t resse corn- acctdant aux vaI-’@El’?‘Q (R¥nposie der aiptien uiisglyice dési-
bi n¥r §Eﬂ?é‘3es°|°& 'Q:Tel’e"ﬂ'éat'f"? andspd leﬂ”% ecret e dl" P?“f pre ynassecandy valgys chif-
utili §Eﬁql‘? Station %@ﬁ gans ugp ppMitre 35 5’ G'E"tl'%ts%'l'd@dﬁ"e'dfé’h'(‘f ﬁ1mndo
(C), IPanape g%\?‘ﬂ" F g ‘3(“@"'55? F'S? {gour oﬁ ' f‘l on
socr eC IR ¥ .g ' Faﬂﬁa i e R dhoee.
nte f S dlids ﬁﬁ& 1Ot de cogpi [P Bl bl .La%@& o SFefid 0°
trans Qdeeti |I|satnoes ol tcuper Sicatidh
Consmcfétdgstra%bo” berdrs; 383 clgsehe éﬁép@ﬁ"t e (KM )g s{aﬁon utllls i H&l ) en %ponse
aut Qbdrsiéy erfitised Bta &ﬂﬁé’e@fsbl%r\eé?srypt 8' City H% brhérids §%n tion crypto raphiqu
dres AP DARME (KMPITBE 1AL & matrésddn, | | samécésatawﬁ*uﬁua.o Qe &0 }h) pour
“integmugti on de | ' operation cryptographjue (k) pduitelpaOR gm,preh,g{t@emur
: Qhaque Sdafd iufé) seidohdd banque Qe CdodBBRNAOE et domBihdisdh &V Lined Rffeul Ab Ruimaridt I'i ce
\_Adt si gneos), une pluralité de valeurs non secrétes (C); tonpor ai renment nenori seos.
conbi R tunibpaes @i dhaque sfatianqitsaticegdeas pradui t e ( Kecia\ieta diéadecirdnsgbet secrdia ThiGr t
secr etfieerédeayhet fidexdes paries idéh@ificaingct dt selfdn (KB) etdw ealelr oot serdtd V) dblas
| oqueldeg s@lpns tisatigdseur de conmmando (C) etmémprigatiore Usmporaire darisa lipgalisionon de
conbi nai's gistiggseweyse gu shaumislig atiomon secr biryptogrpliquedBit0) dé lagsiation vidisatiss
uti | i PEdyisant, “en jrippeses @ @Ee |ipstpliaRt | on Us.dégignéade japifds tigesert preditpahifideunc
f onct 9GRISEiGHYN Nombre alfatoirpians SRdRFre Bt at | JFNTNisY (KBLAins| aug detla Valgyr do comy-
50 tr E‘Wgﬂ"%’g)?’a’fhé‘”? gh i R ol nte fr dB‘ﬁ‘F'e @r’ua éa@'["ﬁ?'l ‘Eﬂ’f‘bl??? Fl-sat rice
dt si g

| our de commando (O & | - gnte
corres X (& 'g 051 )a re‘g R pr '7\° : TENE ]
" opt ra &thé Ewpm? Jﬁﬁgégs B@f@r%{“ re Toy as.?‘%;%;ﬂo;?ﬁ? %&: Ilfi’;‘é%,%

effe po%nnl s utilisatrices déchiffrement de la clé de transport secréte
partageant les clés de transport secrétes chif- chiffrée mémorisée (KR) en utilisant une va-
frées ; rianto (KM') de la clé maftresse (KM), la com-
accédant aux valeurs non secrdtes (PV) binaison de la clé de transport secrdte déchif-
pour les stations utilisatrices désignées, en uti- 35 frée (KR) avec la valeur de commande (C), ia
A lisant les identifications pour de telles stations valeur non secréte (PV) et la fonction combi-
(- utilisatrices désignées ; née f; en utilisant une fonction de combinaison
déchiffrant les clés de transport secrétes ge pour récupérer la clé cryptographique pro-
consuliées en utilisant la variante (KM') de la duite (K), et I'autorisation de 'opération crypto-

clé mafiresse (KM) ; 40 graphique demandée ; sinon,
lisant la valeur de commande (C) pour l'interruption de ['opération cryptographi-
I'opération autorisée pour chaque station utili- que demandée et l'effacement des valeurs

satrice désignée ; temporairement mémorisées.

combinant la clé cryptographique produite
- (K) avec la clé de transport secréte déchiffrée 45  20. Procédé selon la revendication 18, dans lequel
(KR), la valeur de commande (C) et la valeur la fonction de combinaison g est une fonction
non secréte (PV) pour chaque station utilisatri- inverse de la fonction fs.
ce désignée pour produire une fonction combi-
née f¢ pour chaque station utilisatrice désignée
; ot 50
transmettant la fonction combinée f; pour
chaque station utilisatrice désignée et la valeur
de commande (C) & la station utilisatrice dési-
gnée correspondante.
55
18. Procédé selon la revendication 17, dans lequel
l'opération de combinaison pour produire la
fonction combinée f; est effectuée en chiffrant

30



