wO 2004/017592 A1 |00 O OO0

Systens and net hods for secure control

of a wirel ess

mobi | e communi cati on device are di sclosed. Each of a

plurality of domai ns includes at

| east one wirel ess

(1mEREA'UONWNi’m1’iTmN PIBLISHEDAB®ER THHREIENE COOHERSITON DREATY (PCT)

f\’ﬁ)rﬂ‘lﬁ%ﬂlﬁle@cp %lgro Op I taf f eCt 4‘%\\
r equeiﬁtgm t?%naﬁﬁ‘i;@f tted by "”’M

at | east one

(43) International Publication Date

Ieast one of the

il IHIIIIMHIHIIIIIIIIIHHIIIIIlIH:IHHHIIIIIIIHIHIIIIIIIIIIIIII LT

det erm ni ng

at

(10) International Publication Number

26 February 2004 (26.02.2004) PCT WO 2004/017592 A1l
(51) International Patent Classification’: HO04L 29/06, 4B8 (CA). LITTLE, Herbert, A. [CA/CA]; 504 Old Oak
HO04Q 7/38, HO4L 12/28 Place, Waterloo, Ontario N2T 2V8 (CA). YACH, David,
. L. P. [CA/CA]; 254 Castlefield Ave, Waterloo, Ontario N2K
(21) International Application Number: 2N1 (CA). SHENFIELD, Michael [CA/CA]; 38 Stock-
PCT/CA2003/001245

(22) International Filing Date: 19 August 2003 (19.08.2003)

(25) Filing Language: English

(26) Publication Language: English

(30) Priority Data:

60/404,120 19 August 2002 (19.08.2002) US

(71) Applicant (for all designated States except US): RE-
SEARCH IN MOTION LIMITED [CA/CA]; 295 Phillip
Street, Waterloo, Ontario N2L 3W8 (CA).

(72) Inventors; and
(75) Inventors/Applicants (for US only): OWEN, Russell, N.
[CA/CA]; 450 Chesapeake Drive, Waterloo, Ontario N2K

dale Crescent, Richmond Hill, Ontario 1.4C 389 (CA).

(74) Agents: ARMSTRONG, R., Craig et al.; Borden Ladner
Gervais, 1100-100 Queen Street, Ottawa, Ontario K1P 1J9

(CA).

Designated States (national): AE, AG, AL, AM, AT, AU,
AZ,BA, BB, BG, BR,BY, BZ, CA, CH, CN, CO, CR, CU,
CZ,DE, DK, DM, DZ, EC, EE, ES, FI, GB, GD, GE, GH,
GM, HR, HU, ID, IL,, IN, IS, JP, KE, KG, KP, KR, KZ, L.C,
LK, LR, LS, LT, LU, LV, MA, MD, MG, MK, MN, MW,
MX, MZ, NO, NZ, OM, PH, PL, PT, RO, RU, SC, SD, SE,
SG, SK, SL, TJ, TM, TN, TR, TT, TZ, UA, UG, US, UZ,
VC, VN, YU, ZA, ZM, ZW.

(81)

(84) Designated States (regional): ARIPO patent (GH, GM,

KE, LS, MW, MZ, SD, SL, SZ, TZ, UG, ZM, ZW),

[Continued on next page]

(54) Title: SYSTEM AND METHOD FOR SECURE CONTROL OF RESOURES OF WIRELESS MOBILE COMMUNICATION

DEVICES
To PCor
To Wireless Network Other Device
Y 48 ¥
Wireless 46 Interface/ ™\
Transceiver ul Connector | 50
* A f
Yvy
Domain
Controller
L 4o¢
| Key Store |31 38 Domain Policy
KeyB ~ Borain A~ Tris(Ppe
KeyC Domain B -Trust Key B
Software Applications Store 37 Domain C -Trust Key C
———————————— 33

|Domain A Applications | 5™\ [ Persistent Store

Domain C Applications

Record 3 - Domain C

Message Store |34

| Domain B Messages 39 38[ Communication Pipes
Domain C M es N ST T
: Properties | |F'Pe 1 - Domain A
o Sre | 5 [Darain | [Poo2 “Domain [
| Domain B Contacts| %ﬁ’_pgi_cf‘ﬂ"ﬂ Pipe 3 - Domain C
———————— oba
Domain C Contacts \ 41
Memory
To Other 32
Device Systems Mobile Device
L 30

(57) Abstract: Systems and methods for secure control of a
wireless mobile communication device are disclosed. Each of
a plurality of domains includes at least one wireless mobile
communication device asset. When a request to perform an
operation affecting at least one of the assets is received, it is
determined whether the request is permitted by the domain that
includes the at least one affected asset, by determining whether
the entity with which the request originated has a trust relation-
ship with the domain, for example. The operation is completed
where it is permitted by the domain. Wireless mobile commu-
nication device assets include software applications, persistent
data, communication pipes, and configuration data, properties
or user or subscriber profiles.
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