1 VISUAL ANALYTICS ENABLED CONTROL SYSTEM APPLICATION GRAPHICAL
DEVELOPMENT ENVIRONMENT Technical Field 5The present disclosure relates generally to
systems and methods for visual analytics or video content analysis. More particularly, aspects of the
present disclosure are directed to a graphical programming, development, or test architecture,
platform, or environment for creating and deployingicustom or customizable visual analytics
applications. Multiple aspects of the present disclosure are directed to a visual analytics graphical 10
programming, develﬁ}%rgsent or test architecture, platform. or environment c%ured for automatically

providing visual 3 %%Jbﬁﬂi&gﬁcﬁg{ﬁ&h%gﬁ‘a}“&}ﬁ% §¥§[¥ﬁ¥éﬂéﬂ (Supervisory

Control and Data AcquisitioG RYBIEGA IBPERGRLLOENIBENR BINCARONNVERNTING environments for
developing software applications for controlling various types of control system processes (e.g.,
industrial processes) have existed for a number of years. For instance, National Instruments
CorporationTrdwiled Eaddmercially available graphical programming control system application
development,environmanis haged.upandhiel oty BN Rt dRIaLalRly, WhR enyentional 20
control system graphical programming vironment support a wide variety of sense’/ measurement /
actuation furistiorepoicopanakiohs, ¥nmeaationaddpracokeipstéithg rapieivadipebgramaningresieitonments
are undesiraply Jmijed.in e ResQf BNCHns ey SLRRREh R LRIt MIdes- aRRRmATY In
accordance with an aspect of the présent disclosure, a graphical programming architecture
configuraméqbr@é@t@répmglvr&r&mﬁ&yﬁ&%vwrer?&b‘l@@lééﬂﬁowy@?eﬁnalyucs applications.

Multiple aspects of the present disclosure are directed to a visual analytics graphical

10 programming, development, or test architecture, platform, or environment configured for
automatically providing visual analytics capabilities to automation or control systems

such as SCADA (Supervisory Control and Data Acquisition) systems.

Background

15  Graphical programming environments for developing software applications for
controlling various types of control system processes (e.g., industrial processes) have
existed for a number of years. For instance, National Instruments Corporation provides
commercially available graphical programming control system application development
environments based upon their LabVIEW platform. Unfortunately, while conventional

20  control system graphical programming environments support a wide variety of sense /
measurement / actuation functions or operations, conventional control system graphical
programming environments are undesirably limited in the types of functions they support

in relation to video.

25  Summary
In accordance with an aspect of the present disclosure, a graphical programming
architecture configurable for developing visual analytics (VA) enabled control system
applications, the architecture includes a control unit comprising a set of visual analytics
modules (VAMs) couplable to at least one video source configured for capturing video
30  information within an environment, each VAM within the set of VAMs comprising a

visual analytics engine configured for analyzing captured video information received



applications, the architecture includes a control unit comprising a set of visual analytics modules
(VAMSs) couplable to at least one video source configured for capturing video 30 information within an
environment, each VAM within the set of VAMs comprising a visual analytics engine configured for
analyzing captured video information received 2 from the at least one video source, performing visual
analytics operations upon captured video informatiaon to determine whether visual analytics events
have occurred within the environment, and selectively generating at least one of an alert, a notification,
and visual apalytics metadata carresponding to a visual analytics event; and a host system 5
comprising & REHSUILI S5 RN WGP EIE SoRHLOCBIREY TR, tHEIHES RS ARABIRP Y tibphical
control systefdc«deviétopmizint @rnidtaniien thaidneluge s rabeiofgraphicat pragiasd witig:g taphical user

interfaces (GUIsz), a set of onltrol. sgistem agtplica%i?n develo mer]t tools, ?d VA librar e VA
. .GOVIT nmetnt an sehect V. g u%ﬁner 1“% a St otne or an alert nofl 1cafion, and visua .
library prowarllng a set ¢f graphical vi analytics objects corresporiding to visual analytics functions

that can be perfpimsechbpdhe 1®oespaddmy/ Aoenablathcamtrblisystemngpplidatiohwevelspment occurs

by way of contral system anplication developer,interaction with the host system's graphical
oroararimine B B L e S AR s s
objects. 15ThephreHiteeonuie cantéortiser thepotiataansiranemalytics nnldudenageshait gnehisek couplable

1 the VAV 36 yjsahanalyle {116 BARGREN ANAKAce CanTBuiG{9" CRllinagni g visua

analytics rules in response to graphical user input. Performing visual analytics operations comprises

determiningdirratmarcraiRtionath HNA dithisYe Bar¥doHBEIY PEY WhiRgsu st erd raemlcelbjettal or regions

within sequengRsiaf Vifle® iRRASSATiMAYS REcHERA ResRAURAN MisvalppapditsRides dafined by way
of the visual analytics rule man?fement interface. A the visual analytics rule management interface

can be' BonfRfu¥étMor Hrovierkl saatal syrimricerkifat wariitTanTsBLRFEHEO Y COY HAPRlides: (a) a

video scenesyiRdowspiaBion developer interaction with the host system’s graphical programming
GUIs and control system application developer selection of graphical visual analytics

objects.

15  The architecture can further include a visual analytics rule management interface
couplable to the VAM, the visual analytics rule management interface configured for
defining and editing visual analytics rules in response to graphical user input. Performing
visual analytics operations comprises determining whether variations in one or more
categorical types of visual elements, objects, or regions within sequences of video images

20  have occurred based upon visual analytics rules defined by way of the visual analytics

rule management interface.

A the visual analytics rule management interface can be configured for providing a visual
analytics rule definition / modification GUI that provides: (a) a video scene window; (b) a
25  visual event palette configured for receiving user input corresponding to user selection of
one or more graphical visual analytics event identifiers corresponding to categorical types
of visual analytics events, and facilitating user positioning of graphical representations of
categorical types of visual analytics events within particular portions of the video scene
window; and (c) a set of graphical elements configured for receiving user input directed

30 to defining or modifying visual analytics rules corresponding to the graphical



25 visual event palette configured for receiving user input corresponding to user selection of one or
more graphical visual analytics event identifiers corresponding to categorical types of visual analytics
events, and facilitating user positioning of graphical representations of categorical types of visual
analytics events within particular portions of the video scene window; and (c) a set of graphical
elements configured for receiving user input directesl 30to defining or modifying visual analytics rules
corresponding to the graphical 3 representations of categorical types of visual analytics events
positionable within the videq scene window. The set of graphical elements provided by the visual
analytics rulfRIEHTHBINTS thalRBYEEH &PFcah BS'CORRGLRT oY TEEROHEMLBIENEH B e sponding
to at least ongl@f scentewiados,. a rule type, an event detection circumstance, textual output to be
provided in response to occurrence of visual analytics events corresponding to a rule, a temporal
schedule during which a rule is to remain actively processed by a VAM, and a visual object filtering
function. 10Theaceordangaphitiala ¢lmivartsagpectdot thy ptiesentwikchosiyte;samude clit@otuoe can further
include at least,qne hu -machine interface (HMI) configured for receiving visual analytics alerts,
motiications o A T by g R T e o
at least one @fa a)leaeidingreblptredwicientditentiaticnciii{snpsetatitid guisudbdurovsisstem state
Informalion (oHESARA4IGIA,AHIRES OSSP OHAL SYSIEMEOLTRRABANS R A0 SRl (©) ISsuing

commands to control an operation performed by at least one control system performed by a control
system corrédisguiiryit ehehaghironnseit amM@n csHhplnrEatrssceomral ¥stbrnstate/ iffarmation
correspondipgjde; #ilgast ARREANtrol system corresponding to the 20 environment to a destination
external to the HMI following receipt of alerts, notifications, or metadata output by a VAM within the set
of VAME. The at least one HMI can include a computer system configured for executing a supervisory

control appligaiiedrdhcsupervisannheppifrapplicajiensediguseddoncantialingra Ripeasseperformed

by at least one, control system correspondjng to the envi ent. 25 In accordance with another
aspect of thIEHoR, (actuth PP W SO SEoH Gt ST Bhse 1

measurememnid gits ateon, (A anadylesneadht S oM nodduld/withwitha set aft SMAANBJuies couplable
to an SMA dv%l(ﬁleigr%gr%onﬁgg{ed&{%?rfp[ga{lrtl% at I?a t.one sensing, me sureme t, or actuation

function within & contro %ysl Y correse}pon mdl fo'th az:ﬁ?ﬁ%vr%n R ,télﬁe the gralb a1 Ehitrol system
developdmer(b) presenting visual control system state information corresponding to at least one
control system corresponding to the environment; (c) issuing commands to control an
operation performed by at least one control system performed by a control system
corresponding to the environment; and (d) communicating control system state
information corresponding to at least one control system corresponding to the
20  environment to a destination external to the HMI following receipt of alerts, notifications,
or metadata output by a VAM within the set of VAMs. The at least one HMI can include
a computer system configured for executing a supervisory control application, the
supervisory control application configured for controlling a process performed by at least
one control system corresponding to the environment.
25
In accordance with another aspect of the present disclosure, the architecture’s control unit
further includees a set of sense / measurement / actuation (SMA) modules, each SMA
module within the set of SMA modules couplable to an SMA device and configured for

performing at least one sensing, measurement, or actuation function within a control

30  system corresponding to the environment; and the graphical control system development



4 environment further includes an SMA library providing a set of graphical SMA objects corresponding
to SMA functions that can be performed by the set of SMA modules. The graphical host system
development environment can include or be, for instance, one 5 of a Lab VIEW based graphical
programming environment and a Matlab based graphical programming environment. A VAM can
include or be a module that can be removably coupled to a standard chassis, for instance,
corresponding to a CompactRIO (cRIO) programmable automation controller. 10In accordance with
particular aspects of the present disclosure, an architecture further includes at least one of a first set of
VAMs and &HYEP2815F SRTRCHBEULS dRpodante AT fHagehtit sHrsEmbidt-adhormhifto a first
control systentiapondidgasisona dfraisasanak seh 6t Yé&hdsasacha secendfsviaf SddAlenodules
disposable within a second environment corresponding to a second control system,wherein the
second control system 15is remote from the first control system. At least one of the first and second
environmentheamapbien hvdoeysenvidenshgnbort anvoutaoenteraviiopinenor BeiefoDescriptionnef the

Drawings FIG./1 j k diagram.of.a graphical programming archi e.10 configured or
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programmable automation controller.

10 In accordance with particular aspects of the present disclosure, an architecture further
includes at least one of a first set of VAMs and a first set of SMA modules disposable
within a first environment corresponding to a first control system; and at least one of a
second set of VAMs and a second set of SMA modules disposable within a second
environment corresponding to a second control system,wherein the second control system

15  is remote from the first control system. At least one of the first and second environments

can be an indoor environment or an outdoor environment.

Brief Description of the Drawings
FIG. 1 is a block diagram of a graphical programming architecture 10 configured or
20  configurable for developing visual analytics enabled control system applications in

accordance with an embodiment of the present disclosure.

FIG. 2 is a block diagram of a representative SCADA system based upon an architecture
in accordance with an embodiment of the present disclosure.

25
FIG. 3 is a block diagram of a representative control unit in accordance with an

embodiment of the present disclosure.

FIG. 4A is a schematic illustration of a representative rule management interface which
30 includes a rule definition / modification GUI in accordance with an embodiment of the

present disclosure.



25 FIG. 3 is a block diagram of a representative control unit in accordance with an embodiment of the
present disclosure. FIG. 4A is a schematic illustration of a representative rule management interface
which 30includes a rule definition / modification GUI in accordance with an embodiment of the present
disclosure. 5 FIG. 4B is a schematic illustration of a representative client VA alert interface in
accordance with an embodiment of the present disglosure, which is configured for presenting,
outputting, or displaying alert information or data in response to the 5generation or triggering of a set
of alerts corresponding to one or more visual analytics rules. FIG. 4C is a schematic illustration of a
representative additional alert GUI in accordance with an embodiment of the present disclosure. 10
FIGs. 5A - SRGretBchematibdiiisicatinng afdie pe se rpidtengiaphicat abjeé st satsricons fasethie particular
virtual instrument, (1) qraphical objects, canesponding visual anaitics commands diregied o a
real-time processor in accordance with an embodiment of the presén‘fvglsclosure.

presenting, outputting, or displaying alert information or data in response to the

5 generation or triggering of a set of alerts corresponding to one or more visual analytics

rules.

FIG. 4C is a schematic illustration of a representative additional alert GUI in accordance

with an embodiment of the present disclosure.

10
FIGs. 5A — 5D are schematic illustrations of representative graphical objects or icons for
the particular virtual instrument (VI) graphical objects corresponding visual analytics
commands directed to a real-time processor in accordance with an embodiment of the
present disclosure.

15

Detailed Description
In the present disclosure, depiction of a given element or consideration or use of a
particular element number in a particular FIG. or a reference thereto in corresponding
descriptive material can encompass the same, an equivalent, or an analogous element or
20  element number identified in another FIG. or descriptive material associated therewith.
The use of “/” in a FIG. or associated text is understood to mean “and/or” unless
otherwise indicated. The recitation of a particular numerical value or value range herein
is understood to include or be a recitation of an approximate numerical value or value

range.

25

(13

As used herein, the term “set” corresponds to or is defined as a non-empty finite
organization of elements that mathematically exhibits a cardinality of at least 1 (i.e., a set
as defined herein can correspond to a unit, singlet, or single element set, or a multiple
element set), in accordance with known mathematical definitions (for instance, in a

30  manner corresponding to that described in An Introduction to Mathematical Reasoning:

Numbers, Sets, and Functions, “Chapter 11: Properties of Finite Sets” (e.g., as indicated



15 Detailed Description In the present disclosure, depiction of a given element or consideration or use
of a particular element number in a particular FIG. or a reference thereto in corresponding descriptive
material can encompass the same, an equivalent, or an analogous element or 20 element number
identified in another FIG. or descriptive material associated therewith. The use of "I" in a FIG. or
associated text is understood to mean "and/or" unless otherwise indicated. The recitation of a
particular numerical value or value range herein is understood to include or be a recitation of an
approximate numerical value or value range. 25 As used herein, the term "set" corresponds to or is

defined as &Adh-&iBtyPAnkE rdakicdion Wéﬂ\%ﬁﬁglﬂ’(ﬁfﬁ’ﬁ)étﬁ@ﬁaﬁ]c%ﬁ))exﬂfbigl}f rdihality of at
least 1 (i.e.,des@inastiefintedhaiginican woiregpandatoppinitusingletiar, sivgleelemanibgedt, or a

multiple eIeg]engsest ,in a}?qq(r:g _nceawitthrknorwn m &Q'\(/algnaéilﬁgl de&initio&se ({prein%&ars'lcteh}lraa 30 manner
correspondlngpfoct%at c?egc?’lf)ec}alﬁaﬁrﬁ%ﬁoﬁctalon% afi emé]tgcapﬂleasonp%: um ers,%ets, and
Functions, "Ghajplantidn. Properties of Finite Sets" (e.g., as indicated 6
5
Embodiments in accordance with the present disclosure are directed to a visual or
graphical programming, development, modeling / simulation, and/or test architecture,
platform, or environment configured or configurable for generating and deploying
custom or customizable visual analytics or video content analysis applications. Various
10 embodiments in accordance with the present disclosure are directed to a visual or
graphical programming, development, modeling / simulation, and/or test architecture,
platform, or environment configured or configurable for integrating or incorporating
custom, customizable, or selectable visual analytics capabilities or functionality into
automation, control, sensing, monitoring, measurement, data acquisition, and/or test

15 system applications, for instance, for SCADA (Supervisory Control and Data

Acquisition) system applications.

For purpose of brevity and ease of understanding, (a) visual or graphical programming,
development, modeling / simulation, and/or test architectures, platforms, or environments
20  are referred to in the description that follows as “graphical programming environments”;
and (b) automation, control, sensing, sensing, monitoring, measurement, data acquisition,
and/or test systems and corresponding system applications are respectively referred to

herein as control systems and control system applications.

25 In the context of various embodiments in accordance with the present disclosure, a
control system application programmer or developer can be defined as an individual that
interacts with a visual analytics enabled graphical control system application
programming environment to program or develop a set of control system applications
having one or more types of visual analytics functionality relevant to, defined for / by, or

30 customized / customizable for one or more clients (e.g., based upon or tailored in

accordance with client needs). A control system application programmer or developer



on p. 140), by Peter J. Eccles, Cambridge University Press (1998)). In general, an element of a set
can include or be a system, an apparatus, a device, a structure, an object, a process, a physical
parameter, or a value depending upon the type of set under consideration. 5 Embodiments in
accordance with the present disclosure are directed to a visual or graphical programming,
development, modeling / simulation, and/or test architecture, platform, or environment configured or
configurable for generating and deploying custom or customizable visual analytics or video content
analysis applications. Various 10 embodiments in accgrdance with the present disclosure are directed

to a visual ofYriBi B SRSy PRI S I SPrRENR At SN G Aorh ST CATTSPHRL s ¥ ke cture,

platform, or gspticaioaent configured or configurable for integrating or incorporating custom,

customizable, or selectable visual analytics capabilities or functionality into automation, control,

sensing, monitoring, measurement, data acquisition, and/or test 15 system applications, for instance,
g g q Y pp

for SCADA (&upetipnkoeynGahitnohandod atandcguigition) systémnapplicatipabiliEes pulfposeons brevity and
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and/or test architectures, platforms, or environments are referred to in the description that follows
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respectively referred to herein as control Systems and control system applications. 25In the context of
various embBaRHer S imd cevlidecebigris tHe prasembarisierire et ongbiisy Sedif appnbidbn
programmer, ay SexelfrRE eAnbe, delingd.as eprindividuahiiatdnigrarisvitiupeyisiak analyics enabled
graphical control system app |c.at|on,%:o ramming environment to program or develop a set of control
system GppREQYIIRE PRITG GHEBr Hidre BB 8B ORI aRaINEidS RERGENARRY FeleParf iy Befined for /
by, or 30custemizgel beustamizaiiel fargnecar e alients (eirbasest Upan or taionad iaccordance
with client needs). A control system application programmer or devel
eve? piAﬁg contro?ysystem pﬁ)p(iiacatio s, for rPnstance, a La%Q/?}rEVZ based platform
(National Instruments Corporation, Austin, TX USA). Graphical visual analytics objects
and/or visual analytics functions can be provided in association with a visual analytics
15 library and/or toolkit configured for providing visual analytics capabilities to or
augmenting the visual analytics capabilities of a commercially available graphical

programming environment.

Several embodiments in accordance with the present disclosure can thus (a) provide
20  visual analytics capabilities to a commercially available graphical programming
environment that lacks inherent, standard, or built-in visual analytics capabilities; or (b)
modify, extend, or enhance visual analytics capabilities provided by a commercially
available graphical programming environment having inherent, standard, or built-in
visual analytics capabilities that are undesirably limited or which cannot be readily
25  integrated into one or more types of control system applications. For instance, multiple
embodiments in accordance with the present disclosure can provide a commercially
available graphical control system application development environment, such as a
LabVIEW application development environment associated with a National Instruments
reconfigurable I/O (RIO) control platform (e.g., CompactRIO or cRIO), with graphically
30 programmable visual analytics capabilities that can be integrated into control system

applications such as SCADA applications. Aspects of control system application



can thus generate client-targeted or client-specific visual analytics enabled control system
applications. In multiple embodiments, one or more types of visual analytics capabilities or functions 5
can be selectively or selectably integrated or incorporated into a set of control system applications in
response to control system application developer or programmer input directed to a set of visual
analytics graphical user interfaces (GUIs) and/or a get of graphical visual analytics objects. In such
embodiments, visual analytics GUIs, graphical visual analytics objects, and/or a set of visual analytics
functions or operations can be 10 provided in association with, form portions of, or be integrated into a
commercialF X aRAIR SPEshuRigias QS TR B SGr i ﬁdelr‘i’vﬂ%%’é‘n'ﬂlﬂﬁdms[@m/&gl for
developing contfehpysiRND applitapiansGiodénspabishal baNAwALbasedmatiorm (National Instruments
Corporation, Austin, TX USA). Graphical visual analytics objects and/or visual analytics functions can
be provided in association with a visual analytics 15 library and/or toolkit configured for providing visual
analytics capHbilities todpdugdmgntingtthe griguad d nalyticsnoapabilittes aiee climmetigialiy avrailable
graphical Programming SAViranuRRl, PRI mBRAeDis LACEarHaNCs Wilh (e presen disclosure
can thus (a) prO\ﬁlc]Jre visual analyt capabilities’to a commercially avarla Irélgrg ical programming
environmenthergafteekSVinhereie! semdanensr)boikdepdsoed andlyticsrobpdibitities! ore(pyasrdify, extend,

or enhance yisygl goalylics capailities PrRvidedi ¥ a-c AR ReIGRY. aYAIabig drapical pgramming

environment having inherent, standard, or built-in visual analytics capabilities that are undesirably
limited or wiRih CRHIRbUBE POERY 1955 iy PatEIIrRbIBISECHr RYBIEYINES TR IgHILSY e P plications.

For instancee multilg.eMRodMentisin ACGAHARNEEWSh therRistentdiSalQRIME RRINAVIRD A
commercially available graphical control system application development environment, such as a Lab

VIEW Spplidsbisaltetieletsiidin vawoneteasedizt i iah mackins daergruni et dnfigurable 110

(RIO) contrq)qalabigrond @:Qmé:e MactiRi0 @ieRIO) cuhitegiapklical dRRRIGININ BERR I il analytics
capabilities that can be integrated into co troﬁ stem applijeéilibons such as SCADA applications.
Aspects of CETHFOl SYREYH TS SR Havelb it HARE N T LT P BIRA EBcribed in

detail in the iirizab VEEM TOAGomMpactiRIOIRavatopi Gnddesétufblishad PQON dtichalldnstiuments.

FIG. lisabl diagram of a graphical programming, architecture. 10, configured or. 5 configurable for
Hevelomna Tl A e AT a ¥ ionery
accordénceiwfithnzatiem bigdriye at dbthipregentydigclostrenriniafrasmivodinizhthihéeehshitecture 10
includes a hgsf systam %%Qi Al B%%Si&%{-}l%r%%ﬂﬁﬁloﬂg}ta%g? E@Ew'%ﬂ?gt &‘E@%?‘i%@&loirg&t%re %tog(XStem under
consideration, system to be controlled, or system in which control operations are intended to occur
300; (LANs), wide area network (WANSs), the Internet, and/or one or more other types of

networks (e.g., a mobile telephone network).

20  The host system 100 includes a computer system (e.g., a desktop or laptop computer)
configured for providing a graphical control system development environment 110 that
can execute on the host system 100, and which provides or includes a set of graphical
programming GUIs 120; a set of control system application development tools 130; a
sense / measurement / actuation (SMA) library 140; and a visual analytics (VA) library

25 150 for facilitating the development of a set of VA-control applications 160. Control
system application programming, or VA-control application development, occurs by way
of control system application developer interaction with the host system’s graphical

programming GUIs 120.

30 The control unit 200 is configured for controlling one or more types of systems,

subsystems, apparatuses, devices, or elements disposed relative to or within the system of



10 typically at least one visual analytics enabled human-machine interface (VA-HMI) 350; possibly one
or more additional, standard / conventional, or adjunct HMIs 360; typically a client supervisory control
interface 370; an adjunct / client visual analytics management interface (client VA management
interface) 500; and a set of servers 700. Each element of the architecture 10 is configured for wireless
and/or wire-based communication of 15 informatiory signals, and/or data by way of a network
infrastructure 20 that includes set of networks, such as one or more controller area networks (CANS),
local area networks_(LANS), wide area network (WANS), the Internet, and/or one or more other types

of networks TGS NbbilB f@\’é%rf‘é@?@ﬂ%?f&}?’zt@?ﬁ@ﬁ&t@%t%% TSRS AL IRNSHEr system
(e.g., a deskisp goajibp eamputegreosigureddolepresidingle draphical cantial systemisievelopment
environment 110 that can ex n the host s, ,.and which provides gr,includes a set of
graphical pr%%%éﬂrhcr%irﬁlﬁgﬁms??% S§ ée bfr}:g%cr‘?[roﬁs%i{s){ézr%galﬁp ICt ?%% tg%{/é%p?fnée)lﬁ/{ 00ls 130; a sense /
measuremehit( acation (BvhAjdilprasyuiel O¢avock ateispalaanal yticso (M AhditioaryeBSots Orfotidacilitating
the development of a,set of VA-coniral applications 160. Control system lication ramming, or
VA-conton e B e R B SR racton
with the hosfugysitam'ergeaptidanprograrmenietpGdizi2 0prosinteresn 809, Iampattipies exibodiments, the

control unit 200 iaclugles SPH{B%H‘9&%%&5%@95%%8“@1@&#&%? a4 BadulgsdaMobls) 210; and

one or more visual analyfics modules (VAMS) 400. Each SMAM 210 is coupled to a set of SMA
devices 3105k Y YN HRibiecprpded e ddgayraneerssersauiee SefscrsamunoA Xbrrtisuiebtion 5

actuation deyicesBthme hh@MISVIEAI O BIRYIHRG QldeerfarMinehRALICUIRY fyRRe AERNIAfiRctions or
operations (e.g., correspondingly, pressure senS|B§[, temperature sensing, motion ,sensmg, or motion
i o

actuatithh, efOTF WAL e eRdr Blaibaition SoEELRPOMKM DD iOBHSRIE rat least
one video seiHiaiiesGr eI S 2neNfiglated dpecaiBhAlingnaichproYigiteceo Wattingdvideo data
within a video souyrce fie view 10 corresponding.to the system of interest 300. The control module
250 is confi%&'r%a& Mﬂﬁfg %Br%;i‘ﬁeﬁiﬁ%%c&?\ T 6‘{8&’%@%5, functions, or processes
performed by each SMAM 210 and each VAM 400, as further detailed below. The VA-HMI 350
includes or is, proyvi co ter system configured for, providing 15 a client-side visual analytics
enabled corti G e R Sl e R R R RS, Sy e
controll Systencirdformdtion G4l thatytes cugbledonmobsysysrenrelatedagisu@lieformatiamudol multiple

embodimentg, e cfiegt Mtk caniig!i E‘E‘H@%ev?’s%?ﬂiﬁnﬁﬂﬂg}g%&ﬂr@rsz%e%%?&n%ﬁgg%ﬂg {f)video

signals, streams, or'images captured by one or more video source positione tive to or 20

within the systeaipfimerest S06randJis) visual mbeiypusonldn mdtiftasohodasstigBicaigir metadata
information ¢IresRASIAIRR et The addivenal asstandar HNLFaRincugesiards fipyided by a

computer system configured for providing an additional, standard / conventional, or adjunctive
client-side cBFBISsYStERTERIHREEEIRNPRO AL 1RSI BB I AMiRpsthenpresHtatidn of visual

analytigg inferpnatian isydisabladingdsuBstantiallysexsladedn Qr gxchidrdndhgagdlitionakgsstandard
client control interface 362 can include a GUI configured for outputting data values or signal

parameters #IBISEGHUMIBIMNR comeapBidm t5cie Sperdddirbtisicdrdautd ¥iAtlevices 310
disposed relatingido oF Withiovibedsysteroodhpaterest@ad configured for providing an additional,

standard / conventional, or adjunctive client-side control system interface (client control
interface) 362 in which the presentation of visual analytics information is disabled,
25  substantially excluded, or excluded. The additional or standard client control interface
362 can include a GUI configured for outputting data values or signal parameters / levels
correlated with or corresponding to the operation of one or more SMA devices 310

disposed relative to or within the system of interest 300.

30 In some embodiments, the client VA-control interface 352 is configured for providing

visual analytics related control system information as well as one or more types of non-



10 visual analytics control system information provided by the client control interface 362. As a result,
in certain embodiments, the client VA-control interface 352 effectively includes or subsumes aspects of
the additional or standard client control interface 362, and thus in such embodiments the VA-HMI 350
effectively includes or subsumes aspects 5 of the additional or standard HMI 350, which in a number
of embodiments can be omitted or excluded. The clignt supervisory control interface 370 includes or is
provided by a computer system configured for providing a client supervisory control application 372
that can supervise, 10 manage, or coordinate the selective or selectable (a) output of visual or
graphical st¥lE ahtNBPHES RSP SAANEUSP R5eX d6H BY IBRGHRY 16 W EY5 B BEMiSrest 300 or a
process perfoymegtdtiereby;dinisomibodiipation oistaiehandiocaledt inasimatobh Sigieldyvelydata

C G SISl 200 &1 A ipeess Rerlomed Meleh (o gns i motg festinations,
networks, other systems, or dévices; ana/or (C) generation or issuance

o 0superwsory Client control
commands tadrihnagesatiectbodioantrothe \gA -ayUS S theéfrcgpte ke rnuilndts, mesumenoyr dsptiefie) one or
more ogeratipng, fyfgHian% A RigRESSCERATAMaG YoM Baians abaRXHIRD gfinjerest S00.
In somé embo iments, the chent supervisory cortro interface 370 can include or subsume portions of
the VA-HMI@8tethey ok thilediditional or standard HMI 360, and thus in such embodiments the client
20 supervisory control interface 370 effectively includes or subsumes aspects of the VA-HMI 350
and/or the additional or standard HMI 350, one or each of which in a number of embodiments can be
omitted or eXBRugledt TREEEONCEI RN asPah A BBt M REQVBISY MchRPHIBDINPIGTRr system

25 configuredfg %@@Hﬁ’?ﬁbmﬁﬂggi@ﬁe‘ﬂ[ RBRHRLIRY &ﬁﬁfalti%iﬁlcaﬁeﬁqwthw%uﬁllsa?/a!vﬁe,s functions
provided by, and/or visual analytics alert generation by one or more VAMs 400. The VA management

interfad® 500N UERCEHIHALEE SFIEUNS, ais TeIRHE? BtdiRUME Bl I doth'aRBTtinAts, the
VA-HMI 35Qadrefanénei slighfaSURCEvinary, epatal systeportiiRecanefietively ineldse300 shsume
aspects of the ad%'unct client 30 \Gi’ltja’l analytics mana ment%i{%{zrfa?%g 500, and thus in a number of
embodimenBES I TPSEIOLPAHE LETEMEt (& RTINS ST R fitld iy Sht t&'s88"¢ah be
optional, omiitéata@oaxshodeanhe tdhe petmfcdentatst 400 is agniigissgetifiarprovibkng ¢osmpigtational
and/or data storage Sresources to one gr mor %)rtion of or, sa)(l%t}am(s)/ subsa/stems.within the

. e destinations, networks, other systems, or devices; or (C) generdtion or issuance
architecture 10’

15  of supervisory client control commands to manage, affect, or control (e.g., adjust,
interrupt, terminate, resume, or initiate) one or more operations, functions, or processes
performed by or within portions of a system of interest 300. In some embodiments, the
client supervisory control interface 370 can include or subsume portions of the VA-HMI
350 and/or the additional or standard HMI 360, and thus in such embodiments the client

20  supervisory control interface 370 effectively includes or subsumes aspects of the VA-

HMI 350 and/or the additional or standard HMI 350, one or each of which in a number of

embodiments can be omitted or excluded.

The adjunct / client VA management interface 500 includes a computer system
25  configured for selectively managing or monitoring operational aspects of, visual analytics
functions provided by, and/or visual analytics alert generation by one or more VAMs
400. The VA management interface 500 can include a number of GUIs, as further
detailed below. In some embodiments, the VA-HMI 350 and/or the client supervisory
control system 370 can effectively include or subsume aspects of the adjunct / client

30  visual analytics management interface 500, and thus in a number of embodiments, a



Depending upon embodiment details, servers 700 can be local, remote, or distributed. A very wide
variety of stand-alone, local, networked, or distributed monitoring, automation, or control systems can
be based upon an architecture 10 in accordance with 10an embodiment of the present disclosure.
Aspects of representative systems based upon the architecture 10 are described in detail hereafter.
FIG. 2 is a block diagram of a representative SCADA system 50 based upon an architecture 10 in
accordance with an embodiment of the present disclosure. In an 15 embodiment, the SCADA system
50 includes at least one instrumentation network 20a and/or at least one_remote network 20b, and also

a managem¥mEEpPSNG faitSLiMte i a P RGP SETER HBHGIRS 204 %aﬁaheb%p%ml]gured for

wire-based andiied wirelessdedmmunication by way of an adjunct or support network infrastructure 20d,
which can include a number of adjunct or support networks and/or network 20 communication devices.
The instrumentation network 20a includes a control unit 200a coupled to one or more video sources
320 and ond'be seoref ShhfedeVite s 310 fighich fne mispdsedaaigtivetiomalr widion particnsagtan

instrumentafion systam alinjefest FAm,ANE 3 nstark 20 sAmmnieafian APRARAINS AL d6vice (0. a
wireless network communication transmitter / receiver) 22a ¢ igured Tor communicating
control-relatBdpefdmgation, csithedis)cot deterlfesgry il ngrmdad;dn@hmt@ eodtstibufedmation)
between the control unit 200a and the management / in-plant network 20c. The instrumentation
network 20a can further include one or more additional types of control system apparatuses, devices,

or elements”B0%Edh ¥ida pryiamphatirtbeiensorigetler 1EPCTked. PheditsiRiNsEntAABR @ vOrk 20a

can automation, or control systems can be based upon an architecture 10 in accordance with
10 an embodiment of the present disclosure. Aspects of representative systems based upon

the architecture 10 are described in detail hereafter.

FIG. 2 is a block diagram of a representative SCADA system 50 based upon an
architecture 10 in accordance with an embodiment of the present disclosure. In an
15 embodiment, the SCADA system 50 includes at least one instrumentation network 20a
and/or at least one remote network 20b, and also a management, in-plant, or facility-
internal network 20c. Such networks 20a-c can be configured for wire-based and/or
wireless communication by way of an adjunct or support network infrastructure 20d,
which can include a number of adjunct or support networks and/or network

20  communication devices.

The instrumentation network 20a includes a control unit 200a coupled to one or more
video sources 320 and one or more SMA devices 310, which are disposed relative to or
within portions of an instrumentation system of interest 300a; and a network
25 communication apparatus or device (e.g., a wireless network communication transmitter /
receiver) 22a configured for communicating control-related information, signals, or data
(e.g., including visual analytics control information) between the control unit 200a and
the management / in-plant network 20c. The instrumentation network 20a can further
include one or more additional types of control system apparatuses, devices, or elements

30  such as a programmable logic controller (PLC) 80. The instrumentation network 20a can



12 also include a set of network and/or communication resources 710a, such as an automated
communication terminal unit. The instrumentation system 300a can include or be essentially any type
of 5 instrumentation system, such as within the context of essentially any type of data acquisition,
process control, automation (e.g., human procedure or manufacturing automation), or other system
300 that is located within or proximate to a plant / fazility or plant / facility campus. As a non-limiting
representative example, the instrumentation system 300a can include portions of one or more heat
exchangers within a power plant or 10 other type of industrial facilitgie.g., a chemical processing

plant). Such®§SyAiBIF S0SL LA THEITAE LN SHBELBICSNIR GEUHEes 318 bith 48 1BABarRRISIe sensors

and pressurengenseikstanfighrad] fiaiisensing or monitoring aspects of heat exchange process
performance, control, and/or safety, in a manner understood by one of ordinary skill in the relevant art.
The system 300a can further include a set of video cameras 320 15 configured for acquiring video
signals or stfbamsgarmespataingystgartiddfar keat exdhdnger sheuctusah@dmemts oryareast Visual

analytics opGAIANs AR PERSIRMIEY URCY, GRRIED VigRe Signals A1 siPams (o detgmine whether
one or more types of heat exc ange process control and/or sa ety events or circ stances have
occurred or @eupdcerrirmgohiclraHrrlnvaliatioautoaticuoraau erbdprocassindgaoiuamglysis of

video 20 signals At SHERMSRY & JalY000H AQIIIING i NOIGE MG ORSUISEMES AL G ly-occurrence

of particular types of visual analytics events or visual analytics event sequences. Such visual analytics
events or vidlaltdn@EHIES eVBPHSSediteh GO8-EaN A CaRESHPEHINE B Nay BE AienpREEeSsing (e.g.,
by a client coriprieney sieheRIEPRANAING8R MAHIM h3aWxIHRRREUIRRGEa BERLE DM ikely

occurrence / existence of a variety 250f heat exchange process control or safety related events, such
as whéfher:C(%*fb@fg%ﬁﬁér%%gﬁs%ﬁiﬁggorap%ima%&b&wéﬂ% Rl arekBaRGe i or

structures, Whehagueh peisapaebedRe galrgorredsashiexpnsteduruibaibzednar pikedirauthorized
personnel such as mai Ienaﬁcg / inspection personnel, 30whose presence is temporally expected in
c

accordance SWRIPS naHtEWSHCASCRENTRS st8rdBIR S HATaBHRE S pBinhy F1 R RoMI S Sisual

analytics bapatorh@ince, control, and/or safety, in a manner understood by one of ordinary skill in
the relevant art. The system 300a can further include a set of video cameras 320

15  configured for acquiring video signals or streams corresponding to particular heat
exchanger structural elements or areas. Visual analytics operations can be performed

upon captured video signals or streams to determine whether one or more types of heat
exchange process control and/or safety events or circumstances have occurred or are
occurring, which can involve the automatic or automated processing or analysis of video

20  signals or streams by a VAM 400 to determine or indicate the occurrence or likely
occurrence of particular types of visual analytics events or visual analytics event
sequences. Such visual analytics events or visual analytics event sequences can indicate
directly or by way of further processing (e.g., by a client computer system corresponding

to a VA-HMI 350) the occurrence, existence, or likely occurrence / existence of a variety

25  of heat exchange process control or safety related events, such as whether:

(a) personnel are approaching or proximate to particular heat exchanger areas or
structures, where such personnel can be categorized as (i) expected, authorized,
or likely authorized personnel such as maintenance / inspection personnel,

30 whose presence is temporally expected in accordance with a maintenance

schedule stored in a database, and possibly for whom a visual analytics based



authorization likelihood can be facilitated by way of determining how long a given individual remains
present or stationary at specific heat exchanger structures within a prescribed maintenance /
inspection sequence, or whether the individual is wearing appropriate attire (e.g., a uniform having
particular colors, 5and/or a hard hat), or (ii) unauthorized, likely unauthorized, or non-maintenance /
inspection personnel (e.g., trespassers or vandals);Ib) one or more objects (e.g., tools or process
control devices) have been introduced into, removed from, or altered within a spatial region, area, or
environment external to the heat exch%er(s)' and/or 10(%cr%a video source 320 has become

damaged, degraded®™d)SffaERBrEICHP (i RO e X BB%BH GETAITHAS AN 19081 Field. In

association with the gieenrigabedobbrrimiespgisecio onesaltioig typapafifiisurhanalytiagevents

and/or heat exchange process canirol andipr safely sents. alerts, 45, notfications, o messages can
be automatically communicated 1o e managemenE lnln-ﬁlan /Pln-tfaciﬁ%?1 hetwork 20¢; andfor a heat
exchanger process cadibduatjsisteajngteppupped(tarmmin@tied aomi¢sumedingearembtecoimork 20b
includeg a control unit 200b coypled ta atleast one videg spurce 20 320 and possibly one or more
SMA devices 310, which are gispg ’e(()jrr%lzaﬂr\}eutooolrz\?v%hlln p%lrlt%lrl}s ora r’e(r)rrml)ltensyg%lelmn(a)?clﬁterest
300b; and a network oiretimicatisme paeatiswnsierice 2atsidonfigured for communicating

control-related Bforatign, iR dafa (58 oinEbiing yisurLerrby e ontlinfarmation)

between the control unit 200b and the management / in-plant network 20c. The remote network 20b
can include a serveri?9. TODBY§8  fiipsharttcdlibpdiglitinfor S g S I Setely SIHHIWIRIEO signals,

streams, or data; angha:sgi &f etk ani-pRMmEnication resources 710b, such as an automated
communication terminal unit (e.g., a remote terminal unit (RTU)). The remote system of interest 300b

can indflide or 5© es&iiEAIjESFIyR8 BRshetemeaamer ot IrbriistatcHOMLEr dOfstdnt with
respect to the geosnaﬁakmﬁmpé&@g anageraent {sindotrnt./ in-facility network 20c, and within or

upon which the
In association with the occurrence of or in response to one or more types of visual
analytics events and/or heat exchange process control and/or safety events, alerts,
15 notifications, or messages can be automatically communicated to the management / in-
plant / in-facility network 20c, and/or a heat exchanger process can be adjusted,

interrupted, terminated, or resumed.

The remote network 20b includes a control unit 200b coupled to at least one video source
20 320 and possibly one or more SMA devices 310, which are disposed relative to or within
portions or a remote system of interest 300b; and a network communication apparatus or
device 22b configured for communicating control-related information, signals, or data
(e.g., including visual analytics control information) between the control unit 200b and
the management / in-plant network 20c. The remote network 20b can include a server
25  700b, for instance, configured for storing or selectively storing video signals, streams, or
data; and a set of network and/or communication resources 710b, such as an automated

communication terminal unit (e.g., a remote terminal unit (RTU)).

The remote system of interest 300b can include or be essentially any type of system that
30 is offsite, non-local, remote, or distant with respect to the geospatial location of the

management / in-plant / in-facility network 20c, and within or upon which the



14 performance of one or more types of control operations or functions is desired or intended.
Therefore, the remote system of interest 300b can include or be essentially any type of remotely
located data acquisition, process control, automation (e.g., human procedure or manufacturing
automation), or other type of system 300. 5 As a non-limiting representative example, the remote
system 300b can include one or more portions of alpipeline configured for transporting a chemical
substance such as a fossil fuel product (e.g., crude oil) or a petroleum or petrochemical product. A
number of SMA devices 310 such as pressure, temperature, and/or vibration sensors can be coupled
10 to portioR¥ GRS pelifee AYdfSHaPEh&lof MBR VRRBIEH SFal 85t 8an b pPSHicted to
capture viddatsigoalSTiresifeamioidparitaystontbeipipeing)@uciinthalwis ualrnakdealopatations can
be performed upon cargtltjrfsd video signals or streams to determine whether.one or more types of
e o

h
pipeline conttBf and/STSh é/tyl%(\:/ae% sOrtifcdmatinteR have s&tred" Héagg?er(reﬁﬁi’a I0n'0f the

occurrence pfooiplinercoattdhdibriagdiopsafety) cwertecapéniclygdnaaitomatic or automated
processg'ng or analysis of video signals or streams by a VAM 400 to determine or indicate the
occurrence or likely occurrence of particular types of visual analytics events or visual analytics event
sequences, Ahicharhindigatepdassothiive loyavmjeotliartheomrsrsissingtie @ocunkideegrexistence, or

likely occurrgpge [ GXISienge, 9 ewide Yaraea BIPRING GRMEQl ehSalEl aBEiatedeyeqls, such as

whether: (a) personnel and/or objects (e.g., vehicles) are approaching or proximate to particular

pipeline arefdt Bipliptadast Rierersichipriso RRIEPISHBE BEdre el Bicahpseditted Ay abeRofized /
expected awgipaizrdibdikel aUERANZRE:9ER D HRHNREIZER Llikehr idauhiRbZed i BeRYRARIEenance or

inspection personnel or otg%cts; (b) a remote video source 320 has become damaged, degraded,
dysfuntlion?, BPIItef toifaPPaHEnexEtiIdMurftRfe RE BV IATSRIEAMEE 2 etk Bontainment

leak, rupturgyoettispidtiso\dsp@bly ingicatgsany @WdenhSofe sy Wahehariae ity mhetbes spatial

regions within video scenes correspgndin to igeline structures or ground areas proximate to the
nalytics operations can be pefformed upon captured vid€o signals or streams to

pipeline 15 &
determine whether one or more types of pipeline control and/or safety events or
circumstances have occurred. The determination of the occurrence of pipeline control

15  and/or safety events can involve the automatic or automated processing or analysis of

video signals or streams by a VAM 400 to determine or indicate the occurrence or likely

occurrence of particular types of visual analytics events or visual analytics event

sequences, which can indicate directly or by way of further processing the occurrence,

existence, or likely occurrence / existence of a wide variety of pipeline control or safety

20  related events, such as whether:

(a) personnel and/or objects (e.g., vehicles) are approaching or proximate to
particular pipeline areas or structures, where such personnel or objects can be
categorized as authorized / expected authorized / likely authorized or

25 unauthorized / likely unauthorized / non-maintenance or inspection personnel or
objects;

(b) a remote video source 320 has become damaged, degraded, dysfunctional, or
pointed toward an unexpected or unintended visual field;

(c) a pipeline containment leak, rupture, or spill is visually indicated or evident

30 (e.g., by way of determining whether spatial regions within video scenes

corresponding to pipeline structures or ground areas proximate to the pipeline



have become visually distorted or obscured over time in a manner that would be expected or likely for
a type of substance that the pipeline carries); and/or (d) pipeline-external leak, rupture, or spill
conditions are improving, stabilizing, or worsening (e.g., by way of automatically determining and
tracking video scene 5 changes over time, which can indicate the size, growth, or diminishment of (i) a
substance escaping from the pipeline, or (i) a congaquence of the pipeline leak, rupture, or spill (e.g.,
flames). In association with the occurrence of or in response to one or more types of visual 10
analytics events and/or pipeline control and/or safety events, one or more alerts, notifications, or
messages can be atfrBacARy E%‘?ﬁﬂﬁf&%‘éﬁt@tﬁ%?ﬂ%ﬁqﬁgﬁfw f‘?rﬁ%ﬂ??riﬁhf‘é&ﬂf)%gf\mrk 20c,
and/or a pipeline praggssteaorikélgljtistedypotef wuptetcterininaiedpainesumsot. shdldie management /
in-plant / in-faci[&} netw?.rk 20 incHd s at IFast one ! lA-HQ{I{.BSO and/or at.leas ne standard HMI
360, an adjunct Fclidnt VATARagemént interfacd 580, 6ne of Mote servers 7006, afd osSibly a set of
network and/or commonigatgiteresbyreey @ gutmetnckyddestonagearesouckes) Vile shergssociation
with of § response (g I8 LeGEIPYRLONR R TARHERS Bl UbkalAtAl G RrSILAIRIP pRTgsPonding
metadata, and 20 possi fy captured video signals, streams, Otgsequences, a cllljent supel)wsory control
interface 370 associstbgiamitheseapngegpontiaginstine. WAGHIMIc8BSawmlgroskibéypaprditioteilly associated
with or correspondiqgllggl}geo | %.(,%Qm ‘way of a client supervisory control application 372 in
communication with the VA-HMI 350 and/or the standard HMI 360, or developed in association with or
as part of the client VA-control 25 interface 352 and/or the standard client control interface 362) can

process or ghalygseakiel vistatirnabdicefuert et Mptadata snd/oF saRtUgFYideq signals,
streams, or sequences and selectively (a) manage or direct the presentation of visual or graphical

controf Syst@RIgH BT ot EYSsRd/ oh diBF LS SARGIth RSO sigiisly, BYedbta BRFwily BeEhel5Fnore display

devices; (b)m%muai@atﬁ G@é&H&ée%yfdﬁme%@éﬁ(é@ﬁilgtad&ﬁﬁd{@éaﬁéﬁﬂ&ﬁiafﬁ{]dﬁ@m ignals, or data
to one or more destinations, networks, systems, or.devices (e.g., ay of short message service
(o) mesoRUL HEGENT, BEH e Lo RS R 52T b6y SR B TOR e hortications
directed to acsefiaftedpbilecannédr landline telephone numbers, or a set of e-mails); and/or (c) issue a
set of supervisory client control commands to manage, affect, or control (e.g., adjust, interrupt,
terminate, resume, or initiate) one or more operations, functions, or processes performed by or

15  The management / in-plant / in-facility network 20c includes at least one VA-HMI 350

and/or at least one standard HMI 360, an adjunct / client VA management interface 500,
one or more servers 700c, and possibly a set of network and/or communication resources
(e.g., network data storage resources) 710c. In association with or in response to the
receipt of one or more types of visual analytics event alerts, corresponding metadata, and
20  possibly captured video signals, streams, or sequences, a client supervisory control
interface 370 associated with or corresponding to the VA-HMI 350 and possibly
additionally associated with or corresponding to the HMI 360 (e.g., by way of a client
supervisory control application 372 in communication with the VA-HMI 350 and/or the
standard HMI 360, or developed in association with or as part of the client VA-control
25  interface 352 and/or the standard client control interface 362) can process or analyze such
visual analytics event alerts, metadata, and/or captured video signals, streams, or
sequences and selectively (a) manage or direct the presentation of visual or graphical
control system or process state and/or alert information, signals, or data by way of one or
more display devices; (b) communicate control system or process state and/or alert
30 information, signals, or data to one or more destinations, networks, systems, or devices

(e.g., by way of short message service (sms) messages directed to particular mobile



Swithin portions of a system of interest 300. FIG. 3 is a block diagram of a representative control unit
200 in accordance with an embodiment of the present disclosure. In an embodiment, the control unit
200 includes a control module 250 in which a processing unit or target processor 252, a set of 10
communication resources 260, and a memory 270 resides. The processing unit 252 can include a
microprocessor or microcontroller configured for exgcuting program instructions stored in the memory
270, where such program instructions include a control module or target executable visual analytics
control application (VA cantrol executable) 290. The communication resources 260 can include
hardware, fiFﬂ?‘?H%?@? MDBFSoRWVAHOTA P HlifEeR I oM AR St Pl 8RS A ituses,
devices, elemeiise aslipleshiacasnibtesnal andiooexstariial)iattoeqnirskueoslyte 3bCupervaneus
embodiment?f the com unicatiofp resources i%gleu e a set of MAM({:ommunication resources 262

configured for dormmunica {Hrél%ll A SMARIS2 1 5 56t 6F Q}ACR/I ESmATIRTEation RS0 T EEEY B4

configured forscm@nouniogtirey with &f Asel 0pcrandng, sehofioetwarlpRPaermmenticatentresources 266
configuged for 'nforml%tgoglb i Snaste réjfatq trap%ﬁ with one or more types of networks (e.g., in

within po 1nteres )
accordance with a standard networ protocol such as TCP/IP). In some embodiments, the control

module's network communication resources 266 can be configured for facilitating communication

between the:ggnyglmagyl %5%%9' 9ng R MOLRGHEDLY ARG IHRIINeTAsES ~RABNG(AT GHent control

25interfaces 260. The memory 270 additionally includes a number of program instruction resources

(e.g., driver§ywdfigereafrdieracsneatifty A e cli A S RIANS Ho HtP I BiseYatish30&racludrs eontrol

operations. EQfiipstaREGILhESMeM AN Oacﬁfb&@gﬂ%e ﬁlﬁebpf%'\ﬂ&i@&ﬁfﬁ 30272 configpred for
facilitating or effectuating SMA control related operations or functions in a manner understood by one

of Ol’dilllgry SOMIRYHEHB SRS 120, and a memory 270 resides. The processing unit 252 can

include a microprocessor or microcontroller configured for executing program
instructions stored in the memory 270, where such program instructions include a control
module or target executable visual analytics control application (VA control executable)
290. The communication resources 260 can include hardware, firmware, and/or software
15  resources for communicating with systems, apparatuses, devices, elements, or interfaces
internal and/or external to the control module 250. In various embodiments, the
communication resources include a set of SMAM communication resources 262
configured for communicating with SMAMs 210; a set of VAM communication
resources 264 configured for communicating with VAMs 400; and a set of network
20  communication resources 266 configured for information, signal, or data transfer with
one or more types of networks (e.g., in accordance with a standard network protocol such
as TCP/IP). In some embodiments, the control module’s network communication
resources 266 can be configured for facilitating communication between the control
module 250 and one or more client VA-control interfaces 250 and/or client control

25 interfaces 260.

The memory 270 additionally includes a number of program instruction resources (e.g.,
drivers) configured for facilitating or effectuating SMAM control operations and VAM
control operations. For instance, the memory 270 can include a set of SMAM drivers
30 272 configured for facilitating or effectuating SMA control related operations or

functions in a manner understood by one of ordinary skill in the relevant art.



Furthermore, the memory 270 can include a set of visual analytics configuration drivers 280, a set of
visual analytics alert drivers 282, a set of video and/or image acquisition drivers 284, and a set of
video source information drivers 286 configured for facilitating visual analytics based control related
operations or functions. In addition to the 5 aforementioned VA-control executable 290, the memory
270 can also include an operating system 292, in a'manner understood by one of ordinary skill in the
relevant art. As indicated in FIG. 3, a VAM 400 includes a video analytics engine or processing module
410 configured for analyzing one or more video streams, performing{or ap%I%{,ing 10 particular types of

visual analyfitERsBARoHY SPHSRYionS GHbNSlE §iddP Sy SRy SetSeRIR YuheMYERY visual
analytics alexgs,cor@sgonding dhelkaics Hegemevals the2yidleer analidiosadginendiko isgaifigured for

analyzing S%%‘%%Pstcf@%‘{ ' e‘?‘s?e'{%?%gfe’od%&r@; ining wheth Srrié’earg“fé’éa{o%ggelﬁ of vis St!f %t”a%'XS;E'CS events
corresponding 1o the presence or absence of or variations in 0ne or more-categorical types of visual
elements, objectk, analhbice grasts] withimdh ecladeb opragesyand dgensiating diertddinotificatibas /
messages afd.assRadies MAIRAAR cUESRANGING 0 SHCHRYGNS I MANE) uldrisiogd by one of
ordinary skifl'in the relevant art. Metadata can Include information such as a time / date stamp, a video
or image sooperitertifitan{|29)2.one orameraindjestcoodbysieet oubndinaial, inibheoelsrepéery.information,
and object behavior information. Metadata can 20 include, for instance, textual data (e.g., XML-based
data). Metadata can be communicated external to the VAM 400, such as to a memory or a database,

for instance A¢otdispEddiRgii&ode drifvidfe B0Hackskss sy stider 1081 XHES oA 035T 08§ S Blient
supervisory ggatiel AnteriRce 340 {6 AnSsRLRAL thenBriadals Ganhe Breerasrd & fpajyzed by a

client supervisory control application 372), a server 700, or another 25destination. In several

embodithenRarisBIFAXRA0Y NISBAAES 2088t OUAN IORiShR EBRMntrhcdten Tesyticasdoo

separate frogaldbeveBnalcmads e suREANTK GOMIAY bisadipbi@sg Urees 2 3t yéhighican fagdiiate
network comm¥nication WiQ;bé:ne or Omoge systems, apparatuses, devices, or inéerfac.es separate

from those COARGTESISAEHIT SN S8 P A RA 1 %%VV%VS??H@E%% FYHEUDIBES network

18 whether particular types of visual analytics events corresponding to the presence or
absence of or variations in one or more categorical types of visual elements, objects, or

15 regions within the video images, and generating alerts / notifications / messages and
associated metadata corresponding to such events, in a manner understood by one of
ordinary skill in the relevant art. Metadata can include information such as a time / date
stamp, a video or image source identifier (ID), one or more object IDs, object
coordinates, object property information, and object behavior information. Metadata can

20  include, for instance, textual data (e.g., XML-based data). Metadata can be
communicated external to the VAM 400, such as to a memory or a database, for instance,
corresponding to one or more of the host system 100, the VA-HMI 350, the client
supervisory control interface 370 (e.g., such that the metadata can be processed or
analyzed by a client supervisory control application 372), a server 700, or another

25 destination.

In several embodiments, the VAM 400 also includes a set of VAM network
communication resources 420 separate from the control module’s network
communication resources 234, which can facilitate network communication with one or
30 more systems, apparatuses, devices, or interfaces separate from those configured for

information, signal, or data transfer by way of the control module’s network



communication resources 234. In a number of embodiments, the VAM network communication
resources 420 are configured for information, signal or data transfer with an adjunct / client VA
management interface 500, for instance, in accordance with a standard network protocol (e.g., the
TCP/IP protocol). The adjunct / client VA 5 management interface can thus establish, manage, or
monitor visual analytics information generated by arge or more VAMs 400, as further described below.
In a representative embodiment, the control unit 200 can be implemented by way of a National
Instruments cRIO system or platform_in which the control module 250 includes 10 a cRIO real-time
controller th&?'BPOYAHEL0S) K HRUIHMn & HrocdBsBr PEBREE Ll etMBodEBE ALK cBHigiked to
provide conv@hmotivleicomRURICatiDN Aeseuftas bl antdrih) @ real dimeopderatingssysidrn (RTOS)
configured for acqir)gcﬁ%eteg;gcution of rogram instryctions associated withr\({A-contr&I gxecutables

m(fm
s an a n anagenmentinteria or_instance, 1n. accordance wi
to facilitate or ené‘brfe real-time corrﬁlréll §pera ions or(ﬁinc ions correspdnéllng(io one or more systems

of interest 1§30@rdAmytgiven Sitdddl 2k0ecarhin claRIBs peritiadly. aniigpedpistaridalidne RWA /O
modulewhich can be m tingly. ¢ leg\FOE £ ml(l)vabl inserted inta a CRID SSIS ol frame assembly
or struchure. KR o e R RS A S R outrnos
EngineeringzPreritwl by piarpemResadAds 410, Sifgehordystrahasbbelsavmatingly coupled or removably
inserted into the cRIO chassis 20 assembly (e.g., adjacent to a standard cRIO 1/O module), and which
includes a visual analytics / video analytics engine based upon a digital media processor (DMP) such

as a Texas IRstrifREsesTINS I20PNIBKIY BiRyitan v diaiPPeRessobg TERARMARGHMLA3Y Dalfas, TX

USA). 25Asnpdisaieth ahavendhrarcjiestvee JREamincWaRIPIRaYide B RAliNSiomel Rk VA
management interface 500 that facilitates or enables client management or selection of particular

categotftal &8 eAdians saRftRLep bR EMidshH ératoF b HRMBBTRS 98 o UMI§ bt B more
VAMs, and gliend idaniification oiselechrviat corespaoding sdsuahddaiice sdertgerseration criteria or

cono!itions. A%indi%%t_e.d in FIG. 3, in some ?é%]e odinﬁﬁwﬁﬁsf VA mana eigént inte[facegoo
provides a difent Vigtial BRaPHEL BB nRg YA agEHBHE S4B EEIBRL WA ThiHYEPafibn
interface) 5Hooandraiadi@mitions associated with VA-control executables to facilitate or enable real-
time control operations or functions corresponding to one or more systems of interest
15 300. Any given SMAM 210 can include essentially any type of standard cRIO 1/0O
module, which can be matingly coupled or removably inserted into a cRIO chassis or
frame assembly or structure. A VAM 400 can include a Neutrinos Intelligent Video
Analytics Module (IVAM) (Neutrinos Engineering Pte Ltd., 5 Harper Road #04-02,
Singapore) that can be matingly coupled or removably inserted into the cRIO chassis
20  assembly (e.g., adjacent to a standard cRIO I/O module), and which includes a visual
analytics / video analytics engine based upon a digital media processor (DMP) such as a
Texas Instruments TMS320DM6437 Digital Media Processor (Texas Instruments, Dallas,
TX USA).

25  As indicated above, the architecture 10 can include or provide an adjunct or client VA
management interface 500 that facilitates or enables client management or selection of
particular categorical types of visual analytics processing operations or functions
performed by one or more VAMs, and client identification or selection of corresponding
visual analytics alert generation criteria or conditions. As indicated in FIG. 3, in some

30 embodiments the VA management interface 500 provides a client visual analytics

configuration management interface (client VA configuration interface) 510 and a client



19 visual analytics alert presentation (client VA alert interface) 560. Each of the client VA configuration
interface 510 and the client VA alert interface 560 can include a set of corresponding GUIs. For
instance, the client VA configuration interface 510 can include a VAM parameter configuration GUI
configured for receiving user (e.g., control system 5 application developer or client) input that specifies
particular VAM parameters such as one or more VAM network addresses (e.g., IP addresses). The
client VA configuration interface 510 can further include one or more visual analytics rule management
interfaces, as detailed hereafter. 10In general, a visual analytics rule can be defined as a set of visual
analytics evaiiteayly Hc§iﬁ%@ mgﬁﬁit%%ﬂl;ﬂﬁl}%%ﬁt?]a?ffeﬁ%%ﬂgf Wlhrdgshedf b GEe et visual
analytics evesisigoraesmpataiiyceveriappinthe chuhstantisaldy: daneticesivisaal monlyéics @yerts) that
must occur o be deteeted o sapisfied in ordec far (e MAM £90.0 gencraie aaual anglyfies alert
Any given visual ana y? Sevent Can ba defined a2 the bEeUrEReadr A parﬁcular iqanca?egoncal type of
visual inciden¥ AMiatiomaepteriguanon GhE preSence ddwhiehving elatian. 0 nuniipleyieeo scenes,
images.or frames.indicates the presence or absence of or variations iR,Qne. or more ¢ca rical types
ot v eled B B B A L S e
events can bessepported Advbvidedriondibfisred (fcg. idEtaddessepwired ety Agujeguistiobject enters”
events; "subjectar obest iNside T AYENRINGUDIRE! oF ARISE! QHIBIFSaNRILS: AL DigG] QL RRiRCt exits”
events; "subject or object appears" events; "subject or object disappears" events; "object left behind"
events; "objEtetEKkER aigya safigitering” events; "object size" based events, such as 25 "object
size change" events; "object trajectory / direction” events; and others. In association with determining
whether a given type of visual analytics event has occurred, the VAM 400 can automatically categorize
or attetipt td"cRtRYBHZeHIbIRAYIESBioishArceleinertds bafeels st AeyIRhe SN e r tnore
portions of WEee: IMAGeanifiBstIBRE al R APORITIAREE VS CALGUBIZASIONSBYaNaRR i RRRAR, "group,”
“crowd,"” 30"animal,” "vehicle," "unknown object," "equipment,” "smoke," "fire," ang Q%Raque

substance. " EFHRBIHBCYREDRIE A R BRI S THIF B SP Y, Bjaltiss Shraky) gt must

occur or be detected or satisfied in order for the VAM 400 to generate a visual analytics
alert. Any given visual analytics event can be defined as the occurrence of a particular
15  categorical type of visual incident, situation, or phenomenon, the presence of which in
relation to multiple video scenes, images, or frames indicates the presence or absence of
or variations in one or more categorical types of visual elements, objects, or regions

within the video images.

20  Various types of visual analytics events can be supported, provided, or defined, for
instance, “tripwire” events; “subject or object enters” events; “subject or object inside”
events; “subject or object outside” events; “subject or object exits” events; “subject or
object appears” events; “subject or object disappears” events; “object left behind” events;
“object taken away” events; “loitering” events; “object size” based events, such as

25  “object size change” events; “object trajectory / direction” events; and others. In
association with determining whether a given type of visual analytics event has occurred,
the VAM 400 can automatically categorize or attempt to categorize various types of
visual elements, objects, or regions within one or more portions of video images, for

2" (3 2 13

instance, in accordance with categorizations such as “person,” ‘“group,” “crowd,”

" < ¢ 9

30 “animal,” “vehicle,” “unknown object,” “equipment,” ‘“smoke,” “fire,” and “opaque

substance.” Furthermore, the VAM 400 can provide a number of subject or object



filtering functions such as subject / object size filtering, shape filtering, speed filtering (e.g., "subject
walking" or "subject running"), and object trajectory / direction filtering; and/or image processing
functions, such as low-light or nighttime image enhancement; and temporal measurement functions,
such as a time period or duration that one or 5subjects or objects met the conditions of one or more
visual analytics events. FIG. 4A is a schematic illugipation of a representative rule management
interface provided by an embodiment in accordance with the present disclosure. In an embodiment,
the rule management interface includes a rule generation / modification 10 GUI 520, which includes a

video scene WS BB BIGr HideBIpay BRI LIS dnaipirs i ngidRssthige Berlay
controls 524eand‘auvjstiahaliens palettathed eanfigyredidroeesiviagdsey Infiticierg fitlsagand drop
input) correspgnding to user selection (e.g., graphical selection, such as by way gf pointing device
moton) of SRS OIS PO ) A SHED Budt e b SR S e Wvesonting
15 categoricaildypepahl/iswabaralyticsenvents,(eugh "isipwinat guenid) panbifurtne theonfigured for

enabling or MANRAIBSELLRRIRIING B AIRPIGRL (EREsEDIalignR Al aUc gedorical types of events
within particular portions or regions of a video image or video sourceTield of view presented within the

video scene window 522 (e.g., user positioning of a "tripwire" event across or along one or more

portions of gf§nviEoNMentahon AP UEGALRHUGIUEE WO Hagvidem SOUiGE s ARIM ahyiaw..Such as a

road, driveway, or parking lot). The rule generation / modification GUI 520 further includes a number of
graphical el@fsided dbjeéts, SndEREL cahfitfsrsdaseretiivinbeg Riptftal HpAonUsrapAicatiuser 25

input directegyig,dgfiinanselertingnesnrRAiling Migual analyticsuidles cangsPendiRgiadag graphical
representation(s) of the categorical type(s) of visual analytics event(s) positioned within the video

scene Wind&5230suikistyaHAes EMEATRECET BIRIO catr incfidd BWeremBYPAdx 890 i leceiving

user input dgiing A fulle Nam@&A seiel sateaoricaltule type and avenudetedipnpaissemsiance

selection check boxes 532 for. 30receiving user identification(s) of what categorical type(s) of objects
ithin viceo UGB LBl P RtoREH S (ot MR S5 B EORORB T i

detection sheildction (e.g., graphical selection, such as by way of pointing device motion) of one or
more graphical visual analytics event identifiers (e.g., icons or the like) representing

15  categorical types of visual analytics events (e.g., “tripwire” events), and further
configured for enabling or managing user positioning of graphical representations of such

categorical types of events within particular portions or regions of a video image or video

source field of view presented within the video scene window 522 (e.g., user positioning

of a “tripwire” event across or along one or more portions of an environmental or

20  physical structure within the video source’s field of view, such as a road, driveway, or

parking lot).

The rule generation / modification GUI 520 further includes a number of graphical
elements, objects, or widgets configured for receiving graphical or non-graphical user
25  input directed to defining, selecting, or modifying visual analytics rules corresponding to
the graphical representation(s) of the categorical type(s) of visual analytics event(s)
positioned within the video scene window 522. Such graphical elements or objects can
include a first text box 530 for receiving user input defining a rule name; a set of
categorical rule type and event detection circumstance selection check boxes 532 for
30 receiving user identification(s) of what categorical type(s) of objects within video images

should be detected, and under what circumstance(s) or condition(s) such detection should



21 occur; a second text box 534 for receiving user input defining text that is to be provided or output in
association with the generation of an alert corresponding to the rule under consideration; a schedule
selection drop down menu 536 for receiving user input defining a temporal schedule (e.g., all the time,
during business hours, or outside of business 5 hours) during which a selected rule is to remain
actively, repeatedly, or recurrently processed by the1VAM 400. The rule generation / modification GUI
520 can also include a filter dropdown menu 528 configured to receive user input defining or selecting
a categorical type of object filtering_10 function (e.g., object size, object shape, object trajectory /
direction, orSHiBcE SHENY) 1 bBXphlietP b Oy Mo Fe L T SibE Lt BedstocbsPir‘Ad&dciation with
VAM processingtphithe wisodhacalytitsthelegraseoibed withiRihertdepgadiagatiormé madifigation GUI

520. 15In varigus embodiments, rules are stored n & memory wihin, Jocal o, ot acceseible to a VAM
400 (e.g., ruig8 canreside Within an‘embedded memory and/or an on-Doard me ory Withi the VAM

400, in a manteenpongessbedaldyaone di ondinany, skilliig thesretevdouartodrossiie efrhodinsents, rules
can additiongly. fe siorec niamemamor datahaze earrssponding (o e AN s coniral odule 250.

the host system e client supervisory control interface , an for the
adjunct / cliemeogssendnabeaM idrface 500, one or more of which can execute or access a rule
management interface (e.g., a rule generation / modification GUI 520 such as that described above) to

selectively create, edit, and delete rules, and communicate rules to a VAM 400 in response to user

input. 25 FIGhaple geaermsribfiopdisgatioh GF h Y& rasehtative wrent\iar drondavafasasstiin
accordance Wjth aR-amPRdineniof ths Pieaa Ml clastire Woitkiseanfigered-ige RrereMing,

outputting, or displaying alert information or data in response to the generation or triggering of a set of

alerts ¢BrredBBHRJaS-oRBIGH! H6Fe RhiSTAEMRAY fRICYoTaIELLOR A BRI HSRIRMIYVA alert

interface 56@cinglpHes ameebeiMisieo pranes iBHEas Qb SRaRRAYMINACUS iR Gafigused for
presenting video images for Whi(fh . . . o
processing of the visual analytics rule presented within the rule generation / modification

GUI 520.

15 In various embodiments, rules are stored in a memory within, local to, or accessible to a
VAM 400 (e.g., rules can reside within an embedded memory and/or an on-board
memory within the VAM 400, in a manner understood by one of ordinary skill in the
relevant art). In some embodiments, rules can additionally be stored in a memory or
database corresponding to the VAM’s control module 250, the host system 100, the VA-

20  HMI 350, the client supervisory control interface 370, and/or the adjunct / client VA
management interface 500, one or more of which can execute or access a rule
management interface (e.g., a rule generation / modification GUI 520 such as that
described above) to selectively create, edit, and delete rules, and communicate rules to a
VAM 400 in response to user input.

25
FIG. 4B is a schematic illustration of a representative client VA alert interface 560 in
accordance with an embodiment of the present disclosure, which is configured for
presenting, outputting, or displaying alert information or data in response to the
generation or triggering of a set of alerts corresponding to one or more visual analytics

30 rules. In an embodiment, the client VA alert interface 560 includes a set of video scene,

image, or snapshot windows 562a-b configured for presenting video images for which



22 alerts have been most recently been generated; an alert data table 564 configured for presenting
alert data such as an alert ID, a time / date stamp, an alert description, and a rule type, and possibly
other alert information; a set of alert text boxes 566 configured to present alert information
corresponding to a current or most-recently generated alert; and 5 a set of additional text boxes 568
configured for presenting video source information2®.g., an IP address and port number) and
configured for receiving user input specifying a client user name and password. In some embodiments,
the VA alert interface 560 and/or a host system resident VA- 10 control application 160 can have
another aled &1 I}Ji’é'golé?gf’e&lﬂ%rrgﬁﬁm%tﬁﬁﬁﬁ FE I raletlifigtala o gﬁ%\tfé’ﬁfb%“ﬂ%{iafor
correspondipgdenthg; edsitrohtnedtiels neterkDommnnicationtiagguicak receptiphoretieval, or
communication / confirmation of alert generation. 15FIG. 4C.is a schematic ilystration of a
ropresentattL AT A AC S AT e G b oo PR S el ARG alert GUI
570 in accormesne aldthiafpenmibodincertpiita pre sentroisctosuost-tecantlgpbastinednicthenadiditional
alert GYI 750 inelydesa;graphicahuindande gy a serofable.chiid windew) 372 n yhich particular alert
information or data correspon(ﬁng {0 current and Tecent alérts e.g.,ana ert?nstory 20can be
presented; &ag-adsdiPofddigshanep@ravimbehichdcertdiguatdrianfoenaigrn suriedponadyinga current or
most-recent&yig[ﬁrﬁgggﬁqnglgﬁh%gs%lg(esented. As indicated herein, an architecture 10 in accordance
with an embodiment of the present 25 disclosure includes or provides a set of graphical visual

analytics objects which a control system application developer can access and graphically manipulate

(e.g., drag andsdraphARdiRrdRvhichvhe gentialsyRieeeralioation sy elares digat inRUL or
commands (e.g., graphical selections and/or textual input) for providirgﬁ particular types of visual
A

analytit® fuseiiBRhrRPHr4igR IO sen xS apatstalstioPAprsativhe Mrien tasqRERdedUA-

30control exgesiaiie 290 @ndRRsSIBlY aNaes Marespbaialient MRccosttallintRidares3fdwaddient VA
configuration interface 510, a client VA alert interfacF 560, and a client . :
communication resources receptlon, retrieval, or communication / confirmation of alert

generation.

15  FIG. 4C is a schematic illustration of a representative additional, adjunctive, or auxiliary
alert GUI (e.g., a host-side visual analytics alert GUI) 570 in accordance with an
embodiment of the present disclosure. In an embodiment, the additional alert GUI 750
includes a graphical window (e.g., a scrollable child window) 572 in which particular
alert information or data corresponding to current and recent alerts (e.g., an alert history)

20 can be presented; and a set of text boxes 574 in which certain alert information

corresponding to a current or most-recently generated alert can be presented.

As indicated herein, an architecture 10 in accordance with an embodiment of the present
25  disclosure includes or provides a set of graphical visual analytics objects which a control
system application developer can access and graphically manipulate (e.g., drag and drop),
and/or to which the control system application developer direct input or commands (e.g.,
graphical selections and/or textual input) for providing particular types of visual analytics
functionality to a set of visual analytics control applications, which can include a VA-
30  control executable 290 and possibly one or more of a client VA control interface 362, a

client VA configuration interface 510, a client VA alert interface 560, and a client



23 supervisory control application 372. Graphical visual analytics objects can reside within a visual
analytics library 150. 5Graphical visual analytics objects include graphical objects corresponding to
particular control module visual analytics drivers, such as the visual analytics related drivers 280- 286
indicated above with reference to FIG. 3. Additionally, such graphical visual analytics objects can
include graphical objects (e.qg., drivers, driver-level2®r driver type objects such as FPGA configuration
code objects) corresponding to VAM 10 communication resources 264, and/or visual analytics module
network communication resources (e.g., VAM TCP/IP. communication resources) 420. In several

representatitP YRR RRIISHIE SR basSH RS 2 NS AR YHS et S eRIes sl iR controller,

the set of graphicalaisiyatariatytics sbjects includes graphical 15representations of National
Instruments Virtual Instruments (VIs), such as the following representative types of VI graphical
objects: (a) a set of VI graphical objects corresponding to visual analytics commands directed to the
real-time processor 252, including a "Configure VAM" VI 20 graphical object corresponding to the VA

configuiation,yer, 760, e Gef NAMEIL Y iaehisaliohiesicorreshonding o a YA aler driver 282

ual
the "Get Snaps]%ol'ﬁ?l Ylgsrgpﬁﬂ:a?‘o%Jec correspondihg to an image acquisition driver, gr"Get VAM

Info" VI graphisaslobjebtieoireshonliiigtoithevidechsaurbe iiforhmasbiiicrivdaederias(bP8e or more
VI graphical Bi&gls GRIEERARIRAHOIAG M IIURIERNIGN raspiiicasfyP Gt 8 e LaeialE OF

effectuate information, signal, or data transfer between the FPGA 260 and the VAM 400; and (c) a set

of VI graphieBflobiecebiestrespdnehvids ter pritseli i seaMergn dibysssshdgiver-level, or driver type

objects such as FPGA configuration code objects) corresponding to VAM
10 communication resources 264, and/or visual analytics module network communication

resources (e.g., VAM TCP/IP communication resources) 420.

In several representative embodiments involving or based upon a National Instruments
cRIO real time controller, the set of graphical visual analytics objects includes graphical
15  representations of National Instruments Virtual Instruments (VIs), such as the following

representative types of VI graphical objects:

(a) a set of VI graphical objects corresponding to visual analytics commands
directed to the real-time processor 252, including a “Configure VAM” VI

20 graphical object corresponding to the VA configuration driver 280, the “Get VA
Alert” VI graphical object corresponding to a VA alert driver 282, the “Get
Snapshot” VI graphical object corresponding to an image acquisition driver, and
a “Get VAM Info” VI graphical object corresponding to the video source
information driver 286;

25 (b) one or more VI graphical objects corresponding to the communication resources
FPGA 260, to facilitate or effectuate information, signal, or data transfer
between the FPGA 260 and the VAM 400; and

(c) a set of VI graphical objects corresponding to particular VAM functions that
can be directed to the VAM 400 by way of the VAM network communication

30 resources 420, including a “Set VA Rule” VI graphical object and a “Get VA
Alert” VI graphical object.



can be directed to the VAM 400 by way of the VAM network communication 30resources 420,
including a "Set VA Rule" VI graphical object and a "Get VA Alert" VI graphical object. 24 FIGs. 5A -
5D are schematic illustrations of representative graphical objects or icons for the aforementioned VI
graphical objects corresponding to visual analytics commands directed to the real-time processor 252
in accordance with an embodiment of the present Bdisclosure. More particularly, FIG. 5A is a
schematic illustration of a representative "Configure VAM" VI graphical object in accordance with an
embodiment of the present disclosure. In an embodiment, the "Configure VAM" VI graphical object
facilitates the establishment or definition of initial VAM configuration parameters (e.g., user name,
password, |RlIaddsess, Andierdibenpaidneateis)s biGehBdatatisehanphiicall bigyation obas 1or
representati%fl% "a et VA Alert" \?@g@&@%@kﬁﬁect in accorde%pce with. an emblogiment of thgspresent

disclosure. InaA SMBGAIMEn , 9 éJ’FttS\?PgFasiBﬂrilcéﬁl %6?&‘:’%%&01"&%% slﬁ§eCPéI(1:Ié16 10N or

retrieval of alirisual andiytics-ailext froneady AM 40Qcairdanan widrtdnasrbodunred. AmheApersdmfo” array
con e SRR B AR NSRS MRS (IS LRER. AN ARAPS; A anafetdescription

FIG. 5C is a schemati stration of a representative napshot” VI graphical object in
accordance ‘WithfzgvenbbMimEheoiplticap rdsesititisetoslmece v ih ansbduidiannt thicthSpteSmapshot” VI
graphical ohjgcs cap.fagllifate IS IRCERUGHR. religilou Ieading of.ARiimagssnarRshatrdmage data
frame from the VAM 400. Finally, FIG. 5D is a schematic illustration of a representative "Get VAM Info"
VI graphicalcsifdithimat rdsistigneamB by diMerr i 2o fresamiiis sfoSuresehmiembodiment,

the "Get VAMJnierd/ oraRiissl aRiestaad fagilitaiedhe reeention argaltigval afxAMdleyice or device

type information. Aspects of particular embodiments of the present disclosure address at least one

aspectl025 FidisRshiatiNsitdtnY Antle disharphisyeBissbd-aecPifrnrceifyeDismhodimrmid

architecturegeSystesms dcRIQEesSes andisbanaial\ities @plivationdevalopmephidhessies: While

features, as(E)ects, and/or advantages asso iz?tt)ed with certain egbogimem%h e been described in the
U5l 8 Vs

disclosure, SHEHRSHBGTFRSRECMSY SIES Ak bt Kk pss &9, 440aM58&8. and not all
embodimentsenecled necassdrilyexiihttshth 3iaatuiednasde cikranddomadvantages tontalbwithin the
scope of themcé)irsecpuﬁgr%hllltlevgj”a?lealert type, and an alert description. FIG. 5C is a schematic
15  illustration of a representative “Get Snapshot” VI graphical object in accordance with an
embodiment of the present disclosure. In an embodiment, the “Get Snapshot” VI
graphical object can facilitate the reception, retrieval, or reading of an image snapshot or
image data frame from the VAM 400. Finally, FIG. 5D is a schematic illustration of a
representative “Get VAM Info” VI graphical object in accordance with an embodiment of
20  the present disclosure. In an embodiment, the “Get VAM Info” VI graphical object can

facilitate the reception or retrieval of VAM device or device type information.

Aspects of particular embodiments of the present disclosure address at least one aspect,
25  problem, limitation, and/or disadvantage associated with exiting visual analytics
architectures, systems, or processes and visual analytics application development
therefor. While features, aspects, and/or advantages associated with certain embodiments
have been described in the disclosure, other embodiments may also exhibit such features,
aspects, and/or advantages, and not all embodiments need necessarily exhibit such
30 features, aspects, and/or advantages to fall within the scope of the disclosure. It will be

appreciated by a person of ordinary skill in the art that several of the above-disclosed



appreciated by a person of ordinary skill in the art that several of the above-disclosed 25 systems,
components, processes, or alternatives thereof, may be desirably combined into other different
systems, components, processes, and/or applications. In addition, various modifications, alterations,
and/or improvements may be made to various embodiments that are disclosed by a person of ordinary
skill in the art within the scope and spirit of the 5pra@sent disclosure. For instance, while representative
embodiments in accordance with the present disclosure have been described with reference to a
LabVIEW based application development environment, one of ordina% skill in the relevant art will

understand tHEEBFIESHIRBARLS P BecoraaAiE Akt grelemrYiederRP R S HBP T ENY0 a
LabVIEW based applieatioysdevelapnpentenyviioomeant, bidisatpetiaaecapplicabiitiomessgotially any

type of graphical programming environment (for instance, a Mathw rks&e. ., MATLAB / Simulink)
sed grapy TRy A TS o G R RS e e PSR, (1A TS WAL bl for the
developmernhatf senkse]onabbyrepeent) atitodiatigrskdbntrdle sengithgn snorptorinpsplataaidguisition,

test, ang/or r(raégégg R Ogu% applications. Moreover, in addition or as an alternative to the

representative embodiments described above, embodiments in accordance with the present disclosure
are applicable or extendable to graphical programming or development of non-control system

applicationsg20 QL ERVIrQRMENLS rSUA LA BEYSIRA IRIEAURDLIAUS NEFSHI YRS R dRlIG RECUIrity

applications; or public health or medical assessment applications (for instance, visual analytics based

determinatidid 6 Rerahésseiteedr wibrediiRieeds withi BIRSSphasednigriisaty Y obirelommsitisigns of

fever (e.g., RadrIgkBIRashOY MRy 0 S6h ¢h fracrd sameredicrRligwRd deddamiy plaMatgd skin

temperature) or certain tyfxl)es of trauma, and o o
10 accordance with the present disclosure are not limited to a LabVIEW based application

development environment, but rather are applicable to essentially any type of graphical
programming environment (for instance, a MathWorks (e.g., MATLAB / Simulink)
based graphical programming environment (MathWorks, Inc., Natick, MA USA)) that is
suitable for the development of sense, measurement, automation, control, sensing,

15  monitoring, data acquisition, test, and/or related types of applications.

Moreover, in addition or as an alternative to the representative embodiments described
above, embodiments in accordance with the present disclosure are applicable or
extendable to graphical programming or development of non-control system applications
20  or environments, such as intrusion detection or business, home, or public security
applications; or public health or medical assessment applications (for instance, visual
analytics based determination of whether one or more individuals within a hospital
emergency room exhibit signs of fever (e.g., as determined by way of a set of infrared
cameras configured to identify elevated skin temperature) or certain types of trauma, and
25  selective generation of alerts to health practitioners or medical staff corresponding to

such determinations).

Furthermore in addition to the foregoing, one or more video sources 320 can be
configured to provide or transfer pre-stored or previously captured video information.
30  Such video sources 320 can be, for instance, DVD players, or a web browser that presents

a pre-recorded video. A visual analytics application that receives such pre-stored video



25selective generation of alerts to health practitioners or medical staff corresponding to such
determinations). Furthermore in addition to the foregoing, one or more video sources 320 can be
configured to provide or transfer pre-stored or previously captured video information. 30Such video
sources 320 can be, for instance, DVD players, or a web browser that presents a pre-recorded video.
A visual analytics application that receives such pregstored video 26 information can be configured to
perform one or more types of "off-line" or non-real time visual analytics operations or functions upon
such pre-stared video information. The foregoing and other visual analytics architectures, systems,
processes, SHA BN BRLSH hHPSHARRVEA FIRPIRL PSP RlsEhtERe BMSdiAER R described
herein are evicoihpagseck bydheipiese irdiscinsiien wbicprissioaitedidslydiyrihaitallowing claims. 27
Claims

The foregoing and other visual analytics architectures, systems, processes, and
5  applications based upon or derived from the representative embodiments described herein

are encompassed by the present disclosure, which is limited only by the following claims.



1. A graphical programming architecture configurable for developing visual analytics (VA) enabled
control system applications, the architecture comprising: 5a control unit comprising a set of visual
analytics modules (VAMS) couplable to at least one video source configured for capturing video
information within an environment, each VAM within the set of VAMs comprising a visual analytics
engine configured for analyzing captured video infgrmation received from the at least one video
source, performing visual analytics operations upon captured 10 video information to determine
whether visual analytics events have occurred within the environment, and selectively generating at
least one och\lr?'gi'ért, a notification, and visual analytics metadata corresponding to a visual analytics

event; and alho tslysgmlcom rising a co Puter systetm couplable to the control ynit, the host 15
system provding & dRRRIcB SNBSS e SRR R A SH APPSRt B3t graphical
programming/@vaphickiusarmsiteyiace afidishm, sbt afcbimttolsystem application development tools,
and a VA library, the VA library providing a set of graphical visual analyii ject rresponding to
i sl oo R e SR R i
wherein VA enablddasontrol eystervaisplicatiogntiel éoprpntiogcuidebyinasnalicontrahsy stem
application develogr inigraction, Wity e hash RS ranNEaLBragrammIng G isanddontrol

system application developer selection of graphical visual analytics objects. 3. The architecture of

claim 1, further comijfisenepaiidsissl tnamaasing s apanahEidRNerpitan cecias et vAM, the
visual analytics rulg. jaapagement ipleracsAenfigtred fon definnesapeeRIRY Yiskalanalytics rules in

response to graphical user input. 28 objects, or regions within sequences of video images have
occurré® based upYASHSHEPEHRIONCS rifd BEmSA B SBrIAB NI aYraHBaV RS dgement

interface. 5. The qughiteatbrenefrolaions, ¥aeteifcthelyistkabanalytiasirdle sirnagamantinterface is
g O P bl Vioutl dnyhice Tt Comaapadene o o el s
event; and
a host system comprising a computer system couplable to the control unit, the host
15 system providing a graphical control system development environment that
includes a set of graphical programming graphical user interfaces (GUIs), a set of
control system application development tools, and a VA library, the VA library
providing a set of graphical visual analytics objects corresponding to visual
analytics functions that can be performed by the of VAMs.
20
2. The architecture of claim 1, wherein VA enabled control system application
development occurs by way of control system application developer interaction with the
host system’s graphical programming GUIs and control system application developer
selection of graphical visual analytics objects.
25
3. The architecture of claim 1, further comprising a visual analytics rule management
interface couplable to the VAM, the visual analytics rule management interface
configured for defining and editing visual analytics rules in response to graphical user
input.
30
4. The architecture of claim 3, wherein performing visual analytics operations comprises

determining whether variations in one or more categorical types of visual elements,



(a) a video scene window; (b) a visual event palette configured for receiving user input corresponding
to user selection of one or more graphical visual analytics event identifiers corresponding 10 to
categorical types of visual analytics events, and facilitating user positioning of graphical
representations of categorical types of visual analytics events within particular portions of the video
scene window; and (c) a set of graphical elements2g®nfigured for receiving user input directed to
defining or modifying visual analytics rules corresponding to the graphical representations 150f
categorical types of visual analytics events positionable within the video scene window. 6. The
architecture B a5 SIS IHEHE SEIUSTGra MO dmss he oRfiglired P8P LBRANY Weer input
correspondimghtotiat iedst dutimaf byruley Rdne vastdletypeicanreiveni@e fetrciienaitecumstance, textual
output to be provided in response to occurrence of visual analytics events corresponding to a rule, a
temporal schedule during which a rule is to remain actively processed by a VAM, and a visual object
filtering funciiofthe 7Architecarchitectuire 8f elairaid fHertsenlcomigtisinglatieasganenhunteafzan achine

interface 25(H 5Igeco figured for.receivin vlisual1 nalytiq %I ts,.notificati PS, QM g a output by a
AM winim T B R e ures

video infornratigittetb) presenting visual control system state information corresponding to at least one
control system &gq%@w@g}%@i%‘gnvironment; 30(c) issuing commands to control an operation

performed by at least one control ‘ o ‘ ‘
(b) a visual event palette configured for receiving user input corresponding to user

selection of one or more graphical visual analytics event identifiers corresponding
10 to categorical types of visual analytics events, and facilitating user positioning of
graphical representations of categorical types of visual analytics events within
particular portions of the video scene window; and
(c) a set of graphical elements configured for receiving user input directed to defining
or modifying visual analytics rules corresponding to the graphical representations
15 of categorical types of visual analytics events positionable within the video scene

window.

6. The architecture of claim 5, wherein the set of graphical elements is configured for
receiving user input corresponding to at least one of a rule name, a rule type, an event
20  detection circumstance, textual output to be provided in response to occurrence of visual
analytics events corresponding to a rule, a temporal schedule during which a rule is to

remain actively processed by a VAM, and a visual object filtering function .

7. The architecture of claim 1, further comprising at least one human-machine interface
25  (HMI) configured for receiving visual analytics alerts, notifications, or metadata output
by a VAM within the set of VAMs, and which is further configured for at least one of
(a) receiving captured video information;
(b) presenting visual control system state information corresponding to at least one
control system corresponding to the environment;
30 (c) issuing commands to control an operation performed by at least one control

system performed by a control system corresponding to the environment; and



system performed by a control system corresponding to the environment; and 29 (d) communicating
control system state information corresponding to at least one control system corresponding to the
environment to a destination external to the HMI following receipt of alerts, notifications, or metadata
output by a VAM within the set of VAMs. 5 8. The architecture of claim 7, wherein the at least one HMI
comprises a computer system configured for execa@dng a supervisory control application, the
supervisory control application configured for controlling a process performed by at least one control
system corresponding to the envwonment 10 9. The s stem of claim 7, wherein: the control unit

further compris&8 SYBPBRGIGS LM FE15Eh S 1T ’§R/I/E\Wﬁ8?ﬂﬂg]§’ge'é’cﬁt§fiﬁﬂ fMidule within
the set of SMA mochﬂeslmyu@mb&eﬂespanﬁiﬂf\tdehecerﬁﬁdrﬁﬁéﬁlguredié@ﬁmﬁﬁrmlﬂglalt {eakt one

sensing, measure 15actuat|on function withi ontrol syst orrespondin
environment; and grap ficalTontre :~:yr£:te'1reﬁr \ evefgfbcr%%erﬂser?\rllrrgﬁi%@eag% TR Hpe?rnlb clagd{g%tpé\ﬁl SMA

library providing a sethof graghicBNVAMK. objects corresponding to SMA functions that can be performed
by the sgt of SMA modules. 2010. The architecture of claim 7, wherein the graphical host system
development environment comprises one of a Lab VIEW based graphical programming environment
and a MatlaB. bddedagrhittvisaf programniinglencinohmentleast g HEMFchiteptisee of Glainnt®0, wherein

the VAM cogg»%ﬁ@sc@n@g%lﬁ 1At SaRRR 25 remeMakly, coURied 19 BihASSS RerESRARGIRY to a
CompactRIO (cRIO) programmable automation controller
control application configured for controlling a process performed by at least one control

system corresponding to the environment.
10
9. The system of claim 7, wherein:
the control unit further comprises a set of sense / measurement / actuation (SMA)
modules, each SMA module within the set of SMA modules couplable to an SMA
device and configured for performing at least one sensing, measurement, or
15 actuation function within a control system corresponding to the environment; and
the graphical control system development environment further includes an SMA
library providing a set of graphical SMA objects corresponding to SMA functions
that can be performed by the set of SMA modules.

20  10. The architecture of claim 7, wherein the graphical host system development
environment comprises one of a LabVIEW based graphical programming environment

and a Matlab based graphical programming environment.

11. The architecture of claim 10, wherein the VAM comprises a module that can be
25  removably coupled to a chassis corresponding to a CompactRIO (cRIO) programmable

automation controller.

12. The architecture of claim 9, wherein the control system comprises an industrial

control system.

30



12. The architecture of claim 9, wherein the control system comprises an industrial control system. 30
30 13. The architecture of claim 11, wherein the control system comprises a Supervisory Control and
Data Acquisition (SCADA) system. 14. The architecture of claim 11, further comprising: 5at least one
of a first set of VAMs and a first set of SMA modules disposable within a first environment
corresponding to a first control system; and at least@ne of a second set of VAMs and a second set of
SMA modules disposable within a second environment corresponding to a second control system,
wherein the second control system is remote from the first control system. 10 15. The architecture of

claim 14, wHereih™t TEALEEHE O e st Anb e & USRI AR RREBHR SHPRDAIRBht. 16,
The architecturerof slaiDuidavdueyigivnasieasiong atihe first and second 15environments is an outdoor
environment.
14. The architecture of claim 11, further comprising:
5 at least one of a first set of VAMs and a first set of SMA modules disposable within a
first environment corresponding to a first control system; and
at least one of a second set of VAMs and a second set of SMA modules disposable
within a second environment corresponding to a second control system,
wherein the second control system is remote from the first control system.
10
15. The architecture of claim 14, wherein at least one of the first and second

environments is an indoor environment.

16. The architecture of claim 14, wherein at least one of the first and second

15 environments is an outdoor environment.



