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STRUCTURED COAUTHORI NG BACKGROUND [ 0001] In multi-user

environnents, it may be desirable for nmultiple users
wheooabbsa08 0 edit the sanme docunent at the sanmePCT/IB2009/045558

Oten, when nultiple users are editing the docunent,

confusi on can exi ow ¢ (e} edits are

added to the docuﬁt%@%Tkggﬂ%E%Hgﬁgﬁ%%%htfines mul tiple

versions of the docunent are edited, making it

difficult to merge the edits into a single, conplete
docunment . [0002] Even iBASKSIROGENThat support

ti-user editing of a doc nt rs typicall )
0GB} ot e s HEEPEE b IS RulbRt Gty t able to cait
thedahRId c @il biitiaf Ehet M AREU N@RAEn, wWheh thBfiple luber§ @R dAGing the
difficult to define which user is working on which

dogyament.cagnéusiopaen csfst atie hepcthesmioustedis atsyaddediol th decungent. For
e G S DR

meigd tht egitd mty sheglepeonntetrbbatantf or structured

coaut horing of a docunent. [0004] According to one

aspect, a systemfor structured coauthoring of a

At | ERE-ubR ikl i

1067 TR fn SRR BEBpa L uld St 890 B TR typically
carg®t torgrd whan decusesh tdipeareslssyotesthos odieng Hetdostuoews Further, it

user..access, perm ssions, for, .each section of a
corfBg BT (0 delER HiehuSta AREKIBE S8 sdushRptHetkr Rértqfdhe document,
thelpé Sty fne;ﬂ)‘éﬁﬁfescoflﬂ&f@ if tl&’é&{anééé AR oG NRRht .

updates with other users and that processes requests

froma user to receive docunent updates from ot her

users and a document ren [ dul e that renders a

docunent for display on gﬁﬁﬂpgﬂ?? t he docunent bei ng

[0008N ATt dibAbsuBERIAtONS sOftethb EndiRGthaB N for 3frEctiiRd@b&éhoring
wi th shared docunment updates made by users, the shared

of gdeeHait. updat es bei ng requested by the user on the
client. The user access permn ssions determ ne the
extent to which a user can nodify each section of the
[000d¢ weptdinger dhictakparg adiyhterr fonstrucstd acadissingeil i dosinas
to . be stored for one or nore sections of the docunent.
COPRRESSS PSR BFIHREONCRS TS RBFININte cach ¢pcuBant e @ganized into

se&{onmrcﬁ)c%eﬁtrb%nﬁ%gohé)ﬂl%d@lfe thfStores user access permissions for each

section of a document, a document update processing module that processes requests from
a user to share document updates with other users and that processes requests from a user
to receive document updates from other users and a document rendering module that
renders a document for display on a client, the document being rendered so that sections of
the document are updated with shared document updates made by users, the shared
document updates being requested by the user on the client. The user access permissions
determine the extent to which a user can modify each section of the document, permitting
different user access permissions to be stored for one or more sections of the document.
The system permits two or more users to coauthor one or more of the sections of the
document so that each user has specific access rights to one or more of the sections of the
document, so that the user can specify whether updates made by the user to the one or

more sections of the document can be displayed to other users, and so that the user can



10

15

20

25

30

docunent so that each user has specific access rights
to one or nore of the sections of the docunent, so
w0 baw/1541e8 user can speci fy whet her updates madeCHYS1008045558
user to the one or nore sections of the docunent can
be di spl ayed. to ot her users, and so that

S thf u%er
vicgalhginalnet HeC RESSTS S OBt HE MUY mRte ssioRy Ot e dpengyt and can
selerafv%lysmélh ?éat@sf tolthe dSlQetere RbmanskGRBrsSel ecti vely

obtai'n updates to the docunent fromthose users.
[ 0005] According to another aspect, a nethod for

OGSE e SRR b, oL TR s S PR o dappment

co@pBaRI| &RAirg @ cafehi GHNS cli®a b} a 86t th@@o&@fﬁétﬁ%@gﬁnhiéﬁ ifto
part of the docunent, the docunent glaylng user

SCCiiOn® $4CTHCHP EEmENtingra Rvkofghe dml@l@éé gorament digplaying user
acc%gsgﬁégﬁl V\%%O%ggoeltdg%i ??r?olllg?&ttlo% éﬂhéﬁbagne{% gnc{]ﬁ'g%cﬁﬁent fdlsplaymg

one or € sections

thet hagned ©F useentvho pay e‘dounrg &g @ pesrabt tRScaivn® BE therdodmment;
sections of the docunent, the operations being
PeIiQfyNg PRETALIQUSION AIRET (98T Sostiersel the Aoquangng e @Eeéﬁtoé‘é being

coﬁsgﬁeﬁt %thocﬁg u§¥r 9&@? éfﬁ%s'hd?ﬁ% uecf f&? tl%%%r&e ﬂ{or%sectlﬁns of c}he

entifying up dates’fo ment that can are
doguinhdmt; otlhﬁrfymg aupdatsototthatioduneent thelatansbet shated evithoatherarstrs so that

are shar w t h ot her, ers; and ident i ng. one or
RO ELRE AP hatRotmLrOay Bl EEn s more sers
froﬁf whidg de8&héRRpdats folfie Q)‘P SIoTEBE th@ rs@ctfoﬁs BetheRb&lM&H arc to be
he one or nore users selected fromthe nanes

obtam;ch thy ede onmprreusdscateeist frosothemames Hispldpedipre e document, so
dat es_ar.e bta ne nt sery an .

tne e e P el TuE R REL o5 B Bl e
ap@ﬁ@@ﬁbsaﬁﬁﬁgdfmjdbanmﬁﬁ anot her aspect, a nethod for
coordi nating the structured coauthoring of a docunent

at a docunent server conprises: dividing a docunent

[Odﬂ% ()A%opdiﬁ%% ett Xn&flersa?g%cit,%hr}éetgg&‘ ?J} cg{)rdﬁ&%ng %;et §t191@ﬁ1red

I 'ng ar agr aph ocunmen user
coeanhmﬁ@ qferdocemenrss aldoceaah safveit dveniges: |d®¢16mgfa dolbement into a
docunment for a plurality of users of th docu nt, the
plyieldy o srsiess. R, fahe SRTEORNFINARG 2 astrire! thedogyiment storing

uS&%E&SQIJGﬁIH?SI s46 BAdhiof 1R sdBENSofIROdYduBWNnt Rl Iplhﬁfgﬁitty of users of

comrment on the sections of the docunent; sto
thmh:mamemt thessersacnéss parneissocedsinng apadenofo Whehs:edt oﬁ)ths plurality
the docunent:; rendering an Lnst?ﬂﬁg of the daocu

t
of f P%frst i i G ARSI OIS Of iciioPumetlo R {he hames of
usdr@ &Y @té‘eﬂ:c@ﬁﬁ%se‘écl&‘ @fh!h& @écslohb ot thc RS GAR; A IRGHERSance of the

perm ssi ons for each he sections of the docunent,
dogupecnt gmihe users of the docurnent the rendered docurnent including access controls
that indicate user access permissions for each of the sections of the document, the rendered
document including the names of the users who are editing each of the sections of the
document, the rendered document including action controls providing actions including
requesting updates to the sections from the users and designating that updates a user made
to the sections are made available to users; storing updates to the document made by the
users of the document; receiving a request from a first user to share updates to the
document made by the first user with other users; in response to the request from the first

user, enabling the document updates made by the first user to be shared with other users;

receiving a request from a second user to receive updates to the sections of the document
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docunent including the nanes of the users who are
editing each of the sections of the docunent, the

WO 20vdassaas docunment i ncl udi ng action controls pPCHUSI0NY045558
actions including requesting updates to the sections

m the users and desi gn n dat es, a user
el X O ppfES BT BAROF B0 Fa‘i’ﬁ %C%‘Wata For s ee g Bsp dendering an
1ns§$n@5 bf‘@le uBsah&s f&0hk Q@cog@ GSEFRIR: nmi'&’d% e 5thQFed @htSs B the
OCUﬂEﬂt recei vi ng a request froma firs user to
secmhaat equerdedt ssthe gecond udarc thesharedupdatgpybatitkpereilersd inugsy document

w th oth respo to the re uest fromthe
seftop (oG pirR oy s e RERS B Gobet T St “Tmae by < he
first user to be shared with other users; receiving a
request froma second user to receive updates to the
[00598]: tihshsuramaryhis peyddasen irEitcey sdedion af seneeptsang simplified form
thalt %%ﬁﬁﬁﬁeer &egcr}b!éﬁ veRWHEthe DE ﬁﬂk& B%s%g)?lgﬂdTHﬁﬁ; mmary is npt
renderin I'nstance 0 e secon
inttigled té hﬁhtlfyﬂ(dytfdzﬁﬁrets becsbh@iat taupdadfalic thairhdbesubfet manes, nor is
request ed by the second user, the shared updates belng
it iptspdrek ta bejuschioingid Eisrmsie &fdhe rlgiacd wibieckmadsty ect | y
above the requested docunent sections. [0007] This
Summary is provided to introduce a sel ection of
concepts in a siDEAGRIPFHONDITHEDRAVEINGS t her
i bed below in the Detail ed Des tion. Thi
10885 e s Mereaiiga Mo ot o by E ARl T
spRBR@nbA ﬁlusfr%tsé'\';&ﬁ a‘é’f;ec&m tﬁé ﬁl‘egé?ﬁ‘ dt%@f%ls@t‘ét aﬂi’lﬁbﬁ&ﬁer WA the
is it intended be used l'imt the scope of the
dessrigtione sEreeity) eez@tamrﬁletp@mmptaﬁsémnirrsc@mw THE DRAW NGS
[ 0008] The acconpanyi ng draw ngs incorporated in and
formng a part of the specification illustrate severa
[0009PEGfisic Afshb W aPELERIE sybt@t f@rdr@hodmdddcgrhier W th
the description serve to explain the principles of the
di scl osure. [0009] Figure 1 shows an exanple system
I0d8] JE0RY 2 0N SR HOGHTRE T st R Rbe I e UM Ring,
[0011] Figure 3 shows a portion of an exanple docunent
far coauth ring Flgure 4 sho an exanpl e of
[0QJil§ ditgyre r’@ eE & ﬂemonmé dREEEMPIE JROURTY A COANBPIIRGr o
portion of the exanple docunent shown in Figure 3.
[0013] Figure 5 shows exanpl e nodul es of an exanple
[00d3¢ et 4sbowenn cX0Qdd pf diispiayieg @osimer upddtbofrehandthfouser for

a POIU[lOIl Y el eexa% ¢ (? dcu];n%glt %%%vlilltnq 1gurg 32 document..

[0013] Figure 5 shows example modules of an example document server.
[0014] Figure 6 shows a flowchart for an example method for coauthoring a document.

[0015] Figure 7 shows a flowchart for an example method for coordinating the

coauthoring of documents at a document server.

DETAILED DESCRIPTION
[0016] The present application is directed to systems and methods for structured

coauthoring of a document.
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[0015] Figure 7 shows a flowchart for an exanple

nmet hod for coordinating the coauthoring of docunents
w@eoog/1s831681ment server. DETAI LED DESCRI PTI ON [ OBABS20h®045558

present application is directed to systens and net hods

for structured coauthoring of a docunment.[0017] In

exanpl es descri bed herein, a docunent is organized
[0017] Qn 85hpIRH FescARH MSERSa B8 RnRDE s IREHiRBS Kol sb&iAS CBYsers are

permn ssions to one or nore sections of the docunent.
assTgned apees agsessticswisonss thedricrng ndre sestivenef the dogring¢nt.a The access
MSer caeﬁ\ﬁi ?}V\e/, 8(?di éd It comrrera]lt on a 1s,[ectci on eoft thee tion of
PGB A ISR BV RS AR Er R AT S8 TR QB A oG Y
theSdtR (R0 VR Ak ediathdsing Alsb eFmicAikeriBl 8h4B A0EfSent Apd&s. A

docunent and decide which, if any, of these changes
useycan gieke elpngis to the Aequniene prd decideankick.iibany. af theee cg*taaaes are

r u

st EERER bkP 4 5E BB PR [ub o SRSHIR o BRE o e
do@x@enp hends Yg beeod ord dthadr wwegports structured

coaut horing of docunents. The system 100 incl udes

clients 101, 102 and one or nore docunent servers 104.

. f ' .

081 T TEF) i EGiote S 26 ML b6y BF i iR e Qg ping of
dodifRendy. €l teoryptietn HYY idduiasadients UOh, HR ahd vt op mooeibetuerest servers

10 PhofF o RBY Rl el PR R PEobekan | nel ude

I nput/ out put devices, a central processing unit
("CPU'"), a data storage device, and a network device.
[0018D Joexaryple catbodimputy, thetghigntsdéVi KBsare perptgkdeytvearsdeh as
e QPP o TS AEEPER BT o S e 1
cliémpud 7,002 paxt indRidE ¢Efi/6apuBd S ¢epadl prbEEidihl ubRITCRET), a
readabl e nedia, such as the data storage devi ce,
datg stpgaggedevicer angat Betvetkedevicsn. By way of exanpl e,
conmput er readabl e nedia can include conputer storage
medi a and communi cati on nedi a. Conputer storage nedia
[0020¢ | Tughécs] pipysdwpht deolcas inckidahdybvandspmade, Higplay € mivi@phencs,
and non-renovabl e nedi.a indefEagEnt_ed i n. any netho

d or
SPRAEEnEPody Y ot DsR BPMhgeY st a1 (i P O PasoldB Ry pugut
devitadaRlfoiRgkdicti ons, data

[0021] Computer readable media, such as the data storage device, provides for data
retention. By way of example, computer readable media can include computer storage
media and communication media. Computer storage media includes physical volatile and
nonvolatile, removable and non-removable media implemented in any method or
technology for storage of information such as computer readable instructions, data
structures, program modules or other data. Communication media typically embodies
computer readable instructions, data structures, program modules or other data in a
modulated data signal such as a carrier wave or other transport mechanism and includes
any information delivery media. The term “modulated data signal” means a signal that has
one or more of its characteristics set or changed in such a manner as to encode information

in the signal.
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structures, program nodul es or other data.
Communi cation nedia typically enbodi es conputer
WO ewdagdies i nstructions, data structures, progrB@T/US2009/045558
nodul es or ot her data in a nodul ated data signal such
a carrijer ve ot her transpor.t chanlsn1an
(023 (ATEERE B PITAY S P BRAT RIS ST O S SRS o 1s @ client
operiBii R0 AP R and ARAL aplTRAMGHSA The Qﬁéﬁt ddats hssr aﬁ{‘tﬁatofhanages
nor e of |ts characterlstlcs set or changed in Such
thedaimmérre asd Bthvear@ ogbeuicas @fnhatchcm systemh dhe pgﬂalapplwz@]ls utilize
Anon n stored o he.dat a
oS O] 6BV, Bl b R Eb g8 SPesifed e Ay For
exdthplethe ARt C@L, 110D $nclubR®n6 lok Bidke £8Pt ate apicagémMyddAak word
manages t he hardware and software resources of the
prasesséii pregiepenthatiaie ugdd tegreakppid adétrdoswacnftfilps. Adng ¢grample of such
r {iar
on pESRUEEER Mlerd AR ELIEOA o ospd ol STl Wifheron
Otﬂ@bxaﬂl@ﬁs bf@ichdppl@@ﬁoﬁ)sr argaise applidabty. e appl i cat i ons,
such as word processing prograns, that are used to
create and edit docunent files. One exanple of such an
[()@Bflﬂl%%iv@&k'd vikk ‘éﬁa@ﬁ%ftfl MQ{WQS fd 19 %M 9& Qhd recellve data to/from
poration of Rednon i ngt on. er exanpl es of
thessmcsl’er appthiroeh omswarkesuah 8pa &N orcthb IIIﬁemEO 0Q2@®Er ddndigurations for
h 5 devi ce ena les the clients 101, 102 to send
te Fé’é ‘H%P%“f Jfrom the server 104 through a
netmork such as a LAN or the Internet. O her
configurations for the clients 101, 102 are possible.
100290 ke dﬁh@tﬂd@@@ﬂ@hl%l@ ravide sargédr that isaddepsebls dimpegh 2 hefvork. The

cess n docu
o FGT AL it SPREY R PP fres e R R Yt
applwahmemlaqiobuﬁait& Vt@fdesoaib@di gl BEBina MChedREHIBMsSrveRA$04
descri bed further herein. The docunent server 104

contet pesess tadhedosumentsorebbyiherneycsi@t-ed by the server
104. [0025] In exanple enbodi nents, the docunent
server 104 can be located within an organi zati on or
[0028h Thexgaple caibodimdnty, efenkicuiastedrneh 04 chrdacloomed within an

system An exanple Internet-based shared docunen
Of&?%ztﬁ%?ﬁ piscay ﬁ@%@l ternpt- ?é“ﬁ%%%?‘ifi‘&fé@leﬁbﬁ%qm s/éwé%mple

IntSREYb&ES s QY il theRY se)Me‘ﬁ{ RS HARRPOPNREI Qn 5 1c%§ g&%l%ewer

shared docunent serv is Mcrosoft Ofice S POI nt
serstcewpnovmd‘bymﬂicmsdﬁdiobporhmm oA ftianGoe ploared d@ummem bazver is
Mlcc:l%ggtlt %lﬂ:i at él?aqu011?trkewer %689 provided by Microsoft Corporation. Other

configurations can be used.

[0026] Figure 2 shows an example document 200 that is rendered by a word processing

application 201 on example client 101.

[0027] In the example shown, the document 200 is organized into a plurality of sections,
designated as sections 202 through 212, respectively. A section corresponds to an editable
piece of a document. Typically, a section can be any subpart of a document, for example
paragraphs, headings, drawings, tables, etc. A document may contain only one section, for

example a table or a single paragraph or sentence.
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[0026] Figure 2 shows an exanpl e docunent 200 that is
rendered by a word processing application 201 on

we@apssaogl i ent 101. [0027] In the exanpl e shoREl/US1969/045558
docunent 200 is organized into a plurality of

OBSELBRR S S BR SERolSBR A R Rl covor

20Phes ﬁla@alsglagiwmﬁgs of WY %blaye c@reﬁﬁ%baﬂh&ﬁfg the s@M¥n. The
subpart o docunent, for exanple paragraphs

cxdrepld |dnggnenﬂ 280viaksg sncht@b Ieegnpleta@cessxcmwit%@ewat display the
n on for
soGRh bt gr SR SRk AueedheG3T g s RhE Hligfcontrots 282-
293 gfat p&hiothe UG t6XREBhE oflBOH AL id ABtiHsFoLtha MBbEm et 8Ection.
controls 222-232 that display the nanes of users who
Thg ppectfi #ctinns pay mndﬁvcﬂsma@mg e dasemicsisectipietoasnaiigt wser, marking
t d{0
SRR ot B el AR S HO TR ARG SpaRONCE  n
addisien, thoexdnipte doauran20Geed 1mmdamd><aefnﬂaﬁy@nacbommls 262-272 that
control s 282- 292 t hat permt the user to take one _or
defing gles pf@fcqlmawl%?élwah%g%?hetaﬁ%esa BeHERNSSRCE pesHON Phikie
f cBBRal [ Yor 189ThOEorHRE I
GoB B! AR o LU S SO T B ORI e o
boxayligweslss, mali-dowg lishleoxdedocomsrt age otheoumsee onpifee edntrattgpes that
l% addi ti.on, the exanple docunment 200 al so incl udes
maybe #BPROPHGani ¢ control s 262-272 that define rules for
dynam cal Iy changing the access perm ssions for a
section of the docunent. Qther functionality for the
[0028htIn @hfsemamptm%@iwm the u$¢re00@trnk8_r2<3l2§3f2ré5%t tha ohmdgof g wser or users
Wh8taﬁee ?c’urreélély edlﬁltng% ¢ I&(Re gecrtl -l ! gt&gﬁf Xc%gurﬁfgr(l:tgngor exarane if user
A @RIRISePBiadd Qirrdnfl92@kink @edti@ﬁ 202 @Hﬂie&io‘éﬁl@wm thfehﬁndé§ 8f user A and
controls 222-232 list the names of the user or users

usexbarg rhéteé uR theritspricoagiol 23gsor that qystyens et hartho document 390 open
car} 5&% tﬁiaﬁ gﬁ% ufe? B £& %ﬁ@étﬁléfoééﬁ r#gstﬁ% %&ggﬂ %Oysgrusgrhﬁ lSnsidered

current I'ng section cunen
to bardsn®4 domﬁﬂienAseﬁtltldn uden th aeembkStoddnga té the deserent section,
control 222 sqQ thﬁ& everyone that has the docunment 200
m6§@wp% Ay Wpgeinde doswmen ssefiPluser B are currently
editing the section 202. A user is considered to be
editing a docunent section when the user nmakes changes
[0039] tThe adowms pemiissestdfoins adcess cortaolp 24282 indiéangthic rextehtsto which

docunent., sect.i on 030 access, perm ssi ons .of.
o B el O5ub d985hent APna SR R osrs PETuiRigts Ictude
full control, read/write, review only, comment only, read only and no access. Other user

access permissions may be possible.

[0031] In example embodiments, the names of all users with any level of access
permission to the document section are displayed via user controls 222-232. In example
embodiments, the names of users with read only access may not be displayed, for example

if the list of such users is long.

[0032] When a user is assigned full control, the user has full read/write access to the
section of the document and, in addition, the user can use any aspect of the user interface.

For example, with full control, the user can change the formatting of the document. When

6
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a user may edit a section of the docunent 200. Exanple
user access perm ssions include full control,

wo eadnswidg e, review only, comment only, read oPCT/US2009/045558
no access. Ot her user access perm ssions may be

Si b 0 In exa nbodi nents, the nanes.of
a ua?rfhaag Wé&eﬁﬂn@my the &gt aéfeaﬁc%@@eﬁaasﬂpw diectign pﬁ@*
doélREHIERE cHBet haRe ?Jrﬁlaﬂhl%mhﬁ'ﬂg%g With MSRMW &Q%é&ﬁ@mn a user can

222-232. In exanpl e enbodi ments, the names’ of users
makg changeatd tbe Idyclamné Hut m;traqmd be adechpblage dike floack Changes in

i st of such

MigRREEMorl S0F corbbe Gint BEIPER. e GBnh o6
sedtioa &f WMol doRumeses$ cdrthot leer siRClek ORithih thd@ctesormpidoanstlent. With

in addition, the user can use any aspect of the user
reaid Py PoIBYsSiope theassergan &/ icwathietsegtigin of dhdecyment i casmgt make any

PB%I t he docunent. Wena user

Chéﬁ%gs fogig vvr g Pgt 1](;:1%{1 r I%Oﬂ?ﬂéé{t%ser has read-wite

perm ssion to a section of the docunent, but cannot

make formatting changes. Wth rewewonly erm ssi on,
[0%3bs\¥rth &g ﬁc‘%?é%ef&ﬁséﬁﬁle Serfain pesEoRRR indasumeRRMay pel be viewable to

usé':\r/f ap&e& k%gf Eé Q%dehﬁﬁ 1 {O%Etlm%%uﬁlgnt that one or more

crosof comment perm ssion, the user
usamalreln@Spﬂtmttammsmd:vs ﬁ"herafoseowheorprcsbnttehdao a:lusnnm&retormnre sections

nnot lter th t wwthin the section.of th
of § BEXHHE mgheHORSIE] 1B AISY Bt HEL EP B YR f oS Bdfuspelss by
sthE@ s&@ohs 006 Ad 2036ndRGHE®R! n@vhféﬁ%a@@ﬁ%ﬁtdeﬂﬁi‘@aﬁfb\’access for some
changes to it and cannot insert any coments. [0033]

of ﬂ\etuserﬁohamgnlpmhmsts; Q@nﬁd@étaﬂ sdctiosemny oaisbeofisplayed at all to a
be v eto

ust BT R B R b PRt R) SrbheBRbRoimkRl S5BRfhe document

mayhatre@REAAT a TBr & MEPeEmidee td&dit PemMHok eghrhysle Vih @Wocument that
Therefore, when presented to a user, one or nore

inches b@ﬁh§ngmear%&ﬁ@n%r@mwb§ﬁ%@n& thedtraeiat sscionsyaat baredacted

wHTEh chERERy i AR dock Bt b ng HEER RO 4R rodncted
whdehifinadcialspen@ndc cessnd the dsaureerof t he users. In sone

enbodi nents, confidential sections nmay not be
di spl ayed at all to a user that is not permtted to

[0 4?%%9 le eﬁlb%df’i’ﬂgﬂltse uSTRPA B hssiciR Ghd PRSs Rhy Be asdsl%ngd and

ocunent be redacted if a user Is not perntte
edigdi by arhewmer lérﬁtheeioam;nbm (i.e.rthapdsauenprrsdank htving ovacisBip
sections,. the.fipancial

bat h f
PeZaefTb L U eHE P A BISGE PSR S HTERY 1iStioh By Elobally

foﬂtﬁﬁ eﬁ?@ gaaﬁﬁe@anh& h&r aBQkNF@ MRS R HRBSarBBYrd¥on a document
redact e
SCrver.

[0035] The user access permissions described can also be enforced without network
connectivity. Assigned user permissions to sections of a document can be cached in the
client's software application or stored within the document. In this way, the access
permissions can be used if the client is disconnected from the network or working on the

document from a different computer.

[0036] The action controls 282-292 permit the user to take a specific action regarding the

document section. For example, the user may wish to obtain updates to the document
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when a financial person is view ng the docunent.
[0034] In exanple enbodi nents, user access perm ssions
wapaonsiies nmay be assigned and edited by an own€r/US$009/045558
the docurment (i.e. the person or persons havi ng
rshrlg3 erm ssion for. the %. Thi s may .be
seiSRAIOGNOLE SRR ARG JSa  BY BRSALITg GIVHAICPYSTEPn phige user
ma§WisK & s%‘afel{lﬂéiﬁies thi theUREI mBGCHOIRe D&M PN ddl dnblofhore
are stored on a docunent server. [0035] The user
othgt uES @élrem@mmmctwes thai dedisemayinglse isludnfsordiegian email to a
w t hout conne
usehoh iRl BRAEIECRP Bl fopf5E HER AR et i n
the client's software application or stored within the

docunent. In this maé the access perm ssions can be
[003d & d hierdynpraiceqontspls 203-2dP gewwise éa defirrorigles thaé perativbelacenss

T e T —

task aker exasipds ioht or motd wery regpbedeyipniated revdewambut aasér @iy not
For exanple, the user may. Wi sh to obtain updates tg
Waflhfé‘ed‘%l&ﬁ%ﬁtt%%@%?ﬁ"@ﬁr Sﬁ“ecqsrplﬁt@riehb%erampé%r@b%@@nt when

a u\%@rgﬂgtﬁ% edidioRYrh ggagﬁ&ﬂ e @&nﬁl%fet RO E&?xgk&?ﬁg fol@¥eviewer

are updates that the user
dymlacmiuaibnd:hasg@tﬁrm reddtdnlpwercoicwnore ot her users. O her
exanpl e actions that the user may nmake include sending
an email to a user or instant nessaging a user to find

[003\8] Whé M8ser %a%rana‘%gl‘ﬁﬁ‘ 8diRhE tIRAR Rk 200083 (her AR view the
dynam c controls 72 are used to define rules that

congespaiding hxanaple eezsltlp&mm a©8irolnd22f B2 ta dseminerwhsf elschie currently

unent. to dy.:n cha ser _coppletes a
caif 3 B o BRI B s FRAE T IR, Mol R GhEF afmore
othcfUice¥@IdSmapWhanttto YS€iny Eyn SBtthMan othBeusdBHANE Rfadt Befdee the

reviewed until it is conpleted. In an exanple

uses prkgs ashadditgiahchangese rTheaisriscan 1BEeAtE Hig Q%ﬁnmleom@enemtrols
288905 ﬁ{y? eetu%er \&!ﬁﬁs ?00\91 %he"&{aﬁgef Sdf%[ﬁe 09 nofe 5tﬁ¥11 & and if those

dynanrca anges fromread/only to review on
usdrOD3] dewgﬁiiteﬁ thas eheirapeinses amd bd sigirets tledihhn gy ridie by the one or
docynent 20Q, the user can viewthe correspondrng
magg af?rjlsr eeeo‘gﬁk oy i hofogmens spwiyiodhs BiSHi ne who
else is currently editing the various sections of the
docurment. Typically, the user may know one or nore
[0039hdn cxmepls eafmddimwptsrvﬂwtusbloalscehasahg flehibiige® ddealc whve to share

edl?s Wl%g otfier lrlssersh W Fen c? gng a dgéuemenlg the user may not want to share changes
until those changes are in a state with which the user feels comfortable. In one example
embodiment as discussed above, the user selects an example action control 282-292 to
specify a user with which changes can be shared. In another example embodiment, when
the user wishes to share changes with other users, the first user highlights the section of
the document to be shared and clicks example Share button 205 on the user interface. This
notifies the document server 104 that changes to the document section document are to be
shared. In example embodiments, clicking the example Share button 205 may bring up a
list of users with which the document section changes may be shared. Other

implementations are possible.
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user makes any additional changes. The user can
i ndicate via exanple action controls 282-292 that the
WQ2@o/158M S t o vi ew t he changes of one or nor ePOI/H82009/045558
users, and if those users have designated that their
C can be sh d, the c S y the_.one or
0307 AR SEP oS Fhirg blers g‘?cFX&WP BRSO includes
an SRAMPIe K8vd HiRtdhS- an[i QR %%rnf)l@ A@é@ﬂ@uﬁoﬁmwh@%ﬁﬁﬁple@é% button
user also has the flexibility to decide when to share
20% dp@rstewas hstondred sa}@éxugon \Mlewuadﬁhta upgy ta sakschameges intplgbent or
o_share .ch ntll t.hose change
sersighe By dibyRhind SRR FiRLARER KBl b AR SARRETRY
othlefs. ONR KAAFR @ssﬁ%ﬁbﬂiﬂtbﬁeov pagnithi th€ BHa&hfaRO¥Guntch LtoUSSiEn
sel ects an exanpl e action control 282-292 to specify a
acqesepCI ISP eth etﬁﬁﬁges can be shared. I n another
exanpl e enbodi nent, when the user wi shes to share
changes with other users, the first user highlights
[0041¢ Bgati3ehows al Beantlde smbodinicat dfta ddvamedt 300dfoe hﬂr&ﬂ(ﬁred
exanpl e Share button 205 on the user interface.

COqumg@i ap gEagple deewney spefion 3094 Torihe 16&95&@%%%@1@1? ﬁecument
sec% %g@ Afe e%ﬁﬁ{pleoﬁkeﬁl 122868 iR %Qéﬁg %‘#rtles'd?t arml e

ment's, clicking the exanp ton 5 may
cuﬂnent}yg:oapthanhg gie dof:umSIEtrSsctwnt Hn whs e)tarmpie, thiotwomesets are Heidi

sectign c may be ed. O her Ienentatl
CriEahg Bt DR oo g A O & SSHBY E PGty EomoT 314, 320
an®btdnfle ggﬁ)n ctohﬁ"oﬁ)%gpj 1%, Y8 LsdrMH&dif@aR), ﬁie%@aﬂnﬁfél 26L& control
an exanpl e Save button 203 and an exanpl e Assign

314 istshetedto TndiThe fudkanepise Fsau@r Biont 4nd2e8., Hiseaxampls agsesa control
but.t ] th t
2 AL TR PR A SPSLR ondp Y% B0 Rpgor.shape of

iconanet, eRemal ibe sei®Sndidte ﬁ@é‘ebld dtatuf sharing updates with
others. The exanpl e Assign button 207 pernits the
owner of the docunent to aSS|gn access pern1SS|ons to

[O(fglt%_g glglle%gg Ie aL:QQtf’ a'clntfolsg 836 @rﬂls Q%L& one or more actions

docunen or s ruc ure
to B@ﬁkélhmghﬂdglgdhe dociexanpdctiod 0 buaeektangee tinbodid@ht, when theeuser

| eft of the exanple doc nt section 306 are
moygH# MOYsE P &N 44tson %ﬂfsro %rpff?empﬁ@thﬁ Ret bfo %Hmdl

Cré{%f LSisCH HAABLY 1 GRANBOPY RschR. 3R %y@)&tméﬁ@ Gﬁlb&ﬂmehf‘ if the user

I's exanple, the two users are g and
dﬁndémsmmmpks500maﬁ%ﬂnwbwhnn@epm@@wﬁwameWEMaﬁthua¢ﬁe99the

dogfien pestiondiom et PR SRS e ptdeBndoftpaper
selects the example action 311 to share updates, the changes the user made to the
document section will be shared with Heidi Craig. If the user selects example action 313,
the user can send an email to Heidi Craig. Moving the mouse over the example action
control 316 for user Tom Anderson provides the same set of action options for Tom

Anderson.

[0043] In another embodiment, the action control 308, 316 is a pull-down list box that

provides a list of choices for the user. Other embodiments for action controls are possible.

[0044] Also shown in Figure 3 is an example dynamic control 322. The example

dynamic control 322 allows the user to dynamically change access permissions to the
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314 is shaded to indicate full access. For user Tom

Ander son, the exanple access control 320 has a
waledopassam shading to indicate wite access. |PCDUB®NI/045558

enbodi nents col or, shape of icon, text, etc. may be

used to indicate access . status. [0042]. The exanple
doamnaﬁ%&laﬂtap@r%spg ,C%ﬂﬁéﬂ%l RGeS IEm, @PS-@@@F@E&W%@@

dy@ImitRERrASD NS phiLdBG n I RKESX. Nedat Siadddd) ehdReHiFRynamic
section. In an exanpl e enbodi ment, when the user noves

cofraidirplrys e cxampla disi afrusers 324 that hivor acegwmpgtraissibes f@e thegmample

aog B0 R 30f S IR S8, B

petinfisdibrefod $ieit useliegHowt MrRdr exaNPIk Sif 8€drhlB uddBatLWhite 326 is
obt ai ni ng updates, the user will obtain updates to the

selgesed vendynsese pavirof padrisHerther eapeaidgd do soveexgimphugccess permission
. ' ina. | .

108 TSN ke SR iRl B SRBESER SO v
Acuswy isshstiedt mdicdagngithaufaa tWisiectur@ntivhhd ndogecsdyas eds dbdument

Heidii Craig. If the user selects exanple action, 313, )
seqtige- figbthicamplng asaess Rarpistion 0 wicligked, ghe dypgmirgeantigl 322 is

fur{ﬂ%g kpAUEd totcéerS\aigé @t afis &Cd .ngﬂli&‘ﬁptcﬁ%%e%l‘éesg ?émﬁ“@s‘? ns) MNist of

Ander'son pr e sang set of action options for
UnTiboptimd 882 ondisplaxi3 providignic loptiore nbodinteemng tlichairaot acpss
cantrol 308, 316 is a pull-down |ist box that praovides.
PeNIpYIQY gl 2k SECHRgOLHG: FOBF IR b BrbBuy SRt dny Sfcion
Sh@@H bpflo 9T toQbscify BatiQs shbdk Nd RA4H peNr$QichBRark White is to be
Figure 3 is an exXanple dynanm c control 322. The
magndainpd entdyhadeainsohsactpn Baizsighhtodubortsharingsley theser. When the

B e R R A

expandediosprevidenh exarhple lidydstallies ooy 386, SllZcatifig Access permissions
pul | -down |ist box. Wen expanded, the exanple dénam c
thag et hotet anegghaysction Shreadpiction pequrofindheengpey thhgemment Only

1aVv i i | SN .
or BB SR SSRR- LT AENG s U RAATRY B TR i win
dysahiegityechangh fomdde ascgse tarCssin@nt Oaly whait the gecunat section is
shown, For exanple, if exanple user Sara Wite 326 is
designated: fog sharig. dynamic control 322 is further expanded
to shown exanpl e access permssion |ist 328. In
exanpl e access pernmission |list 328, exanple access
[0048t Refsiriop n8800 Fidurdd ciesis exarmpslrathedimémdihangdsmgayt beadisplayed

SR YL PR P A% RSSRER L R Tilony e,
as Sdvakiadhe é)ﬂl@ﬂlﬂé’ A&intent 900, @ th@@)?ﬂﬁiqﬁe document 300, the user, via
action control 316, makes a request to receive updates to document section 306 from Tom
Anderson. The updates 406 are displayed above document section 306. The user may
observe that Tom Anderson changed the last sentence in document section 306 and may

make additional changes to the document section as a result.

[0046] Other example embodiments for the selection and display of coauthoring changes
are possible. For example, the coauthoring changes may be displayed adjacent to the

current section, below the current section or simply incorporated into the current section.
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further expanded to provide a neans to dynam cally

change access permssions. A list of Until options 332
w0 g00ditsgabaayed, providing the option of maintai PCTHES1008045558

current access perm ssion until a specific action

In SFGHG cahed B Gl o Jat PG eIt W Oy B kg roughs and
undGGEBe. pPerm ssion for Sara Wite is to be maintained
until "the docunent section is designated for sharing
by the user. Wen the exanpl e Section Shared option
4.1s clicke the, dynam c control 332 is further .
[“"?é'ib ARGEE"R'S 653389%%“% ee%?ﬁ‘h%ﬁnéefef% ©8pe %@ﬂreo%@%’ﬁ%“ for which
chahdBs arcREl b€ aispRYeACTIRSSscPRaNaRS igfiball} BabctGRindRS %98 all other
once the Section Shared action occurs. In the example,

usqrhelncampit crardymens.i thih clzmges eandis|reeat vad, onj 4pfir segtiongasis or for
t ess perm ssion for user Sara Wiite wil |
th%éﬁ%&é%%ﬁ%§gchange fromNo Access to Comrent Only when
the docunent section is designated for sharing. [0045]

Referring nowto Figure 4, in an exanpl e enbodi nent,
[0048} Fygue %@0% thyicxpingipetocapeviescivee | GibBuneittdelile t ihsirxagple
. n . .
Sobf 655 SRR S SR Rl o sions
mogEnmiiea doaumen tipBOOprotéssingsesdule/5@6, and h docwaet raldering

S S e B e 3 M SRS rcsivea
frof] SPARYIestiAIRYEraARGHIEIMt 8FGIchIRe dR@mehhe user nay

observe that Tom Anderson changed the | ast sentence in
docunent section 306 and may nake additional changes

the docu t section.as a resul 00 Gher . .
10631 TR S QR R u B e is Rt abiR s sl By fiprgjssions for
cachORUid106fl dagh A6@MGRS fatlcecP@®si Il me@ibrxasms, ehe 4dtess

coaut hori ng changes may be di spl ayed adjacent to the
perEpipsiistare geradayithip é@fé\/v}/qcme@w rp effter s@pedigentsy thejaggssy

el ERRAE G B BB ch A docaiEh OO nfpAATPS Srverorina
database katduare lighsl tanhbe dowdeteht. nhngotefl G0eVE] dilffereax asgplaecess

enbodi nents, the user can _se|lect the one or nore other
PeRYEHQNSIER 1‘?/6}11‘?‘%}@3 ﬁ%@sreaii@vr{t% IRECHi8pl SPBEnenaPply fs@t only and

I fyomall other users.
no I8 & @Qllegh&l? %&éng i %ionﬁ ef%g%%ﬁbfe.

I'n exanpl e enbodi s, t anges can be received on
a per section basis or for the entire docunent.

[0050] The example document permissions module 504 also enforces access permissions
without network connectivity. The document permissions module 504 achieves this
enforcement by caching the access permissions on the client. The access permissions are
cached for the user and for all other users who have accessed the document. The
document permissions module 504 updates the client cache dynamically when the access
permissions change. When the user goes offline, the client cache is checked to determine

the extent to which the user can edit sections of the document.

[0051] The example document update processing module 506 keeps track of all changes
saved to a document by users. The document update processing module 506 also keeps
track of which of these changes are designated by a user to be shared with other users.

Typically, a user saves changes made to a document by clicking a button on the user

11



10

15

20

25

30

[0048] Figure 5 shows the exanple docunent server 104
in nore detail. The exanpl e docunent server 104
WO p@baskass one or nore docunents 502, a docunenPCT/US2009/045558
perm ssi ons nodul e 504, a docunent update processing
and .a cunment. render,i nodul e 50

dul e 506 An
mtgfg PRSI BB o oo qd £ By 86 mpREe 4V arlable t
otHe?Géé%ﬁntil% Js@rc&'sféﬁgteg [HBhahbed I@d%é aabd o ﬁn%&%ﬁl@r&rﬁﬁdﬁnents
client to open the docunent. [0049] The exanple
usatea make syRbrad s natien lvmh!ughleglﬁmg 03;116@!’ es)m pestiagscefsisdocument and
ﬁ§§ L sions far each ﬂg g ﬂfnt foq each
cliyidig @ PR URAbe S3E B ?ﬁ %Prets ing Spging. 3&0 LST N ar e
embb@hReAtsWMHeRis&r BAE HestBBtE M2 ddcim@hREL@TTHR 6! bEsHHr&d vik A action
access perm ssions are stored segarately from each

conferd bren adireant xhagpangmt sccsieny dne gyerinyzplwadesigasie)that the

en%% @ﬁtﬁe tlg%eo% sthgretdhq"hg %géjm}ttonéa‘?e Pe%gﬁﬂl as%%@ fanfi Ishamng are

erent user access perm ssions
exaopits odly. Oeml/im@leh&ntaneﬂs mypogﬁltyle cormrent onI y, read
only and no access. OQther user access perm ssions are
possi bl e. [0050] The exanpl e docunent perm ssions

| e
[0(12‘5‘21j Ut e§91% Rl RSB QpagS gaﬁéggsaﬁge&%ﬁ{ﬂﬁe%% s %ctegk%k"f?qélests

work coh nectivity. Th nt perm ssions nod
frof0atusee i ebtein chhnges emido te twelotulbyntdanh bthgr tdves. dbiwassr requests

e RS Sach BotBer sssiion i a 1BE Raredlamas ahe PPl for the
enﬁ"t‘%%%@@tﬁgntt Hée ‘395&]'5'@ Abeuntdif uf@gay %&Essﬂf‘%rﬂb&ﬁé 906 d&&%h@s which

04 updates the ent cache dynam cal
secal@n@g thp doarinseit oars be mpdatgs, andipeovidésehe gledatfgbté@n@ﬁfotb itheegxample

h i : [ ked h
cogiant R g BP0 s P B2 B b Ml AT ¥ hPune

usdrQe® b infktrexanNPhen e dusmnidnt dgRIa R dP MAGESSVdhes thedith#ion where
506 keeps track of all changes saved to a document by

a dgewpent sqiwnddeRdnigs Whikaber preséiasit, n@sﬁ’@ldlﬂ"él’@@& ¢agges the
uﬁ%?&ﬁé track of which of these changes are designated
y a user to be shared with other users. Typically, a
user saves changes made to a docunent by clicking a

button on the userinterface representing saving
10055 rexamﬁgsd@%%@d%@ﬁgé@dgf QRoendraniibeapsymiansifer digplay to

a u@ W2 URGE ST Mdchm%nﬁ%ﬁﬁerﬁ%%m 3 hgkest&{lﬁﬁggsér hﬁex@aﬁ:e

ared. In exanple enb a User can such
COIdZHﬂﬂi guThtas caxt byxds; @sh Ibogést andgputrdowor listboxcsge dtspbu_swscxfacaess
cune

pelﬁlgw%tgﬁglﬂf £ac Sgﬂg)ﬂl. oif 319 (?or&:?lg{eh‘rg{]ndga éithsgfaé(%ﬁe narilenst o%rusers %ccessmg

sections of the document. In alternate embodiments custom designed controls may be
used. User interface controls may also be used to define rules for each section of the
document that are used to dynamically change access permissions depending on the user

operation being performed.

[0054] The example document rendering module 508 also incorporates any shared
updates from users into the document. These are updates made by users that were saved at
the document server 104 and designated to be shared with other users. The updates may
include edited changes to sections of the document, tracked review changes or comments.
The example document rendering module 508 typically renders text edits above the

section of the document in which the edits were made so that the current user can easily
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enbodi nents, the user may designate that a docunent

section is to be shared via an action control button
wW@eljoasssos t o t he docunent section. The user nmaERCHUSHN9/045558

designate that the entire docunent is to be shared.

soo D RGBT re A S AT DR S BB dsemert. ©
Hob082In HhspX Bl EmdRS URE UpadtBCRk oPpARRSRY errerasll. e

506 al so processes requests froma user to obtain
changes made to the docunent from other users. The

L S e S i R

do&ithdnt € AL 6pataRdH 6027 B RsE@ PN LISRASIHAE 2 YREIAL The document,
processi ng nodul e 506 det erm nes which sections of the

obigined Aiom 2 gt eiteR BPraHzdriniei sgelionsh Acaerd eewissions for the

usecltﬁg@cgigéa & &A“&le%%% §ec(§1%ﬁ§1{3rf1§}g éi&elﬂg t.ieggeécgf?twa&eﬁﬁl%es of

r’ requests are nanua enera
othgs agercan dbpldynd oo e dcumknhipicallhad@doat n@thic st&ions of the
updated. This prevents the situation where a docunent
dogtigpant g5 yiake 25aMWNEd while a user is editing it,
possi bly overriding changes the user nmade. [0053] The
exanpl e docunent rendering nodul e 508 renders the
[0056¢ Uteperation 604.sh¢ aser pperfarmsseperadionsacadsisgamt withhike access

PR SOHEPol & SUEISd DLk o BE Conriot oF gegiognthe user
caiPihhke HOVRIiL kSh sRAYE DL h QoélidditaNcHERE cﬁé&fg‘?r?gqformatéing gor the

perm ssions for each section of the docunment an '
seatiio p Baycontiast 1Aty whr haseomnaant eslyiageess.abe besnsabnly hescrt

d . I ' . desi d
coftBHRIPLe pesofat BeBRb SnBITRRFLIERS SRR AR B8 AP0 <o

be used to define rules for each section of the
docunent that are used to dynam cally phan%e access
[005€} Ve Bassedige semplgtedrihe prerafigarapppayiatd toihdprgepsy permission
€ ‘ . t..r [ .
For e R B 18 SRR, Cha ORI g oD e ol ycetions of the
dotisedns wiithtodhdrieerd 0 At bpevhtion 6S ehearser idpotéfiesshdrastatdsyto the

users that were saved at the docunent .server 104, and
dogergn it et PoSIBECds HQF EHWRIPHN G HHE MAySUeNIenTHE Stigiieap St can be

shdtBY. in%bﬂ@?e%bﬁl@%&&%? gﬁ?%ﬁo@séﬁ%h&%l rﬁiafeﬁ‘.e

document, tracked review changes or comments. The
exanpl e docunment rendering nodul e 508 typically

[OJS%P dAetro%eltra%)é}l 68§i,i théc’ uge? %\o/t?ﬁéshtﬁe document server that the identified updates
are available for sharing. This can be done, for example, by clicking a button on the user
interface representing sharing. As another example, the user may click a button indicating
that all changes made to the document are to be shared. Other ways to designate sections

to be shared and to notify the document server are possible.

[0059] As the user is editing the document, the names of other users who are also editing
the document are displayed for each section of the document. If the user wishes to view
the edits from one or more other users, the user identifies the one or more other users at
operation 610. For example, the user may highlight the name of another user or double

click on the name of another user. Other implementation methods are possible.
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section of the docunent in which the edits were nade

so that the current user can easilysee them Comments
wae@ottsgadgal | y rendered adj acent to sections OPCT/Kg82009/045558

docurment. However, in exanple enbodi nents, the updates

O R IS e bR RS Rl

dislades Hl'irﬁfétdoct%leﬂ’cp %@tub@eﬁeﬁ% 'tylﬁcéiﬁred"lsﬁ?ﬁ%H%b@véjtﬁE YE®Rh the user
on"a client. The docunent, obtainéd from a docunent

is gletingeglong with thyarinyzeef theobewesst.i Other inplemsntapensrarg ppssde.

for the user are displayed on one or nore sections of

t he docunent. In addition, the nanes of other users
[0091¢ FisBl7ayeds amcidiepld @eWaReAt for byitER] 700 REkasemhtih®the

the sectlons of the docunment they are accessing.
coqutipBBIE ota dosemeitiapa dgoument Kervers e‘{t m@rafﬂ@rlﬁﬁ%tb@ HEAT jaepRss

t r t

pe@ﬂ?ﬁ%@aﬁ%acﬂ‘&@m&he a@@éﬁrﬁg tﬁﬁ{t%}r{&l&%ﬁﬁ? t dfo%urﬁ% bR At
op&etén D0y, tﬁdmm @f ueas curedoelyfoohlth@thd the docuamar atd warcdht the

a docunent, including changing formatting for the
dO@%@?FéﬁVﬂBy contrast, if a the user has comment only

access, the user can only insert comments for a

section of the docunment but can not edit any text in
[0a62¢ Astexpriadion 7DO,0bJ porittrenof the du&&nethahe ummb@seﬁemﬁmons for

ratio opriate to the access rn1SS| or,a
codfigp et pnBSHSEN fafit et o ERE s PieTon g Fbddocument
ard1Re@ RfreQllerTRE Bo®Bicht Rﬁ%hs‘ﬁfa th e WaGHEAlenM TR &ge]f‘ﬁ‘crcess
users. At operation 606 e user identifies the

pem@mr@@nﬂ@hq Trane$od URerR t:oatﬁlmrmgasnctms ohtcatpcumont are typically
t the s GLLONg t.-hat can
iRl 5o Rl il R ol R 88k S down
listhoxee @ther ﬁﬂﬁ@ﬁl@l&atl(ﬁ&%@ﬂ)os@%l@pef ation 608, the user
notifies the docunment server that the identified

updates are avail able for sharing. This can be done,

[0({6%! gﬁl Iﬁake Nafr és (f(l)( 'tl{% %ulggﬁtt %Rseogha‘h?% ate §lored i IP the document

ce representi ng s another exa
serivreat uparatlﬂfayo&l Hokewer e bh)ﬁgbsnﬁhemat avaglabloddr ﬂllahng until
changes de to the doc nt_ are to be shared. O her
desigRAscd 45 sy g@ﬁéﬁ%“&&ﬂ@/ ¢ changss-shared and to notify
t he docunent server are possible. [0059] As the user
is editing the docunent, the nanes of other users who
[0GortE Shaoa eshi tii:negnimhethdodwngm to dlneedwiusphtare dvditibleetac bharing, at

sect f the cunent. .If the user w shes to .
on§RESL AN & ApBin SR SRR hbsitsot Rtirtg iy HOR RS ol By ihat entities the
updAenbivkisBsrcl BEd ARl thoRI G dHeh 8VailiBRIS ofter users who may request

them.

[0065] At operation 712, the document server receives a request from a user for updates
to the document made by one or more other users. The document is then rendered at

operation 714 to incorporate the shared changes requested.
[0066] Although the subject matter has been described in language specific to structural

features and/or methodological acts, it is to be understood that the subject matter defined

in the appended claims is not necessarily limited to the specific features or acts described

14



operation 610. For exanple, the user may highlight the

nanme of another user or double click on the nane of
wapwbhsgiogiser . Ot her i npl ementati on net hods arBCT/US2009/045558

possi bl e. [ 0060] At operation 612, the updates fromthe

identified othe sers are ohtained and displayed on
bre Fkdeirian SDC o CRERR B oS ew@r:@ 474¥5 26 JF1G5Fdcps Sample
ﬁnﬂgqg%ﬂﬁggmﬁﬁﬁ%ﬁgqmggﬁ‘user is editing along with the
nanme of the other user. O her inplenentations are

possi bl e. [0061] Figure 7 shows an exanple flowchart
for a nethod 700 for coordinating the coauthoring of a
docunment at a docunent server. At operation 702, the
user access perm ssions for each section of a docunent
that are stored in the docunent server. At operation
704, the nanes of users currently coauthoring the
docunent are stored at the docunment server. [0062] At
operation 706, the contents of the docunent, the user
access perm ssions for each section of the docunent
and the nanes of users coauthoring sections of the
docunment are used to render the docunent for display
to a user on a client. The user access perm ssions and
the nanes of users coauthoring sections of the
docunent are typically displayed using standard user
interface controls such as text boxes, |ist boxes or
pul | -down |ist boxes. O her inplenentations are
possi bl e. [0063] As users nmake changes to the
docunent, those changes are stored in the docunent
server at operation 708. However, the changes are not
avai l abl e for sharing until designated as such by a
user who nade the changes. [0064] Wen a user

determ nes that changes to the docunent are avail able
for sharing, at operation 710 the docunent server
receives a notification fromthe client that
identifies the updates to be shared and to nmake those
updates available to other users who may request them
[ 0065] At operation 712, the docunent server receives
a request froma user for updates to the docunent made
by one or nore other users. The docunent is then
rendered at operation 714 to incorporate the shared
changes requested. [0066] Although the subject matter
has been described in | anguage specific to structura
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features and/or nethodol ogi cal acts, it is to be
under stood that the subject matter defined in the
Wa@ppenskos cl aims is not necessarily limted toP€HES2009/045558
specific features or acts descri bedabove. Rather, the
specific features and acts described above are
Whitt i&4l¢j86d iSs exanpl e forns of inpl ementing the
clainms. What is clainmed is: 1. A systemfor coauthoring
a docunent, the system conprising: a server including:
1. one Aotyseor B dowuimemesy dsagind euystem desipriging gani zed
intg sectjop§ a document perni ssions nodul e that
st of 8§ Vs 8 Y, @@ess perm ssions for each section of a
document oné BembfeedocafmeRS Scabk 1Bt HSn® BSing @fdanied i@ sections;
extent to which a user can nodify each section of the
doc aepument permgistomenedde thef stercs pscrrsesd ecipeipsionstiohepch
O ! SR HRBRRGE SRS WAFRELAS AR A OL AR ol Mich o
sections o cURENt © @& processi
noduke chinafodify @edsseson elphe dbsurd¢nd,tha dd)k&@ﬂient pemh@nc&ls rnodule
docunent , updates with other users and that processes
req @@%m@mférdéﬁ?rﬁnwé? agegssisEBisyieny snEered fdhg estippsef the
ot h belS&hS: and a docunent rendering nodul e that
renders a document for display on a client, the
docunent ablecuigent@pdee prbessitgabdide dtai pmessés telpeests from a user

doc re updat har ed d nent u dat es de
oy tsairte eBhdiBlrs et i i Q4T Bier s Byt g o user
by HH%CM%@ ﬁo&ﬂnén@ﬁ{)d%tésef%m oMLK ahle system pernmits

two or nore users to coauthor one or nore of the

sect i ons agbcurhentdowigriegmogolcttheitrendeetn demmenbfor d18play ona
spec cess r ts e sect.i

Elite b8 GRSt b2k RarldRreDS o2 sleRs 8L e MPo R aR D pcated
u pdatu@%hm@d eobymé@pdaey mhde byescey) ehehafBalddce@Eitiupstes being
of the docunment can be displayed to other users, and
so témestehby thsasercanthgicbontt he names of ot her users

acc %%{’eﬂg hte%g?tglﬂgabﬁ{utMO Cfrﬁéérée'u?%% tt(ﬁ I:oagllﬂﬁ)r ‘388 B}e (ﬁqge

can Sé€ al'n upda ocunen rom
sedtioas ef ths dbmrnéht sd et sychtusen ol spaafidraceesslighteiorond @ more of the

acces pern1SS|ons are selected from g
seQHgR pRF AgewRent o thaldhg yssr cary @gaﬁwﬂlﬁéﬂ w{%reéwa&mby the user to

theCSHITR Mor® M YioRNGE thE BGcudnY can be displayed to other users, and so that the

user can view the names of other users accessing the one or more sections of the document

and can selectively obtain updates to the document from those users.

2. The system of claim 1, wherein user access permissions are selected from the

group consisting of full control, read/write, review only, comment only and read only.

3. The system of claim 1, wherein the document rendering module provides user

interface controls for the sections of the document.

4. The system of claim 3, wherein the user interface controls provide indicators of

users accessing the sections of the document.
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3. The systemof claim1, wherein the docunent
rendering nodul e provides user interface controls for

W@ b@9gss198 ons of the docunent. 4. The system oPCTUSI0AY/045558
3, wherein the user interface controls provide

ndicators of use cce the sections of .th
5. docabenroan Sk HETE oy B G e G Facirap P N Pradg g ser access

eﬂnﬁ&s%rfs%teea&ﬁ@Eétﬁ)ln%f@lﬁé)&’dcﬂﬁtehhe user access pernissions
for each section of the docunent. 6. The system of

claim 3, wherein the user interface controls perntt

the ser .to | ect, f om a, grou of. acti

et BRSSO T B iy 0P B B A kbER pedpd i userto selcet
frofe£ P Sf artaink abé ectiohs HdM@finglmakihgaPdate OURSOf A sections

ggates to one or nore of the sections from other
avajlabledo other wpss adicangsting apdaten t9 ongier mer ot the sepdieps from other
uSeltrterface controls are provided adjacent to each of

le sections of the docunent. 8. The systemof claim
1, wherein the docunent rendering nodul e redacts

portlons of a docunent.. 9., The systemof claim1l,
7. wher8F AYY 4B ofglelenyhgsinthe uses ﬁgtett%f&tﬂoetrghs gEcaguiged adjacent to

cad W 186 §eg{10§yg}qgg g@dulnyenﬁhangl ng the user access

per m ssi ons. . A nmethod for coauthoring a docunent,
the net hod conpr|5|ng openi ng a docunent that IS

8. 8;? I&ﬁ? B og erpwetﬁa g%‘i“%%l%% Ieal:a tgl !%cg?ts%ortions of

a JBEGRST. perm ssions for one or nore of the sections of
t he docunent, and the docunent displaying nanes of
users who are editing one or nore of the sections of

the ocunent » performn ati o on _one or re of

9. e TIRCHTERG! 6P hon BsethBR Ao AT B BhahS ro B ffoSles rute
forcdyaindaftpthagil tHE QEeracess perfgsissi ons granted for

the sections of the docunent; identifying updates to

t he docunment that can be shared w th ot her users so

101 haty &Qﬁog @8}3:%@?@&1%9 Qo dREHATERL ARSI PR Eaﬁ th ot her
users, g one or nore users Tromm which
docupatiig &l doainest that Bregatizaidin® softidnleecach section representing a part

of the document, the document displaying user access permissions for one or more of the

sections of the document, and the document displaying names of users who are editing one
or more of the sections of the document;

performing operations on one or more of the sections of the document, the
operations being consistent with user access permissions granted for the sections of the
document;

identifying updates to the document that can be shared with other users so that the
updates to the document are shared with other users; and

identifying one or more users from which document updates to one or more of the
sections of the document are to be obtained, the one or more users selected from the names

displayed on the document, so that the document updates are obtained from the document

server and displayed in appropriate sections of the document.

11.  The method of claim 10, wherein user access permissions are selected from the

group consisting of full control, read/write, review only, comment only and read only.
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sections of the docunent are to be obtained, the one
or nore users selected fromthe nanes displayed on the
wa@lowoires1g so that the docunment updates are obeEI/HS09/045558
fromthe docunent server and displayed in appropriate
sections of the docunent. 11. The nethod of claim 10,
wherei n user access perni ssions are selected fromthe
129 O4fe GRAKIIIANEMOf0, filHter G&Hﬁﬁs%llg dlgﬁﬁgh@”tﬁet Ber 50%‘éés%rmlssmns
only, conmment only and read only. he net hod
ang theiname® of thgronh er moomer svia gsatiintptiage qogtrols eilap@eyﬁd adJ acent to
sod S8¢R rniss%ons and the nanes of the one or nore
d?gig'@ UERY™ i nterface controls di spl ayed adj acent
to sections of the docunment. 13. The nethod of claim
10, further conprising enforcing user access
13per thhg sncghes! afteaimt I0e fusthce pemprésieg enfersinectsetadeessmcamissions
Whgﬁ ttﬁ’@%fém 1%%11 cgﬂ?ec{gat%q‘ﬁqla%&v&or i m 10, further
es on the docunent for
dynanically updating the user access perm ssions. 15.
he _nmet hod of_ claim 14, wherein the rules are defined

v. a Ths grethadrafofaimd O Brtheppamprivng definieg Bdesn the document for
h f
dyg%%%%}%dﬁtmé Pﬁ:e glgaut goern]n@sm .met hod for

I ng ring of a docunent at a
docunent server, the nmethod conprising: dividing a

doc ra ection ach of.

e Rkt T B i P S 2Rfne 35 in M comrol
looﬁie@rauﬁgerﬁst@5ecﬁ6ﬁ§§ﬁh9@6éﬂn§e§1‘tOnS to each of the

sections of the document for a plurality of users of

t he docunent, the user access perm ssions defining an

ext 0 Ba h f t he . plurality of users can
601 o g 1h oAt SRR Y p e Phen 3L Sotftn server,
ﬂkﬁﬁau&maﬁnﬂﬁﬁgging t he nanes of users who are accessing

each of the sections of the docunent; rendering an
i nstlindieg aogyacry dutn savrality af ectigasrosclopt thaseqtivay Hshding a

pw%ﬁ@pggfﬂ%Qﬁémﬂ&&unent i ncluding access controls that

€ user actess perm ssions for each of the
sectionng usdr at&ess gaetismidis, to tih sfehdercaondahicrdntument for a

i ncl udi ng anmes of the users who are editing each
plvéﬁltvﬁ u%eé%ﬁ tgﬁ OFManGhejuct AESTHS Pftfﬁ’éssioéiﬁéég@ag ab etisatie which

ead.hrkﬁ{tHéj#lﬂﬁlh%‘;Bf RRrCARNERY, S dRQY bGhRRnAGT ihRSctioRS biie R¥cument;

requesti ng up dates to the sections fromthe users an
storing the names of users who are accessing ecach of the sections of the document;

rendering an instance of the document to the users of the document, the rendered
document including access controls that indicate user access permissions for each of the
sections of the document, the rendered document including the names of the users who are
editing each of the sections of the document, the rendered document including action
controls providing actions including requesting updates to the sections from the users and
designating that updates a user made to the sections are made available to other users;

storing updates to the document made by the users of the document;

receiving a request from a first user to share updates to the document made by the
first user with other users;

in response to the request from the first user, enabling the document updates made

by the first user to be shared with other users;
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desi gnating that updates a user made to the sections

are nmade available to other users; storing updates to
wo b@dssissrent nmade by the users of the docunmenkCT/US2009/045558

receiving a request froma first user to share updates

to the. docunent de b tge first user wth other

S oFESTVINE § BGHEH SR bSReART Hisy IBECCIVF BRd4iFo e seTigsgnf the
do&lAR hdde bheudeaynenhqupdat es made by the first user

to be shared with other users;receiving a request from

a saceapbngs &r the gequestdrare thepdeenslsusen rerderigg en inskgcobf the

cogiffery BT <o P e ShlGlenltiShFo o PO BRNSR: ffucsiea by

thd R&&RNGEr, He dhARdAPAMIEBEInE BndeRE 1S AR AcHH&T sédtidhs located
i ncl udes the shared updates to the sections requested

dirpgtlyt dheve thegarosicd docyrpent spediodst updat es bei ng render ed
i n new docunent sections |ocated directly above the
request ed docunent sections. 17. The method of claim
1716, Thbeteghad difetaimsier whce@sthe pedriicSSh pasnisvi@nsed edéoeet from the
fromthe group consisting of full control, read/wite,
ZIQUR\FOBHAEIR gf,fuﬁ SRRt readite Aevis & 88 lYe Py menigonlyrppd read only.
met hod of claim 16, further conprising dynamcally
updating the user access perm ssions for users of the
18sectlhonstiafd dffvérigddu frether vdrepridinedynanstallysgdatinmpihe ab@siceess

ro et e SEh ey She P ERERTER T, UL
cdivPRat debigord Sah486dunRAE BTORPIRASI Ons using a set of
rul es stored on the docunent server. 20. The nethod of
claim 19, further conprising redacting certain of the
19;’:3 ;l‘lhg gl‘:’e};?ofgsolt gﬁailglgl%g g{eé‘[vi\}ter Egnqlt)ristirygeulg’({%%gg &l ac%gsesspernnqltssions
using a set of rules stored on the document server.

20.  The method of claim 19, further comprising redacting certain of the sections of the

document that the second user does not have permission to view.

19



