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technol ogies, as well as the unprecedented growth of

I nternet subscribers, have paved the way for nobile
conputing. In fact, the BACGKEGROWYNDf nobile conputing
has placed greater demands on the current |nternet
ifeldast ructure to provide nobile users with nore

Ep‘@gﬁ re. Al}géggv%t%cﬁ]a%ﬁ%e&fllg%ﬁ{és g tﬁehﬁglﬁ o?%{ff?f%ﬁ ec@ﬂlgieunications.

di ng € necessary suppor

WlofeOstetiEA1 M yS i the pidddiiti iplentiba GeRses(toRMPYndirge provdooy yyrichronization
Wi rel’'ess comruni cati on systens. [0003] CDVA is a
degjpdsfor ratip setod$uency (RF) channel i zation techni que
defined in the Tel ecommuni cations I ndustry

Associ ation/ El ectronics Industries Association Interim
$ndsid®> (TIAEIA 1S 95), entitled "MOBILE

STATION- BASE STATI ON COVPATI BI LI TY STANDARD FOR

(009021 MODE  \RDBEBANDOSRRIBADINSPECKRUMOCELINL ARSI Fmputer-related

R TE —
thd $va ?&hﬁ%i@gé’orﬁﬁtﬁ%%n IR fhdt BeSHopaReity 6f OB Bomphtind has placed

signals and spread ese conmuni cati on S|gnals across
arependemaids de berrd)restpntemet sfeastmetnrepi@rmdoride mobfe upespgyith more

S, Aot BRI PR AP GRMTED L0 e e
icsoﬁ%(ﬁ'? HTHRI GRLIF AR BRAior M%ﬂii[%l@ %&Eﬂe(cm%&nolo%z in wireless

urrently transmtted over the same bandw dt h. e
womnuinicaBbi\systenalices an i ncrease in systemtraffic

capagci t i nprqves, overall cal ual ity and nqi se , .
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VPR ASM CELLULAR SYSTEM?”, published in July 1993 and herein incorporated by
reference. Wireless communication systems employing this technology assign a unique
code to communication signals and spread these communication signals across a common
(wideband) spread spectrum bandwidth. As long as the receiving apparatus in a CDMA
system has the correct code, it can successfully detect and select its communication signal
from the other signals concurrently transmitted over the same bandwidth. The use of
CDMA produces an increase in system traffic capacity, improves overall call quality and
noise reduction, and provides a reliable transport mechanism for data service traffic. An
exemplary system utilizing CDMA techniques is the cdma2000 ITU-R Radio
Transmission Technology (RTT) Candidate Submission (referred to herein as
cdma2000), issued by the TIA. The standard for cdma2000 is given in the draft versions
of IS-2000 (cdma2000 1xEV-DV) and IS-856 (cdma2000 1xEV-DO) and has been

approved by the TIA. Another CDMA standard is the W-CDMA standard, as embodied
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be separated out, as in the case of an installed mobile phone unit in which a laptop is the

TE2 device 102 and the transceiver is the MT2 device 104. The combination of the TE2

device 102 and the MT?2 device 104, whether integrated or separate, is generally referred
to as a mobile station (MS) 103.

[0006] Other support is made possible by applying various well-known protocols to
control, manage, or otherwise facilitate different aspects of wireless communications.
For example, the life-blood of the Internet infrastructure, the Internet Protocol (IP), has
been incorporated in many wireless communication services to accommodate packet-

oriented services. The IP protocol specifies the addressing and routing of packets
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transmission capability on TIA/EIA IS-95 systems and specifies a suite of packet data

bearer services.

[0011] In particular, the IS-707.5 standard provides certain packet data service
modes that may be used to communicate between the TE2 device 102 and IWF 108 via
BS/MSC 106. In doing so, IS-707.5 introduces the Network Model, which provides a
specific mode of operation. The Network Model represents the situation where a first
PPP link is set up between the TE2 device 102 and the MT2 device 104, and a second
PPP link, independent of the first, is set up between the MT2 device 104 and the IWF



transm ssion capability on TIAEA IS 95 systens and
specifies a suite of packet data bearer services.
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N#91Hevi ce ADa illustiationighe prajacals depicted ih ddGcal byerate as follows:
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protocol stack over the interface.
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380 SRRHSS BN, AN D ORRhOEl B AOHA g 104
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11997 ahd h&dini ilcorhdIREAGEIMEYERNSs RABAuddeiivbddihat other standards or
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1.17, published in September 1998, and the “BLUETOOTH SPECIFICATION
VERSION 1.0A CORE, published in July 1999, both incorporated by reference.

[0014] The TIA/EIA 232-F protocol 212 on the MT2 device 104 receives the packets

from the TE2 device 102 and passes them to the PPP layer 213 of the MT2 device 104.

%ted as being

L

The PPPy layer 213 unframes the packets encapsulated in the PPP frames and typically,
when a data connection is up, layer 213 transfers the packets to the PPP layer associated
with the Uy, interface (i.e., PPPy layer 217). PPPy layer 217 formats the packets in PPP
frames for transmission to a PPPy peer located in the IWF 108. The Radio Link
Protocol (RLP) 216 and IS-95 protocol 214, both of which are well known in the art, are



transm ssion across the Rinterface. For exanple,
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t he PPPu prot ocol when data |ink connection is
@@dmabbn@ df thrA€ pr.emolmmbcptu @sds bithe RRKligonis podvided by the well-
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| Tor@roll ProtdRILANER) i8Elud &R the POP.p t.est
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'C'bn?’@ﬂregl‘gﬁgmessage containing a suggested IP address. The requester then transmits
a new Configure-Request message with the suggested IP address and the peer responds
with a Configure-Ack.

[0018] It is only possible to assign single IP address across the PPPy and PPPy
links as there is no mechanism in IPCP to assign more than one address. This means
that the IP address that is assigned from the IWF over PPPy, must further be assigned to
the TE2 over PPPg. In the Network Model, while IPCP address negotiations can occur
separately for both the Ry, interface and the Uy, interface. As such, the MT2 device 104
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SUMMARY OF THE INVENTION
[0023] The needs identified above are addressed by providing methods and
apparatus for avoiding timeouts to sustain IPCP negotiations. In one aspect, a method is
presented for extending a protocol synchronization period between a Point-to-Point
Protocol (PPP) client and a PPP server, wherein the PPP server is located on a wireless

communication device, the method comprising: generating a negative acknowledgment



entity before it can pass it on to the M2 device 104.

In doing so, it may take several seconds before the
wo/Edsdesisze 104 receives the | P address. [0021PCBYSWay026346
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.ta?‘”ﬁﬁ%’ | %ﬁ@eﬁ’g%ierﬂ%%ﬂf‘?@%aréﬁg éﬁa tgP?Sr I?Og]d‘fhﬁq&%egap"g‘f%éﬁggé PRtion; and

toen&ronm ah eackiGvIpd Snshe | m&y A a0 ZPPP QBrvBe il 8ponse to an IPCP

[0024] 1 n another asgect, apparatus is presented for
eenfigitpiiep eqpestioun the PREalsnt Hathe APPhervachasatewdend @l required

Paoint -t 0- Poi nt, Protocol (PPP) client and a PPP server,
APl Drinesel Geent SirhabizaShpd r ef eos
comruni cati on device, the apparatus conprising: at

| east one nmenory el enent; and at | east one processing
el enent  conf i gurBBIEB DESCRIETEON OF $HE PRAWINGSs

FO@T S0 arie & B 1R o AR, gt pe ok S Sar g wireles

@gm@caabng%@en?PP server in response to an Internet
Protocol Control Protocol (IPCP) configuration request
f002e] FIG. 2 schematically describes the protocol stacks of a wireless communication

system.

[0027] FIG. 3A is a flow-chart diagram describing an embodiment.

[0028] FIG. 3B is a protocol-message flow diagram describing the operation of an
embodiment.

[0029] FIG. 4 is a flow-chart diagram describing another embodiment.

[0030] FIG. 5 is a protocol-message flow for setting up a packet data connection in a
General Packet Radio Service (GPRS) —enabled network over GSM EDGE Radio
Access Network (GERAN) or UMTS Terrestrial Radio Access Network (UTRAN)

radio channels.



the PPP client, wherein the negative acknow edgenent
nmessage i ncludes deliberately arbitrary suppl enent al

wo R@F/022sDr mat i on and does not include an | P abPdr/@s®04/026346
option; and generating an ackngw edgenent nessage at
the PPP server in response to an | PCP configuration
request fromthe PPP client if the PPP server has
received all required paraneters to conplete the

protocol synchroni zat i JAEFAILESR DESCRIPHEODR PTI ON OF
THE DRAW NGS [0025] FIG 1 is a high Ievel block

ORI s s ane ol il ot o etTarceis o dhe At thet abpdiments may be
dessedlf 3 vallEty fo% Hlenéilgﬁ{wgﬁ%ﬁ?e s%kt flrmw re, and hardware

conmuni cati on syst m [0027

dofathe emritibe ditustdatenign are Bgdred (i ME2 a@%SJozFIvﬁz &?ndesltﬂ BS/MSC
message fl ow di agram describing the operati on

oiO%taﬂ%%g%% % ?Fthe apipabsyftwarerode greogtre] hiwdwargpsed to implement the
AR AE S0 i RBn@ 0P HRELCoBIBP e iy IRl The Speration and

OCOl - Messa Se

d&havien o getdndbodimerats GeNde &iesd?ﬂﬁﬁ&httf@d cHRS Mf8nce to the actual
(GPRS) enabl ed network over GSM EDGE Radi 0 Access

NeftiigFK codesemphgrdyare ppsponenis e s rdhanorRspecificsasenses are acceptable

{}%&%{%ﬁ;kﬁ % N é&%‘gﬁ%ﬁ%ﬁ? B?}sgn [ﬁ)g LEDallﬂDﬁép | Pa;{% ypuld be able to

tdeelgargofﬁwwé a8 Rdirole Rir8wary td empRaleh? @b bﬁb@dlﬁﬁhtselsaiéed on the
I mpl ement ations, including the software, firmare,

éﬁélcﬂi&hoa\bﬁfeéﬂof t he entltl es illustrated in the
evi ce 104, BS/

DA Turiooaf S i et deb e onhomRr e presen

havedtion anusmg 8B ik BPr6IBAL MR B THR Ui AR AL ek &t fhe ti
limting of the scg?e of the errbodl mé% T@hus ¢ operation of

cﬁp@mmdtmem@ﬁﬂl@ehmtlon éfs indieatedrboldiGrBAL, ﬁlelel“E dbace 104, in block
ri bed wt eC|f|crefereneto he act ual
IERS, B el b p2RSibhS afueenDs, inefafp vith the TWF 108. This

réQéhtSiQ RGLddr&d B? TRy QR 3 Lgffen faHBl?sb (}%naalfﬁ‘t@{(fb{e], alsc‘ depicted in

cl early Understood that r
tHe. 3B (seavefetbnbenabérel Ad deS| gn softvvare and contr ol

BRI ok wEar e Poba TR 0E e an tubneeived an PCP
CAGLAHDREREG hARa e GERE T e Rle 10 BLESBIIMT?2 device 104 has
received a Configure-Request message from the TE2 device 102, the MT2 device 104
prbgresses to block B315.

[0034] In block B315, the MT2 device 104 determines whether it has received an IP
address, assigned by the IWF 108, in response to the Configure-Request message from
the TE2 device 102. If it has not, the MT2 device 104 advances to block B320, where it
rejects the IP address coqtained within the Configure-Request message and transmits a
Configure-Nak message with an arbitrary IP address. (See, reference numeral B in FIG.
3B). The arbitrary IP address is an address that will be rejected by the MT2 device 104.
Upon transmitting the Configure-Nak message with the arbitrary IP address, the MT2
device 104 loops back to block B310 to await another IPCP Configure-Request message
from the TE2 device 102, with the arbitrary IP address. Because the arbitrary IP address
is not the IP address assigned by the IWF 108, the MT2 device 104 is directed back to



invention and FIG 3B is a protocol - nessage fl ow
di agram descri bing the operation of an enbodi nent of

w0 b@siozasgnt i on. As indicated in FIG 3A, the MCI/US2000626346
104, in block B305 comences gegotiations across the
Uinterface with the W 108. This event is triggered

BlodkB320 Fhbreat, S%G@Pa%ﬁﬂ%je&fs it é?dliréé@%oﬁ’taiﬂ%ﬁ%ﬁ?ﬁﬁ e Configure-

as depicted in B (see reference nuneral
[R3pest messhgeoak! BIBOYits tAHEOMIERretBlak qrestfie widh @8 athitrady IP address.

has. recei,yed an | P Conf i gyr e- Request nessage. from

SBtaBE 1SS BBy by ST A Stay ECDIEUIOR detation of may be a
[ BEEINC RO MThI Wdp FERLEDY HBSE B315- i
devi ge 102‘,3 t he MTZO%devi ce 104 prlggs‘rsgfség)gk% ?‘%ﬁoc%s B320 iterate
Biiib.thd 0IB2 |delvive bl0dc HetBRdibes thae itVhas devéived @0IWF 108-assigned IP
det.erm nes whether it has r?cei ved an | P address,

28dieghe §YispeesBs thar[E gevics, 10% apd pdggeripgtinio generate Configure-Req

SRAGL i TR TG0 ALOR 10, AT g, sy
wostairg the @PEP tabdriekendgbtidttahs € Stswewldtaio oposkiblei t6 ihthRiuce a delay
Conf i gur e- Request nessage and transmts a

anter thg dean whichmeidkrgucejhe umben phimessasps prehangadekatween the MT2
&S%‘%g &bgf&gg ﬁ{gcleﬁiwg%‘ggeallozs in FIG 3B). The arbitrary
a r

ress I's ‘an a esS'that wll be rejected by the

Y0033] Ret@@inkOBackUpdblotl B33H] #tthd MTHaICRBT 10aUdRer¥akes that it has
nmessage with the arbitrary EP address, the MI2 device

reeeivedops IWAT R0§-assigned KPBBIdeess othewhi T2 denaceh d04 ERGResses to B325

R RO T AL P e
Bagdiessod. s (SRl rdféiendenaAdhees. assiMmediehite 108 thiF Beceives, in

108, the MI2 device 104 is directed back tobl ock B32
WhenkeB330, acbodiggaRaquasejnestage twWith (he aasignekE adin¢saifroma the TE2

g’sthi ﬁég§ Con%glure- Reolﬁest message and transnits a
H‘F?g rerRak® EHRUnGtAt ) an arbitrary 1P address.
06361 e tN1ah Ve didd 183 %d{%ée%g) ngglf 338, Afde gtséar%ﬁnis%igonﬁg-Ack

previous Iteration or nay erent address.

Inoespagerte ahe TH2ydevive M1 tceackabwiddge kise B340 B8 Reqiia? Ghessage from
iterate until the MI2 device 104 determ nes that it

igs TEE devige d02n (Pegr reforgnessnimgereliE)- Plmblock $340 e MT2 device 104

' . [ ce ) ' riing it, to
RAEOURE B TR LA ORI N J05. b s By 108 o e
BV éevice 10® (SE BRYdree nbfhdrdl M Thé"MID aeNice 104 HIRRYreceives, in
sustai ning the | PCP address negotiations. It would

dlosk B4y os Safig-Ack imessagd usemathgeTEY dewice 10k dcknpwledging the

DRt donoiies 5t s A o ERS AR oIR8 P eral ). 1t
[8fa3hatRBé BrdRbREs ﬁﬁﬁl’écl&sﬁl}f@ﬂm&r{ﬁ B34% arel dot sBR 1Y Tequied! £Ehe MT2

104 determnes that it has

device 104 could send any arbitrary IPCP values to the TE2 device 102 since all packets

are being framed and unframed through the MT2 device 104.

[0037] Thus, the above-described embodiment is capable of avoiding
implementation-specific time-outs by supplying the TE2 device 102 with Configure-
Nak messages, which contain arbitrary IP addresses that will be rejected by the MT2
device 104. The Configure-Nak messages trigger the TE2 device 102 into generating
Configure-Request messages. This interplay continues until the MT2 device 104
receives the IWF 108-assigned IP address and forwards this IP address to the TE2



recei ved an | WF 108-assigned I P address, the M2
devi ce 104 progresses to B325 where it transmts a
w@omvsiogpsne- Nak message contai ni ng the assi gnedP@PUS2004/026346
address to the TE2 device 102.1¢( See, reference nunera
C) . The MI2 device 104 then receives, in block B330, a
GRvideO WO 2 iiRef (Rali g a0 thedaeb. t he tasshaed he REITRSRe 102 is
fromthe TE2 device 102. (See, reference nuneral D).
[ wedsiedrfrem\gremgawe¢ly abaing slye ¢ teplementakionsp®3BS timeouts and PPP
mhergtlt transpi&i%a Confi g- Ack nmessage to the TE2
JEFCREING 3° 55 4 h owt edge the Confi gure-Request
nessage fromthe TE2 device 102. (See, reference
nunmeral E). In block B340, the Mr2 device 104 then
tMareskimbeditreats| foCP elilparatoly FExtenglintg gotinti
' t he | 108.to the ;TE2 devi 02. . ( See,
obSlence raanaiher,cmbpdinai, oy T dvifec ety be prevented from
r i o | 1.0= d .
T g o A Shei R} e Ao SR R LRGP oA dropping
tthe ré¢diests 6r apwifimédds Bh ddREIS padkBe exchanger @he @mbodiment is for
nuner al %)B IE) IS no{ ed ﬁhat t he processes in bl ocks
B dineithp IS Paprataegt schiopzatjon pefipd by haxinztthe PRAPserver engage
[ : ' (VAP I
TR, tae 75 4h SrRAGe Pblodhl Yy AR dELbEEEE I RGP Chffoure-Nak

. unéssagesd FHer IAPhCoinfgudF-Nak endssezed Gdat akd)0d] inTthissextdrnded dialogue
above-descri bed epbodi nment i s capabl e of avoidi

iSOPIPEIE ARG PT BIOYS plowingeptionad fisldsdy g I}%G?gpet%%etsmze primary

e o o ¥ : . o
IREOGR Y SThPRIDNGY R eNSBRBRpEhes MLE], AL Windows
W2 rrebe Waneing (Sérvidd EVINRY adilsess; Makomesea@ies WINS aadretf1eThe PPP

TE2 device 102 into generating Configure-Request o
(FeRsh Gagagesine PPRtdiept Hy thip ﬁmemfé'sdxaﬁ%w durag Nire IPCP negotiation

' j - i dd :
L T e S S
Cassbagu foniNdle PRISSlRge. Thiz exfendedranalie foles thePreMicteto hold on
102_is precluded from premature aborting due to

|
itopll dhe paramptsss wauestdd i@ the feso iljl?@lX apefigupsignergquésamessage until the

I iments for Deliberately
@?Eﬁ‘g?ﬁ%“gﬁ%h@%%??a |%%S [0038] In another
¢0d89]i nent ForhRirgdsds deviiGeraify R, MeeueMiRibdy’ Wipplemental IPCP
prematurely tim n(ghout of the | PCP address

refgonatian” oridl bertsed herematterdo freforodirongry BYNS hédressgsjestamdary DNS

e cific fdelds.in the LPCP pac ange. .The. .. .
RSty VS Bgdrihet g SreonPRGR IV S ARRES cidheinaividuatly
Y mhn%omrﬁ@ham RBlebR it Bould HisH Be bR ARRA (RELVRE of B#ABSinology
the PPP client in an extended di al ogue by the

8t iagdiess’ehass tvo fmdapoRs dorthe gutr e Fidak the term “IP address” may refer
generically to any address discussed in RFC 791. Second, the term “IP address” may

refer specifically to a specific field in an IPCP packet, which is for the assignment of an
address to a PPP client. The embodiments that are described hereinafter refer to the
second meaning whenever the term “IP address” is used.

[0040] The supplemental IPCP information may be sent within a Configure-Nak
message from the MT2 device to the TE2 device in order to extend the protocol
synchronization period of the IPCP negotiations for a duration that may be indefinite. In

other words, a software entity on a computer-readable medium may be designed to



nmessages. The | PCP Configure-Nak nessages that are
used in this extended di al ogue conprise one or nore of
wo b@soedekowi ng optional fields in the | PCP pacRer/sS20041@26346
pri mary Domain Nami ng System (iNS) address, secondary
DNS address, primary W ndows Internet Nam ng Service
Mﬁé\i@uegﬁ fSa BfTeHeR! t}?@‘:&“ﬁﬁfréﬁs\%&l@r s %??P aHAGsERE order to
server €ng ges the PPPClient in this extended
diralong tie protacolsynblieroh@Fompsgmdi at i on phase regardl ess

TonHIGRE i 1ore flatieiet et dBR Fahadnentior qurmaes of illustrative
Te R. it
T RS SO Eoa Sl BT O Sl e

ased ihgteirifienn The RIS tlien wadghe PRPI deren enain’fBE’ide at separate physical
negotiation phase is conpl eted. [0039% For purposes of

iIofales, pughi ardWoseRaraie leqtenin dryicsgyoral ﬁerlwﬁnthmmﬂ:@mm and the
'Igljlpge%gﬁﬁr reééi'ge Withth HESHLE &l Sﬂr&ﬁ 1c¢;I ngr%&%p €, the functionality

primary F esses, secon

[ufithe PRP \Ali i rﬁddbeﬁﬁmmeﬁed b$ eﬁe @ﬂﬁé%ld@ﬁ‘ﬂﬁt atlile arsRsbetionality of
either individually or in any conbination thereof. It
ShodlPH sarves by broiteplemppied bianadigyrosessingeunit hetthprasgssing units

ﬂm r%ﬁg%gég&h{mﬁ@ggﬁe Qig@t? | POSeyiL the art. First, the

genetically to any address

ctoem sseblotln 460,Ghé 9>1>P SRao gehds thagPCe r@ﬁnﬁgﬁreaddqle@ﬁmessage to the
na referseC|f|caII%/toaspeC|f|cf|eId|n an | PCP

gk earyetnh Uphn  i6cqipt of e B éh)ﬁéﬁllredieqanstad@ﬁseg% the PRP server

ey ;e OB B rBpbolR st e E0G, ERSGhyer. the PPP server

tcahiot’ rb@oﬁddb QB6 reuestUS 8. tht @PP0dliehh GnGILPR| BB AEPHarameters have
| PCP i nformation nmay be sent within a Configure-Nak

rheek glefeined dipm the nkiPPorevi ce to the TE2 device in order

BRI Bt R he e, SRR, a6 sl 1PCP" Conigure Nk

irpgieideniot Be HPP Sidher whGERSsuppledfthiaapep ‘?Hﬁohhi(tl(smlsasent with non-
conmput er - r eadabl e nedi um nay” be desi gned

tzerndelueni tBiey supppanentd AR erfermatioppmaypfcoargisesbe primary DNS

A0SR Ghe At PSS GRS ahs BeOBINF sercese.Abe Secondary WINS
fIONENES dnyl ddnbihdtRinl A&eb & %F%@gé fh1s grﬁBocHerﬂﬁ 2f 3P address is

of I1llustrative ease, termn eferring tot
slefibevately emitietlifessm HRPP addrexstffeldnt] tHeFIPEPs(émnfgufe -Nak message. In

used herei nafter e PPP. client t he PPP server
?‘F%%%PBQ? {hig sg%?Pg nbi)& petion of &°§ﬂ<é‘§,8 nqyche pestormed before the

Sdgﬁgl{gft Lgi@ﬁ{éromc devices, or alternatively, the PPP

client an PPP server may reside within the sane

40@b1] rAtrblocko430, diee PFP client 3emdseanothee IHCI ConfigiatiRequedt message in
the PPP client may be inplenented by one processing
aesPensep the IS @g@fbgqre)-‘n\lgﬁ RGFsage generated in block 420.

[0045] Blocks 420 and 430 repeat indefinitely until the PPP server receives the IPCP
parameters from the network at Block 440.

[0046] At block 450, the PPP server configures itself with the actual IP, DNS, and
WINS address received from the network and sends an IPCP Configure-Nak to the PPP
client with the information that was used to configure the PPP server. At block 460, the
PPP client sends an IPCP Configure-Request message with the parameters sent in block
450. At block 470, the PPP server sends an IPCP Configure-Ack for the requested

parameters, which completes the protocol synchronization.



the PPP server may be inplenented by anot her

processing unit, both processing units being | ocated
wowvdokioreethe same el ectronic device. [0042] At PCDUTK2004/026346

400, the PPP client sends an [{BCP Confi gure- Request

nmessage to the PPP server., Upon receipt of the |IPCP

G004719U" e- ReQUee4isITBIRAGR vatiAforsFST tAE LMBbIMRAPUERLBEA in FIG. 4.

for paraneters fromthe network at bl ock 410. However,

tIheomPRspwet, vihe R rsetver emppriet tesigied toe senels tlifferemn dubeets of the

PPP clien il the required paraneters h been _
SHPeFRsat BPt OBy ko PoRes] ek aIX’?@ (epgigure-Request
& s 36k V&S thae F&re§1%ﬁ?}eégqir§% Ebhelatd ﬂ{e'st F‘/%I’:U%%E an arbitrary

nessage to the PP Ient, whereln supplenen
i prinsarpreDNSnaddsess e iat sasbhdh IRGR ConfiguredNaksmesdage carries an arbitrary

suppl enmental |.PCP information may conprise the primary
[RGB P@\LS 2055 ot SHesh T CBNGORMBINES Bk PRESaE? icaiey an arbitrary

S . 1§ \ . .
R d R T TS R
aBcdridagydWINS adiesy el fifte IRCR Cynfigit ik hekagd deri¢Fanother arbitrary

address field of the | PCP Configure-Nak nessage. In
aninans DHS puldresss anghiso Eorflodi Weing | thishaspegit plo theopmbpdianent, each

: iy 10.
AR TPeP SeniRd N oisRy’ tna) LB e
Qo8] duragotReraspett, (RSBRR eeriver ma$ Rertbte ls@me higbitr NS and WINS
Conf i gur e- Nak nessaag enerated in block 420. [0045]

Bddeerses 4pplhpf tas &P figupetdlek rinessagesuntpweydre theppne constant

[ .Lecel . ters fr t.he wor Kk ..
TEOED R Tlo S Reslsffit et P B8 B0 SR PG RELAO et Again, it
GROAIH Bemeed thacilP address tif escierdh td RferWiThe REIAVRR in the IPCP
address received fromthe network and sends an | PCP

@oelet gud BotNBK 2enstic ecapme of|thesiermwi t h t he i nf or mati on

t was used to configure the PPP ser A c .
TBTRS B RO S bt L of i dfiares is st
FRBSAGR VAT P {AMrR3 NN EHBTES adBitaged iR Rekin*Wiele8 communication
bl ock 470, the PPP server sends an | PCP Confi gure-Ack

fnetwarks rEguesimpde, par anB@PNMA whiteh coapGEMESPRBe(Global System

B BT S A P T ST e scout i
W AR ASE hn TPOR EPOnKENYEY tHEBPIGerf§SxIBaH 4 Gt SRIRFion. The PPP

di fferent subsets of the supplenental [PCP I nformation
icientespodsthe IBCHiréduestaafiter HPEP(3Tsedondsir EhdRRPRIeBént would resend the

, .that, .for. | e, first | PCP L
JBCP Fehtiews REImAE 08 i Bpically sBiSIS 40 e and (et losseths PRk if no
FPEP §SHon RGEQXMEd! PEENCH ih Uit DRk oS 5iBH Dehileh! tBS PPP server

an arbitrary
and the network exceeds the timeout limits for that PPP client without receiving an

IPCP packet, the PPP client would automatically terminate the PPP link.

[0050] In a wireless network using GPRS for packet data services, the general
architecture of the network is similar to that of FIG. 1. However, some differences
exist. The mobile device is referred to as “user equipment” (UE), and base station
functionality is described as part of the UMTS Terrestrial Radio Access Network
(UTRAN), which is composed of radio network controllers (RNC) and Node Bs or as
part of the GSM Edge Radio Access Network (GERAN), which is composed of the base
station controllers (BSC) and base station transceivers (BTS). A packet from the UE is
sent over the radio link to the RNC or BSC, and is then sent to a Serving GPRS Node



secondary DNS address, a third | PCP Confi gure-Nak
nmessage carries an arbitrary primary WNS address, a

wo oasioeekPCP Confi gur e- Nak nessage carri es an BebUB2084/§26346

. secondary WNS address, a fiftfs I PCP Confi gure-Nak
message carries another arbitrary primry DNS address,

aedis3n, fvatish pr&saésgfdr Sckef Reshial, tHARISTRAE! dRMYase functlons to

each subsequent | PCP nf| gur e- Nak nessage carries
dinpther sode. Rifiras seaniiving ar| IVH 83t dsihepatdh betvasp ﬁ’IEtWII‘d:lbﬂ network

76 BE paker R VB bR B OBl GaPES RaRPGHE Do LSGSN acts as
hka YR4l, THREGGHR A skaty ?lﬁgldgggé Lae Iyxﬁ{t%;ﬁﬂ% 85AfE bid database

hat no | P address in sent”,
Kgmtm,ns ifor GPRY setvives. nﬁh@daﬂdmﬁnféﬂiﬁcmdﬂma thd entitiee df the network

herein to, efertoth ecific field in the I PCP
ﬁ%&b?vea ferent ?%esgere%q‘?%veﬁe i ﬁgerelfl Reiwinlesy age pipgley] FIG. 5
Tﬁﬁstﬁfgﬁ(}ﬂé 5Qbof ‘Mb@ga%g@b&@ve@ﬁ met\fgﬁﬁﬁ s eg’F1 %IifﬁrS network in order

address 1s sent rat than an
ad vantpeegmketrdataeﬂfdnaeamom ammmemmmcmmnmwldnemmrs&sject matter
WCDMA system or

é@%ﬁﬁ%m nefecdstail 0 the AoREPeIAGRP §§ r2\9rQ,6é) elstgrbsle rﬁrd Generation
flﬂﬁnglpﬁ lgS%Q&t IFPGCﬁRlQ%lI e@%oﬁlgca{:) ser td oe tl@&g/\gﬁ{ Interworking

response excee

detvedenahe Phibkic PRR] Vot Ness@R(PLMIE) h@@ﬂ[@p@ﬁét based services
after three (3) seconds. The PPP client would resend

@ PpgkepDa u@?PEkSI(IPPN)é@“PNFh@ andyne 3003; set to 10
100 erithal BpGLASEE g bl Bibatet SHALDH SRRSO to the

U SBERoselivietheaMH J006is nethyyed K TECATDSO$ fesédoBBN0ts for invoking
limts for that PPP client w thout receiving an | PCP
paelest DatanBrotgepl (PDE)t Comsertd Agtivetiam: | cBhe WE &107i respends with a

CRINRECT, Wt 5120 ) The 2% 30b 8 B ROLPichy BltaB) 8 Tark Control
lPh@co&ﬂt ICH) levels hBgdtRtiohd S1hat A}ﬁerFih@ sukcessNVEddhpletion of LCP

sonme differences exist. The nobile device is referred

tneg%t@tmn%éw eChallengnlandsbile Autenteationskratdcoh(CHAP) or Password
of the UMIS

er (r:etéll,'tf,1 zr}ha %é‘?éd&séggggeg% 5216'&9!(&]}'1 NGeHi A\ftsrg authentication

ORRRER6 aRf nepamkited PaWABH l&lmtsbolahartm 66\Ghe qﬁdsdﬂos%ﬁds an IPCP
s or as part of the GSM Edge Radi o Access NetworKk

faepsiessagei AR to theddipO2ed of the base station

FE2A Rl e e résenyes TR Reitest S 36 LA T oicbnds o Activate
PP Bdktcr re@&%t nﬂi@.éja b%thL%”thé YUSN 308, FHeVs ﬁQN%Screates a PDP

Node( SGSN), "whi ch pr ovi des for packet sw tching,
Couteixhgnessagd 24t aidafoewinds dhé P Conanbnia:esaga Gd2.to an appropriate

mrqﬂtgr Zg@h aéﬁ& %86 II\n/\éFyat én %rslge{ggem aut grlltlcgteugr\l/veagg verification
procedures with an Administration, Authorization, and Authentication (AAA) server
508 to determine whether to grant access to the UE 502 for network services.

[0053] When the AAA server 508 grants permission, the GGSN 506 forwards a Create
PDP Context response message 526 to the SGSN 504. The SGSN 504 forwards an
Activate PDP Context Accept message 528 to the UE 502. The UE 502 then forwards
an IPCP Configure acknowledgment message 520 to the TE 500, the receipt of which

completes the setup for the packet data connection.



and the packet data services netwrk, a Gateway GPRS
Support Node (GGSN) acts as the portal. The GGSN al so
w@edaos/0ew4pr ovi de t he packet swi tching, routi ngPCENS2004/026346
dat abase functions for GPRS sep4vices. The various
interfaces between the entities of the network al so

He0sddR éfertrento tharfie: dbderiBdin FIGEs O @hlbk dkéMEd PR She timeout
are simlar. FIG_ 5 illustrates the flow of nessages

paphleanmey be paute dusng KPP CerfextrActivaars whereinr& UMILS/GPRS device
e connecti.on,. as opposed

RBASS 15 Be A sHR o REEPE heidl Bttt iy is s E P ad thereby
i doqiied thedRidiers RedeberflRCdoNEBlireI (BB af ThedP8}ver. The PDP Context
entitled, "3rd Generation Partnership Project,;

Tethiatien [pragges pitgc eediises angenpth@or3@ sdeonddsrik;complete. This extended
I rworkin etween.the Publjc Land Mpbil e Network

Bl SR B s il < F e o Thaqaroie Ry include delays
[aittan Nk Wk & itk whicaukki $ib&geP 2?1*(]: g][ﬁkgat?&g?’liﬁ%ggé&ﬁcaﬁon and

Term nal equi pnent (TE) 500 commu S an
eBH gigetion Pwasds the RemosnAnthentivation Ditki Uker S86ve R ADIUS) or the

HEARGE RStk 5 g gt e (BB NG el e oh hechecld Resaugee Control
TRRQ) Expadinehibeh DR HERRRAS iy }%e{@ggﬁpfﬁ%ﬁsabnshmem

and UE 502 then engage in Link Control
loé ePR b eBartip R¢somse JGRR)AE¢rmectidre betweeasthé UE and the BSC under

compl.etion of |L.CP neqgotiatiaqns 514, Chall enge

%ﬁ%‘ﬁ%&xv{% RPREAPTS égﬁ? &ﬁlaabb? gil%é‘bpelk Gﬁ@&ﬂytiwgtwé\gwadom access
ti i P t] j 6 .

BB TR0 Gebcrb AT IGO0, b8hdChRyeti the PPP client from

trapndnadtiangabe BRP liele dutinpethistachOftianstotdss 502, the TE 500

@g%z an | PCP request nessage 518 to the UE 502. .
f ] OncéMMOHET GiLaR mewbichabe iembodpugmt Rueiild e wsefil is for an

UnersfongS s aasapans i BRSSP Shln G R sins e

PDRte€b M aivatiore Psageuiz22 Thel GPRSBARSh b@cé’&aﬁ*%sc&@%ﬁ@mg cause the
to an appropriate GGSN 506. The 50

message 522 .
WO@%@% afigs dbe Anthsntieation; andiKesh Agrremeat pracedure dewards the UE,

u i ; dni ni i.on,..Aut horj zation, and i
SRS e S0 N B2 0L A0y QLA Sl broctin
tral/gr @pheriones the RNOB IO QA ThdiD hiReK réiBi¢EE €8ence, the PDP

0053] ,Wen the AAA server 508 grants permssion, the
é@ﬁﬂx detiTasiondessdaredor a t@RHPr £ device gjpulkeonsume even more

S 6 4. .The SGSN 504 forwards an
R0 Vi Bt e gl 528 to the UE 502.
[0066]JE 502 Anbeher fifiewar siobRh bR FRBH HUPPP client includ%s requests

acknow edgnent nmessage 520 to the TE 500, the receip
effRetcIANS addresses and/or WINS addresses and the PPP server cannot respond in

a timely manner until the network assigns the addresses. After the timeout period, the
PPP client would exclude the requests for DNS addresses and/or WINS addresses in the
IPCP packets that the PPP client sends to the PPP server. The PPP client is typically
configured to drop the request for DNS addresses after M retries, wherein M is usually
four (4). Four (4) retries usually corresponds to approximately 15 seconds of the PPP
negotiations.

[0057] If the PPP server attempts to assign IP and DNS addresses after 15 seconds, the
PPP client will not accept the DNS and/or W]NS addresses since the PPP client did not

make a specific request for such after the timeout period. Note that the PPP client will



conpl etes the setup for the packet data
connection.[0054] Referring to the flow described in
wWoL@5/0R641t can be observed that the tineout prPODIUSINN4/026346
may be acute during PDP Contexts Activation, wherein a
UMI'S/ GPRS device that is to act the part of the PPP
stllvasceptutbe TB adtiwss ancheuosksstilbsset et the PPP kild The PPPYclient only
uire the para necessary to configure itself

ac r

FEChI Vb5 UBF 16 PR Haerbropeci s e QSEia el 1orfhisr idetian, the PPP
; ' I s to.C et

BTG B AL T RRR Bl IR ltrsscs aer 15

seddnids.udWheh theaRRhslientheopeasiify MRy dqiekd 66 DR Yadresses, the

within the core ne%lvvork,_ whi ch are incurred for

gpasngd fiﬂ%vluopk@ fuhe ERPilinkt1s smndared uselassi sinnedhérerare no DNS server

jcagion Dial-1n. Us \

(BB AR A B R0 R e Rabe RS o he P

eliembl Insdrd@nd wsé thieh@sigaed datB?’iqf&ﬁh@,ethQQl@érr&' thé BE%@L% would have to
e

Connecti on between the UE an he RNC or within t
ly stages theplh) addsesstof ghe dRtStoRwlich the 3serr wisheGRRyontact. This

t { d.the BSC und [ t
Bt P oy b8 Sy i Pt e Pfrsembedded

BiypeeBex MtepT a80R8s (MTVENRinks uling hesthaficTBther then ¢
described in FIG 4 woul d prevent ?he PPPec’I [ er?{ fepollrre]aCtualIP

pdirgssenof g limke PPP 1ink during this activation

Anot her situation in which the | ) )
Hss ff?%%’%% Qgg@ldmbtg‘e L??e?”ﬁi“f‘%u Drrgaig (b, apRss dliiradve logical
blvaks, hadikes Pefrb Qs IR oOkiRE Nstfs0 AELHHES iﬂef:%ngct&ghéwith the

initiating PDP Context Activation Procedures.
pinbedimeptsodisdlasedshersipimayl by implesentedensrdtatmnic hardware, computer
L tlate the Aut.henti.cation_an JAgr eenment .
e, B PEAIBOS i T T 0P Sty Sk o erchangeabiliy of
REARAR LY Qe VA0 ilh Rl A dhehfll BEKL dnodules, circpits, and

protecti on and/or ciphering over oca
#tep averheam describebaliaye genddeliy i tetrheofRbBir Gomitiexility. Whether such

SR LTemPmet{ah e hafieee v ol sepends mRR the particulr
sgplieBdiod Shd 44¥RAUonskARR (ﬂnpé%k‘r?t %@g?v?@%bﬁ&%tg&o bélgﬂg:d artisans may

occurs when the PPP clien C s for
igipléreentDNG dasittibed Semctimnalityrin WalNSn g sy e Saresch ertidieir RBBlication,

ﬁgrﬁ. c&nnot respond in a tinmely manner until the
e KORETPRALOR vReIsions shewldaot b inderpreied 4sicauging a departure from

B8 ke of tREpEEIRt fivk woul d excl ude the requests for
DNS(g%dresses gngJ/ or NS addresses in the | PCP

[065%eThe tvasibug hidusBRftve |lbgiodl dRRRs medule BRP @M€ described in

The PPP cljent is typically configured to drop the
Goagedon ‘f”é** trs\emBerdiments é&s‘i@&eé rhepgin smayi kesimpleroenspd olperformed

ity el bl o0 TR . n opictn

specific integrated circuit (ASIC), a field programmable gate array (FPGA) or other

programmable logic device, discrete gate or transistor logic, discrete hardware
components, or any combination thereof designed to perform the functions described
herein. A general purpose processor may be a microprocessor, but in the alternative, the
processor may be any conventional processor, controller, microcontroller, or state
machine. A processor may also be implemented as a combination of computing

devices, e.g., a combination of a DSP and a microprocessor, a plurality of



negotiations. [0057] If the PPP server attenpts to

assign I P and DNS addresses after 15 seconds, the PPP
wa@baosor2ewt | | not accept the DNS and/ or W NS adeetBEESHES4/026346

since the PPP client did not npke a specific request

for such after the tinmeout period. Note that the PPP

Ciniceoyrovdskdrs} drel oranceNhickfi@otdIs@e ¢ 88FHuRtiédn with a DSP core, or any

successf ul Ify set up the PPP link. The PPP client only

Riberpush genfigsatioRat the PPP client specifically

SBOEIRS A, kLSl Ref briton vin
ol Rmess afidchised hefie %&%ﬁge \éh%dfehedif)e%ff% Gh ilﬁfﬁwzﬁ&,gﬂs a software

maki ng the requests for addr esses, e assi gne
daedulpepedutadebyot PrasessPRPTIin pkconsinativdar ¢k tree| edssoftware module
srimrl1cer t.Her.e rne N0 DNS Sﬁr%‘re]r addr e Sfﬁli[ t hat can _be

Je®a By HB i TG sV U RSN QRO He HEROMS memory,
tHEPIROM @lehfid, rebidte®, dRFd Hﬁkyﬁere%ealflé ik GCHHREM, or any other
pi pel i ne, the usér of the device woul d have to

drphiof storagegnediemtknewnn slgdares nadxetipiary) stetagt anashirt s coupled to

tBe user W s&g&l to contact. ?-I)-Sm%& situation can he . )
SPEBIEHRPT cUH e RERFCSH 18R go s B rmAben Findh Mgusterialasmation to,
DR KR, T th i i | Ug|

host n?%es, mrﬁat her %%ﬁﬁ?ﬁ%\%?ﬁﬁ%ﬁﬁ%@%&;ﬁsg{é Sb(?f ﬂftt{%al to the
|predessor] QOBgjrockeseandfthe kiordgei meditne rany rasilelidd an ASIC. The ASIC

appreciate that the various illustrative |ogical .
oHSid i A aermingl, Jn B Slipraatiyey e prRsassrep the storage medium

GRAELRE B bilore @RS 1 4 ik itmfipodi ment s di scl osed

herein may be i nplenmented as el ectroni c hardware,

¢l (Tehe psofiowsadesgriptioncdnhe diatlosvdsentodinédis isRowHERId shable any

i||UStL@fS-tq{S i nterchangeability of hardware and
DETPRSKEed I eyl to pkser Uiei the PreseRs smventien.  Nepaewsmodifications to

I j ' st e en..described above .

TR g o B SRR 5P 1R, ROV sner

puiatiples niefihedhhdreinymays bé Bpplesieidtczieramidaihd ®itlbut departing from

sof t war e depends upon the particul ar application and

REsIRIAL eOPROPE A MR INVARIINe d Ths, tthie Provent ahYensign fis ot intended to be
[:alie t] ' e he.descri bed .

iﬁ é%{gltd i g’n g'{ei %@gﬁﬂﬁ%ﬁﬂr@%ﬂg@% %Pteésag% SaAFPHGH Jpe Widest scope

apisteratwithnthe prihciples And APV T@AMEaE HioMostAdiesdipns shoul d

not be interpreted as causing a departure fromthe

scope of the present invention. [0059] The various

| W4 irgal bl ocks, nodules, and circuits

&%ﬁ%@ggghﬁﬁggbti on with the enbodi nents discl osed

herein may be inplenmented or perfornmed with a general

pur pose processor, a digital signal processor (DSP),

an application specific integrated circuit (ASIC), a

field programmabl e gate array (FPGA) or ot her




programmuabl e | ogi c device, discrete gate or transistor
| ogi c, discrete hardware conponents, or any
wa@ eovbiozastiz on t her eof designed to performthe fRODUSINE026346
descri bed herein. A general pujpose processor may be a
m croprocessor, but in the alternative, the processor
may be any conventional processor, controller,
m crocontroller, or state machi ne. A processor my
al so be inplemented as a coihABMSon of conputing
devices, e.g., a conbination of a DSP and a

1 croprocessor.,, a pluyrality ofm croprocessors,. one or ]
re S%Pgé%fs%g%&%a@é?ﬁoa?ic%yp@ﬁowem%p@@ﬂ Resween a Point-to-
: I ch; | | 1 f
CERCLRELERe ) @410 480 LIRAL P BRS lcPucd on o
ewheldsnmmirsunicdhaseide the aicthotbyoneisaigbodi ed directly

in hardware, in a software nodul e executed gg a )
pr oces&3eratigg aingeaiveacknemledgmermessage aydhe RPR serveminagesponse to

[ i oL . .
RO Tt SRAMATIIRY cchb BT R R o e
whdreina the nwgative abkakwlodgéibemOvhestdgeanincladdie delibdribeBl arbitrary
storage nedi um known in the art. An exenplary storage

ndiplemental Bfihingermagion jgad gpescros dnplude paHPraddrepy options and

can re ' I [ I nd wite jnf tion.to,

the ot Brshlbe O cbahededthid i b8 BHERG T iy Boponse to an
NEPAPU BorifByrdtidni RYGGE dtorh Ghé TP ERER SIS Ahe PPPCsRVACRES Reived all
and the storage nediummy reside in an ASIC. The ASIC

nigguiFesspagamegters 4o ceyapletedherpradpcol pynchimmizatipe paded.ve, the
processor and the storage nmedi um nay reside as

di screte conponents in a user termnal. [0061] The

pz.evi onig Memed bPCiagh 19furtHee cethphdinsed enbodi nents is
provided to enable any person skilTed in the art to

make oFengBHENg [fe NpYeBeSHIVE racknewlsdgmentr impesage at the PPP server in

dificati t nbodi t ill. b di | .
Taree 4 SRR P i Raied Fom ghei PPl iguntperein the new
n{r?gﬁlt@\}aoé&ﬁoﬁféﬁ%é}ﬁ&t hiéghde ARMARE dFRpidt 8pPIemBAEEIPCP information
enbodi ments wi thout departing fromthe spirit or scope

drom heprévigusmeigative achnewledgementasessigei andelobs oot insludotn IP address
intended to be linmited to the enbodi ments shown herein
1905 to be accorded the wi dest scope consistent with
the principles and novel features disclosed herein.
VWHAT IS CLAIMED | S: CLAIMS 1. A nethod for extending a
3. ot ocldie mssthahofo@iamatli Hutheecompridies:ween a Poi nt -t o-
Poi nt Protocol (PPP) cl.ient_ an PPP server, wherein

the PHS'Y8IREA PEW| %9 KN IR pap s Mesagen At Bat Fidh server in
483poRS told e paHld B PC UMl iBE request from the PPP client, wherein the new

negative acknowledgement message includes the same supplemental IPCP information
as a previous negative acknowledgement message and does not include an IP address

option.

4. The method of Claim 1, wherein the arbitrary supplemental IPCP information is
an arbitrary Domain Naming System (DNS) address.

5. The method of Claim 1, wherein the arbitrary supplemental IPCP information is



generating a negative acknow edgnent nessage at the

PPP server in response to an Internet Protocol Control
wee@bozwh2 (1 PCP) configuration request from t heCPP§2004/026346

client, wherein the negative agknow edgenent nessage

i ncludes deliberately arbitrary suppl enental |PCP

| f bRk WindWe IHRafkt NanihSévie (WINISY addidsess opti on;

and generating an acknow edgenent nessage at the PPP

server in response to an I PCP configuration request

0m ASER Pl EBuPer SRR 557 80 Lo

DAENPRMNCORIPTE) dhehi &tH a 2PPTRSvErelReRiPihe P Rrder is located on a
further conprising: generating a new negative

awkelossl cotgmmigation devige, the apfact®RPngwisie: i n r esponse
to a repeated | PCP c nfing_ur tion request fromthe PPP
cl i ent@ GRS AR eir)FéW eaéét i ve acknow edgenent

messagg 1da8Chnedascediihf eledint & uedrERt éilef(dtg GRet of instructions stored

information froma previous nedative acknow edgemnent
ne $lxaaj deaanehedoenonyatlenent) thel setad insBuadohisefeos opti on. 3.
The nmethod of C.aim 1, further conprising: generati

n
a new negat&PEURk RoRfFeetyrerknordedzgent dUCTAES ppithe PPP server in
Ser VerreddnsERPH Blterh ?ro@c%%? @\REQOIEPB?O@E idely rc%hfi?l?}\z}teion request

request ‘fromthe PPP client, ereint new’nega
acknoviren gienBRP chiests agerdim cheutegtivd eclamvdedgenping Mesdagh includes

| PCP ipformation as a previous negative. )
ac kno#&gﬁé@n‘frﬂ“@%ﬁﬂ’@lwtﬁéggp Askormation gnd deps mot include an IP

addr esgqRed § . 4,q The nmethod of Claim1, wherein the
arbitrary sﬁ%ﬁérrent al D?CP information is an

arbitrary [Renaating\anadkgoblsizemeitDhéskagectd tIRSBPP Bervditif response to
method of Claim 1, wherein the arbitrar | enent al

| PCP iR Reonissnrptionregrest fiogy the WPR digat if fhPR perver has received
Nam ' . far. .
oxt endiieteapat il OCAERER O pro AR Bl lin riog

Poi nt-to- Point Protocol (PPP) client and a PPP
server, wherein the PPP server is |ocated on a

Vi r el S apBArAIAICE laien s, ehereia the afdeashpie Btogessing element is located
9 m%rs'aﬁn'e%g::ctrgﬁicl \?i%é tl{%?gosqgﬂglrﬁf’ggclhfégge nt; and at | east

one processing elenment con ‘execute a set of
instructions stored in the at | east one nenory

el enent, the set of instructions for: generating a
Megat ke appRAYNOE Sfent, wheseindle aftleashendppRcessingelerent is located

in an electronic device that does not host the PPP client.

9. Apparatus for extending a protocol synchronization period between a Point-to-
Point Protocol (PPP) client and a PPP server, wherein the PPP server is located on a
wireless communication device, the apparatus comprising:

means for generating a negative acknowledgment message at the PPP server in
response to an Internet Protocol Control Protocol (IPCP) configuration request from the
PPP client, wherein the negative acknowledgement message includes deliberately
arbitrary supplemental IPCP information and does not include an IP address option; and

means for generating an acknowledgement message at the PPP server in
response to an IPCP configuration request from the PPP client if the PPP server has

received all required parameters to complete the protocol synchronization period.



response to an Internet Protocol Control Protoco

(I PCP) configuration request fromthe PPP client,
wob@se2s41 he negati ve acknow edgenent nessage POTUSIE$026346

deliberately arbitrary supplemental |PCP information

and does not include an | P address option; and

generati ng an acknow edgenent nessage at the PPP

Sﬁ%ver in B&ﬁgonse to an | PCP _configuration request
f1bm thenesped fon exiending £ mEotppad syachyenization pesinsi haddeer & Point-to-

fﬁ&%@gﬁ? DR RS QT"PPtsgr.v%gfmiFﬁﬁﬁn he protocol

syn zation perio e apparatus of C aim6,

wher eienghfieg athel PEBt clivhe ipr of dagiieg RlofIBBNt Coriird] OPtR4] (IPCP)
in the sane_el ectronic device that hosts the PPP
disgendtiongandrne apparatus of Claim 7, wherein the at

| east 0 j nt_is_.located i.n an
el ect rtgﬁg%rﬂ{ée\%lfege ? hgﬁénggg s SREEAR ocs({ntﬁlgH'émPﬁPre@P?sé naessages with
Uelibpprivirbiral PIPCXAdheiseg a prot ocol synchroni zati on
period between a Point-to- Point Protocol (PPP) client
and a PPP server, wherein the PPP server is |ocated on
. a Wi rel ess conmuni cati on device, the apparatus
conprising: means for generating a negative
acknow edgnent nessage at the PPP server in response
to an Internet Protocol Control Protocol (IPCP)
configuration request fromthe PPP client, wherein the
negati ve acknow edgenent nessage includes deliberately
arbitrary supplenental |IPCP information and does not
i nclude an | P address option; and neans for generating
an acknow edgenent nessage at the PPP server in
response to an | PCP configuration request fromthe PPP
client if the PPP server has received all required
paraneters to conplete the protocol synchronization
period.10. A nethod for extending a protoco
synchroni zati on period between a Point-to- Point (PPP)
client and a PPP server, conprising: engagi ng the PPP
client in an Internet Protocol Control Protocol (1PCP)
negoti ation; and triggering the PPP client to generate
configuration request nmessages with deliberately
arbitrary | PCP addresses.



