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. 1 Cowconplexity electronic circuit protected by custoni zed maski ng
The invention relates to an electronic circuit protected by mmaski ng and

exploiting a circuit-specific custom zation so as to ﬂ m mm ope of 5
attacks by observation and reduce the cost of inpl erre:umﬁ,w_ m’mm ’m ﬁt ection.
The invention applies notably to the fijeld of the protectikgfsof circuits

whi ch mani pul ate confidential data, in which the cryptography circuits are

an exanple. 10The activity of the electronic circuits can be observed

during their eratlon t hr h the physical quantities such as_ the power
-consu?rpti on, ‘ﬁ‘% ~GORIGXLY & g?fg‘f‘??fﬁ%'P Rotedire et itomizehmasking

These physi cal quantities depend both on the conputati on architectures and

on the data mani pUFﬂﬁ@ﬁl]v@’hfl(rH 4R tc?laﬁcéféétrqm {:l%t{@rjpﬁ )Zgg’% (rﬂrél ?%et he

rocessed data is therefore |n Irec
(F:)u rcuit by BB%éﬁxmtmna&rrcg@saeaﬁ%ﬁwtpm@t@m $%ds ﬁwa@mecmnmpg ofr

auxi i ary chaadel sy observation andhedgkies Sigpad tasF |ﬁ1fplén|‘i@$cﬁlgpth¥3¢r6€ﬂctléwam' ties

can conpro C r,0cessi n cre ot ect ed

ot ably by oS '“é%e“#lﬁﬁhéj{pﬂ%é! FRaE N B 0B ERE P o oL, ciPUR bRt o by
usi ng a synﬁ’@tnfﬁ B @@@faeagalasnga alngmhiqhhhﬁ\e tqmptpgmbt/newltefarteh@n
protection kk&splen the capacity to keep the encryption key secret. The

di ssi pation of the physical quantities may allow a third party to obtain
sai d key by inplenmenting suitable attacks and, consequently, to access the

secret d#ta. An at thﬁ(a@y/ltabﬁéiwatectrnnmf01r2'ﬁlt§)Imge|bcead>bscqmmudmmr@th@lrsm pat ed
by said ci rép‘értatlbﬁtrh‘ét@h the Siiatdal h?%tﬁl'g%h)ﬁh% e @Jvéra&;ﬁsla}?}? QB efpsat | on.

Her ei nafter _in tian, usi g attack obsérvation

met hods to 8%’88‘51??8%?5’% e'?ﬁfwt'%? f"?ﬁls call ed attacker and t he
di ssi pat ed physi cal Thpsantphtysies! ayuantitidd etbpemak ot én dgien cﬁh@nmioﬁ 30There

are, today, sRAne&liHs Qﬁéec;ry%é %t&tﬁgﬁlbﬁlaf@?vﬁ%r{ tthEF%%rEbllPl fhiids gnaq%%ess dat a

rocessed b rotected circ servati on of
Ioeaks repre é’ﬂ'Wéh%Proc%és‘?fjafjétaﬁ? nggqr%@wreﬁﬁsamllap}%orcfh@wtﬁ dexi st, as
descri bed i of thHee cacdit blyeotiyeriation. oKesilequantitied addiled anddddh cAE&atdrt | ed

Timng Att aSﬁxiﬁH}ychB:l]r?éTEm ations of 2
The dissipation of these physical quantities can compromise the
security of systems processing secret data protected notably by cryptography
20 methods. Thus, if secret data are protected by using a symmetrical
cryptography algorithm, the robustness of the protection lies in the capacity
to keep the encryption key secret. The dissipation of the physical quantities
may allow a third party to obtain said key by implementing suitable attacks
and, consequently, to access the secret data. An attack by observation of
25 physical quantities dissipated by said circuit is usually qualified simply as an
attack by observation. Hereinafter in the description, a third party using attack
by observation methods to access data not intended for him is called
attacker, and the dissipated physical quantities are called leaks or hidden
channels.
30 There are, today, powerful observation attacks making it possible
to access data processed by protected circuits.
Thus, attacks by observation of leaks representative of the data
processing times of the circuit exist, as described in the article by P. C.
Kocher, J. Jaffe and B. Jun entitied Timing Attack on Implementations of
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D f'fi e-Hel |l man, RSA, DSS and O her Systens, Proceedi ngs of CRYPTO' 96,

vol ume 1109 LNCS, pages 104-113, Springer-Verlag, 1996. At t acks
by observation of the consunption of the circuits can also be used by an
attacker, by using, for exanple, DPA-type nethods, these 5 type of attacks
bei ng described in the article by P. C._ Kocher, J. Jaffe and B. Jun
entitled Differential Power Analysis, Br oceedi ngs of CRYPTO' 99, vol une 1666
LNCS, pages 388-397, Springer-Verlag, 1999. These net hods nake it
possible to circunvent the security conferred at the nmathematic | evel by

cr ypt ogr aphyDiffi&@eliman, rRSAt D8I shdsOrpres)isterhs) ;amge@mgéﬁ BE ORI ®@deal gori thm
of processin cylt t rote e circuits against

i nst ant aneodgluo éer?Q/%H\lglnSSBgB%%é&\?\é&% g%’ﬁnrﬁegi‘\}%tﬂl%g’ @geéct rical consunption.
There are various cHliagksrbieasareatinst ofobs dopsuppiereof thegcieonits Saeladsst r oni ¢

ci :cg:t agaib_@fs@s@t bcdes aftfickenebivdprRn J@r?_éi@é‘rﬂbr‘e-, E}-Fir‘]lﬁ-ityfpefh@‘cﬁcﬁs‘?rtﬁéée% e are
not ably speci fi common, criteria define Intern onal _l evel or
by standaafd Ypes%gﬂp%g,s EE0 ASesHpER N Wﬁearha@%yig'néﬁ%‘%t ‘én@ﬁﬁcﬁ’ﬁLﬁ; t he

acr onym FI PSusteatitieth §iffesentiat EdeeaAnbilyist; Paodeedir@sod @RYRHOCandandi zat i on” .

Sonme count erBBESWCS, JHRS3BsLIY 6888 Uy REEg0f 20 measurenments
necessary for an attack to succee %'ECE‘PIﬂ %he case, for exanple, for the

d .
count er neasur e met hOIESSTRGOLS nBaKE uihc i PoFrRUINYENY dhR r SRty
i mpl ement ed cahtengsialéhe hatieongtict laveldy drpptbgraphgr exanpl e, a pseudor andom
nunber ggperator P g%n;ry-' it iral g 5L hi Mrpose. In
this case, an ne_aswlﬁlﬁgnéﬁtg CC,I) Iséﬁ(; 'éad tﬁybéﬁﬁ%% %2@?@4%& isaquorplgég éﬁ by a

noi se whi chPrCEERRI dMfsonltt e MPERIHTicHEN iR Proferd Hia a@ifesithe@eABSHOr e

conpl ex becassantatedis sleseessian\of thewpvatdrirce, thé @lgeidaPEsh dUphstioreasur enment s

in order to anplify the expected signal-to-noise ratio for the

count ernmeasure technique to be effective. O her counterneasure techni ques

protect against thelBeEadies BYio8D sstarneeseie IFyethedskifory Protectngldem

chatnnelt S1d sANdleeFgaid c‘rrcum%glamgt at@wgs@g thbfhidqeﬁ%%ﬁhlalg. gﬂ%ﬂr éiér@@te_trigti&e bl

pr ot ect ed, r eudor andom vari a c ed nmask. id variable

is used in %ﬂ%ﬁgggv%%%qﬂzetdu?%gomg‘?ﬂl(Erﬁ%'?a Bﬁﬁne{goﬂghhledmeg?\at%‘égﬁaﬂﬂOrdepend on

sai d mask, butstandarde suchkes.ofor ienbopleattherAmencanghiRthetanddden40htmnel s t hat

depend t her @efnym3FIPS standin% M deldN il Mloﬂ@r@@é%&gﬁﬁg‘%ﬁﬂ?@ WF €
Ive data

techni ques are i rrplgrrent ed Uéﬁ i nterl|l eaving the sensit t ow ng
within the cryptography cFILUTMERSHIES: nB'SHel¥k 0EePasI dNen RUNReN nPler I eavi ng
bei ng uszd Mmeasurmentstiecehsatddnr ehaattadk fo sncdeeidn$uehak ythedcdye, dor

attacker. TBgample, for the countermeasure methods using a non-functionalized noise
generator implemented alohgside the computation logic. For example, a
pseudorandom number generator PRNG, randomly initialized, can serve this
purpose. In this case, any measurement collected by an attacker is disturbed
25 by a noise which is overlaid on the hidden channel. The attacks become
more complex because it is necessary, in practice, to perform more
measurements in order to amplify the expected signal-to-noise ratio for the
countermeasure technique to be effective.
Other countermeasure techniques protect against the attacks by
30 “observation by masking the hidden channels and usually involve, during the
processing operation to be protected, a random or pseudorandom variable m
called mask. Said variable is used in such a way that the result of the
computation does not depend on said mask, but on the leaks of information
through the hidden channels that depend thereon.



5 sensitive data or variables x correspond to variables that are both
entirely predictable and share non-zero mutual information with the secret.
This technique amounts to nodifying the representation of the sensitive
data x, to the quantity x e mcorresponding to the Vernam encryption of x
by applying the key musing the operation e designating an excl usive-OR
type operation, 10 al so designhated by the acronym XOR hereinafter in the
descri ption. The mask may be conditioned by a signature specific
to each circuit, in which case it is shown that the | eak of the key is
encrypted by said niisks, Tthes mpeidnd-baséeatousteamoasisesaecmiqess are

| catalogut ngroabidasks. o MBNERAELT G | SChaRRS 6aR DRLMRE g irofel the

| eaks. 15The sua counterneasure’ t gues i nvolvin sklng
wi t hst and dichaiegraphwekalivwith e measlivetialig r@fthtsw@t%@a@@ breing esed o of the

f:c r Sé}: Aor der prewsi @s, hidaen exmamplee, frérhebaht;;aﬁhélyﬂéd Q@Aényré@taekert hmeat t acks
0 t ype,

di r,."Correl ati
i npl emented Seﬁg ﬂétd%& P%{)@)Iﬁﬁﬁl %ré?ﬁpr?agqﬁevaﬁgtbfsp$8¥@§§|br981 ﬁaﬁ{rﬁg in the
20circuit. PredlC’table arrtﬁu@ad@mqrtmrpomurtuemInbsmatlsm gwittf ittargecraicTéise in t he
conpl exi ty @écﬁd’tﬁ:ecér?@@lrht% 16 ARG the ré&e@@ﬁi%%ﬁ@f tr@éé‘r{@ﬁ%aéatga {o
Mor eover ese coun measures afe E&% wi t hst andi ng fat hacks of an order
great er thartl oY @ﬁé& " ERBESRRNANP %r”a%%”%%?{uoo% ¥@PPYING t acks
expl oi t the thakey rheging the eperatorc® desigriating ealextepardORope bpesativaj ti ve
vari abl eqx. a-lrsﬂ)ed&ﬁria'@é b?ﬂwe‘%cr&ﬁﬁ’nWR%@F@né%rQﬁH@&é@%ﬁbﬁ her by conbi ni ng

the | eaks of infor |on n the two occasmns when X e al so mare

used, or by estimat El?ﬁ/bP?IeQ?”G‘f oned it ?oﬁ'gﬁ?tuf?]espﬁﬁ'if'ﬁ toxes#gh m) when
t he mask andirtiie mmdnllcéldcaj;atmmsirowmmedtrm lerk batreoks) . enbhgted backit of 30

second or der A%%S%ﬂn §'pécrf?c %%&drg?\)o% gcﬁ 85[ c%ﬁélé‘ggﬁgféﬁ%&é' ln?

"zero- offset at t acks, Cters F.
Standaert, RKIrchAeRe: §a'hﬁ%l ugegdto Q9ﬂ§ht@§t'%ﬁk5entl tled | npr oved Hi gher O der

Si de- Charmel At t ackBhai tibudFPGAURRERBEL SEBL Sechl'@@ﬁQ an%lvﬁgo @nNghnBerk Sunar

editors, edde rocee i ngs, of CHES,
35 vol ume 3%%%gnﬁ§%@gﬁ%9ﬁ ?%gg %n&‘en%fgg C{S}é igﬁ e 3figeK re S5 One
ai m of the ihs/8%st Pmrl%lch(ﬁsafﬂrﬁxﬁmpdﬁ/éiﬁ@aﬁéchsw Q\%\Vmﬁetmtherwdclm afvbacks.

To this end,CthetyﬁéleCﬁEA ofantiing or eCbheRtibA ﬁ’o%YPAHQI‘;@@hYTﬁb Hl‘et
pr ot ect ed me

said circ ans fof, encr blnary 5
wor ds usi ng a?n%rneegg% JRle SRPPIRY g>y cwjgngt”f%k n?ayprr?ﬁeﬁ'ﬂ%&at | ng
oper at i 035 &helihonl i near processing operations to said words, rreans for

maski ng sai d words. Tﬂ_Q%uBh&ﬁl’bﬁ lH\fb'ilg§ aasrlgnlﬁé;ér@%@gﬁwﬂ fh‘aearfgn%le;uﬂﬁ gonl i near

processi ng erations sin ed downstream o said
processi ng ﬁ%e?'éﬁﬁ'tcﬁ‘?g’ recE “%\mﬁﬁé?p pRiementai@nnasks 10 kri and kr+ii

form ng part of a skbremvendsése spetérdieasuteseaeibddat wittetafing BRacks cui t .

of an order greater than or equal to two. As an example, the second order |

25 attacks exploit the fact that the variance of the leak depends on the sensitive
variable x. The estimation of the variance is performed either by combining
the leaks of information on the two occasions when x © m and also m are
used, or by estimating the combined distribution of the pair (x ® m, m) when
the mask and the masked datum are used simultaneously. The attacks of

30 second order based on the estimation of the variance are called “zero-offset”
attacks, and are described in the article by E. Peeters, F. Standaert, N.
Donckers and J-J. Quisquater entitied Improved Higher Order Side-Channel
Attacks with FPGA experiments, Josyula R. Rao and Berk Sunar editors,
Cryptographic Hardware and Embedded Systems - Proceedings of CHES,

35 volume 3659 LNCS, pages 309-323. Springer-Vertag, 2005.



According to one aspect of the invention, the nonlinear processing _
operations, the unmasking upstream of the nonlinear processing operations
and the maski ng downstream of the |inear processing operations are 15

i mpl enented in a ROMtype nenory. The masks kri are, for exanple,
secondary masks deduced from primary sks ki such that kr+ii = P(kri) and
koi = ki, the function P(x) correspondi’ng to a function for pernutating

el enents of x, the ROM nenories remaining unchanged. 20l n one enbodi nent,
the function P(x) is a circular permutation, a secondary mask of index r+1
bei ng deduced from@neecandasty thiesknadntiondes rndiyblgi 1t6ulodetaoniter Y at i ng

t he mask kria?ﬁ‘zeﬁ%'ﬁﬁ%%ggﬁzé\”%%-Of bits d. | n anot her

enbodi nent, ] are of length Wand consist of an integer
number of submasks Be thieggdh g subjectseicihedargntionsiesa 28/pkedraply nigcuwjener at ed

by per nut at bRie&ibd 39 FhaSKIPERSKRS. circuit comprisif§ e 8aRITRSKSn @Y ptl biﬁg@pndar y
masks ar g, _w%rd ex%r%I e ch sen yl%r!’,nﬁgetah(sa ox.preqi)(sjl og: . nod é( - . 0, W{ S)]
30 in whithVordy &9 3t & A ¥ i 4%hi PPRYAB I ear H¥om v;
Q i s an int egernatibos andnnerdineangrotassingt eperatipes totswid ovordet meens tfoo
35consecut i wRaskRGOBAIRT WoPfRS KPh&rdina)dwkFdy are wrhSskeReup &GN &f w submask
expressed irl%ort?lilr;[esa-? Wéc%sgip\(ga lo%r(]egetzt%ncs)f t}yheusrirr?é namrr?gske r,r easnsdedm!':lgke%l ts;
downstream of said processing operations by using a mask k1, the masks
10 k/ and k.1 forming part of a set of masks specific to each instance of the
circuit.
According to one aspect of the invention, the nonlinear processing
operations, the unmasking upstream of the nonlinear processing operations
and the masking downstream of the linear processing operations are
15 implemented in a ROM-type memory.
The masks k;' are, for example, secondary masks deduced from
primary masks k' such that k.. = P(k/) and k¢ = k', the function P(x)
corresponding to a function for permutating elements of x, the ROM
memories remaining unchanged.
20 - In one embodiment, the function P(x) is a circular permutation, a
secondary mask of index r+1 being deduced from a secondary mask of index
r by circularly permutating the mask k,' of a chosen number of bits d.
In another embodiment, the main masks k' are of length W and
consist of an integer number of submasks of length S, the secondary masks
25 k' being generated by permutation of said submasks.
The submasks of the secondary masks are, for example, chosen
by using the expression:
kL, Ix]= ki [mod(x — 0, W / §)]
30
in which:
ris the round number;
i is a 4-bit number drawn randomly;
Q is an integer for controliing the rate of permutation between two
35 consecutive secondary masks k; and ky.+';



nod() is a defined function such as nod(a,b) = a nodulo b, a and b being

i nteger nunbers. 5 According to one aspect of the invention, the
mai n encryption mask ki is nodified regularly by randomy choosi ng a mask
k' froma set of main nasks stored in the circuit. Accordi ng
to anot her aspect of the invention, % set of main 10 masks stored in the
circuit is different fromone circuit to another. The set of main nasks is
obtained using a circuit for generating nmasks intrinsic to the conponent.

I n one enbodi nent, the Hanmm ng di stance between two nmasks kri and kr+i is
substantial |y eqBas titedeS3t®. of Blibenadskranpngsameli igivitsof a mask ki is, for

exanpl e, substa lgltﬂwé(le‘?v??'ﬂﬁabft‘ngr%{gamask e>bores%ed61 I’sdl ng to one aspect of

t he inventi on, e non rocessin ions are inplenented using

S- boxes. mod ISﬁéefmﬂp funetign su@hé@smﬁ@ agpet &t mofelodr.ca applti ed, for
exanpl e, 20 aftetbem@ﬂqtégé}aﬁl‘mtpér@CESSI ng operations in one and the sane
conbi nat Qry bl ock just before the sanpling of the result in a register. The
circuit i's, for exanple, inplenmented in an FPGA. The set of main
masks is obtai ned, /‘I\Qﬂor@ﬂﬁnfpl ene aspagt thdherodvéntoat it rodint AreCrFEFER ci rcui t

configurati giaskid & maaifie r‘égﬁ@iﬂytbycr%ﬁﬂbhﬁﬁ%hoéé?ﬁgt; SXABBU R! freNRREE of
reconflgurafﬂl on_mne it possible to update the set of nmain masks

and the tab @nfnr?ﬁﬁ%ﬁ@ﬁ?(#(}?gtﬂ?ﬁgcw rts of the circuit corresponding to the
nonl i near processi Mcappdingtiooasothen aspecienbdiié meventionhéhe i et wift miag

i mpl enenfoednizRkeBtofSd f thdQircuit is different from one circuit to another.
The set of main masks is obtained using a circuit for generating
masks intrinsic to the component.
In one embodiment, the Hamming distance between two masks k,
and k.1 is substantially equal to S/2.

15 The Hamming weight of a mask k' is, for example, substantially
equal fo W/2.

According to one aspect of the invention, the nonlinear processing
operations are implemented using S-boxes.
The nonlinear processing operations are applied, for example,

20 after the linear processing operations in one and the same combinatory block
just before the sampling of the result in a register.

The circuit is, for example, implemented in an FPGA. -
The set of main masks is obtained, for example, using the
modification of the FPGA circuit configuration file.

25 The circuit comprises, for exampie, dynamic reconfiguration
means making it possible to update the set of main masks and the tables
implementing the parts of the circuit corresponding to the nonlinear
processing operations.

In one embodiment, the circuit is implemented in an ASIC.
30
The invention notably has the advantage of not significantly
increasing the complexity of the circuit through the implementation of
protection by masking, notably concerning the parts of the circuit handling the
nonlinear processing operations. The invention also has the advantage of
35 allowing for the use of a predetermined set of masks of reduced size, said set



The invention notably has the advantage of not signifi cantly i ncreasing the
conpl exity of the circuit through the inplementation of protection by

maski ng, notably concerning the parts of the circuit handling the nonlinear
processing operations. The invention also has the advantage of 35 allow ng
for the use of a predeterm ned set of rgasks of reduced size, said set 6
being able to be different fromone circuit to another so as to render the
protection uni que between circuits obtained fromthe same production row.

Q her features and advantages of the invention will become 5 apparent from
t he fol |l owi hgingeseitpt boniftaremnfram anaaircuititd iamgpthidr] s tE abi rendeartk i n | i ght

of the appep Qﬁgctgi'natYHl@.gegbétWe\é/ﬂ'c‘ﬁja itd bgt‘éar%fdjfr %ﬁegeé @b&a&@f.@ﬁ%ﬁ of a

Fei stel function prot ed b rras an exanpl e of a
cryptography circuit protect ed by maskl ng, th_e nonl i near parts being
unmasked; figure 3 Otfausfentires @i iauvaatRREabi ARe OhvéMRNARI &@oRid hm

prot ect edf» b}ép lﬁ i matﬁgq Ifé)'\/\ﬁ ér ?’o \?er?\t Isonn Pmltnc“g il?us%rapcr)esen s the
.i’l%% t 9 bl AR R T

exanple o func I-on ski ng
princi pl e ?Rpﬁé‘d%ldr@\@dgism Wh@hart COI’ISI sts in nodifying the
r epr esent at| on of the sensitive variables x |nto a redundant

representation. This rgpr Sg ntatipn conpri SES at two portions, one 20
portion correspondi ng @ur? pﬁ?&g{ggsdthge 9é’f(f’a{:3'3%iklﬂ?%'8”>?r8teﬁfeéjnd one

portion corresponding Py maskingask m The sum of these two portions in the

bi iary Gal oi s field wheg Lﬂ'ﬁ@"‘?i!@@%‘ﬁ Q@?ﬁpﬂ@%f%ﬁtdgt'ad?ﬁ/sa}é&ktep%@cfe%t rieve
the Va“ able x by usi ngy %a%kmg %Monn%ngzrarogarts gelng unmasked;
- figure 3 illustrates an implementation of the AES algorithm

protected by masking according to the invention.

15 Figure 1 presents the example of a Feistel function protected by
masking.

The masking principle, known to those skilled in the art, consists in
modifying the representation of the sensitive variables x into a redundant
representation. This representation comprises at least two portions, one

20 portion corresponding to the masked sensitive data denoted x ® m and one
portion corresponding to the mask m. The sum of these two portions in the
binary Galois field where they are defined makes it possible to retrieve the
variable x by using the foliowing property:

25 x=(x®m)®m (1)

As an example, in a block encryption algorithm such as DES or

AES, the result of the operation to encrypt a block of data is derived from the

repetition of a number of rounds. A “round” is a computation cycle in which at

30 least two types of transformations have been executed, one linear and the
other nonlinear, also called transformation by substitution.

The aim of linear transformation is to mix the symbols or the

groups of symbols presented at its input by following predefined rules and so
create the diffusion.



25" (1) As an exanple, in a block encryption algorithmsuch as
DES or AES, the result of the operation to encrypt a block of data is
derived fromthe repetition of a nunmber of rounds. A "round" is a
conputation cycle in which at 30 | east two types of transfornmations have
been executed, one linear and the ot her7 nonl i near, also called

transformati on by substitution. The aimof linear transformation
is to mx the synbols or the groups of symbols presented at its input by
foll owi ng predefined rules and so create the diffusion. 7 The

transformati on by slbsttianstarowatios ts sabkijtutiar ris edually aasiie ostihsing ut i on
tables, cal Eﬁgst%m%?é‘ble@%llegl?%oké’s %I‘%Ke €ol b%%ﬂrﬂthlln%%rlé}qu %Cryptl on

structure. By usin e transf or ma
synbol s are ﬁéwpfe\@gatrﬁ?}“ﬁ ry@ uSiNefP éyRﬁogV@I?é%mEﬁ“O@yﬁ’ﬂBP@Sl% %Wﬁﬁr to 5
creat e conf ofspmbolfhars, replaeepdiyr otber ppmbolene ¢rsaps F sy®bblsainsdraenmed i nto a

pair (round the function round() designating the functional
oper at | olr{)no%?%gt%gamdgm whereas ml is the new round mask. The

linear parts of each'YouR@ Paireok PafioYs dipP irtateds tramefaringdainta ¢ Refir t he
functions L(npounli(xsaird’)pant themaastort iahd()Ldesidriating Lthe Fldoibh @) operation

The 1 neari by s ARSad in RIS AR e Mask L = L(T 85 15 new

mask after tran . _
The linear parts of each round are simply duplicated. The linearity

10  of the functions L() of said parts means that:
L{x @m): L(x)®L(m) (2)

The linearity thus makes it possible to use the mask m_ = L(m) as
15 new mask after transformation.

On the other hand, the implementation of the masking on the
nonlinear parts, that is to say the S-boxes, induces a significant increase in
terms of implementation cost. A mask mp. taking into account this
transformation and making it possible to retrieve S(x) from S(x & m) must be

20 determined such that:

S(),):S(x@m)@ MmMNL (3)

For this, myL can be expressed using a function S'() defined such
25 that

my. =S'(x,x®m)=S(x)®S(x O m) (4)

The function S’() therefore has twice as many inputs as the
30 function S(). Thus, the implementation of the masking for nonlinear functions
S() amounts to adding the square of the complexity of S.

In order to iliustrate the implementation of the masking in a
cryptography circuit, figure 1 presents the example of a Feistel function
protected by masking. This type of function is notably used for the block

35 encryption of DES type, DES standing for “Data Encryption Block”.



On‘the other hand, the inplenentation of the masking on the nonlinear
parts, that is to say the S-boxes, induces a significant increase in terns
of inplenentation cost. A mask mNL taking into account this transformation
and making it possible to retrieve S(x) from S(x n) nust be 20 determ ned
such that: S(x)= S(x CD, TOG mm (3) FokI this, nNL can be expressed using a
function S () defined such 25 that: L =s'"(x. xnm =s(x)e s(x ni)(4)
The function S () therefore has twice as nany inputs as the 30 function
S(). Thus, the inplenentation of the masking for nonlinear functions S()
amount s to adding the smoneerdaticrhefctheplreadking off e sensitive datanxorder to

i[lustrate {Reirb&MleapMinbd Pﬂa\ﬁgus?yhﬁmérﬁéﬁé Rgol fpf cryptography circuit,
figure 1 presents Llhe ex ﬁl;%? Fei stel function grot ect ed b'y gaskl ng
of

This type of functild first iB‘?ﬁo"g%’”Pérmtﬂl‘*F‘eprt?ICSE?d” BPEREPYHERER0f DES
type, DES st@ndnrigefportidat & EncandtheseBbotkiart 181 corresponds Thethe

ol erentat r%@e?glng? 5e/aRSHL Bl dhBnggashine data x requires, as

expl ai ned previous two part The first part 100
corresponds to t he PleoBRIYPHRY Gf)él?eaﬁ%ﬁg"%éﬁﬁ Bdreriermsd Ph@Ppbitg 8n xm and
t he second sy k td thk islock &sportherypted faiolep rhycas S)Mgncijper Siboarmdcaer i ed out

on the part ryption of the sensitive data is perforned
by appl yi nga%ﬂlﬁgatlorkofaI|n%arq§11@t% (5; be encrypted followed by an SO function

S-box and the appl ilhgtdigitelFignals tmé@prqm@wu thetwapattyyayst ®0, d0gnal s to
be procegsesk thy cirbgit hdsypehimmed hOGsind 8FediBtedf10RN@OT it @dbh pattevay.

synchr.oni zed by us"ﬁ% %rsrtegat?\tw%ry JIB pr%oc%sses tﬁgcpr)]or?gr% hcon\{prlsmg the
masked sensitive data x, that is to say x @ m. The encryption key k is applied
by using an XOR gate 106. The resulting signal corresponds to x @ m @ k.
An S-box 107 then makes it possible to obtain the signal S(x ©@ m @ k) 117 to
15 which a linear function L is applied 108.

The second pathway 101 processes the portion corresponding to
the mask m. As explained previously, the application of a nonlinear function
S() 107 to a masked signal usually means that it is taken into account in the
processing of the second portion. Thus, the function S’() defined by the
20 expression (4) is implemented 113 by using two S-boxes and 2 XOR gates
109, 112. The function takes as input on the one hand the mask m 105 and
on the other hand the signal x ® m @ k 115 resulting from the application of
the encryption key k in the first pathway 100. The signal 116 resulting from
the application S’() has applied to it a linear function L() 114 so as to take into
25 account the linear function 108 of the first pathway 100. The function S’() can
be implemented in 2 memory of ROM type so that it is protected against
attacks by observations. It is in fact particularly difficult to observe, for

example, the variations of electrical consumption in such a memory.
Even though such an implementation is protected by masking and
30 the observation of the activity linked to the function S’() is difficult to observe,
security loopholes make it fragile, notably against attacks of the second
order. It is for example possible for an attacker to position two probes for
observing the electrical consumption at two distinct circuit nodes, for example
at the outputs 118, 119 of the two input registers of each pathway. An attack



The first pathway 100 processes the portion conprising the masked sensitive
data x, that is to say x 6 m The encryption key k is applied by using an
XOR gate 106. The resulting signal corresponds to xe me k. An S-box 107
then makes it possible to obtain the signal S(x mO k) 117 to 15 which a

| i near function L is applied 108. The second pat hway 101
processes the portion corresponding to the mask m As expl ai ned previously,
the application of a nonlinear function S() 107 to a masked signal usually
means that it is taken into account in the processing of the second
portion. ThsedtdmethElestitiation $f (He dafancedthay s toessa@ O Ezgroeaftsiettypet)isi s

i npl enment e S-boxes and 2 XOR gates 109, 112. The function
t akes as |ﬂ5ﬁ§8§¥?lﬁ§y§%&&¥m}g‘%d the mask m 105 and on the other hand the
signal xemek 115 resulting fromthe application of the encryption key k in
the first pathway I@Jremgweisgmaéxahi;ﬁercéwbrtybttggrégmmltdw @pfaeabyon S' ()

nas appl Ledubaihd of LBt [rﬁeﬁ@arpré bddeat IkR|PBe hidhen t%&@.@ﬁ?account

the Iinedr TORCE Irst path function ) can be
i mpl ement edongeraaﬁ‘én@ﬁyk'ag Wpise, s%jV?HE?LQePPSWs makseeetiacksaghitist attacks
by observatdegmdnd order ifpodsibrcds Mchbédlbaé\,hcyusnijffl cult to observe, for

exanpl e, the vari atl ones)@)a[mgd eﬁrle(/foﬁ@pég\ﬁngﬁ’ %m&kggcg)agaw%ﬁgx. Even

t hough such an i nplenen ion Ts pro g'g
observat i orersfryntiod giceuitviarg doptaiessy tro & wmwaﬁ ndiffiqut {os aitepkitBelt to

obser \éenoze\%ﬁa'btéé .h&?@mb%&dmﬁmow I Eﬁwr:cmﬁ;rdmt mbmr@wmtdeaéd acks of the
second or der s for, ex SSi or i,fpon two
probes for %@éaeqa\/é)% p{%tgctgﬁg% qu?a% Rs' %E’ qﬁoﬁ '@Qq{tgé%? th%‘r cuit
nodes, for @xputs| weaVulnér@btaJtQmi of 1hL€80bJEE9V@f ot H@ civeyit desaribedgs doers of

each pat hwayy |&naﬁt.ﬁnaréﬁqerﬁatm§ﬁdmem QithS3 iclBbhseOhatkifg \AEhaRGE, that is
to say of "zero of set isin t¥1|s case very effectrve. Figure 2

gi ves an ex@ﬁﬁ?@ %Poﬁptﬁxﬁ%t ography circuit protected by 5 masking on which
the inveastion is bddedovét whenl thebearsrotaddmemairigshés enadts snodabblengbe any

maski ng pat &M@thmn aeq’%/{ﬁeﬁégm%'eyormsfn 3§Jcﬂ055wé’gf atshf% gsgmaﬁi feder

i npossi bl e as describ \é {) ial ne reviously, when
t he unmaske@CHALES PBS 2§ féhé? PI9EPiBIE 2yaY from meeo%tBH g W@delgf? Snefory, it
is di ffl cul &n eRambleaekedriatih starckabbeshé Msarafiekctiveowdah dt isewadyctetin ot her

wor ds, g@@g I tthﬁoc%%bqr?%tgg/ B‘@&M@ghﬂox prot ect ed agai nst | eaks of

|nformat|on the o uts are vul nerable. One of the
obj ect i \28s of the cThec%Piathd@%f'QWé’c? P@S?Btse%(p%ﬁmp g of impeERsAtaNiBn in

nmemory Wt htna uﬁta@{t@mnﬁ%dcm&lﬁa@@d rmtth@dls@fofrano@mratr@twmsem $tgndibgMor eover ,

when the us t s u can be
ordered in %’“geﬁg) e[@%%g)n NSL Lﬁe Wﬁ)ﬁ %ar %%ﬁu s'g lsggfé?ltgé possi bl e
away from tﬁbamurpl&—Pohemmkrbgmyse@@mms an enciyption, ira twor faeindsiien att ack

is all the !:@r?ﬁde%éeﬁhbéﬁwwb%rbfhﬁdéﬁr e&mé@wanéwmrg Us@dﬁ@@p&‘%@l?nat ory
llogic of the cir of figure 2 presents an exanple of

ui t e
i npl emerfat g%ﬂwaégmg Key and encryptlnR key.
The circuit presented as an example can be broken down into a

number of stages, namely an input stage, a stage corresponding to the first
round, a stage corresponding to the second round and an output stage. The
data to be encrypted are presented as input to the input stage, for example in

30 the form of 32-bit words subdivided into four 8-bit subwords. An input
masking is applied by using the key ko with a length of 32 bits, said key being
subdivided into four 8-bit submasks ko[0], ko[1], ko[2], ko[3]. said submasks
being applied to the four 8-bit subwords by using four XOR gates 200, 201,
202, 203.



" thé invention in a circuit based on the use of an SPN network, SPN standing
for "Substitution Pernmutation Network™. This type of circuit is also called
Shannon S-P network. In this exanple, an encryption in two rounds is
considered. Binary words of index r denoted kri and krc are used
respectively 25 as maski ng key and enqé}ypti on key. The circuit
presented as an exanple can be broken down into a nunber of stages, nanely
an input stage, a stage corresponding to the first round, a stage
corresponding to the second round and an output stage. The data to be
encrypted are preséittted inpsit phipetfirstootihe, @ rqgistes2dytakes @s iepetrtpe éoirn 30 t he
form of 32- Byt éMBstS#éQQIthq% ’(Hétﬁﬁafs%H@ b§-thE ke ¥ V"Pﬁlgfie ré!ér'n*iﬁ?éé% maski ng
is applied by u H]?u Feoy koj v&{é alen Hofs bits, salg bei ng
subdi vi ded T RPESPEUP %’”S nzeningsuidenent PORTY firpag flowosqrigspor 'I”EJ§P sai d
submasks beamgn@p@-biedub@otched flmuren&rymtubns@vnf Osublatyvidesd mgoffomrrBW gates
200, 2015 202, fc h S
0%ke99%enotdy o°[0l, ol & £ [% Ro1dP %b V\gﬁl aetd f b kohon

regi ster 304 takes as |n$ resultin romt he
maski ng b 2% ?h@g’ir@ﬁ'é? ﬁ’d@l‘é@rdistprﬁé%@?ﬁlaé e grel AL RRIENI ze t he
di fferent brawwr QO@V\Ehe ae¥ lkgwscagsoespah diithgthe dirgthehdrpptior8rdaind. Shewor d. A

coifoy P BelEksl B MBI B e R LSS
207, 208 onrasRechimeik és@@@@%ﬁ'@% RIaeksut208% deHbgﬁét?er 204.
The key {gocin ems,ﬁfyal |ﬁtaeﬂheVMotr§'1 fbh@xémpl%tofemmyuvbequh@macbe Adted fieatr
subwor ds of H at a @df kol X de Pt ed bﬁ ar e then respectively
o ocassed bl EPPEPECe R e BiR: ShEREISTE niapl Rofstent AP ERE R e i 1 a
menory, foradx@ipl amepforrOMERPERS exporeriallyl vith tst @dthbI¢at0ftlhBUt©0rTbBeX| ty of

i mpl ement at br@Btd@frap;H-i'@‘éfg'oﬂﬂﬁms ﬂ@é%kéﬁeﬂﬁr@ldoﬂgﬁélnfm f'd?:@§s thwBrd3@y menory
i ncreases e onent|

t hi
e b PR et af sliblOdng: PHARE sift %5@%8@@“%}% fipgteo EydhE
encrypt €é asrdenbwonirdsizsf the mahipéexitgiof enplentaméatioon! | near functi on | evel in 15

o der 0o ni T ze AerROMmpLexrLch! plERLERENIBUL e st spworadlokhe Tapt

of each processing bl ock, ?- It yi ng the
four 8-bit Bﬂrﬂi‘ﬁﬁﬁ%bkép?ﬁﬂng tR%l‘ELir]S bﬁéPF@F“ﬁt‘dph]“U& 'ﬁdz]x@i?’éé!?‘é‘@ 214. A
nonl i near fMXOR igatesi 314.hMemoajipedrefdnction & thex 2ddiedeangSdbke2tDdbbiagused to

i npl enent 'Eble%glﬂgst}sreﬁqg\rﬁ%lef'r%ﬁ gut put of each processing block, an XOR

gate 215 is use a at the output, so that the sensitive data
are mask8d at the deRFEEMPLT thi optnud of reaghdPreeesfin® Plogk mas kXRRi gatebdi vi ded

i nt Io fgurtsgbmme&;l@ [rﬁ)dsk ki dath, at]iﬁélo'ﬂtputAsbltﬁﬁtﬁfhet s@nsiver dmtalaréf LO(% hl s
applied a in en CCO or e
mggkl ng in %%%F%gléf)gno fg)r] f?rl?g%%oogs?ﬁ ls)oy% Srlﬁa‘é‘k ﬁbé‘v@ @é‘ﬁtﬂ ed out
by using a fmmSﬂb@ashmkMOL(ba .13, bsf[3t hPehmRralasiormaih@rs Lo(é issggrliedi ded into
four 8-bit pDMel icRfld SRS HSs hAvidg kb Hellaken lfto Hdebdhtldol thd-thakklrblih2] ) .

L61(ki 1[.3 t he transf rmat correspondin e inverse of the
[ near T anUFoPRAFSROLBPT 2160 June vttt FLte GP T3tk O JDes8y 2l ocks
209, 210, 2tbdifeti2maske.ot tkhhsffaheaniaek Kio(This $s apdivigedt intd feurb84bitr y wor ds
presented agq Qi UtthTn%Qk%"’“L% d gﬂgword ’(]“?W.“g@t[zzhelbf"(lf' &) engeypti on

round corresp on S to bi nary 1inear
t r ansf or mat P'Bﬁs Q%at'%‘alrcd )S%WS‘PB@ 'ESrt?é'%E‘pB‘lYﬁfs'ﬁg‘thtBe§@ﬁ%ﬁ tf?ﬂﬁéorﬂéﬁt'é?nrmsked by
t he mask kl Lo(aadet herefore 35 protected against attacks by observations.

30 At the output of the processing blocks 209, 210, 211, 212, the
transformation Lo() is applied to the binary words presented as output from
said blocks. The result of the first encryption round corresponds to the binary
subwords at the output of the linear transformation 216, said subwords
corresponding to sensitive data masked by the mask ki and therefore

35 protected against attacks by observations..



11~ The i nput of the second round is the output of the first round
and corresponds to the four 8-bit subwords resulting fromthe |inear
transformation 216 of the first round. These four subwords are presented as
input for a register 217 making it possible to synchronize the different
binary 5 fl ows. A second encyyption key kic specific to the
second round, subdivided into four 8-bit subkeys denoted kic[O], kiln is
applied in four XOR gates 218, 219, 220, 221 to the masked subwords
presented as output_fromthe register 217. 10The four data subwords nasked
byand encrypted by Kiecinapkot thensgaesgeeund & theppuipeseletielfist ound mndcessi ng
bl ocks 222, c@#&spoddd, t@2%hé Mpdemedibed sBward¥ NRisYitinfOfrgt anme e|in®dr ROM

t . At th t_of h, bl ock, th t db | yi the k
T %usi ng xeergareatn R ealiet s, 1 Brcs B bR e Fracreabel iy betng
abl e to be pulked iagisterchl Direklog ib pospblertersynchronixe thaaiftarepiubbinafy each

processi g Bhhpsk, an XOR gate is used to mask the data at the output, so

that the sensitive data are nmasked at the outpyt of the second round stage
by the mask ki2. Fdt $§Hogd ?H%”yﬁﬁgfkﬁf@/ .% c%quH'@dt%uﬁhebﬁea@?%doan%di fied
mask L1-1( ks@divitibe ibtoafaf o8-t sudrkelyd - ddnotedri;@8pantiin hgkfa),t k€[3i,niser se of a

i near trantagaréafam %r?ﬁ 5\39313%%2218, 219, 220, 35¢ t&rtﬂg%gébﬁ%eisﬂﬂwbﬂo(s). s

applied to e binary resented as output from processi ng
bl ocks 209, PEEEgNtegRE outnyt frofpdhe Exgister 81/t he second encryption round
correspomnds to the TrHenfuly datdwab@srdat mbbleed by pyt af ehbgptddnigak © are

Rl D BRec A, URNERE S Ol SRR 0ol s o ke cta
advant age ofmRlaMENtegpia »MeMpyefrm@muia, PsROMtyna. Atsthpderitinfeeadd i nvert
the encrypt bRgk e kot ardiirhgskers dibag kel kdyok,' Lfieg XD gatksas wel | as the
encryption by kic apd the rpa,rskin b tkeli for the round 2. 3050 as to reduce
the conplexity of %Ogﬂ%?ﬁ atuPStﬁ(ghf% h[ o ap s a@sé% PYAG nories,
it is priépoveed inccatbdueck tohmpiamesrie At Hta eutpusikeachsedcedssing Woek, sinep t o
anot her by scpepsiétiatisen t8fmasi et st thé OLthn 2Pt thd sKhsilive bhg main
mask, the Seconagﬁ%dzgﬁﬁle(%ult Cu(-t)lo’f thke! éec%rr]w rclggrlwd gt%\ne 3 t gdnggsﬁ(dkif. rF%mtrEiQe rain
mask as f ol PBuE" P ge by 2 ’

the masking is carried out by using a modified mask L;(K3), the

transformation L1'1() corresponding to the inverse of a linear transformation
20 L4() 226.

The ftransformation L4() is applied to the binary subwords

presented as output from the processing blocks 209, 210, 211, 212. The

result of the second encryption round corresponds to the binary subwords at

the output of the linear transformation 226, said subwords corresponding to
25 the sensitive data masked and therefore protected against attacks by

observation.

An advantage of this type of implementation is that it is possible to

invert the encryption by ko and the masking by ko' for the round 1 as well as

the encryption by k:° and the masking by k' for the round 2.
30 So as to reduce the complexity of implementation and to always

use the same ROM memories, it is proposed to deduce the implementation

masks used from one step to another by a permutation of a main mask. For

example, if k' is the main mask, the secondary masks k¢, ki and k,' can be

deduced from the main mask as follows:
35



[co = k1' = P(kO) k21 = P(k1) 5 the function P(bin) representing a
permutation function, for exanple a circular permutation of the binary word
bin. Furthernore, the main nask k' can be drawn at random from a predefined
set of main nasks. One exanple of nmask permutation on the basis of a main
mask is given in the description usi nglé‘i gure 3. 10The small size of the
set of main masks advant ageously nmakes it possible to use custom zed masks
specific to the conponent, that is to say, specific to each instance of the
circuit. The application of this signature makes it possible to reduce the
range of the attacks =of' "catal ogi ng" type, because the |eaks thus becone
specific to a circyiits p{pgi)no | onger to a circuit 15 type. The hi gh order
attacks HO DPA, an qc_r’? mderiving fromthe expression "higher-order
differential power ka7al {% s", such as, for exanple, those of "zero-offset”
type, are chall enged because there is no | onger any specific mask path. It
i s therefor : i 1.0 i pai ari.abl e,
mask) . 26 e tanciBAe6rR paSRrcle BORRLEn KB for ERRANES SRR S

al gor i t hm pPYfFBiatan 9@31%@@?5@%@ bin. Furtherereaetie BnajeKneaste Kypan bf

al gorithm & nsdtaackdrg fiood a'bﬁ@ld/am@e@éeEaf:mm in@@lﬁt@f&@raﬂﬁpleio‘ﬁ g’Qa%lkti cul ar :jy
owerful in i i S . re S to be protecte
s or ocesselt Dipalhath e baRo R P Tag RS byed ol REnlhaFeB: o be
128, 192 orfi®B83pits. The encryption keys are of length W Whbeing equal to
the | engbh of theerer@ds dige R tRE OLR SsTeMainl RRaskE GRIVahiIRe6 QaPIhaRss thr ee
processi ng ;Ehsa S, each gﬁz%se CEconss}(stl ng. .8f one or m)(%gt g%gndgd The first
bhase RL ot el iubSE Susitined ERKS sPPOcC 10 hoanarore: YBI& phase Re

cor r espondsspagifid foeads iostange tdiethsaoecustt rlinet applidatien atfi thed wigmaturehe t hird

phase R3 COmBREPANGSssitie dofreBate HINShgel b€ e Iatabid 8 0fathidgRRy &€ phases
known_.to those skill in"the art. The

specific to the AES algorjthmis . ] d

Sircuit is, DRSBTS thie PROINGSPAGIEe.f UGN and pg longer to a circyt

pr ot ect i16n typermdslel highacrdediatigck HODPAY et iacroryan deeivinyt mactucted so as to
protect the

and R3 agai h t%%é%%gg%r;&g%g g?ff/egﬁt%#déwe? %?{S%g’e%\%g%{]@?s&g@%’aﬁébmRZ
nunber genetaB®Of 3aroraffses ebyPe o atfe ARG hRGRYSAdRerS is no longer any
specific mask path. It is therefore no longer possible to consider the pair
(masked variable, mask).
20
Figure 3 illustrates an implementation of the AES algorithm
protected by masking.
The AES block encryption algorithm, AES standing for “Advanced
Encryption Standard”, is particularly powerful in keeping binary messages
25 secret. The message to be protected is processed by binary words of fixed
size, said words being able to be 128, 192 or 256 bits. The encryption keys
are of length W, W being equal to the length of the words to be processed.
- The algorithm comprises three processing phases, each phase consisting of
one or more rounds. The first phase R1 corresponds to an initialization
30 round, the second phase R2 corresponds to N rounds using the same
structure iteratively and the third phase R3 corresponds to a final round. The
-principle of these three phases specific to the AES algorithm is known to
those skilled in the art.
The circuit is, for example, an FPGA or ASIC circuit.



i, for exanple of n bits, n representing the entropy of the masking. In the
exanpl e described hereinafter in the description, nis represented on 4
bits. A counter CTR 301 increnents a variable r corresponding to
the current round nunber. 10The protected circuit conprises a nenory area
303 making it possible notably to storfg a set of constant masks of |ength
equal to that of the words to be encrypted, or 128 bits in this exanple.
The nunber i generated randomy 300 nmakes it possible to select a main mask
ki fromthe set of masks stored 303. Consequently, for n = 4, 16 15
different main nasks Riotesdianbey sepekingdagenidiogl o the invention Msned@er, t he

mai n masks @treleced Boldetd BrAIGHaRE ARY c??pt??fd‘p‘h&ediﬁcuftriﬁ@é?ﬁ@nt@fgoﬂﬂc'[

conponent tgQ another o] t tain ifferentiate rotecti and avoi d
ot Packs. by edK 2hdges R Fashaiy naeRsketiprks RhgPReVFa Bdte histhn™on

i nteger nuntieannefs.20 submasks of length S, Whbeing a multiple of S. For
exanmpl e, sa mask ki Ofad@RYhOmBLrgdrdaliriz0oGe TRES 38 8eh&htEHRBR) Rokl Submasks
of S =8 bits, said subpasks bei ng denot eg kOlJ Olé, kt%' [1%, kol &\1&%

From a nai n'vﬁﬁ%ﬁ’,‘a@e@oﬂ BrRSrRsIEPTeSENtRE 18 PP P! thErmaRind r

per nut at i ngetdreplsutesashked hainaitek thp ddseripteim niasdpreddnisd o3 hitsom a si ngl e
main mask, a differens,iesendeny TRsEnfaf B04iR8R f oreamhaiRliffine

So as to increase the robustness to attac ere s a set mai n masks
ki that is eN¥eH audd PHEREDNe conmponent to another so as to inplenent a
di fferenfi at ed maskTheg ppstetteat cimitbesmpesessai thebwmipaireat 303 Tikingulit abl e |

the mai n mabr e FRRLIPIABRL 218 b Ly RERS B RNURL LAY to thay ahthe. T F om
secondary mWSKISIP henerstypteByorcieckilsapthisgxammeat i ng, with a pernutation P.

the mask kri of a chesgimbenbgsneRhiclirbhdemiyt B0 Fakks @f pdsemex tdsdietng
initialized such that chosen Sl1!8h thflt

i koi 14 d b L d =S
LS for - oxanii mddky K8l s Sen ot mesics pistted A0z cF o REabRAI 15T S S rms k.
It is al$o giffersrbineain ondsksd' careberaglecied randexlyr permut at ed by an i nt eger
nunber of submasks.ykusver,the AR kil 638dDR BRNLAHRARY sy e 5 the

expression: . :
P different from one product component to another, so as to obtain a

differentiated protection and avoid “attacks by cataloguing”.
A main mask k' of length W is made up of an integer number of
20 submasks of length S, W being a multiple of S. For example, a mask k' of
length W = 128 bits comprises for example 16 submasks of S = 8 bits, said
submasks being denoted k¢'[0], ko[1], ..., ko[15].
From a main mask, secondary masks can be generated, for
example for permutating the submasks that make up the main mask. Thus,
25 from a single main mask, a different secondary mask can be used for each
round. |
So as to increase the robusiness to attacks, there is a set of main
masks k' that is different from one component to another so as to implement
a differentiated masking protection between said components. The variable i
30 is random and can be generated before each encryption.
Once the main mask k' is chosen, a secondary mask of index r+1
is deduced from a secondary mask of index r by circularly permutating, with a
permutation P, the mask k. of a chosen number of bits d, the mask of index 0
being initialized such that ko' - k'.



k “.[mod(x - Q W/(5) in which: 10 r is the round nunber; i is a nunber of
4 bits drawn randomy by the generator 300; Qis an integer making it

possi ble to check the pernutation rate between two consecutive secondary
masks kri and k-+11; S is the length of a submask expressed in bits; 15 W
is the length of the mask Kki expressed‘l)bn bits; nod() is a function defined
such that nod(a,b) = a nodulo b, a and bei ng i nteger nunbers.

The main mask can, for exanple, be nodified during an encryption 20
procedure by randomly drawi ng a new val ue of 1i. Advant ageously, the
resi stance to attacksambesbose auttothat dr- Bebitspor akamplebihat iltes$aygoft he mai n

masks ki sugheddi@totrB&otRFREA Yyulmade are i ndependent of one another, for
exanpl e by guaranteel ng t hat %’Tﬁ? Hsrrm di sga ce between kri and kr+ii is
substantial Iy equallt {52182 POSsB)G 10 @Y%a'ge BAsK R e PEHBURELRY &'s0 nakes
it possi bl eirtegereiunfber of subreapkotTéos the, mask k. badmbeigegetmendy alsingi ned by
guar ant egi ngket%tregi .Hamm ng wei ght of a secondary mask and therefore of
the main mask I's substantially equal to W2. In the exanple of the figure,
the words to be encrypted are 128-bit 30 words and are presented as input
to the coder in a register[xbasdme0e.—- @HE/§lird to be (Focessed is then
masked by application of the non-pernutated key koi = kl using an XOR gate
304. The result of the masking is then encrypted by application of an
encrypti on kKeyhigh: | engt h W denot ed koc using a second XOR gate 305. 15
The wor digmas kafle byudhdmpad encrypted by koc is stored in a register 306,

or formng ¢ hé SUBBHEP o wbcteinIpnelB bele 8 H8Ea cor fespondi ng o an
iterative efcisygnintager owmkjngait ppssiblettp wheclo theeggrondatian tate hepyrasnewoi ng
round. consecutive secondary masks k;' and k.1’
S is the length of a submask expressed in bits;
15 W is the length of the mask K expressed in bits;
mod() is a function defined such that mod(a,b) = a modulo b, a and b being
integer numbers.

The main mask can, for example, be modified during an encryption

20 procedure by randomiy drawing a new value of i.

Advantageously, the resistance to attacks by observation can be
optimized by choosing the main masks k' such that the secondary masks are
independent of one another, for example by guaranteeing that the Hamming
distance between k' and k.1 is substantially equal to S/2.

25 An average balancing of the masks also makes it possible to reinforce
the protection, said balancing being obtained by guaranteeing that the
Hamming weight of a secondary mask and therefore of the main mask is
substantially equal to W/2.

in the example of the figure, the words to be encrypted are 128-bit

30 words and are presented as input to the coder in a register base 302. The
word to be processed is then masked by application of the non-permutated
key ko = k' using an XOR gate 304. The result of the masking is then
encrypted by application of an encryption key of length W denoted k¢° using a
second XOR gate 305.



5 The word stored in the register 306 is processed by a control nodule 307
subdividing the 128-bit word into 16 8-bit subwords. Another function of
the control nmodule is to select the nmask kri to be used to unmask the data
at the start of a round, a round being applied on each iteration of index
r. The 16 8- bit submords are processe usi ng nonlinear function nodul es
308, said 10 nodul es being |nplenented n a nmenory of ROMtype, for
exanpl e. These nodul es unnask 309 the subwords presented to their input,
apply to thema nonlinear processing 310 for exanple by using S-boxes, and
mask 311 the resul tThef wead dnpsieciesgi ag andhen@yptedabyagf iineasretiuincki on

dul e 308 f | frcukh

16 nonl | neal oty ats g BufsebBrdfat RE RE of HYEEALPRIE dhoukhere a0
t he round operfardung the sacese prechsisiny nhvsetis S@iﬁoh’&%ﬂ@s@(ﬁsp%dmﬁﬁ@ B1], kri [ 15]
for the i npﬁ%raﬂv@%ﬁkﬂyﬁﬁo@@%@% Ft@r@t@#@éﬁ%gﬁoﬂﬂlr’ré-%%] procégding *bund.

Kr+ii[15 r the o t b

pr econpu ed 'i“?] Wﬁe#or{ga 'Bgﬁﬁdﬁﬂ'glfrégpﬁt ﬁeprgﬁﬁ?‘r%%kgy Rr ?@tioﬁé'?lo ‘?Té@ﬁggnbyeZO
t he submasksutidividing-the 128-bit wordrinéo 16 &hibwobwerds:. Areghesftipetionost thhe

nonl i near p&@ﬁﬁoﬂ‘r ?‘»JlﬂjléTBQHk%'?e&rﬂ‘?e hPer Wit %%tL%@dttQ‘%rn%s@ tﬁ@@gmatcmet rol

nodul e 312 nction of not abl onc i d t
a 128-bit woPH.Of FHEUR9Ea FRYNA\REIRY agplfeffgﬂn ﬁ?%% ?3'8”&/ rt ;I' ag %D{)CZslsPng
25 modul es, bia dubmerdperé protessed oBiRgngordineahdumdion B8b8Lless8@d.| yaidescri bed
by the %pr%%h%e "e?ﬁ] r%%%@\@%teoamd %ﬁ&@“&% F@mp%@ g é?(@ﬁ{p’?é igqesper f orming

a mxi ng of the co usua he expression "shift
col ums”. THedEIesRMasKeO %’reo%@é"éqr %pfﬁ,‘i@pgﬁq @n@eEéWPLBea Wi BEme a
function Lr fdnlind@ARreiResMPt3 10nfod xampe ke wskigeSiboxappandthask I1Heth#28- bi t

o] oL g Y Bloles G A ndiE A ORI APRIBLO PR HERBT AR
resul ting fBdihsubwoshia hppranespgd Kranseguartiy shase aéi%ﬂ@ rloﬁ"rl‘ﬁ%?éft”l*@'oé‘ane
S- boxes {5 ORgANRsTOLIRE etxgr@ﬂ@bh ure Bhe nmasks kinti are stor ed 303 after

havi ng beer ﬁ;ﬁsﬁ’”pﬂ;oﬁﬁ%émiewe%zgtm%xa}gﬁ - b RAE ) There
k'[1], ..., k/[15] for the input unmasking 309 and the submasks Kr+1' 101, krs1'1],
oy Kret! [1 5] for the output masking 311. For example, the 16 S-boxes can be
precomputed in order to be masked by the submasks k-[] then unmasked by
20 the submasks k[

The 16 subwords at the output of the nonlinear processing
modules are then directed toward a second control module 312, the function
of which is notably to concatenate said words into a 128-bit word.

The 128-bit word is then processed by two linear processing

25 modules, a first performing a mixing of the rows 313, usually described by the
expression “shift rows” and a second processing operation performing a
mixing of the columns 314, usually described by the expression “shift
columns”. These two linear processing operations can be modeled by a
function L().

30 An encryption using a key k:° is applied to the 128-bit word
resulting from said linear processing operations, using an XOR function 315.

A 128-bit mask ki is applied 316 to the word resulting from the
encryption by k. so as to be able to use the same S-boxes from one round to
another. The masks ki are stored 303 after having been precomputed by

35 using the expression: '



5 The processing operations of the phase R2 are executed N tines
iteratively. Wien the N rounds of the second phase R2 have been execut ed,
the final phase R3 is executed on the 128-bit word extracted between the
|l i near row m xi ng processing operation 313 and the |inear columm m xing
processi ng operation 314. 10After a fi£§| encryption using a key kfinc
applied by an XOR function 317 to the tracted word, a final unmasking is
performed by applying a 128-bit mask kfin' using an XOR function 318.

The 16 128-bit masks kfin' are stored 303 in the protected circuit after
havi ng been preconputed by using the expression: 15 =lckL', 71 (1()(7) in
which the function L'r-1(),repreggn p)the inverse @ the row mxing
processing operation 313. 20Thé" word 'Obt ai ned at thé end of the final row,
that is to say at the end of the processing phase R3, corresponds to the

final result of therffS #asiunhi ol e FRELKRLRS MRRSRUBEDLAI ned IS
witten into an output re|ster B?PB Loure 4 %;?rvsan exa rr:rgle of a

crypt ogr aphy circui t"HPHG Ef’@@loﬁﬁr ERi d?ﬁ GRT £ FREXTGHISCH IS ocessi ng
oper ations aemtipelgi thenetle & rdunes erfitheobeeordopitecse R2 have been \Bhecutetie parts
of the circyd f:ﬁé?rﬁr%%goﬁﬁl'lé‘%xfeeutbﬁeorﬂ% CPLEN \%Racéft?édi@d BREIAL s are

inplemented 1 n logic gates and not In mem)r% pstream unmaski ng and
downst r eam R 0¥ MINAL RSCIHNG QPArasicHcet &WS ts‘ﬁelt”%ﬁqr(ﬁ?é“rﬁﬁy“l%@gt he
subj ect -of ptdoeeking operation 314.1n order to protect the circuit against these

att acks, ,qgone sol ut 'Rﬁ‘%ﬂ S hr?alplaﬁ&rﬁptﬁcm Lg?_[q i n@g{, %F@?%dn%goggrﬁ?ﬁons of a

round at the end of
registered §8@HPD r@woﬁotmé pdsated word, al‘i'né‘brﬁﬂ@maéﬁn@n§ &pgorneth Bpread by

virtue of thgpiyingidre28lbs pesski QL uaing dnheoef fuaetidrvergss of the attack is then
limted. The 16 128-bit masks ki, are stored 303 in the protected circuit
after having been precomputed by using the expression:

15
kb =ki ®L7 (k) (7)

in which the function L' '() represents the inverse of the row mixing
processing operation 313.

20 The word obtained at the end of the final row, that is to say at the
end of the processing phase R3, corresponds to the final result of the AES
encryption. The encrypted message obtained is written into an output register
319.

25 Figure 4 gives an example of a cryptography circuit protected by
masking in which the nonlinear processing operations are positioned at the
end of a round.

When the parts of the circuit corresponding to the nonlinear
processing operations are implemented in logic gates and not in memory, the

30 upstream unmasking and downstream masking functions of said processing
operations may be the subject of attacks.

In order to protect the circuit against these attacks, one solution is
to place the nonlinear processing operations of a round at the end of the logic
cone, that is to say, just before the registered sampling of the result. The



The exanple of figure 4 gives an exanple of a cryptography circuit
protected by masking inplenmenting this principle. 5This exenplary circuit
resenbl es the one presented by figure 2. The encryption is performed using
a Feistel architecture and is perforned by virtue of the inplenentation of
one input stage, two round stages call round 1 and round 2, then one

out put stage. Unlike the circuit given'as an exanple with figure 2, the
nonl i near 10 processing operations, inplemented for exanple with S boxes,
are placed at the end of the |logic cone. The |inear processing operations
are ther ef ocempliatieds adretthens¢presd diy airtueust thelhtime dispehsors tadgethe
correspondi i kst Jj.near processing operation
correspondiEgeégeggg?éﬂ%?é?égggﬁﬂgﬁghhgghction Li() is applied 401. At the
stage correspondi ngTh®exapprlsat fgdrerbaivas anexannieeba CpiptraEaRMmgraier at i on
cor r espondi pebté€ted bfirhddkericpimpismentrethisatnndisie appl i ed 402. The

i nverse %1-1() of tF@ %pi%i%% q%jfﬁsign funqﬁion IS agglhq? 400 t he
output of the i nput &t ZGEMRIFTY LPHRAPSHTPERINO P EURESFORY (BY 19¥"€ 4ppl i ed
403 at the Thp@ncoftiohés perferotedsusingea Fdthkbanshidettuiecard isqresiompeddy at t he

start of a ypwedof Sedihpibmehtatbn S0ERE inpltesas, o irsumRdeadaar saidgpendent
on the environment al cond%t ons at Hﬁi’h nd of "a round. 18 CLAIMS 1- A
ik &b Ut sty

crypt ographglo%ﬂd ai“? rcﬁ‘%’t %QIO'B?/O € said circuit conprising 5 neans
for encrypting bi nadylikedhdsirasit giyeatad easkampke Wity figure, 2,teanonfiosarappl yi ng

| i near oC i i-QAS; | : [ i i ons
(226) tEf%agéfeggaﬁ%ﬁi%ﬁ@%'S‘rp"‘é*ﬁé&fﬁgﬁfg D ILPS BoxEs 1o S ng

wor ds, .

char act eri zE¥ BRd (HaPet RBICHFME: AT PTECETRIME IP8ErE{IoNR )2re pEeralei® of t he
nonl i near pplacessitnige apet af BoosndyThis, ey the resje dortespoddimastsetie (fi2dtd)
downst r eam h i C LE j [} Kr+ii,

t he masks kﬁur{'gh% k’ﬁﬁeiﬁ_ﬂl ira?c?%rs %%Bﬁgg%%??&o%% grregé{f?dgr?g ﬁés%z l@'g%@ﬁ@ ?:hjtno each

i nstance of flUngloRLrohis @pphed 49k Alithe stagescorisappdingita the sggend, round,

char act ersi zadirigar tgretedsh®y BedatioeaorrebpoRdifg &6 Sd RIGFLBREY AlricBBS , Lot)hR
unmaski ng ( %4]} duﬂf% ream of the nonlinear processing operations and the
maski ng (21 PSwhstream of the |inear processi ng operations are

i mpl enented i n ROM thginveeseok-i s of Heoinitiad diffisonciupetian isaapndiedi48dati n any
one of the pes@BuNgr Beahp® stage and a final diffusion function L1() is applied 403
at the input of the output stage.
20 The electrical consumption at the start of a round is difficult to
model, whereas it is made more dependent on the environmental conditions
at the end of a round.



20 characterized in that the masks kri are secondary nmasks deduced from
primary masks ki such that kr+ii = P(kri) and koi = kJ, the function P(x)
corresponding to a function for pernutating el enents of x, the ROM nenories
remai ni ng unchanged. 254- The circuit as clainmed in claim 3, characterized
in that the function P(x) is a circulaqspernutation, a secondary mask of

i ndex r+1 being deduced froma secondary mask of index r by circularly
pernmutating the nmask kri of a chosen nunber of bits d. 305- The circuit as
claimed in claim3, characterized in tg the main masks ki are of length W
and conposed of an integer nunber ofCk sks of length S, the secondary
masks kri being generated by pernutation of said submasks. 19 6- The
circuit as clained in claimb5, characterized in that the submasks of the

WS in uhions ) SYPREREy Hradh Bt BYRRESRRE sal Hhchit (PrptSPE o
Qis an itteger fMEENedat eREVPING PiREN woEdSoEsipe Binigast iops Hsat ke eneanso
oxprossed 11 DLt g g o e PRl oneraons (REE) Rra quehindas ek
rerégz)es;sg aI gef: n ?%#\iﬁ?io{)}’%rést{?@% (2528576%(551% ords, Mg g‘?rbﬂ‘ag““&%&a bei ng
i nt eger nunbers. words, said circuit being characterized in that the binary words are
unmasked (214) upstream of the nonlinear processing operations by
10 using a mask k/ and masked (215) downstream of the nonlinear
processing operations by using a mask kw4, the masks k' and Ky’
forming part of a set of masks specific to each instance of the circuit.

2- The circuit as claimed in claim 1, characterized in that the nonlinear

15 processing operations, the unmasking (214) upstream of the nonlinear
processing operations and the masking (215) downstream of the linear

processing operations are implemented in ROM-type memories (209).

3- The circuit as claimed in any one of the preceding claims,
20 characterized in that the masks k,' are secondary masks deduced from
primary masks k' such that ki = P(k) and ko' = K/, the function P(x)
corresponding to a function for permutating elements of x, the ROM

memories remaining unchanged.

25 4- The circuit as claimed in claim 3, characterized in that the function
P(x) is a circular permutation, a secondary mask of index r+1 being
deduced from a secondary mask of index r by circularly permutating
the mask k,' of a chosen number of bits d.

30 5-  The circuit as claimed in claim 3, characterized in that the main masks
k' are of length W and composed of an integer number of submasks of
length S, the secondary masks K, being generated by permutation of
said submasks.



15°7- The circuit as clainmed in any one of clains 3 to 6, characterized in
that the main encryption mask k' is nodified regularly by randomy choosing
a mask kIl froma set of main masks stored in the circuit. 208- The circuit
as claimed in claim?7, characterized in that the set of nmain masks stored
inthe circuit (303) is different fronlé)ne circuit to another. 9- The
circuit as clainmed in claim8, characteTized in that the set of main nmasks
i s obtained using an internal mask generation circuit. 25 10- The circuit
as claimed in any one of the preceding clains, characterized in that the
Hanmi ng di st aficeTbhettiwedhat wieimeskis daim anchdcadterized irethaalkthd eutldhasks3011- The
circuit as clai L t i l, 2l acterized in

t hat the Hamm n%?%ﬁﬁqé}g%ﬂﬁ eﬁ?cﬁé&%ﬁ%{]gpgt% ggpre%{_ﬁi‘ﬁ_rhe circuit as
clainmed in any one of the preceding clains, characterized in that the

nonl i near pr ocess‘si-r{g]%ﬁ.émad(me@,%r’&)]%i npl ement ed usi ng S-boxes (213, 310).
20 13- The circuit as clainmed in any one of the preceding clains,
characterized in that the nonlinear processing operations are applied after
the |inear proce®sWhighioperations in one and the same comnbinatory bl ock just
before the sanpliRghofodrtendbad:t in a register. 5 14- The circuit as
clainmed in any one (;%Rtthen%rge%edi n% cl ai]m;, characterized in that it is

i npl enented in an PPl T ORn Wd8m¥’ as clainmed in claim 13,
characterized i nQt isagn timtegereforotonimillingl heasits df peshiutativedbetsiceg tve

modi ficafd on of Ehrckhid Sddordhty maskd GURikon file.
S is the length of a submask expressed in bits;
W is the length of the main mask expressed in bits;
mod() is a defined function such as mod(a,b) = a modulo b, a and b
being integer numbers.

15
7- The circuit as claimed in any one of claims 3 to 6, characterized in that
the main encryption mask k' is modified regularly by randomly
choosing a mask k' from a set of main masks stored in the circuit.
20 8- The circuit as claimed in claim 7, characterized in that the set of main
masks stored in the circuit (303) is different from one circuit to another.
9- The circuit as claimed in claim 8, characterized in that the set of main
masks is obtained using an internal mask generation circuit.
25
10- The circuit as claimed in any one of the preceding claims,
characterized in that the Hamming distance between two masks k,
and k.1 is equal to S/2.
30 11- The circuit as claimed in any one of the preceding claims,

characterized in that the Hamming weight of a mask k' is equal to W/2.

12- The circuit as claimed in any one of the preceding claims,
characterized in that the nonlinear processing operations are
35 implemented using S-boxes (213, 310).



16> The circuit as clainmed in any one of clainms 13 or 14, characterized in
that it conprises dynam c reconfiguration nmeans making it possible to
15update the set of main masks and the tables inplenenting the parts of the
circuit corresponding to the nonlinear processing operations. 17-The
circuit as clainmed in any one of clains 1 to 13, characterized in that it
Is inplenmented in an ASIC. 20

13- The circuit as claimed in any one of the preceding claims,
characterized in that the nonlinear processing operations are applied
after the linear processing operations in one and the same
combinatory block just before the sampling of the result in a register.

14- The circuit as claimed in any one of the preceding claims,
characterized in that it is implemented in an FPGA.

15- The circuit as claimed in claim 13, characterized in that the sef of main
10 masks is obtained using the modification of the FPGA circuit
configuration file.

16- The circuit as claimed in any one of claims 13 or 14, characterized in

that it comprises dynamic reconfiguration means making it possible to

15 update the set of main masks and the tabies implementing the parts of
the circuit corresponding to the nonlinear processing operations.

17-The circuit as claimed in any one of claims 1 to 13, characterized in
that it is implemented in an ASIC.



