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WD 2004/ 057822 PCT/ US2003/ 040960 SYSTEM AND METHOD
FOR | NTEGRATI NG MOBI LE NETWORKI NG W TH SECURI TY- BASED
woBNEoFiset d 5 The present invention rel ates gROEUS1003/040960
to conputerized systens and nethods for providing
nobi | e networking, and nore particularly to
integrating nmobile networking with securit
SYSHENEARS M THORFOR EN TRE R RING VOB R I WOBKING WITH
node and a correspgﬁémTYr_]gg?EDlgpggpyri ght
Noti ce/ Perm ssion A portion of the disclosure of this
patent docunent contains material that is subject to
copyright protection. The ﬁ.o%ri ght owner -has no
objection to the facsim | e2&&eproducti on by anyone of
t NEhB LBt iHRGHER Plates géﬂéPaIQQB @Binp e S0 diets@fid nlethods for
appears in the Patent and Trademark O fi'ce patent )
proviidihg mebile sevadking rmd noerh patticslarly ée integrating mobitgyatwepking with

15 rights whatsoever.. The.follow ng notice.a iles to ..
seorf Ry efidenfBL R Earvka g8 bR migils HRaf B 4 SpdsBonding
nod@lr awi ngs hereto: Copyright (c) 2002, Intel

Corporation. All Rights Reserved. Background 20 The

use of wireless networking continues to grow at a

rapid pace. Wrelgs . ﬁEWEi%eS/Pféﬁ[rﬁisﬁB ractive for a

nunber of reasons.—i%@meﬂ@, they all ow

f | expduitibh by thertisclazard ofghis pR@nicditumepiontaitkymaetial that is subject
envj ronnent,s. Furthernore, they are relatively easy

to cRyTighspIRfactiihehecorpAsiE @WRFt Rrsieeabiectipn éjthe facsimile
f j :
rep B e ) e T PR B ent o foo (AR BI-Blopto g fiZppears in the
PateneambTledeaakieffioapatht filogetdrerds butatheawise resefvek allcspyright
. ,rather than.d with no need for wiring or .rewirin
righis Whiy v AP leming o hes Slichia e Flbv an dya 35 055itked
beldwPld iR th ORISR IHRrdid) bep?fﬂ@l’lt@ woHE QnteP@HrgBleaﬁBﬁ.r ABRi ghts
despite the cheaper cosf of w red LAN cards. A further
Resenvethd i n conputing has been an increased use of
security nmechanisns to prevent unauthorized or
mal i ci ous use of personal and corporate conputer
resources. For 30 exanBRkeFgmyd COnpani es and
i ndi vidual s_have installed "Trrewal |l s" to protect
sy skhevse phwirgless rbwprking gemtingesdenstave ot hapidnege.aPheaiess
' LRt [ ] e t ed
nen(Rig SR R et o™ rhy SR 2aR iR BRY
flexibilitly. an irsaemiak) shdasag support dynamic environments. Furthermore, they are

relatively easy to install when compared with their wired counterparts. In some cases, for
example in older buildings, they may be cheaper to deploy. An entire network can be put

together in a matter of hours rather than days with no need for wiring or rewiring. In many
scenarios, wireless networks can have a lower cost of ownership than their wired

counterparts despite the cheaper cost of wired LAN cards.

A further trend in computing has been an increased use of security mechanisms to
prevent unauthorized or malicious use of personal and corporate computer resources. For
example, many companies and individuals have installed “firewalls” to protect systems
inside the firewall from unauthorized access. As is known in the art, firewalls can be

implemented in both hardware and software, or a combination of both. Firewalls are
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1 WD 2004/ 057822 PCT/ US2003/ 040960 frequently used to
prevent unauthorized Internet users from accessing

w@einasms2net wor ks connected to the Internet, PCT/US2003/040960
especially intranets. Al nmessages entering or |eaving
the intranet typically pass through the firewall,

whi ch exam nes each mssazl%e and bl ocks those that do
frequentlyhsed to prevey saputherped Ltgimet Ysers frqma apegssing pyiyatg networks

condbf B89 S Lty SRS AECSESSPIEH Koo o
intramet typdelly padshierohigh theefirewalhathittnsseniine dacliaiessage ensblbcks

access syste insjde the firewall. Security schenes
thOSFﬁl%ﬂtéﬂé‘ﬂ Bgety ?HGPQJWEISF@“& tWfiise | P addresses and
dehom 4 >F o
o oS TSR o aruplooL]  ARALRE ML o scchil, By RS problems
for win¢lesstuseratomtsyde ofithe firevalidhat bhvelegitinets nepds teamesssystems

SEPTILE MITENA HOES TN YRL O S
depd¥dl o IPRESH id it ARerBBRMEit ¥ndRENADISPACKE: ShouldRBaglowdd Hrough

be re-established every tinme the user roams into a
the firswaH e Undettunateily in éheeossadll Wiselaasrsystems semabilg yode’s IP address

chanisnms Lo _a.new netwrk caonnection can. be st Ly,

may RAREY ol a8y ety hrbm g irclom Beuf ot Aottt A
resulltlghe WS@ITitH Bfechdrdsriiad. . TPSdc, MuBE 18 REUbRSHEA RPQS ttingtht @ser

be established. 15 In view of the above problens,
roarhfga pew getyealy The establishment of peeupiemechanismpsdn aingyy network
comgéc'tiglfl c xﬂidsﬁﬁr' it g teEH?o chags {fﬂdq'n tﬂ'é%l e@&ea fti%eocﬁg user has

lagram i ITustYating a systemtevel overvi of an
to wekdomd agw seclife eumnoctionobe eftatilisded.nvention; FIG 1B is

a ligock diagramillustrating a systemleyvel overview

of 1BNieyy elthR abowperroigmsthereys £Agsgdn Mhsart for theqgesent invention.

invention; FIG 1 Cis a block diagramillustrating a

system | evel overview of a further alternative

exenpl ary enbodi nent of the invention; 25 FIG 1D is a

bl ock diagramil] u ati.n aO t m | evel overview of
a still further Prayxingshbodi ment  of

FIG! D& i A¥RRk d3rant ifastréthd Ssydtcl RIEIAVeHibwWoF bt ehthlary
conmuni cati ons between network |ayers of the

corpgthediment of therinesuéiop] ary enbodi nent of the invention

inFlG.JA FIG 2B ] di .
FIGT TP IOE Paek et il Shve LV bRt Bl rispastveoy
conpemphiyembodinedtofdhé RivB@idnye exenpl ary enbodi ment

of the jnvention _as shown in FIG 1B;
FIG. 1C is a block diagram illustrating a system level overview of a further alternative

exemplary embodiment of the invention,
FIG. 1D is a block diagram illustrating a system level overview of a still further alternative
exemplary embodiment of the invention;
FIG. 2A is a diagram illustrating communications between network layers of the
components of an exemplary embodiment of the invention as shown in FIG. 1A;
FIG. 2B is a diagram illustrating communications between network layers of components
of an alternative exemplary embodiment of the invention as shown in FIG. 1B;
FIG. 2C is a diagram illustrating communications between network layers of components

of a further alternative exemplary embodiment of the invention as shown in FIG.
1C;
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FIG 2Cis a diagramillustrating communications

bet ween network | ayers of conponents of a further
w@bkdog/sme: ve exenpl ary enbodi ment of the i nvene¢DOSHS3/040960

shown in FIG 1c; 2 WD 2004/057822 PCT/ US2003/ 040960

FIG 2D is a diagramillustrating communications

B e LR SEBSRROLS e S5t coponc
| NYLNLIPRrfer SRPHRiIve "éxerﬁf)&gr én%odli_ﬂlﬁ‘lt of tﬁesin@eﬁt%yﬁ% RS in

illustrating a method for éstablishing secured networ
5 €Hsmidii cations for a nobile node; and FIGs. 4A and

are flo arts illustratin net hod cording to
FIG s A omient iRt a et ARG Pt et k
pagdaindnicatichsBPh hdbNededd; Brough a firewal | according
to an enbodi nrent of the invention. 10 Detail ed

FIGpdacandg aa flowcharss illostraing ngnetbedideeningptocan qubagimerdt of the
e AR IR i ReeRa i eAan P Botca Bepeall

hes@ofdingidchn ¢inddi@bntiof thesiapdtiopy way of illustration

speci fic exenplary enbodi nents in which the invention
may 15 be practiced. These enbodi nents are descri bed

in sufficient detail lfe?aiﬁ@%’ésgriéﬁ@fe skilled in the

art to practice the -OTT, it is to be

under stood t hat other enbodi ments may be utilized and

that .l agi cal , .mechani cal, el ectrical and other changes,

ma@" e ?‘%ﬁ‘é‘n&d‘?tﬁﬁﬂf desgiaption ofisgemplany ¢pkodimgpts of theineention,

ferBh @56 Aladb RY SR GI TRh ARt i |Ph! i

e e B O gl e B 0 Y B BTl i
showaoby way b&illEstatioasspedifie examplanyeihodimatainbitich s ids@dion may

thro t taorefer to an .identigcal component. which .
bo plylf T ABELe S dinbiss bt Bherioed & el Plent L th ebie o skilled
in th@ t®Bracti@f e (/ntion, Byd ith§tmdé§{c§>g%ﬂ il @@g%ﬁ%%ietngs may

| abel, and the actual meaning w clear
be utilizediand thes lagiesl.anecheticalhdeddsd rnd bihenchafges mey be tntade without

erence nunber .(e. s used in the .
dope R T S BhE GRS ro s amnbs Shsbohisd gelRBudeprmbagion i
therdfere] i t66¢ takes ir?DliMitiphah@ct eri stics of a group of
identical conponents. A nuneric index introduced by a
del} the F1gyeesn thesamg referneq purplberds wgd Whronglzous pecsiférite an
s den G of d.dentigal . conponents
den OB Hen? BRI el Rle 1iEER SRpatp AT BOHRENGhs may be
referred to by the same reference number or label, and the actual meaning will be clear

from its use in the context of the description. Further, the same base reference number
(e.g. 120) is used in the specification and figures when generically referring to the actions
or characteristics of a group of identical components. A numeric index introduced by a
decimal point (e.g. 120.1) is used when a specific component among the group of identical
components performs an action or has a characteristic.

The detailed description is divided into multiple sections. In the first section the
hardware and software operating environment of different embodiments of the invention is
described. In the second section methods according to various embodiments of the

invention are described. In the final section, a conclusion is provided.
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The detail ed description is divided into nultiple
sections. In the first section the hardware and

W@ ofosmsase2 oper ati ng environment of different PCT/US2003/040960
enbodi nents of the invention is 30 described. In the
second section nethods according to various
enbodi nents of the invention are described. In the
final section, a conclusion is provided. 3 WO
2004/ 057822 PCT/Uszqggﬁgﬁggggm@gﬁﬁhgting Envi r onnent
Figure Ais a bl ock diagram of a hardware and
sof tware operating enV|ronnent 5 100 |ncorporat|ng

vard 0 S1 rrbo ' ts of nventl on. The systens
o PSR 1 ATO R RSTR N ot R e BB g B et
100 airpva4ihparagions erabbdiM@hR &ﬂﬁtlﬁ%nhbﬂt THY 1ﬁ§andm@thb@s of the
networks. Typically such hardware includes personal

presegripyanéen maéyéae\mwd@(bwpmkhaédwm on fefrare spyipr tleat supports
o SRR TR B 5 O0PAAEAE NSRBIl s

corr@&ieks,l haainfiapl aqongnes s, aﬁ}ﬁolh yhnpiisrsOportab Hedheld computers,
af arenenti oned devj ces. enbodi nents of t

perspyY SHEPDASSLsGp AR neeatF Rk colagD qaroneRand hybrids of the
alorEEEEREONEY B8, TRk dhbdd e AL iqvbftion BOURIY enrprment

100 nmddides cometpoidifig nodnEYD, homewpdrt 11D Geanity @atearayflo4 anebile IP
proéyg&Z @{%gﬂ gge];pft ﬁ%%,f}ag@gp Oo?glgqtgidr " ng’llfw\galll Ii]06t Qned c?uegrrf?rtexlzvg 108.
Th hR&ohRH

SO ARUEL So) Sl ORSA FE5H Rl N tn

machynsiresdabeaedit esd o lmdcﬂ‘lthﬂacth:rm of pe apkahtiteg systbing and interfaced
cl ude.hard, di

wit {5 R i oF PRI B eSS TSI Log fard disks,

flopp BkE TD-RAMAI SVDLROMY. tFuffler0MRAEhife-AGIIWHTE Kned@(ﬁ‘lﬁmdﬁsgwlred
of operat| ng systems i nclude Wndows(r) 95, W ndows

and ggietoss signaiel GassonEed pverwm:ﬁmuk Examples wf npjnmmug gyptendE,include
f
Wi oS VBRI Rbioke, o B eI N gvigows

20007, it Mnﬂ@wﬁP(Y’@m@rrNIic%Hoﬁer?ﬁ&ﬁ@&ﬂ Mow¥ser Qe pARéhtiiflvention is
Iternatlve enbodi nents the software conponents may

not Hpated foany; naptiqitlar ppetaiing s tmn ang ip plteraativiel embodinents amt s
I
softfarelSftpolbe 2l Bpbia IR UA PRGOS BRI e, Pl me
UNPhand hwexbpantinppeteatsiang celtvlar elphaie cphthtsigRpaeis.
ne work co ni cati ons bet ween npbil e node 120 and a
&P% ﬁ’a‘gﬂéﬁ%ﬁé’ Haqinvernion,eneraing saaireni et 0 |SPReAts
nethEQP bbﬁnﬁﬁmaﬁ&ﬁs%n%éﬂ RELIRARRL 15H Bd %5&‘% @g hode 110.
wi rel ess network communi cations. Exanp g such
Mobitewiogle 429 mely bdeny aptbilp comppiingdsyicersappbrtihg wired and/or wireless

network communications. Examples of such devices include laptop computers, handheld

computers, personal digital assistants and network enabled cellular telephones. The
invention is not limited to any particular mobile computing device for mobile node 120.
Mobile node 120 typically is assigned a home network 114 and will have a
permanent home network address assigned to it. Home network 114 may be any type of
network; typically home network 114 will be a private network such as a corporate
network or a campus network. However, the present invention is not limited to any

particular type of home network 114. Corresponding node 110 may be any type of
4
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conmputers, personal digital assistants and network
enabl ed cel lul ar tel ephones. The invention is not

WO Rovit0E™$22 0 any particul ar nobil e conputing deRCT/ES1008/040960
nobi | e node 120. Mobile node 120 typically is assigned
a hone network 114 and wi |l have a 30 permanent hone

net ﬁ dres gtou Hone network 114 ma
Vﬁ)ﬂ} ?@8 it atrFé S PRAGPRES| dptatefeom gahile moda 120,
1nclﬁ(’)&rnllé Qs@vé?' ceﬁ?ﬁ%} %aﬁf’rﬁﬂé Ko Pﬁ‘t@r ﬁérs@nzﬁ 9591?{1@{‘ Soufdf; th\ﬁﬁcfﬂéld

et wor Howeve resent | dventr’on
laptapo PDIA malluéar phonaerie. Thamprésentli mvenhynes wft lindted to ehy\pdiﬂﬁcula.r type

114, rres i ng node 110 naybe any type of 4 WD
of cosFrsR9 HﬁBI?ZP 1 US2003/ 040960 network attached device

t haf sothd BBoERRBAS 0P FheliRGRHYE, Shoﬁft‘:t fehiOf 1&%@ fﬂfép%'l n%{w% are

120, including a server conputer, mainframe c
netwouk sasieathat trepitatemobileumetyqrk hamdiuaicdtions spstaptial PA accordance

it K008 80 280 apd i RRCHAR bt e i Mot

comlllllﬁlca@oﬂs NpHRReCOBRBEENE S] aﬁﬁarg P02 AYEALLRR 206@f§pectwely by

gent 112 and forei gn agent are network nodes

the Mﬁme PaWorking Geoupdd] ‘fh@hﬁ@mﬁﬁﬂglm'ﬁa&mﬁm@m @ETF). Home

oDl S RE ey M5, 388 e

mobl\l/b hbdiaElQIORNhéiﬂﬁmbiﬂH 1ictlei 100 3s 10PAtBd bstbiad o@ﬁg ﬁ&% s&tﬂ%@ for
2002 and August 2002 respecti vel

EW nlmﬂhﬂﬁrl}@i Ad2eivinpnented ereforeige pefaror l)éih@g nE@rmgngletwork
130 Eﬁglﬁ %ﬂ? ﬁ%e O el -or '5\'9 %9 tem]s%%me 2ibh gagen S ?’ore1gn

hone su
netw@rk b,mmmgortsemﬂfellntehmt nDbl | e node 120 vvhen nobi | e node
ide of its hone subnet, for

| d
g‘h&ﬂs TS of eBtRatoBOvESS TBenidded26a meyes ingp a new
netw%ﬁ% Y‘ﬁU kno%ﬁ@ noc’i_'é)[@ QPeg\A%g T t%ﬁ fo%%%e@%{ﬁﬁga%r% é}?gge%ft 122

wred or wrel ess net
typidally gragits a crze-wb n&twbBOaddivess 1t geandtile Hodé endeflaysheqest from the

oo 2R T ol LR o o B s
to hdn%ﬁ t}@trec?@sw&%eﬁ&mi ARnSIRAEenich? badkb %@ﬁoﬁﬂ@ﬂ&%e]tﬁl%ugh the

typi cal grants a care-of network address to t
foreigh jppens. H@@éh%h@nﬁ agay forwardsqeteurk prckets destinetbtoithemobilenode

o AR AR5 B 0Re b yUr
netwafksd@@ﬁ@ﬂﬂﬁd@@ fBignRaekt. H@sdﬂi@erﬂ'@&&ﬂn@nt@%@ﬁletﬁ{l%ﬁ &Bﬁle

20 foreign agent. Then the hone agent forwards network
nodelOhletas agbas liswn faeigh agenshin sonrroriebodiments.anoluils nage 120 uses

DHC;Ig : Rgltlg fg?ftf% ggﬂtlgﬁﬁ)m{)gol)lt%%calﬁgeog re-o?%gérgsps tg%gen gn

foreign network 130.

Often private networks such as corporate and campus networks are protected in
order to prevent unauthorized access to computers and systems on the private network, In
some embodiments of the invention, home network 114 is protected by an immer firewall
106 and outer firewall 108. Firewalls 106 and 108 examine data packets and messages
and block those that do not meet specified security criteria. Inner and outer firewalls 106
and 108 form what is known in the art as a DMZ 160 (Demilitarized Zone). Typically, a
DMZ contains devices that are accessible to Internet traffic, such as Web (HTTP ) servers,

FTP servers, SMTP (e-mail) servers and DNS servers. While the use of inner and outer
5
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networks 130 wll have a foreign agent. In sone

enbodi nents of the invention, nobile node 120.1 can
w@ea4@as578221 s own foreign agent. In sone enbodi NRCL/ES2003/040960

nobi | e node 120 uses DHCP (Dynam c Host Configuration

Protocol) to acquire a care-of address to use on 25

froxlsgo PR A N desirblivRe shrultp Poritin thh vasaand
methdlsRF BeaRTentiBa Ut @Y 2851 A6RAS %nthbrﬁ%%ﬁﬁ nB e ﬁrewall or no

systens on the private network. In sonme enbodi nents
ﬁrewzillst he invention, hone network 114 |s protected by an

o LAt 00 A EREl R CESER R v
Net\?lrn?k? katbRey €04 ARt a NAPTIMobIB &) preee] 02, GQPN%ﬁtéWa W04 facilitates

éria.” Il nner and outer flrevvalls 106 and 108 form
the gihationiof Wmtwwrt trglespr aninternBvetwes apdaaies ana foreign

nenffR Bk BB TG eyl ) EPN R fbE SRl bdfapuotic

infr&@uv@Rres An dxaMpRasNEVBN pEdBEd] (SIPNSHclitySEPSR).S HawdvENbe
servers. Wiile the use of inner and outer WO

preszmow@msmnqtdmm@zg@mu:@blsb’m protagal-l s to establish
f )
2, B 35085 ey s IR AR KRECSRSEL Ty bloren
agemfiaRi dnakﬂnee ¢rab@linienie o etetigvenitioh, M yroapd 02 |acte\aahlsumgate
no firewalls. In_some enbodi nents of the i pventi on,

homsyagentdgn a@aqhﬂgmée &2Qmrd @gis 2 @ sirresais mebile Bodade adiopie agent
11498 B ¥ erh 1Meﬁ>t i 1M’fpjit1 Ein'FIG, PA:?@I’]; f)%msl\ég N not runmng

gat eway 1 fac:| Itates e creati ol
on theskmse mmpmerl aﬂt\{EBN] ghtewey Wo#. kindhebe rodbedintents M]iPrmognloz acts
etwork_such as fo n, net rk 130. A VPN is a secure
as ar?BFW‘F(fqulﬁR age o &ﬁ’k}ﬂ%tw&ayl “infrastructure. An

exgnol B plovddedRMIsEotiasah dfs, s'yﬁeﬁea%%ﬂdfrbg tb IVEI%@IQ embodlments
However, “‘the present Tnvention is not [inited

of theinvérgionavhevPNIP PovoCER, masobd\tmpl@nww aothesame ésrcmaraamd

{
Ve A e R R R e AL
Oatel\Qig odfipated fnciuded amgﬂlte%od@em) anle 142 Iﬁodm@tﬂaeelﬁ@ﬁ@s a
12 and acts as surrogat e nobile node to a

mobjlgaipde farhyme %etﬁh’el 2o sechip herne aganb GdA hmedulel 1|4@éh¢t @nwéatcma

honigfpent By bbc RRdtod (G ddplftol BB el et
pr 3. 10 @rmdes a]]:ﬂodsdlagﬁﬂfdf@gatltemﬁﬁff@d:rgbbcﬁ@leﬂﬁ wh@eMer[P
FI G J%ow des a bl ock diagram

proygglé(p\éﬁmgg@@} %qnﬁ@oqegts irrtﬁgig ez sad MN+ FA module 1f44may be

implemented on different computers: the HA module 142 may be implemented in a WAN

side box, e.g. WAN router 123 outside of the outer layer firewall 108, and the MN / FA

module 144 may be implemented in a DMZ box 146 inside the outer layer firewall, and
there is a secure packet data tunnel connecting the HA module 142 with the MN / FA
module 144 across the outer layer firewall 108 , so the HA module can send and receive
packets from the MN / FA module. In other words, the HA module will send all received
Mobile IPv4 packets to MN / FA module for further processing, and the MN / FA module
will send all packets received from VPN gateway to the HA modules for further
processing. The secure packet data tunnel may be established at any layer in the network

stack, including the network layer, transport layer or application layer.
6
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of the invention where MT proxy 102 may be

i npl emented on the sane hardware and software as VPN
w@aiemnsss22104. I n these enbodi ments, the integreCEUSNDF40960

proxy/ VPN gateway conputer includes a nobile node

(I\/N) nodul e 144 nodul e that emul ates a 20 nobil e node

h HA dul 142
¢ nEHC TP Y Bl anotfe Hiok Boat g S iumm soribeDe 1 3oy
emb @ddn%ﬁt@ Jf kneghventibof WHeEH"M@E BRxy 192 )mayFﬂ GmplenfenPsOM @?ﬁreﬁ\t

bl ock di agram of an alternative enbodi nent wherein MP
hardyypgp,opmpoperts, nhtthm@unhpdrm@ma rﬁhestpmwbmpmA@ BAdnodulg 142

nt ed fere
ond Sy B 4 PR an RS SRR el Ebactimentosthe A
modiIBN42 s %eirr?@men@e(ﬂn aWKNN 6184 Béx, b3 WOAINSbater 923 &iSide of the
out er Iayer irewal | 108, and the MN/ FA nodule 144

outerhayerfireyalh L 8%wend dee MN mode 1ibmay be ipplsmgatadin tha VBN

oI ey BT AT AR o
withtimMNembddle ac the SN (Batesialyekros@iteoufdr 18eafitewdio thOHAE

nodul e can send and receive_packets fromthe M /
mOd\E{Q caR sRndend recegierpackets g the YEN pediisealn @thet wordscthe Bt |

modﬁl%%ill‘é@ﬂi APrMOBEL .@Io'bﬁg #\Qﬁﬁﬁw }J @3&0&/ 4%1&15%9 ﬁh‘ﬁmefr or

further processing, send
prOC%Singpalﬂﬁhb YPNeGelicway V\flﬁ omdx&l’l\bm@tpea@ackas tdthe EIH?( module for
nodul es. for, further pro es The secure packet
furthgr PIQCTSSHge 1A S7HY Efb’%es‘?{é%rf" 2BF© %ﬁ’t“ E‘H?/Y g%?‘é? blisheq pfcany layer in

the RBFMR Gtack ShAhKing 'tﬁbcﬁét'\gbﬂ&aﬂ? ecre[hv\%ﬁ&?fa%ﬂ (g‘%g;gliceftfoﬁrﬁﬂﬁ” t

I ayer or application |ayer.
tiUBROD BY mgﬁothemp@raumﬁ)oﬁﬂm\smw desmibled mbiveoeit] now be

o B AP MABEET 8. Y S5 B oo
the mxl‘mh&ifpftivﬁﬁdQﬂ t}ﬂal Iﬁétﬁé(ﬁgectl&%e@d‘@r WHeR TRSHIR Hode lh@ re glsters on
t hese enbodi ments, the MP proxy conprises HA nodul

a forgigp nelyyaIk NN SHD @H@Oinmmmre@mﬂs BithOARPIOR A Eh( In addition, o

anta SIS 3 bS58 EPRRGLETRRb Gie 106 190 50 MRSl

Mobil2 ﬁo«lwtzil a;ia) ﬁ%até.ah& IPSUt SA (Sayigity KSE@Miohbﬂ&%ee@ﬂﬂ 1ode’s
dul e be inmplenmented in the VPN Gateway

Peﬂn&ﬁ%}l Bieed & V& Nhgrtew R YaHMp akhertA mey de mmatqdmn@ally, or
it ma@%%%ﬂ?%ﬂ.%ﬂ%%‘f%“?gﬁ%%%@n bt AYCIR Ao dighango).

The &ﬁdmllléhﬂpba @@hdd arahyrecesrkelapadekibicd tb nawdé hriddMome network
ule. I'n oth 10 modul e will send all

h
114, R FomeRSBHRE 1oRo 41 bt eaotls Rode. RS ettecackomplished by

applfgﬁ% Fﬁc esaape Eiltﬁzgfbtﬁh ﬁgo M&’%ﬁo ?\lrrﬁ%ﬁl‘fﬁ%n"iw the S@Bfe @be.

In altematwe embodiments of the invention, mobile node 120 registers with a

foreign agent 122, specifying MIP proxy 102 as a home agent. Foreign agent 122 then
interacts with MIP proxy 102 as if the MIP proxy were the real home agent for mobile
node 120.

After receiving a registration request from mobile node 120, in some embodiments
of the invention where the MIP proxy 102 is separate from the VPN gateway 104, the MIP
proxy 102 sends a registration request on behalf of the mobile node 120 that specifies the
MIP proxy as the care-of address for the mobile node 120. In addition, MIP proxy 102

begins intercepting packets destined for the mobile nodes permanent home network
7
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further processing. Again, the secure packet data

tunnel may be established at any layer in the network
wa@r@aks7sencl udi ng the network |ayer, transportPCHYS2008040960

application |layer. Returning to FIG 1A, the operation

of the system descri bed above will now be 15 descri bed

s gL = g1 RARRS B TG AT RBHY & 5P 2n PRGN G s (note
that tBE BIbHE odmb i Be H&Mkoﬁ%tg%?&t foffgPgleay. Wen nobile

node 120 regiSters on oreigh network, in some
enbdi neesivingithe regigirstiar toquést, ihahdngpagesy 1 120bindg the MIP proxy

adir i n et irat s RS ab bR SR oy DA e smtd g g doe
MIP %?&(ﬂ'@% SRt e fomthd V@Ncga%wa(ysmyﬁﬂewgpgfxsw kéds @dhe time

etween thé node's 20 pernmanent hone a ess and the

initiay/pnd sepeesiraieeibbatiomerebabal rpd MIN extewee 0% ierhoatd agenbll2 that

b ted ] t t I h
specifiRbaf FAEFTUT AT Bhafafts TRAGRETRR G Py ey Toe
AftetRptiviag thoreghyrafiet wQudst doheMiR pioxRre 02 {onke fReel 146indethe

honme network 114, such as correspondi ng node 110 b
MIP prexyraddrase anibg sareTadjaddieps foe VIRt empv s HYG Ipypdditiep) the ﬁgme
: . ] :
sen PGB EAAIE A VBT Ok b L s o

netwertbgedk o thas itdhtetdaptsifrone odrr@pondimbiddes bothemb2@twork 114 that are
registers with a foreign agent 122, specifying MP

des“ﬁ?(gf?} Peiangat RpmpeRRivg resggf wpe %‘ﬁ’észoii%s‘?l?%% gmbodiments,

e RS ko BRSNS eI
r eEKG.Angroaides gin Htustgtiamofithedats tradsnuissiombiétiveemuateoud 26twork

el S, S S g bR SR 5 L5 oy

isa %ﬁatemo%me} Qst&R Hdsn FPRNEGASHERT 10 NnsBARAboAIM&ARE 2héh of the
of the nobile node 120 that specifies the MP proxy

majoggod¢csugla pemobilatelicdd, MAP praxy 198pVPY gateyerydd, andthome agent

112 G aneRone gl B0l 78 e Bl Ph REvRER T v
typicdy 2Q04deQ5TEL AP BERVOLSAAE32 Y ORGP ACtioaSSack Bt 4R MR ferther

t he packets to the nobile node's foreign agent care of
subdiddedsigto quhdegers.iah aormale Iow-layeriidea pepjiriBesdcleyerg34sand a

' i i-g t I [ Vi t . .
moblik 5o S41a) B H4cd s SR L ppicBle ST RSy, Wiy ey s
IPSepsabyayendioesbatast dlhrodea meH oéquad dlleab-1nfers, Mennadnioche240, 242,

node 120. |In_so enbodi.ments where the, 5 M P proxy
244 %6@248531&%{%? ﬁxeéfgarcemmtﬁgcm bgltcendlye vasipus petwo layers.

Pr exy. i i i

oo DT icRs B8 Bk forl b St BRSO efcon varions natwork
layeragé e Vatidus batities in an embodiment of the invention wherein the MIP proxy is

co-located with the VPN Gateway. Each of the major nodes such as mobile node 120, MIP
proxy + VPN gateway 104, and home agent 112 have a network stack 220, 204 and 212
respectively. Typically, this network stack will include a TCP/IP network stack 230.
TCP/IP network stack 230 can be further subdivided into sub-layers, a “normal” IP sub-
layer 232, a security sub-layer 234, and a mobile IP sub-layer 236. In these embodiments
of the invention, security layer 234 is an IPSec sub-layer. Note that not all nodes will

require all sub-layers.

FIG. 2C provides an illustration of the data transmission between various network
8
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specifies an address of the MP proxy 102 as the
care-of address for VPN gateway 104. After receiving

w0 b@4fost32st rati on request from M P proxy 102, PONES2003/040960
agent 114 binds the MP proxy address as the care-of
address for VPN gateway 104. In additi on, the hone 10

R AN VN 0 ST N

the N{]ﬁﬁbﬁf&%ﬁi& [P A HESRRRRYstBAGR G2 \hm%a&%w kDMZ,

hat are destined for \g’ermanent honme net wor k
and wmﬁ st Afmorhilé Iseorlocksediing, WAN mwitas. Eatioaf the magor nodpgsuch

os mpod 2B BE PN 123 R defall i P R RN 02

and hdrhd/sdeht 120Ravefa ieh@orilaiadk RRATDN] 334, 202 bed DELRSsYREVEIYS
network 15 layers of the various entities in some

Typiesthye Biisrastwerkostagkhwili inclade & S PARacEvek stagk R39r §CP/IPingtvgork

stacl?@acggtb% rﬁighrg% gﬁcﬁvﬂé rﬁgn subn%%rypl\l‘ %glwal% ﬁ%lg)iay& g3? Qe
secufiyChib-d2fdr 284, RindraaxybilddR, sulyPlyes) 23 & iaythdsdembadin ded®f the
agent 112 have a network stack 220, 202, 204 and 212

mvem@mp &cppwayer 2Pfds aIRNSE guksiayet SNofe that np‘g,zg} pegdep yill require all

sub- 1a ack %3%0 Cc gﬁ/ %]Eét ?UT ?ﬁ‘[ﬂ%l %ag&btélg%Ad egﬁl(lﬂr?taga %MOdule s

represaﬂiedl ayemmiection 250y imalhe' dibRamuAs hated mb@B2anddllsstztud Hyythe
ub-1.a and a bile | P sub-1ayer 236, .In sone
brac ﬁétig cathe 3 £} B laxgcaiich ey theqipbrors dayer.dragsport
| require

layeﬂaﬁfg@&%gﬁ@%%ﬁ?&rmdl}pﬁ@gal onsﬁk%tare,ﬁ{ 5 &H&%%Eﬁf@and 248

i | Fiist2Dhpmwvides ag diwstretiomefithe ddta tandmsissierebetivieen vaidus mstwork

rkla . FIG an illustratio

tayefS o Wil iofl EfiBine B o helinel o135 PR ernoncPissde oM moduie
of the MBI BroRY istdeelovabd %ﬁ tEJ‘VPN' @a%eway 214 tﬁ@ﬁ@ﬂin@ﬁﬁ‘l% o2thd N1P

i nvention wherein th ﬁfé co-located wth

? owjar

PIOXWh%cwma@étveﬁmWﬁEécrwt@f Ea¢heo odées okt hs mobile node 120,

e no at e y
the WAN REWAOFS M NN eaRERHN0F i hofR5GEM 113 Hage § o stack
220,228 R0t dnded 19 reshytivedy). | Pypiddillysthixedet®bnlk sbicRGH11Mhdlhde 2 TCP/IP
include a TCP/I P network stack 230. TCP/|IP network

netwoplgstpck 2%’(9 W/E’én$twpflﬁ@?°ksf4}l§diav iba derther sepdivided mjesub-lagers, a

“norg% -1£ er§ é%ﬂlaﬁ%%gb-@% %%ﬁ&gﬁ]%zgguﬁ Y& 236. Tn

thes@erhbmﬂlmenﬂs of tImmeéaﬂonmeemityQayer 28¢israntIPSeesidrla@dsd Nose that
| PSec,. sub- Iagﬁ Note that not all nodes w |

not o5 Wilhrqavirg gl suy-avers- Epasecyie naeksfidaiedunpel between the HA

ot 0 e TSRS AT o

be atunselairng layegshch asthe netverb bgentatspordflagdner appleatiorolyer, and
. V\,hl?re I\/I\VFAi m)(%lﬁjl e of
1s usually transparent to other éntities.

Communications between the layers in some embodiments of the invention are
shown by data paths 240, 242, 244 and 248. For example, the IPSec sub-layer of the home
agent 212 communicates with the IPSec layer of VPN gateway 204 via path 244 in the
case that the MIP Proxy and VPN Gateway are separate. This communication may not be
direct. As an example, in those embodiments of the invention where MIP proxy 102 is
separate from VPN gateway 104, the IPSec sub-layer data is encapsulated in a mobile IP

sub-layer. The mobile IP sub-layer communication is illustrated by data path 240,
9
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the MP proxy resides in a separate conputer system

fromthe VPN gateway in a DMZ, and where the HA
wOorR@yg7ses co-|l ocated in a WAN router. Each of P€T1€S2003/040960

maj or nodes such as nobile node 120, the WAN Router

123, VPN gateway 104, M P proxy+FA/ WN 102 5 and hone

. 2 h K k.220, 2 04, 202 d
SimB5) el b 2r fhas Qe sppganicA s Bt K ooV B oromy 304
Hov‘}e%ﬂ H@%eé\;ﬁﬁ?‘féﬂe? dR8 §VTckpstiaadkoZBRobil Y fag o1 YK some

30 can 'be further subdivided into ayers, a
embbfhmenml of tlnennyglmdnay eout@BRrough M@cmpxy 202 vk -datayperth 2424,

a b er. 23 t hese. embodi nent s of
£l i o ex e R ip i eicsbmbRSis iz ol provides or
1nte§rutli)n% ByBile TENKMtR otk Q&ltlfﬁé&uﬁk%a%d\eﬁl\lw A tHo8GF £1811 & the 3R will
sub-T ayers. The secure et data tunnel between the
apprlemaii%@e seftenig to raplomentidia modiles carehe weitien grianysof a number of

N A S L T N I

BasicSimslltalk] Paseyl, Ady @hd sipiRB pRSrdniainddhngiakes. aiRl nvention is not
transport | ayer or apgﬁl i cation | ayer and is

limiteq o 8ty paytieylarypaieamming dnguagsrfobimplemenation. G 2D
provides an illustration of the data transm ssion
bet ween various network 15 |ayers of the various
entities in an enbodi nent of the invention wherein the
MN nodul e, . of the MP Pr oxy |s Go- Iocated W|th t he VPN
Gate\/\ay '-." g3 Eh 1 SRl ft t
co-located with a V\AN router Each of the rraj or nodes
such as nobil e node 120, the WAN Router 123, M P+ VPN
gateway 104, and hone agent 112 have a network stack

In t}ﬁmevuﬁi&&ﬁctﬁﬁﬂ aapsterd 1évet eegpeiew ofehe/opefativnadlah ¥xehplasy

WO tack wll incluyde a TCP/IP 20 network stack
crmbgGenent b BricatoRIRS GeatRech 3o 188 hecbiens e pMeUlar mehods of the

1nveﬁ%é§fdg§1gg 'rb?:a;ﬁ/ 0 E‘I%flkg&g\fn%gg%nt eﬁgﬁtﬂ?%mnbe!{ m%r%r efhGdiment

are @gmbedﬂoe'rreﬁﬁﬁlce kna sdrfes sé flewtlentisshows iroFIGs8 - i4nViditnhethods to
be (gcurltb%,hé 234 is an | PSec.sub-1ayer. Note that
PRI, DY 15 Bacrgiig evIgRmFR: coRstituigiSOmRY sy Brostares wadyof
comp@eKefecHRbR ihstiREbnd HABERInk AR rﬁ'@thoﬁ@tgyplle?erétﬂg th B%1M¥hart
nmodul e i s represented as connection 250 I n
enabiifsze éhi‘lle;&\gath«? artj tp dewglopSucheregrams ireluditg such instyetions to carry

wor k trans | ayer or
out EERIRT bR o iReBSOr o e sAUBMEEFrecktng the
mstmettters fiont EdthPgter-feadapisinedih). O Ih@ﬂhw@musthﬁed ﬁ‘lyﬁfﬁ 304 are
some enbodi ments of the invention are shown by data

mChb%‘teH)s,f thegapts performed by ap @peaBng FBiroaREnpiRecutingean G8eplary

bé&iﬁlh hone agent 212 conmmunicates with the
o Y %&%?Ivg%p%N gateway 204 via path 244 in the 30

c aﬁEGt?mata fidvechivit Fllitaxyg antthddNoaboeiting A ufeaivtldkSath
direct. As an exanpl e,

ni.catjon may not be
betweﬁ“ g H@gm%%m%m®58?n¢wq<hv dhemsthathagimsmieng wtpm
exec%tggg ttR method, such as MIP proxy 102, receives a registration request from the

mobile node (block 305). Typically the request will include a permanent network address
for the mobile node. The MIP proxy binds the mobile nodes permanent home address to
the mobile nodes current care-of address in a mobility bind list. Additionally, the MIP

proxy may associate the binding with a home agent.
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separate from VPN gateway 104, the |PSec sub-Iayer
data is encapsulated in a nobile IP sub-layer. The
wWOorRiwklog78kP sub- | ayer conmunication is il ustraP@dulzn03/040960

data path 240. 9 WD 2004/ 057822 PCT/ US2003/ 040960

Simlarly, nobile node 220 has a secure conmmuni cati ons

path 248 to VPN pro 204. .. However, the securit

2R 8arsct SxeniBagStn Arbd 15 g apateshfocrhome
agen't Bn ﬁﬁ%meermgfkr@f‘fh% n‘igbﬂte ti'x‘édé: (BISIK3 1‘0 T§p1&£l}'} 0 second request

through M P proxy 2 via data path Thi's section
will redundd dlscparmenert laédmwofdh@mbb@t eede mwr@sy adiress of tredyHP

t d f t hile,lP
proxgy B BBEHORE SeoBbingd St S ARGy homB RANBRAS gpe of
the MAT proxFRRAGERERE 8r trfehﬁnfe@fgtamesrmomﬁty vipdiepeet. t he

nodul es can be witten in any nunber, of

pr Gysommembpdimagls o ths 1RYF‘(§\Rﬁna| he mé‘ma%ecut% thgansthodyeapies a
+ I
reptP e xpeBrigRdrdr e bl gt o AnecslPN 1e SR LR fystom
exeduting tHeindthodstorthé molblla‘nbcmj(blcmkaﬂl ¥). pBiet rieplyl cade typically indicates
pr.ogrami ng | an e for inplenentatio 10 Met hods of
the ahilityep 1&%&8&9&@)@ 2261 (b RECPINERY 5 fatarepfiged fiSm
corr: Sﬂdlﬁ ﬁo&%%ﬁ'tﬂ@horﬂe ﬁ%’%ﬂmhlaﬁéf@ ldeQMRE Yorane ﬁfoﬁil@ Bode.

erat on of an exenplary 15 enbodi nent of
i nwm nmsomaa@nuwmenﬂs@d thelinventios, the systaym begiheto emulate both a

oA SR e (R BTS2 PR o

the ﬁﬂﬁquzdmﬁidmafe&héi ptehid Herali¥l Habfr6 beiHextitRnoT thesotds. The
fl owmcharts shown In FIGS. 3 - 4. The nethods to

be
systera efsiatesch igme a&enbwethamﬁ@} te dete seniite aed Eomsthe mebde node.
Slmlﬁ%g lﬁ]iee R AR 8 rﬁ‘g"?"ﬁ% %togée Wﬁé?%g‘éﬁ% }c/l g ?ﬁ{ttg %& from the

ructi ons: erence 1o

honfelagethart 20 enabl es one skilled in the art to develop
such _prograns |nclud| such [ structlon gg g
ouFIBHA Rt DU TS E @P@‘{* b?cs g iy an

ol OB R S A o

corrpdp@eding nedelaftardhe mobilesodechas freglswedzmm oI praxyd Ty nzethod

operati envi ronnent ex ti | ar
begBR BN AR QLR TR o g on Bend of 2 SORUH0de g ar
corrbéﬂoﬁéf(ng AblO .2 M6t DESkNI19r TP ShhitlliBeRs 68 ifMINTBA kvhere the
etween a nobil e node and a correspondi ng node.

MIPprexyristahssiatgtegintity paythe VENsgatawaye thedwmerngentianpas e packet
o ARG R0 I SRR NG AL
packet gsiag inobilk [P tonitle MEP prope (bisuket10; e.gt MG k pathd) e The packet,
including IPSec and mobile IP encapsulation is then sent to the MIP proxy because the
MIP proxy is specified as care-of address for the VPN from the home agent’s point of
view.

The MIP proxy receives the packet from the home agent, and decapsulates the

mobile IP layer (block 415). In those embodiments where the MIP proxy is a separate

. entity from the VPN gateway, the IPSec layer data is forwarded to the VPN gateway for

decapsulation (block 420; e.g. FIG. 1A path 3).

The VPN gateway then tunnels the packet using IPSec between the VPN gateway

and the mobile node using the permanent network address of the mobile node (block 425).
11
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for the nobile node. The MP proxy binds the nobile

nodes pernmanent hone address to 30 the nobil e nodes
wa@oomss2zar e- of address in a nobility bind |iBET/US2003/040960

Additionally, the MP proxy may associ ate the binding

with a home agent 10 WO 2004/ 057822 PCT/ US2003/ 040960

In thp PR P RO} 8o oo FRRCRERER, the packer
is théhBdeWOto hd OIP bk y P idrR atdathero (id @6kilsSddde. (e By PiG.al path njw €The

second request wll include the permanent address of

MIP praxyrmadi ¢aptuio peckatsdoant fantle mebsasiedrom fae PN AR YD 2
nmn%e%aylggar kil ;E‘E%b%%"r’rﬂént%ff'i}% ﬁ&%ﬂgﬁé ko%tﬁ%gg@ol & oPRERRAE I

0 one resses In

maniplilatcdeoeha paciictsforiti hodile deida dtert@ltdmaﬁically rowg@dmhrough the MIP
enbodi r{ent s. of the invention, the system executing the

proxyefiaplicmtive embodiasmng ot avientien. (ViR BiaxyHesneprieto ARP
(AJRESE ResdiBlich ﬁro&&ﬂbﬁ)ogﬁt > 6 ﬁeﬁa esmﬁﬁ'ig n&%[ gﬂg %e m

execut1 ng the net node
alterfdtiye eapbbyintnt éhe YIP padyyinitiatly esia‘tdfshes melfadsnhe taye-of address for

the VL gAY TR et o MRBp OHGH teg RTe S e Bt PP proxy.
Neawer tecdiink tdd @atslpadkenBEmitRs VPREyafiy, ﬁle'Mﬁett)roN? ¥innels the

in some enbodi nents of the i nvention, i he sys

packpidgithmpbilepadeasmgddobilalP thtﬂ’@ﬁh Higamebilanasiels cargac)f addegsuon
forei%%t!w%rl???&n%ﬁl?%lg%b %%5%7%((}]. ‘ﬁ%ﬂ 320 and 3:25 are shown

he potential parallel

NaF1G.etBoik atfleevobue pudviding Girtich detbiiDek s mefivd ac6yr@in@to an
enul at es. a, hone nrfgnt wth respect to data sent to and
embedrpent ey prtiongrarocessing nehyerk dpta hopad &rst qargesponding node

t t
ronSTPIES L SR SR PEREY ridnaton
begimwh@rda pagkétis tthmeled%mgI]Bwaeawemtth@mohﬂe 00dk agl the VAN

sate R PSRN S BRI BB RSt 1 i g mobil

nodd¥dehsiEe 'prdx@ﬁbméi@ gk s Fl@ ¢ plaﬁh%)r a8k ME‘&QX}W&&JB suldtine

roxg1 The méthod 20 begi ns whén a home agent receives
mobye Phlaken (boskgefnknd &frwardsdli pasketdd éhef YBIN gateway in those

e RERFL B RSBl A R e w2 e 2

seh¢ ¥PH gudwdyydecapsildtdiahd/Bideg @Eﬁdbﬂ&olodkfms Shomhe ¥PBNEateway
acket to the VPN

then |szf§@6f“ic' %%tgat 2 68y esPREURE nodedifrsHE G&Q@%MQ &pﬁgf |§!<1t¥1 3
gﬁﬁ_&ﬁsum%%ﬂsteﬂgmgfbérﬁ sﬁx%bfel?gb%eg% dl%éﬁ‘é%%géé@abo 5. For

e packet ec an
exanmi,i ih eoth@embodipsntsatfi thnnnwmttdnewharethb mobﬂtehmdb/b&fmm with

the \pﬁ\cl ag%t%%a%tﬂﬁe IKE data are carried as normal IP traffic.

Conclusion
Systems and methods for providing integration of mobile networks with security
based VPNs are disclosed. The embodiments of the invention provide advantages over
previous systems. For example, supporting the creation of security associations that use
the permanent network address of a mobile node, the systems and methods of the present

invention are more efficient than previous systems because there is no need to rekey
12
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MP proxy is specified as care-of address for the VPN
fromthe hone agent's point of view. The M P proxy

w0 e@a/i0sm32 t he packet fromthe home agent, and PCT/US2003/040960
decapsul ates the nobile IP layer (block 415). In
those enbodi mrents where the MP proxy is a separate

seouly spesPiRioYE (8 MAFLC DBRF BTy PBF ShREb bR ohurtiertiore,
the s{d0:10€ ndBBtho@s €hn e stppdrfedpaittlitl: or 16 ShadBdk Bad:eNRY sbhigity

tunnel s the_packet using |PSec between the VPN gat eway
mechgnismstiad mhﬂr:élP Aleddards ﬁ@lstweb@ﬁﬂrfﬁ%‘fﬂ the bengits of the present

iove Ty bl R RGP Tl et ifiem,

vthItHoﬁgm&leﬁc piba¥imedtstapabednaithsteaed did déRvitgdhereny, it will
t he Cglt; Is_ then s?qﬂitothe M P proxy for
be anpgecjEe @%%OMQ inyihg art that gny mr@ge@eaawhmh)ls
calcu-m“d (Mclﬁl E gb%‘%ﬁgﬁﬁ&e@?dmﬂe %Elffcrb‘?nbodn}lents
e no omt N ateway In a er ways. In
showm eT mmdiuca!mmt is oftertded to navenenpadaptations ownariatohsadl the pfesent
the VPN is 5 mani pul ated so that packets for the
IVeRlii | e node are automatical ly routed through the M P
pr wwtenhﬂlowgyaﬂs&@fnrtﬁfsl a\b?h@a’ﬂf@ﬁ% 1B4H: t@nchide alldf efisé On,
the MP pro responds ARP (Address Resol ution
envipnpiepsollt)is &é«m@rmdﬁhﬁh@ abﬁvetdqs,cnmpn h%mtﬁ@ded tdlpe a

111ustfr%{‘%ep§1ﬁ ndt lré %t | %@@%%eé € 1‘rqeﬁlg \@1 eg)pargémo tg%se of skill

in thé Qﬂ upblh&vlé‘?hhg ﬂie@d%@ye ﬂéi;enf)ﬁlcﬁﬁ tTHetdereg?lﬁ li@ﬂﬁhin@esﬂ@ dftended that
quests registration throug proxy. 10 After

this mé@gw.hedlml by By Blécffe%@wmg&}ﬁlmﬁ énd/mungaé%véw
M P proxy tunnels the packet to the nobile node u3| ng
Mobile I P through the nobile node's care-of address on
foreign network 130 (Block 430, e.g. FIG 1 path 5)
FIG 4B is a flowhart providing further details on a
nmet hod according to an enbodi nent of the invention
for processing network data bound for a correspondi ng
node 15 from a nobile node after the nobile node has
registered with a MP proxy. The nethod begi ns when a
packet is tunnel ed using | PSec between the nobile node
and the VPN gateway (block 450). The packet is then
tunnel ed using nobile | P between the nobile node and
the M P proxy (block 455; FIG 1 path 6). The MP
proxy decapsul ates the nobile IP layer (block 460),
and forwards the packet to the VPN gateway in those 20
enbodi ments where the VPN gateway is separate fromthe
MP proxy (FIG 1 path 7).

&
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The VPN gat eway decapsul ates the | PSec packet (bl ock
465). The VPN gateway then sends the data to the
wa@ormmssendi ng node directly (block 470; FI G RBCPEBE1D03/040960
8). It should be noted it may be desirable to bypass
the tunneling descri bed above. For exanple, in sone
nbodi ments of the invention, when the nobile node
Pforms IKE with 25 the VPN gateway, the |KE data
are carried as normal IP traffic. Conclusion Systens
and nethods for providing integration of nobile
1. nefwasthed foir providing pisequre BWwhEkspath betnsempeivariseqdss.de method
The enbodi nents of the invention provide advant ages
conmﬁﬁﬁg'previous systens. For exanple, supporting the
Cr RRB&IVRIE afirsSiRE1dfrhtioh R§EBE fradnl xfsbildweddelshid rdgideration request
~_permanent network address of a_ nobile node, the
incluging:aprsmannt aetwesl addsessiprthg mobdgodg; nvent i on are nore

of £ i ¢ . _ .
B S Rt G R
netwsgkcaddirdsy and 8 poixytcamenef addrasiie nobi | e node noves from
one subnpet to ot her. Furthernore the syste nd
o PRGBS e BRIk Safaard e 56TE e TPoRlenad 5 & SBrase Bomg agent
and €xi sting security mechanisnms and nobile | P standards.
Thus a user can receive the benefits of the present
i npeeatssing nekwdrbuliatarasdiveg fram thegromieagen) a2 sorogaisanetile node.
of the network system 5 Although specific enbodi nents
have been illustrated and described herein, it wll
be appreciated by those of ordinary skill in the art
t hat %%arrangemnt which is calculated to achjeve

2.t héhepwihod i shae Infiythsecarnpriting sendigrdiomangespieplyqode

receiyaR BB bSme E o thEthebiRRRkcation is intended to
cover any adaptations or varlations of the present
invention. 10 The term nology used in this application

is ant to _include all of these enyvironments.. It i
3.t o Themyhadraeliu b RAPTiHRossgpe MRtk dpaTER ey fom thetome
agent HcRREE Serddth Be nbtoS fAtatd ¥ Firt@ Bri0RAE NeBfbrkl (VPNYSateway for
Many ot her enbodi nents will be apparent to those of
encapkilting in atseeurdfy dlaygpon revi ewi ng t he above descri ption.
Therefore, it is manifestly intended that this
invention be limted only by the foll ow ng clains and
4. eqThy aleaitidSoflchemne) vhedtn MRagfilAing I 8 3curity layer comprises

PCT/ US2003/.040960 We claim )
encapsulating in an IP Security (IPSec) layer and using the permanent network address for

We

the mobile node as a source or destination address.

5. The method of claim 3, further comprising:

receiving network data destined for the mobile node from the VPN gateway; and

sending the network data to the mobile node.

6. A method for securely communicating between nodes in a network, the method
comprising:

creating a network data tunnel between a mobile node and a mobile IP proxy;
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1. A nethod for providing a secure network path
bet ween network nodes, the nethod conprising:
WO e@eioviseyy a first registration request from aP@DDB1083/040960
node, said registration request 5 including a
per manent network address for the nobil e node; sending

a second registration.reqyest tqg a h agent
S pEERTA 1T e HSPAON BRBYSRBrRe Rt RaARg o VBN ggipway
usin%@b@m%eﬁtqutﬁéﬁd adBFeR¢ £36¢iNEA RMURE HhoblAd Aodeecei ved from
he nobil e node as a surrogate honme agent; and 10

pr oiseldag ngecard ssnktydmseridtivodietvestnfarhomet dgentandshe @M
ate s, éurrogate nobi | e node. 2. The method of claiml1,
SOV (HEr conprising sending a hone agent reply code

r eaeiiMeg byl2bnidExehn ABnAGIR NP piskytTRJARES dthe egle-of dddress for
The nethod of claim 1, wherein processing network data

the VRN gptgwayf r om t he hone agent incl udes sending the
network data to a Virtual Private Network (VPN
gateway for 15 encapsulating in a security |ayer. 4.
The nmethod of claim 3, wherein encapsulating in a

security layer . conprises encapsulating in an IP
7. Seﬁ“ﬁm%wéwrﬁs&é\r{gmrwm%%g t he permanent network
adfliceRdf 18 the hBfe FBAIL |a‘i)a91%€q Bf data ?roﬁpé‘ E(%‘F‘eas?Bnding node;

desti natl on address. 5. The nethod o m 3, further
compiting itheypackél afdetito ithegMiiproayk dat a destined for the

nobi e node fromt t eway; endi ng the
nefSKSPR rtEbealfa {(?toorﬂdﬁg%#:){g%\#v@r%a%%b éﬁengpﬁéﬁaﬂe&? tor

S eetaBbulata AL Bhdiat bNdhtdRlIRER it IsRs bk heaV PR IRy, t he
nmet hod. conprising: creating a network data tunnely
betereingtbashiapanlpied datahy the MBB praxy from thexYPN gatewags and

e R R R R P e Lo Rshlle s o v
gateway using a permanent network address associ ated

Wi t he ile node; creating a second security .
8. asé‘gﬁi“%&ﬁ"g& Ao Y DRTHL B SERIEIY 235Pei2oRis NP S efeeeviy
asso@idfo utilizing, by a hone agent, a nobile IP proxy IP
address as the care-of address for

9. A method for a home agent to securely route data between nodes in a network, the
method comprising:

receiving a registration request from a MIP proxy specifying a permanent network
address associated with a mobile node and a care-of address associated with the MIP
proxy;

establishing a security association between the home agent and a VPN gateway;
and

establishing a binding specifying the care-of address associated with the MIP
proxy as a care-of address for the VPN gateway.

10.  The method of claim 9, wherein the security association is an IPSec security

association.
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20

the VPN gateway. 7. The nethod of claim®6, further

conprising: receiving by the hone agent a packet of
walaioa/057180m a correspondi ng node; 10 routi ng tPET/PazkE 040960

of data to the MP proxy; routing the packet of data

by the MP proxy to the VPN gat eway; encapsul ating

1. BuPRERh S A A b R I VBN e

proxy fromthe VPN gat eway; and routing the
gé;psul ated data fromthe MP proxy to the nobile
ompyiesized RystorR CHHATIHRS:cl ai m 6, wherein the
se I on is an | PSec security
asggggitta%r%n%% g nmet hod for a home agent to securely
r oalﬁ\ﬁPcmmay qmraﬂﬂeto peofies theitaskseft wor k, the et hod
corrprlsm rece|V|§%ﬁa re stratlgln request froma

M P pr 0919 l2fjng pF§ROR ARARUERB% 20 address
associ aéﬁdla%% ’Ehe%né‘&lié'ﬂo‘ée ROHR MRithotheGREM; Of address
associated with the MP proxy; establishing a

securl ty associ ati on between the hone agent and a VPN

15, Lor B B BRER R B o R B L e

Netvedik gatefvagddr ess for the VPN gateway. 10. The met hod of
claim9, wherein the security association is an | PSec
security association. 15 WO 2004/057822
P f rt

. POTLUSSRARLAANEen T, 1l Pt oY o

and th2 VPN gainpay ereiintedratedih emingbematit. si ng: a first hone
agent; and a M P proxy operable to performthe tasks
of. 5 emulating a second hone agent to a nobile node,

15. € ”‘P‘h@&érﬁﬂﬂ&ﬁf‘ed@%ﬁn‘%ﬂ&?ﬂ% 1t4°w§1@x%1ﬂ‘ thé MIP:]Q@ Ssiftises 2 Bome

he conputerized system of ¢larm 12,
ageng m@plrlleandg mgobilernodamodnlev at e

12.

16.  The computerized system of claim 15, further comprising a router on a network,
and wherein the VPN gateway includes a mobile node module and wherein the router

includes a home agent module.

17. The computerized system of claim 12, further comprising a router on a network,
and wherein the MIP proxy comprises a home agent module, a mobile node module, and a
foreign agent module, and further wherein the router includes the home agent module and

the MIP proxy includes the mobile node module and the foreign agent module.

18.  The computerized system of claim 12, wherein the MIP proxy is operable to

communicate over a plurality of subnets.

19. The computerized system of claim 12, wherein the MIP proxy is located in a DMZ,
formed by at least two firewall systems.
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Net wor k gateway. 14. The conputerized systemof claim

13, wherein at least a portion of the MP proxy 10
war@40hm823/PN gat eway are integrated in a singl BCT/OE1003/040960

15. The conmputerized system of claim 14, wherein the

M P proxy conprises a hone agent nodule and a nobile

no I ..The cgonputerized systemo laim 15
20. PR TR Radbfe e TR Rl S R gt egm o
methbth dor\iRby igiigerweyure melvisile path batiRich@00638 aHREWd:R, MBGnethod
wherein the router 15 1 ncludes a honme agent nodul e.

COMPIiFMEThe conmput eri zed system of claim 12, further
c A4S : [ ] P
oo AR e lorRa Db ol ey ! el Mol
including Al ermameht actwionk eddyessdgetht mubilahede;and f urt her
wherein the router .includes the honme agent nodul e and
t HERAS ASPERAT PR fipRS eqyrel hotiom HsaPROAIRe dimerResnt
netwb @ RIdERs AAENproXYdefesor 28Bredd. The conputerized system
of claim 12, whérein the MP proxy is operable to
c avrRtassing metvnrk data redeived|fiony thefmehilermeids as 4 Surrdgaée home agent;
conmput eri zed system of claim 12, wherein the MP proxy
is located in a DMZ fornmed by at |least two firewal
s ysrbesssing hbtv¥ck 40046425l FonP b/ MR iR3nt0A 323880 g AL mdbile node.
machi ne- r eadabl e nmedi um havi ng machi ne execut abl e
instructions to performa nethod for providing a
secure network path between nodes in a network, the
met hod conprising: receiving a first registration
21. r €theestcHinereadabioicimmmotigains20, durieg csipating BeddafUEBéme
5 incluyding. a_permanent network address for the nobile
agemrf(‘?elg’;cog‘é ﬁ‘iﬁ’lgWGdgmgén@GE’ﬂmF@éP@tt? theiaepileaipdest to a hone
agent specifying the permanent network address and a
proxy care-of address; processing network data
22. 1 cEhd machite-rearlatiemedivin of alaine2 (g svhareiniproogaing deomek data

reeiEons o e RERER: RBGREUIThGNPR fune + Vit prigat
NetwoHC(VBIe) gacabior ehtgsuliingin 6ls8éufitg fayef, ur t her

conprising sending a hone agent reply code received
fromthe hone agent to the nobile node.

23.  The machine-readable medium of claim 22, wherein encapsulating in a security

and

layer comprises encapsulating in an IP Security (IPSec) layer and using the permanent

network address for the mobile node as a source or destination address.

24.  The machine-readable medium of claim 22, further comprising:

receiving network data destined for the mobile node from the VPN gateway; and

sending the network data to the mobile node.

25. A machine-readable medium have machine executable instructions for performing

a method for securely communicating between nodes in a network, the method

comprising:

creating a network data tunnel between a mobile node and a mobile IP proxy;
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22. The nmachi ne-readabl e medi um of claim 20, wherein
processi ng network data received fromthe hone agent

w0 p@ksmse2 sendi ng the network data to a Virt uaPCPRUB20a3/@10960
15 Network (VPN) gateway for encapsulating in a
security layer. 23. The machi ne-readabl e nedi um of

claim 22, .wherei.n encapsul.ating in ecurity .layer
c BT 2 T SR B SEpq o eiyoeh S mgbils iofe bV Bhtoway

using @g_@ﬁnﬁ@ﬁ’t B Ot ddbRsPREERNENWithRBS MBbie AslY: ess for the
nobi | e node as a source or destination address. 24.
Thereatingy sesond saatityeassnsdiitiombetwesh aihon2gefitandibe VPN

¢ conpri.sing: 20 receiving network data destined for the

gateyia%si?hd " ode from the VPN gateway; and sending t he
netifike Bh dokn@ aghif alBdHiledP DRSS [P2ddrels as the care-of address for
machi ne-readabl e nmedi um have nmachi ne execut abl e

the VEN gptgweyons for perfornming a nmethod for securely
comuni cati ng between nodes in a network, the method
conprising: 25 creating a network data tunnel between
a nobile node and a nobile IP proxy; 17 WD
2004/ 057822 PCT/ US2003/ 040960 creating a first

26. sedht meghigeendable mndivse phelaim 2hdurbasicomprs@E: and a VPN

a j | at ed
o 1 g ) 0 B S AR FALR B M o LR R AR AR b e
assmting theoprcheitofider ta thedvil® pgepi and t he VPN gat eway;
and utilizjng_hb h ent a nohile |IP proxy IP
adH’r"g?% thepache O dhte hyrthe NP duaxyytp e ?H@ %Wagat e%ay.
26 é’[ﬁ{.‘gh; sdeagenh £ ' [ er
co?r%%??ilng: h?@%{eki%vi ngk%ﬁ?’%&é%%eye%gm@%ﬁﬁ% et - of
dategeivingthe enapswaied detk iy tnoMEP praxyutdom thet VIEN matckaly; afd
data,.to .the MP pr .10 routing the packet of, data
by i8S ﬁk@%?@ﬁ?‘g@%g‘)@% gﬁt?&%}' to ﬂgen]@ﬁ emode: ng
the packet of data in a security |ayer by the VPN

gateway; receiving the encapsulated data by the MP
27. pr &hy el repdabiprnedaune nhiglainaAd, wheseinitheysecthiaty association is an
aRs .data fromthe MP proxy to the nobile
IPSeggge. g%‘%&?%té%?mchl ne-readabl e medi um of clai m 25,
wherein the security association is an 15 |PSec

security association. . . . .
28. A machine-readable medium having machine executable instructions for

performing a method for a home agent to securely route data from a corresponding node to
a mobile node, the method comprising:

receiving a registration request from a MIP proxy specifying a permanent network
address associated with the mobile node and a care-of address associated with the MIP
proxy;

establishing a security association between the home agent and a VPN gateway;
and

establishing a binding specifying the care-of address associated with the MIP

proxy as a care-of address for the VPN gateway.

29.  The machine-readable medium of claim 28, wherein the security association is an

IPSec security association.
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28. A machi ne-readabl e nedi um havi ng machi ne
executabl e instructions for performng a nmethod for a
whoeooe/05t3ent to securely route data from a corr BEPURINSIQH0960
node to a nobile node, the nethod conpri sing:
receiving a registration request froma MP proxy
speci fying a permanent network 20 address associ at ed
with the nobile node and a care-of address associ at ed
30. W The hbehind-RadH1016dinesd RdMiSTu, Mettier ésﬁﬁﬁ@i%tunneﬁng the data
. associ ation between the honme agent and a VPN gat eway;
in a pekiledBtlaysri shi ng a bi ndi ng speci fying the care- of
address associated with the MP 25 proxy as a care- of
address for the VPN gateway. 29. The machi ne-readabl e
medi um of claim 28, wherein the security association
is an | PSec security association. 18 WO 2004/ 057822
PCT/ US2003/ 040960 30. The machi ne-readabl e nmedi um of
claim 28, further conprising tunneling the data in a
nmobile I P layer. 19
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