29 May 2006 -1 "Financial Transaction System and Method Using El ectronic
Messagi ng" Field of the Invention This invention relates to a financi al
transaction systemand a nmethod of 5 performing a financial transaction
i nvol ving the use of electronic nmessaging such as SM5 (Short %&ﬂﬁﬁggw
Systen) nessaging and email. The inventjon has particular, although not
excl usive, application to the provisi on! of person-to-person financial
transactions using wrel ess devices, such as nobil e phones, PDAs (personal

di gi tal ass ARl )T'r oJo .5:-.- _&__ - 'u'_:-‘ e where 10

application wth the provision of financial transaction services using
email and simlar types of electronic nmessaging systens. Throughout the
specification, unless the context requires otherw se, the word "conprise"
or variations such as "conprises" or "conprising", will be understood to 15

inmply the E?e%g’ﬁlgf;ﬁgé'ﬁ%ﬂﬁ stated integer or group of integers but not the

excl usi on c’rT'ceger or group of integers. Background Art The
undertaki ng of financial transactions between two parties using electronic

messagi ng h.as wih w.reless | C. nd_ernmni | rvices h en 20
seriously EH%S L'fbv}qwﬁﬁt F%étﬁgsﬁ &Sﬁﬁgc@gé%@?&%@fﬁﬁ a%q%r%%aﬁ@beg@ t he
abi | tiysof pefiormiing ¢t ficerici drapgadtiont iveipingfihé hueeicﬂ@_rédtrfomwﬁweeséqiﬂi@ supmrty

wi t hout the know zé%ge of the other party is relative|ly_straight forward to
parti es ha@PmaMsot®hNpEIG00 sySieRs peesaging ang e Th@ ipygntion has

W th the aBaasoe R e BB U ic B B 1 P Rsiop e e cer
t he GSM ( ClindidialSiransawstions Bding |wiraleserdeiices, eos) asemabile, plashelsh\PRAS6
(personal digital assistants), pocket PCs (personal computers) and the like, where
10 the person may be a consumer or merchant, The invention also finds application
with the provision of financial transaction services using email and simiiar types of

glectronic messaging systems.

Throughout the specification, uniess the context requires otherwise, the word
“comprise” or variations such as “comprises” or “comprising”, will be understood to

15 imply the inclusion of a stated integer or group of integers but not the exclusion of
any other integer or group of integers.

Background Art

The undertaking of financial transactions between two parties using electronic
messaging such as with wireless devices and email services has not been

20 seriously pursued in the past due to security considerations, whereby the abiltiy of
an unauthorised party to spoof the identity of another party without the knowledge
of the other party is relatively straight forward to parties having some knowledge
of the protocol followed In the communication exchange between a payor and a '
payee.

25 In recent times, with the added security features provided by mobile phones
operating under the GSM (Global System for Mobile Communications) network,



-2 the area has been further devel oped and a nunber of different types of
paynment systens using wreless devices have cone on to the market. In one
such paynment system facility is made for a user to call a prescribed

t el ephone nunber of a financial service provider having a seryg,s6hodlp to
answer 5 and process the tel ephone call, The user is intially pronpted to
enter a PIN (personal identification n%nber) and is then advised to foll ow

further pronpts tao .make, or uest aynment instgntly to or from another
user/ busi n@@ﬁr@a f@&ﬁ%@"@esﬂ%@ %S?ngé‘ Wﬁh%fr@#ﬁ@%gfpeéro fpaymentr i bed
dent 1T} Cadyslims QUANirdlbsd BEvibeI RS Ame Bh'tY ffk MafErder - Wien |he user

calls the financial "service 10 provider for the first tine he/she is asked
to record a personal greeting so that other users known to the user will
easi |y i dent phy dlchT BamERMesydIBi Hscifty N8YRBAS fo:b%t 4géind R&Ma 6%%%@9' Y,

in a subsequent financial transaction occurring between the user

ot her useriel@gphage by of enfinanisial setvine providephaving esseregn set wpi to@nswier of t he
user by f so d re i tion, ofthe recor eetln of 5 th ser,
which 13 b RETR, 16° enne! Bl The tser i Satly rSMRAY Rosfite Bnhiteon
recei ving (@efstnal fd@ﬁﬁléi&ﬁ)rﬁﬁur\ﬁ@ér)C&?Tﬁp@rtﬁéﬁ%dv%dttbafﬂﬁé\ﬁtfhﬁﬁbr ﬁ%ﬁ%@ tohe
transaction is allowed to be undertaken. Such an arrangenent is relatively

cunber songNa@l Phdeadests anpeymeattingtantly douse fremeanpiher pusar/uysingss/enot
famliar wdhng E%hgggliﬁ%s VAt &h @mdﬂ‘[cvﬁghﬁuhg@ %W?ﬂééﬁgeggggﬁtﬁﬁﬁﬁgn

systemis nore rrc, 1nvo regrstratl a a PC
connect ed mumnbéreofl thteémaat::al sgrdiceprevider. Whem thecuser dadls dise finangial swacs

wey of 19 pebrovidel Tor ctSL biegnelohe U5 AR it BROHA PPt By
emai | conmmatAbEadersGowilie the useswill sty dddrithy th/ﬁér Wheh nédlénd BlgayARint 25
and browser based applications for accessing the sane, using email as a

real time RESWRERi tem.oAcrermingly.r Bt HEbepaHary Hnansrl; kama@ﬁaaeewﬁgg has
never Semsétwggx gﬁéﬁﬁg? ASiR! Rh&usel YRy HIE sTSBRY, 1R die& uddrrovides

characteri ‘
authentication of the user by way of sound recognition of the recorded greeting of
15 the user, which is automatically played to the other user via their mobile phone on
receiving a call from the server conceming the transaction, before the transaction

is allowed to be underiaken.

Such an arrangement is relatively cumbersome and indeed is not practical to use
when the parties are not familiar with each other. Furthermore, the implementation

20 of such a sysitem is more PC centric, involving the registration of users via a PC
connected to the internet, and thus is not able to be used with users having
exclusive access 1o a wireless device and communicating soley by way of the
instant messaging system provided therewith.

In the area of email communications, due to its close affiliation with the Intemet
25 and browser based applications for accessing the same, using email as a real
time communication medium for performing financial transactions has never
seriously been contempiated, given the superior real time characteristics of the
Internet and the greater flexibility and power with operating security applications
therein to avoid fraudulent and unathorised {ransactions from ocourring. However,
30 there are still a significant number of persons who are confined 10, or indeed
prefer 1o, use email as their principal communication medium in party-to-party



Internet and the greater flexibility and power with operating security
applications therein to avoid fraudul ent and unathorised transactions from
occurring. However, 30 there are still a significant nunber of persons who
are confined to, or indeed prefer to, use email as their prifgi fbmm
comuni cation nediumin party-to-party 29 May 2006 -3- communi catlons.

Thus, creating a financial transaction system and net hodol ogy that

operates effectively with email would,still have w despread consuner

appeal, notwithstanding the popul arity of the Internet and acceSS|ng t he

same with brg Mﬁﬁﬁn&éﬁﬁcﬁ'ﬁdﬂqﬁvbr@ﬁﬁ? g%ngﬂcﬁﬂéﬁé?‘%ﬁr&n Qststég??nd Hgtﬁ&}o'lcﬁg o el S an

obj ect of the present | nvention rovi i clent Xi bl e
system and metbeperais quiestively mitihgmail Wi&flﬁl(ﬁ%ha‘fﬁt’-’%ﬁ%ﬁf@@q PRSI EPREBh parti es

using an el eﬁ&tﬁv%&éﬁdnﬂ@&ﬁ@gzbﬁ%r@yﬁ 4 infehnel Snc abdeRbiRg R sy ek of the
present Invention Ebggé%rq%gﬂf e for financial transactions 10 using one or

more wirel ess @& ®brovides for a high level of security. The
invention is defined in the appended i ndependent clains. There is described
a method fof pREIRUAAHS Ihamehal transactions between two parties
functioning as clients to a financial service provider server for
controlling the transaction, the <clients and server being Interconnected
via a comuni &4ds iaprobjeet efothi present] imestiondneravBiedpr ameflicenteant diewbleng a

wirel ess devi geqoand, rﬁég b RABG: ﬁn&ﬁ:fa}’fr&ﬁﬁ?d%ﬁ%\’deq@en ggﬁlé@eﬁsmg%ﬁ' ng

el ectronical |y connected to an account tacility for each cliént, each
account faci |e|ept90nwar%5ﬁ@mw YefBonal account for the client identified by an
account nunber and a wirel ess comruni cation server for handling nmessages

sent to or ﬁf-fgygf@ okl O3] o WLk RSN pRSIOUR) Riknialiahelegas, | denti fying

nunber for th nprising. ascribing a
client idenfi Hnensimoms wirdess deipeshat pevides Toéﬁf‘féihlﬂ”e'toﬁéeqﬂm)‘ranm al

The invention is defined in the appended independent claims.

There is described a

methed for performing financial transactions between two pariies functioning as
clients to a financial service provider server for controlling the transaction, the
clients and server being interconnected via a communication network, at lsast one
15 of the clients being a wireless device, and said financial service provider server
being electronically connected fo an account facllity for each client, each agcount
facility having a personal account for the client identified by an account number,
and a wireless communication server for handling messages sent o or received

from said wireless device using a wireless Identifylng number Tor the w1refess
20 device, the method comprising:-

ascribing a client identifying number to sach of the clients of the financial
service provider server to uniquely identify each client to the financial service
provider server;

ascribing an access code to the financial service provider server to uniquely
25 identify the financlal service provider server to the wireless communication
server and the nature of the transaction to be performed;



service provider server to uniquely identify each client to the financial
service provider server; ascribing an access code to the financial service
provi der server to uniquely 25 identify the financial service provider
server to the wireless conmunication server and the nature qb]ﬂQ§2006
transaction to be perforned; 29 May 2006 -4 registering the account nunber
of each client with the financial servi-¢e- provider server to enable the
financial service provider to access the personal account of the client;
regi stering ar@@s@ungl thedancmdntcanmbar i nbaeh RN withr treadiRasdibesbivide a
sender client I lin d|n a text nmessage to the financial serV|ce
provi der serv® OV a%egngrgg él‘afnplaétse‘b’l“@s‘?fg’vlgéﬁ"%@?‘@% the pesopal .

conpri si ng: (hbcédlﬁc@mlﬂﬁenfto be transact ed, the address of the other party
to the transaction conprising: (1) the 10 access code identifying the
financial service provider server and the nature of the transaction, and

(R the cliente rﬁ)ﬁéﬁh?fayaérgorﬁ‘aifﬂ@'ft:ﬁ@étldd"ﬁumﬁélhﬂNﬁdr%ﬁbh .Y the client

i dentifying nunber of the client sending the hessage; the financial service
provi der server on receipt of said text nessage conpiling 15 and sending

back a i1t hot deher SRR WG Bd SEAAR cFloxe esbi P A A Rig Yot

first prescribed server protoc res

transaction t@rQYédeﬁerae@ﬁFedn a@ocsrda@@me\yﬁhf &r firste prescribedt Iofient ipotocohnd a
"reply to" adgaﬁﬁg is different to the previous address of the 20
receiver; the Se &r cllent on receipt of said further text nessage

conpi ling and

* the amount to be transacted,

¢ the address of the other party to the transaction comprising: (i) the
10 access code identifying the financial service provider server and the
nature of the transaction, and (i) the client identifying number of the

other client, and '

* the client identifying number of the client sending the message;

the financial service provider server on receipt of said text message compiling
15 and sending back a further text message to the sender client in accordance
with a first prescribed server protocol comprising:

* a confirmation of the transaction to be performed,
* arequest for the PIN of the client, and

* a "reply 10" address that is different to the previous address of the
20 receiver;

the sender client on receipt of said further text message compiling and
sending back another text message to the “reply 10" address with a second
prescribed client protocol comprising the PIN thereof,



sendi ng back another text nessage to the "reply to" address with a second
prescribed client protocol conprising the PIN thereof; 29 May 2006 -5 the
financi al service provider server waiting a prescribed tinme for receipt of
sai d other text nessage and if received within said prescribeg {i,iBgos
verifying the PIN and if correct, conpiéing and sendi ng an advi sory text
message to the other client in accordanté with a second prescribed server
prot ocol that

5 %nclu es an advi.ce describLna t he tngn ction; and,. on
buthent i cat | ngMeHiTTIGHISRViPe RIOVIRET FiainRlRd R Plasedbed dMmetar reteipb o
effecting the ééié%?ﬁéﬁieﬂﬂhnié%gégfﬁnﬁ hﬁ%@i@@ﬁ'%ﬁhﬁrﬁ%iﬂ'ﬁfﬁﬁib@& thie \ﬁ‘iﬁ}ih@s to

the transaction to whic narici al service provider server
connect ed; whelhei FIN aneifideseck sbonpiingsndi seading anadvisgy dextunessege to dawi pt

o SaLd, oiher, el oy T S5A0Rlol bt BN SrB0 Y LASH ol g o

by the financi er serve ransaction is

the fina#ci al peludesanmdwdaddsscribimgvthe iraRsadtienadhy, the nethod includes the
fi nanci al service provider server generating the "reply to" address in
accordance with the first prescribed server protocol to 15 include the
access code angh aaythenticatinandios yansactiomt ¢k rfindneia) $¥reiter plvidert berveet hod

Teply T0"  addFBRinE g TANAGIOR oAU e BHEEE B Holtei T 1o,

provi der ser vegaidachn kdalisiafio Mahtiel £86e8 fravidRachih sgieied ot ocol

Preferably, the second prescribed server protocol includes: the financial
service 20 provider server also including a request for the PIN of the

e (GrLent ) Pnbitth AUMEPEalg Fedor BBATARSC AN EARpRSaR ihBpieid op! ¥

to" address different from any previous address identifying the financial
servi ce 1pr ovi deessage er ;if thedPiids met vedfiecho beegorrach dyothecfinariciad igervice

conpi 1ing and s@0fPAeRAT B tharRh¥tidr % apdRase b the fifancial service provider

server,

Preferably, the method includes the financial service provider server generating
the “reply to” address in accordance with the first prescribed server protocol to
15 include the access code and a pseudo-randomly generated number,

Preferably, the method includes the financial service provider server generating a
prescribed “reply to”.address comprising the access code of the financial service
provider server to be included in the second prescribed server protocol,

Preferably, the second prescribed server protocol includes: the ﬁnancié! service

20 provider server also including a reguest for the PIN of the other client in the
advisory text message and making the prescribed “reply to” address different from
any previous address identifying the financial service provider server; and

the method includes:

the other client compiling and sending back a reply text message to the
25 prescribed “reply to" address with the PIN thereof on receipt of the advisory
text message; and



25 prescribed "reply to" address with the PIN thereof on receipt of the
advi sory text nessage; and 29 May 2006 -6 the financial service provider
server waiting a prescribed tinme for receipt of said reply text nessage
and if received within said prescribed tine, verifying the Fﬂ%}d%ﬂ@ od
correct, authenticating the transaction. Preferably, the nethod i cPudes
generating the prescribed "reply to" addFéss so 5 that it includes the

access code and a_pseudo-random y generated _nunmber. In accordance with
anot her aspect thef financialseedee HroNide sesMer WaliNg & Preseibeddime fostageih 9tor

performng fin [ t | { wﬁvm@ 4 | S R0 ;

fi nanci al serv?@g r%b’éﬁ%%@&'%%é@%r”&?rrwggﬂ? éo [ nééige@?%%:aaﬁh ’r\z,i%@ygtgi on
bet ween the puetPldband®cenedt, pathentitaivmigrtte tehaationaccount facility that

i ncludes a personal account for the party identified by an account nunber
registered with said financial service provider server, " (ii) a client

f or connect Posfetablys dhe rhéthad dneludes gensmting dvé geescsibed dreply d0"aaddress so
conmmruni cati gn network, ,whereby at | east one of the clients is Wi rel ess
devi ce, bi i 1Pt TRGHides the Reeess gpre A0 ﬁﬂ%ﬁeuse'fﬁ’ﬁﬁsﬁﬂ‘éf|%?"ﬁ5%¢_ﬁ? rRgR8Lch cl i ent
to the financial service provider server, whereby the client identifying

mber for the client that i i rel ess device, corresponds .to th
wirel ess ol FERAERRGE MM ANRSEsT RRRECLOT e RIESETT JETBIOR, hege & Brodded n

sai d financj yg’gﬁc QN ks i ot 'W@g@% LA RR MnGStigipyi der
server bei n%%?@??r ni C‘S‘F‘ﬁghggﬁ%e@%é?%ﬁl each a?countdﬂf“g@i ity and
being able to identify and access sane by

a financial service provider server for controlling a financial transaction between

the pariies;
10 each party having:

6] an account facility that includes a personal account for the party
identified by an account number registered with said financial service
provider server, -

(i)  a dlient for connection to said financial service provider server via a
15 communication network, whereby at least one of the clients is a
wireless device,

(iy —a client identifying number to uniquely identify each client to the
financial service provider server, whereby the client identifying number
for the client that is a wireless device corresponds to the wireless

20 identifying number thereof, and

(v)  aPIN registered with said financial service provider server;
said financial service provider server being electronically connected to:

0] each account faciiity and being able 1o identify and access same by
said account number on registration of same with said financial service
25 provider server, and



sai d account nunber on registration of sanme with said financial service 25
provi der server, and 29 May 2006 -7 (I i) a wireless conmunication server
for handling nmessages sent to or received fromsaid wreless device using
a wreless identifying nunber for the wireless device; a saifgll epis

havi ng nessagi ng nmeans for conpiling ang sending text nessages 5 to said

financi al service provider server in accordance with: (1) a first

prescribed cligent protocol conprising: the anmpunt to be transacted, . the
address of t hdl} ot HerWiFRIPSS, copIrpynicatioRnsever i Bandlinds Me§sages $68k4e orcode

to uniquely identi ' | bGi I dep ts el 0
conmuni cati on ser v'{ae)réefz‘al%g f['ct]ng%%g ﬁ*rrg%% \dP ﬁge {&lﬁs g‘ﬁs%g{lﬁeﬁ)%st igs%fgy'hgerﬁ?@?ér{ed,
and (ii) the cli erforitdenireleys dgvinesnber of the other client, and the client
i dentifying nunber of the client sending the nessage; and (ii) a second
prescribed client protocol conprising the PIN thereof; and the financi al
servi ce prdvbaidrclient having avessagingsmages farradimpilinghanchsending texttmessagsst i ng
means, téa sact means and tr@nsactio.n abandoni % means; wherein: (a)

sai d nes aagsﬁﬁﬂﬁ%nﬁb’“ REIS Proviget peMeN@B5COIHRNICE ¥ ve 2 said text nmessage
and conpile and send back a further text mnessage to the sender client in
reply thereto,i n acgordance, Wt [ first, 20 prescribed server protocol

t her ef or corrpwi Si r@ﬁrSth%s(?HP?? ﬁE%q%@ﬁOtB?OItCHE'p{'BQHSact ion to be perforned, a
request for the PIN of the client, and 29 May 2006 -8

» the amount to be transacted,

* the address of the other party to the transaction comprising: an access

code to uniquely identify the financial service provider to the wireless

10 communication server and the nature of the transaction to be
performed, and (i) the client identifying number of the other client, and

* the client identifying number of the client sending the message; and

(1)  asecond prescribed client protocol comprising the PIN thereof; and

the financial service provider server having message handling means,
15 authenticating means, transacting means and transaction abandoning means;

wherein:
(a) said message handling means is designed to:

(i) receive a said text message and compile and send back a further text
message to the sender client in reply thereto in accordance with a first
20 prescribed server protocol therefor comprising:

+ a confirmation of the transaction to be performed,

« arequest for the PIN of the client, and



a "reply to" address that is different to the previous address of the
receiver; and (ii) wait a prescribed tine for recei pt of another text
nessage fromthe sender client in accordance with a second prescribed
client protocol 5 conprising the PIN of the sender client, ang . S

other text message is received within said prescribed tine, veri¥y the PIN
and if correct, conpile and send an adndsory text nessage to the other
client in accordance with a second prescribed server protocol conprising
an advi ce descrd banfyeplyetol reaaitess e, is Idif¢leht daitbe queviend iaddrassgoitians i s
designed to authenticate the transaction on said nessage handling neans
est abl i shing a prefes8¥&d@Mevel of security of the identity of the parties
to the transaction; (c) said transacting neans effecting a transaction in
accordance with said text nessage between the parties in response to said

aut hent i cat i n$§) meaff3it a1 GreacriReR 1B 'Ph§eesiFldot RARKAE tPEmessris HPMs gy
transacti on abandoguragy r%ﬁ\ﬂ@l?ﬁ i 23BeRAhEY vgiﬁ'l | ﬁ%@i‘ﬂ%b&‘ibécf cl?érftrl?rbtcc%ﬂ: ]9

prescribed tinme el apses out recel pt sal d ot her text nessage or
the PINGs not vertdmprising the Pt rof dwe seydarralient shddbsaid othartgxinmessage

Preferably, the negs . handl.i.ng. .. s i ncl.udes a. = er 20
Gener ati g means b CENHG WA d PREREbS e AR T 4 I b .
handl i ng neans gensympiRs ahbiessnd @y ativisofd #e SthebSagke ¢@ rtHe nstRemidiontt bre
first prescribed server protocol for said further text nessage, so as to

y , g
conprise the acce3POR@RNCCaWitht A S9F9BH RrerRiteshSOIVEE REplaceldCoItiRTERg an
Preferably, the nqigmgg k1 RS c@&perates a prescribed "reply to"
25 address in accor ancgaﬁﬁﬁﬁﬁQ%ﬁg sec%n prescri bed server protocol for
sai d advisory text nmessage, conprising the access code of the financial
serviceyq provydeniy 2didYicaiiPmeans is designed to authenticate the transaction on
said message handling means establishing a prescribed level of security of the

identity of the parties to the transaction;

(c) said transacting means effecting a transaction in accordance with said text
message between the parties in response to said authenticating means
15 authenticating said transaction; and

(d) said transaction abandoning means abandoning said transaction if either
said prescribed time elapses without receipt of said other text message or if
the PIN is not verified 1o be correct by the message handiing means.

Preferably, the message handling means includes a pseudo-random number

20 generating means to pseudo-randomly generate a number, and said message
handling means generates the “reply to” address in accordance with the first
prescribed server protocol for said further text message, so as to comprise the
access code and the pseudo-randomly generated number,

Preferably, the message handling means generates a prescribed “reply to”
25 address in accordance with the second prescribed server protocol for said
advisory text message, comprising the access code of the financial service

provider.



-9 '"Preferably, the advisory text nessage conpiled in accordance with said
second ‘prescribed server protocol includes a request for the PIN of the
other client and a prescribed "reply to" address that is different from
any previous address identifying the financial service provpgﬁha?§5M§r. ,
5 Preferably, said nessage handling neans is also designed to wait a
further prescribed tinme for receipt of a reply text nessage fromthe ot her
client in accordance with a first prescribed client protocol for the other
client comprising the PIN of the otheg-client, and if received within said
further prescribed tinme period, verify the PIN. 10 Preferably, the

prescribed ‘premiapiyt e AdERP fext MeSSier@i@ied™ ddedidande wittbaldescdrde access
code and a further pseudo-random

) ) generated n er fromsai eudo-
r andom numbéresgabrst sarveIPraeasldncludes pdpgussyfor gng,% Né&&{hgeq;g%rccg?qqﬁga feans

aut hent i cat ggadohifed MAHPRAGLT Aadfehs SRk s WMBFRGCdANY DepviBzanaddreds fies that
the PIN of ft?)?]e other client received in said 15 reply text nessage is

correct. Théfentiyinddae Eranssl sevise PIRYEet ¥V8%er f or mi ng a: fi nancial transaction
for a party having an electronic nmessaging facility, the party having an

el ectroni ssaqgin ress a banki ount: W 1.0 anki n
acoount Wbt (BT A eRaeq (B e s tryaneR Rofe e el 0y o
Lray_ be |oelr3 f q:lr(s_m@ﬁbw ttimet hfﬁ rteaa']tm;c ob aamplyum]ﬁ messhgehiomi thanatharl clienhit i tlﬁlti on
avi ng a banki ng server r effectin i,nanci t rans i . t he
banki %g acc APUapERew tah@'éfE Ergﬁ‘ﬁ;&Pgicﬁ%I‘? PLQIRGR! ﬁod%é%o eéf‘ﬁ%ﬁﬁ@p% age from
a client of haeRadittie dthe GERCEROM RocitEs sagie:saRbifthpr pesatbedeine to a
predeterm ned el ectroni ¢ nessagi ng address for performng a particular
type of fi naﬁﬁfi@i“‘-’ﬁ%ﬁ%%& jon; (1i) being prepared In accordance with a
first prescribed protocol; and

10 Preferably, the prescribed ‘reply to" address is generated so that it includes the
access code and a further pseudo-randomly generated number from sald pseudo-
random number generating means.

Preferably, said authenticating means authenticates the transaction if sald
message handling means verifies that the PIN of the other client received in said
15 reply text message is correct,

There is described a method ‘

for performing a financial transaction for a party having an electronic messaging

facility, the party having an efectronic messaging address and a banking account

number for a banking account with a financlal institution, whereby a financial
20 {transaction may be performed with the banking account, and the financial

institution having a banking server for effecting a financial transaction with the

banking account, the method comprising:-

serving an electronic message from a client of the parly, the electronic
message:

25 () being sent to a predetermined electronic messaging address for
performing a particular type of financial transagtion;

(i) being prepared In accordance with a first prescribed protocol; and



29 May 2006 -10 (iii) requesting that the particular type of financial
transaction be perforned; and requesting the banking server of the
financial Institution of the party to effect the financial transaction In
accordance with the first prescribed protocol of the 5 electﬁﬂﬂgf Rssage.
Preferably, the server includes serving an el ectronic nessage to %e client
of the party in response to serving said electronic nessage fromthe
client of the party for controlling the progress of the financi al
transaction. Preferably, the method incigudes [inking the electronic
messagi ng address to the 10 banking account of the party. Preferably, the

serving I ncludes ajiheedueeirid Neatt b badbbiat Yypef of Mol srafsabiohe be
proceedi ng with requesti n‘gqthe cFanki ng server to effect the transaction.
Preferably, the aut hed®l%898"9 ncl udes requesting a personal

I dentification nunber (PIN) to be provided by the party in a further

el ectroni c nmessage_nQr d.n 15 accaord e._ W S n r j.bed
protocol, and v%rg‘f’?%}i’ﬁgﬁ% ﬁﬁ?k@%ﬁerﬁrl\‘ﬁ&%@?%ﬁg[awn%tﬁu@qe&?%rSﬂ@rtgzq%é% ronic
nmessage is corrgetiinaRtiafteemasdtion I Aecomiahbenith tetiirstpresedbeddestotelnf trg out a
prescribed_time periqd after requesting the PIN fromthe party and
abandoni ng®t he ?‘Eﬁ%?{&? BFS¥8%nsaction if the further el ectronic message is
not provided by the party within said prescribed tine 20 period. The

aut hent [ cat | ngelohh 65 s3BRhUIAR ofld EPLERI R SELEORIFnITISAG B 2ddr oo

to the party from etermn ronic nessa ress, for the
party to replparydn irgsponsieio seovipg ogid elestrotie messegediant thercdiergad theoparly

Preferably, t i gmg = vy generating part of the
di fferent 25*%?"5?@@@&??%@%%?’% a g?%@s%%@héﬁ'sure that it is different
and not derivable from the predeterm ned el ectronic nmessagi ng address.

Preferably, the method includes linking the electronic messaging address to the
10 banking account of the party.

Preferably, the servirig includes authenticating the identity of the party before
proceeding with requesting the banking server to effect the transaction.

Preferably, the authenticating includes requesting a personal identification number
{PIN) to be provided by the parly In a further electronic message prepared in

15 accordance with a second prescribed protocol, and verifying that the PIN provided
in the further electronic message is correct.

Preferably, the authenticating includes timing out a prescribed time period after

requesting the PIN from the parly and abandoning the financial transaction if the

further electronic message is not provided by the party within said prescribed time
20 petiod.

The authenticating includes supplying a different electronic messaging
address to the party from the predetermined electronic messaging address, for
the party to reply to in order to progress the finanecial transaction,

Preferably, the method includes pseudo-randomly generating part of the different
25 alectronic messaging address to ensure that it is different and not derivable from
the predeterminad electronic messaging address.



29 May 2006 -11 Preferably, the particular type of financial transaction
i nvol ves a financial transaction between two said parties each having
el ectronic nmessaging facilities, whereby: (1) the electronic nessage is
served froma client of one party and 5 includes requesting %?P)@ta %5@6
particular type of financial transaction be perforned with the er
party; and (ii) the banking server of the financial institution of each
party is requested to effect the financial transaction relative to the
particular party In accordance withlihe first prescribed protocol of the
el ectronic nmessage. 1 o Preferably, the electronic nessage |Includes the
el ect r oni c Prefersblyi ribe aurdticsdes ype efh&nanelel deansactiamdnedlivased fimancidl ect r oni ¢
- nmessagi ng i ; . 0f : . narty. There
1S ool o5 S SE0G Blbf AR BEhBE SR a AR bR e O AR YL Tl
havi ng an elheshyoni c - 15 nmessaging facility, the party having an el ectronic
nmessagi ng address and a banki ng account nunber for a banking account with
a financial institution, whereby a financial transaction nmay be perforned
with the bankflng ¥tec8lesroniameessedre iy iSAR(AEiTeam anShant & iR | 889 a banki ng

server for effectifpfidas rédiRBirgahat hapeaRUIBLHpe O FiRarldh rofddstieigh@ccount , the
system conprising: 20 a financial service provider server having nessage

handl i ng neans f oPerfaERgdivilg Bmotberadtydidc nessage froma client of the
party, the electronic nessage being prepared in accordance with a first

prescribed protocgl and, includjng: 25(1)a._predeterm ned el ectrgnic
messagi ng add&bsﬁ%%@%é&”{e{)m{tﬁ%ﬂB@ﬁ%lﬂﬁﬁﬁw ‘gfeaﬁr'B t1p 5‘%ﬂuﬁﬁtegype of
financial transactd Qifectafhd fildnbia! GrBEeEREIn tMahve tibethaiaicont artyvine of
financial transaction be perforned,

accordance with the first prescribed protocol of the electronic message.

10 Preferably, the electronic message Includes the electronic messaging address of
the one party and either the electronic messaging address or the banking account
number of the other party.

There is disclosed a

system for i)erforming a financlal iransaction for a parly having an electronic
15 messaging facility, the party having an electronic messaging address and a

banking account number for a banking account with a financial institution,

whereby a financial transaction may be performed with the banking account, and

the financial institution having a banking server for effecting a financlal transaction

with the banking account, the system comprising:-

20 a ﬂnanci_al service provider server having message handling means for
serving an electronic message from a client of the party, the electronic
message being prepared in accordance with a first prescribed protocol and
including:

{) a predstermined electronic messaging address dedicated to the
25 performance of a particular type of financial transaction; and

(i arequest that the particular type of financial transaction be performed;



29 May 2006 -12 wherein the financial service provider server includes
nmessage handling neans to receive and decode said el ectronic nessage, and
transacting neans to request the banking server of the financial
institution of the party to effect the financial transaction%hﬂﬁﬁgﬁ@gdance
with the first prescribed protocol 5 of the el ectronic nessage on the
financial service provider server receiving said electronic nessage.
Preferably, the nessage handling neaps.is adapted to serve an el ectronic
nmessage to the client of the party in response to serving said electronic

message fro%gfég} 3"# Gﬁﬂ%?@él %{@cfi‘fr&ﬁdérosfen%oﬂﬁlﬁééé %s&%r haAdang! al

transacti on. era i'nanci a Service provi Server i ncl udes
a dat abase t Im&ansitokesceis candeHecndeosald alestonigi Mgsarger end trapsedibgd banki ng

account of t ' ' | Wal=~Ys | udes

aut henti cati E’S’aﬁ@g‘%}s{e“t‘@g"&% P@'ﬂ{“ﬁcﬁf‘é&ﬁyﬁ 8&%‘?’?@@1’“"@ ﬁog‘d%;;?t efore

i nvoki ng sai effectdhe finaricia ranssation inastedanseywith the Tirs pesoibedptetiordlg neans i s
adapted _to r S t t tQni ¢ nmessage
pr epar edr’ in 3’??@% é‘&ﬁ%@'%ﬁeﬁ%ﬁﬁ%‘ﬁéﬁ‘ SB gé’c%élrﬁgbdabo&%gg%f{?leﬁgw‘ﬁe

aut hent i cat i rsgidreleotrenicrmedssagss verifying neans to verify that the PIN
provided In the further electronic nessage is correct. Preferably, the

aut henticating neans Includes timng neans to time out a prescribed tine
period aft BreferebjMethel message pandling onsanseispadapiedh il Sehiedan j glegiienial 20

service proyj V&ifant | it financi al
transacti oﬁ‘\é}sgﬁégﬁg{%ﬁ{eﬂgﬁhgﬁﬁ iﬁgnl cﬂ%ﬁggsggﬁ@?'ng%eeg%ﬁggé by the party
wi thin safrdmphecliant efdhe pawfoperopsssingthe figandid rangaetiomg neans i ncl udes
supplying a different electronic nessaging address to the party fromthe

redeterm ned el ectraoni c_nessagi n 5 address, for e r to reply to in
gr der tH pPeRjprably, the @"W"l’?&ﬁ%’l"@g Pt ggygr@pp?uqsﬁ@fc@&%gpgﬁla% ﬁﬁ‘sﬁ‘@@s ggg
handl i ng nMepegoridflebskfngadardy tothe dadRny acabetof the parly.

The financial service provider server includes authenticating means to authenticate the

identity of the party before invoking said transacting means.

Preferably, the message handiing means is adapted to request a PIN from the
15 parly.in a further electronic message preparsd in accordance with a second

prescribed protocol, and the authenticating means includes verifying means to

verify that the PIN provided in the further electronic message is correct. ‘

Preferably, the authenticating means Includes timing means to time out a
prescribed time period after requesting the PIN'from the'party and said financlal

20 service provider server includes abandoning means to abandon the financial
transaction i said further electronic message is not provided by the party within
said presctibed time period.

The authenticating means inciudes supplying a different electronic
messaging address to the party from the predetermined electronic messaging
25 address for the party to reply to in order to progress the financlal transaction.

Preferably, the message handiing means includes a pseudo-random number
generating means to pseudo-randomly generate part of the different electronic



generating nmeans to pseudo-randomy generate part of the different

el ectronic -13 29 May 2006 nessagi ng address to ensure that it Is different
and not derivable fromthe predeternm ned el ectronic nmessagi ng address.
Preferably, the particular type of financial transaction invq%Mﬁg 3006
financial transaction between two sansparties each having e ectyoni ¢
nmessagi ng facilities, 5 whereby: (1) said electronic nessage is served by

ol et ron A beeaRE] HgBl B eSlm. Mk s, PPt Sl Bbr et b c o
t ransact i qretisterripedidiectiomc measaging adodssncl udes a request that the
particul ar type of financial 10 transaction be perfornmed with the other

~party; and (!1) the banking server of the financial institution of each
party is rraefessigd thby parictldri fygecioll fisericiic ransatiodeinveieeer finapdiflect t he
particul ar, financi gl transaction relative to the"part i cul ar rti¥, in

- accor dancdraRsasiamn Betweas; twa,said RariiRs earhhavieg eiRcieR|CHmeradind RCitifREssage.
15 FWefgrqﬁHd.byhe el ectroni c message includes the el ectronic nessaging
addr ess of tﬁe ‘one party and either the el ectronic nessaging address or

t he banki ng account nunber of the other party. Brief Description of the

Dr awi ngs The{j'?]gve%ib‘)@lewrbr’lic ﬂﬂ@%@%%érb@&%}f%ﬁﬁ%’ﬂﬁdé?%hﬁ@@ rdviGer

enbodi nment . description made wth'reference to the acconpanying
drawi ngs, wher ei nseweninos B ¢liend of cmenpariv ab b cltedicniy messaging regidress

2o 271 5 2 bi olkaBrshE e RGN i b ARGt Rop dsAE R e Y o
~of the parties aF_drtifeBeaﬁdi Acladies = ¢eyict PED thelglarieiiaretypeookfinbheiai

financial transaction 25 to be perforned,
10 transaction be performed with the other party; and

iy  the banking server of the financial institution of each party is requested
by said financial service provider server to effect the particular financial
transaction relative to the particular party in accordance with the first
prescribed protocol of said electronic message.

15 Preferably, the electronic message includes the electronic messaging address of
the one party and either the electronic messaging address or the banking account
number of the other party.

Brief Description of the Drawings

The invention will now be described by way of one specific embodiment, The
20 description is made with reference to the accompanying drawings, wherein:

Figure 1 is a schematic block diagram showing the general arrangement of the
components of the financial transaction system;

Figure 2 is a block diagram showing the basic configuration of the clients of the
parties and the financial service provider server to enable a financial transaction
25 to be performed;



29 May 2006 -14 Figure 3 is a schematic bl ock di agram show ng the basic
make up of a comrunication packet sent between a client and the server,
and vice versa; Figures 4A to 4F show the changes in the comunication
packet content according to the different protocols foll omedzg'l\r/lagao(%arrpl e
of a financial 5 transaction undertaken by the system wherein: Figure 4A
shows the packet for the text nessage inléccordance with the first
protocol sent by Client Alo the server; Figure 4B shows the packet for the
further textFigmss8g& ian sthematianbleck vwdiepranhesifowisg the obasicl makat uppyoft lze

server back to Ci.ent A' 10 Fiqure 4C shows t packet for. the other text
nmessage in QEWWHH%@W@WG?ﬁﬁ@&%WSﬁ@aﬁ]'ﬁwgéﬁp’%fr@%'@m’eﬁ%ack to
the server; Figure 4D shows the packet for the advisory text nessage in
accordance ith th ecqnd protocol sent .by. the server .fto L,ent B:. FEigure
AE shows thﬂ%@ﬁe@gfﬁ} Aﬁﬂesqo&zpltﬂ;,e (EANIER JE e Fﬂm%%'?a&'gﬁcga%ett hoOHEM he
first protoegko oy tifd | @fbreRt trotdepiss fslloied &N dari eg@antplel Fofs BoviRahdial
packet for the confirmation text nmessage in _ accordance with the third

pr ot ocol Seffansactiofeurdariakenthy beisyRiemMavii®ieBY the server to Cient B;
Figures 5A and 56 are flow charts showi ng the process followed in

perform ng an 20 authenticated financial transaction; and Figure 6 is a
fl ow chart showi friguraetfosbewsdhe glackeiclar ithe texdirmessagadn accacienos withineber

wi th the financi i [QVI Jinking it wwth the client
i denti fying nunb@ht%?é%cgé%tmg%@ gﬁéiﬁ%ﬁ%p%’ng Qut the Invention 29 My
2006

Figure 4B shows the packet for the further text message in accordance

with the first protocol sent by the server back to Client A;”

10 Figure 4C shows the packet for the other texi message in accordance with
the second protocol sent by Client A back to the server;

Figure 4D shows the packet for the advisory text message in accordance
with the second protocol sent by the server to Client B;

Figure 4E shows the packet for the reply text message in accordance with
15 the first protocol sent by Client B to the server; and

Figure 4F shows the packet for the confirmation text message in
accordance with the third prolocol sent by the server to Client A and by the
server to Client B;

Figures 5A and 5B are flow charts showing the process followed in performing an
20 authenticated financial transaction; and

Figure 8 is a flow chast showing the process followed in registering an account
number with the financial service provider server and linking it with the client
identifying number,



The enbodinent is directed towards an el ectronic systemconprising a client
server conputer systemfor performng financial transactions between a
plurality of parties using electronic nessaging and a net hod therefor In
the present 5 enbodi nent, the parties each have a wireless d

constitutes a client of the systen1anq each have account faC|I|I¥|es W th
one or nore banks or similar financial“institution. Accordingly, financial

transacti rf.or ronlc nmessagi ng in the form of
SMVB t ext %é%%ﬁggfﬂogﬁg\?\wﬁ%bﬁ%éﬂgw"f" t he drawi ngg, ?he system 11
generally conprises: 10 a financial service provider server, which

functi ons ver rality.of .clients 15, .ane cli.ent 15a
boing in_t e RonsiRlmesl Koarecld Bulid, 8’ aelic skaent ehgrihg € Ve of
nobi | e t el &phencomplitet BySstehe fir perfbaminanthakail &hﬁsé&i&ﬁ@@éﬂ"@ér}’ agsigeghat ed

with parties A and Bto a financial transaction; nobi | e
t el ephone HeP&BER lﬁn%aﬁ)ﬁ?@ﬂ'%éﬂ%ﬁﬁagmﬂsgﬁ@%gﬁ”%@qi Ith@’eé@' dﬁ th?hléfegﬁ@ type,

the netgor bE'&HéWt e |é§\é@6!fhé9é‘ ?lé%)d{aﬁcéé"?r:lnancréﬁs %té%]éﬁt %ﬁa and

15b are i n" comunil ca range t1or e ransac
an SMSC ( ShB systern andseaateha\’aa abomuntrfgcmiaes wn‘.h driecoCS\dre dianks lor Simflar 20

control li and, na I ng t eSMSco ni.cafions.wthin the GS etwork; a
conmuni cat'TEHCR H'Rsn[ggl"? t PESFHRgY; iy '?CH%' acggrﬁ,@,re 1@% ylh'éﬂ

server 21 diggtréHi¢ AvdsBEg ﬁﬁﬁﬁw&ﬁh'dﬂw.ﬁif@&ﬁﬁ@bé@@? so that the GSM network
in conjunction with the host server forma |arger conmunication 25

network; 29 May 2006 -16 account facilities 25 for each party are housed in

a parti cul g sWner:ghPﬁ opﬁfédrawg% BRNdyshon i p@nbRAly lcdfiprisky: 25a for

party A, and anot her “bank

10 = a financial service provider server, which functions as a host server 13;

« a plurality of clients 15, one client 15a being in the form of a PDA, and
another client 15b being in the form of a mobile telephone, which clients
16a and 15b are respectively associated with parties A and B to a financial
transaction;

15 * a (GSM mobile telephone network 17 having instant messaging facilities of
the SMS type, the network including GSM towers 18a and 18b {o which the
clients 15a and 15b are in communication range for effecting the financial
transaction; |

» an SMSC (SMS Centre) server 21 forming part of the GSM network 17 for
20 controlling and managing the SMS communications within the GSM
network;

¢ a communication link 23 interconnecting the host server 18 and the SMSC
server 21 for allowing communications therebetween so that the GSM
network.in conjunction with the host server form a larger communication

25 network;



housing the facility 25b for party B, each facility conprising one or nore
different account types 27, which are accessible via banking servers 29a 5
and 29b respectively associated with the banks; and (r) further

comuni cation |inks 31 between the host server 13 and the bankiyig zgﬁgvers
29, the further link 3la specifically connecting the host server 16

banki ng server 29a associated with the-B&k of party A and the further
link 31 b connecting the host server to the banking server 29b associ at ed

10 with the bankacebumiafdcyitiBs 26her @aehqiar@rarefhdrﬁhftiﬂﬁtaﬂ?ahi%um bagk Yikhe
nmessagi ng and the transferrr ng of instant nessages ween nmobile clients

and a host ser vd@, £ngnbapsbhogsingnibe Beily B6ANY rtﬂ?étysﬂbjaéétafaﬁth@héaﬁkesent

PCT] G0/ 00008, BT Schy 16086 2SR S0P RAMEE R A RERERBhe g ore

PCT/ SG00/ 00127 afifersnhaapeurd tReseB7, whishl areaacaessrbtmmammm sérvets B8at he
applicant is a lic Accordin sur s contained in these
applicattons ar &N %pgp%v&%ge%cﬁt%@wﬁ&t&e@ sal i ent feature of
each of the wireless cI i ents dr sclosed in the aforenentioned applications
and which is al drn Jpresent, enbg is th Q the
networ k i dent i f?ﬂ"ﬁ@e ‘@fm' ﬂﬁ‘fﬁqﬁﬂ%’f‘«%ﬁg??@ﬁh@eft’ﬁwﬁﬁﬂé?%%éaéﬁr‘%m to
the wireless coppulsd,itRe fﬁﬂr&é»orrkk m% teaméarryaé&aﬁéaﬁnéﬁﬁé%bea@%?t@u"ber
of the client in the GSM nobil e tel ephone networ K -~as the client

i denti fyi ng nuniiee bapng)sanes R9aasseeiatess with élnefbantwf party Adend theyfurgrer he

appiicati ons, ¢ AEKCHR ARG e hobt 38ebsb Bt BEnidPisafd ECERPEAE”

t he SMB@)server vﬂmmybmapéﬁgh&at ed channel, such as a leased line, or a
general - purpose channel, such as via the Internet. Wth respect to the
account facilities 25 associated with each client, in the present

enbodi ment , THeheparationngf Gﬁpksreﬁr?onkerusidgsSMmen@ssaghrgeamrtB@m@lnsmmglrdfs 33,
SUCh as 2 JRlbh Heedhles BLL ARERL tertahrd's rdsk Sohbr Yo 5L S the '
type being the subject of the present embodiment has been described in
internationa!l  patent  applications  PCT/SG00/00068, PCT/SG00/00069,
15 PCT/SG00/00070, PCT/SG00/00092, PCT/SG00/00127 and Singapore Patent
Application 200007381-7 of which the applicant is a licensee. Accordingly, the
disclosures contained in these applications are incorporated herein by reference.

A salient feature of each of the wireless clients disclosed in the aforementioned
applications and which is also adopted in the present embodiment is the use of
20 the network identifying number, for uniquely identifying the wireless client to the
wireless communication network - in this case the GSM telephone number of the
client in the GSM mobile telephone network 17 - as the client identifying number
(CIN) used by the host server 13 for identifying the client within its own database.

As also indicated in the aforemeniioned applications, the communication fink 23
25 between the host server 13 and the SMSC server 21 may be a dedicated channel,
such as a leased line, or a general-purpose channel, such as via the Internet.

With respect to the account facilities 25 associated with each client, in the present
embodiment, the account types 27 comprise one or more personal accounts 33,
such as a debit-credit savings account 33a and a debit-credit current or cash



-17 account 33b, and a host account 35 belong to the financial service

provider that hosts the host server 13. The host account 35 is comon to
all of the parties that are custoners of a particular bank, whereby each
bank having a customer that is a party associated with a cl i%afPO% e
system al so has a common host account.,_ 5 The reason for this w econe
apparent |later. The personal accounts 3% of a party associated with each

client 15 are identified by a client account nunber (CAN), which needs to
be regi st eReaPURt BAD: Aad FoReSt anspyrlr 39 Belopg de il figayciak sesvine provdenibat 13

uses {he GALL GnAREESSrAR SRR acBfUBNS il f H76F e WAihs thr

conmuni cat I Ng~ W a Correspondi ng banki ng server
appr opr i at aref gustdraers ok patticulan bankewhereby ebbie hank dbeing « bustomenthadiparty

desiring to access _an. accqunt facilit Lth_the bank, it i ustomary for
the party ook roatRRl G sl oL e rsth sE Siedh Eombon, est BERRI
suppl y Bhi Sh&tdhsonder this will idtohlteagimirentdatet.ne party and the CAN, before
access to the account will be allowed. In the present 15 enbodinent, a

simlar authentication procedure with clients of parties is also required

by the hosthe pekdhal dcRirds 83idf d SardPhesdoit@s Atk edcheliafC Py ate Idehtifidd y 1 n
response to a request by a client of a party in order to effect a financial

transact i oby asglisoit cosgut nember (CANht wiaich tneedr detbes tegigeradswite doe hest t o

ot ar meReeOys RRESoRbRe Aprt g, 1§ eet M Cifed'30esP T Byporar
aut hent i. caaecountd 83 of avparty whet cometdmsating withr aceaespomingsdrikirgy sdreer

transacgiion is allowed to he undertaken. In order to provide for financial
transagbi 2%1 &&@Prpﬁﬂa@ﬁpgﬁéfnkﬁﬁe host server 13 is specially

configured to incorporate various processes for registering the clients
and perforpmng, the transaction,. ho in Figure 2 of the drawin 25
These. pr ocBbSget fna HiHTEAR. 8 Slig o dPth Fome TR0 aooras ege RURIeH s 7 o
regi st eri ngitHea8 Shakk, Ne® %h&@ma?@,foﬁﬂh@falﬂ?ﬂfol R A0PIR AMMIcH! isastdreny | cat or
39, a transacting neans or transactor 41 and a transaction abandoni'ng
means or recorded with the bank, and supply this PIN together with the name of the party
and the CAN, before access to the account will be aliowed. In the present
15 embodiment, a similar authentication procedure with clients of parties is also
required by the hast server 13 before it is able to access the account facility in
response to a request by a client of a party in order to effect a financial
transaction. Accordingly, each client of the host server is required to have a PIN
registered by way of the client with the host server. In a similar manner to the
20 bank, the host uses the PIN to correctly authenticate a client wishing to perform a

transaction, before the transaction is allowed to be undertaken.

th order to provide for financial transactions between two clients, the host server
13 is specially configured to incomporate various processes for registering the
clien{s and performing the transaction. As shown in Figure 2 of the drawings,
25 these processes include a message handiing means or message handler 37, a
registering means or registrar 38, an authenticating means or authenticator 39, a
transacting means or transactor 41 and a transaction abandoning means or
abandonor 43, These processes variously communicate with a client database 45
that lists the CIN, PIN and CAN against each party having a client registered on
30 the database so that the host server may perform a financial transaction therefor,



abandonor 43. These processes variously comunicate with a client database
45 that lists the CIN, PIN and CAN agai nst each party having a client

regi stered on 30 the database so that the host server may performa
financial transaction therefor. 29 May 2006 -18 The client dajﬁggfgog@ is a
rel ati onal database, which allows for the account facilities o e party
to be selected, either by nom nating thé® GSM nobil e tel ephone nunber of
the party, or alternatively the CAN or a personal banking account nunber

of the paril\€i gliemhidatakasendduis & ralptonal datahaseahieh alows sopithdyBegsewd t o

wtn presolt WBER P He B SR iies) SFath) (RREnd e REREHGRR"
parti cul ar tslbplesties numbas P e wot aitpregioslytthd GANvVEr a personat daskingnd
interact with the authenticator 39 and client database 45 to veryify the

i dentity oRCERAMAWMBEIO! the garuff thig if S3oWn-ansaction, all according to a

prescribed 10 nessage handl er control algorithm The nessage handler 37 is

al so programmed to interact with the re_(%i strar 38 to effect reqistration
[

of partifes TRaVNAgEage: Randier §F sHTAgramamad e receiveiext Basseeas FPm\AIARE By the
host servelnd 8f sbigr His"ANGeRrdark® Wn@?r@é&ﬁﬂe@eélién? ﬁ?@b&@lg%éﬂngﬁé‘%ﬁ'
transacti ons between various parties. e nessage handler 37 al So includes
a pseudo- r seddtexumessages)éo particylar] sliemis s asconsanoe ovitha peeseribediserver

o th o pr cdtotonts BBl SRR Fthsiigh Gl Y ARt hiPety 48 S YRIERS®:
then used le ideptifessipespdrassiices pastidune trdrRabion, @l &ABFdISE 1o AQresdribeiost

server 13 in the conpiling of text nmessages sent to clients in accordance

mp . !
with t H pmessagsdandler genirplaigedtbm. The massagesaierninig also Bregamed

I ncl udes a,tim Feahod : r tAl

peri od. Th(dg,CB r%'g?seg%cée%@gm?erreb*sggéraf)bgFéa%tmég{]?écg%nvonea'{ ﬁéﬁﬁ%&%\ﬁﬁ’%éﬁhgﬁtg waf t
for recei pwisting dpl ytilisexthe nsereiage provided By the: Hosl séiver t18i of theefoandiald
time peri od ARG $Rlidef 1 bbRoltfindRES erkabid UetwBER YLASH AARLE

The message handler 37 also includes a pseudo-random number generating

15 means or pseudo-random number generator 46 for randomly generating a “reply
to” address in accordance with & prescribed protocol. The randomly generated
“reply to" address is then used by the message handler as the “reply to” address
for the host server 13 in the compiling of text messages sent to clients in
accordance with the prescribed server protocol.

20 The message handler 37 also includes a timing means or timer 48 1o count down
a prescribed time period. The message handler is programmed to invoke the timer
48 and wait for receipt of reply text messages from clients within this prescribed
time period and verify PINs for specific clients provided therein.

The authenticator 39 is programmed to authenticate a particular transaction being
25 undertaken at a particular point in time after the message handler 37 has verified

the identity of the parties to the transaction to @ prescribed level of security, in

accordance with a prescribed authentication control algorithm. Thus the

authenticator 38 functions in conjunction with the message handler 37 1o

determine when a particular transaction beiween two parties has been
30 authenticated sufficiently to be transacted.



The authenticator 39 is progranmed to authenticate a particular transaction
being 25 undertaken at a particular point in tinme after the nessage

handl er 37 has verified the identity of the parties to the transaction to a
prescribed |evel of security, in accordance with a prescribeg i, 2006

aut henti cation control algorithm Thus_l’lgg aut henticator 39 tfunctions in
conjunction with the nessage handler 37'Yo determ ne when a particul ar
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verified the pRamsdentih d deRAgBShAMMer 37 to determine if the prescribed time

period counted down by the timer 48 elapses without a requisite response being

15 received by either party at the requisite address during the authentication process,

after a party has been prompted to provide such a response. It also operates in

conjunction with the message handier 37 {o determine whether aPIN supplied by

a party is verfied by the message handler to be correct. If either the prescribed

time period elapses or a PIN is not verified the abandonor 43 abandons the

20 fransaction by instructing the message handler 37 to send appropriaie text

messages o the relevant parties notifying them of the abandonment of the

transaction and ierminating further operation of the transaction process being
undertaken by the message handier.

The client 15, on the other hand, is configured 1o incorporate a messaging means

25 or messager 47. The messager 47 is a standard text messager for compiling and
sending an SMS message packet 48 {o an intended recipient as shown in Figure
3 of the drawings that is transmitted to and handled by the SMSC server 21 for
delivery to the recipient.

As described in the co-pending applications of the applicant, the message packet
30 49 includes a message portion 51, an intended recipient address portion 53, a
sender's address portion 55 and an SMSC server address portion 57,



20 transaction by instructing the nessage handler 37 to send appropriate
text nessages to the relevant parties notifying them of the abandonnent of
the transaction and term nating further operation of the transaction
process being undertaken by the nessage handier. The client 5b5/.,0B0bdhe

ot her hand, is configured to incorporate @ messagi ng nmeans 25 or” nessager
47. The nessager 47 is a standard text e Sager for conpiling and sendi ng
an SM5 nessage packet 49 to an intended recipient as shown in Figure 3 of
t he drawi ngdntthetCase afiperfarminga fingngisl transaction bstwers twsmaries Wsingther or
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conpiled by a client using the nessager 47 according to different

prescri bed ¢lifferant pmsgtlbeglxwaf pothsols: to commumicsse avith the clientsdst okthever
13. Simlar leé{f;éshe message 5 handler 37 also needs to be able to conpile

nmessage pac iI'n accordance with different prescribed server protocols
to coomunicate with the clients 1.5 of the parties. As the comunication

cerver 13, 4 s SETMIGHEAG? RS R RBYES et ioicRiinlt bebied  dhe ST
the host sewesrert2l andthd Hosiosdrer TVRE aetasercotibds UsbE it ausssages@ent o be
sent to the host server, for receipt and actlonlgﬁ§ as opposed,to bein
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at, in add Tyl ng that the

dual function 1n't tron to sign
sent as an SMS message directly to a client of the GSM telephone network,

without the involvement of the host server.

This access code performs a dual function in that, in addtion to signifying that the

15 text message needs to be sent to the host server 18, it also indicates to the host
server 13, the nature of the transaction being performed. in the case of the
present embodiment, it signifies that not only a financial transaction is desired to
be performed, bﬁt also the nature of the transaction, for example whether the
transaction is an account balance query, or & payment to be made from the

20 instigating party to an intended recipient party using the clients thereof, or a
payment to be made to the instigating party from an intended recipient party. Thus
different access codes recorded with the SMSC server 21 are used to signify
different types of transactions to be performed.

As described in the applicant's co-pending applications, the power of such an
25 arrangement allows a party of a client 15a compifing a text message for the
purposes of undertaking a financial transaction to simply enter:

+ the access code peraining o the nature of the transaction desired to be
performed and the GSM telephone number of the other parly o the
transaction, if the transaction is to be a party-lo-party transaction as the

30 intended recipient's address 53; and '



15 text message needs to be sent to the host server 13, it also indicates
to the host server 13, the nature of the transaction being perforned. In
the case of the present enbodinment, it signifies that not only a financi al
transaction Is desired to be performed, but also the nature ﬁghﬁ§‘006
transaction, for exanple whether the transaction is an account bal ance
query, or a paynent to be nade fromthe ™20 instigating party to an |Intended
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nunber of the other party to the transaction, if the transaction is to be
a party-to-party transaction as the 30 intended recipient's address 53;

and -21 S29Thesa finasciak rnsaatiemis widertaken by dkaieliants 15 andihe hostaeseeit 1%n i s
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resul t ant nﬁggg%qﬂﬁ@#_ets 59 are sent froma client to the host server 15,

then fromthé host server to a client, and so on, until the financi al
transaction is conpleted, as shown in Figures 4A to 4F. 10 Now descri bi ng

the preg¢psenprfeRshbihg!the pRstidepReEsSidibRedan beAsMShgla firfahbrAfrhhSdbtion,
reference is made to Figures 4A to 4F and Figures 5A and 5B, and a specific
example of a party-to-party transaction between Party A and Party B.

The transaction commences at step 59 with Party A compiling a text message
with client 15a (Client A) in accordance with a first prescribed client protocol and

15 sending it as an SMS message: represented by the message packet 61 in Figure
4A to the host server 13, This entire process is represented by the step 63 shown
in Figure 5A.

In the particular example shown, a payment is made from Party A to Pariy B,
whereby Party A enters the text "PHP500" info the message portion 51 to
20 represent that an amount of 500 Philippine Pesos is 10 be fransacted. Party A
enters the access code “081" foliowed by the GSM telephone number
"639175551234” of Party B for the intended recipient's address, which will be
Idcated in the address portion 53 of the message packet. The particular access
code is that provided for making a withdrawal of an amount from one of Party A's
25 personal accounts 33 and depositing this amount into one of Party B's personal
accounts 33. ’

On sending the message, the messager 47 of Client A automatically enters the
sender's GSM telephone number into the sender's address portion &5 of the



reference is nmade to Figures 4A to 4F and Figures 5A and 5B, and a specific
exanple of a party-to-party transaction between Party A and Party B. The
transacti on commences at step 59 with Party A conpiling a text rressage
with client 15a (Client A) in accordance with a first prescrl%qqng

protocol and 15 sending it as an SM5 rres%gge represented by t ssage
packet 61 in Figure 4A to the host servé*"13. This entire process is
represented by the step 63 shown in Figure 5A. In the particul ar exanple
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access code pdriian S?pWhmﬁmdtthtdsen@Mmﬁb@hmeimma" 639175551234 of
Party B for the intended recipient's address, which will be located in the
address portion 53 of the nessage packet. The particul ar access code is
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address portion 55 of the May 2006 -22 nessage packet 61, which in the

present exanpl e |s "+639185556666", and the GSMtel ephone nunber of the
SMBC server 2ihd @ Eaﬁ&q @t%vo@ﬁf&fr?o’itgnmEQhéws%sﬂaeﬁac{(ég@h@ thes ent
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the access CSC,)&SC server 21 is notified of this and continues to poll the host server until it is

not busy, as represented by step 68.

On the host server 13 receiving this message packet, the message handler 37
thereof processes its contents logically, and on decoding same, compiles a further

15 text message to the sender client in accordance with a first prescribed server
profocol, as shown gt step 71. This further text message is sent in the form of a
reply SMS message packet 73 back to Client A, as shown in Figure 4B.

" The first server protocol involves the mes'sage handler 37 entering:

s a confirmation of the request fo go in the message portion 51 of the
20 message packet 73,

» a request for the PIN of Client A also to go in the message portion 51, and

« a “reply to" address that is different to the previous address of the host
server to which the sender client A sent the originating text message to go
in the sender's address portion 55 of the message packet.



I medi atel y sends the nessage packet to the host server 13 via the 10
comuni cation link 23, as shown in step 67. If the host server 13 is busy,
then the SMSC server 21 is notified of this and continues to poll the host
server until it is not busy, as represented by step 69, On thehoshoserver
13 receiving this nessage packet, the nessage handier 37 thereof” processes
its contents logically, and' on decodiru?agane, conplies a further 15 text
message to the sender client in accordance with a first prescribed server
protocol , R R @ipsent exesmlg,theTeerdirmationandt @ﬂuea@ﬁsdﬂér message that ishe

formof a e jent s,shown.i.n Figure
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confirmati euithofout IR#NT.equest to go in the nessage portion 51 of the 20
nmessage packet 73, a request for the PIN of Client A also to go in the
nmessage portion 51, and a "reply to" address that is different to the
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A pseudo-random number can be used in this manner, as the host server 13 has
already been provided with the CIN of Party B in the originating SMS message
packet 81 (by virtue of the GSM telephone number of Party B that is-appended to

15 the access code). Thus, as the SMSC server 21 is only concerned with decoding
the access code for the purposes of directing SMS message packets sent by
clients intended for the host server 13 (in the present example the access code
constituting only the first three digits of the intended receiver's address), the
remaining portion of the intended receiver's address following the access code is

20 effectively redundant. The present arrangement takes advantage of this
redundancy to improve the security of the transaction by appending a pseudo-
random number 1o the access code and thué creating a “reply to" address for the
further text message that will be different for each transaction and which is not
discernable from the original address of the host server,

25 On completing the compilation of the further text message, the message handler
37 sends it as the SMS message packet 73 to the SMSC server 21 along the
communication link 23 for subsequent transmission by the SMSC server to Client
A, as shown in step 77. Simultaneously, the message handler 37 invokes the
timer 48 to commence fiming the further time period, in the present example 30

30 seconds, during which time it walts for a reply from Client A.



address portion 55 as shown at step 75. A pseudo-random nunber can be used
in this manner, as the host server 13 has already been provided wth the
CIN of Party B in the originating SM5 nessage packet 61 (by virtue of the
GSM t el ephone nunber of Party B that is appended to 15 the ACLATTy Gaeke) -
Thus, as the SMSC server 21 is only concerned with decoding the Access
code for the purposes of directing SM5 né?sage packets sent by clients
intended for the host server 13 (in the present exanple the access code
constit uti ndf Hsl SMECEseves 1 tlmbw,dh@ the tufst sbver A8 dhdétifiedears santinges to

addr ess), the | IV addr ess
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original address of the host server. 25 On conpletlng t he conpilation of

the further text nessage, the nessage handler 37 sends it as the SMS
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for subsequent transm ssion té@éhe SMSC server to Client. A .as shown in

step 77. Si fICWaHR6SEPBS, eR ther serds haRYiemessagn narket Tl Clignitde. 48 to

commence timng the further tinme period, in the present exanple 30 30
seconds, during which tine it waits for a'rep Idg fromdient AL 29 May 2006
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continues t rzqu by.
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packet 73 f fient folfeaidwst server and transmts it to dient A as shown by
step 81. 5 If Cient Ais not ready, then the SMSC server 21 polls Cient A
until it is ready as shown by step 83, and then sends the SM5 nessage

packet 7 t ¢n @rdemito respond to the further text message, Party A simply has to invoke the
“reply to” facility on Client A, which is standard for SMS messaging systems, and
compile another text message in accordance with a second prescribed client
protocol simply comprising entering of the party's PIN, Once this is compiled and
sent, as shown by step 85, the message packet 87 is autamatnca!ly created by the
15 messager 47 with the “reply to” address incorporating thegpseudo -random number
as provided in the further text message received from tha:_‘host server inserted into
the intended recipient’s address portion 53. "

In the present example, the number “01925381274" will be inserted into the
intended recipient’s address portion §3, the number "+631975551234" inserted

20 into the sender’s address portion 55 and the number “+639112345678" inserted
into the SMSC address portion 57.

The messager 47 may be further prompted by the further text message to cause a
series. of default characters such as "# # # # # #" 1o a}:)pear when the PIN is
gntered so as to provide further security to Client A.

25 As previously mentioned, the message handler 37 invokes the timer 48 to count
down the requisite 30 second time period, which is represented by step 87. If the
message handler does not receive a reply from Client A, and importantly does not



On receiving the further text nessage, Cient A notifies Party A and on
request, displays the nessage portion 51 of the further text nessage on
the display of -the <client to Party A. 10 In order to respond to the
further text message, Party A sinply has to invoke the "reply Qv 26?6ci lity
on Client A which is standard for SM !-Dn]assagi ng systens, an conpile

anot her text nessage in accordance with a second prescribed client
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If the PIN is verified to be correct, the message handler 37 proceeds to check that
the “reply to” address has correctly specified the pseudo-randomly generated
number that was appended to the access code, as shown at step 983. It should be
15 appreciated that the host server 13 may still receive a reply from Client A by virtue
of the correct access code being entered in the “reply 10" address, but a different
number could be appended to the access code from the randomly generated
number seiected by the random number generator 46. In such an instance, the
message handler 37 is programmed {0 not accept that a reply has occurred and
20 invoke the abandonor 43 to abandon the transaction as shown by step 88.

Such an arrangement overcomes a problem that would arise if the “reply to”
address was kept the same as the host server's address in the originating text
message, whereby the address could be spoofed by an unauthorised user of the
client device.

25 Inthe event of the transaction being abandoned either by virtue of: a response not
being received from Client A within the required time, the PIN specified in the
response from Client A not being verified as cotrect, or the “reply to” address not

" being correctly specified; the abandoner 43 causes the message handier 37 to
compite an abandonment text message notifying Client A that the fransaction has



verify the PIN provided in the nessage portion of the received other text
nmessage, as shown at step 91. In order to verify the PIN, the nessage
handl er 37 accesses the client database 45 and conpares the received PIN
against the PINthat is entered for Client Ain 10 the client%ﬂﬁgﬁggﬁg.lf
the PIN is incorrect, the abandonor 43 is invoked to abandon the
transaction, as shown at step 89. If trBOPINis verified to be correct, the
nmessage handl er 37 proceeds to check that the "reply to" address has
correct!|y bepatiebasdondd fgrswhidh-evandeadon gausadathedabanddonenent has shawnagtpended
to the aCC@%@é&Pde’ as shown at step 93. It should be 15 appreciated that
the host s *13 may still receive a reply fromddient A by virtue of
the correct access code being entered in the "reply to" address, but a
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account, or involves an amount below & I%:reasr:'ribf-zd threshold value, or is with a
party having a prescribed payment status, or for some other reason is of a type
not requiring authentication of the other party (Party B in this example), the
authenitcator 39 is programmed to be satisfied that authentication of Party A soley

15 is sufficient to authenticate the transaction. In this event, the authenticator 39
validates the transaction and invokes the transactor 41 to actually effect the
transaction as shown at step 101 between the parties using the account facilities

25 established at the relevant banks of the parties.

If on the other hand the transaction requires a higher level of security involving

20 authentication of Party B, for example if payment was being sort by Parly A to be
made from Party B to itself, or if an amount exceeding a prescribed threshold was
involved etc, then a process requiring authentication of Party B would be
undertaken before the transaction would be authenticated to proceed.

In such eventualiity, the message hand[ér is invoked to follow a similar
25 authentication process as it pursued with Party A, but this time with the client

device 15b (Client B) of Party B. Moreover, it compiles an advisory texi message

in accordance with a second prescribed server protocol, as shown at step 108.

This advisory text message is sent in the fomn of an SMS message packet 105 1o

Client B. This second prescribed server protocol involves the message handier 37
30 entering:



After the nessage handler 37 sends this nessage to Client A fromthe host
server 13, the transaction process being undertaken by the host server is
termnated and 5 no further action is taken as shown at step 97. If the
response fromdCient A satisfies these three conditions, nanekﬁm wagthe
reply is received wi thin 30 seconds, correct PINis speC|f| and t he
correct "reply to" address is specifi“d; then depending upon the |evel of
security reqU|red by the authenticator 39 for the particular type of
transaction,® o#tagyice Wesehing the ansgetion d@igo 43 thanm@asage pordipn $J.ofithe t he

transaction |smé§§é%é§%a%eq§5a bal ance of an account, or involves an

anount bel ow a pre r'eshold value, or is with a party having a
prescri bed paynent status, or for sone other reason is of a type not
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A soley 15 is sufficient to authenticate the transaction. In this event,
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partieg using thBenés@edackeci lities 25 established at the rel evant banks
of the parties. If on the other hand the transaction requires a higher
| evel of security involving 20 authentication of Party B, for exanple if
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as it pursued with Party A but this time with the client device 15b
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accordance mn prescri rver proto own a ste 103
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the present embodiment, a pseudo-random number is generated and appended
to the access code as shown by step 107. In the present example, the access
code is “091" and the pseudo-random number is “63429481".

15 Once the message handler 37 has finished compiling the advisory text message,
it then sends the advisory SMS message packet 105 to the SMSC server 21 via
the communication link 23, as shown by step 108. Simulianeously, the message
handler invokes the timer 48, times the further time period of 30 seconds and
waits for a reply from Client B.

20 A similar process flow to that involved with sending the reply SMS message
packet 73 to Client A via the SMSC server 21 then ensues with sending the
advisory SMS message packet 105 fo Client B via the SMSC server, Moreover,
the step of checking whether the SMSC server is busy and polling it if it is, is
undertaken at step 111. Obviously if polling is required to be performed, the count

25 down time 48 is reset each time to ensure that the further time period only
commences from when the SMSC server 21 is able to receive the message
packet and transmit it via the GSM mobile telephone network 17 at step 113.
Similarly, the SMSC server checks to see if Client B is ready to receive the



29 May 2006 -27 an advice describing the transaction to go in the nessage
portion 51 of the nessage packet 105; a request for the PIN of Client B
also to go in the nmessage portion 51; and a prescribed "reply to" address
to go in the sender's address portion 55 of 5 the nessage paghggy hi t he
present exanple, the advice and PIN request nessage that is entereé reads
"Party A wants to send you P500. Wul d3Bu like to accept it? Reply with
your PIN, then "+CURRENT", "+SAVINGS', "+PAYSETTER', or "+REJECT".". The

prescri becadvistpy ymbsSagri gasitst fostpi B1SS gdile infciess noddeady HAd ventugy of
10 digits that may either be generated using the pseudo-random nunber
gener at or SEhd§theangssage whanibifdeadyunber, dependi ng upon the |evel of
security required. In the present enbodi nent, a pseudo-random nunber is
generated and appended to the access code as shown by step 107. In the

present exanpeecivingdhg @slvisory taxd massageddliery BinetfiesfRattB-andrivraauesber i s
" 63429481 Y i it
advi sory 1y S8 T Aol RN T Miah actibdh Tout riegsRB MR ishiEy e,

to the SV3festiendo PdtwBa the communication |ink 23, as shown by step 109.
Si nul t aneously, the nessage handler invokes the tiner 48, tinmes the

further time period of 30 seconds and waits for a reply fromCient B. 20
A sinilar lprociesdofreapond tb the advisary dektwrebsags) dfanty BheimpiplinvoksS thessage

acket 73 to Cient A via_the SMSC server 21 the nsues wW.th sending the
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CURRENT, or the common account 35 - or whether the transaction is to be
rejected.

Once this is compiled and sent, as shown by step 117, the reply SMS message
packet 119 is automatically created by the messager 47 with the “reply to"

15 address incorporating the pseudo-random number as provided in the advisory text
message inserted into the intended recipient's address portion 53.

In the present example, the number "019639163429481" is inserted info the
intended recipient's address portion 53 {(Access code + pseudo-random number},
the number “+639175551234” is inserted into the sender’s address portion (Party

20 B's GSM telephone number) and the number “+638112348678" is inserted into
the SMSC server address pottion 57 (the GSM telephone number of the SMSC
server 21).

As shown in Figure 5B, the message handler 37 undergoes similar processes to
those undertaken when receiving the reply SMS message packet 87 from Client
25 A, with respect to receiving the reply SMS message packet 118 from Client B.
Moreover, the 30 second time out process for receiving the reply SMS message
packet 87 is performed as shown by step 121, followed by verfiying the correct
PIN at step 123, and then checking the correct "reply-to” address at step 125, to
achieve authentication of Client B by the authenticaior 32 and subsegquent



packet and transmt it via the GSM nobil e tel ephone network 17 at step 113.
Simlarly, the SMSC server checks to see if Cient Bis ready to receive
the 29 May 2006 -28 advisory nmessage packet at step 115, polls it if it is
not ready and eventually sends the nessage when it is ready. Sﬁﬁa§§§&;V|ng
the advisory text nessage, Cient B ngﬁ%fles Party B and on request,

di spl ays the nessage portlon 51 of the* advi sory text nessage on the display
of 5 the client to Party In order to respond to the advisory text
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paynent should be nad - either a personal account 33 such as SAVI NGS or
CURRENT, or the common account 35 - or whether the transaction is to be
rej ect ed. iothe case ©f itke @ﬁamsltmingaramm@ﬁcatedstfwhwmemjcMre@ﬁ ivpkestberepl y
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reci pient's address portion 53. In the present exanple, the nunber

"019639163429481" is inserted into the intended recipient's address

portion SYVif\eegst &6 PRrfechEE Hild abard eanBacter betwebhahBuWeeparties after
"+639175551234" is inserted 1nto the sender's address portion (Party 20 B's
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87 from OMD%%ver the transaction can proceed as a iransfer between internal accounts
from each individual bank’'s perspective, ie as a transfer between a transacting
party’s personal account and the common account 35 of the financial service
provider at the same bank, and not as an external fransfer between the respective
15 parties’ personal accounts heid at different banks. Thus any party-to-party
financial transaction would proceed on the basis of a credit to the financial service
provider's commaon account at the bank of the party making the payment, Party A
in the present example, and and a debit to the financial service provider's

common account at the bank of the other party receiving the payment, Party B.

20 Consequently, the transaction can occur immediately in real time, without having
to wait for the respective banks of the parties to process an interbank transaction,
which normally takes several days.

The transactor 41, in communicating with the bank servers 29 to perfect the
transaction in accordance with the presctibed transaction control algorithm after

25 Client A, and Client B where appropriate, has been authenticated, initially
provides the bank server 29a associated with the bank of Party A with:

¢ the CAN of Party A,



25 A, wth respect to receiving the reply SM5 nessage packet 119 from
Client B. Mreover, the 30 second tine out process for receiving the reply
SM5 nessage packet 87 is performed as shown by step 121, foll owed by
verfiying the correct PIN at step 123, and then checking the %§§666
"reply-to" address at step 125, to achieve authentication of I'ent B by
the authenticator 39 and subsequent 2930y 2006 -29 invoking of the
transactor 41, as shown at step 127; or alternatively abandonnent of the

transaction on fhai hatuge tob the higieaction, veiig aadatshfromstheheanichiar Heesoda9,
wher eupon the transaction is termnated. In the case of the clients being
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transacti on bet s&res bamk, andd parties after authentication, it should be
appreciated that the facility of providing a conmon account 35 at each
bank of a party provides great advantage in being able to 10 expedite a
transacsi on teshathe armolintast the traasadtien, bet ween two or nore banks. . Mreover,
the transaction can proceed as a transfer between internal accounts from
each individual bank's perspective, Is as a transfer between a transacting

part _y'ds peAsmlngaqdhgnﬂrarwm:tdrhe? @ooessas she alieht laatamse]t% t% mabriei/elti‘lﬁer vi ce
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t ransact i ogffe@ts tios gansfentetheadadhivioh Bct®alt 360 me, without having to wait for
the respective banks of the parties to process an interbank transaction,

The bank server 29a then communicates with the host server 13 affirming that
the first stage of the transaction with the bank of Party A has been effected.

If, on the other hand, the bank server 29a establishes that there are insufficient

15 f{unds in the account 33a to enable the transaction to proceed, the bank server
communicates with the host server 13 informing it of such, whereupon the
transactor 41 invokes the abandoner 43 to abandon and terminate the
transaction in the manner previously described.

After the bank server 29a aifirms that the first stage of the transaction has been
20 effected, the transactor 41 then communicates with the bank server 28b
associated with the bank of Party B and provides the bank server 29b with:

o the CAN of Party B,

» the nature of the transaction, being a credit to the particular personal

account, say account 33b, corresponding to the CAN of Party B, and a

25 debit from the common account 35 of the financial service provider with
the same bank, and



which normal |y takes several days. The transactor 41, in, comunicating
with the bank servers 29 to perfect the transaction in accordance with the
prescri bed transaction control algorithmafter 25 Client A, and Client B
where appropriate, has been authenticated, initially provideg nggg@k
server 29a associated with the bank of.:ﬁarty Awth: the CAN 1}4 arty A,
29 May 2006 -30 the nature of the transaction, being a debit fromthe

particular pefs é nt, say _,account 33a, corresponding to the CAN of
Party A, and a %Ié? g Tthﬁéra&& "account 35 of the financial service
provider with the sane bank and 5 the anmpbunt of the transaction.

Accordi ngly, the tra act accesses the cljent databas to retrieve
the " CAN olObaPegPtSLtEs gt e, Banic.e8ner 2sbopredeei pun R BadBre. ¢ he
transactionrantsférmemmmeﬂ%@amsaﬁ@gy@un%?a t hen checks the bal ance of the
account 33a corresponding to the CAN with the specified anobunt of the

transaction, and If 10 sufficient funds are available in the account to

enabl e t he Theapadc bbver 2Banhes wﬁamuﬁéétégt\ﬁtﬁ the hoRsEresr 1@ affiirf? fRERN
account 35. The bank server. 29a then comunicates with the host server 13

affirni By theasecanikstage of the apsastion withihe aslcof BartyBihastheenafieetast. Party A
has been effected. I.f, on the other hand, the bank server 29a establi shes
that there are insuffici ent 15 funds in the account 33a to enable the
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10 confirmation text message is sent in the form of confirmation SMS message
packets, one 133a to Client A and another 133b to Client B, as shown in Figure
4F.

The third server protocol simply involves the message handler 37 entering a
confirmation of the effected transaction relative to the particular client in the
15 message portions 51 of the message packets 133a and 133b.

In the present example, the confirmation message that is entered reads for Client
A: "P500 has been withdrawn from your savings account.”; and for Client B:
“P500 has been transferred to your savings account.”.

The remaining portions of the message packets 133 are eniered with the
20 appropriate address information for sending the same to the appropriate client, as
shown.

With respect to registering a user with the host server 13 for the first time, an
important aspect of the present embodiment is linking the GSM telephone
number of a party wishing to utilise the services of the financial service provider
25 with the CAN for the account faciliiies 33 of the party in real time. Once finked,
financial transactions can be undertaken directly and simply between the client of
one party registered with the host server and the client of another party registered



associated wth the bank of Party B and provi des the bank server 29b wth:
the CAN of Party B, the nature of the transaction, being a credit to the
particul ar personal account, say account 33b, corresponding to the CAN of
Party B, and a 25 debit fromthe conmmon account 35 of the finangi,abogervice
provider with the sanme bank, and -31 C the amount of the transaction. 29
May 2006 On receipt of this informati o32the bank server 29b proceeds wth
effecting the transfer between the rel evant bank accounts. The bank server
29a then caovithuttiec hosissaiveh using brigttheemubile tdeptidna nunpetdiat citliert partgecond

t f the,t t ith the bank, of P has b ffected, On
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shown i n Fidiplirey pdibosdd evhiehirequist.ver protocol sinply involves the nessage

handl er 37 entering a confirmation of the effected transaction relative to
the particular client in the 15 nessage portions 51 of the nessage packets

133a and 133 linking wetneencthie ©SMThebid telepiidtie MUMibed Nante SRR TTAR NG ai S
entered reads for "P500 has been wi thdrawn from your savings

Client A ;
account."; péﬁtélc@‘bpe@cﬁ@‘{?dﬁ numbeiRf JRRrCRWAYS r ansferred to your savings

account.". The renmaining portions of the nessage packets 133 are entered
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ppropri at s
10 utilise the services of the financial service provider with either the party's personal
bank accounting facilities or an accounting facility provided by the bank such as
an account allocated by the bank to a debit card or pre-paid cash card. In such
an arrangemert, the party makes application to the bank to utilise the services of
the financial service provider for the particular accounting facility desired to be
15 accessed in this manner and provides the bank with details of their GSM mobile
telephone number. Depending upon whether the party is an existing customer
with the bank, the bank may provide the party with the option to utilise their
existing PIN for their personal bank accounting facilities, or obtaining a separate
PIN which is allocaied 1o the pary by the bank, which would be the case in
20 accessing an accounting faciiity provided by the bank.

The bank then proceeds with processing the details of the party with the financial
service provider, providing the financial service provider with the CAN of the
party, the relevant bank account number({s), the GSM mobiie telephone number
of the parly to be linked to the bank account number(s), and the PIN of the party,
25 being either the party's existing PIN, or that which is allocated to the party by the
bank. The financial service provider then enters the relevant GSM mobile
telephone number as the CIN of the party, the allocated PIN as the PIN of the
party, the CAN of the parly and the relevant bank account number(s) associated
therewith, into the client database 45 of the host server 13 to effect the
30 registration.



shown. Wth respect to registering a user with the host server 13 for the
first tinme, an inportant aspect of the present enbodinment is |inking the
GSM t el ephone nunber of a party wishing to utilise the services of the
financial service provider 25 with the CAN for the account fagjltbes 33 of
the party in real tinme. Once |inked, _gq nanci al transactions can be
undertaken directly and sinply between™the client of one party registered

with the hgst server, and the client of another party regi stered 29 May 2006
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facilities or an accounting facility provided by the bank such as an
account allocated by the bank to a debit card or pre-paid cash card. .In
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provide the bank with their GSM mabile telephone number. As before, the bank

may provide the party with the option to use their existing PIN for accessing their
15 personal bank accounting facilities or obtain a separate PIN.

The bank will process the details of the party and provide the financial service

provider with the CAN of the party, the relevant bank account number(s) 1o be

accessed and the relevant PIN for the party. The financial service provider then

enters this information into the client database 45 of the host server 13, ready for
20 registration.

The party is then notified that the system is avallable for registration and if the
party nominated for a separate PIN, is supplied with the PIN either together with
or separately of the debit or cash card if the latier was requested,

The party is also provided with instructions on how to complete registration via
25 the host server.13.

The process followed in order to complete registration is shown in Figure 6 and
will now be described in more detail,



20 accessing an accounting facility provided by the bank. The bank then
proceeds with processing the details of the party with the financi al
service provider, providing the financial service provider with the CAN of
the party, the relevant bank account nunber(s),.the GSNInDbLiﬁmgﬁbg one
nunber of the party to be linked to the bank account nunber(s), and the
PIN of the party, 25 being either the p&4+y's existing PIN, or that which
is allocated to the party by the bank. The financial service provider then

enters the rAs espresei8l inoPigle 6] dhe phyisteativmprcess cohgnénddsadt $tbe 185t Y,

the allocated PIN as the PN of the arty, the CAN of the party and the
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utilise the services of the financial 10 service provider with either the
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accessing their {3g personal bank accounting facilities or obtain a
separate PIN.
* a bank account number including the bank identificaton code being the
personal bank account of the party to be used for financial transactions

15 with the host server, shown by step 141, and

* the access number of the host server and a prescribed inttiating address
number appended thereto.

The first two eniries mentioned above are made so as to go in the message
portion 51 of the registration SMS message packet, and the last entry is made to
20 go into the intended recipient’s address portion 53 of the packet.

On completing compiling the registration text message, it is then sent by the client
to the SMSGC server 21, which then directs it to the host server 13 via the
communication link 23 in the manner as previously described, all of which is
represented by step 143. '

25  On receipt of the registration message packet by the host server 13 and decoding
by the message handler 37, the message handler undertakes the authentication
process as previously described in refation to effecting a transaction between two
registered parties, using their PIN, as represented by step 145.



The bank will process the details of the party and provide the financi al
service provider with the CAN of the party, the rel evant bank account
nunber (s) to be accessed and the relevant PIN for the party. The financi al
service provider then enters this information into the clienfgat apgse 45
of the host server 13, ready for 20 r_sgi_stration. The party 1s then
notified that the systemis avail able r registration and if the party

nom nated for a separate PLN is supplied with the PIN e.ther together with

or separ atig) 1 BHfhendeater 39autharRicales e CleHetheeaisiiangs is Bendavaed The
arty s . . : . | : on
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of the cr%ad ez of this message 15 is generally represented by step 137.
The registrdtion text nessge is sent in the formof a registration SMS
nmessage packet, whereby the registration protocol for creating this

message p%%gc%gggkva%ﬂpen&ﬁ% 641 Beiver 2d, 6 SEhRlaP ReCRTERR

signified scrib nmenoni ¢ represents to the nessage
handl er 3ZaAstbaintwietheca bakccerstiely epbtkas rapresantetsby afepr 8 Bod iffrat,

nabertd ndf(eesdhe eendRRS: G216 Abeadott i meistisiPn grosess. AR LR
account ofghahBoms 43 chls&$ this atbskage Manare 37l ol somsiRCan @bandonment text
message that is returned as an abandonment SMS message packet to the client
containing a message that the bank account details supplied were invalid. The
abandonor 43 then terminates the registration process resulting in the host server
15 13 taking no further action in the matter, all of which is represented by step 151.

On the other hand, if a balance s returned, the registrar 38 verifies that the bank
account is valid. It then proceeds to map the GSM telephone number for the client
provided in the registration SMS message packet o the bank account number,
and stores the GSM telephone number as the CIN in the client database 45, along
20 with the CAN, personal bank account numbers and PIN of the party, all of which
have been previously stored in the client database 45. The registrar 38 then
causes the message handier 37 to compile a registration confirmation text
message as an SMS message packst, confirming that the registration process
has been successfully completed and that the host server is ready to underiake
25 transactions for the client, all of which is represented by step 153.

The registration process is then completed as represented by step 155.

Although the present embodiment has been specifically described with regard to a
specific example of a financial transaction involving payment from the client of an
intiating party to the client of a responding party, transactions involving the
30 initiating party obtaining a payment from a responding party foliow a similar



15 with the host server, shown by step 141, and the access nunber of the
host server and a prescribed initiating address nunber appended thereto.
The first two entries nmentioned above are made so as to go in the nessage
portion 51 of the registration SM5 nessage packet, and the |aﬁﬁM§£56%5iS
made to 20 go into the intended recipient's address portion 53 of the
packet. On conpleting conpiling the regr§§ration text nessage, it is then
sent by the client to the SMSC server 21, which then directs it to the
host server CEBIrSé,zalbgié forcheniansastipriogically iolowing: a iffesenicgiragiop e iiods | y
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the.registrar en inv to undertake a checking process o

speci fi c pertberamowdnK the opinent Balapte mouild peivally begestirae@tp the oliertief dhe ent
with the ba%ﬁﬁgg server 29 associated with the accounting facilities of
the party. *checki ng process invol ves requesting the 5 banking server
29 for the current bal ance of the personal bank account 33 of the party in

Step 147.  orlfr dhe) S ugel O HineBEkl Sariol bRhuss %, (ERRESRRIYS >
38 is abl e tgstapippedtay 8 “shsdrhederawith regsatt 36 ther bhdke e lave assoeiatedseit ed
by step 149, and if not, 10 invokes the abandonor 43 to abandon the

regi st r al® orBystBeJUS thet fiancia) Service rsoviderahas armission t &lfech dranetas ge
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abandonnent nessage packe
with reduced authentication requirements, upon such customers achieving
authentication with the host server. In this regard, the host server is permitied to
access the personal accounts of a party to perfect a financial transaction with just

15 the CAN of the party, without providing any PIN of the client, if it exists.

It should be appreciated that in situations where the financial service provider is
still required to provide a level of authentication requiring the provision of a client
PIN to access a personal account of a party with a bank, further embodiments of
the invention are provided to facilitate same, In such embodiments, the provision
20 of a PIN for the bank account of a party can be relatively easily accommodated by
having the registration procedure of the party as a client with the host server 13
include the requirement of the client providing a PIN for the particular bank
account that the party wishes to access via the host server. This bank account
PIN would then be stored in the client database 45 together with the CAN, CIN
25 and PIN for host server authentication. indeed, ih other embodiments of the
invention, the bank account PIN and the host server PIN may in fact be identical.

As indicated above, there are many variations that may be apparent to the system
and method in order to accommodate particular circumstances not specifically
described in the preceding embodiment(s) that nonetheless fall within the spirit

30 and scope of the present invention. Therefore, it should be appreciated that the
scope of the present invention is not limited to the scope of the particular



contai ning a nessage that the bank account details supplied were invalid.
The abandonor 43 then term nates the registration process resulting in the
host server 15 13 taking no further action in the matter, all of which is
represented by step 151. On the other hand, if a bal ance isrfgwﬁQngsthe
registrar 38 verifies that the bank acgount is valid. It then proceeds to
map the GSMt el ephone nunber for the cltent provided in the registration
SM5 nmessage packet to the bank account nunber, and stores the GSM

t el ephone &OHSEIMERL hateingfascriiedne client dat abase 45, along 20 with the
CAN, personal bank account nunbers and PIN of the party, all of which have
been previously stored in the client database 45. The registrar 38 then
causes the nmessage handler 37 to conpile a registration confirmation text
nmessage as an SMS nessage packet, confirmng that the registration process
has been successfully conpleted and that the host server is ready to
undertake 25 transactions for the client, all of which is represented by
step 153. The registration process is then conpleted as represented by step
155. Al though the present enbodi nment has been specifically described with
regard to a specific exanple of a financial transaction involving paynent
fromthe client of an initiating party to the client of a responding
party, transactions involving the 30 initiating party obtaining a paynent
froma responding party follow a simlar 29 May 2006 -36 course, albeit for
the transaction logically followng a different direction of funds
transferral between the parties. Simlarly, a nerely seeking an account

bal ance can be easily acconmodated following a simlar course of

aut hentication, but resulting in the banking server supplying the current
bal ance details of the 5 account, simlar to the process undertaken in the
regi stration procedure, although the anmount of the current bal ance would
actually be returned to the client of the party. In the present

enbodi nent, the financial service provider is contractually



established as a "super user" with respect to the banks that are associ ated
with 10 system Thus the financial service provider has perm ssion to
effect transfers between accounts of bank custoners registered as clients
with the host server 13 wth reduced authentication requirqunhﬁyzﬁ@pn
such custoners achi eving authenticatig& with the host server. Int

regard, the host server is permtted t access the personal accounts of a
party to perfect a financial transaction with just 15 the CAN of the
party, without providing any PIN of the client, if it exists. It should be
appreciated that in situations where the financial service provider is
still required to provide a level of authentication requiring the provision
of aclient PINto access a personal account of a party with a bank,
further enppdirngnts of the invention are provided to facilitate sane. In
such enbodi nents, the provision 20 of a PIN for the bank account cif a
party can be relatively easily accompdated by having the registration
procedure pof the parnty..as. a client. with.the host seprver. i ncl ude_t he
Pequirement. of EheubieiRRtioR BoliR gt S ri\BFP TG 2 apeicial arsHERR hccount
that the MMPNASIEQrRAEE RiRSsaling ThEIBH aRd Nffing ADbISctRHK RS PI'N
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circunstances not specifically _described in the precedi ng enbodi nent(s)
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i nvention. . 1t should be appreciated that the scope of the

pr esent in@gtjr%tgégélﬁ Igmﬁ t limted to ltoﬁe scope of the parti culoar 29 May 2006
- 37 enbodi geevihg heeRtttorde srEsage fron?Ociiday o P8 PardP, the electronic message:

1) being sent to a predetermined electronic messaging address for performing a
particular type of financial transaction;
(ii)  being prepared in accordance with a first prescribed protocol; and

(iii)  requesting that the particular type of financial transaction be performed;

wherein the authenticating includes supplying a different electronic messaging address
to the party from the predetermined electronic messaging address, for the party to reply

to in order to progress the financial transaction, and

requesting the banking server of the financial institution of the authenticated party to
effect the financial transaction in accordance with the first prescribed protocol of the

electronic message.

2. A method as claimed in claim 1, wherein the server includes serving an
electronic message to the client of the party in response to serving said electronic
message from the client of the party for controlling the progress of the financial

fransaction,



CLAI M5, 1. An authentication nethod for use in performng a financial
transaction for a party having an electronic nessaging facility, the party
havi ng an el ectroni c nmessagi ng address and a banki ng account nunber for a
banki ng account with a financial institution, whereby a finapgi@l »006
transaction may be perfornmed with the nki ng account, the financia
institution having a banking server f effecting a financial transaction

with thesbaki R%%Sﬁ%& 2R @L&ﬂﬁlﬂf bP?Hhélgdﬁq?%nkﬂl%%éE ctPdnid Bfsdd Al

bef ore proceedlng, conpri sing ving an e ectronlc Ssage
from a cl addnesséd thelbankiag aycounhef the patty.oni ¢ nmessage: (i) being sent to a
predeterm ned el ectroni c nessagi ng address for performng a particular
type of financial transaction; (ii) being prepared in accordance with a

first pregcri badpahed %the’dﬂﬁ cldithi ) wh@EMaBd itHerithating Beluasd ieqﬁégklaF at ype of
financial transaction be perforned; wherein the authenticating includes
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server of ﬂie@qzqur@ﬂasdalménﬁmefenbemli@ﬁaegéage@tﬂoheatlcat ed party to ef f ect
the financial transaction in accordance wth the first prescribed protocol

of the electronic nessage. 2. A nmethod as clained in claiml1, wherein the

server | gl Udes AGHKA 19choheLEON inBRTROS G A, £ LB fhid PGP 1Y

in responSe to serving I’OFfI ssage 1trom

party foragesntiibdd iimg gefiod pneg m@smm‘g the PN ﬁi@mqha|pa.rt3/raﬂﬂ5a@§ﬁddﬁﬂ1g 21% l\/ay
2006 39 3. A nethod . as.,clained in claim1 or, 2, includi n% i nki n the

el ect roni nwsaé sansrgtionfdreSuthenelerieonianrisage Haobaovidsd bk mmt\y
met hod assa?&ﬁfe?&ﬁaeﬂ@m‘féﬁér{@d.l wherein the authenticating includes requesti ng
a

6. A method as claimed in claim 1, including pseudo-randomly generating part of
the different electronic messaging address to ensure that it is different and not derivable

from the predetermined electronic messaging address.

7. A method as claimed in any one of the preceding claims, wherein the particular
type of financial transaction involves a financial transaction between two said parties

each having electronic messaging facilities, whereby:

(iii)  the electronic message is served from a client of one party and includes
requesting that the particular type of financial transaction be performed with
the other party; and

(iv)  the banking server of the financial institution of each party is requested to
effect the financial transaction relative to the particular party in accordance

with the first prescribed protocol of the electronic message.

8. A method as claimed in claim 7, wherein the electronic message includes the
electronic messaging address of the one party and either the electronic messaging

address or the banking account number of the other party.



personal identification nunber (PIN) to be provided by the party in a
further electronic nessage prepared in accordance with a second proscri bed
protocol, and verifying that the PIN provided in the further electronic
nessage is correct. 5. A nethod as claimed in claimd4, V‘hereiﬁl\t/[szow
authenticating includes timng out a prescribed tinme period afte
requesting the PIN fromthe party and aandoning the financial transaction

oL, e SIS SerRRa0R AraCel rR R R RBE R bR =
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address to ensure that it is different and not derivable fromthe |
pr edet er ni #reguis|ieErhes frca hankingyrosgueiduite sdinapcialaingiitufiony vaherelva faengd any

one of the_pr i |.aj g0 5t rii a . f i al
transacti otrl] |S§§fﬂ v@gy %eﬁéeﬁﬁg%ﬁﬁ r@ﬁs%gnécgé#l\;\bgelﬁi {“m“g{“&{ g{a}’?p{ﬁgg each
havi ng el egdvighh Gafiifg aaiveoior afietiingd £Sinantielr ehigactioni with tHechbamkipt 4ottt
nmessage is served froma client of one party and includes requesting that
the partictipafingisiad sfTvice nprovidar * serveisieludsh Behoplipatmgnmpans.t aw EHEEBt her
party; andc&%ﬁéﬁs-%e banki ng server of the financial institution of each
party is req 5 to effect the financial transaction relative to the
particular party in accordance wth the first prescribed protocol of the
el ectronic nessage. 8. A nethod as claiimed in claim?7, wherein.the

el ect r oni c2 ﬁearscaagéeﬁvﬁelma‘ééertswer TSeiom R clretsag MRt 2au dPesksclspt phbeone
party and gl t C I sagl ; r r e ki ount
nunber of ?#e?h g@%ee?&@%‘?y%%géﬁgﬁ%o@%b%d lg. %%%evrﬁtp of tiggelr ?%rgcnr?%g a
financi al pwsrshatd iaclufimg: a party having an el ectronic nessaging facility,
the party having an el ectroni c nessagi ng address and a banking account
nunber for a banking account with a financial institution, whereby a

financial  t(anSaGi o indPelB T dnR HREaBishdliRSs BNk 1oAHE PefformaRd the

financial institution
of a particular type of financial transaction; and

(ii)  arequest that the particular type of financial transaction be performed;

wherein the financial service provider server includes message handling means to
receive and decode said electronic message, and transacting means to request the
banking server of the financial institution of the party to effect the financial transaction
in accordance with the first prescribed protocol of the ¢lectronic message on the
financial service provider server receiving said electronic message, wherein the
authenticating means authenticates the identity of the party before invoking said
transacting means, and wherein the authenticating means inclndes supplying a different
electronic messaging address to the party from the predetermined electronic messaging

address for the party to reply to in order fo progress the financial transaction.

10. A systern as claimed in claim 9, wherein said message handling means is
adapted to serve an electronic message to the client of the party in response to serving
said electronic message from the client of the party for progressing the financial

transaction.



havi ng a banking server for effecting a financial transaction wth the
banki ng account the financial service provider, server includes

aut henti cati ng neans, the system conprising: a financial service provider
server for serving an el ectronic nessage froma client of thezw[;lg&tzg ¢ L he
el ectroni c nmessage being prepared in cordance with a first pr escrl%ed
protocol and including: (i) a predeterm ned el ectroni c nessagi ng address
dedi cat ed 40 t hespehi 95 BRRESI inoflain Pasrtii wheteid yoe fbndibngpetabrovider
transaction; and (ii) a request that the particular type of financial
transact i eervireinplifesor detgbasarikat dinks said dl¢ciTaRiE BFSSIEPY iaégwfﬁ tvibg Bver

i ncl udes rressaggtg%@a&w ng neans to receive and decode said el ectronic
nessage, AHEUPY Hnd I’ng means to request the banking server of the
financial institution of the party to effect the financial transaction in
accordance wth the first prescribed protocol of the el ectronic nmessage on

the finad@éial Asérsigmesspelaimedel? §BYeT VREED, T 1eessiBechding freaifelSsage,
wherein th h LGat 4 nt i i i party
before i n\?g‘?ﬁt%giosg%agbﬁtaar%%gach Er% n@,éfgn ﬁg{cgﬁﬂic?ﬁg&g%%’ﬁ%%#?%i ng

means i nclabgbesanse Nithy i Beroad giréstabeh proteeb cintd ché eutirestivatng gnasdslimdedaso t he

party fromthe predeterm ned elec nic ., sagi n address .for the party to
reply to VADGIREReRRS 19 %é@atttﬁ%tphgrﬁ%‘ggf m e i 6%?”‘1’5‘? MESEREEL ' m as
claimed in ﬁL&i m 9, wherein said nessage handling neans is adapted to
serve an e &cttonic nmessage to the client of the party in response to
serving said electronic nessage fromthe client of the party for
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banki ng account of the party. A systemas clainmed 1n claim9, wherein
sai d nessagey hahdiid digamgalservice provider server includes abandoning means to abandon

the financial fransaction if said further electronic message is not provided by the party

within said prescribed time period.

14. A system as claimed in claim 9, wherein the message handling means includes a
pseudo-random number generating means to pseudo-randomly generate part of the
different electronic messaging address to ensure that it 15 different and not derivable

from the predetermined electronic messaging address.

15. A system as claimed in any one of claims 9 to 14, wherein the particular type of
financial transaction involves a financial transaction between two said parties each

having elecironic messaging facilities, whereby:



adapted to request a PINfromthe party in a further electronic nessage
prepared in accordance with a second prescribed protocol, and the

aut henti cati ng nmeans includes verifying neans to veri fy that the PIN
provided in the further electronic nmessage is correct. 32951\)’@ e AS
claimed in claim112, wherein said authenticating neans i ncI u i mng
nmeans to tinme out a prescribed tine period after requesting the PIN from
the party and said financial service4rovider server includes abandoning
means to abandon the financial transaction if said further electronic
message i s nof) pr euiddeldctionic mesgemet g sewedhibyn saidifdapeiaswriite dravidee peri od.

14. A system as cI n m. 9 Ln_the nmessage _handling means

i ncl ude)s/ a pseudg F‘%ﬁwﬂ %%ln%l f&@ﬁggﬁ?“%“ %?HE"'F&“%&E%‘B apgrﬁg%
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wher ei n $he parti ¢rahsactioy pe pefiornfetivaihdhaabther gamypartd on i nvol ves a financi al
transaction between two said parties each having electronic messaging

facilities, whereby: 29 May 2006 -42 (1) said electronic nessage is served
by said finanfiial teebstkng sanevicdte fingasialdnstiutiomoboath panty infequesiearty at an
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party is requeste nC|a service ovi der server to effect the
particular financial transaction relative to the particular party in

accor dange 181 ki b eatmedorneaam Bedgitiah SERl elRiroff] b RbEC LpALS Message.
10 16. A system’as cl ai ned aim1 wher ei n sal on| C nessage
i ncl udes the electronic messaging address of 'the one party and elther the elecironic

messaging address or the banking account number of the other parly.

17. A method for performing financial transactions between two parties functioning

as clients to a financial service provider server for controlling the transaction,

15 the clients and server being Interconnected via a communication network, at

least one of the cllents being a wirsless device, and said financial service

provider server being electronically connected to an account facility for each

client, each account facility having & personal account for the client identified

by an account number, and a wireless communicatiott server for handling

20 messages sent to or received from said wireless device using a wireless
identifying number for the wireless device, the method comprising:-

ascribing a client identifying number to each of the cllents of the financlal
setvice provider server to uniquely identify each client fo the financial service
provider server,;

25 ascribing an access code to the financial service provider server to uniquely
identify the financial service provider server to the wireless communication
server and the nature of the transaction to be performed;



the el ectronic nessagi ng address of the one party and either the electronic
nmessagi ng address or .t he banki ng account nunber of the other party. 17. A
nmet hod for performng financial transactions between two parties
functioning as clients to a financial service provider ser V929Nc/[9¥ 2006
controlling the transaction, 15 the clients and server being 1nterconnected
via a conmmuni cation network, at |east one of the clients being a wirel ess
device, and said financial service -4¥-ovider server being electronically
connected to an account facility for each client, each account facility
havi ng a per sgisiringctheuatcotinir ntmberc bf eath iclmbtwith #wk figncieh sapdogunt nunber,
and a wirel ess _communi cati eryver for [ I, 20 nmessages sent to or
recei ved froH‘i"g@PHS?}a’?fg‘? 89@0q%lg\ﬁf@3nﬂgii%BJ?%%‘?@#&EWF%@& |ef§9inﬁlg nunber for
t he wirel essaghwunicst the petyrastboated aiththesdiies; ascribing a client identifying
nunber to each of the clients of the financial service provider server to
uniquely identify each client to.the financial service provider server; 25
ascri bi ng anrepstesing acrsdeonebidentilicationaeibar (P fof eashglienti der server to
uniquely identify the financial service provider server to the wireless
comruni cation server and the nature of the transacgtion to be perforned; 29
Ny 2006 - 43T UPRRGTPIES 08 SERAING & I FoBTECE A6 FacTRErE! SR t he
financial sepjviier §8rgati Gieracesiddade twitenalire phecibedarfdm! paaicsi ce provi der
to access the personal account of the party associated with the client;
regi stering SOPE¥EHRal identification nunber (PIN) for each client; 5 a
sender client conpiling and sending a text nessage to the financial service
provi der server i accorgarb% V\nt%%\ first prescribed client protocol
conprising: the mRunt 19 Bdransadiedct ed, the address of the other party
to the transaction conprising: (1) the

» the address of the ather party to the transaction comprising: (i) the
10 access code identifying the financial service provider server and the
nature of the transaction, and () the client identifying number of the

other client, and

* the client identifying number of the client sending the message;

the financial service provider server on receipt of said text méssage compiling
15 and sending back a further fext message to the sender client in accordance
with a first prescribed server protocol comprising:

+ _a confirmation of the transaction to be performed,
g request for the PIN of the client, and

« & “reply to" address that is different to the previous address of the
20 receiver;

the sender olient on receipt of said further text message compiling and
sending back another text message to the “reply fo” address with a second
prescribed client protocol comprising the PIN thereof;



10 access code identifying the financial service provider server and the
nature of the transaction, and (i) the client ldentifying nunber of the
other client, and the client identifying nunber of the client sending the
message; the financial service provider server on receipt of said %@%;
message conpiling 15 and sending back a further text nessage to Y he sender
client in accordance wth a first prescribed server protocol conprising:

a confirmati on of the transaction t-¢tbe perforned, a request for the PIN
of the client, and a "reply to" address that is different to the previous
address of tthe finaacial exsevises providee sareerdwaiting & quigscobed timeifpt raskiptaf d furt her

t ext nessage..G L] n sendi . : her S . the "reply
to" address Svﬁ?‘fﬁ%é} {Se%go 5%98ra§@c¢'{ég%‘gg®%ﬁg 5‘@%&?%@%%“’ ﬂ%'%b?%@f'{]% the PIN

t her eof ; 29 Wvay!R@AS iftdoaedt] commsiingl andeseniiog ap advisole texs Aregssgataithé ng a
prescribed t] for receipt of aid other te ssage and | ecei ved
within said %‘H%s'&‘ﬁnbé'a %%F%g?n%?”?ﬂ?ﬁ RgeC h%reg%(rfqegenq?r‘fé WB&PB‘C{}",& conpi |l i ng
and sergli ng iasludebarsadwostdestriRpihe gandaetishendot her client in accordance
with a second prescribed server protocol that 5 includes an advice

describing the transaction; and on authenticating the transaction, the
financi al se®vias@hgnticatinge thes draneactiomf thec finanpial heervicanwraviden seber ween t he

account faci L&tk rij.e t r t] tQ i.,ch, t he
financi al Seéiifﬁtcgl@gs r?%g%%gﬁ@e@%tgﬁeé g‘%%‘f?ﬁ%‘i‘t%@ﬁﬁaﬁ%ﬁﬁ? r?aft\}ggép'?n%r sai d
prescri bed tirarsaeficaio edilohithénfindnclabsmvips potidsedetvepidwnnbetstl; 10 message or
if the PINis not verified to be correct by the financial service provider
server, the transaction is abandoned by the financial service provider

server. 18. whereintibeithes saitl arasedbedrime elapreg Withbutcéeaiitng sgdmeteatexhg t he
replyygo aﬂgé_seaﬁé dr'lf the PIN is not verified to be correct by the financial service
provider server, the fransaction is abandoned by the financial service provider
server.

18. A method as claimed in claim 17, including generating the “reply to” address in
accordance with the first prescribed server protocol to include the access code
15 and a pseudo-randomly generated number.

19. A method as claimed In claim 17 or 18, including the financial service provider
server generating a prescribed "reply to” address comprising the access code
of the financlal service provider server to be included in the second prescribed
server protocol.

20 20. A method as claimed in claim 19, whersin the second prescribed server
protocol includes: the financial service provider server also Including a request
for the PIN of the other client in the advisory text message and making the
prescribed “reply to" address different from any previous address identifying
the financia! service provider server; and

25 the method includes:



accordance with the first prescribed server protocol to include the access
code 15 and a pseudo-randomy generated nunber. 19. A nethod as clainmed In
claim17 or 18, including the financial service provider server generating
a prescribed "reply to" address conprising the access code quMQ§2006
financial service provider server to be included In the secong prescri bed
server protocol. 20 20. A nethod as clainmed in claim 19, wherein the second
prescri bed server protocol includeg5-the financial service provider server
also Including a request for the PIN of the other client in the advisory

t ext messagehamtherediientgcdrhelingpames cendier bckepl rgply déxtadidssags Withéerent from
any previous_address identifying..the financi.al servic rqvi der server;
and 25 the r?éﬁ%ée[?rfg‘)kﬁg%s%&%sﬁﬂv t%sé%ﬁ?lzﬁgeqfkﬁg VSPﬂBfrO@P?éﬁY'S%npi ling and
sendi ng backext maxghye;aedt nessage to the prescribed "reply to" address
with the PIN thereof on receipt of the advisory text nmessage; and the
financial service provider server waiting a prescribed time for receipt of
5 sai d repl yhe ErandiplSeRdRe RIRYCeN sanes ayaiting avpieseivedding for seasinttnéd ti ne,
verifyirng t j t j ' fion. 21. A
met hod 5as clsg?irriegwi t%%éaélsﬁgg éﬁgrﬁ r%ei\}é}d%hhddfaﬁ% br‘gé%@%égﬁ%@%ﬁ@h%r escri bed
"reply to" &belP8$enddcomed, suthentieatiogithe tianeadietess code and a
pseudo-randomy generated nunber. 10 22. A system for perform ng financial
transacti ons between two parties rising: a financial service provider

0 pa co , ! ]
server f ofl-cofEsd angaiedi R &Rm 4P qrrgﬁnw@tﬂlnargens@ﬁ%éw peecribadt i es; each
party havi ngieply to" address so that It includes the access code and a pseudo-randomly

generated number.

10 22. A system for perfonning financial transactions between two parties
comprising:-

a financial service provider server for confrolling a financial transaction
between the pariies;

each party having:

15 . {i an account facility that Includes a personal account for the party
identified by an account number registered with said financial
service provider server,

(i) - a client for connection to said financial service provider server via a
communication network, whereby at least one of the.cllents Is a
20 wireless device,

(iy  a client identifying number to uniquely identify each client fo the
financial service provider server, whereby the client identifying
number for the client that Is a wireless device corresponds to the
wireless identifying number thereof, and

o5 (iv)  a PIN registered with said financlal service provider server,



20 an account facility that Includes a personal account for the party
identified by an account nunber registered with said financial service
provi der server, a client for connection to said financial service provider
server via a conmmuni cation network, whereby at |east one of iﬂﬁzygb&gnts
Is a wreless device, a client identifying nunber to uniquely |3ent|fy
each client to the financial service provider server, whereby the client
identifying nunber for the client that Is a wirel ess device corresponds to
the wreless identifying nunber thereof, and 25 (iv) a PINregistered with

said financi al; } I i ; -4 id financial
service prov%%?%ﬁ%g?&ggﬁh%fg%@%ﬁéﬁ‘ﬁ?%'&%ﬁ@%}n@%&?ﬁg each account
facility and being able to identify and access sanme by said account nunber

on registrationyof sadPackblift fE@kY ahd BEIRG Bl 1o RRAHY GRdREQEdaMe By Ver . and 5
(i1) a wireless communication server fof handling nmessages sent "to or

received from sai d S#if acesuntqaimkes aisTespration peEame witef!d ipangial nunber for

the wirel ess devi cegeicd .dificfér.‘sfwér, Bayi ng nessagi ng neans for conpiling and
sending text nessages to said financial service provider server in

accordance with: 10 (1) a first prescribed client protocol conprising: the
amount 0 be t r@@nsaatvifblestTohiturigitios server fot h&dhh?mes@@ge‘s%ehptot&ie

transacti on conpri si nG%; gnﬂ access .code to. uni ueay i‘ dlent |éey ,%whe fi nanci al
service provider tofeceived from said wireless device using & wireless | ntifying

number for the wireless device;

a said client having messaging means for compiling and sending text
messages fo said financial service provider server in accordance with:

10 ()] a first prescribed client protocol comprising:
= the amount to be transacted,

* the address of the other parly to the transaction comprising: an

access éode fo uniquely identify the financial service provider o

the wireless communication server and the nature of the

15 transaction to be performed, and (i) the client identifying number
of the other client, and

= the client identifying number of the client sending the message:
and

(i)  asecond prescribed client protocol comprising the PIN thereof; and

20 the financial service provider server having message handling means,
authenticating means, transacting means and transaction abandoning means;

wherein:

(a) said message handling means is designed to:



the wirel ess conmuni cati on server and the nature of the transaction to be
performed, and (ii) the client identifying nunber of-the other client, and
the client identifying nunber of the client sending the nessage; and (ii)
a second prescribed client protocol conprising the PIN thereqﬁﬂmgygo@p t he
financi al service provider server having nessage handling neans,

aut henti cati ng neans, transacting ngzns and transacti on abandoni ng neans;
wherein: (a) said nessage handling means is designed to: 29 May 2006 -47

(i) receive a said text nmessage and conpjle and send hac further text
message to t hdlsenfRENEIG %ﬁ‘ia t‘gﬁ MESHRYP P‘@?Hei??da%eé‘eﬁl?ﬁﬁéguweﬁh a first

prescribed server p@hReMgeltheerRlaCHIBMTh fphGthere® if @BédrdaRbiwveR of the
transaction to be perfornmed or the PIN of the client, and

, ., 5 a request
a "reply to" addre&dirstREsciikedferves PEtR OF%E'E CBMRUSIAIs address of the

receiver; and (ii) waft a prescribed time for receipt of another text

message fromthe se N ' C 961. E Q[ a second prescribed
client protocol 105%%%&?%%3%1%3@5%%@{%?%}% endér client,. and If said
other text nessage |Is received within said prescribed tine, verify the PIN

and if. correct, 'C%%%b%ﬁ%%éﬁﬁd%%ﬁgw Sy text message to t he ot her
ce a s

client 1 n accordan econd presctibed server protocol conprising
an advice describing the transaction; 15 (b) said authenticating neans is

designed to authgnty ¢ghie 1 NRidtds8MRAH biftBreRfto the previous address of the
recejver; and

()  wait a prescribed time for receipt of another text message from the
sender client in accordance with a second prescribed client bretocol
10 comprising the PIN of the sender client,.and if said other text
message Is received within said preseribed time, verify the PIN and
if correct, compile and send an advisory text message to the other
client in accordance with a second prescribed server protocol
comprising an advice describing the transaction;

15 {b) said authenticating means is designed to authenticate the transaction on
said message handling means establishing a prescribed level of security of the
identity of the parties to the transaction;

(c) said transacting means effecting a fransaction in accordance with said text
message beitween the parties in response fo said authenticating means
20 authenticating said transaction; and

(d) sald transaction abandoning means abandoning said transaction if efther
said prescribed time elapses without receipt of said other text message or i the
PIN is not verified to be correct by the message handling means.

23. A system as claimed in claim 22, wherein the message handling means
25 Includes a pseudo-random number generating means to pseudo-randomly
generate a number, and said message handling means generates the "reply



sai d nmessage handling nmeans establishing a prescribed | evel of security of
the identity of the parties to the transaction; (c) said transacting neans
effecting a transaction in accordance with said text nessage between the
parties in response to said authenticating means 20 authentifati,ngo&ai d
transaction; and (d) said transaction abandoni ng neans abandoni ng sai d
transaction if either said prescribed tine elapses wthout receipt of said
other text message or if the PIN i s4%ot verified to be correct by the
message handling neans. 23. A systemas clained in claim22, wherein the
message handiof igdiesana acomdansel wite 1eafliish Bieaeribed rasoer muotbenl Tofesaid at | ng neans
to pseudo- raﬂlﬁﬁ nmeans
generates th E’P “ﬁ"g?’%g%y sgc%gﬁbc%fgn qr&Q %gF%gg%? ﬁgggggﬁgg%@gw th the
first prescrr&mddmsmeneratepﬁmommj for said further text nmessage, so as to
conprise the access code and the pseudo- randomy generated nunber. 24. A
systemas clained in claim?22 or 23, wherein the nessage handling neans 5

gener at es 24- Preysieny acelaimed i Glaimn22 ardl.vdieraim thedeessaam bendiing meane second
prescrijped SgénRAtoR!P REBhbddOfresiirgh aeeyrbww abStidantB S0 fhe €QRgi sing the

access code of Eanm al service provid system as clainmed In
any one of cP@iSPFﬁJBZ'ZSQ"éBFZWU"O\%'eFOéﬁa'Q ﬁéwmtoorwesrs@% compsisiagethe onpi l ed in

accordance wy SESGHi fver protocol 10 includes a
request for t%éeé %I@Rl 0 e otLer ché)gﬁ)tVﬁgnd a prescribed "reply to"

address that is di fferent fromany previous address ldentifying the

financi al 25s@arsykies 8¢ eMintkelin 26Y \AE of Btﬁunsﬁﬁﬁmtﬁhéi‘éirﬁhélaﬂﬁgorymew ai m 25,
wherein sai d nessage ha)ndl in | so designhed to waft a further

prescri bed ¢ MAsadss ol 2 or eI S8 2809 PR SBRLS IV RIetAR ot her
client 1pNn acFRAAESaCreHhidsh 16 the PRU oP HRSEIHEMAENICAdeA brescribed “reply to”

address that is different from any previous address identifying the financial
service provider server.

26. A system as claimed in claim 25, wherein said message handling means is

also designed to wait a further prescribed time for receipt of a reply text

15 message from the other client in accordance with a first prescribed client

protocol for the other client comprising the PIN of the other oilent and if
received within said further prescribed time period, verify the PIN.

27. A system as claimed in claim :25 or 26, wherein the prescribed “reply to°

address is generated so that it includes the access code and a further pseudo-

20 randomly generated number from said pseudo- random number genetrating
means,

28. A system as claimed in any one of claims 22to27, wherein said
authenticating means authenticaies the transaction i said message handling
means verifies that the PIN of the other client received in said reply text

25 message is correct:

29. A method substantially as hereln described with respect to the accompanying
drawings where appropriate.



protocol for the other client conprising the PIN of the other client, and
if received within said further prescribed tine period, verify the PIN
27. A systemas clained in claim;25 or 26,, wherein the prescribed "reply
to" address is generated so that it includes the access coded, aofdirt her
pseudo 20 random y generated nunber from said pseudo-random nunbe
generating neans. 28. A systen1a§4fjained in any one of clains 22 to 27,
wherein said authenticating nmeans™aut henticates the transaction if said

- sa ot by BS BB EE bt Bl U Rl N RBR St ol 1) as ™
her ei n desgmivigd whetdeppespiatd, to t he acconpanying draw ngs where

appropriate. 29 May 2006 -49 30. A system substantially as described herein
with respect to the acconpanying draw ngs where appropriate.



