0 9 SEP 2004 WD 01/ 66887 PCT/ SEOL/ 08500 1 KEY AND LOCK DEVI CE FI ELD OF

| NVENTI ON The present invention rel.ates generally to key and 5 I(pBKSEP 2004
devi ces, and nore specifically to el ectronechani- cal key and | ock devices
and | ock systens conprising such devices. BACKGROUND It is previously
known a variety of |ock devices that 10 use el ectronic devices for

increasing tWweogesdtrity of the lock and for providinglg&kﬁﬁkkﬁ@
adm ni stration, mnagenent, and control of keys and personnel. How ever,
these devices have had the inherent drawback of either being wired with
acconpanyi ng high installation 15 costs or stand al one devices requiring
significant individual efforts_to change or extend the systemwth keys
and/ or | ocks. Another drawback SE—FEI D systens is that they are
difficult to create and adapt to the specific 20 requirenents of a
custonmer. The US patent docunent US 4,887,292 (Barrett et al.) discloses

an el ectroni c | @ERLRWE SRVENEIONded with a "lockout list" that identifies

keys that are t%hbelx%revented from openi ng system | ocks. This systemis 25
adapted to be used MTR FeHITCEEL AR F418ERD TakkH tonkey fodr eal estate

i ndustry to &onflackh delvéckeysindf nbwsisescitictied £0re188kfoncthgninf | exibility
of the discl Ose%al Slyesyt %rmdrféclfcl Eigv:{cnesl tELnQOJFOCidg)I;Se'E(i‘SII{Sn%Olglgﬁisaj‘.ggve en-

such devices.

BACKGROUND

It is previously known a variety of lock devices that
10 use electronic devices for increasing the security of
the lock and for providing effective administration,
management, and control of keys and personnel. How-
ever, these devices have had the inherent drawback of
either being wired with accompanying high installation
15 costs or stand alone devices requiring significant
individual efforts to change or extend the system with

'keys and/or locks.

Another drawback of prior art lock systems is that
they are difficult to create and adapt to the specific

20 requirements of a customer.

PN
y
‘(\ew"‘

The US patent document US 4,887,292 (Barrett et al.)
discloses an electronic lock system provided with a
“lockout list” that identifies keys that are to be
prevented from opening system locks. This system is

25 adapted to be used with real estate lockboxes used in
the real estate industry to contain the keys of houses
‘listed for sale. The inflexibility of the disclosed
system results in it not addressing the above men-

tioned problems of prior art key and lock systems.



ti oned problens of prior art key ah"”lock systenms. 0 9 SEP 2004 WO 01/ 66887
PCT/ SEO1/ 00500 2 SUMVARY OF THE INVENTICN An obj ect of the presep SEP 2004
invention is to provide for easy addlng or deleting of authorisafion %
access to the operation of a lock by the key. 5 Another object is to
provi de an el ectronechani cal key and |ock device of the kind initially
mentioned wwenedsgs7t he distribution and assignment of ke¥syAkf, MOre secure
than in known | ock systens. Another object is to provide a |lock systemwth
a high 10 level of key control and whefein no keys can be added w thout

t he know edge of the system owner. Another object is to provide a |ock
systemw th a hi ﬂYeg I ég T ksatlon control. Another object is to
provi de a | ock y to create and service. Yet another

object is to pravidgeatkey @adptackedewaa i whes EHo”chQ\?lc?eS% gnnment of keys
is facilitated. The invyention is based on the realisation that certain

i nformation el ef@Ht S96M07 1 Bngetiti@y of ctterieakdiap 26 serpEswbp| provi de for

a sinple and yethsegetratdhsboEi a fudki 9y and xagsi gnnent of keys in a master
key system According to the i nvention there is provided a key and |ock

device as deglng i h {? E%er% i S rOV|ded a Jock, system as
r dé?
defined in aim 1 B} 1825 2691 eBeSongchinacal ke

and lock device of the kind initially mentioned

wherein the distribution and assignment of keys are

more secure than in known lock systems.

Another object is to provide a lock system with a high
10 level of key control and wherein no keys can be added

without the knowledge of the system owner.

Another object is to provide a lock system with a high

level of authorisation control.

Another object is to provide a lock system that is

15 easy to create and service.

Yet another object is to provide a key and lock device

wherein the assignment of keys is facilitated.

The invention is based on the realisation that certain
1nformat10n elements or items of an electronic key
20 code will provide for a simple and yet secure distri-

bution and assignment of keys in a master key system.

According to the invention there is provided a key angd

lock device as defined in ¢laim 1.

There is also provided a lock system as defined in
25 claim 14.



WO 01/ 66887 PCT/ SEOL/ 00500 3 There #s al so provided a nmethod of updating
authorisa- tion information of a |QCk device of a lock systemas, defined
in claim18. Further preferred enbodiments are defined in the ddl 9 53@9 mgt
clainms. A key and | ock device and a | ock system according to the inven
addresses the above nentioned problens and drawbacks of prior art devices.

By provi di ngwa ¢1;880Up concept together with lists indi %?&‘SE[QIO@‘H& hor 10 i sed
and non-aut hori sed devi ces easy addi ng and del et- ing of keys and | ocks is

made possible while a high level of sedurity is maintained. In a non-wred
sys- tem the group concept nmakes it possible to add new keys to the
system wi t hout having to access or alter 15 existing |ocks. BRIEF

DESCRI PTI ON OF BRaA Nesai#e nuevéded enmeshobwidesdatiibgdauthonday-of exanpl e,

with reference EQoﬁfE%f%ESQHHﬁPME”Q:ﬂ%ﬁN%éHE%e bE phigh: ééé 1,is an overal |
view of a | ock system accordin to the i nvention, ™%s a bl ock

di agram of a ke?egﬁﬁﬂléek08§@lgé according to the |nvent|on, Fig. 3is a
di agram showi ng the group concept used wth the invention; 25 Figs. 4a and
4b are diagranSstﬁhﬂrﬂgréf&nﬁ@@&bﬁﬁnﬁlabﬁfsTH%@taefihéﬁ kgyemandea | ock,
respectlvely5 agggﬁaﬂpglalm the invention; and 0 9 SEP 204

A key and lock device and a lock system according to
the invenfion addresses the above mentioned problems
and drawbacks of prior art devices. By providing a
group concept together with lists indicating author-
10 ised and non-authorised devices easy adding and delet-
ing of keys and locks is made possible while a high
level of security is maintained. In a non-wired sys~
tem, the group concept makes it possible to add new
keys to the system without having to access or alter

15 existing locks.

BRIEF DESCRIPTION QF DRAWINGS

The invention is now described, by way of example,

with reference to the accompanying drawings, in which:

{'E Fig. 1 is an overall view of a lock system according

20 to the invéntion;

Fig. 2 is a block diagram of a key and lock device

according to the invention;

Fig. 3 is a diagram showing the group concept used

with the invention;

25 Figs. 4a and 4b are diagrams showing information ele-
ments in a key and a lock, respectively, according to

the invention; and
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| NVENTION I n the follow ng,

| ock system namely custoner

be- longs to on

hi gh security |evealsskeeqnianedsoice badaying.l ock systens. Sof tware

each level there is software installed. There are three different kinds of
software, one for each of the three IeveIs Manuf act urer software
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Lock system and Tools

A lock system comprising lock devices according to the
invention will now be described with reference to
figure 1, which shows the distribution of hardware and
software tools among different hierarchical levels of
a lock system, namely customer 100, distributor 200
and manufacturer 300. The manufacturer, distributors
and customers eonstitute the members of the overall

lock system.

Each element, i.e., key, lock'etc., in the system be-
longs to one and only one master key system. This is
to maintain the high security levels required of

today‘s lock systems.

Software

At each level there is software installed. There are
three different kinds of software, one for each of the
three levels: Manufacturer software (M-software), Dis-
tributor software (D-software) and Customer software

(C-software).

Each installed software maintains a database compris-
ing information, such as encryption keys etc. In case

the communication encryption keys must be changed, the

s a di agram showi ng an exanpl e of

of locks in an offi ce “bui | di ng. DETAI LED DESCRI PTI gy G PTI2H4
a det ail ed description of preferred "5

enbodi nents of the invention will be described. Lock systemand Tools A

| ock system conprising | ock devices according to the
descri bed wiwbos®éserence to figure 1, which shows the,d {wéxf doqaby i on of
har dware and 10 software tools anong different hi erarc

100, distributor 200 and rranuf acturer 300.
The manufacturer, distributors and custoners constitute the nenbers of the
overall 1ock s%stem 15 Each elenment, i.e., key, lock etc., in the system

T&nd &A1Y ddﬁérﬁ%ssth@l”lk‘éfns?ﬁ%e PEi SLstsibubiemi ntain t he

invention wll

'evel s of



WO 01/ 66887 PCT/ SE01/ 00500 5 nanuté%turer sends the new keys encrypted with
current conmunication encrypti.on key. User keys In the cust@iegp kRm
there are several user 5 keysi 101 adapted for use with a nunb§¥$%?

t he
100,

| ocks 20. Programm ng and aut horisation key There is at

| east one speci al

progranm ng and aut hori- sation key (C key) 102 for a customer system A
C-key 10 camobgssssrnor mal | ooking key, but w th speci alpcfggyifisshfs: !t
li ke a normal user key, a sinple wuser interface, elther a small

i ncl udes,

di splay or a buzzer.
| ost C-key. This routine |eads back to the factory for

Cust omer Programm ng box At the custoner, there is a programm ng box 106

There is a defined’routine and sequence to replace a
15 aut hori sati on.

adapt ed for confBRETBHIEST FEGpthemerPeysIGacyyrted yith #heerial interface.
Thi's programmi ngubentC eBRklsRSt 8o @net-dbt oo ga¢er 107 and is used for

progranm ng keys and
reader wi thout a bl ocking nmechani smand thus conprises

key

circuits etc.

programri ng box sgaf b8t Aylded- i Nooan L ernal. pover sour ce,

functioning as a stand a

put er

Sl

104.

f

| ocks in the custoner system A static reader is a
el ectronic

Beek d&¥eng and programming a key. 25 Optionally, the

one box operating drsc

039 kgps dd@dgadapted for use with a number of locks 20.

10

15

20

25

Programminyg and authorisation kev

There is at least one special programming and authori-
sation key (C-key) 102 for a customer system. A C-key
can be a normal looking key, but with special fea-
tures. It includes, like a normal user key, a simple

user interface, either a small display or a buzzer.

There is a defined routine and sequence to replace a

lost C-key. This routine leads back to the factory for

authorisation.

Customer programming box

At the customer, there is a programming box 106
adapted for connection to a computer (PC) 104 via e.q.
a serial interface. This programming box comprises a
static reader 107 and is used for programming keys and
locks in the customer system. A static reader is a key
reader without a blocking mechanism and thus comprises
electronic circuits ete. for reading and programming a

key.

Optionally, the programming box can be provided with
an internal power source, thus also functioning as a
stand alone box operating disconnected frdm the com-~
puter 104,

t hus al so

¥ om t he com



WO 01/ 66887 PCT/ SE01/ 00500 6 Althotigh a customer programi ng boxrrh% Wﬂﬁé‘
inthe figure, this box can be om.tted in very small |lock systen®.
Custoner software 5 The custoner has access to a personal conputer 104
runni ng customer admnistration software (C-software) wth open system
information only. Thus, the Csoft- ware keeps track of which keys are

aut hori sed iwovwihdsgdr | ocks in the lock systemin questip@fgrdilins@dd SO contains
10 information regarding secret identities of all keys of a system

Aut hori sation key for the distributor ere is an authorisation key (D key)
202 for the dis- tributor of the |ock system who can be e.g. a |ock- 15
smth. The func}&;Lgpo ofh tahi S tkg% is e(%ui val eﬁt of the C key. However, a
D-key has speci al ~authofi Satiomn ddtE - FHr % RE* phi 5PCHP ot SSft ware with
which it will béigwsedthds Bdeyai bealosdttiardnased;y SASUL EL&®MUNi cati on
bridge for all gil%gern{'sbut or level programm ng. 20 Distributor progranmm ng
box At the distributor, there is a progranm ng box 206 adapted for

connection to a conputer (PC) 204 via e.g. a serial interface, like a
RS232C i nt er f aceusthres pedewageanmi ng box can be identical to the one

described in_. 25 connection with the custoner system 100. Distri butor
sof tware The” di $8F i BFtEPehd@ssgeess teommarepnabfaomareey B04oft - ware) for a

personal conput eand@d. clBeoerS abhiail®rhfton software (C-software)
with open system information only. Thus, the C-soft-

ware keeps track of which keys are authorised in which

locks in the lock system in guestion. It also contains

10 informatioﬂ regarding secret identities of all keys of

a system.

Authorisation key for the distributor

There is an authorisation key (D-key) 202 for the dis-
tributor of the lock system, who can be e.g. a lock-
15 smith, The function of this key is equivalent of the
C-key. However, a D-key has speéial authorisation data
for the particular software with which it will be
used. A D-key is also used as a secure communication

bridge for.all distributor level programming.

g

20 pistributor programming box

At the distributor, there is a programming box 206

adapted for connection to a computer (PC) 204 via e.g.
a serial interface, like a RS232C interface. This pro-
gramming box can be identical to the one described in

25 connection with the customer system 100.

Distributor software

The distributor has special Computer software (D-soft-
ware) for & personal computer 204. The D-software in-

cludes an open part for display of open system infor-



cl udes an open part for display of open systeminfor 0 9 SEP 2004 WD

01/ 66887 PCT/ SEOL/ 00500 7 mation aid for design of changes etc. IﬁQaISEP (gﬂm
includes a secret part including authorisation codes and secret keywords
used in the system The D-software al so sup- ports encrypted comunication
to manufacturer | ock 5 system conputer 304 through e.g. a nodem connecti on
208. The D swbbywake stores secret identities of keys, t%!drr/s fﬁfBBso&n pl ain
text but in an encrypted format. However, the encryption ﬁeys are not
stored with the D-software 10 but is présent in the D-key. Thus, the D-key
is needed when the encrypted information is to be read. The distributor
software may use as a nodule a key/lock register, which constitutes the
cust oner sys- t 8AFi9h PHafoRndpsivheodicbergasueds - dén ahep kinaladspar 15 ently

as if the distriabsédetaBer€USIcONBInG QLM 8 085S cRRE SYStem.fhis is
necessary for the distributor if he is goi n% to be closely involved with
Kk

servicing the CHETUIEr UEGL ' EmthReSHFTEEE UTher Presf DB Fhakee isepan

aut hori sation keyr{MdiRyyp8aP ceiukinidah b -td nouSidH.k8F 1dit he D-key, but
Wi th authori gati on to e'_including al] master key systens

M sof t war |
del ivered by tﬁ%s?‘red%ﬂo%‘ﬂﬁ?re%# nCRRPEEE orfl+ RERRASEc CORRRCHBgr anmi ng box 25

This is a prograpoging box 306 simlar to the distribu- tor progranm ng box.

The D—sofgware stores secret identities of keys, but

not in pléin text but in an encrypted format. However,

the encryption keys are not stored with the D-software
10 but is present in the D-key. Thus, the D-key is needed

when the encrypted information is +o be read.

The distributor software may use as a module a
key/lock register, which constitutes the customer sSys-
tem. In that way, the distributor can work transpar-
15 ently as if the distributor and customer software were
one system. This is necessary for the distributor if
he is going to be closely involved with servicing the

customer system,

Manufacturer key

“'\=:n/“.

20 There is an authorisation key (M-key) 302 with a func-
tion similar to the D-key, but with authorisation to
M-software "including all master key systems delivered

by the manufacturer in question.

Manufacturer programming bhox

25 This is a programming box 306 similar to the distribu-

tor programming box.
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manuf act ur e

r

has access to a personal conputer 304 running soft

(Msoftware) with full authorisation for all operations. 5 The
create a flexible environnent, which can be configured in a way to fit the

mar ket cond

di fferent | evebssssgrowever,

can be done.

t he customer can

tions. Authorisation can be |imted or extended at
t he manuf acturer can al ways pcelge@¥ebyt hi ng t hat
The distributor can 10 never store secret codes hinmself and
normal Iy not create a new or ext ended system hi nsel f.

The manufacturer can hereby control the | evel of authorisation

di stri butor

above nenti oned

18%, SEP 2004

t ool s used

t he

for the

anthhe dlstrlbutgW can control the system mai ntenance. 15 The

erm ne the pos- sible operations of the

di fferent partsgpd @naBﬁ@Séh&Pem h&é‘eac%)é%e&? @0 AR ﬁ ﬂx;ﬁ;t??”! ofli

structures

and set-ups. It all depends on to mhon1

erent

fferent
tools are

di stributed. ThFreupmgyEaEsvaref (Bxgdfitwasgks w2ohthl ahtkoricanibe adapted for
a w de range of rgppliicapetdi@ss. KEY AND LOCK ELECTRONICS In the fol | ow ng,
a description of the key and | ock electronlcs will be given wt

to figure 2

ey

10

i5

20

25

can be configured in a way to fit the market condi-
tions. Authorisation can be limited or extended at the
different.levels. However, the manufacturer can always
do everything that can be done. The distributor can
never store secret codes himself and the customer can
normally not create a new or extended system himself.
The manufacturer can hereby control the level of
authorisation for the distributor and the distributor

can control the system maintenance.

The above mentioned tools together determine the pos-
sible operations of the different parts. In practice,
the system can operate in many different structures
and set-ups. It all depends on to whom the different
tools are distributed. This provides a flexible sys-
tem, which can be adapted for a wide range of applica-

tions.

KEY AND LOCK ELECTRONICS

In the followihg, a description of the key and lock
electronicg will be given with reference to fiqure 2,
which is a schematic block diagram of a key and a
lock.

The key, generally designated 101 comprises an elec~
tronic circuitry 10la having a microprocessor, timer

circuits etc. for executing the normal operations of a

h reference

henat K di f a key and a | ock.
The key, genera%%%qﬁggﬁgﬁggﬁggfgggé%%ﬁ ’g@& gh%g%ggégt Smich NG & 10°



tronic circuitry 10la having a mcroprocessor, timer circuits etc. for
executing the normal operations of.a 0 9 SEP 2004 WO 01/ 66887

PCT/ SE01/ 00500 9 ni croprocessor arrangenment. Specifically, a nendzg SEP 2004
circuit 101b has been shown electrically connected to the electronic
circuitry. This menory circuit is used for storing information regarding
the key, aswddiksshe S explained below A contact 10lcp@laesfis@n the
exterior of the key 101 is also shown electrically connected to the
circuitry 10l1a. The |ock, generally désignated 20, conprises an elec- 10
tronic circuitry 20a having a m croprocessor, tinmer circuits etc. for
executing the normal operations of a mcroprocessor arrangenment. This

circuitry 20a MECTEPTRISHSOF PARREIGME 08B T IdSPedY i 7 (9BOKBY. This is an

advant age in thﬁ&chﬁtgﬂﬁﬁﬁaéﬁkﬁFﬂdMﬁﬁh@?%é@ﬂﬁ@%&lﬁ&?ﬂn@%@e%a&iFring costs.
A nmenory circuit 20b is shown electrically connected to the electronic
circuitry 20a. tEFﬁ"i ‘§P?T%{?ﬁ5’|“§/°c‘fjrr€ﬂf‘¥ry‘i Eﬁﬂﬁéﬁenf%ﬁ' Sttty P ntihat i on

regardi ng t he lfecksantdinctibhomasedn keyardhasy whel kbe, explalnask bel ow. 20 A
contact 20c isE&p a}&Q %@lghe |l ock 20 and is shown electrically connected
to the circuitryp 6a.c%h|s Yock contact is arranged to co-operate with the
key contact 10la in order to establish electric connection between the
key el ectroni c grdtate H0dekpkcedt evriibesextyipherd $he &kyol®h el ectrical ly

control | ed bl ogki Bgso shown electrically connected to the circuitry
101a. '

The lock, generally designated 20, comprises an elec-
10  tronic circuitry 20a having a microprocessor, timer
circuits ete. for executing the normal operations of a
microprocessor arrangement. This circuitry 20a is
similar to the one 10la located in the key. This is an
advantage in that large-scale production reduces manu-

15 facturing costs.

A memory circuit 20b is shown eleé¢trically connected
to the electronic circuitry 20a. This memory circuit
is used for storing information regarding the lock and

authorised keys, as will be explained below.

20 A contact 20c¢ is located in the lock 20 and is shown

3
s’

electrically connected to the circuitry 20a. This lock
contact is arranged to co-operate with the key contact
10la in order to establish electric connection between

the key electronics and the lock electronics.

25 There is also an electrically controlled blocking
mechanism 20d in the lock 20. This mechanism is con-
trolled by ‘means of driving circuitry (not shown) and
opens the lock as 3 result of identification of an

authorised key in the lock,



mechani sm 20d in the | ock 20. Thl&{ﬁECh&ﬂlSﬁ]lS con- trolled by nmeans of
driving circuitry (not shown) and .opens the lock as a result ou%
identification of an authorised key in the lock. 0 9 SEP 2004 01/665@%
PCT/ SE01/ 00500 10 GROUP CONCEPT The custoner |evel 100 of the naster key
system de- scribed with reference to figure 1 can be divided into

different gr d each user key 101 bel ongs to one one group.
However, thgﬁggﬁﬁﬁz can be defined according to severgf gakﬁﬂgznt rul es,
which will be described in the fol |l owthg. Standard sol ution The st andar d
solution is to have one key cut per indi- 10 vidual door and one group per
mechani cal key cut. This solution is used in prior art |ock systens and
thus does not €BER CANGERT npdification of the thinking of devel opi ng a
new MKS. This g&‘$%u§t&%%¥l§ggyﬁﬁobg£ o%gw@g; |nflex# solution. 15

Or gani sati onal utton Accor t 0 the organi sa t'i ohal~'solution, one
mechani - cal kew@@@daml'omefgxwp ks @mrgnédcambeadhv:.de@epammant " of the
or gani sati on usj y alnC th al es

depart nment, res%ggﬁ%gnggﬁﬁ Pdeve SSEQH%S egggt%%%?gﬁgg %Hfignéuards

produc- tioh dephrrfEntnel grpripd FONPHRr ddpar ¢hents 2aetle defdnedach assi gned
to a specific 959&&&1&'@3 lggvbrd gt el Qe kR1dd IR $OWMLRY the custoner

| evel of a MKS
described in the following.

Standard solution

. The standard solution is to have one key cut per indi-
10  widual door and one group per mechanical key cut. This
solution is used in prior art lock systems and thus
does not require any modification of the thinking of

developing a new MKS. This gives a wvery secure but

somewhat inflexible solution.

15 Organisational solution

According to the organisational solution, one mechani-
cal key-cut and one group is assigned to each-
“department” of the organisation using the MKS. Thus,
in a typical company, the sales department, research

20  and development department, security gquards, produc-

L—

tion department 1, production department 2 etc. are
each assigned to a specific group. This is illustrated
in figure 3 showing the customer level of a MKS

according to the invention.

25 The advantage of this solution is that less different
~ mechanical key-cuts are required and that it gives

flexibility in the set-up of the system.



according to the invention. 25 The/ advantage of this solution is that |ess
different nmechanical key-cuts are.fequired and that it gives %g ggplgmM
in the set-up of the system 0 9 SEP 2004 WD 01/ 66887 PCI/ SEOL/ 0050

One key-cut, many groups According to this solution, few key-cuts are nade.
As an exanple all individual user keys of one roor several floors or
even the ent any have the 5 sane key-cut. Furth ster keys
have t he sa&%éﬁuggqgut sub- mast er keys | evel 1 have agéyﬁ %Oﬂgvel 2 yet
another etc. Groups are then defined adlin the organi sational solu- tion
described with reference to figure 3. 10 This solution gives very few
nmechani cal key-cuts, resultlng is a very flexible nmaster key system The

descri bed sol ut vari ed de- pending on"the speci al
requirements of Athe. SYgt€MLnAS sﬁ%t??@@e% kggr@lt%e%@‘gt it s, ey be divided
into sev 15 eral groups. Alternative sever partnents may

constitute one & cuEPThe %&éyl@‘ﬁéfl&rléhpls@e“nbexﬁ qfs ongsgibogan al so vary

Wi thin an or gankSaliane HOMRYE! eval chd TRRLLANOALALURG, Sybhat al | keys in
one group are nechanically identical, i.e irdentical key-cuts. 20

The reason ther 88 KRYreute Faeshaz hadl Hessar ]FNFEORWEFIW EBEERENTS Al |l keys

and | ocks have Rept@yes@-eekEonieykdenidil ¥ n&fe GRAEHEAMALLSLNY Sever al
i nfornmati on elenents con-

vet another etc.
Groups are then defined as in the organisational solu-~

tion described with reference to figure 3.

10 This solution gives very few mechanical key-cuts,

resulting is a very flexible master key system.

The described solutions may of course be varied de-
pending on’the special requirements of the system. As
an example, some departments may be divided into sev-
15 eral groups. Alternatively, several small departmeﬁts
may constitute one group. The way the group concept is
used can also vary within an organisation. However, an
important feature is that all keys in one group are

mechanically identical, i.e., with identical key-cuts.

7 .'\
i i
\:mv/’

20 The reason therefor will be described below.

INFORMATION ELEMENTS

All keys and locks have a unique electronic identity
or code comprising several information elements con-
trolling the functions of the keys and locks. The

25 information elements of a key or a lock will now be
described with reference to figure 4a and 4b, respec-

tively.

The code is divided into different segments for the

use of manufacturers, distributors, customers and



trolling the functions of the keys and | ocks. The 25 information el enents
of a key or a lock will now be desc¢ribed with reference to figumWrﬁ
4b, respec- tively. The code is divided into different segnents 04
use of manufacturers, distributors, custoners and 0 9 SEP 2004 WD 01/ 66887
PCT/ SEOL/ 00500 12 individual key data's while a secret segnent is pro-

vi ded for sec information and is always individual for the group. All
keys and Ioc‘ﬁé W8Pe a uni que el ectronic code or 5 ideRtTEEIOEWery | ock
code conprises the followng parts: Mnufacturer identification (M
Public Lock ID (PLID) conprising Master Key Systemidentification (MS)

10 Function identification (F) Goup ID (GR) Unique ldentity (Ul D) DES
key Secret Lockndividsul Bevcdapr issivhgle 5 seSeet eteggroupid ProSCR)

Cor respondi ngl yy; G¥LEY: ksee)ér%‘édfnf%%@{ érﬁl | ch%e Q]JBQ%‘*PR}%)%BQWS

Manuf acturer identification conpri sing
Mast er Key Syst &4 |té}énﬂ¥chpcat| on ( MKS) Function identification (F)

All keys and locks have a unique electronic code or
5 identity. Every lock code comprises the following

parts:

. Manufacéurer identification (M)
* Public Lock ID (PLID) comprising
¢ Master Key System identification (MKS)
10 e Function identification (F)
¢« Group ID (GR)
s Unique Identity (UID)
s DES key
s Secret Lock ID (SLID) comprising

15 ¢ Secret group ID (SGR)

- Correspondingly, every key code comprises the follow-

ing parts:

¢ Manufacturer identification (M)

L H
R—

20 ¢ Public Key ID (PKID) comprising
*» Master Key System identification (MKS)
» Function identification (F)
* Group ID (GR) |
s Unique Identity (UID)
‘25 e DES key -
e Secret Key ID (SKID) comprising

* Secret group ID (SGR)



Goup ID (GR) Unique ldentity (UII) 25 DES key Secret Key |ID (SKID)
conprising  Secret group ID (SGR),0 9 SEP 2004 WO 01/ 66887 PCT/ BEDSEF)‘:}Q@
13 The basic el ements will now be described in nore detail. M -

Manuf acturer Midentifies the manufacturer of the master key sys- 5 tem In
t he description and exanples of the invention given below, this elenent is
omtted as {2 % and | ocks are assuned to have the ée}me manuf act urer.
MKS - Master Key System MKS identifies the different VA T%Fr“m’%ég}) Systens. A
10 lock will accept a user key or a C-key only if they have the same MKS
code. In the description and exam ples of the invention given below, this
element is omtted as all keys and | ocks are assuned to belong to the
same nmaster keyTsydlent diprEnts Fuldt non He ddentidddesntherea ol e of the
device; whether4it ;hs a lock, a user key, a CKkey, D-key or Mkey. GR -
GRoup GR is an I nteger |dent|fy| ng the group. GRis unique 20 in each MKS
and starts at 1 with an increnent of 1. UD - Unique Identity UD
identifies the Miffapnfsciwers in a group. UDis

M identifies the manufacturer of the master key sys-
5 tem. In the description and examples of the invention
given below, this element is omitted as all keys and

locks are assumed to have the same manufacturer.

MES — Master Key System
MKS identifies the different Master Rey Systems. A

10 lock will accept a user key or a C-key only if they
have the same MKS code. In the description and exam-
ples of the invention given below, this element is
omitted as all keys and locks are assumed fo belong to

the same master key systenm.

15 F — Function

F identifies the role of the device; whether it is a

lock, a user key, a C-key, D-key or M-key.

GR — GRoup

| ;
gy

GR is an integer identifying the group. GR is unique

20 in each MKS and starts at 1 with an increment of 1.

UID — Unigue Identity
UID identifies the different users in a group. UID is

unigue in each GR, starts at 1 with an ilncrement of 1.

DES

25 The DES comprises a randomly genérated DES encryption
key, the same in one MKS. The DES is in no way read-

able from the outside and is only used by the algo-



unique in each GR starts at 1 mnth”an increment of 1. DES 25 The DES
conprises a randonmly generated DES. encryptlon key, the sane in o &gMg
DES is in no way read- able fromthe outside and is only used by e al

9 SEP 2004 WD 01/ 66887 PCT/ SE01/ 00500 14 rithns executed internally of the
key and | ock de- vices. SCGR - Secret GRoup SGR is a randonly generated
nunber that‘W§0ﬂ£% .same for one GR AUTHORI SATI ON TAB%E%&QH%W@LV | ock
there is an authorisation table stored in electronic e
authorisation table deter- mines which ¥eys the |ock in question accepts.
The 10 configuration and function will now be di scussed. The authorisation
table is divided,into two parts, a _list of authorised keys (the A-list)
and a list of ﬁﬁH“ﬁhFﬁSF?EﬁﬂjlEE?%P?H}He°$#$q% LY ana egkide-aut horised only
if it is listedvided.he A-list but not in the NA 15 list. The A-list
conprises both the PKID and the SKID of authorised keys. However, the

NA- | i st conprlses onIy the PKID and not the SKID of non- authorlsed keys. A
key is |isted b§J?%s—§F€%%J§$EPtS unique identity. In both cases, it is
det ermined by tBgr R I »SQMRNYS g & dadat NGulcaf Qﬁg@tl'soehgl ments GR-UID, see
figure 4a. To speC|fy t he unlque identity, the values of both GR and U D
are provi ded® H6WEWR®E GRn the case a group is to

AUTHORISATION TABLE

In every lock there is an authorisation table stored
in electronic memory. The authorisation table deter-
mines which keys the lock in question accepts. The

10 configuration and function will now be discussed.

The authorisation table is divided into two parts, a
list of authorised keys (the A-list) and a list of
non~authorised keys (the NA-list). A key is authorised
only if it is listed in the A-list but not in the Na-

15 1list., The a-list comprises both the PRID and the SKID
of authorised keys. However, the NA-list comprises

only the PKID and not the SKID of non-authorised keys.

A key is listed by its group or its unique identity.

In both cases, it is determined by the PKID, compris-

g

20  ing the information elements GR-UID, see figure 4a. To
specify the unique identity, the values of both GR and
UID are provided. However, in the case a group is to
be specified, UID is given the value “0”, denoting no
specific key, because the UID for individual keys can

25 take the values 1%, %27, "3" gtc. AS an eﬁample, a
PXID of 2-0, i.e., GR=2 and UID=0, denoctes the entire

group 2 of the master key system in question.



be specified, UDis given the val, ue "0", denoting no specific key,
because the U D for individual keys can 25 take the val ues 111" ﬁEP"fﬂ4
etc. As an exanple, a PKID of 2-0,i.e., GR=2 and U D=0, denot es t

entire group 2 of the nmaster key system in question. 0 9 SEP 2004 WO

01/ 66887 PCT/ SEO1/00500 15 It is thus possible to authorise all keys of

one group iRo&sshock by nmenorising U D=0 for the GR on. Wth
this solution, all keys of a group, what- ever their b%r/%?fﬁolsﬁo'

aut horised to open the | ock, 5prowde&they are not listed in the NA-Ilist.
This allows the nmaking of anewkey, with a new U D, work- ing directly in
the I ock without one having to.re- programthe | ock. As already stated,
when a key is | FEtHd SHe (R sAPLR SO aui'gmf]f?@ &LLAYSKBY PFeHEPEE SKID is

stored, too. Then%djlbsmmeneams‘l@lrg atp=ckeys ©fe ereigroep-and is used for
security reasons, poss ible to SKID fromthe keys or

ad t
| ocks wi t hout hgb‘i’ Wfl?lr‘f%fll FEO ' fil%ﬁ‘[eﬁén? Gafr 8P pridé&dur es by means
of a Ckey, 15 mnckthmkluhe duSl:uﬁsadtb@Jde td c:’plénefﬁteb necgroup i s

aut hori sed |g t 90,\;@{%@@ eglg_arfec{i{?]bel %99 tht n%? ldl : {}He to restrict the

access of one nor e gr oup ir PKIDin the
NA-1ist of the hbl:cms 20e Analgingnptf e cm‘ewokganwsalnlajrmaw Yrupiong- and

thorisa- ti TR 5, wh i
SHEIEER T e i L
program the loc

As already stated, when a key is listed in the A-list,
10 the secret key identity SXID is stored, too. The SKID
is the same for all keys of one group and is used for
security reasons. It is not possible to read the SKID
from the keys or locks without having fulfilled
special authentication procedures by means of a C-key,

15 which will be discussed below.

If an entire group is authorised in the manner de-
scribed above, it is possible to restrict the access
of one or more keys of that group by including their
PEID in the NA-list of the lock.

. 20 An example of organisational greuping and authorisa-
tion will now be given with reference to figure 5,
wherein an office building including an R&D department
and a sales department is schematically shown. The en-
tire office belongs to master key system 1, i.e.,

25  MKs=1 fox all keys and locks. There are all in all
seven doors in the office, three belonging to the R&D
department: R&D1l, R&D2Z, and LAB, two belonging to the
sales department: SALESl and SALES2, and two common
doors, MAIN and COMMON. There are four people working

30 in the office, two in the R&D department, Researchers



and a sales department is schemati.c4ally shown. The en- tire offi bel ongs
to master key system1l, i.e., 25 I\)KS | for all keys and | ocks. Tﬁ§(§E§régﬂ4
all inall seven doors in the offlce three belonging to the R&D
departnent: R&D1, R&D2, and LAB, two belonging to the sales departnent:
SALES1 and SALES2, and two common doors, MAIN and COVWON. There are four
peopl e wor Kisftgoidkest N the office, two in the R&D depart peidrofsamsear chers 0 9
SEP 2004 WO 01/ 66887 PCT/ SEO1/ 00500 1§ 1 and 2, and two in the sales
departnment, Sal espersons 1 and 2. The rrgster key systemis divided into two
el ectroni- cally coded groups GR=1 (R&D) and GR—2 (Sal es), each 5 group
with two keys. The PKID o he, keys iven in le 1 below. TABLE | a
G oupUser PKI D (]Gimlfjl )] g esté"é’r%: gc}r{1 1ia§ %Iﬂeg mar%:l‘ lefpﬁg?ﬁesperson 12-1
2Sal esperson 22t zanfh@.aut hori sation tables of the different doors are 10
given in table 2 TABLE 2a MAI NR&DI R&D2LABCOVMONSALES1SALES2

ANAANAANAANAANAANARNNA 4 7 Odeyl by 2daD 5041 didted 208200 electroni-
cally coded groups, GR=1 (R&D) and GR=2 (Sales), each
5 group with two keys. The PKID of the keys are given in
table 1 below:

TABLE la
Group User PKID (GR-UID)
1 Researcher 1 1-1
1 Researcher 2 1-2
2 Salesperson 1 Z2-1
' 2 Salesperson 2 2-2

The authorisation tables of the different doors are

10 given in table 2

TABLE 2Za

Ly

MATN R&D1 R&D2 LAB COMMON | SALES1 SALES2

A |NA| A |NA} A |NA| A |NA| A |[NAJ A |NA| A | NA

1-0 1-1 1-2 1-0 1-0 2-1 2-2




0 9 SEP 2004 WD 01/ 66887 PCT/ SE01/.06500 17 In common doors, entire groups
are listed in the A- list and in ﬁ‘fr;i”vate doors, only the specifi?gas)fp 2004
adnmitted are listed in the A-list. *“Wth this configuration, all Tour

enpl oyees are admt- 5 ted through the main door and to the conmon room
Only the researchers are admtted to the lab. To the four personal roons,

only the pergPieyes King therein is ad- mitted. |If one gfprdd | oyees
quits and is replaced by 10 anot her, new keys nust be ?sg%egmgﬁg | ocks must

be re- programred. Assune that ResearcBér 1 quits without re- turning his
keys and is replaced by Researcher 3. The identities of the issued keys
will nowlook like in table Ib: 15 TABLE | b G oupUserPKID (GR- U D)
1Resear cher 11-H FRESQAIEF XN T RESVPFCRES BEE8d oy |tdephrson 12-1

2Sal esperson 22-i2tAeR@SH pRivhe efcbi-se dHl?ttlb@ Lepiefd: tQyResearcher 1 and
instead given to Researcher 3. The PKID of the key of Researcher 1 is

therefore added¥otthe N& Ligtedbringthe dEpishos WO 01/ 66887
With this configuration, all four employees are admit-
5 ted through the main door and to the common room. Only
the researchers are admitted to the lab. To the four
personal rooms, only the person working therein is ad-

mitted.

If one of the employees guits and is replaced by

10 another, new keys must be isgued and locks must be re-
programmed. Assume that Researcher 1 quits without re-
turning his keys and is replaced by Researcher 3. The‘

identities of the issued keys will now look like in

table 1b:
15 TABLE 1b
Group User PKID (GR-UID)
1 Researcher 1 1-1
oy A Researcher 2 1-2
4
1 Researcher 3 1-3
2 Salesperson 1 2-1
2 Salesperson 2 | 2-2

_ Access to the office must be denied to Researcher 1
and instead given to Researcher 3. The PEKID of the key
of Researcher 1 is therefore added to the Na-list of



18 PCT/ SEOL/ 00500 al | |ocks where R&searcher 1 was authorised. The PKID of
the key of Researcher 3 nust be adgéd to his pri- vate room The B9 SEP 2004
authorisation tables will then looki like in table 2b: 5 TABLE 2b o
MAI NR&D1 R&D2L ABCOMMONSALES1SALES2 ANAANAANAANAANAANAANA
1-01-11-11-11-21-01-11-01-12-12-2 2-01-32-0 Additions conpared to table 2a
are indicat | d- face. it is thus very easy to h ecessary
changes to evg%plty%%r?l ocks of the naster key system lt”?é%a%g?og@q ated t hat
if there are identical entries in thel® and the NA lists, both could be
deleted to save nenory. The electronic coding can be suppl enmented by
mechani - 15 cal coding as well. in the present exanple, there can only be
two mechani cal 2bt tiaegs, viese %aemerag YafepBtherisegn| The REIR| ectronical |y
coded groups andttiie mey ehawsealcdisngudlise BeiddreoSaf®E pwithin a group.
DEFI NED OPERATI 20 in %he fu%l o,wia&r)#, an qverview of the different opera-
tions in the syStem Wl D& GUERTISATPT dtadjes 1 welll thessgwoko0a WO 01/ 66887
PCT/ SEOL/ 00500 1i)8= dmi gehd 2master key systemis created and programred

5 TABLE Zb

MAIN R&D1 RE&D2 LAB COMMON | SALESY | SALES2

A NA | A NA | A (| NA| A NA | A NA | A NA | A NA

1-0|1-1j31-1]|1~-1[21-2 1-0j1-1)1-0(1-1]2-1 2-2

Additions compared to table 2a are indicated by bold-

face.

It is thus very easy to make the necessary changes to

10 the locks of the master key system.

It is appreciated that if there are identical entries

in the A and the NA lists, both could be deleted to

i
i

Save memory.

The electronic coding can be supplemented by mechani-
15 cal coding as well. In the present example, there can

only be two mechanical cuttings, MC1 and MC2, as there

are only two electronically coded groups and the me-

chanical coding must be the same within a group.

DEFINED OPERATIONS

20 In the following, an overview of the different opera-

tions in the system will be given. Initially, the



by the manufacturer by means of thé*pmanufacturer soft- ware 304. This
initial systemincludes one or nore’C keys 102. A conplete infor & iSEP 9004
the created system 5 is stored in“the Msoftware 304. There are a nunber

of defined operations with their ‘separate rules. The possible operations
are listed in the followng: Add Key 10 Add C key Replace Master C key

Del ete Key ¥ &kg; Ckey Authorise Key 15 Forbid K@%ﬂﬂﬁ%ﬁgoA“dit Tr ai
Read Key List Test Read User Register 20 Update User egls%er Contr ol

commands for programm ng device Scanlﬁrogranning Audit Trail Scan Test
results 25 Scan Key. list froma lock Scan Audit trail list froma |ock

I dentification of, the lock Delete Task Delete Key List 0 9 SEP 2004 WO
01/ 66887 20 original master key system is created and programmed

by the manufacturer by means cf the manufacturer soft-
ware 304, This initial system includes one or more -
keys 102, A complete information on the created system

5 is stored in the M-software 304.

There are a number of defined operations with their
separate rules. The possible operations are listed in

the following:

*+ Add Key
10 e Add C-key
* Replace Master C-key
* Delete Key
* Delete C-key
e Authorise Key
15 e« Forbid Key
¢ Read Audit Trail
s+ Read Key List
¢+ Test
* Read User Register

20 + Update User Regilster

-

Control commands for programming device
s Scan Programming Audit Trail
* Scan Test results
25 = §Zcan Key. list from a lock
e Scan Audit trail list from a lock
» Identification of the lock
s Delete Task

¢ Delete Key List



Delete Audit Trail Delete Programitng Audit trail Delete all 5 Status
data: Task activated in a Ckey “;Task done for a lock Etc.. @9 SEp 2004
PCT/ SE0O1/ 00500 10 Some of these opérations will now be discussed in

detail. Add Key Operation A key is added to the nunber of authorised keys
by adding its PKID and SKID to the A-list. 15 Delete Key Operation To

del et e aut hoghsadsk@n of a key, the PKID and the SKID ?’ET}FEO?/O&&'{ are
deleted fromthe A-list. This is <called the del ete operation.” From now on,
the key is not authorised and to make %% authorised, the add 20 operation
must once again be perfornmed. Forbid Key Operation As al ready stated, when
a key or a group is authorised in a lock, its SKIDis also nmenorised in
the A-list of th&el8EK. A%t Traddssible to instruct a lock to copy 25 the
PKID to the NA-Lisk1and £0ckea¥ad ReaRKD.and SKID in the A-list. In this
case, the lock will not open to °the Jkey I'n question because a | ock does
not open to a kepelatediNA-list, even if it is inthe Alist. This 0 9
SEP 2004 WO 01/ 66887 PCT/ SEOL/ 00500 21

5 Status data:
¢ Task activated in a C-key
« Task done for a lock

s Etc..

10 Some of these operations will now be discussed in
detail.

Add Key Operation

A key is added to the number of authorised keys by
adding its PKID and SKID to the A-list.

15 Delete Kev Operation
To delete authorisation of a key, the PKID and the
SKID of the key are deleted from the A-list. This is
called the delete operation. From now on, the key ig
not authorised and to make it authorised, the add

{“E 20 operation must once again be performed.

Forbid Kevy Operation
As already stated, when a key or a group is authorised
in a lock, its SKID is also memorised in the A-list of
the lock., It is possible to instruct a lock to copy

25 the PKID to the NA-list and to leave the PKID and SKID
in the A-list. In this caée, the lock will not open to
the key in“question because a lock does not open to a

key in the MA-list, even if it is in the A-list. This



operation to copy the PKID to the. A”Ylst is called a forbid operation.
Reaut hori ze Key Operation If a forQrd operati on has been perfornqp%K?EF 2004
key, it 5 is possible to reauthorize the key without having its

i.e., wthout access to the key itself. The only thing you, have to do is
to delete the PKIDin the NA- |list. This operation is called a

reaut hori zatyggse@Rerati on. 10 The conbination of the Egﬁgig

reaut hori ze opera- tions is useful when_ a key is to be reau orize wth-
out having access to the key. It neans 2fhat the PKID and the SKID of a key
has to be entered in the A-list only once. Thereafter, forbid or
reaut hori zation 15 gperations are perforned Rep| ace Key Qperation The

repl ace oper at | BREEATAIPEC rAARYT BRG GETRGEDfhg Relistt Aatcddled eel |l all | ocks
in which the keyohais beenationserted that it is replacing a specific key.
This 20 operation can only be perforned in locks in which the replaced key
was aut horised. _The operatlon checks that the previous key is in the
A-1ist and not 2 eL8%ofhen puts the PKID of the repl aced key
on the NA-listzs2p Mhbhat ﬁgﬂP: g, | cted auto-
matically. This is part|cd%??ﬁggﬁgg%hogaﬂfﬁgkggg g °b ngt 0 9 SEP
2004 WO 01/ 6588%= mepsdkds /posgauthprize the key WlthOL'lt hav1ng its

SKID, i.e., without access to the key itself. The only
thing you have to do is to delete the PKID in the NA-
list. This operation is called a reauthorization

operation,

10 The combination of the forbid and reauthorize opera-
tions is useful when a key is to be reauthorize with-
out having access to the key. It means that the PKID
and the SKID of a key hag to be entered in the A-list
only once. Thereafter, forbid or reauthorization

15 operations are performed.

Replace Kev Operation

The replace operation enables manufacturing of a key
that will tell all locks in which the key has been
inserted that it is replacing a specific key. This

20 operation can only be performed in locks in which the

i
gy e

replaced key was authorised. The operation checks that
the previous key is in the A-list and not in the NA-
list. It then puts the PKID of the replaced key on the
NA-list,

25 With this operation, reprogramming is effected auto-
matically. This is particularly useful when a key has

been lost.



Create Installer Key Operation In. thﬁ; initial stages of the creation of a

| ock sys- tem there is a need for .a so-called "Installer Key". ;éhbg ié
just a normal user key with authori’sation in 5 all |ocks Of the |Pn WH‘
~which is used during in- stallation. It nust be excluded after use |like any
“lost" key. G KEYS A Ckey belongs to a master key system but has a spe
10 cial codegyphpf Qi ng that it is a Gkey. it also has _a PKID but can not
operate |ocks as a user key. There is always a naster PEFRY %% h a speci al
GR code. This is the first Gkey. For 28ecurity reasons, C keys are used
for adding and 15 deleting itens in the A-list or the NA-Iist of a | ock.
In each | ock, the |dent|t|es of aII C keys that are allowed to nake
changes in the ab&EHHI-&$§ z A k0 ecorded |n the A-list. Thereby,
it is possible t i S o d fferen n different |ocks. 20
However, C keys goﬂ%ggg'nwl% ai nl';:l e§ nf o7 FEEr ’nmbr? ioﬂ%éﬁ’skeys The
Mast er C-key i stemedhege Ushaangee@ ﬁolzreaam—imaﬂl&a ”JImSﬁaM@:f Keykeys. The
Master C-key is rd | ey _system The Master
C-key is al so ZEflggq'owgg“q{r(L:l 2o kmaic%§§§e]ggyo% F%eauushé)%ﬂlé &y %utRori sa- tions.
The C keys aPe alsolaggedof d:hgua}’%thrﬁmeen@ hdisbcis |usyedoﬁuradaj anstored in the

G software. |n gombidtabhONr sl dd WO MHBG88T, RCT/ SEQL/Q500

“lost” key.

C-KEYS

A C-key belongs to a master key system, but has a spe-

10 cial code informing that it is a C-key. It also has a
PRID but can not operate locks as a user key. There is
always a master C-key with a special GR code. Thig is
the first C-key.

For security reasons, C-keys are used for adding and
15 deleting items in the A~list or the NA-list of a lock.
In each lock,lthe identities of all C-keys that are
allowed to make changes in the authorisation tables
are recorded in the A-list. Thereby, it is possible to
modify rights to different C~keys in different locks.

20 However, C-keys do not contain any information on the

S’ !

user keys.

The Master C-key is used for changing the authorisa-

tions of C-keys. The Master C-key is recorded in all

locks of a master key system. The Master C-key is also
25 allowed to make changes of the user key authorisa-

tions,

The C-keys are also used to guarantee the security of

data stored in the C-software. In combination with a



23 PIN code entered by a user, a G *Rey enabl es readi ng of encrypt ed data
in the Csoftware. If a Ckey is |QSt aut hori sations can be ng

means of the Master G key. If the Master Gkey is 5 lost, the nuf acturer
delivers a new Master C-key. By neans of this new Master C-key and the
repl ace opera- tion, the lost Master C-key can be replaced in all locks in
the master REgIEpfem and the C-software. Use of C keyecrikofoohokey can be
used in different ways for progranm ng;3locks in a master key system In
the following, the different ways of programrming |ocks will be described,
partly with reference to figure 1. Qperations with C Software 15 The

C Sof tware of apt@%dayéﬁwe&esjf% hkaek b k%ge enaeﬁgé e‘g S dtheir
authorisations. If a nmodifica- tion is want done I'h The C Software
of the custonef CowsEeetatroinathe FsseHeazownl oaded to the G key by neans
of the programm ng box 106 connected to 20 the conputer. The procedure at
the lock is thenfassc-kejzlmAAbsﬂ'helu@a&msajtSohﬁefhni Bsed?}{ae@ehnﬁp a lock 20
where nodi ficatjons ar.e_wa n [ interval and the
new i nf or mat i onllmla%nst Ping ee?ltragge? ;é(r)lk )9 e&éfst%&'r gg':lyo&ﬁ 20. 25 Thus,
when using the B sof ttharreanutfhetunefrodﬂHWema atremcsraasegarodkag the updated

user key authorj,sald g@s L [0 tware, stored in the
C-key and supp '|§e £ f eseln%g%la% }é %és{gyzg%%m%e r&Plact bBera

tion, the lost Master C-key can be replaced in all

locks in the master key system and the C-software.

Use of C-kevs

10 A C-key can be used in different ways for programming
locks in a master key system. In the following, the
different ways of programming locks will be described,

partly with reference to figure 1.

Operations with C-Software
15 The C-Software of a lock system keeps track of the
locks, keys, and their authorisations. If a modifica~
tion is wanted, it is done in the C-86ftware of the
customer computer'104 and is then downloaded to the C-
key by means of the programming box 106 connected to
'”E 20  the computer. The procedure at the lock is then as
follows: The C-key is then inserted into a ieck 20
where modifications are wanted during a specified Eime
interval and the new information is transferred from
the C-key to the lock 20.

25 Thus, when using the C-software, the information items
regarding the updated user key authorisations are sup-
§lied from the C-software, stored in the C~key and
supplied to the lock.



0 9 SEP 2004 WO 01/66887 PCT/ SE01/ 06500 24 \WWen an operation has been
executed correctly for a specific.fock, this is witten to the ﬁg% I t
is then possible to update the status of the systemin the CS ER 2004
dat abase describing the system In that 5 way, the current status of the
master keys systemis always stored in the C Software. Operations with a
programmi ng vd@wisess? | f t he C- Software is unavail abl e, iecismopms®i-ble to
change the authorisation table of a |ogk by using a G 10 key and a
progranm ng devi ce. This progranm ng device can be the above-descri bed box
106 operating discon- nected fromthe conputer 104. Alternatively, it is a

dedi cat ed port aph& RAXoHMat$HOWAS Beérh%_xtai:%c?%o?ggctlpf Qyi.ded with a
di splay and a keypad. 15 As an alternative, a | ow cost programm ng device

can sometimes HEUEEE 1t ebltfofi st Weltifsnato pegfake ngt BBX. Wth this | ow

cost al ternati vereroBb¥siie del @lmce £ Rikde@nds eautdQniczeipperations are
possible to per- farm 20 To performthe add operation, an authorised

P . a¢
C-key, a progr i ngo el el aii2bRelsasy 1o+ RY (fé8dB¥ S terhe TRef3s  needed
because the SKidi s tneetadeht dtheud-bf She AirerCirkpy Haneheigither a
separate key insltterted into the bﬁ}x O{Fé”'i ntegrated 1nto the box. An add
operation is 25°THaR EETRSE: &8 HiPofm 8°HdRa%and this information is
transferred to the lock. It is also possible to performother operations in
a Qperations with a programming device ‘

If the C-Software is unavailable, it is possible to
change the authorisation table of a lock by using a C-
10 key and a programming device. This programming device
can be the above-described box 106 operating discon-
nected from the computer 104. Alternatively, it is a
dedicated portable box not shown in the figures and

provided with a display and a keypad.

15 As an alternative, a low cost programming device can
sometimes be used instead of the usual programming
box. With this low cost alternative, only the delete,
forbid and reauthorize operations are possible to per-

form.

= ' 20 To perform the add operation, an authorised C-key, a

oy

programming device and the key are needed. The key is

needed because the SKID is needed in the A-list. The

C-key can be either a separate key inserted into the

box or integrated into the box. An add operation is
25 then selected from a menu and this information is

transferred to the lock.

It is also possible to perform other operations in a
similar way, such as to authorise an entire group with
such a solution by having one key of this group be-

30 cause all keys in a group have the same SKID.



simlar way, such as to authori se._;,éiﬁf'enti re group with such a solution by

havi ng one key of this group be 30‘f_-,,(:ause all keys in a group haygt?g m
SKID. 0 9 SEP 2004 r WD 01/66887 PGT/ SEQ /00500 25 To perform e ?
operation, an authorised C-key and a progranm ng device are needed. By
means of the pro- gramm ng device, the PKIDS of keys in the A- and NA-

lists are scyglylge,t he key to be del eted selected. The be del et ed
is not requi re(g ﬁgﬂcause it is possi- ble to put the PKIP?)T%'?&{@{%QDaut hori sed

user key in the NA-list and to delete%®s PKID and SKID fromthe A |ist,
even without the user key present. Thus, when using a progranm ng devi ce,
the information_ 10 itens regarding the updated user key authorisations are
suppl i ed from t A8 REECReF %eﬁﬂ’ti?%taltgfmf'o ahauthogdped Ghdieat ifofls wi t hout a
programi ng deviaCpriraimfi HGtdedribe ke ARG .USPImdeN okt Lhs ROssi ble 15
change the authorisation of the user key in a lock. The Ckey is first
inserted into t &% 58?1%8’SS§%iEKIPF'e thewd. 1Hdeuderak®yA-s t hen
inserted into théstd cale. sThellGdkelye ikeyt bemeagaldeddserteehd . nrget he lock to

confirmthe ypdate. endji on the operation 20 wanted, the C-key is

i nserted forgdi ?F%rteo%%t |Qe ent%ldnf%ﬂlo I §.Qq‘fjtre”|dsg’f)%as"s°’lebt’“§ 1o PR&Fete all keys

fromthe A-listbletto ipstntbe PE3BIdl ent sudelrdted anerskagl & lkast key fromthe
NA-1ist and to delete its PKID and SKID from the A-

list, even without the user key present.

Thus, when using a programming device, the information

10 items regarding the updated user key authorisations
are supplied from the user key and directly to the
lock.

Operations without a programming device

With just a C-key and a user key, it is possible

15 change the authorisation of the user key in a lock.
The C-key is first inserted into the lock for a speci-
fied time. The user key is then inserted into the
lock. The C-key is then again inserted into the lock
to confirm the update. Depending on the operation

20 wanted, the C-key is inserted for different time

S’

intervals.

It is poésible to delete all keys from the A-list. It
is not possible to delete one single lost key from the
A-list without deleting all keys in £he list. However,
25 it is possible to delete a key from the A-list if the
key is present together with an authorised and pro-

grammed C-key.

The replace operation is possible to perform without a
programming box. Thus, with a new key, a lost key can

30 be replaced by means of the replace operation.



A-list without deleting all keys ifp*the list. However, 25 it is possible to
delete a key fromthe A-list if thg’ key is present together with3a8EP 2004
aut hori sed and pro- grammed C-key. “The repl ace operation is possible to
performw thout a programm ng box. Thus, with a new key, a |ost key can
30 be replaced by nmeans of the replace operation. D 9 SEP 2004 WO 01/ 66887

PCT/ SE01/ 005} ¢1/6:857L1 ke when using a progranm ng devi C%CT;Squ/Oi?SHJ ormation
itens regarding the updated user key authorisations are supplted fromthe
user key and directly to the lock. 5 3bher operations possible with a
C-key It is possible to give a C-key sone functions to exe- cute when it is
used with | ocks, ,}(t i.S possible to ive a C-key the function of adding or
del eting spe- cifi¢ R&EPsUFHPe ﬁepﬁ?ﬁrﬁg‘??%‘%ﬁ%hc?amh@. ipfematdsni ng a 10
nunber of new keyens iteghsdidpshpogsiabke [ Lkbe JMmAdriiacidizer to supply a

C-key with the new keys.that functions to authorise all the new keys in
some or all of af:ﬁesq%%%gdi}rfogl g?/estué?‘ﬁf K9 R0t ECE L RpFS et he

aut hori sati on plockdure significantly. 15 It should be noted that there are
no |links between the GR code of user keys and C-keys. However, it is
possi- ble t

D keys and MKe S Bopt oot e e AT iBeCuil P Ko C Reye. For cortain

It is possible to give a C-key some functions to exe-
cute when .it is used with locks. It is possible to
give a C-key the function of adding or deleting spe-
cific keys to the authorisation table. When issuing a

10 number of new keys, it is thus possible for the manu-
facturer to supply a C-key with the new keys that
functions to authorise all the new keys in some or all
of the locks in a system. This would simplify fhe

authorisation procedure significantly.

15 It should be noted that there are no links between the
GR code of user keys and C-keys. However, it is possi-
ble to limit the use of C-keys to specific groups of a

lock system.

D-Kevs and M~Keys

g‘é 20 D-keys (and M-keys) are used like C-keys. For certain
operations, a D-key is required. As an example, at the
distributor, when locks or keys are to be added to the
system, D-software 204 authorised by D-key 202 is used
together with downloading of necessary secret informa-

25 tion from M-software 304The M-key is required when us-

ing the M-software.

The lock is then programmed at the customer either
using the C-key 102 or by means of an adapter inter-

connecting the programming box 106 and the lock 20.



operations, a D-key is required. As*an exanple, at the distributor, when

| ocks or keys are to be added to the system D-software 204 aUtB?Lk%?d b
D-key 202 is used together with dommloadlng of necessary secret¥i

tion from M software 304The M key is required when us- ing the Msoftware.
The lock is then programred at the customer either wusing the Ckey 102 or
by nmeans of ter inter- connecting the progrannln box 106 and the

l ock 20. O 9‘9‘&2%9%804 WD 01/ 66887 PCT/ SE01100500 27 A gT’%‘?"BP‘P%"d embodi nent
of a key and | ock device has been deséfibed. It is realised that this can
be varied wthin the scope as defined by the clains. Thus, al- though a
cylinder |ock device has been described, the 5 invention is al so applicable

to other |ock typueigsreduambodiiait a8 ddred RoéKeckAlenbigyhaan embodi nent

has been describesh debersidd. POt depuPdaC cheentiki eahinn Jhi-egyand a secret
identi- fication |ten1are stored in the A-list and the public 10

i dentification ¥R EPet%5088 7 dshénag by spe Q#ﬁ%@s cBidst Bé-varied. Thus,
for exanpl e, |tt}hcﬁ;ganh|cﬁﬁll)hdeﬁ0:&ﬁjkbhevidb $bOBedlsbs PPl LC Qhej USt secret

identifi- ion i ns in i of anot her conblnatlon thereof. 0 9
SEP 2004 V\oa%ll‘s% ég ofé%éﬁ ‘?%e CPAPTRST lock types as

well, such as card locks.

Although an embodiment has been described, wherein
both a public identification item and a secret identi-
fication item are stored in the A-list and the public
10 identification item is stored in the NA~list, this
could be varied. Thus, for example, it is entirely
possible to store just public or just secret identifi-
cation items in both lists or another combination

thereof.

e !



1. An el ectro-nmechani cal key and |.6¢k device, conprising: 5 - a key (101)
havi ng a mechani cal code and a key'.“electronic circuitry (101a) BWIZBR
a lock nmenory (101b) adapted for sforing a public identification? it 4
(PKID) of said key, and - a key contact (101c); and 10 - a stand-al one | ock
(20) having a lock electronic circuitry (20a) conprising - a |lock nenory
(20b), a | ogfy FRAkAct (20c) arranged to co-operate W tfrgffsds€y contact
(101c), and 15 - a bl ocki ng mechani sm£ 0d) adapted to (ock op- eration of
said | ock unless an authorised key is nserted in the lock; ¢c har act
eri sedint hat - said public identification item (PKID) of said key
20 conprises a group identification item (GR) identify ing a group of keys
havi ng identical nmechanical codes, &BYIMS said |ock nmenory (20b) is adapted
for storing 19 SEP 2004 WO 01/ 66887 PCT/ SE01/00500 29 - a list of said
public identification item (PRID) and a secret identification item (SKID)
of authorised kkys, amkd elerirostedfansasd jpyblknd iaentediogtion item 5
(PKI D) of non- - | | keys, - wherein a key is authorised if said public
and ARt & Bl

5 - a key (10l1) having a mechanical code and a key

electronic cirxcuitry (l0la) comprising

- a lock memory (101lb) adapted for storing a public

identification item (PKID) of said key, and
- a key contact (10lc); and

10 - a stand-alone lock (20) having a lock electronic

clrouitry (20a) comprising
- a lock memory (20b),

- a lock contact (20c) arranged to co-operate with

said key contact (l0lc), and

15 - a blocking mechanism (20d) adapted to block op-
eration of said lock unless an authorised key is

inserted in the lock;
characterised in that

- said public identification item (PKID) of said key
20 comprises a group identification item (GR) identify-
ing a group of keys having identical mechanical

codes, and

- said lock memory (20b) is adapted for storing



secret identification itens thereof*are present in the list of authorised
keys and said public identificatign itemthereof is absent in t@legaléﬁst 10
of non-aut horised keys. 2. The key“and | ock device according to [ RL,?UM
wherein said key and | ock nenories (101b, 20b) are arranged to store an

el ectronic code field conprising said public identification item

(PKI D, PLI D), 911'/6388],5 secret identification item (SKID, SLID) and an encryp-
tion key (DES)."%®'The key and | ock device according t SCEPHUAPY or 2,
wherein said public identification ite@9 PKID, PLID) conprises a function
identification item (F) identify 20 ing one of the follow ng functions:
user key, custonmer authorisation key, distributor authorisation key,

manuf act ur er aut hori-sat ildatked saaddrilocic. identhifeckejomidenock device

according to any of cl@iE Idnd.a WHELA Naspl despublic ddentification item 25
(PKI'D, PLI D) conprises !a dg?}i ce iadent i% cat ?%ﬂfﬁ%;élg%g(ﬁ%%)%@gﬁti fying the
di fferent devices of afyrdtporifed et eiandt he device identification itemis

uni que in each group. SEP 2004 WO 01/66887 PCT/ SE01/ 00500 30 5. The key
and | ock device accordi ngstOcankiaf pusliai MBerkids cWPES LI R.5ai d secret

identification item (SKID SLID) is identical for all devices within a
roup. 5 6. The key anFHrBekCUdPcavtRAEGFER N0 any of
g p y y
- wherein a key is authorised if said public and
secret identification items thereof are present
in the list of authorised keys and said public
identification item thereof is absent in the list

10 of non-authorised keys.

2. The key and lock device according to claim 1,
wherein said key and lock memories (101b,20b) are
arranged to store an electronic code field comprising
said public identification item (PKID,PLID), said

15 secret identification item (SKID,SLID) and an encryp-
tion key (DES).

3. The key and lock device according to claim 1 or
2, wherein said public identification item (PKID,PLID)

comprises a function identification item (F) identify-

g’

20 ing one of the following functions: user key, customer
authorisation key, distributor authorisation key,

manufacturer authorisation key, and lock.

4. Thefkey and lock device accofding to any of
claims 1-3, wherein said public identification item

25 (PKID,PLID) comprises a device identification item
(UID) identifying the different devices of a group and
wherein the device identification item is unique in

each group.



clainms 1-5, wherein a public |dent|%fcat|on item (PKID) stored in said

| ist of authorised keys or said I|$t of non-aut hori sed keys Conﬁpﬁﬁéﬁ%’i
device iden- tification item (U D) Yof a speci fic val ue denotes a 004
entire group. 7. The key and | ock device according to any of clains 1-6,

wherein secret

only be reaqwgyudg%ans of

| ock devi ce acco
nunber of

ing to any of clainms 1-7,, wherein a
aut hori sed keys by adding it public and secret iden- tification

identification itens (SKID) stored in said key nmenory can
a special authorisation key. éaﬂﬁymep key and

ey IS added to the

items (PKID, SKID) to sald list of author- ised keys. 20 9. The key and | ock
devi ce according to an

nunber

of aut hori sed

clajnms 1-8, wherein a key is deleted fromthe

§ek5ya%|18t’¥r@e iice RRANTAADATP SR reh

identification clens (PK| BiskebD) fdiamssai«st ligshtoficadidharised keys. 25 10.

The key and | oc
deleted fromth

i i S I B Ry S

identification gt¢wm (PKID) to said |list of non-authorised keys. 0 9 SEP
2004 WO 01/66887 PCT/ SE01/00500 31 11. The key and | ock device according

to claim 105 wherein @, Kke¥yi shpdded &eq,ltcge é]g),gpasﬁ%m Sal}{%hﬁl sed keys by

deleting its public |dent|f|cat|on Item (

non- aut hori sed R%@&gs -5, wherein a public ldentlflcatlon item

e

10

15

20

25

(PKID) stored in said list of authorised keys or said
list of non-authorised keys comprising a device iden-~
tification item (UID) of a specific value denotes an

entire group.

7. The key and lock device according to any of
claims 1-6, wherein secret identification items (SKID)
stored in said key memory can only be read by means of

a special authorisation key.

8. The key and lock device according to any of
claims 1-7, wherein a key is added to the number of

authorised keys by adding its public and secret iden-

- tification items (PKID,SKID) to said list of author-

ised keys.

9. The key and lock device according to any of
claims 1~8, wherein a key is deleted from the number
of authorised keys by deleting its public and secret
identification items (PKID,SKID) from said list of

authorised keys.

10. The key and lock device according to any of
claims 1-9, wherein a key is deleted from the number
of authorised keys by adding its public identification

item (PKID) to said list of non-authorised keys.

st of



5 12. The key and | ock device accofting to any of «clains 1-11, wherein a
first key of the nunber of authori.sed keys is replaced by a secqhg SEP‘9W4
check- ing whether said first key i*s authorised, adding said public
identification itemthereof to said |ist of 10 non-authorised keys and
addi ng said public and secret identification itens of said second key to
said |ist rised keys. 13. The key and | ock deyi cording to any
of clains 3{%2#£§zerein a master authorisation key is¥¢§§?§&g%rded in said
authorised list of all locks of a mas- 3ter key system 14. A lock system
characterised by key and | ock devices according to any of the preceding
claims. 20 15. The lock system according to claim 14, com prising a

cust oner dat abas® (C- sofSndFR) it rlefledrtice Rergrdinacte ofladhi ch keys are

authorised in W Chnkeeks a ikBySal dduBEkes ¥pbeilnbbs. of NEithBEKs Sy St em
according to claim 14, com, 25 prising a distributor database (D software)

i ncl uding a keyfFockYr egi<itiar haingLlan Ssenipareirnritims pPBIPof  open
system i nf or mat £ k@id deisitgsr oforchangesi eadkéys secret part including
aut hori sati on codes and secret keywords used in the system D 9 SEP 2004

VD 01/ 66887 PCT| SE0L/ 00500 3¢ 47, 1Ihe Legk sysiem according fo claim 14,
com prising at Teast one authorisation Key "Ry use

claims 1-11, wherein a first key of the number of

authorised keys is replaced by a second key by check-

ing whether said first key is authorised, adding said

public identification item thereof to said list of

10 non-authorised keys and adding said public and secret
identification items of said second key to said list

of authorised keys.

i3, The key and lock device according to any of
claims 1-12, wherein a master authorisation key is re-
15 corded in said authorised list of all locks of a mas-

ter key system,

14, A lock system, characterised by
key and lock devices according to any of the preceding
claims.

-y

_F 20 15, The lock system according to claim 14, com-

prising a customer database (C~software) arranged to
keep track of which keys are authorised in which locks

in said lock system,.

16, The lock system according to claim 14, com-
25 prising a distributor database (D-software) including
a key/lock register having an open part for display of
open system information for design of changes and a
secret par? including authorisation codes and secret

keywords used in the system.
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for progranm ng the | ock devices, safd at | east one authorisation key

bei ng authorised to update said 5 i.Aformation stored in said Io&grﬁﬁ@rwwf
| ock devices. 18. A nethod of updating authorisation informa- tion of a

| ock device of a | ock systemaccording to any of clainms 14-17,
characterised by the 10 step of updating said information in said | ock
menory of seoeisklck device. 19. The nethod accordi ng porsdoabdnl8 when sub-
ordi nated dlaim 15 or 16, conprising tl}g following steps: 15 -
transferring updating information from'Said custonmer or distributor

dat abase (C-software, D-software, M software) to an authorisation key

(C key, D-key, key), - t sferring,.updati dnformation from said
aut hori- 20 sath(r)'n key %‘%Qg(%cg %%%?fmng%?ylgg golcg%%md{e&\i’l ¢8™720. The net hod
according to cleiiniesg, akommsitspryy autheriwitlion bey gCepsy) -usiedstructing an
updating operat;on g l-Refdd B bordULAIdSALLON Key i gpgai d ock, and
25 - transferring updating i'nformation froma user key to said |ock nenory
of said | odk de¥t'derigabl@EkeybingDa0BES87 FCHPSESY/POB00 33 21. The

met hod accor i nghARnaeYofsiehak N, _Js%-laoloqmam]}fio@glg@? addi tional steps
of - verifying the updating operation by inserting sal
devices.
1s8. A method of updating authorisation informa-
tion of a lock device of a lock system according to
any of claims 14-17, characterised by the
10 step of updating said information in said lock memory

of said lock device.

19. The method according to c¢laim 18 when sub-
ordinated ¢laim 15 or 16, comprising the following

steps:

15 - transferring updating information from said customer
or distributor database (C~software, D-software, M-
software) to an authorisation key (C-key, D-key, M-

key), and

~ transferring updating information from said authori-

R

20 sation key to said lock memory of a lock devite.

20. The method according to claim 18, comprising

the following steps:

- instructing an updating operation by inserting an

authorisation key into said lock, and

25 - transferring updating information from a user key to

said lock memory of said locdk device,



aut hori sation key |nto sai d | ock, agi 5 - transferring verification
I nformati on from said authorlsathn key to said custonmer or dis érlbutor

dat abase. 9 SEP 2004

WO 01/66887 PCT/SE01/00500
33

21. The method according to any of claims 18-20,

comprising the additional steps of

- verifying the updating operation by inserting said

authorisation key into said lock, and

5 - transferring verification information from said
authorisation key to said customer or distributor

database.



