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VALI DATI ON FOR NG O | NFI NI BANDTM ~ APPLI CATI ONS Techni cal Field Bhe/ 968395
i nvention re¥@bBesifn a data network, and nore particularly, Fg_elj 0GRS L@Da 10
host - f abri ¢ adapter having a nechani sm for managi ng and val i a{l g reéenote
keys which correspond to outstanding data transactions (e.g., read/wite
operations) in such a data network. Background A data network: generally

consists of a netmrkMEWHOD%O@WﬂNB“ME@EMSﬁFSNSA nodes
ée:[‘g&l nt ernedi

connect ed by. poi nt-to-point i . ate node,
such as a switch/sw tch_ el emwsf% Igr, or an end-node
within the network, EGR NGHOANF ANBAY APPIGOATIONS. . data
servers, “storage subsystens and network devices). Message data may be
transmtted fromsource to destination, often through internedi ate nodes.
20 Exi sting interconnect transport nechanisms, such as PCl (Peripheral
Component I nterconnect) buses as degetlidi@dridlgt he "PA Local Bus ,
Specification, Revision 2.1 " set forth by the PCl Special Interest G oup

(Sf0) on June 1,The@S&entimmentdsh rdlaick Eozﬁd&tér&tvﬁlﬁk,ia‘ﬁﬁhorﬁ@aﬁﬁ&ﬁlﬁgﬁ%}a’i’es&&a and from

1/0 devices, nanely storage subsystens and network; devices'via a data

net wor k. - Howswibric &6abteb et dbhbdhhiSin for SlAEETE %mggﬁtgﬁw&% %g wRLEhi tecture .

25 that includes one or nore shared 1/ 0 buses to ver nessage data to
and frorf stoofragend HURSHSHRERIaA HndAEE o dENIHG SR o 1/ Q buses can pose
serious performance WO 02/ 678254n26763{8;%8%&‘@/011)%%@@}%8%@5@a‘#Jalam tations
due to the pbtssprar bitration required anong storage and network peripherals

2

Background

A data network generally consists of a network of multiple independent and

- 15 clustered nodes connected by point-to-point links, Each node may be an intermediate. . . ... .

node, such as a switch/switch element, a repeater, and a router, or an end-node within the

network, such as a host system and an /O unit.(e,_g.,, data servers, storage subsystems and

network devices). Message data may be transmitted from source to destination, often

through intermediate npdés. |

;) 20 Existing interconnect transport mechanisms, such as PCI (Peripheral Component
Interconnect) buses as described in the "PCI Local Bus Specification, Revision 2.1" set
forth by the P_CI"Special Interest anoup (SIG) on June 1, 1995, may be utilized to deliver
message data to and from 1/O devices, namely storage subsystents and network devices via |
a data network. However, PCI buses utilize a shared memory-mapped bus architecture

25  that includes one or more shared 1/0 buses to deliver message data to and from storage

subsystems and network devices. Shared I/0 buses can pose serious performance
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well as:posing reliability, flexibility and scalability issues when
addi tional storage and network peripherals are required. As a BgShd /2005

exi sting i ntwoeesness technol ogies have failed to keep pace tg (}o_rrputer
“evolution and the increased demands generated and 5 burden iﬂ%dﬁ@ A
server cl usgler_s, ) apgl i cation processing, and enterprise conputing created
by the rapi digitgianhdes tottheebus atbétraneh reqi®d Ghddg sHH b P short com ngs
of existing PCl bus architecture are Inf niBandT™M an%{)r%p%g%’(%agseasor,

Next Gener atWehassiiiG abilin iteXibiliavaid RaSbili QLE .1 nf el Corporation
and ot her conpanies to provide a standar dé- aglgé%%%a%fogﬁﬁsg?r?ﬁetﬂat uses a

Swi t ched f abeiveorhpetistenty at Rqlitdd. CRaNEEkSe:RSE f shared
nenor y- mapped bus ar chi tecture for rellabla ga@f@‘gﬁ%f?p‘@%‘i%gﬁ

end- nodes i maikeddakeepnRteRitk te¢ Vol liintdha il thl€.ce oL, Gener at ion
| nput / out put (NG O Speci fi g%f‘iﬁlon, "o N%JnéﬂdI@{c%rlh%%ﬁd\%ﬂa?%%ﬁnerﬁeg%d and- t he

"1 rfni BaAd ThWivdehihRetdse € ion:_ the I nfini BandTM Trade. Associ ation
on Cctober 24, 5000 o %ﬁe&%gﬁsh#ﬁl‘%g‘ﬂ‘gﬁ%“&“%&g CHIEPHSEGOBIPUiRg

communi cat ecdhield bPBR Bfid Fwkh b systens using a Virtual Interface (V)
~architecture in cgrrplr?%n(?e v&ltﬁﬂ?ﬁgﬁrﬂ% rtual Interface (VI) Architecture

Speci fication, EQ 0 " asset forth .Compag Corp., Intel. Corp.,
and M crosoft Co%%.ér?lnﬁ%{)ﬂqfﬁg'gem eeﬁﬁ‘i'éi°mﬂ'$§?.PZm"@PP§Pv%ﬁr@mmamd VI

har dwar e an ften sed to_support data transfers between
two menory lﬁgg%hgmﬁggﬁ )cééﬁ%Ffﬁsi?ﬁq\g‘?xf #8’?%10"% ) pichaye mer or nor e

desi gnat ed el,s. h host. systemusing a VI Architecture may contain
Vs, al so ko(r%ggveng&éjlsbyv\lﬁgiga{ﬁ’gﬁggn ff\yggthqra?qus,ﬁo pravids a standandbi-mged IWDound and

otrt bou qu S i ich work reguests are poste 0 describe data
otft boury agg)t@aﬁv\hh K ts(WRs ted to d be dat
novenent @E SR USi@ Saekadi flicond seprete 160 peanntly auitesdof axheeéssi ng and/ or
transportation via a data network. Each host system may serve as a source
(i ni tiat or RERAY-B1PAFH RS architetue & reliale doR1QATDS bdtwbe REIIQDI2AS data
PCT/ US02/ 05858 nessage data transfer (message send operation) or a target
syst em of ZeOEs ggest g%w‘%liﬂ ity “NspeFemeravon (npedSage: (NSIO) SRcoeialilvolo Wor k
requests submtted froma consunmer that cause work instructions, called
vérk QueueFeuanamiudy 20, WR%sand, the 'UrfreBeaSt aethascrve Bkecification," the -
InfiniBand™ Trade Association on Octob_ér 24, 2000. Using NGIO/InfiniBand™, a host
15 system may communicate with one or more remote systems using a Virtual Interface (V1)
architecture in compliance with the "Firtual Interface (VD) Architecture Specification,
Version 1.0," as set forth by Compaq Corp., Intel Corp., and Microsoft Corp., on
: ) : December 16, 1997. NGIO/InfiniBand™ and VI hardware and sofrware may often be
used to support data transfers between two memory regions, typically on different systems
20 over one or more designated channels. Each host system using a VI Architecture may
contain VIs, also known as work queues (WQ) formed in pairs including inbound and
~outbound queues in which work requests (WRs) are posted to describe data movement

-operation and location of data to be moved for processing and/or transportation via a data

-network. Each host system may serve as a source (initiator) system which initiates a




gueues associated with a given network interface card for data transfer
operations such as send/receive operations and rempte direct neg/y9IOQRPS
ARDVA@ r ead/ywhighBrsmspperations. One or nore channel s between conmuni cation
devi ces at host systems via a data network may be created antCHHMRYEESS
so"that requested operations can bé perforned. Since NG Q| nfni BandTM i’s

an emer gi ng mesagedanneatfc: @Ract RaY o?@ﬁtioﬁ?%rétﬁ‘r Etrekgfst?@;o%%ﬁk%&%aﬁiher e is no

known i nterface nmechani smspecifically inplenent 13 ni BandTM

appl | cat | onspeiise(niBeRteat bibratlAE! RoliSefll AN IRE Kol L el f gce card

for a host systemto connect to a data net usi ng a cha ed,

switched fakgise wolk BRirk K erati ons  bet ween
communi cation devi-ces a‘?ﬁ)géj cﬁi(l)efgﬁv %55‘?‘ gﬁ%gﬂ%@% @W(g%enf%% G(pffoég';éf’%wgrkor vi a

a. dat a net Wk, hShd : : i nt. e- r for_host syste are not
adapt ed fo\que er gﬁg P\%Ldﬁl%g{& P%%?’égﬁg#ﬁeﬁeé?ﬁd&ﬁﬁg% transfey mgxﬁﬁ?ggﬁd are,

therefore, 1. for NG O L.nf]ni BandTM functionality. Accordingly,
t here issa ﬁaé{ggg%?rerg inggg[bseagfiéﬂ 3%*@65#@?{5&{;/ i Y/ PUN hostfabric

adapter insg Irlat%crilsa 2 host ﬁ%/steg] in. a data network using a )

channel - bas&td = owit ched MPEEAFIRels PeFEerommmiagen dgvocs pthostsysemamiag
applicationg., Al so.needed is net hodol agy or nmechani sm for nanagi ng and
val i dati ng éaé%?tgoqger%y %‘ifﬁed?aﬁ F@§?ﬂ6ﬁa°8‘6t 1§4Hesed ApRratipn canchgtparfermeds act | ons
(e.g., read/wite o rgtyi{ons i%‘ﬁsuch a data network, via a channel -based
swit ched fabric.5ince f\ﬁEQ%aRﬁ F ONETITE MBI ERENGS haolngy mot petripthet e

appreci ation of exenplary enbodi ments of the present invention, WO

02/ 078254 5}“?%%@;5%'@56 ispeRnogrintobesgechneismmapazifichlly meplatensmddant advant ages
of’ t he present inv_entipn, will be readily appreciated as the sane becones
better ¥ndeNGIQYbdiniBandcY eppdinations. Mbivepdoifidabiyitiege Beibdnben netesdiiniificen when
considered in conjunction with the acconpanying draw ngs in which |ike
reference csyhfishadostsyistcmtte cdinect soamstaometsoritiubiag a CRIPEINRIIS swidied fbAc FI G |
illustrates an exanpl e data network havi ng several nodes interconnected by

corres Pondian@itbdmkso efppart datainvemér 6per@aobetivech domnithiRIBOgHviERN i 20T t he
pr es o . host system or between:host-systems or:via a.data network. Existing network interface-— " -
cards for host systems are not adapted for emerging NGIO/InfiniBand™ interconnect
I5  technology and are, therefore, not optimized for NGIO/InfiniBand™ functionality. .
Accordingly, there is a need for an especially designed, perfo;mance-drivcn host-
" fabric adapter installed.at a host system in a data network using a channel-based, switched
) _ . fabric architecture for NGIO/InfiniBand™ applicatidns. Also needed is 2 methodology or
mechanism for managing and validating remote keys which correspond to Ol;tstanding

20  data transactions (e.g., read/write operations) in such a data network, via a channel-based

sw_itchéd fabric.

. . BRIEF DESCRIPTION OF THE DRAWINGS

A more complete appreciation of exemplary embodiments of the present invention,
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invention; FIG 2 illustrates another exanple data network having several
nodes interconnected by corresponding |inks of a nmulti-stage S\g'gcé@ggzo 5
fabric accordig@d9:san 10 enbodi nent of the present invention, FIGs. 3A SOD
"illustrate packet formats of message data transmitted from aPs&3FE88de
to a desti natign node and work requests in a formof "Wrk Queue El enent’s"
(WE) 15 a hesd meypofthe aemosm bid@niafes? 1R | t.oft present invention:;
FIG 6 illustrates a bl ock di agram of anrggé%gﬁr%‘p%nﬁ%lsfvn@if’srf@tﬁlyﬁgﬁ’fﬁ@atﬁést ed:
for data:.trantikeimoRRbMAb] QRS diledibof) ta-networ k, aceording to an
embodi ment of the present inventieon?'F?@%rg%g?%%e?ﬁ"ﬁfﬁg faée‘bd%?féigi@ndi agr am

of an exanpl ehéwsinsidy st HR oA fundibnb ata.,nefwark according to
di fferent enbodi ments of thjeunprélg‘gln %%‘if%n?f‘gfﬂg vengsan phich dike sfersnen

exanpl e sof t sy IsdAdiVAE tals : gper atj ng system (05) of 20 7
NG O | nf mi $andTM and VI a%g ?ﬁe‘g uf'g@p?r}g_n{ss\glbeﬁ%m data transfers via a

switched & abric aggoy fj an, e iment of the present invention; FIG 7
illustrates an exarrp{ fejluﬁ%st%s%%g?mgc@g%&ﬁ?tgpﬂbl@ﬁ\“g@%@élnwﬁs intarennderiekbi t h

NG O | nf ni Baggd ] chitectures tg support data transfers via a
" switched fabri c%?‘(ﬁ)‘ggg}é’%‘gﬁfgibﬁ%°%%y°&ﬁ° BRifaAsembefimenteof fregwesant i nvention. 4

26/ 09/ 2005 ;\\Q %.07825} PCVUSQ2I b85S FIG 8 illustrates an exanple
M cr o- Engi ne ? ) of a host-fabric adapter according to an enbodi nent of

the present inveptdgn, FIG 9 illustrates an exanple inplenmentation of a
M cr o- Engi ne (NE?fc:'jf“ tHustiaies 9“"(‘&6%@%@%'@“%@?@@%&1@& enbodi nent of
the present.| nventi%E 10 illustrates an exanpl e Renote Key Manager

. - 5 FIG
(I_j;pck ( RvVB) " EFOnRREek P cpresRaadipg links afp myitiseposveitchel Bbnddcedrdiighs eFpond t o
't

st anzing %oper ations in host nmenory according to an enbodi ment of
the present *THRAURET htheprasent inventidnast r at es an exanpl e hi gh | evel renote key
val i dation accordi ng3 to an
_ FIGs. 3A-3D illustrate packet formats of message data transmitted from a source
nede t0 a destination node and work requests in a form of "Work Queue Elements" (WQE)
Jposted. for data transfer operations in an example data network according fo. an -
embodiment of the present invention;
15 FIGs. 4A-4B illustrate a block diagram of an example host system of an example
data network according to.different embodiments of the present invention;
FIG.'S illustrates-an example software driver stack of an operating system (OS) of
J a host system according to an embodiment of the present invention;
FIG. 6 illustrates a block diagram of an example host system using
20 . NGIO/InfiniBand™ and VI architectures to support data transfers via a switched fabric
according to an embodiment of the present invention;
FIG. 7 illustrates an example host-fabric adapter configured in accordance with

NGIO/InfiniBand™ and VI architectures to support data transfers via a switched fabric

100' according to an embodiment of the present invention;




enbodi nent of the present invention; and 10 FIG 12 illustrates an exanple
i ndi vi dual key validation of the Renpte Key Manager Bl ock (RMVB) 2%‘3/:@99"2%5
to an enbodiwgRbnahsi he present invention. FIGs. I3A-13H illustrate_an
exanpl e timng diagram of a normal Renote Key Manager Bl ockPCT/USIZ/0SESS
(RMVB) - operation according to an enbodi'nent of the present invention; 15 i}

invention; Fl Gs FI&5$\iilSttdslah esdnfd RrREESSANRUE) &6 T Lagram of a Renote
Key Manager FlI Gs. 14A- 14Htislal ust rxg% glégﬂ Egg‘gﬂg@ ‘%flaﬂ"%gfagﬁ‘ca%@ﬁ% of .

compl et on akoddRgisElemBR oY pbBARRGB ook (RVB) operati on accor ding
oC

to an enbodi ment of the present Operation where there is a

Protecti on Domai gyé! ] cor di -0 nmbadi.ment _of  the present
i-nvention; 20 FIG s%géﬁa%g% ?ﬁ“%get ﬁgge en{%gtr#l%&% %’?‘ﬁﬂ%‘ﬁeg&g@aﬁraéﬁftbf a
Renot e Key . ( R\VB) rat | where there are nultiple key

ni smat ches g%dg%% fr’pr%'%tcg&g‘ﬂé Bear?t?glg’lgﬁ'é"ﬁfl{ %?hetl?fgseﬁtr@‘éeé‘ﬂ?"’i nvention; and FI Gs.
17A-17M kl lustra -2X le tim di agram of a Renote Key Manager- Bl ock
(R MB) oger ati on}:ﬁv\%grﬁe‘ﬁ Sﬁ'aet se”a?@ﬁ@%%’ﬁ?%%ﬁ%%@%?% Prehesiieg it t ent
RQ 5 WD 02A),78254. 26/ 09/ 2005 PCT/ USO2/ 05858 nmenpry accesses according to an
enbodi nent %)hfe "taﬁéL‘*Yp?‘jé%‘Bﬁ‘E Fyﬁm%caﬁ?spr’ﬁ wq"@%émﬁm%w%wwph%ns, the
term"VI" as set forth in Virtual Interface (VI) architecture specification
may al so beMENGRASY NG % trRRpdinest pf thepipsengmventions orth in the " Next
Generation Inputé{%ltgut (NG 0) Specification"” or sinply as queue pair (QP)
as set 5 forth % heilluptrtssian gawply hish davekrempickey Sidefidni acegridivg 16 aiTher ef or e,
"V]", "WQP" and "QP" are interchangeably used and they nean one and the

\ifyns 10 - metmlndiment ghthy pessent mvensiok; AN | a global area network (GAN), a
rel ess personal area area network (L, AN),:a,.w de area network (WAN),
ac arrpusmar ea nethlBr k2 {ligondjes an example individual key validation of the Remote Key '
Manager Block (RMB)according to an embodiment of the present invention.

FIGs. 13A-13H illustrate an example timing diagram of a normal Remote Key
- - Manager Block (RMB)-operation according:to an-embodiment of the present invention;
FIGs. 14A-14H illustrate an example timing d.iagfam of completion of a normal
- 15 Remote Key Manager Block (RMB) operation-according to an embodiment of the present
.invention;
FIGs. 15A-15H illustrate an example timing diagram of a Remote Key Manager
) Block (RMB) operation where there is a Protection Domain (PD) mismatch according to
an embodiment of the present invention;
20 - FIGs, 16A-16K illustrate an example timing diagram of a Remote Key Manager
| Block. (RIMB) operation where there are multiple key mismatches according to an
embodiment of the present invention; and
FIGs. 17A~17M illustrate an example timing diagram of a Remote Key Manager

Block (RMB) operation where there are multiple key mismatches with intermittent RQ-




devi ces for data comruni cations. Exanples of such data-networks may include

a local DETAILED DESCRI PTI ON The present invention is applicabl &4 PHoysp

. : 9 05
with all tyres9hssdata networks, 1/0O hardware adapters and chi ﬁsetg )
i ncl udi ng fol [ ow-on chip designs which |ink together end stB¢T/8MOE8h as
conputers, servers, peripherals, storage Subsystens, and communi cation 15
net wor k= ( WPANjemogatcessay:mt@ting i dHelodRkds % includi ng newy devel oped
conmput er networks using Next Gener at ion 17 %P&“Ed&&?-e 1/0 (FIO),

| nf ni BandTM and tihadehdBiuey deScrinflgh fie AGmG nneLgb sed;. switched fabric
architectures which may -~ becone avar | abl & g@ CAh ﬁ%?e}nd\"é@wr{meg@‘ffgﬂvances
to provi de saahigblufe pPetifiefFBAES alsh AN ' may i ncl ude Et hernet, FDDI
(Fiber Distributed Data | nterﬂ%gges) Tgﬁ%?l&%ir&%ékq GE%W%QIWF@%H@M

Transfer Mod - Tkl p&lﬁ?}wl d.Wreless LAN. However, for the
sake of si mﬁeﬁf?&&d&c@gﬁg@f g _ g%eﬁ?%ﬂ‘fq\;’gf’é“%‘yrﬂs;ﬂ"w_P&fTN@BlaS_sgﬁst em
ks 1o chammel " CoRaBa i i e, SPhwetorbr N th AWQH metaral
exanpl e nod [S....servers and 1/O units) interconnected by
cor rgspondi %&?ﬁ‘%%"%%@@%@@ﬁé@?’ ToHeb AT S, VIO 03] 078264 26/ 09/ 5008
PCT1USO2l 0a8SS8 scope of the present invention is not limted thereto.
Attention nowis directed to the drawings and particularly to FIG 1, in
which a sinple data network 10 havi ng several interconnected nodes for
data communi cations according t®E CHERIPHION he present invention.is
illustrated. As shown in FIG 1, 5 the data network 10 may include, for
_g}yanpl e, one or MSPECERHDYAFPD @Palidable fiarsise @h alhtyped afidatadietdRkecnd nodes A,

~ C, a[}jj a.&_gach node (endpoint) nmay correspond to one or nore 1/0 units
and host” sy¥YeHEC pefpfeniAhipswp incbrdingaotidvonn skip devignsarhiothikhogupsiet y of
applications or services are provided. I/O unit may include ohe or nore

pr ocessor s, SaeRbIph apeammtersisersert, teriplomils, GlokE SutRpdlerRd BEY cdn@:ﬁt?dicah(jrp '
resources connected thereto, and 10 can range in conplexity froma single

RO Subsystem Cach 170 comroll e 11 G0 p oo decoh hP LR IBLGY 1) 5"
.« function,  ard netsorlofIeAN), e wide. S Yiohwbrk WANY a SHAfRs ;r/egngﬁr\éh-?@\bﬁyg h--as.. ..
' metropolitan area network (MAN), a global area network (GAN), a wireless personal area

15 network (WPAN), and a system area network (SAN), including newly developed
. computer networks.using Next Generation 'O (NGIO), Future I/O (FIO), InfiniBand™
and those networks including chan;lel-bascd, switthed fabric architectures which may
) become available as computer technology advances to provide scalable performance.
LAN systems may include Ethernet, FDDI (Fiber Distributed bata Interface) Token Ring
20 - LAN, Asynchronous Transfer Mode (ATM) LAN, Fiber Channel, and Wireless LAN.
Howe\}cr, tor the sake of simplicity, discussions will ¢concentrate mainly on a host system
including one or more hardware fabric adapters for providing physical links for channel -

- connections in a simple data network having several example nodes (e.g., computers,

servers and I/O units) interconnected by corresponding links and switches, although the




st-orage devices (e.g., hard dish drive,and tape drive). locally or
renptely.-via a localarea : network (LAN) or a wide area networld Mfdly oo
exanpl e. 15 Whe4apkyalized switch 100 may contain,. for exanple, swtch
ports 0, 1, 2, and 3 each connected to a corresponding node’oF VP& 8y
different nodes A, B, C, and Dvia a corresponding physical link I 10,

112, 114, arscopkb®thelpassbniihveniiols nbi ItkitddRerasipPOrt a  nunber of | ogi cal
poi nt -t o- poi nt channels. Each channel nay be a bi-directional conmunication

path for all owi nguermABRAS Bﬂét_téji%%etﬁaﬁiﬁﬁ%@%%ﬁé}gtWI?.??ﬂﬁnﬁii d, 20 nodes

(e.g., host systenms, switch/swtch el enents, uni In the

network. Eaginfid@anmiwbiy ol ek séx@ra@in?ér&%c%zeg%é@és'fhgdsa?z%o%?y%?cg Jggtion where

data may be transferred betwe&n endpoi nts systens and 1/0
units). Thea&RMikPbiag @hbsiiiehitbft v al so .cant ai.n, routi ng.informtion
usi ng, for exarrplf%l,o exlp:h |§C|t {]‘gugt?r%aﬁgtﬁ%‘%gﬁon"ﬁg@fﬁrﬁ?ﬂ'i“g‘%ghﬁﬁgf‘b@b' Louti ng
for routsnggdata kf, 4 node (data transmtter 0 a 1.2/ 078254 5
26/ 09/ 2005 Pﬁ?ﬂsﬁ%ggg'?g‘%g“rd&g@‘ ?%éﬁ‘Bfe(?i‘ﬁPémPEec%f%iZ?é W‘Ehgﬁﬂ&ég ondi ng
l'ink(s), ang, i ng_i,nformation.for  redundancy. The specific. nunber
and confi gur gE ?%f%%gimeo%%l oF'h ‘sangﬁg?rfﬂg E?dﬁt(‘?“gﬂ%‘“él@? .°,°”FRB§‘E£°§9%W§?&’° and 1/0
units), sv\,iltlﬁrl]lg s%{ﬁ% lti nks_shoyin.in FIG | js provided sinply as an
exanpl e dat a netwWorFK'O¥AYHFGR NG l"eWmB?terﬁﬁw%ﬁE'HF"éP“i“&‘@ A OF angenent s
of a nunber ﬁf t.end stations (e.g., host systens and I/O units), swtches
and |inks i3PPEPACRSPSETVEHLS HEP I And et mgy includs 988 prypare pReesPEi ng to an
exanpl e enbodi nent or inplenentation, the endpoints or end stations (e.g.,
Eg}st syst enBEBOY MEEF Mierg 49 contralise aad aitpn lecabl{©acsoutoppeqanedtiasithersta, ard G |1 10
mey be conpatible with the "Next Generation Input/Qutput (NGO
* Speci f i ¥at iBnrange incomplexity fropye sipgle N@IdeyiFowdnasmlogal lasea 28twotlo@AN)and t he
Al nfini BandTMArchitecture Specification@as set forth by the |nfiniBandT~l
' Trade Assodidant¢rdn lasge @emotyaich RAID208G stemAEadrIdD nopttotier {OE) pi6¥id@sBnl/Oni BandTM
Speci fication; the switch 100 nmaybe an
service or [/O function, and may operate to control one or more I/O devices such as
- --storage devices (e.g., hard disk drive.and tape drive) locally or remotely via a localarea .. ... ... .
-network (LAN) or a wide area network (WAN), for example.
15 The centralized switch 100 may contain,. for example, switch ports 0, 1, 2, and 3
- each connected to a corresponding node of the four different nodes A, B, C, and D viaa
corresponding physical tink 110, 112, 114, and 116. Each physical link may support 2
: ) . number of logical point-to-point channels. Each channel may be a bi-directional
communication path for allowing commands and data to flow between two connected -
- 20 . nodes (e.g., hOSt.s'ystcms, switch/switch elements, and 1/Q units) within the network.
" Each channe! may refer to a single point-to-point connection where data may be
transferred between endpoints (e.g., host systems-and I/O units). The centralized switch

100 may also contain routing information using, for example, explicit routing and/or-

destination address routing for routing data from a source node (data transmitter) to a

“




NG O | nfini BandTM swi tched fabric (e.g., collection of <1inks, routers,
switches and/or 15 switch el enents -connecting a nunber of host P88 Foe
I/ O units), aedzishesgndpoint may be a host systemincluding _one or nore
host channel adapters (HCAs), or a renote systemsuch as an PFHUGHASSS

i ncluding one or nore target channel adapters (TCAs). Both the host

channel adapt®getepisAdatameceiee mmmipomﬁg\mﬂd_(s),agﬁr}é-%m&% g@rmr{;?xn {%e broadl y
P S

considered as fabric adapters provided to interface e ol n b the NGLO
swi t ched fabr§dsndaagd nay 20 .be inpl enented in conpliance with "Next
Generation 1/O Link Architecture Specification: HC 4 Specification,

Revi sion |:0" as Betspkafit hubper Nt @nﬁg@rstmn%e,lﬁ,\si@c,r%g%gg ‘g)%??{g, O{[Qﬁ hme. | :
oi n & ni cat e

| nf ni BandTMSpeci fication for enabling the en s (n

to each ot heysteosend HO NG)sbiadhal Band Je i th m.ni mim dat a
transfer rates of up to 2.5 g]i gabi t pw“ggﬁlg’rﬁéaﬁw ‘,”Q?cg%’m &l e. WO

02/ 0782545 26¢2adpRARAM neRIH: URQ2i40 _ xanple, FIG 2 illustrates an
exanpl e data network n(ei .e., syst ﬁégrdeig&%lg?%q&kongﬂhﬁa%geww aggmber

NG O I nfi ni Reflead dthtameipd L oK fer message.data froma source node
to a destination noélem%%coé%’%ﬁghggaéﬁaéﬂﬁs&cﬁwﬁt&ﬁ?%ﬂﬁd ﬂ{" dn gl Gpenef datavent i on.

As shown i N petwarksdna Wp&ﬁfz{é network 10'. i ncludes an NG QI nfini.BandTM
switched fabric 5 100" (rmulti-stage switched fabric conprised of a '

plurality of sw heheshotor allow n host, systemand a renote systemto
communi cate to ahl %(r?g[}elg fﬁougrruo%lamB}fgI °B‘gﬁ‘g?’°ﬁd’§tmt§9'§ﬁwnaﬁhdcndpemcecm;/stems

over one org A channel connection is sinply an

signated ch el s.
abstraction ttgﬁéﬁ? (égg" !é%{ %?ﬁ“éﬁég?@v@f%fmeﬁwﬁ dita betivorklshOivn iroFIG, [ ow t WO

wor k quegle 1S ). 3t sgurce and destination endpoints (e.g., host
and renote Es)l @‘:’e‘f?@?p\/a\%% ’% e Nest Gereratian It Outomt @EIOY Shea ifichdont ak teg hed

fabric 100) tﬁ ch nicate to each other. Each channel can support one of
several dif PEPBRERe I Eerumrpnslalyedft 1999, anBithyesi JofikiBund™ Acklamergle May be bound
to a hardware port of a host system Each channel may be acknow edged or

. unacknow eW§EHcalina nowit Sortelsy, tatmfiniSlasd Meryade QebElRidnh C‘f’c@ébgr 24 bgge i ssi-on

of nmessages and data as well as information about errors detécted at the
renot e end Askconding te e N@IO/nmiBand Ml etk ation ans g‘pgghelbgg f,l,?a(r‘}?,?!a between._the. .
may be s i

host system and any one of the renote systens y
transfer spi@adnhieiBaae™ wdichéPRbridel! éo‘lE@tribnctﬁqfnﬁ.é,‘?@utérgtsg«%%saag or
15 switch elements connecting a number of host systems and /O units), and the endpoint may
be a host system including one or more host.channel adapters (HCAs), or a2 remote system
such as an I/O unit including one or more target channel adapters (TCAs). Both the host
. J , channel adapter (HCA) and'the target channel adapter (TCA) may be broadly considered
as fabric adapters provided to interface endpoints to the NGfO switched fabric, and may
20 | be implemented in compliance with "Next Generation I/O'Lfnk Architecture .'S‘peciﬁcatioﬁ:
- HCA Specification, Revision 1.0" as set forth by NGIO Forum on May i3, 1999, and/or -
the InfiniBand™ Specification for enabling the endpoints (nodes) to communicate to each

- other over an NGIO/InfiniBand™ channel(s) with minimum data transfer rates of up to

2.5 _gigab_it per. second (Gbps), for example.

€ ent but data




i ncrease bandw dth. Therefore, separate channels for, separate control flow

and data flow may be desired. For exanple, one channel may be czg@p?lngf@_r)
sendi ng reqqujﬂzﬂﬁglzsgeply nmessages. A separate channel or set_of channels
may be created for noving data between 20.. the host system AGFURMIWRE of

the renote Systenms. In addi tion, any nunber of end stations, swtches and
links may be usedFdrexarsleasionD ilkatAesiah AP FatPforRakKEL %ryyfsr}n‘&fe%%ﬁ%%& end
I nks.  Fo

stations and swi tches via corresponding NG Q' I nfini Band” r

exanpl e, nodSAR) MAYsih&Bh SRAROHNfhiDAR™ SYBiLA @ QrafiGnd@Sa8 dBQ ForCopYULer or
a host server on which.a variety of applications or services are provided.

Simlarly, ngsde:s Seifbnable IBodid téaééé&%@?rgﬁ;hggr}é%géﬁﬁﬁ%{?ggsSt ey al

represent another network 150, T ncfuding,

area net wordpoih AN, Wi @ d%%@m}aﬁ% fgpfnglué%%@@l@ﬁﬁi@%ﬁqmﬁ;ﬁﬂfﬁggg fcor e

channel network, thaf I's connected via high spe al brigode C nmay
repr esents angh' ] ATy -udi 0 Qr re. 1/ ntrollers and 1/0
units con5 ne?togG(Qtuﬁg%té%%.gvgtcihﬁde@h&lslce%"{r%aeép c%aprl}ﬁ% 857“85’8??5'? a[‘%‘ﬁ‘ﬁg Eigiist em
190 such as [ [ or a target server on ich a variety of
appl i cati ons?c'?s ct)%rgsagﬁ/ fegjgcgggisgcmpt? SQTEIEHFQQ‘%%IP%PFWB‘FV%WS%t stergs a‘@?/ and D -
may also represent individual swtches qf the NG O fabric_ 100" which serve
‘as inter nediré)lrf“ge s]ﬁ{t)c COUFE PR o P sigpled &?E‘Beéﬁn‘diﬁ@“&ﬂﬁ°’¥"ﬁé“qﬂéﬁﬂﬁ’é%%ﬂst ens
150, 170 and 5(1590. TBe Julti-stage switched fabric 100' may include a fabric
fanager 250 *ROAHANEY Is pxtpblisied oper asiitehed dabricd 00 1a Alleyy e WPtk anetewsirk
managenent fw@g,ti ons. However, the fabric manager 250 may alternatively be
i hgor por at e fVREsI A sourgt and deglinationendpeiats (g shashantizemote lsystermseewsH® unéts wor k-
150, the I/OQ unit 170, or the renote system 190 for nmanagi ng all network
managemaft fharase Fenmected to e sisshed fabriai §09rio cormusiadse tozactesthge Ea@b0 naybe
configured for [|earning network topol ogy, determning the switch table or
f orwar di ng ehaned)aeresupgett oot ofisgveral diffenmn eayinagyioh achamicor PHysiok iyt athadnes i n t he
network and perform ng other network. managenent functions. Host channel
adapt er ( HOApy He2bdinday a herdwsreghoit of phasy sdenaEachtiginhél Gaylbe v Wledged sreNMOI Y
controller (not shown) of the host system 130 (e.g.; servers) and a

.- swi t ched. f amatimowledged. - Acknowledged channels may provide reliable transmission of messages . ..

and data as well as information about;errors.dctected at the remote end of the channel.

15 Typically, a single channel between the host system and any one of the remote systems .
may be sufficient but data transfer spread between adjacent ports can decrease latency and
increase bandwidth. Therefore, separate channels for separate control flow and data flow

\) ' may be desired. Forexample, one channel may be created for sending request and reply
messages. A separate channel or set of channels may be created for moving data between
20 fhe host system and any one of the remote systenis. In addition, any number of end
statio;ls, switches and links may be used for_rejlaying data in groups of packets between the
end stations and switches via .corrésmnding NGIO/InfiniBand™ links.
Forexample, node A may represent a host system 130 such as a host computer or a

- host server on which a variety of applications or services are provided. Similarly, node B




100" via high speed serial NG Q InfiniBandTMIlinks. Simlarly, target
channel adapters 20 (TCA) 140, and 1.60 may be used to provide &g }obYoS@Ess
bet ween the Wy éd7gis30e switched fabric 100' and an 1/ O control | er gg._ .
storage and networ ki ng devices) of either a second network F537%6¥2 ?t“*‘glo
unit 170 via high speed serial NG QInfiniBa!'tdTMIlihks. Separately,

anot her t ar geinag hprReit aAGER R Il ), inbfidid ¥t 2‘%}{5{&% el EO%#CQP&I‘@

interface between a nenory controller (not sh ).ofthe re e system 190
and the sw t chegor: Q04 , ) 2/ 05858 fabric 100" via
~ high speed seri a?r %émgh néd?%@%ﬁﬁg%%@%\[ﬁg %ﬁﬁg@ﬂﬁgﬁ{o@?g%&ﬂ%&&éﬂépt er

(HCA) and t hembas e GbBRaaln202Rt iaiﬁi}[@)li?qg& rﬁagf r%(;)rg{iegtl {é;{c@ﬁ?&h&@ od as

fabric adapters provided to i hterface elther t S *or any

f th 0.to th itch fabric, 100",
one o he' TR S0 o A 1 S T PR

and may be inplenehted in co Irfance” Wt

Architecture T N Lon. H cification, Revision 1.0" as set. forth
by NG O For um‘ﬁ%’n"Ek/‘fﬁ%é'\"%,}e"if’éwg@&%gﬁa%ﬁ FRPEHSOBRYFA AUy SgFuEFOn which a
conmuni cate tQ .. het over an NG O I.nfini BandTM channel (s). However,

NG O 1ttt AR Aoy OE i BiRrev it AuerENYE o podeh BEnind b Yo! |t he
present inveq@sio%l,_ and %h% invention is not limted thereto. Rather, the
present inven |oerrF§§}' vidygy s ﬁﬂweﬁe%wa@f@b% 198" whigh sstvg apintermpdiatenber  of
data networks, hosts and I/O units. For exanple, practice of the invention
may al so be MBS OGNERD Ehasteysterp U0 ans theiremot soytemy| 19, 18bandi 190cat i ons have
not yet been released, owi ng to subsequent nerger agreenent of NGO : -and
F.5 10 factions cohli Reltistaegswichsd fabaicil A0 meaydaciudesrfativictreanegar@50 connected
sgecifications as. set forth by the InfiniBand Trade Association (forned
August 2% 19gdhthegvitehgs an managingedt netieelk emsageent functions. However, the fabric
Ahttp://ww. I nfiniBandta' .org. @FIGS. 3A-3B illustrate an enbodi nent of
packet f or mamgnager 2idynaypltedurtively be mnepbtitedds parpoficitha dh st HedR 160ahe
transmitter) to a destination node (data receiver) :through sw tches and/ or
i nt er nedi at eseoodestvewk d50ithgl/O anit 20, At the Farine: SysMN BI0ifbaRidaBi SN Refwdt | ON@ -
as set forth by the Infni BandTMIrade Associ ati on on Cct ober 54, 2000. 20

- /As:shown - i n.rrddageridnt filhctiBds g eitidakitiaB o) tIERbricaRiRBER R50 Rap S8 LSRR foONe. OF.

nore data _
: “learning network topology, determining the switch table or forwarding database, detecting

15  and managing faults or link failures in liw network and performing other network
' ‘management functions. |
Host channel-adapter (HCA) 120 may be used to provide an interface between a
\ ) memory controller (not shown) of the host system 130 (e.g., servers) and a switched fabric '
100" via high speed serial NGIO/InfiniBand™ links. Similarly, target channel adapters -

: ZQ (TCA) 140 and 160 may be used to provide an interface between the multi-stage switched =
fabric 100" and an I/O controller (e.g., storage and networking devices) of either a:second
network 150 or an I/O unit 170 via high.speed serial NGIQ/InfiniBand ™™ links.

) Sepérately, another target channel adapter (TCA) 180 may be used to provide an interface

between a memory controller (not shown) of the remote system 190 and the switched
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packets 310 (typically derived fromdata transfer size defined by a work
request). Each packet 310 may include a header information 312,7@/yeViogye
format packetvgnauhead 314 and a cyclic redundancy check (CRC)._information
316. Under the "Next Generation, Input/Qutput (NG O SpecifFERUSEHNSSE
previously set forth by the NG O Forumon July 11 26/ 09/ 2005 ,
PCT/ US(112/ aa8a6rie 000 1398 shhe SUINCIONARABEIE il Bolitnt RIS LESH: Lo ol |

packets having simlar header information as t st conmon ngni nat or

LCD) of ness@uR)d : paader .| 0, BY che. |

i(ncl Lsioverrfflz(n I r?f ?‘E\?}Begn ' Eﬁggledy%t%(gr nggﬁgr?!e Q{ﬂg@grﬁ‘ﬁg’?&s, 4 %F a%%?f’ﬁ%ses
f this discl : ¢ G h .0 bel i

o S sl i o B B R 1

I nfi ni BandTM protocol s but are al so

NG O pr ot ocol ' [ accordj to the InfiniBandTM
speci fi cati oriﬁ ﬁégm?ﬁﬁfuge,"e%@&m a?%m%%é' ' ,mea*e?%é?o&ﬁ?‘@%‘@’éh *header s,
i ncl udi ngs f ; | . reuting.he r..320, .a gl obal routing
header 32é5 , ?egg’s)&ggﬂ/?ﬁ%%o#'?g’ FEater? eggggté?ﬁdgggt‘sg?ﬁgﬂ”o’f' %ﬁﬁ’é‘ﬂﬂr’tg Re%der s
such as data , ranspoy,t 326, .a RDVA extended transport 10
header 328, gﬁ‘g}@r}qﬁﬁ%gmo%'me‘ﬁ%org%ggﬁggaﬁéWP?"%E%\H@P"‘%@O“FFMOI ocal routing

header 320 cqontains field sed for, | ocal_ rout by switches wthin the
exanpl e dat a“HePWBFKe i%ﬁacgﬂthVFr@qﬂéO@fmﬁ;pdfgn #sels). Heavevercal routing
header 320 NEI#{)‘HC uﬁe, RAut-not lire ited.to, a link,version field. 331,

. used to id mtkand |ty memlyeag Rramplembodiment oimplementation of thepresentit i on
local IDfield 332 used to identify the 15 destination port and data path
in) the data WEERHGPATEEhs '"!éF"ﬁa%K@Pt'zléﬁgitheﬁ?ﬁoeRdth%tbemwd!tﬁmycnﬁdﬂna}i Hey t he
si’ze of the data packet; and. a. source local ID 334 used to identify the
source Hbr tanplisgblscieiagyidppiriety) of amnaungbes bbdats manvorkg hbstastelr /G 2Ritsc Mot i NS
fields used for routing data packets between nodes of the exanple data
networ k 1. 0' exgmplenpriagticElofithe Znvemom reayealsal te, madh evitly[Fotnad Inp@POatputi(FID). Feader
322 may include, but not limted to, a traffic class field 335 used for
conmmuni cat i Giresificationy irlve hotyet bhes eeléasate biving tPabkeacht hRngt Aglkiind oBREIGSEd to
indicate the . length of the packet in bytes; a source GD field 333 used

- «to-i dent i fy-antl E1Qfatiahs dotbhiciefios on InGhiBand B AbAIR RS dpedthibAifdnd AN BCHRA the . ..

packet into the data network 10'; and a destination
U - by the InfiniBand Trade Association (formed August 27, 1999) having an Internet address

15 of Ahttp://www.[nfiﬁiBandta.org.@
 FIGs.3A3B il lustrate an embodiment of packet formats of message data
transmitted from a source node (data transmitter) to a destination node (data receiver)
\) ' “-through switches and/or intermediate nodes ﬁc’cordin g to the A!zy?niBairdT"'{Archflécrz-n-e
Specification@ as set forth by the InfiniBand™ Trade Association on October 24, 2000. -
20 As's,_hown in FIG. 3A, a message data 300 'may represent a sequence of one or more Hata-
packets 310 (typically derived from data transfer size defined by a work request). Each
packet 310 may include a header information 312, a variable format packet payload 314
‘and a cyclic redundancy check (CRC) information 316. Under the “Next Generation:

Input/Output ﬁ\fGIO) Specification” as previously set forth by the NGIO Forum on July

11




GD field 338 used to identify the G D for the port whirch will consune the
packet from 12 WD 02/ 078254 the data network 10'. 26/09/2005 26/09/2005
PCT/ US021 O: -wo%287823he base transport header 324 contains fi 91’:@%&&7«% 5

data nmessage transports wthin the data network 10° shown in ‘
exanpl e, the base transport header 324 may include, but not” |imited to anA
OpCode fiel d BR39999s8d shifle Hzﬂﬂb&:ﬁ&t@:ﬂa?’ﬁe RA&HeRko AYdRR packbd 8N ihd Yindithr ﬁeggerpa(:ket

is the first, last, immediate or only packet of a data nes%age an

specifies thanfbﬁﬁétﬁalaeﬁeﬁ%%nuMn%lnkﬁr @%g‘%fﬁ%%qaehagrﬂﬁ&%mam;? nunber

destination QP field 340'used to indicate
at the desti nahdeeMiformaBlBe kY be RECHENGG: AUTAR B(aﬁ’ﬁ*“)heg&%ﬁh‘érn?"i%nused to

detect a m ssing or duplicate packet. a ext transport header

326 contai ns pNadEiiell dbr Mﬁls sa gx?e el gaz%gts atdg rlﬁ% eerélﬁh?lowr}'&

exanpl e, the data exten e transp or eader

Fecel ve tﬁueﬁz@mﬁﬁﬁiﬁaﬁ%ﬁ@%ﬁb il %Sv%?saaa@%ﬁ%ﬁﬂi‘r’%&% hunber
at the source. rans h e ai ns addi tional
transport fields ?o‘ﬁ% it -36%§cco Q‘&ﬁﬁﬂd@éa@hes@ﬂ%ga'é‘%&’@ﬁ’ded :
transport he 8, ma 15 but npot lipmited to, a Virtual Address
(VA) field 33‘%&% S?%W%‘Fd@ﬁgd%éj CfEerent ppaaet headers sludingt foe e romlke. adeseht i on: a

Renote Key (Rk ?éo (Oi 345 ysed to aut horize access for the RDVA
operation; afff i“@ﬁﬂt?ﬁ £3 BiPkpl somting eader 323, 3 brge wanseort hraderdRdtand extendsgt es)
for the d| rect menory access operation. The Atom c extended transport
header 330 cB?{Fa‘?fhEeaﬁﬁraFlfqh@ﬁdﬁtaﬂtamﬂéna@smﬂ beader 326ra ROMy ottenslep trekspde and.

om c operations. For exanple, the Atom c extended transport header 330
may i ncl {fe, haager 3R tand aniAtaseic estendedianspor healiedi®ss (VA) fiel d 347 used to
provide the renote Virtual Address, a Renote Key (Rkey field 34S used to
aut hori ze access The ledabroutigiwadergpe toradinsAtbiidsessd fonlodalaoingbyawitctegnpar e
data field 349 used to provide operands in atom c operations. 13

within the example data network 10' shown in FIG. 2. For example, the local routing

- - -header 320 may include, but-not limited to, 2 link:version field 331 used to identify the . .
InfiniBand™ link level protocols, a destination local ID field 332 used to identify the
15 destination port and data path in the data network 10" 2 packet length field 333 used to
identify the size of the data packet; and a source local ID 334 used to identify the source
port (injection point).
| _) ' The global routing header 322 contains fields used for routing data packets -
between nodes of the_ example data network 10’ shown in FIG. 2. For example, the global
20 routing header 322 may include, but not limited to, a traffic class field 335 used for
comdwnication with global service level; a payload length field 336 used to indicate the .
length of the packet in bytes; a source GID field 333 used to identify the globa! identifier . - -
(GID) for the port which injected the packet into the data network 10'; and a destination

GID field 338 used to identify the GID for the port which will consume the packet from

12




26/ 09/ 2005 WO 02/ 0782.54 PCT/ USO2N5$58 Work Queue El ements "WQEs" are
posted onto appropriate work queues (W) fromthe host systemp 822005
descri be datwommMesept operation and | ocation of data to be _noved for
processi ng and/or transportation, via.the switched fabric 108¢HUSIRS™ 8 0ES"
typically provide all thé information needed to conpl ete send queue and
recei ve queuehddapastabtions. There may be several classes of send queue
operations, including Send, Renbte Menory Access (RDMR), and Menory

Bi ndi ng. For a_ SefMe eagifhi i hehdte s oniatRTEI LES & BlOGKQL (dBER.I N the

consuner's nenory space for the hardware to sen e

ot ace that daca For an T o ari F16. 2 16 GRRRIL T veRehoesbeeiiar s
Fnvolve the T amierels ot IR an O BT Mrlsairelcoeia Abee types
operat i on-st reul du iRt Fite B Hon Bl cobiekisof aditmmeraimands t ne
Stipul ates t ars i cbBRITIRE MR WRe SpVALRek: pomonsdwdmioe Gomory o
o to portor e 3PBURKs inledhe Mot QS For GUGE) simbrhihe embueionysmiotnt

returns the g/ﬁl ue reagétri(ﬁé&g _qagl tionally nodifies/replaces the renote

memory cont ente 5y HF Haseditadsteain missing poduphicatepacketne | ocat i on.

I n other words, e Atomi c operation is a conbined Read, Mdify, and Wite
operation.. An e a2 extends{l transportcheadss 324 ¢ontainsadditionalrapspo fieldsifoBwap i f
Eq)ﬁal oper gj ion. The specifies a.renote nenory |ocation, a conpare
val ue, ard £2HEW™ FaYitfe. ForisramplaibedatiRtendatidmspdncheae 326 mag include, but
menory. |l ocation, conpares that value to the conpare value supplied in the
nmessage, andblimifed o, & Ryse Keyl (QeKeprfeldiftaised fohathotifea ¥R olde 8439/ 2005 WO
02/ 078254 PCTI US02/ 05858 writes the new value to the sane nenory | ocation.
In either c&yeue; brel 7 svitedQRMREId 1363 wseti o indicate the WQP number at the source. '
- . The RDMA extended transport header 328 contains-additional transpert fields for
"RDMA operations. For example, the RDMA extended transport header 328 may include,
15  but not limited to, a Virtual Address (VA) field 344 used to provide the Virtual Address of
the RDMA operation; a Remote Key (Rkey) field 345 used to authorize access for the
RDMA operation; and a length field 346 used to indicate the length (in bytes) for the
) ~ . direct memory access operation.
The Atomic extended transport header 330 contains additional transport fields for
20  atomic packets and atomic operations. For example, the Atomic extended transport header
330 may inc'lude.,. but not limited to, a Virtual Address (VA) field 347 used to provide the
remote Virtual Address, a Remote Key (Rkey) field 348 used to authorize access to the

remote Virtual Address; and a swap and compare data field 349 used to provide operands

in atomic operations.
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the value it read fromthe nenory |ocation to the requesting WQP. The ot her
Atom c operation is the FetchAdd operation where the renmote WRBg ggztéj(}%
speci fi ed mag@yyish@cation, returns that value to the request(jéng P _adds
to that value a value supplied in the nessage, and then wr i FeYUR "{‘:@sult
to that sane nenory |ocation. The Menory Bind instructs the hardware to
alter nmenory regiWorleQid Hlghedts "“WSHI R : i.ndj ? Menory
W ndow . The Bi nd Menory Wndovf/ ?[;Qerat ?eopr?gﬂaggxgtg%P%?gia@év%kgg%ugggﬁ S)a
al I ocat ed Mefiom YheWoatk¥e 0138 1S RREHH S e Wt hj.n Xpsting
e e R Rk R ol s g

Menory Region, along with a specified s ( acce

There may bemew c £l r r Qn d it i 0.S i .a
receive )(;ata bl??f?lg[?}s E%Q%%%:ﬁe{?ovgﬁ@%%gbﬁ%#hegwﬁ\atﬁqgrdgat{fﬁgoﬁarsﬂ%g&6¥§ to

pl ace data rggei il A .consumer when that, consuner executes a
Send oper at ilgﬁl. Eg‘g% lt(?{lr:l][\ethtg @r?"g‘h% 5“-%%%%’??8@%&5 WERG ?W%I‘"?‘ieé‘ﬂﬁélt‘%ﬂees a Send
operation, "’ t%gmhgﬁsdware takes the next entryfr' dmthe receive queue,

pl aces the recelved data in the menory | ocation specified in that receive
15 WQE, and pl ac a_conpl etign queue entry on the conpletion queue (CQ
indicating to ¢ oo Sl P veral giesier Fat @Yo orsErtions instdingSeadRsmeteed. Thus

.the executi of Sen eration causes a receive queue operation at the -
r enot e c’bnsg‘?reé?‘?’y g&&ﬁs g%‘ﬁh‘/%&e@éil\%ﬂwélm- Fer 4, 8¢rdiopertiony thedQFol the -«

~transmssion or.r e%g{%gi ?n of a single data packet. Send "WQEs" and RDVA
Wite "WOEs PKilEs 2 bEs5 O gatpinghe erasimer's memgsst spaee fof the hardwarortd krind ¢ thhe
virtual addresses to fetch (_)utvggi ng data fromlocal systemnenory 206 (that
i syto descr AEEnaoRcklipe AieqevetWQE elreddy gueugd attije destination apacifp sdkrezy st em
menory 20.6). Receive "WJXEs" and RDVA Read "WXES" alternately provide a
"scattel?  plpgathealstsy iFor myRDMA eperdtion) thatMBslsespetifiephasRirésttafi ng data in
| ocal system nenory 206 (that is to describe exactly where to store
i ncom ng dateaoit aonsumelr's creeimosy STHaEMBRINMA/ opddijon dbbs 1B A4S BR6Ivd the VO
2/ 078254 PCTI US02/ (B8-,58 Send "WXEs" are valid only on Send Wrk Queue
chai ns. | n moavawek queecsitvadestiiisn. are valid only on Receive Wrk Queue
chai ns.
R © +e 1. There are three types of RDMA operations, RMDA-Write, RDMA-Read, and
Atomic. The RDMA-Write operation stipulates that the hardware is to transfer data from
15 | the consumer's memory-to the remote consumer's memory. The RDMA-Read operation. -
stipulates that the hardware is to transfer data from the remote memory to the consumer's
- -memory. The Atomic operation stipulates that the hardware is to perform' aread of a
tf_-\) . remote memory location. The remote system returns the value read, and conditionally
modifies/replaces the remote memory contents by writing an updated value back to the
20 same location. In other words, the Atomic operation is a combined Read, Modify, and -
Write operation. . An example of an Atomic operation is fhe Compare and Swap if Equal. . -
operation. The WQE specifies a remote memory location, a compare value, and a new’

- value. The remote WQP reads the specified memory location, compares that value to the

compare value supplied-in the message, and only if those values are equal, then the WQP
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RDVA "WXEs" are a superset of Send/Receive "WXEs", and nmay contain
additional information indicating the renote address of i nfornatz'é)pog/ZOOS
transferred. tnLj ke, Send/ Recei ve operations where the renpte systemis
al'so using a work request to determne where to transfer -ne%‘s"é(éé"’&&‘f"é to
or from RDVA "WXES" specifically’instruct the renpote systemwhere to”

(VA Nerory TEaare TR e By Vel o eiine tse el S GhetRRO! o
Systom Typi oa e R R e e R o hen e sty 081 Thegibentonds | owed by
and.an arbitrary nunber. of data segnents.

ti I . {.
ggnt? Po: ?ngegr@ggégﬁgsﬁeco Y1AR oPgRAN greTe i resoy WP, rerds theespecified naetnioes s
segnents, for dwite R operations, may contain. renote buffer
i nformation (IP‘fraglsl}’ r%%ﬁ?t%%ﬁ’wcﬁ%ﬁvﬁﬁeadﬁ torthat gatue d:-velve sepplibd i . - t he

read/witg reﬂgﬁuest%g %&ﬁ segnents, for both send/receive and read/wite
RDVA 15 Operat Foiess Toiitat Hhe reselbtorthatisune mbwony ledatiod.ocal syst em nenory
206 (i.e., menory_associated with the VI issuing the send/receive or
read/wite reques ng’l‘? Memegy, Bigetingtryaty the hardware taaltee KamptyeedietribRetationshipsy pe
"WQE" 350A and an exanple ead/Wite RDMA type "WOE" 350B respectively
“accor di ng- t o*&hhengsdhe kading 064 MemerypWeslewt The Buevémoty Wiad@homation FI G~ 3C,
t he Send/ Recei ve "WQE" 350A may conprise a control segnment 360 and a data
segnent 370 -#i§Pxities awrkvidesly allossghletotycWiidbw 16 h epedifidd 2dreks FREDWhAaRdl €
field 374, and a virtual address field 376. Segnent |ength . 372 specifies

_ Lge | engt h ofxisting MezsspRegidataiong witha spedifiedat dfiighott BecbR phvildgeeei ved. Menory
ndle (MH) 371 maybe used to verify that the sending/requesting process

(i.e., VIO owns Thee magheinty o ERVBGNeEOpktiod G | engt h
372 and Virtual Address (VA?r T Ve Gevfcaptiallon A GS o Pechl 2 IEG IR Uata

addi tion, Lddier.KeReiE WOE PecifidGIHAals HRREEFOL Dade éa%%l:éigpdgf‘?cﬂﬁ” at ed

virtual address to physical address translation. "For a send operation,
essae Gatartobe Son 1 (10 Son ne OSBRI el 2
.recei.ve opelcahdulidr su\{bésgﬁiﬂitelégﬁ&was&n(i%'Q‘Zrat’%gn?thie%%ln V\‘riaitéi 18Ks Ehré%ext- entry from 5
the receive queue, places the received data in the memory location specified in that' receive
I3 WQE, and places a completion queue entry on the completion queve (CQ) indicating to
the consumer that the receive operation has completed. Thus the execution of a Send
-operation causes a receive queue operation at the remote consumer,
\) S L Each Send/Receive WQE may be utilized to control the transmission or reception
--of a single data packet. Send "WQEs" aﬁd RDMA Write "WQEs" additionally provide a
20 "gatl?er" list desbribirig the virtual addresses to fetch outgoing data from local system
- memory 206 (that is to describe exactly where to fetch outgoing data from local system
- memory 206). Receive "WQEs" and RDMA Read “WQEs" alternatefy provide a “scatter"

list describing the virtual addresses to place incoming data in local system mentory 206

(th_at is to describe exactly where to store incoming data within local system memory 206).
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5-starting nenory |ocation of where the received nessage data is to be
stored in the requesting VI'=s [ocal nmenory space. As shown inJgd f93Bg05

t he Read/ W iwe oRighAs; WOE" 350B may conprise a control segme% @g an
address segnent 380, and a data segnent 370. Address segnent 450 \‘7’8
- contain a renote nenory handle field 382 and a renote virtual address fiéld

384. 10 Data SeuttBVQES R vy obyvhend FdrR QIBRLhABNGE B ﬁ}agﬂr %cg%vw@#sma'

menory handle field 374, and a local virtual address

addi tion, Locat valeyonBdh Reyivevdrioobsdeqahe performa locally generated
virtual address to physical address translation. Renote Key ("Rkey") 386

TRy LSO b ! URBMAOWIEES afe W Aph 131 SLQEAGL AAR b Al At e to

physical address translation at the renpte system P

te Key 3@@ditivi i i to identif 15
;g?grg tgya I\/Err!gr ydpgg%yi’ﬂgﬁ&grn mﬁ%ﬁrpﬁf‘};‘yg‘{'ﬁﬁ’?&gg&? %g{j@%@ﬁ‘?%ﬁ firg% %Téés%ﬁﬁ?n nenor y

206 for the reiDRECA%S i | ocal system menory 206. For a RDVA
read operation, renot eb\?}lmrltnugﬁ’%&g@ﬁfremsnso c(aﬁt\)a%é%ajsq ‘Hg‘ﬁ'lai“l"%‘l"ééc%‘%m Nenory
| ocation in WheligIRLE . JJeNory space, . the nessage data to be
read. 20 Local Wirtuar PJA%%?%i@CS(S%J%af@QFg’B‘Ht%{%& WREs"spasifically inamel y
| ocation in yhe I ocess= mepory space of where the received nessage
‘is to be pl aced?Ajé#%%Sé%D‘Jﬁ re icf "a”ﬁg%f’elgﬁgﬁ@tﬂ@éﬂ from, ¥ia grecuse pE Virnskage dat a
may be speci §| nent length field 372. For a ROVA wite operation,
renote Virt u‘g?ﬁgs'ég)r&éi(;&fr{ﬂ?' %’Q&gi(%ﬂtaf“ﬂ Remgote ey sens tagthe remsteatyisiem. i n t he
renot e procg?s' trrggg% %Eac of the nmessage data to be witten. 17 WO
02/ 078254 26102 pec 450 fasyinyah toplpysicy adressitranslationnat thegnetssyétet) 376
identifi &S the starting rrerxorg location in the local process' nenory space
of wher % he nes Agicala eacht OE Haaypbegiewith o cintrot segmsditdioliovedits ah@ptional r om
The size of the nmessage data is specified by segnment length field 372.
Renote  Mend¥fretssgment amign @brayoiumdspofitit sgmédre Odarror sepiedie iy ddtin
associated with the nenory identified by renote Virtual Address (VA) 384.
“Local Menor yoMem @hést@ustinformation. Address segments, for read/write RDMA operations, may
;. -contain remote buffer information (i.e., memory.associated with the VI targeted toreceive. - -
+the read/write request). Data segments, for both send/receive and read/write RDMA
15 operations, may contain information about the local system memory 206 (i.e., memory
associated with the VI issuing the send/receive or read/write request).
FIGs. 3C{3D illustrate an example Send/Receive type "WQE" 350A and an
) o example Read/Write RDMA type "WQE" 350B respectively according to an embodiment
of the present invention. As shown in FIG. 3C, the Send/Receive "WQE" 350A may
| 20 f qomprise a control segment 360 and a data segment 370 which includes a segment length
field 372, a memory handle field 374, and a virtual address field 376. Segment length372
specifies the length of the message data to be sent or that is to be received. Memory

| Handle (MH)7374 may be used to verify that the sending!_requésting process (i.e., VI) owns

- - the registered memory region indicated by segment length 372 and Virtual Address (VA)
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corresponds to the Menory Handle (MMH) associated with the nmenory identified
by local Virtual Address 376. Returning to discussion, one exanplg/09/2005

enbodi nent g{g@Rsty system 130 may be shown in FIG 4A Re‘];&ré%ﬁﬂi%g FI G
4A, the host system 130 may i nclude one or nore 10 processors ~202N

coupl ed to a host bus 203. Each of the frultiple processors 202A- 202N may
| : . . ¢ =
operate on as&j NEh&iidEMdal kS oPEhAY b@ﬂ};%;clzegpseipégtognng 1%43ngg1€né'r&:mtﬁﬁe came

processors- 202A-202N nmay operate on nu I'st at

the host . bus D55 U ek S8Rk flon i 4 Bhe AR i RA RS FPREG ooy
Dot woen t he HPBTER I SRHBRTTR FoF o3 aae At 1o Han Bsaendiseal 1/ 0

controllers nma be_attach(%d to 1/O bus_ 205, including an |I./O controllers
210 and 21298 PEOBHIPAGH IFSF & Tosgiye gpeationp Virual Addersh b A/ Olidentifiesthe e s
connect e%theret 0) may .. . provide bus-based I/O resources. One or nore
host - f abPi ¢, SR ERYY19tionsf Wheapths seceinpriaesseas dalg iy wbe plogdindie205. 20

Al ternatively, one or nore host-fabric adapters 120 may be connected

di rectly to requsstingYlsa tpcafomamary gpaser ol | er (or chi pset) 204 to avoid the
inherent limtations of the 1/0O bus 205 . as shown in FIG 4B. In.either
-embodi ment shown AisshdwiGe FIGBI4Bhe Rewl/ Write RDMMANVEQE" ¥58Bmhay cadgppitecs s 120 nay
be provided to interface the host system 130 to the NG O InfiniBandTM '

swi t ched f alsonteol $€fMent 365, MOIJAZEED ffhzhedt 38026/ QYR QEIMenPCAN, UGIHE D séinikaf| Gs_
4A-4B nerely il lustrate exanpl e enbodi nents of a host system 130. A w de

;{)-ay of  syss@mag enftaif uididtOmemoarfy il fRIdBES kndy Rk virtth! BB el TicRVIBM] abl e.’
software driver stack for the host-fabric adapter 120 may al so be

provi dedgt 0 Pdtd S¥ehEI ARy cONBInN Gearhdf nRthIPNILIBR $SAN Ry Haldfe fd h one or
nore renote systens 150, 170 and 180 via the 5 NG Q'I nfni BandTM  swi t ched

fabric 100" 374Mahd § 25 fifedaRitdtesd Be A 76 0 WPAkiHBh & oMditiey¥BE Yoay B idchlded Yo
avai |l abl e operating systens, such as Wndows 2000. EI G bHillustrates an
exanpl e sof I)Wrﬁl anJ:aYl?rge&}zﬁgA(viﬂLalaadetto Eyﬁicﬁf‘é‘dﬁx%% trdxbﬁlaﬁ&{) ¥emote Key
' | ("RKey™) 386 may dlso be'inicluded to performa remotely generated virtual addressto -
physical address translation at the remote system. More specifically, remote Key 386
15 refers to 2 Memory Region or Memory Window used with a virtual address to identify the
appropriate page of foéal éystem memory 206 for the remote system to access local system
memory 206.
\) : For a RDMA read operation, remote Virtual Address (VA) 384 identifies the
~memory location in the remote process' memory space, of the message data to be read.
20 Local Virtual Address (VA) 376 identifies the starting memory location in the local
' _p.rocess= memory space of where the réceived message is to be placed. The amount of
memory to be used to store the message data may be specified by segnicnt length field
372. For aRDMA write oberation, remote Virtual Address (VA) 384 identifies the

- memory location in the remote process' memory space of the message data to be written.
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in"FIG:5, a host operating system (0S) 500 may include a kernel 510, an
1/0 manager 520, a plurality of channel drivers 530A-530N for pz@)oggj/rzq]@y
interface tovoaeomast 1/0 10 controllers, and a host-fabric ag@,pﬁjg‘;,ms t war e
stack (driver nodule) including a fabric bus driver 540 and one or

fabric adapt er device-specific drivers 550A 550N utilized to establ i sh
communi cat i orl-askl Virtdad viddess @A a7 edkntified the ststhg £BRGyf6RkibR inkB®locdle. 9., 1/0
:controllers), and perform functions cormon to nost drivers. Such a host

oper ating sygiradets' i&6)ry 3Pite BRWwhES (W mekems d2QQ8thd ﬁ&k&i‘@ﬁ@t‘rﬁsfeﬁr@&ixs?&% | / O
manager 520 may be a Plug-n- 15 Play manager. Channel drivers 530A-5

provide the dhat rBetsizebf MeaREHaE Hath & RSN se ARG RhbiATielSYAL £5) to
perform 10 operations to devices attagghed tost%e svw%t hgd f'ab ?ﬁg}é’gloo and

encapsul at e Menicy Hasdle (NHPI8E &fre ks Qgggﬁgh&?gﬁxgﬂgw igggﬁﬁ% t he

sane to the attached deV| ce(s) across the

addi ti on, 5t hencalaniaeltife Iby?én%téﬁa&amdé%&m 58y, 311&8%&%0%%@3[%%{

resources such as nmenory and Queues tens to

fabri c- att achgebspivs (o8 @?ﬁ} ter software s iver
nodul e) may be’ Sﬁfgnw ded ygnxggggg@é e %\?\n&?a?% v&'ﬂ?t %W@O?dﬂentgf?gb?( %F rmation
about fabricygon ttben, fabric topol.ogy and connection infornation.
Such a host - fabrlgwdgp?gr software stack (driver nodule) may be 19 WO

02/ 078254 26/ 09/ i gTélH:SOZI 05858 utili e to establish conmuni cation
With a remte system (& QCSCUsRPL QRF FAmPLT smbogiment arhogh systemiddP meKk&e cormon

to nost driv for host - fabric adapter

initiali zatl Rwﬁr‘fhﬁ?oﬁg: 3‘8?&1"? ?}G%ﬁ@ h%bﬁﬂﬁ?'@d?%ﬂaﬁﬁld%&ﬁﬁ@ﬂ more
‘abstract resourc managenent, fabric nmanagenent service and

operati o %’8‘?‘?&?"1‘%@2{"\7@2&’(‘}0F?la%%lﬁqsbws?ro#e@@gg’éﬁm mugtiple prog¢ssas 202fenor y
access (R Dl\flr% transactions (e.g., read and wite operations), queue
managenent Naway opergtesan/azin ghmitere G4Q ppgsetion), ﬁathdgqfrtmm;l!tzm%esofsl ow
control, and transient error handling and recovery. Such software driver
modul e may  92AR0RN may operiegnhingtiple domb opa g ratinysang: time gimlEmand uemons  C,
C++ and Visual Basic, and may be provided on a conputer tangible nmedi um

. -.such: as nempgqul_bvl&ﬁdemhiﬁgﬁ)m@(bc connected to the host bus 203. A main memory 206.

-~ may be-connected to the I/O and memory controller 204. An I/O bridge 208 may operate -
15  to bridge or interface between the I/0 and memory controller 204 and an 1/0 bus 205.
Several I/0 controllers may be attaghed to I/O bus 205, including an I/O controllers 210
and 212. VO controllers 210 and 212 (including any /0 devices connected thereto) may
“) | -provide bus-based I/0 resources.
One or more host-fabric adapters 120 may also be connected to the 1/O bus 205.
20 Alternatively, one or more host-fabric adapters 120 may be connected directly to the IO ...
: and memory controller (or chipset) 204 to avoid the inherent limitations of the I/O bus 205
as shown in FIG. 4B. In either embodiment shown in FIGs. 4A-4B, one or more host-
fabric adapters 120 may be provided to interface the host system. 130 to the

NGIO/InfiniBand™ switched fabric 100",
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10* di sks (fixed, floppy, and renovable); other magnetic nedia such as
magnetic tapes; optical nedia such as CD-ROM disks, or. via Intemngtog/2005
downl oads, wiwioah/emRys be avail able for a fabric adm nistrat opd\[% 0200585 '
conveni ently plug-in or download into an existing operating systém ‘f‘&).
Such a software driver nodule may al so be bundled with the existing
operating syst emKGERAME flerdPiiubBEG kYR cular device.
driver. 15 The host-fabric adé;%ter (ot he}rgwkglg?@ﬁ'ﬁ%\ﬁmq%@dsﬁ%g@mcﬁghée‘f“de
adapt er " HCA"grraliof WetemBReHb G2ty oE QRG] f e functional |ayers: a HCA
services layer (HSL), a HCA  abstract ia?)l%ﬂ?}g’?yr]{a?jlﬁm_e)afa‘gaﬁg'& are

170, ar ot 1t ect oo b e e A HRP L a e iriolhd m A e ki
he " Next - cenar &t g EleraPORRE bR Rac it o Biems LA arvB60 vindie o
and the "MNMext (gm [ 1L, | | bric Services Layer H gh Level
Desi gn@ a?e sg{ or?ﬁbgﬁﬁrﬁé"gfhegﬁg%fg@& Wgﬁﬁggérahbrbei"ﬁé’f’@ﬁ@}é’}e Vith@esht to

al I channel [ Vers . A-530N may be Channel Access Layer (CAL)

i ncluding a ﬁ@é"ﬁgfl?ﬁ”@égoﬁ%@t&g Féﬂ)“f'g?%%a@%ﬁmaa set of common services
. 532A-532N, inclu 'Ig}gst&t;{;i c 20 WD 02/078214 26/ 09/ 2005 PCT/US02105858 -
services, connect)on> SBEHESAN exampleseware Aijyes stack efquiosisutstom 18heAs bammel
drivers '530A: }:3801%\1 to instantiate and use NG Qi nfni BandTM protocols for -
perforni ng d4t*aCt - &heptaperating systerdQY) PR ey Baluderarkerhed 5@ las LOTinanagebr i ¢ bus
driver 540 %col{qre_spond to the HCA Abstraction Layer (HCAAL) for

managi ng al | a pylifyeefichanng herivers B04r 30N for, praviding axt intenfycdtoshiaiad/g esour ces
comon to all HCAs in a host system 130 and resources specific to each HCA
in a host0 synapiergend alhest-fibbia aiapter svfwdre stadkadive nodulPinkRinkSEa R Bus
controlling access to specific device functions. Likew se; one or nore
fabric adaptd&iveriiane ospeandre dabrid milapedr e BaddpeGHO M ivERYS DALS BBARNGd # HCA
devi ce-specific drivers (for all type of brand in a host system 130. X

devi ces and eatablishgpremofichiandithYdaltes stesheditOthe RivaMied ifMic%@o'%Q%t fract
interface to all of the 10 initialization, configuration and’ contr ol

«-1.nterfaces- abnteollerspandPertorii@atctiohdbdnkRdbto 'ﬁ‘%.d_rivers.' Such a host operating system -~

(08) 500 may be Windows 2000, for cxampfé, and the I/O manager 520 may be a Plug-n-
15  Play manager.
Channef drivers 530A-530N provide the abstraction necessary to the host operating
system (OS) to perform IO operations to devices atta;:hcd to the switched fabric 100", and
: \) : - -encapsulate IO requests from the host operating system (0S) and send the same to the
attached device(s) across the switched fabric 100". In addition, the channei drivers 530A- -
20 530N also al!ocatei necessary resources such as memory and Wcrk-Queues (WQ) pairs, to
post v.vork' items to fabric-attached devices.
The host-fabric ad’aptef software stack (driver module) may be providcd to access
the switched fabric 100’ aﬁd information about fabric configuration, fabric topology and

connection information. Such a host-fabric adapter software stack (driver moduie) may be
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devi ce-specific drivers may be present when there are HCAs of different
brands of devices Mre specifically the fabric bus driver 540 ory 7‘39'7'%05
Abstraction wayer74HCAAL) may provide all necessary services Eﬁ %9_ . :
host-fabric adapter software stack 15 (driver nodule), incl ufi 6}5 Gys=s
exanple, to configure and initialize the resources common to all HCAs
wi thin a hosty g A nfiguration and jnitialization of
s uith 1 ha e b AR hiRahdh Rl ool BB F ol Ooredlent B9 ne

cess the resources provided by

resources co . w.l0o.C ntral a :
each HCA, angﬁ gtifoe’"g?“s"t%{r’%"ﬁu%"’z‘%‘é%f“"“ o T %‘t‘fﬁ% o example@stebc adgptehe.  HCA

Servi ces Layet,:{ Sl f, the Channel Access 20 Layer (CAL). In addition,

the. fabric bﬁiélﬂéir;lg\lt}é? 9@4@“ PUTERE %@ﬁ“eiﬁ fgélE?E'P%rF)(‘EW stractionAgspunsey al so
export-cli entmmngﬂeeﬁrg{. functions, resource query functions, resource

al | ocation fUNCEPONg - 13Nl PRREHOESEUsHAnG GPERIINS. Sendreceive IQtrarfsentioni ons t o

t he HCA §ervi ce La\éer‘éHSL), and event .and error notification functions to
the HCA d@vi d&°SSaRRLMqie digrat emery aneass (RRMAY transpctians (. 8.opad dndotritdle, f or
exanpl e, query fqQr the attributes of 21 WD 1)2/078254 10 26/ 09/ 2005

PCT/ US02/ 058 58°REUS) ALRE Rasmgasient. srcatory vegistsationgiddseripitarinhnagentdB\mesdage st at us
of a port, and the configuration of a port, a work queue pair (WQP), and a.
conpl eti on qifeweEopiah)and tragenieger luhdlingani osoferpc Sidhrisiivive ldridermddale seaan! e,
reserve and rel ease of the control interface of a HCA and ports,
_protection tbyyrittopusinghigtievelgirogant iR IngusesPlchtas ONC+H MU Hud B8, and
Resource-configuration and control functions include, for exanple,

Icy‘gnf i gure a pey b ppeidédomn aorhiiidertmaiblomedinn sich @6meR6ry FeAedst magHakit O!

‘oper at i Olr?]ée gq(i);;l(gur eE ;ﬁwork qtgeue \péal r (_\Ic/,\!iD), pferform an operation on the
Send or Recedisies (el Bomfy, Bndvemlsvabie) Mithdr ditlondtatifddh o it re. in
conpliance. with the "\ﬁ)rt_ual Inter)face (") _giﬁéﬁghgﬁ%%ﬁg%&gg’ﬁggﬂ _
swi t ched f abmedia 4A'as CD-ROM difl8, &ra inferat BAGES &@cﬁ&%} Eé)éJafﬁbsg forg' N9
gqueue pair (WQP), configure a conpletion queue (S , and pertorman

operation Ornfabric &RIMkEItHAD c%h‘i@ﬁtg@g_{i%%oaﬂﬁﬁ o ztmeer.{}xs%ﬁ?ig o&ar%i'n%%%@nq lcate

with one or nore renote systens

© (0S). Suctia software driver module miay also be bundied with the existing operating .~ YT

system (OS) which may be activated by a particu.la'r device driver.

15 The host-fabric adapter (otherwise, known as host channel adapter "HCA“) driw;-,r |
module may consist of three functional layers: a HCA services layer (HSL), a HCA -

~ abstraction layer (HCAAL), énd a HCA dcvice;speciﬁc driver (HDSD) in compliance

_ \) | with the "Néxt Generation I/O Architecture: Host Channef Adapter Sof@are
Specification@, the "Next Generation /0: Intel HCA Connection Services Layer High

20 Level Des:'gn@, the "Next'Genemti-on.!/o: Intef HCA .4 bstraction Layer High Levél :
Design@, and the "Next Generaﬁon 70: In}el HCA Fabric Services Layer High Level
Design@ as set forth by Intel on Auéust 6,1_999 For instance, i'nhcr_ent to all channel
drivers 53OA.-530N rhay be a Channel Acccss Layer (CAL) including 2 HCA Service

'Layer (HSL) for providing a set of common services 532A-532N, including fabric
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and 190y including /O units and 1/4 controllers (and attached 1/0 devices)

which are Architecture Specifrcation, Version 1.0," as set forthhd 09?@(?(95
Corp., Intelw@aeprszsand 15 Mcrosoft Corp., on Decenber. 16g~419 é{%ys
|

- architecture conprises four basic conponents: Virtual Interface n
whi ch work réquests are posted to describe data rovenent operation and

| ocati on of JEIV¥eHSBECHYVsHVidesrand HEessvicey rapittdby the amanedriadk 950A-Vi a a
swi tched fabric 100',.VI consunmer which nmay be an application program Vi
provi der whi CAONES insientiete aviarse NGHO/ IsfofiBatalF e proce i Gt QBiSTiAS RANG Rk T Or
instantiating 20 VI, and coTrq).I etion. queue (CQ =« VI is the mechani smthat
al lows VI coR¥UREFIY nfidiBand 'l shamedse The Wbrip bavareler 5405a6 toMesoRRIARERER 2
communi cati on endpoint, and endpoint pairs may be |ogically connected to
-support bi - dibstsactiombayer WMLDforﬁﬁhiﬁing,ﬁhmto’ftﬁerd%'aﬁé-@ﬁe%iffa‘ﬂ%e@,%mraIin{or e
desi gnat ed channels of a data network. Under the VI architecture, the

host - fabrfc stadalpesurct?Coramdn Ml allK8T A€k 3B stEBY 36 HaSkdolittke ovi der
to perform endpoint 22 WD 02/078254 26/ 09/ 2 s(')5 PCT/ USSZ#OS%’%E%CW%QE

virtual i zat i HEAdinradott systand 36,UpsWIRIng BRnf ARlHaddn tmﬂefljfsﬁl &% Broltin

de-nul ti pl exi ng, and data - transfer scheduling normallTy pertor ne e by t he

- host  aper at | agess Y& §pRbific @ ick BhHERIns SliPerd; V] Liic driver .
4550A- 550N as shown in FIG b, -Hg\s/\evg?\?!e%{)wg(?r‘ng?rgﬁaﬁ}gggéla@#ﬁége%%ﬁpegﬁgo be

~used to i npldiventssnAS SBNGSS ork PR 19 e term V" as set farth in the
"Virtual 5 Interface (V) ﬁr chi%bect urlg@'égg‘?? %pggglfgrﬁ“erﬁw@?f“z’i%%e &3fown as
wor k queue pabsvidedaRa alfsns 6Fp i e "Next GCeperat.ion. | nput/ Qut put
(]I>JGI O Specificati on"ao?ps?{;rpr%@gsa c\%qlgcesij@r pRY ”tg(ﬂs)agﬁ'éa?t 'gﬁFfa‘?e&Bf‘hoﬂﬁet he
"T'nfini BandTALALGRLE @64 cification " Therefore, _"VI "WOP' and "QP"
are inter chang;eaz%f!e ’hgrﬁ natﬁg?%%v@"&%m%aciefsf’ o moge BhAs MuBivke Hedt system
using N4dQ Wl IMand VI 10 architectures to support data transfers
- - dﬂ%% ic S may be wﬁ; r& : i
via a switche ri¢ Ago-! SIFSTL R taere arsgtiCAnel diderentdyands af desBesray '
include, in.addition t ne or nore processors 202 containing an operating
system (OS) "-g Q%S&s:’fosg’@“, P3ap(")host menory 206, and at | east one host-fabric
adapter (HCA) ~ %0 as gagovm-i n'Fl G. 2, 4A-4B and 5,a transpoa engi ne 600
- provided .in the H8&sPesificz
NG O I nf | ni %Xm and VI architectures for
o _ ) may provide all necessary services to the host-fabric adapter software stack
15  (driver module), including, for example, to-configure and initialize the resources common
to all HCAs within a host system, to coordinate configuration and initialization of HCAs .
with the HCA. device-specific drivers, to control access to the resources common to all
_) HCAs, to control access the resources provided by each HCA, and to distribute event
notifications from the HCAs to the HCA Services Layer (HSL) of the Channel Access
20  Layer (CAL). In addition, the-_fabr_ic-_bus driver 540 or the HCA Abstraction Layer
(HCAAL) may also e?{por,t—c!ient management functions, resource query fimctions,
resource allocation functions, and resource configuration and control functions to the HCA

Service Layer (HSL), and event and error notification functions to the HCA device-

specific drivers. Resource query functions include, for example, query for the atiributes of

21

1% e fbeip bus driveciq0 or2ige HGA Absiectigneyeni th- . .. . .




15°'data*transfers via a swtched fabric 100'. One or nore-host-fabric
adapters (HCAs) 120 may be -advantageously ut| lized to expand t s ngighern 4
ports avail abiGeoFws2suedundancy and nultiple switched fabric Je in
FI'G 6, the transport engine 600 may contain a plurality of \?\’EF@%“%%\A@
(WQ forned in pairs including Receive Queue ("RQ' for inbound) and Send 20
Queue ("SQ' fEFOBtRSEBUMER fo FLBRAREndipdividyelclieA f1hd staud WQRbrtband@e 61 ON in
whi ch work requests "WQES" may be posted to descri be data novenent

oper at i on and°qnggurtiaTolafpota workiquedrepai(WaQP) ok ARABRESH fEudEHPT
transportation via a switched fabric 100", and conpletion queues (CQ 620

may be used fiRgsowmsealinsaiid fanxmomndhda/mdemﬁﬂu,esgewe@gmléagé &e control
Alternatively, such a transport engine 600 nmay be hardware rrermry 23

02/ 078254 26/i0@t2@08 a HREOT addSibis, Ghétbéion (R 0RE R Igh e ags Wﬁs 406 whi ch
resi des. separately fromthe host-fabric adapter 3 SO as to process

conpl et i ods fquewesifQL). Resounesdonfigipition 208 BRI &néthkﬁéﬁ)cwﬁ@%r examflle, "0V be

provi ded as part of kernel-I|evel device drivers oSt operating system

(08). | weoktgieenier (W ARTASRE A BENRLERY 0Kk Sl bR FE

"fabrl c 100" via one or nore host fabric adapter

Queue (1S Biorloyidye ikl (W emy B8t # odehifoBh e 3URHS. AL, GUEEL TR be used

to as an "initiator" which requests, for exarrp
renmote VIs, qucahe Clon®BER L XoABRE W ds. whi ch reguest
‘messages to be rmgad (WOr}@m snpelf:l %I?’J Ererrét)'i?glférB %Wa cHPrLan opeion 88t em i a
a switched fadfwdiiohQRene renote 10 direct menory access ARDMA@Ww i tes

ji ch request nmessages to e witten onto specific nenory |ocations of a

tar et syste Vi fabric 100 The Receil ve eue (" " for

mbgund }r%qucransts)ﬂle?] ?%w%;tgmqggm% énrﬂﬁ?’?at?wjg ne W’b@“’%“eﬂmgﬁlé 170

r esponder ve ue for nessages from normal sends, RDIVA

readg and R\[I)m\/qgo Igcq dm ?? qﬂa"ﬁ?&b% m'?ygrlsW%W%E%I/@#Y'mkﬂhfchbm c 100'.
at.a network G QI nfini Band and VI hardware and

é gf { \r/]va? gc 2}51?/Fl rﬁgt)fy %@8“@3" the,spBrhed Ghris Ipp dhef e Bbripatashehl/@ wontrobio) ysinggi ons,
often on
e e oo @ Virtual In_t;z_'fag;_(}{I}K,agghft:ptgrc. in compliance with the "Firtual Interface (V) - . .. ... . -.
: Archz’;ecmrg Specification, Version 1.0," as set forth by Compaq Corp., Intei Corp., and
15 Microsoft Corp., on December 16, 1997. V! architecture comprises four basic
components: Virtual Interface (VI) in which work requests are posted to describe data
movement operation and location of data to be moved for processing and/or transportation
J _ : via a switched fabric 100", VI consumer which may be an application program, VI
provider wh_ich may be hardware and software components responsible for instantiating
20. VI, and completion queue (CQ). VI is the mechanism that allows VI consumer to directly
- acces;s Vi provider. Each Virepresents a corm-nunicatiqn endpoint, and endpoint pairs
may be logically connected to support bi-directional, point-to-point data transfers over one

or more designated channels of 2 data network. Under the VI architecture, the host-fabric

adal_pter 120 and VI Kernel agent may constitute the VI provider to perform endpoint
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different systens, via a switched fabric 100'. Each host system may serve
as a source (initiator) systemwhich initiates a nmessage data tp@sieyr2005
(message senwoaperskion) or a target systemof a nmessage paggirgoRResati on
(message receive operation). Exanples of 20 such a host systeminclude host
servers providing a variety of applications or services and 1/Ounits

provi ding st ¢ragfaiid ARG ARML MBI #sKRbf RDLBRxHRE RehMifiesng, Baguasts for
wor k: (data novenent operations such as nessage Send/recei veé operations

and ROV 1 eagln L 8agRgLati-A plersiibalds uRasls eégaug@?ﬁ&@\ggy&rﬁaiswaﬁws>

61 OA-61 ON assoclated "wt given fabric adap one or nore

charnel s YRR SEER AN SEH Ol A IS OUA00E, O 0ARIERE Ry,
Turning now fig, &.G.q i AR EXIPL E-APRLCABPT 1 AIORIEL, PR ks halbal At 2

host systemand config ccor danc nt I ni

rchitect S |t , ta t f i i tch fabri ' _
SR R R s MR T A -
| e host - f i.C. 120 .| i al i d.t t ‘host

Dl oSt AR S50 SRR T GBS L SRR 130T,

ices to efficientl: Lish _and NG O | nf nj.Band] | d

sor oo 10 SLILCLSBHl L Sohabl ih- A miage 0 0 0, SopT, Channel o en

system or between host systens connected together directly or via the data
networ k 100" “Vdsi"WQRPa aﬂﬁa(ﬁﬁélfc pigsehangepbledigfeincisiow-f abric architecture. In-
-addition, the host fabric adapter 120 inplenents hardware_ designed for
increased perf or Fh@dllusygtes m@mﬁﬁ:@qst%rﬁarnalpmgmGzednﬁmBambutanﬁgﬂ limted
thereto. NG QI nfini BandTM applications with mnimal hardware investnent,
includi 1§ @mbiteatirky toguppesciataitensions-viNG Witchdd fabrBalfP'. tAsphown doFlE. Githh
m ni-mal = pi pelining and NG O I nfini BandTM data processing with m ni mal
I at ency. 15 hAg spdtemvh3 G maFinGudé] in sdditidnds bad arimdre pradapire2021 @Mtaiwyg amcl ude a
m cro-controller subsystem 700 which controls the execution of the
NG O | nfi ni Bpsratddy spster GOB) 34ck 00, achossmemarly 206) tland ftdest ohidthovdfablic glapter des an
interface with the switched fabric 100", typically via hardware SERDES

= ( seri-al izer (HEAPI20sisEOIn HEIGE.Q) 4ABE dndShetrifssoiDerpfiRtit00 bl vided bty dibgm. 700, - .-

and the serial 1nterface 730 may be inplenented as Application Specific
- I'ntegrat ed “fabric adapter (HCA) 120 in accordance with NGIO/InfiniBand™ and V1 architectures for

15  data transfers via a switched fabric 100", One or more host-fabric adapters (HCAs) 120
- may be advantageously utilized to expand the number of ports available for redundancy
and multiple switched fabrics.
\:) ' - As shown in FIG. 6, the transport engine 600 may contain a plurality of work
- queues (WQ) formed in pairs including Receive Queue ("RQ" for inbound) and Send
20  Queue ("SQ" for outbound), suﬁh’ as work queue pairs (WQP) 610A-610N in which work
E requests "WQEs" may be posted to describe data movement operation and location of data
to be moved for processing and/or transportation via a switched fabric 100', and
completion queues (CQ) 620 may be used for the notification of work request

completions; Altcmatively, such a transport engine 600 may be hardware memory
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207 CG.reuits (ASICs) of the host-fabric adapter 120. The mcro-controller
subsystem 700 contai ns one or nore independent programmabl e 26/09/2005
di r ect - menor waenessi( Dl MA) engi ne(s) known as M cro- Engi ne &I@WIQW:‘
utilized to build, send, receive and acknow edge NG Q' I nfi ni Ban p‘acﬁet S
bet ween the host nenory 206 (see FIG 6) and a serial link, and speci al
pur pose har dw&PBPINERE P 2ibest ZBmKY 298 VOGRS IR6¢R01PREm tROTsHEBRL ARgRS | 0gi ¢
bl ocks such as _a host interface 712, an address translation interface 714,
‘a context neRBF4) 12%serms tomociscony ltmaatonuatipht Risf-AGHC Z&a%terég@{}ﬂ%i on
queue/ door bel | manager interface 720, and a first-in/first-out (H FQ
interface 722008t bedirpidedng puttef MrosldevEngivive drildVEdf alddt SRR bk &y ME
functions needed to inplenment the NG Q' Infini BandTM 5 and VI )

speci fi cat i onll worlcqueden(@yQd) arayehasphgsicahgtis ifth 295 R%eH Bbsic 166 G‘qﬁk ovpdates,
physi cal address transl ations, host descriptor fetches, door bel
managenent3 FnE@© hdstifabrivoadepres (HCAggoconpl etion queue (CQ nmanagenent. The
M cro-Engine (ME) 710 nay execute M croCode to coordi nate Send Queue (SQ

and Recei ve Queue ThRSEndD&ua (150 Fof Qtbduh@ ATt | | el vi 0
NG Q' I nfi ni BandTM packet s ang StQ; gup‘port E%Hrr%s Pﬂg%%gﬂ‘e ugge QW&M}'

‘channel s in denpid hitibolNehi f ] TM.protocols. The
M ot osEngi ne (V) 7 a0 ok Ahitiicalest toP bR MeBelh et et emtiough o

set of m cro Viegemsehirk [ cro ,registers may be avail able
with data su phiompairead ?‘Pg{%%ﬁm‘é%&%ﬂk@h SGUesE messaassdo byread/E

functions. Typi . -Engi ne (ME) 710 that controls the Send Queue
(30 15 may BonrRr i bR G ToR s ety ety ¢ Maihed okt & an rrnore
Mcro- En%ne&fré\@? 710 t hat ntrols the Receive Queue (RQ may be referred
to RQ M cro- ENgi NE P VEF ssTh ¢ wrieseyngideaquestangssaged ds vaittenotterspaifs t o
either an 1/0 bus , 205 of a host system 130 as shown in FIG 4A, or an 1/0
and nenory cORTPS|IPfionf afarey syvem. Yy s switshed Bbriag00hown in FIG 4B for -
wor k requests, in_the formof Wrk Queue El enents "WXES" 20 as shown in
FI G '3B-3C from ti§ Besdve @Wé?ﬁqs@rfnbpurwae@ems)aﬂmdrhlqaeueip@ﬁgwiufpmg
if

controlling arbitration and data/control nultiplexing between erent

- equest er s, - TABERE Yiedias 2 "responder” which receives requests for messages from normal sends, © oo

RDMA reads and RDMA writes from a target system, via a switched fabric 100"
15 _ In such an example data network, NGIO/InfiniBanc™ and VI hardware and
_software may be used to support data transfers between two memory regions, often.on
.. different systems, via a switched f___'ébric 100". Each host systern may serve as a source
¢ ) : (initiator) system which i_nitirartes a message data transfer (message send operation) or a
target system of a message passing operation (message receive operation). Examples of
20 - such ahost system include host servers providing a variety of applicaﬁons or services and
/0 rﬁnits providing storage oriented and m_etv}ork oriented IO services. Requests for work
~ (data movement operations such as message send/receive operations and RDMA
read/write operations) may be pos_;ed to work queue pairs (WQPs) 610A-610N associated

with a given fabric adapter (HCA), one or more channels may be created and effectively
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wi'te . transactions to the host system 130 and facilitating read

conpl etions. The address translation interface 714 provides an ixgeg6ao9 39
an address tRangd@kisqn bl ock (ATB) (not shown) responsible for managlng
the conversion of virtual address (used 26 WO 02/ 078254 26/ 09/20F840558
PCT/ US02/ (5858 to address program space) to physical addresses (uséd to
address syste N syst.em nenory_ Transl ati on and Protection
Tabl e (TPT), %@Q%glg% gjéﬁeﬁgesgfgé’gérgﬁ?% cﬂg@#‘m’i‘%mry for different
transaction types LWite R ad and RDMA Wite). In _one exanple

i npl enent ati on, th{éyr\é%]tgt"b%% Z%G’fwl"c‘@uﬁv‘ﬁﬁ?rﬂ? afppieiol 29 ingtallog atg host on) 5
4KByt e pages rein each system nenory, : page can be mapped anywhere w thin
up to 16 Ter%ﬂ ae"gl °8$ﬁ%§%¥’é‘ﬁf?9é?ﬁ5‘@w§bl§%gg@"f§b%%@?“ E&@*F%%t‘@?ﬁpﬁ@ﬁmy
page may al so t%et accessed bg a% e_ntrg' within the Translation and
Protection Taffa"t vig A swhched detaic 80 arsprdingaten smbadimantes thefpseseatx anpl e, a
4KByt e page nunber Co_ires onding to the Physi cal address, nenory

- prot ecti on’ at FYFBIRp & lt‘?@%ﬁ- \Rbe E¥anminbastiabrpaaptee B2 irespbeially desigadd ta0 Menor y
Wite Enable) and Protection Domain (PD) whose value is matched with the

© val ue. assi gnetPhert ¢ hest syfiam traphaptel-bpssd switahed febrio H00’ efpiddd netwvirg 109fde Queue
Pair requesting the translation). The context,menory interface (CM)

© 71.°6- pr ovi desSeTvages fanfleiprtbieestablish andmasage N@IGHpEniBand chivmets)and egppondith| e
for providing necessary context information for a "VI" 15 or a work queue
pai r" WQP" uséeaoveaeninpadtions endeen gomimuhicgtiol@eGldsnt i hosBaystknpateatesn host he
context information contains all the control, status and information

- negessary f orsystéms conpesd tofetitaidiredtiyan sfaakie dapatedidrRN60' ufifga CRMhEPasddENDr Y
ifiterface 716 also provides an interface to host software and presents

di f f er entl0t y pedtclef! fateicrrchitaginee th dd2ftion] ©E heseEbric Wiipkh 1 5P BS € et 1RRR)e
configurations and to initiate channel operations. For exanple, the 20

menory mappedesig@t $drdhcreRed pdFymhnte ahidl erfisle iy 2And iRl utHE0kSHAr s Whi ch
affect the operation of Se%d Qn}eue (SQ)! an VI‘1_l)rk Qjegg&%(%n,ggv\!né? . queue
pair (WP) r ﬂ&kﬁ&,@l@OﬂWﬂhiﬁ&n@%ﬁ&tMﬁnﬁ%ﬁ2{}5]?1&:’5@?& i%esmg{ﬂgll@én and

conpl etion queue (CQ registers which specH ocatl on r%gt h of a
- CONPHetd on QE&HRIingHkecullod OPNGIBMRInYBmAB @B cols with minimal pipelining and: e

' NGIO/InfiniBand™ data processing with minimal latency.
1:5 As shown in FIG. 7, the host-fabric adapter 120 may include a micro-controller
subsystem 700 which controls the execution of the NGIO/InfiniBand™ protocols, and a
serial interface 730 which provides an interface with the switched fabric 100, typically via
m.) . hardware SERDES (serializer/deserializer device). Eoth the micro-controller subsystem
- 700 and the serial interface 730 may be implemented as Application Specific Integrated
20 Circ?uits (ASICs) of the host-fabric adapter 120.
| The micro-controller subsystem 700 contains one or more indépendent
programmable direct-memory-access (DMA) engine(s) known as Micro-Engine (ME) 710 -
utilized to build, send, receive and acknowiedge NGIO/InfiniBand™ packets between thé ‘

host memory 206 (see FIG. 6) and a serial link, and special purpose hardware interface
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contral *whether interrupts are generated when conpl etion queue (CQ entries
are witten. 27 WO 02/078254.26/ 09/ 2005 PCT/ US02/ 05858 The | oc )og /2005
interface 718vpmowvisdes an interface to a |ocal data bus respol;tslt \%I
supporting system accessi bl e context connecti ons and channel ope o)

and for turning the signal data’into appropriate forns for the

M cro- Engi ne (IR bibdi@ subing d%ysﬂgte%r%rﬁ.%% er%qraﬂgl%t onrnfxtgg%ceggy eLion

queue/ door bel | manager interface provi EEsS Hntation » 8EGHE et i on

I I f.

The VI o chi { oty B D PG al P e 41 2 R PRE o ittt Fhanaer = °
ble f | t

Door b6l | manags tncrs Shana e AEah TR0y P P Baig by st g

nunber. of out t .10 T FIFO.interface 722 provides an
interface to eygieq}lggp%#nq ’rélg%%ﬁg %Honsfﬁﬁ o to-pnlement the NGIO&nfip ﬂ%\lrb'

i ncl ude a geecgﬁ 'L"jFP Elmnterlfc ce 722A arranged to receive reguest(s

and/ or data pac % FrSHe rh e OEﬁ’éad“HleaB §t ranggefiongicantgxtmadatesy ByEICRO and

a serial |nt {J( £ g}? Tr .ans FIL.FO i nterface 722B arranged

t o-send reque$ s?%'ﬁ ‘8?5’58‘°tt escHpiek E‘%") dqogbellyaanaggmest S datr movarodits vi a a
Transmt Fl FO serial interface 730. of each packet as shown in FIG
3A for errors? ﬁBmEﬁEBIRHV?Q‘eKCFQHBﬂIaE?IB%I data. needs to be read before
passi ng the sane tg the host interface 712. The Transmt FIFO interface
722B may be used 1§ Mige- ninedME) Jil hmay wegpute MicroGotifolcdordinbia Sead@edue f or
subsequent The Receive FIFO interface 722A nmay be used by the M cro-Engine
(MB) 710 to (SR eRecrive Qv R oaerptinrk &irsransmistinghed reesiviag i nt er f ace 730,
I"hcl udi ng _checkin ng t he header 20 transmi ssion, via the serial interface
730. I n 38di G/ InfinBahe Y acket{ andtto smpomom;agmml FOudd CQNAIdH S thefs Gk
scheduling the next Virtual Interface (VI) to the context nanager and

. supporting prewpliinge with tireadfGIQInfinBaddeprotpastk elie MRBEFE ef{ﬂdﬂ)'ﬁlb'ﬁ nd Queue
(SQ and Receive Queue (RQ of the work queue pair V\l?‘ Such a chedul er
may be provi disdcomrol all thefimedaceibldikd RugiPnteR ¥t m'iB?ngétel' Ph&Y 4@ Getites. Micro

- registers may be available-with data-supplied by multiple interface blocksto heip‘s'pécd"ﬁp o
ME functions. Typically the Micro-Engine (ME) 710 that controls the Send Queue (SQ)
15 may be referred to SQ Micro-Engine (ME), and likewise, the Micro-Engine :(ME) 710 that
- controls the Receive Queue (RQ) may be referred to RQ Micro-Engine (ME).
The host interface 712 provides an interfacc to either an I/0 bus 205 of a host
.) -~ system 130 as shown in FIG. 44, or an /O and memory controller 204 of a host system
130 as shown in FIG. 4B for work requests, in the form of Work Queue Elements “WQEs"
20 as shown in FIG. 3B-3C from the host system 130 for data transactions, including
controlling arbitration and data/control multiplexing between different requesters, read and
write transactions to the host system 130 and facilitating read completions.
The address translation interface 714 provides an interface to an address translation

block (ATB) (not shown) responsible for managirig the conversion of virtual address (used
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28°WD.1121078254 26/ 09/ 2005 PCT/ US02i u5858 716, the |ocal bus interface
718 and the conpl etion queue/doorbell manager interface 720 forngaLhodylrss
functions. FMW@ ofy7gidustrates an exanple Mcro-Engine (ME) 710 _confi gured
to handl e one of Send Queue and Receive Queue operations, i ACTHFOHESSS
mul tiple i ndependent operations 5 (known as tasks) for performance i

~efficiency w theddiass prograhospassd toephly Sva SHdPRdRLs %Qz@% SHaPgs éﬁte&rkggwﬁéﬁnt of

~ the present invention. As shown in FIG 8, the Mcro- gin 0 may

conpri'se one eystenpmemBgtRadditibh e elst MR TBHO A L] ic
Unit (ALU 820, an Instruction Decod§r1830, éTﬁjb?ngﬁg%ﬁ%%%rg&gﬂ&&e nd an

| nstructi on Meemony 6Bk aR GG RN AETRSAS60: mﬁmﬁgg@%&%g able

M croCode for ME instructions. The data y sup

interface data legitni¥Eod, Rt ' rithneti.g i g.Unit (ALU)
820 may performmlgnyﬂ%at he%ng?‘?’?gli{o o%ﬁ@?agﬂgyé#af"{ 'i‘pntﬁ 206(%?%?‘%8%5. The
I nstructi o DgcREepa Hps% temcontrols to the M crqQ-Sequencer
840, to deternine tEeg%s;’‘cé%’}gt@;@?ﬁncsgtruct%éIlnonr?'féﬁz&rr?g}j rcgléée ‘Pﬁ’f’e‘gé")@&@&‘t’@a{l “Fé%ecut e
. ME instructi omsrdd piB | I, nor 50, and determ ne the 15
" functions of the A?@e}é%}kt%atgg#é %?dgg _ fpeaﬁ%egacgwtmc‘lf%d’ﬁgﬁ R dskpfence of
ME instructi ' ) i.£h next. ipnstruction is to be executed by
the Instruct %S%S%Dggggteeg{r@gﬁng%e %&%?Eﬁ?f‘ én‘{ﬁfﬁpﬁ%‘rﬁ%{ci(gmh‘%@%@a MUXs
810, the Ari q%%nw&i S tUPJ,_I ALL) 820, the Instruction Decoder 830, the
M cr o- Sequencer " End  RETPREE, 4 2EPHA Pags nueider sprrasponding tathe rlasisrle
M cro- Engi ne%&%@é 710 ng)?{ be. described with reference to FIG 9 herein
bl ow Data TN ST UCTHRD 2Pt RDY R WritejBrablonR DIA ReathRnablel bocal 810A
and inpgb -B 8&;.]3 ]v:m;hfﬁg sug_ply.two 32-bit buses (A-bus and B-bus)
i nputs t 0t h&RD WgBpEnapifd apd HygtecapDemain Kpvhoselwtie ibasdedwitiigeode of
the destinatiqgn field of the ME 29
value assigned to the initiator of the translation request (the Work Queue Pair requesting

the translation).
e Tl;g.spontex;;mpm_ory interface. (CMI) x?.l;é;pmvide_s-.an interface to.a context
- manager (not shown) responsible for:pr'oviding necessary context information for a "VI*
15 orawork queue pair "WQP" used for sending and receiving NGIO/InfiniBand™ packets,
The context information contains all the control, status and information necessary for all
- types of data transfer operations. The context memory interface 716 also provides én
) )  interface to host software and presents different types of memory mapped register sets
which specify channel coﬁﬁgurations and to in_iﬁate-channcl operations. For example, the '
20 - memory mapped register sets may include global HCA context registers wlﬁch affect the |
oper‘aﬁon of S.end Queue (SQ) and Work Queue (WQ), work queue pair (WQP) registers
-which control the establishment of channels, and completion queue (CQ) registers which
specify the location and length of a completion queue (CQ) in host memory 206 and

-~ control whether interrupts are generated when completion queue (CQ) entries are written.
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" “sel ected functi‘on,

WD’ 02/,078254 26/ 09/ 2005 PCT/ USf 2H35858 instruction to the ALU 820. _
Li kew se, the B-bus 914 may supply data based on decode of the Z9Up9e2005
field of thewdimsisauction to the ALU 820. The data inputs tPQ:Tf[% AdaRt
data NMVS SIOA and 31 OB may be supplied by external interface b oeis such
as the host interface 712, the address translation interface 714, the VI

context menory i ntEhd 864 bilslifiterfadeA § bRRAdes BY térﬂ%@fofaqgcedl ?af]rgbustr axt?sﬁ]t{rgk tion

gueue/ door bel I manager interface 720, and the Irst-1n/tirrst- @)

[ f 722 ! i i i -B
“interface sppEEiag sis@bn%&&&srs%ic dMhtel G hd ARG anlhﬁa}ngél%_&igraﬁ%ét a;nglq%rggrrm Y

i nclude I nediate Data fromthe Me instruction, v MUX)

860 and | ogi cthAhNRnAaka 1§49 £t ne i Lon/.sour.ce field,

whi ch generate I§,étaﬁe sellectgprgﬁgr t ?gﬁﬁﬁe%&%@%&%ﬁgﬁ‘%@@ Si OB, nmay
be executed byidb€odtQoddilst ruction Decoder 830. Arithmetic Logic Unit (ALU)
820: The ALU 820 mmy contain two (A and B) 32- bit data inputs and perform

funct i ons st hat . field of the ME instruction. Th
Tuncti ons “suppor t ad L aRpsagh &Ry SR ingrfr fPinse Do o o iasedei | om

XOR, AND, Co . Rotate . Right, Shift Left, Bit test and Move (pass
t hrough). Th SRdtpfetipn gﬁeﬁ‘ﬁ ?‘?&%‘gﬂ&%’géjfmé‘é@ MRAZS R PO AEBisaYIn e GhthEin
provi des the \I’l*‘érﬂ&]t'ti on . .select . si%rl}alé to-the ALU 820. After executing the
ncti-on erhE- APOPEYRT et (FRuge s 4aa ghayn) it mwpoptible dorpostinge 1| ags
may i ncl ude, Lq%r.l exarrp[fle Zero and Carry. |If the result of an arithnetic
function is 28 ©FH&2 ‘T‘qnﬁ’g‘t*r‘?ﬁﬁ”%’é(ggﬂ?"q'?ﬁ- Qnerhell snanager (nofshoxyn) ishnet i ¢
function, results . in_a carry out, the Cflag nay be set. Results of ALU
fl_%‘ncti ons madFSRPsils for berpingdragh af the pymbas of qutstanging work requests.on Merory 850:
e Instruction Menory 850 may be a static random access-nmenory SRAM
pr ovi dedlcFo st or eTh RIFQdnigefadeq?2 prayides amigteniacs toghe seritliintefacei7302THe FIFO
Mul ti pl exer (MJX) 860 and | ogic AND-gate 870. M croCode nay be downl oadabl e
into the SRarfase 7Zmagesiudna Reaeive F NG fant 722 Bamaisedtoaedeiveaedues(s)
enhancenments. The 30 26/ 09/2005 :
and/or data packet(s) from the switched fabric 100 via a Receive FIFO and a serial

“w o interface 730, and a Transmit FIFO-interface 722B arranged to send tequest(s) and/ordata -~~~ - = - -

-packet(s) to the switched fabric 100" via a Transmit FIFO and a serial interface 730.
15 The Receive FIFO interface 722A may be used by the Micro-Engine (ME) 710 to
process incoming data packets, via the serial interface 730, including cﬁecking the header
- of each packet as shown in FIG. 3A for errors and checking if additional data needs to be
J . read before passing the same to the host interface 712. The Transmit FIFO interface 722B
may be used by the Micro-Engine (ME) 710 to build data packets for subsequent
20 - transmission, via the serial interface 730, - |
In add‘ition-, a Scheduler (not shown) may also be included for scheduling the next
~ Virtual Interface (VI) to the context manager and supporting priority of traffic for data
packets associated with Send Queue (SQ) and Receive Queue (RQ) of the work queue pair

(WQP). Such a Scheduler may be provided to interface with the context memory interface -~
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WO 021078254 PCT/ US02105858 SRAM may contain 2K x 44 bits and nmay be | oaded
via the local bus. Each ME instruction may be 22 bits; for examyggoan®os
two instructiwos2imysspe allowed for each word of SRAM Instrly '/h%@?u‘with
32 bit Imediate Data occupy 44 bits, counting as two instruc 5%%e
M croCode supplied by the SRAM may be available in different code 5
formats. M cro-Bégbehes buShihradhe Mo S 40 det er m_ne t he
address sequence of the M cro-Engi ne (l\/E?‘%ﬁgﬁF reg%g?%gequé@ﬁﬁg’wrf?%éz%
i nstruction andofscxgulet @gicasQr i nformation. The next address sequence nmay
be controlled by the Instruction Decoder 830 which passes 8 bits of
Control Field infor P’ §@Misihies g&l}h ; J-el@ﬁé ignals) to the
M cr o- Sequencer 840. Maj or cﬁa?nlee)ﬁfgn s |£?%%%1r5féfhet gﬁﬁ%&%@%‘?h@d@d}&ppér as
shown in FIG ZBerl @ueti®and Petkilh rnmance, gnd resources of the
M cr o- Engi ne (ME) 710 in pr oceg'?ﬁegége Eﬁ’f%ﬁgﬁggﬁ‘ﬁﬂ’?‘?ﬁﬁ?ﬁ&’@@i@mnio
optim ze mefor waswalwg @iy % reservi.ng the querall transfer rate.
Speci al i zed Har dwar e Ass)li'seftgt:|b rﬁﬂf&f‘gﬁ%o%’f{%e V‘@@W'H’(&‘B‘Hﬁﬁﬁ"&{f@mvmﬁnmt 15 one or
- nore speci al - pARBRE Y B Eqliltenface blocks, such as the host interface
712, the address t'?a%%[ at | gﬁm?nrﬁf)g{hf:gﬁﬁée“f1‘Wfﬂt{°ﬁeA$/FhWn§iG- SrthredMigro-
“interface 716,5@;}@{%3%0 bus interface 718, the conpletion queue/doorbell
manager interface 7207 and-t AETEIREMC prpeiedatadMylpiplexass A6UKs) tigsirst . t hei r
respective intgeface functi.o nd to help offloading the M cro-Engine
“(ME) 710 fr om‘ﬁg{l@& C&EEE‘F"BE@@&% Ir{ngrustienBeaodere,@ Mivko-Seqemnd: 341
packet s. Cont%%% ipformation which is stored in an internal context nenory
“ Ngthe cont ext  HEREF4FHPhMeroacE 07 e flustructiondievgpraBSh mey storéidaGmloadable

NG O | nf i TéBaMTm: %acket s may need to be updated during ME cycles in such
. a way as to oft'fR-9% ReMErigstustiensi dihe data MIPXeRiome sttty R ake iRt Rce
transfer rate. Typically such context information may be updated to
provide al |t 2 Based proME igstectionsa Tite initionariatLogio UnR GRS SREN0 .hg% @tdrmbypes of
data transfers. 31 WD 0210782-54 5 26/09/2005 PCT/US02/0.5 §

_ .maﬁhematxcal, logical and shifting operations. The Instruction Decoder 830 may supply

i -SYstem controls to-the Micro-Sequencer 840 to determine the next instruction o addressto™

be executed, execute ME instructions from the Instruction Memory' 850, and determine the

15  functions of the ALU 820. The Micro-Sequencer 840 may check the sequencc'of ME
instructions and determine which next instruction is to be executed by the Instruction
Decoder $20,
| ) One example implementation of the data MUXs 8 10, the Arithmetic Logic Unit
~ (ALD) 820, the Instruction Decoder 830, the Micro-Sequencer 840, and the Instruction
20

| Memory 850 of an example Micro-Engine (ME) 710 may be described with reference to

FIG. 9 herein below: -

Data MUX 819: There may be two input data MUXs, input MUX-A SIOA and
‘input MUX-B: 810B which supply two 32-bit buses (A-bus and B-bus) inputs to the ALU

820. The A-bus 812 may supply data based on decode of the destination field of the ME
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Théeé cant-ext nmenory is always updated with |atest val ues of context
information, and the M cro-Engine (ME) 710 accesses to the | at g/ '/‘2??05
of that cont &y gdiHsefymation to do work (data novenment operations such as
nmessage send/receive operations and RDVMA read/ wite operati ofsyYS'#{{r$Png
nowto FIG 10, an exanple Renote Key Mariager Bl ock (RVB) for checking the

validity of Rerimst@ctisams tfe' v )1 whj e nd to qutstandi ng RDVA
operations in hostcmem);y 2 6¥'3%c%%lggtq%gﬁ'é\%%2%%isﬁgﬁ¥d%?bitsﬁ%f’fpcieég@ﬁf
invention is ithd Jd8kcE &L - e Keys (" ys') typically conme in
re](c:]uest rretssag;ﬁ;i;t ;@iﬁgz gﬁh—g:}‘rgn}: E%HE #5?559%%5‘%}@3?“ ﬁﬁdﬁ‘tag?“i_ié%ﬁfiﬁwgfﬁi;iﬂbtth
reference to 3 re_use e cro- Engi ne 0
identify the appr ospri 2% e’dﬁﬁg@ n%éfr%e\%qpﬂffg% W"}ﬂi%‘i’r{a&}" bipgkr swalsasihe host

translation fremkRe transl ati.on bl ock (ATB) for outstandi ng RDVA
read/wite operati oz\gg%%rﬁréﬁeg ffaasiationgtenfacy 744 the, ¥1 canjext mempoydntofacadi6ig a

Bi nd work requgs ' SGri r, (' ™) _posted on a Send. Queue (SQ of
a work queue Bgll trlo- ?\Hﬁ?‘ﬁe’%?ﬁﬁigﬁ"%’é’g%ﬁ% Beyc/doappptt mpnager ipteefuéesilg, and the
descri bed are g u ppsted for normal data transfer operations,
such as nor mal f’f\i‘g{aﬁ/ ‘éﬁﬂlﬁﬁt&? in“f COHfYd nresion toresintrel MErfurngions. dRite idpnt MIUOC-Bal
Descriptors (Vgﬁ‘}j Bi.ncg chsc_ri ptors. are work requests posted for non data
‘operations, such &%y PYrdedrimndiay Data fromdhevEiimsmatiiataviangl Miiptskar (MUIdOWS”
W t hin part%arqjgenor% regi ons of host nenory 206 on a Send Queue (SQ
to restrict NGB AN B S7Q. The deeorisrof the dgstomtiomsoarcadieBvhich g&lersd  host
menory 206, t *FFI clally no | ess 20 than 4KBytes, (which corresponds to a
ﬁ)mry page) tifelepts oribrinput AMPUKeA § il trer MURB GB arHeoxedufedipid ast to
t'ie menory _region, a "Menory W ndow' specifies a smaller range” of the
menory reépon,“sfré‘f’tloéwee,SEt(SByt es. A Bind Descriptor ("WXE") allows the
software to close (invalidate) the "Menory Wndow' conpletely so as to
prevent work queudrifaneticIMBR) Usic (EET) $20: thal T MR W W o.(]" Ve
(enlarge or shrink) the 32 WD 02/078254 5 10 "I\/brmryéslvé%g'o °t(§"3&§? er ent
menory regi onbibfathmputs erdrpsrforaFnctions that are based on the OpCode field of the ME

<= . instruction.- The functiens supposted include, but are not limited 16, °Add; Subiract, OR, = =~ "

‘XOR, AND, Compare, Rotate Right, Shift Left, Bit test and Move (passthrough). The
15 Instruction Decoder 830 decodes the ME instruction and provides the function select
- signals to the ALU 820, After execdting the selected function, the ALU 820 sets flags
based on the outcome. The flags may include, foi"exampie, Zero and Carry. Ifthe result
i J : of an arithmetic function is zero, the Z flag may be set. In contrast, if the arith.metic |
- function.results in a carry out, the C flag may be set. Results of ALU functions may affect
20  the state of the Z flag.
Instruction Memory 850: The Instruction Memory 850 may be a static random-
access-memory SRAM provided to store MicroCode for providing ME instructions via 2:]
| Multiplexer (MUX) 860 and logic AND 'gate.870. MicroCode may be downloadable into

the SRAM for changes in future NGIO/InfiniBand™ specification enhancements. The
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26//09/,2005 PCT/ US02/ 05858 As shown in FIG 10, the Renote Key Ivanagerr

Bi ock (RvB) 1010 may include separate RVB fo(rj Send Qtjgauel (S?) {&‘9‘?%05
- for Receive Queusyii¥) 1010B which correspond respectively 05858
M'cro- Engi ne (ME) 710A for the Send Queue (SQ_) of the work qu:éll{l 531’1‘
(WQP) arid the M cro-Engine (ME) 710B for the "Receive Queue (RQ of the
wor k queue pai 3RAMGEy. cotatn Ok BRIVBitsldld Qhy 1R Iaakd gia eV Gl QisERGLNGE! Nt er f ace
("I'vJE-1/F") 1020A which provides an interface to the SQ M cro-Engi ne (M)
71 0A, and a RhBubiidretidypise22 5ilBMBr edafble) anbd8AnsWib s RaPYL Qf‘o.%veﬂ??r'e?(ljher face
to the RQ RMB. 1A OB. The RQ RVB 10100 contains.a M cro-Engine I'nterface
(" ME-UT") 102@&”@“SIHAWHﬁéﬂu@ﬁ‘&ns%h'BthﬁrIEﬂ'Eaiafeq}attg'?ccE@%4tg{ioéo gis ) g
710B for allowing ME reads and wites; a RMB Interfack OL‘CE;, ¥ |D€ provi des
an interface Usstubt@nSOritBickod R shifiied BF GERRIAN msS Ye ala¥aL AR OT ¢
requests.fromthe SQLRVB 10l OA andﬁ{ epg}?tl ngAbag{é‘;t o the ’-"S% ic-ﬁlﬁg ﬂﬁ A
whet her it 5isfgwafsently busy or idle; and a renote key nenory 1040 15 which
stores Renpte Keys (Rkeys). Such a renote key Menory 1040 nay correspond to

P

or | Parity Protection

0(26:0) Parit ' € 1 R26-0) -33 WO (12/Q78 .26/ 09/ 2005
: PEZT ; US)O2/ 8;85%&}'\%{%& @E@g(@kﬁl\%@'ﬁw 7?%?%13%@&0% o(%thc mst;uc_:t:on and Flag

register information. The next address sequence may be controlled by the Instruction

N Decoder 830 whicﬁ passes § bits of Control Field information '(i.e., 8 Control Field
- 10 signals) to the Micro-Sequencer 840. |
Major challenges implementing a host-fabric adapter as shown in FIG. 7 are to
maximijze performance and resources of the Micro-Engine (ME) 710 m processing
'NGIQIInﬁaiB,andTM packets and to. optimiz'e-;megmo_xy bandwidth while. preserving the.- . . -
overall transfer rate. Specialized Hardware Assist (HWA) logic may be incorporated into
15  one or more special purpose hardware interface blocks, such as the host interface 712, the
address translation interface 714, the VI context memory interface 716, the local bus
.interface 718, the completion queue/doorbeli manager interface 720, and the FIFO
) ~ interface 722 so as to assist their respective interface functions and to help offloading the
' Micro-Engine (ME) 710 from hardware calculations in processing NGIO/InfiniBand™ =
20 '.packets. Cdntext information which is stored in an internal context memory of the context -
merﬁory interface 716 for scnding'and receiving NGIO/InfiniBand™ packets may need to B
- be updated during ME cycles in such a way as to optimize memory bandwidth and
- preserve the overall data transfer rate. Typically such context information may be updated

to provide all the control, status and information necessary for all types of data transfers.
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Protection Domain (PD) is information stored in the renote key NErmry 1040

associ ated with Wrk Queues (W) including Conpletion Queues (@@)09&%%?05
\(5)
‘To

purpose of Wkee7eisgction Domain (PD) is to limt that Wrk 4 §/0£
to only nenory |ocations of a host nmenory 206 (see FIG 6) redisteret

that Protecfion Domain (PD). Every Conpletion Qieue (CQ 620 has a
Protection DondhacdiRB) meamgR atvaybeiiaet At etest TNBesIrebRbk | ! D)
assigned to a Conpl etion Queue (CQ)mnust m‘at?:h thee Pr ot eC![H?Oﬂ Hﬁﬁﬁﬁ%ﬁ‘?m)

returned by a MienEnaineqM®B MO Yocfsedth e ls | i abl e
(TPT) in order for the Cgir?};l eticgnsajteug (t%%hﬁi%é%&%g@{%g&ﬁ@%ﬁgﬁgxof

nmenory. 10 | f woikgdiRe edcRink@idpltiths Quch(ag@cssqg@%ﬂxaﬁéceﬂ%emaﬁo%p&% s Page
of menory is inaccessible and the Conpletio eue ( generates

error. Likew seadfivig: itbng))_.leue al so uses Protection Donmain (PD) for
virtual to physical address’'translations. The SQ M cro-Engi ne (ME) 710A may

equest @ ke | nvalTd koIS & Do okl R Spels: ) kL Lo The

Protection Donain "PD' Register (this w requirt n);
wite the RermhecifeyihRg; ' ' ..h{f%e.erate the request to the RQ RMVB
101 OB); (3) poll the bué@f’.’g‘{fﬁg‘%‘?{g?ﬁ%{e SRS R RMan ¢ he
operation has P : cro-Engine 71 OB can read and wite the
Renot e Key (Rkog%m grfs 'gﬂgs{ﬁg&%\?ﬁ%%aﬁ%“‘é‘f‘ﬁ%’e”“t‘l‘f&?%%ﬁ&%%“&? REEPEOR S e t he
hi ghest priori; s and wjtes of 20 the renote key Menory 1040 by
the state mac ﬁ?%gm%?'eﬁ-gflgfrpgﬂ ?(Gfﬁrd #rg“yﬁla ‘%Pé‘if‘g‘g §RWIe IMEqYEsS MGEsaER dtain Hform

26/ 09/ 2005 P %%JSOZ%OS&B?&F“'M RQ,. M. cr o- Engi ne &I\/E) 710B may initialize
" the Protection DSWEPIR F'h 2s qeeritng 4ith sefersnag to F6Gs. ACPD, efd arenssd'by'the

imdi cates,that .the. PD is invalid. The Rkeys correspond to the outstanding
RDVA oper é{’i OM?’O%{@‘WW%@E@%@ REDFOI it 2s dorsvirtuabloi pllydical sddbesst he
Rkeys that it wants the SQ RMB 10' 10A to process. The SQ M cro- Engi ne (M)
710A provi des"¥REteiRMEhe addresatrapsiation hleck (ATB) for outstanding RDMA read/write

operations. Remote Keys (Rkeys) can be invalidated by using a Bind work request or

. descriptor ("WQE?) posted on a Sead Queue (SQ) of a work queue pair (WQP). Typical = = = - -

descriptors ("WQEs") as previously described are work requests posted for normal data
15  transfer operations, such as normal sends, RDMA writes and RDMA reads. In contrast to
normal Desctibtors (WQE), Bind Descriptors.are work requests posted for non data
operations, such as, for example, moving or invalidating "Memory Windows" within
N) particular memory regions of host memory 206 on a Send Queue (SQ) to rcstfi'ct RDMA
data transfgrs. A niemo‘ry region is a normal block of host memory 206, typically no less
20 than 4KBytes, (which corfesponds to 2 memory page) that the host-fabric adapter 120 can
aceess. Ini contrast to the memory region, a "Membry Window" specifies a smaller range
of the memory region, for example, 5Bytes. A Bind Descriptor ("WQE") allows the
software to close (inﬁa{idate) fhe "Mer_néry Window" completely so as to prevent work

queue pair (WQP) access to that "Memory Window" or to move (enfarge or shrink) the
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Prdtecti-on Domai n (PD) and the Rkey it wants to match.. The SQ M cro- Engi ne
(ME) 710A then kicks off the RVB operation by witing theSQ stgg/ggt/z'(mg,

- RVB regi st erswobhes28Q0 RMB 1010A starts wal ki ng through the rp&rﬁrggn
Menory 1040 starting fromVl "0". The SQ RVB 101 QA checks to"s

renote key Menory "PD' matches the SQ 10 supplied "PD'. If the renote key

Menory "PD' do@den@y WidesH tb b diflens eRbivedsib - 101 OA ski ps
processing the Rkeys for that VI. If thﬁ%nﬁ?feﬁ%§?§ﬁ%€% "PD' MATCHES

the SQ supplied PDAstshew inaGSQ, RVRehDie ds_ Re "0" _fromthe
renote key Menory 1040. |f the rrermrey Re t“réfg’%e%%&})@g@e‘ﬁ&r%wde

(either the VabpaktbRMB & _ jd.bit is tr nd _nenory
Renote Key "0" 15 does néﬁo?ﬁeggﬁsgr?&b%“é@f&kgfﬁe("t“'r@e%@ﬁﬂi?f’e‘dh%y)),
the SQ RVB | OtOfespornts i " ( |f. the nmenory Renote Key

" 0"S Qwé;(rm)Ess : E.Z SO supsp}:{e?tgg&}l}g% D’?@g)l ?%)%v &@?‘%J‘é" “ﬂ/@%ﬁéﬁ;ﬁsﬁé?ﬁ@%k Key O
= ey Q8 NS e .Val i it corresponding to Rkey
“"0" in the rern)':k{eiﬂlsg%//gh I\I/Em)réﬁlg%.ﬁ%oéﬁ?ré%@kﬁggl\ﬁ@'ﬁ’éﬁ%ﬁciﬁﬂ@“ﬁwﬂ@Oﬁ 7

single read an@ wdrPGkee Wil WwopPert Menory. 20 There can be RQreads and
wites to the remtg&kg}e&kéngrp):]) 1040 at the sane tinme as the SQ RVB 101 QA

is trying to wal k far - emnt.e key. Menory 1040. So the SQ RVMB 101 QA
hol ds of f read nenory gcces@g’&fﬂn@'ﬂﬁigg‘ﬂ?’ Ring yaterése (IVERI/Fhid 0B phick Queue
(RQ is tryi Q. " ' T  key_Menory 1040 and holds off wite '
. accesses in pﬁ%‘?g“ﬁ@%%%fﬁﬁggéi\m%% @@‘m&) Prk1and SRMB B8&dace 'RMBcycl es
when the Recgjp# . ILstrying to wite to the renote key Menory

1040. As sooﬁh:\ell Iﬁ@‘%%wfﬁfndﬁe%%t@m&w teéBwhol e key Menory 1040

to checkjal | theéﬁkﬁéﬁﬁ?{f{gr all the VIs, a Done signal maybe asserted to
the Send Queue (SO 185959 tai e Misra-Begineitdrfacd (SMBYF it 6logdwigéf by
the Send Queue éPQ) There may be one situation when care shoul d -
be. exer ci sedPIOYESS fihEffriaprtotieaRiQ Mirnd-Engiriet(SEE) GCOBI for bllowiReMIERRsGn ey Menory
1040 for the sane address. In that situation, the read data is NOT valid.
'So when the Vel 2BEcisteriaee 108GB sdivh pasvides b e s BIF SOAMB010A for

ey_
2 ’f‘¥°[8he

.. .accepting key invalidation requests-from the:'SQ'RMB 1010A and reporting-back to'the
. .SQRMB [010A whether it is currently busy of idle; and a remote key memory 1040
15 which stores Remote Keys (Rkeys). Such a remote key Memory 1040 may correspond to

a !280x28_random—acce;s-mcmory (RAM), and may be organized as follows:

\) ' . VI#0 or B Parity = Proteclio. Dr i : -
| | WQP#O ' F tion omam(lS.Q)

Parity [ Valid Remote Key 0(2‘6:0) .

[ Pacity [ Valid [ Remote Key 126:0)

Parity Valid Remiote Key 2(26:0)

Parity | Valid Remote Key 3(26:0)

[ VI#1 ot
WQP#1
Contents
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rerfrote key menory 1 040 is being witten to and read on the sane cl ock
cycle, the wite 10 data is directly passed to the read bus instgagdy f/thT?S
menory read dadépo7kise | 1 illustrates an exanple high |evel Wgr?( e_é

val i dation according to an enbodi nent of the present invention: &rtmot e
key validationnay be activated by the -,Send -Queue (SQ of the work queue
pair (WQP) in ordertolcheck]the validity of Renbote REyS (RKEYS)
correspondi ng_to outsttandi ng RDVMA operations in the renote key|Menory 15
1040. Such Rgmote Key$ (Rkeys), s previousty described—are—tsed-with a.
Virtual Addriess to describe authorization for a renote systemjto access

| ocal menory [FRR v rariost—systemri36—as—shown+n-ELGs4A- 4B | As shown in
FIG 11, the M.ema@ede of the Mdro-Enain'e (ME) 710 determinep if a work
request in alfoofemsof f "deslcriptqr” ("WQE"') is posted at the Spnd Queue
(SQ, that 20 is if any VI I'$ 10 beprocessed-at—the—Serd—Qdeuk (SQ at

bl ock 1110. A descriptor (WQE) is typically posted for a nornmal data

[ There i & no wor i oot oor R 805 AUGRRISy B i stsse Eocampringd scnd

021 078954 PCIT CRDST bABE ISR O e ek Quetfs dSedbeaupor W to
descr 1 ptor  pocire TR Ry i G Vel Qe (9 Cobtommhomemerr 1 pt or 1 <
moving or i oS R Pl AiCEmeRancity (G S ra ot dryeciog DomsindPDpost 5

mepory 206 op a Send eue ( to restrict RDMA data transfers. If the

aé’?g ri ptor p%‘é“’t”é§°?1§’e%8fﬂ 55%&%) Brlkkas ia Fresection Remain(BD)hssizoGbutberaneddde s

processi ng fih B normal dafa_transfer operation, such as a normal Send, a

RDVA-Wite aRu 29eBRMDr@aM (PR} aspigerdo 2 CompleTipp Quatd (£Q) trivst mmthi the

m cro-contrqll er subsystem 700 -as shown in FIG 7 operates to process the-

nor mal dat a ‘t'PEFdPoRzB (BR)i refurned by h trasslatioe Ay ofkieTBlanheivd and PRIV i t e

and a RDVA-Read. However, if the descriptor posted is a Bind Descriptor,

then the M cr8iddBT Histcsdariforake Complitton"Qeud (FOMb BER¥ thé Sev paRlor datnee). at

o BEOCK S LALO, i e e e e ey et et e L e e e
. 10 If the Protection Domain (PD) does not match, then that page of memory is inaccessible

and the Complétion Qucﬁé (CQ) gzhcrates an error. .Likcwise, the Event Queue also uses
Protection Domain (PD) f'or virtuél to physrica!.addrcss' tradslations.
The SQ Micro-Engine ME) 71-0A may .requéstl a- Key invalidation through the
) ‘ following stéps: (1) write to the Protection Doha-in "pI)" Register (this will require PD
| 15 compariéon); (2) write the .Remote. Key Register (this WiIl generate the request to the RQ
RMB 1010B); (3) poll the busy bit from the RQ RMB 1010B to determine when the
operation has completed. - | | - |
The RQ Micrc;-Enginc';Il 0B can read'an.d .vﬁite tﬁe Remote Key (Rkey) at aﬁy- |

given time since the MEraéccsses alwa ys hafc the hfgﬁest priority, so reads and writes of

20 the remote key Memory 1040 by the state machine -are- stalled during ME accesses.
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1 f the..."Menory. Wndow' is NOT .invalidated then the M croCode notes
that the "Menory W ndow' is noved (al ways TRUE) at bl ock 11182@;@9/2005

proceeds to @]y §MA7M-15 Wwites to host menor y 206 to nove the
W'ndow' at block 1120. However, if the "Menory Wndow' is |ﬁ\§¥ﬂ§§%{€/éaﬁ
then the address trandlation bl ock (ATB) (not shown) proceeds to perform

tﬁ;zfsﬁfsht‘:saomzﬁéﬂﬁﬁ%ﬁ%ﬁét@%vfd%@tmttett%?%seg P>

w ' w'
e e R Al TS e
553 1 A it AR SRR R ©
A AR R Bk, (0

26/ 09/ 2005 WO 02/ PCT USOZ identified, then the 1010 i s done
With i nval%l dati ng E} ?ﬁﬁ“’e sm(kFﬂE@‘%c)s %SQWWIM% hhY returns to

being idle. If all Rermte Keys t(ht: eys) are not- invalidated, the RMB 1010,
“returns to blpéetﬁctﬂzl?f’“taé“ &) eadithe ke §vaaisio watcht AbepQ Micromeins &MEY i ons
Wmch uses the ‘Menory W ndow' until all. Renote Keys (Rkeg % are mar ked
" "inval i dat ed'7184 t@%&‘“@@ﬁﬁmﬁpﬁ@“%%wﬂwﬂﬂsﬁQcﬁFaftrfBW registere Thei r
(WQP) can cone in and use that "Menory Wndow'. FIG 12. illustrates ‘an
~exanpl e i ndi GQIRMB KHPA stas Wd&tngdhroggioﬂmrdnyot@kwdﬂgnqryzmo stargog frgh 81 11 as
perfornmed by the Renpte Key Manager Block (R MB) 1010. According to the
~I'nf ni Band' M "®. cFlietS6x RiviBe! 6 p& chédke tt seoif the tamote kep Mdrer? D " nvitalies helS€p known
843 - 10 "WQPs" or "QPs"). All 256 VIs need to be processed individually for
conpar.i sdhs edppliedtRTY". RR ey sentdieknt MeKaySPDI does. NOTEMATCH the IS€)ysupgliadPD, 1040)
and SQ Rkey (Renote Key fromthe Send Queue) for invalidation. However,

- the nunber othe’SQ) RMB B010Alskips Proc@sink f@sTalegs fof\that WL B GHe réhote KbySMEmbBY :
suffice as long as _Such "VIs'.' are supported-by the. host-fabric adapter

: %/1 22r Ol Engf nZ *’lfmwﬂéi;/ﬂm‘dﬂﬁé thd 8Q shﬁﬂneE{PD'\@exlﬁé%q RN 10304 3285 Rethbte Kehe0'SQ
R g R from the remote key Memory 1040, -If the:memory Remote Key 0" does NOT MATCH -
(either the Valid bit is NOT true OR th‘e Valid bit is true and memory Remote Key "0

15 - does not correspond to SQ Rkey (the SQ supplied key)), the SQ RMB 1010A moves to
“check the next Rkey. If the memory Remote Key "0" MATCHES the SQ supplied key
| ~(Valid bit is true AND Memory Remote Key 0 = SQ Rkey), the SQ RMB 1010A clears -
| ) - the Valid bit corresponding to Rkéy "0" in the remote key Memory 1040.
| The remote key Memory 1040 may be a single read and single write port Memory.-
20 - There can be RQ reads and writes to the remote key Memory 1040 at the same time as the - |
- 8Q RMB 10104 is trying to walk through the remote key Memory 1040. So the SQ RMB 8

1010A holds off read memory accesses in those clock cycles when the Receive Queue

(RQ) is trying to read the remote key Memory 1040 and holds off write accesses in those




710A requests a key invalidation. In the interim the RQ M cro-Engine (ME)
710B may be active and can read and wite the Renote Key (Rkey)268780'9y 005
pl eases. |If thgsgeksya RQread, the RVMB 10 10 waits for a predeterm Qe_g
time, for exanple, one clock cycle, at block 1210. . . 20 |f PQE¥R20&8580 RQ
read active or there is nho longer any activity on the Receive® Queue (RQ,
the RVB 1010 diduktc@ltLShdpr i § . : o ' t Q_conpare
the Memory PD (PDyfromthtg&ngér%ﬁQnggmn@&%@)’i%%?ggﬁ E%@a%%%w D (PD
from the Seng4fueue) at block 1212. If the Menory PD does NOT MATCH t he SQ
supplied PD, the RVB 1010 skips processing the Rkeys for that VI, and

2 st s o sl S s i

NOT NMATCH ey i PD, . i .

resul t, thet %ﬁ/eBcfgll%lo rfégg%ﬁgﬁh%?gg%gg?ﬁsbg%?ﬂéay%?@%%\F,g ‘k‘ﬁﬁtg'icﬁiﬁ‘:g%@?t 0
i | ol [ MATCH

Suppl i ed B, TESERME FUERnphIRE b et b bR ted B SOhvep) © 15

al l owed to use th?he'?ekr%g eThe {?I\QB 10110 t he roceeds to read and initiate
'Renote Key conpares seé B Pre-fiiuatiorgyhencare shopls be querrised s yheqeads andt ed
with that pagticular VI as shgmg’ﬁn bl ck?s 1216-1230. There may be four )
(4) renmpte k&Y EELE e LR £ MaPANALA0 fos e same addresse in thay sitRition, theads  and
~one (1) RDVA wite i rogress at once in each work queue pair (WP)..
However, the™ %rﬁ%ls l\ichg?h eorienths readaddrsss is theans ahwelteoaddisss and throt
limted thereto. Since there are four (4) renote keys associated with each
gnr) in this ST Ky mMeBIoEEit0-s being written RuB! read on thesame clock eyafesthe euite
ifferent Renote Key conpares sequentially for key invalidation. .Mire
speci fi cHl | ydata ip dirits passed o0 the saad anslinstoadd thesndnimey rdaddatae Key " 0" from'the
renote key nmenory 1040 with the SQ supplied key at block 1216. If the

- nenmory 15 Renot e Fleyl IMifjustagrssin RGIm TG ey alirehete kéhealidatidroacbbiding$o MOT true
OR the Valid bit is true and nenory Renote-Key 410" does not correspond to
SQ Rkey), t remb@BiehOdfGhe preseas inventivh e The fehtel@x vallfafivn mEPBE Y& vatel by thae -

menory Renpte Key "0" MATCHES t he .
o e Send Queue (SQ) of the work queue pair (WQP) in order'to check the validity of Remote - =+ =
Keys (Rkeys) corresponding to outstanding RDMA operations in the remote key Memory
15 1040. Such Remote Keys (Rkeys), as previously described, are used with a Virtual
~ ~Address to describe authorization for a remote system to access local miemory 206 of a
host system 130 as shown in FIGs. 4A-4B.
| J ; As shown in FIG. 11, the MicroCode of the Micro-Engine (ME) 710 determines if
| a work request in a form 6f a "descriptor" ("WQE") is posted at the Send Quéuc (SQ), that
.' 20 isifany VIisto be processed at the Send Queue (SQ) at block 1110 A descriptor (WQE)- -
is typically posted for a normal data §mnsfer'operation, such as a normzil send, a RDMA

write and 2 RDMA read. If there is no work request posted or no VI to be processed at the

Send Queue (SQ), the Micro-Engine (ME) 710 remains idle.
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SQ supptied key (Valid bit is true AND Menory Renpte Key 0 = SQ Rkey), the
RMB 1010 clears the Valid bit corresponding to Rkey "0" '"in thegdeyove sy
Mermory 1040 @fp @R7lseck 1218. Next, the RVB 101.0 reads and gg res the
Renote Key "1" fromthe renote key nenory 1040 with the SQ g@g%ﬁ“%y at
bl ock 1220. If the nenory Renote Key "1" . does NOT MATCH the SQ sipplied
key, the RNM 1010Hnwves, if therdie alorkt touenerobtedREVI to 30 pME:9 ok 1h68RRdVRG{09/ 2005
PCT1USQ21 05858 |If the nmenory Renpote Key "I" I\/ATCHES t he SQ supplied key,
the RVB 1010 (8Qpties thelNiizrolde detbintind of the dRemslondst®isBSMd Dhscrip@r dbfodkenot e
key Menory 1040 at bl ock 1222. Likew se, the RVB 1010 proceeds to read and

conpare the RemtLBKRDeseripthf i@ AwotiRque8iPRked kR¥ nWE IRE ¥pek Y. Wik e SQ
suppl i ed key at bl ock 1224? If the mq;\m)ry 5 Rem;]te Keyp"2" ’dgt‘)ygsgl\lig?’NATCH

the SQ suppl eghpie Ynoving®: RBIidHAEE a "DMGSy WindBREKithi obd  The
menory Renote Keﬂ;/@" 20'Y nI\%/lﬁ.\'lr'c:l-lESx thgaSQ su?)lpl : ed ke??lh?’ﬁg{b?ﬁ%ﬁﬁg%f&og ears the

Val i d* bi t 5COmRRSROMSIRE JeRd Jeke (SQPio rbdirids akG¥%s Memory 1040 at bl ock
1226. Finally, the RVB 10106rﬁeaed(sQgr?décénp@%gratgﬁgmégér%te Key "3" fromthe

s 15,11 L A G R A 1
j \ y 1214 '
Remte ey BRI EE D g%ﬂ?{a?@sf%aﬁ%f?%%?g%&?gfﬂ R ,n%ﬁ@%-kﬁﬁgg?g?rhé |
id. bit; | : : "B in- . . 104
bl ock. 1230 SHA TRARAGE. 1t nkd w Horafle Rami G mereomep B afmiion 705 o1 ok

1214. FI Gs. 13@- 13HF§¢| ustrate an exar{_FI e Egl m ng di agram of a nor nal

_R%)mt e Key NARYGEP TP of RPHREC Prosps tisiogRal deia drepifsrpremtion sucdi 88i nent of
the present invention.  _ Mre specifically, FIG 13A shows an exanple timng
di agr am §°W§§ﬁn@98% Wé\‘/“g?fsd aé‘DMﬁﬁea#oﬁowﬁ\&ﬁpf@g descripton psted ficlvs  an
exanpl e timng diagramof a SQ start fromthe Send 20 Queue (SQ. FIG 13C
- shows an exdt{yl BescTipien ghea thgyMigroeads delsiwinesibiha i MgmeonyWindow is invalidated o

at block 1116.

s c-If the "Memory Window" is NOT invalidated, then the MicroCode notes that the
"Memory Window" is moved (always "TRUE") at block 1118, and proceeds to perform
15 writes to host memory 206 to move the "Memory Window" at block 1120. However, if
the "Memory Window" is invalidated, then the address translation block (ATB) (not
shown) proceeds to perform writes to-host memory 206 to destroy the "Memory Window"
) atblock 1122.
| After either condition, the RMB 1010 may then be activated to search through all
20  outstanding RDMA operations which use the "Memory Window" at block 1124. Next, the
m 1010 identifies 2 Remote Key (Rkey) which used this "Memory Window" at block
~ 1126. Ifthe Remote Key (Rkey) whiph‘ used this "Memory'Winddw" is identified, then
the RMB 1010 proceeds to invalidate the Remote Key (Rkey) at block 1128 until all

Remote Keys (Rkeys) are invalidated at block 1130. If no Remote Key (Rkey) is
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tothe Send Queue (SQ. FIG 13D shows an exanple timng diagramof a
current state of the RVB 1010 according to an enbodi nent of th q) §%?r§005
invention. Fhig og,%fhows an. exanple timng diagramof a curren

"~ work queue pair bei ng processed. FIG 13F shows an exahfpl/ES@I03¥¥g

- .diagram of a nenory read rmb"nmein re) of the RVMB 40 WD 02/0782L4 -~

26/ 09/ 2005 Fidﬁﬁltlﬁﬁﬂme(nftﬁﬁm 100085 dvae avith ivalida0in g Bl BEIRGH B ys Phicdy Bt PT €S ent
invention. FIG 13G shows an exanple "timng diagramof a nenory read

addr ess (rm bieeinli30andad)s 6 beibhRIRVR L bte Kéﬁqgkﬁbwarte‘ﬂoﬁﬂvﬁm%i ftﬁ'ée”t . of

the present invention. FIG 13H shows an exanple m ng diagram of nenory

read data (rRMBTOI0 fethrnshdtbiock A ETOb déath %&u@ﬂalﬁéﬂ?ﬁww Jp@f‘a oy esent
or

~invention. In this case, RVMB processing of al SI ngle "V

(al so known Agich. uses\@@“M@ho'r'yVan}io@ﬂ%tﬂ El@ﬁéﬁu&ﬁ(ﬁ}ﬁg Bgl{fjpg &g:g%%rg%c} PD. The

di scussed. The Menory PD is assuned to matc

Menory RKeYS*ingal AE@HTRMnEG NS REtR kd naﬁ%%lé%) SRR S '?%ﬁg 3t Q?Q@ﬁ%ﬁ .bﬁ

cycl e explanation of this operation scusse

FI Gs. 13A- 13Ehme ;n%dﬁg@h;p%cqmy(%gﬁ smidle during cycle #1 and cycle #2. At

cycle #3,. when the Send Queue i cks of ‘the RMB operation as shown in -

FIG 13B the RVB- cad. Eha the remote key Menory

1. 040 shown in Fl%@@?@gﬂé é‘lz’rl ve%af iyt u&ﬁfeé{ %’&Péé “c?i’tfl%%ﬁll%

Pr ot ecti on th t 15 . Vl, that |is VI "0" as shown in

FIG 13G Eﬁ%yﬂd ?%S P‘?r Ri%#"ﬁ Rt Key Mangagr SodkdRMR) 1819, shvserding PD,

Since there t' Mﬁ ‘% RVB 1010 starts reading the Renote Keys

.(TI?<eys) cor r 83%%98? rﬁg‘fecmfﬁ speqificaginp | thare By | |bﬁag@%1‘($'bﬁalsem assi gnal )
the S g;’(i e (9SQ) s then de-asserted as. shown in FIG 13 C. 20 At

cycl es , o 7QP3). AHe RN Eynged @rbe processadh individuafly Gmcomparisemsaife key

Menory 1040 do NOT match the SQ supﬁl i ed Rkey, the RMB 1010 conti nues
‘reading the Memory Rkeys (Remote Keys from t e remote key memory 1040) and SQ Rkey (Remote

Key from the Send Queue) for invalidation. However, the number of "VIs" is not limited

B therctoAnynumberof"\/ls"may suffice as long as.such."VIs" are suppbmd;byrthc. o

- host-fabric adapter 120.
15 As shown in FIG. 12, the RVMB 1010 remains idle until the SQ Micro-Engine (ME)
~ 710A requests a key ihvalidation. In the interim, the RQ Micro-Engine (ME) 710B may
be active and can read and write the Remote Key (Rkey) as it pleases. If there is a RQ

) S read, the RMB 1010 waits for a predetermined time, for example, one clock cycle, at block
-1210.

_20 '_ Ifthere is no RQ reéd active or there is no longer any activity on the Receive
QueuAc‘ (RQ), the RMB 1010 initiates Protection Domain :CE_’D) compare, that is, to compare
the Memory PD (PD from the remote key memory 1040) and SQ supplied PD (PD from
the Send Queue) at block 1212, If the Memory PD does NOT MATCH the SQ supplied

PD, the RMB 1010 skips processing the Rkeys for that VI, and proceeds to determine

38




renote key Menory 1040. At cycle #8, if the Rkey "3" read fromthe renote

key Menory 1040 does NOT MATCH the SQ supplied Rkey, the currqq{ggfggﬁ%
processi ng i sy¢piseiied. The head 41 WO 02/0782~4 26/ 09/2005 PC US 8%

Enable to the renpte key Menory 104 is de-asserted by the RVECGIHU¥24858hown
in FIG 13F. At cycle #9, the"RM 1010 checks to see if all the VI"s are

done (see bl aHethkRdut I e VI.'s are not done, and Receive
Qjeue((RQ) is NOT acglessés%% %nega ﬁ%lo%lé i;zelﬁb#}elé %‘ésfnl\lﬁa%'i' WTM@POWWQ ReENPd10

starts readi naTOE tiY j PD) for the next VI, that is VI "1
. At cycle 410, the %ﬁﬁoﬂ%@&;@g@d aﬁg;cél%ﬁp@gh%ﬂse%‘mt"@tﬁ?‘héss&%‘ﬂﬁb?R&@ PD in
the sanme manpgy i i ef exrenc o0 cycle #4. However, the VI# is
i ncr enent ed. Atmgﬁﬁggg%ﬂ%% g%sd{c’%f{f‘@ﬁ/f ¥ at*%‘ésaF&E‘F%a"@l‘?CbCIﬂ'esand "2

fromthe renote k ry 104 tch the SQ supplied Rkey in the
same manner descr?%g%‘%\gﬁwfﬁg C&OQF%RS\@A‘P&E%C@%PI'#I&HUWIO& RVB-
101.0 comgi nﬁﬁﬁ oy i he rem Menory 1040. FIGS. 14A .
44H-i | | ustrat ean tﬁaéelg“;% rliec q{‘?“rﬁpﬁﬁ%@éﬁsﬂwd PokpthsiRkars. dhe RMBidifitherRenot e

Key Manager Rk oper.ati on cording to an enbodi nent of the
present 15 &h@%ﬁ il(ogﬁzfaB r"%gitﬁ fgte Ney epmpares seResmtialiyrforabmeplot kejsmi ng
di agram of anelock cycle at every. 8 ns..FIG 14B shows an exanple timng
di agram of S(R%a%&%f’%l‘aﬁ&'ﬁ?'ﬂﬁép r Vhas showndoplocky 13161210, shrewanarbeexanpl e
timng diagramof a corresponding conpletion to the Send Queue (SQ. FIG
oot Ry hsash VA, nclna
14D shows arf®¥{ %‘SF@ % e ARgocintechvisineash VA, ineindiegithrept(3) RDMIA relds afdvBnel@4.0
according t n.embodi nent of the present invention. FIG 14E shows an 20
exanple ti m%‘\:g‘q i‘&r&meegfeas'aienqeemachwdﬂ_c queuspaik (WQE) eig@aiver, (hRbhbeiei ng
processed. FLG 14F shows an exanple timng diagramof a nmenory read (rnb
§ j . an ex: _ ;
mem re) “of ehesmgis keys associated withi eael) VIGs aot liatited dhicreat Sigde thé?@ar@rfﬁﬁ?cf)t
invention. FIG 14G shows an exanple timng diagramof a menory 'read
~address (r niEmeigrkeys dssadidted withfeadh el iRNBs d:Rkple implementation, the RMB 1010 must
initiate four different Remote Key compares sequentially for key invalidation.
--More:specifically; the RMB 1’0:1.0'rea‘ds-and'comparc'sthe"Rem‘ote-’Kcy'"0“-'from T T
-~ the remote key memory 1040 with the SQ supplied key at block 1216. If the memory
Remote Key "0" does NOT MATCH (efther the Valid bit is NOT true OR the Valid bit is
true and memory Remote Key *0" does riot correspond to SQ Rkey), the RMB 1010
- moves to check the next Rkey. However, if the memory Remote Key "0" MATCHES the
h) ) - SQ supplied key (Valid bit is true AND Memory Remote Key 0 = SQ Rkey), the RMB |
1010 clears the Valid bit corresponding to Rkey "0" in the remote key Memory 1040 at
20 . block 1218.
Next, the RMB 1010 reads and compares the Remote Key "1” from the remote key
memory 1040 with the SQ supplied key at block 1220, If the memory Remote Key "1"

- does NOT' MATCH the SQ supplied key, the RMB 1010 moves to check the next Rkey.’
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according to an enbodi ment of the present invention. FIG 14H shows an
exanple timng 42 26/ 09/ 2005 WO 02/ 078254 PCT/ US02/ 0x858 di agrarﬁbojog?wog
read data (rgap J,d data) according to an enbodi ment of the resent
invention. In this case, RVB processing of the last two keys HoYURORES§SEst
VI and transition to the idle stat®e is discussed. The Menory Rkeys is -

assumed to N@thﬁmmryhan&@mrpmmfim&é S0y, pw&k?, AXRNIE 201 0UTeaRf this
operation may be discussed below. As shown in I?IGS. 4A-14H, the RIvlB 1010

remains in thie Vilgiecolesingn m'l&?"l'\/i PPt e D 8 - 6l e #2.
At cycle #3 and cycle #4,lwthhe§RNB 010 deter i r?gs t ha ﬁ%@%%@%ﬁ%’“?' and

Rkey "3" read sequp@ivisdlthy %{IBQ “ MATCH
t he SQ supplied Rkey fort VFM&I&?!Q?%&%&?%%% ' 4{3&%%%%8%0% shown

in FIG 14D. I . 4 i i dl as shown
h FIG 140 "EERUEIEs Mol fod i deso RO KR, & B A AN E e il 2% onot o

Key Ma 46 . if Al the VI

done (see bl beRo3Y 2 dreNOERRATIR B SCRAIARen S gt bifestiefrf
it g, ' tCl ! hown-in FJ G -14C

Thoo R 15 1ol ey Sl hlnbd e ) A ke RS HERIRE R Bty o < e

Send Queue ( shown. i g E 14E. At cycleg #6, the VI # rolls over to

zero "0" to ge f@g(ﬂ/ea\flgép? ﬂ%‘ﬁ-&&‘iogﬁﬂﬂpdlag tq%@y%gﬁﬁ‘lﬁ“(mf@lkﬁ?’ Memorai 949,

where there i%{%gli’r,%eecti on Domain (PD) msmatch according to 20 an- :
p

embodi ment  oft sent invention. In this case, the RMB 1010 starts
processing a Vl. Th? I\/Em)r PD is assunmed to NOT match "Ehe SQ suppl i ed PD.
59 the RVB 1010 H 'ﬁst'EPé’\é%é%'iOr{@adﬁ pad comnpzestthn Remnge Key FA8fromhe sampte
transitigns to the next VI. FIG 15A shows an exanple timng diagramof a
‘¢l ock- Byclliey Memsrgd (A Bwikthe SQrsupplisdiripat ttoak 1228 Hf themsmoraRematadisye ti ni ng
di agram of a Sg start fromthe Send Queue (SQ. FIG 15C 43 WO 02/078254

: "3" does NOT MATCH the SQ supplied key, the RMB 1010 moves to determine whether

all VIs are done at block 1214. If the memory Remote Key 3" MATCHES the SQ

.. Supplied key, the RMB 1010 clears the Valid fbjjt;ﬁomcﬁponding toRkey "3"inthe remote. . . .. ... .. _

key Memory 1040 at block 1230 and proceeds to determine whether all Vs are done at.
15 block 1214.
FIGs. 13A-13H illustrate an example timing diagram of a normal Remote Key
Manager Block (RMB) operation according to an embodiment of the present invention.
‘ _) ' More specifically, FIG. 13A shows an example timing diagram of a clock cycie atevery 8
" s, for exampie. FIG. 13B shows an example tifning diagram of a SQ start from the Send
20_ Queue (8Q). FIG. 13C shows an example timing diagram of a corresponding completioﬁ
) io the; Send Queue (SQ). FIG. 13D shows an,e.xample timing diagram of a current state of
the RMB 1010 according to an embodiment of the present invention. FIG. 13E shows an .
example timing diagram of a current "VI" or work queue pair (WQP) being processed.

FIG. 13F shows an example timing diagram of a memory read (rmb_mem_re) of the RMB

40




5-10 26/.09/ 2005 PCTI US02/ 05858 shows an exanple timng diagramof a
current state of the RVMB 1040 according to an enbodi nent of th%§}@§gr2t005
invention. Fig elpkhahows an exanple timng diagramof a PD Fai .

i ndi cation fromthe RVB 1010. FIG 15E shows an exanple tim f§TdS8Yr%8 of a
current "VI" or work queue pair (WQP) "bei ng processed. FIG 15F shows an -

exanple tim i : rah _nmem he RVMB 1010
accgrr) ding to ‘1220 _géecﬁg%%%ng{lf I‘F"(b) et%;f)£h§§gersl‘%nt R RA %ﬁe" '@F}éﬁm‘f’é@ ?‘H’S‘R}é an
RVE 1010 acoordsaopamels shmotF B! yod P brd bR el e e JembB BT & “on -
“shows an exa L1m i agram.of nenor.y read a rmb mem rd_dat a)
accor di ng toggéﬁﬁde]%%:ﬁq %g%fj %%F&qﬁgneﬁ%sggﬂﬁve H%rﬁlfdjoiﬁi i(’i“’(‘i";?éF & plcTreing
T5h 1504 he SR SO EhEeA BoF GL- T Pl P creorbns i EPSRERmtat iy oyl e
#3, Wne,n he Send.Queue (SQ  kicks of the RVB operation as shown
in.FIG.:15Bf-" . », 1010 asserts a.Read Enable. to the-renpte key.

{5 apSTh e X

- Menory-1.040 .and drjves the correct address to.read the Protection. Domain
" (PD) for the firs -"(‘)‘F caspigyIBipgocesging of gll thecRiceysifor e yiagle "Y' (alstibnavrasry PD i s
conpar ed tp-;&& SQ supplied PD as shown in FIG 15C. Since there is a
M St vl ATCH, t PRRéwar)@E@eﬁ'éﬁsﬁ@nF%’rheﬂh?é VA iy disqusseq] ThellemoryRD istassuriedat ed.
Therefore, the RVB 1010 stops readi ng the Renote Keys (Rkeys) =
cor r espondi n§ ®ach tha SQwupplivh BDy dhel MetreBkeyis és dsgantddo WOThmatbiethPBQaddr ess  of
the next VI as 20 shown in FIG 15G At cycle. #5, the RVB 1010 checks to
sep if all tsvepNadRkeys.e done (see block 1214, .FIG 12). If all the VI's
arenot done, and Receive Queue (RQ is NOT accessing the renote key Menory
1040, th® RVB 1. (iéychtiyrdysle erplatiation bfthis Bperhhsit ha b Memaisad 6&t: for  the next

VI, that is VI "1 44 26/09/2005
‘ As shown in FIGs. 13A-13H, the RMB 1010 remains idle during cycle #1 and
cycle#2. At cycle #3, when the Send Queue (SQ) kicks of the RMB operation as shown
- in'FIG. 13B; the ~:RMB=.:-.:1-‘0:I:'B-:asserts. a:Read -Enab;lé to the remote key Memory '1.0.4'0 shown‘-'.
*in'FIG. 13F, and drives the corrcﬁt-_address to read the Protccﬁon DOma-i;l {PD) for the first
15 VI, that is, VI "0" as shown in FIG. 13G.-
At cycle #4, the Memory PD-is compared to the SQ supplied PD. Since there is a
- MATCH, the RMB 1010 starts reading the Remote Keys (Rkeys) corresanding to that
_) _ | : VI; A completion indication (Done signal) to the Send Queue (SQ) is then de-asserted as
 shown in FIG. 13C.. o
20 - Atcycles #5, #6 and #7, if the Rkeys "0", "1" and -"2" from the remote key -
o Memc;ry' 1040 do NOT match the SQ supplied Rkey, the RMB 1010 continues reading the
remote key Memory 1040.
Atcycle #8, if the Rkey "3" read from the remote key Memory 1040 does NOT

‘MATCH the SQ supplied Rkey, the current VI Rkey processing is completed. The Read
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WD 02/,078254 PCT/ US02/ 05858 At cycle #6, the VI# is incremented as shown in
FIG 15E. The Menory PD is conpared to the SQ supplied PD as sh(%vgﬁ/[i)g 5'0%5
15C. Since t{Q&F ®@u7e2s8 MATCH, the RMB 1010 starts readi ng the Renote” éeys
(Rkeys) corresponding to that VI. At cycles #7 and #8, if thdCRABJYIMS8" and
"1" *fromthe renote key Menory 1040 5 do NOT MATCH t he SQ supplied Rkey,

the RVB 1010 ' ' - 0. FIGs. _16A-16K
1T ustrato ah oxannl o ng A hr Ao are gt bR RRYE Aplis Fomn BIS rug)

operation whgge there are nultiple key m smatches according to an
enbodi nent of the present invention. In this case, the RVMB 1010 starts

processing a Vl. PR 4 ssuned. to CH the SQ supplied PD.
Al the Menory Rké‘ﬁ?&?%@‘%@%d‘?}ﬁ%%%eﬁéf@@%u 3 deperiResylock ddl4 he RVB
1010 has to t alyid bit for each and every Rkey. The transition to
the next Vi TIS-3r: LB o ot ol i tirr QucieitRd) S hosesseine the
anexanpl estim _di,agram cl cle at every 8 ns, for exanple. FIG
158 Shone micl seit PR Bag, W 370 45 G Tenginetey Proraedin Brveaisdiid foeue
(SQ. 15 FI 16 hows an exanple timng diagramof a current state of the
RVB 1040 acc IFHF’% ’ttgata{'ﬁegnbodi ment of the present invention. FIG 16D
- shows an exanple timng diagram of a PD Fail indication fromthe RVB 1010.
" FIG 16E shows aﬁ“é%%{ﬁ%ll%ﬂﬁq merydDhig egain campasedda theeiQ suppNed P in thor kK queue
pair (WQP) being processed. FIG_ 16F shows an exanple timnming diagramof a
~ menory read SEPfHeREhdeyibed with ecfrmRe 10QGIesid c Elodicry, the Vikhis2fcrandnosdl ment  of
the present invention. FIG 16G shows an exanple tim ng di agramof a
menory read addr é48yqlesid Lol and #53 dff the Bkeys Ne¥, RVBind 02'0fr @6 Gerreinotg kéy an
efbodi nent of the present invention. FIG 16H shows an exanple timng

di agr amli@f Aemary 194bdb NOZtraatéh thb SQeopplidd Hisdyein tincsame dangertd@sabewhndi ment
of the present invention. FIG 161 shows an exanple tim ng diagramof a

menmory wri t eeférends toeyalessts) #0ind 4TRthBRBME 0010 cHhtides R24iAF 82 34mSre 26y 09/ 2005
PCT/ US02/ 09858 _
Memory 1040.
oo FIGs. 14A=14H iltustrate an-example timing diagram of completion of a normal -
- “Remote Key Manéger Block (RMB) operation according to an embodiment of the present
15  invention. Forexample, FIG. 14A shows an example timing diagram of a clock cycle at
. every 8 ns. FIG. 14B shows an example timing diagram of a SQ start from the Send
' Q_ueue‘ (8Q). FIG. 14C shows an example timing diagram of a corresponding completion
: \g) - to the Send Queue (SQ). FIG. 14D shows an example timing diagram of a current state of
the RMB 1010 according to an embodiment of the present invéntidn. FIG. 14E shows an
20 example timing diagram of a current "VI" or work queue pair (WQP) being processed, -
FIG. 14? shows an example timing diagram of a memory read (rmb_mem_re) of the RMB
1010 according to an embodiment of the present invention. FIG. 14G shows an éxamp!e

timing diagram of a memory read address (mb_mem_rd_addr) of the RMB 1010 -

Aaccording to an embodiment of the present invention. FIG, 14H shows an example timing
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according to an enbodi ment of the present invention. FI.G 16J shows an
exanple timng diagramof a nenory wite address rnb nmem w a%qg 8§

RVB 1010 accqisyngsisg an enbodi ment of the present invention, (;{ 16
shows an exanpl e timng diagramof nemory write data (rmb_ Hem{4WW20%ERycl e
by cytle explanatlon of this operation may*b idle during cycle #1 and

cycl e #2. Atdig S s of .the oper ation
as shown in F G 16B, W‘?&&Béﬁ{%ﬁ;@f}g&%ﬁ asté)e?%égl °E)n%{bﬁ"g’°?18’°f%ﬂ? note key
~Menory 1040 ggclPindBawy in FIG -16F, and drives the correct address to read
t he Protection DOITB.II’] PD) for the first VI that is, VI "0" as shown in

FIG 16G At cyclg U ed_ to the upplied PD.
Since there is a @#&#Wp m g?‘g];etﬁ f‘?’é‘éﬁff"ﬂﬁtﬂ?@ tragsitign & Keys
Rk tht Vi 15 |l e #5, the RKey "0" f th
oot e key NEoRrs St Rireleait e @ﬁﬁ#‘: Rl AN Okansiehaa§ supplie RVE
1010 stops I_%\%dl ng the renote key I\/Ermry 1040. At cycl e #6, the Vvalid bit

correspondi ng ) Rkey "0" has to be cl eared inthe remote key Menory 1040:
Therefore, the RIE@ &lg as ert the Wite Enable to the renote key
‘Menory. 1. 040 as ¥y O P ‘f‘t%‘?“ of thispperptioromay bediscupgebelonD starts
readi ng 20 R cey cle #7, the Rkey "1" fromthe renote key Menory
1040 'MATCHES the @L%ﬁﬂpﬂc%dlww theARMB 1088 teimajnstim the RN 4. O Bocss s
readi ng the renote key Menory 1040. At cycle #S, the Valid bit
cor r espondi ngd M dicing cygle #h aad exslefa. At exaleshB and ciyble #4,ahoREMBKEN0 Merory  1040.
Therefore, the RVMB 1010 asserts the Wite Enable to the 46 WD 02/ 078254
ﬁ! 09/ 2005 detemins h2ttbeBEEY "2 emiRieyK3YreAbsequantidly o shesraie kiyMehGry 161.
e RMB 1010 also starts reading Rkey "21'. At cycle #9, the Rkey "2" from
~ the rendfe k@@omweﬂ"mﬁm{tm@sﬁﬁlwak@%rvnmklaeﬁtmﬁlﬁewtcﬁam result, the
RVB 1010 stops reading the renote key Menory 1040.
: Atcycle #3, the RMB 1010 checks to see if all the VI's are done (see block 1214,

FIG, 12). Ifall the VI's are done, the RMB 1010 transitions to being idle in the next clock

- cycleas shown in FIG. 14C. The RMB 1010-also asserts a completion indication (Done = @ & ==+ = -

~ signal)to the Sc’ndQuéue (SQ) as shown in FIG. 14E. -
15 At cycle #6, the VI # rolls over to zero “0" to get ready for next kickoff of the
RMB 1010 as shown in FIG. 14D. At cycles #7 and #8, the RMB 1010 then remains idie
as shown-in FIG. 14C. |
) S . FIGs. 15A-15H illustrate 2n example timing diagram of a2 Remote Key Manager
Block (RMB) operation where there is a Protection Domain (PD) mismatch according to
| 20 an etrtbodimen't of the present invention. In this ca.se, the RMB 1010 starts processing a
VL. The Memory PD is assumed to NOT match thie SQ supplied PD. So the RMB 1010
.skipls processing the Rkeys for the current VI and transitions to the next V1. FIG. 15A
shows an example timing diagram of a clock cycle at every § ns, for example. FIG. 15B

shows an example timing diagram of a SQ start from the Send Quéue (8Q). FIG. 15C
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PLE

5 At cycle # 10, the Valid bit corresponding to Rkey "2" has to be cleared
in the renote key Menory 1040. Therefore; the RVB 1010 asserts jdeg§Vistgns
Enabl e to thevoommeisaa key Menory 1040- as shown in FIG 161. 'Ir;&e/ ﬁ_lplo

al'so starts reading Rkey 113". At cycle #11, the RKey "3" frdifr YR8t e

key Menory 1040 MATCHES the SQ 10 supplied Rkey. As a result, the RVB

101 0 stops r SBAHYTRR Eﬁh@?lﬁéhﬂiﬂgdi&g’gml\ﬂﬁwm}feﬂ&é{@ofﬁbmh@o%gording?o aplid bit
corresponding to Rkey "3" has to be cleared in the renote key Menory 1040.
Therefore, tREbRBentOKOhamsent iavdntien. WIG BSIEERs@n bk imfn%mo?al(nlfgﬁ/a Memory,
1040 as shown in FIG 161 .. At cycle # 13, the R viB 1010 checks to see

if.all the VPDFailiwdicksioe fiomethe RMBI0102E45. 135 sfids anlelmolt binfhld dibd)fin ¥ra S 2 e
renot e Key

not done, and. Receive Queue (RQ is NOI accessing the nory

1040, the RMBii@lVISamosk queaspaeWhe) Rieteskied Hergs or , the next
VI, that is VI "1" At cycle #14, th(ggl\/larrd[é)ry PD i's agalﬁ]nSh((?g%gFIéaé"&l% the SQ

suppl i ed D iimitghitagrBR6E2 FRAG §i W el : .cycle #4.
S ) T

However, the VI# is increnented. 20 At c 2fom t he

renote key Nentdimed@dbthivhvk S ' ¢ . described with -
ref er enceyt 0 cygljhé #5 tbt%/]ta %E%a‘kgki%fl f g%?? @%Fb‘gg?&%&f%i@“ﬁ&ﬁﬁaﬂaﬁﬁfﬁate an

exanpl e ti mménshy aeHdamRks ¢ _ ock (RMB) operation where
there are nultig?(e key m%&n%ltgt es‘qc\;wlg?ﬁr)wgmtl@r?tac '"ﬁé%ﬁ}%"%?gﬂ’ée@ées :
261091 2005 e oo aoea R P BN e e prmmOS R & Vi .
1S5 assunot G TR TEE P HSAieHia S B Ekodhiabi of i prewist Wyeesiotod (o O car
the Valig bit fo;kceglc{} a_nd] ev %?/Rk%e}y . But the M cro- Engine (ME) 71 OB
accesses the MenDry. T X(?yﬁﬁeﬁﬁ afion of this Aperation reayraemiseussed bedowr yi ng  to
access the I\/Ermr%( %}&40.. h__l}éreforq the potential Menory access conflicts are
di scussed. The tTaHOMY BAIES 1PAdd SHethe RMB il 810semaing fidavurinyoyele §ped fi cat t y,

FIG. 17A sho r‘%n exanpl e timng diagramof a clock cycle at,
cycle 7. Atcycle #3, when the Send Queue (SQ) kicks of the RMB operation as shown

_inFIG, 15B, the RMB 1010 asserts a Read Enable to the. remote key Memory 1040.and e

.drives the correct address to rf::ad the Protection Domain (PD) for the first VI, that is, VI
15 "o
Atcycle #4, the Memory PD is compared to the SQ supplied PD as shown in FIG. |
15C. Since there is a MISMATCH, the Rkey processing for the current VI. hastobe
) terminated. Therefore, the RMB 1010 stops reading the Remote Keys (Rkeys)
corresponding to that V1. The read address is loaded with the PD address of the next VI as
20 shown in FIG. 15G. | |
| Atcycle #5, the RMB 1010 checks to see if all the VI's are done (see block 1214,
FIG. 12). If all the VI's are not done, and Receive Queue (RQ) is NOT accessing the
remote key Memory 1040, the RMB 1010 starts reading the Protection Domain (PD) for

~ the next VI, that is VI "1".




every .8 ns, for exanple. FIG 17B shows an exanpl e timng diagram ofa SQ
start from the Send Queue {(SQ. FIG [|7C shows an exanple tim rgﬁ}/:l@ggrzm5

of a RQ sourgg gbfysgédgdress fromthe Receive Queue (RQ. FIG i’éjf-)’&% 7%\%_‘gan :
exanple timng diagramof a RQ nmenory wite of the RvB 1010. shows

an exanpl e’ timng diagramof a current state of the RVMB 1040 according to

i agram of - a. Koy TP RIEACYE RIRRRAR Al O S reeNeR an

di agram of a. Key fai'l indication bws an

e tim g ' ; Y/ ‘ bei ng 15
cxam o L1 o205 4005 QgEHLI AN A HCHRIE SRR, 1o LMER) el ng 1

memre) of ccordi t.0 an..emhodi nent ,.of t resent

i nventi on. Flli%% Ws%ﬁ%g%&%gﬁmg?%%ﬁ%yf F%JP@ CqiregPaing e tQ‘ﬁr}@m)ry read
address (rnb nere,,r the RVB 1010, accordi ng to an_enbodi nent of

t he present inve%‘fticg?\lggﬁ%gd%%’fgnfﬁ%g na%gén%f”é’ tg"tfeﬁic’ﬁd‘eéﬁhéﬁ‘?%ﬂ%@ menory
read data (r accordin 0 enbodi nent of 20 the present

i nvent i or%. . megﬂgégg%ﬁ“pﬁ%& "&‘? ﬁ'ﬁ/ﬂbl%l{)éﬁ?%%ﬁa@n&ﬁ'w*%% e (rm
b_mem we) of, . the Rw 1010 according to an enbodi ment of the present _

i nvention. P AP%Qhows an exanple tining diagram of a memory write

address (rnb r_rerr}:%oa dr) of the RVB 1010 according to an enbodi ment of the
present 48 26/ 09 30400 6F A sirgio 91 example JSpme digees ofinRemateKey Mameen 7M shows
an exanple timng diagramof nenory wite data (rnb nmemw data) according
" to an enbodiB\lﬁ,SKt(ﬂMB)t%’émﬂm‘éb@ﬁtﬁeﬁer@mvﬁtmh.kC)Ama'SjlmItCélebz}cccxylhigeo expl anati on of
this operation may be discussed below. As shown in FIGs.. 17A-17M the RVB
1010 remai n§mpefimentinfithrpresputlinvestiora o thicgase, ¢heRVIBAD 1@ ytatteprsssime NIt he Send
Qieue (SQ kicks of the RVB operation as shown in FIG 17. So the RVB 1010
has to Ad@adThhMemont Bt msunBoitaMa TCD)theSQ sgphahPiDnglltthe MenofyRkeyaisSo known
as "WQP" or "QP"). However, the Receive Queue (RQ is trying to read the
-renote key Adswoed/toldATCHi thelSQssupplizd Rkeyish SoafioRieB 10he hiRMB Cl&t theWailil Bitunt i | -
the Receive Queue (RQ is NOT active. 10 At cycle #4, when the RQis NOT

- active, thefoRMBhbAd t0erfReY. tFhearaGch (ERRHeRt Vs aksh ShdvRiTN6re SieNVRIRT Y 1040, -
and drives t he correct address to read the Protection _
o © - FIG. }6A-shows an-example timing diagram of a clock cycle at every 8 nis, for example. ~ ~ <
FIG. 16B shows an example timing diagram of a_‘SQ start from the Send Queue (SQ).
15 FIG. 16C shows an example timing diagram of a current state of the RMB 1040 according
to an embodiment of the present invention. FIG. 16D shows an example timing diagram
of a PD Fail indication from the RMB 1010. FIG. 16E shows an example timing diagram
) ofa current "VI" or work queue pair (WQP) being probessed. FIG. 16F shows an example
timing diagram of a memory read (rmb_mem_re} of the RMB 1010 according to an
20 'cmbodimen_t of the present invention. FIG. 16G shows an example timiﬁg diagram of a
'memor.y read address (rmb;mem_rd;addr) of the RMB 1010 according to an embodiment
of the prcsen‘t-invéﬁtion. FIG. 16H shows an example timing diagram of memory read
data (rmb_mem_rd_data) according to an embodiment of the present invention. FIG. 16!

shows an example timing diagram of a memory write {rmb_mem_we) of the RMB 1010
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Doirein (PD) for the first Vi, that is, V1."0" as shown in FIGs.171 and 17J.
At cycle #5, the Menory-PD:is.conpared.-tothe SQ supplied PD. SiZ@POéV%r(FOS

is a MATCH, we 1010 has to start reading the Rkeys corr, ding to
that V1. But the 15 Receive Queue (RQ is trying to read the'?(fﬁﬁrg‘}z@"%éy

Menory 1040 on this clock. So the RVB 1010 waits until the Receive Queue

(RQ is NOT actérding toMn @yteidimet6 of thepreRMBinditdn SFRY. 165 sheas hmetdam gy 0"
formthe renote key Menory 1040. At cycle #7, the Rkey "0" fromthe renote

key Merory 1GHAgranlVBiCineGoiNeri QUGB theRK QY -add§ ofthé RMBE 1010l438orRMB101 010
stops reading the renote .20 key Menory 1040.” At "cycle #8, the Valrd bit

cor r espondi n@ntembbigient' @'thdesehOinfitioh. CAGE G 1 ThokWdGn ek AAME €m yd‘efp%zﬂ?% 1040.
However, the Receive. Qjeudgﬂ(RQ) is witing to then?ear?g?e ke 1 rmr%. 1040

on this cloclkg whie VB b ' L4 LY W is NOr
active. 49 V\De(grggy;o78254 2r/ ng?%%{éal%%ﬁé%k %5%'3}‘;3&%%&&0 eﬁﬁen t he

Recei ve Q@eughveRidn. i s NOT active, the. RMB 1010 clears the Valid bit
corresponding to the Rkey "0" in the Menory 1040. Then the RVB 1010 starts

Teading Rkey " 1 4. : . B he r.enote key Menory
1040 does NOT NATﬁdflyéE bfﬁgélg% sug%?ﬁéﬁhlgé}gyy#m?@éy 15&‘5%{%@%%0 read Rkey -
"2" fromthe reno - M Q4p. . B Recei v eue i s trying
to read the renot%?f(@;?%l\lgﬁo@%yi‘%jgﬁbwem%&%'BTJI.’S @?%dﬁﬁg ﬁ&‘%%bﬁrﬁi waits
Queve (R DU AR H ey Rt Gy et b Rigbrsosgetonss fiou tne
renote key Me y. 1040. le #12, the Rkey "1" fromthe renote key
Menory 1040 ‘&3:‘2{3- @rt%&*ﬁ@h l%méssg‘é aReadiEngkle Rdhe remagckey demery 10#HaRVB 1010
‘has to rgad Rkey ."3" fromthe renpte key Menory 1040. But the Receive Queue
(RQ is M yithg™hdn Fihd6k rad dekesitee sasmpctaddsssto réad the Protection Domain (PD) for

the first VI, that is, VI "0” as shown in FIG. 16G.
At cycle #4, the Memory PD is compared to the SQ supplied PD. Since there isa
- ~MATCH, the RMB .'1_0_1 0 starts reading the Remote Keys (Rkeys) corrcspohding to that
VL |
15 ' Atcycle #5, the RKey "0" from the remote key Memory 1040 MATCHES the SQ -
supplied Rkey. As a result, the RMB 1010 stops reading the remote key Memory 1040,
At cycle #6, the Valid bit corresponding to Rkey "0" has to be cleared in the
) _ remote key Memory 1040. Therefore, the RMB 1010 asserts the Write Enable to the
remote key Memory 1040 as shown in FIG. 16L. In addition, the RMB 1010 starts reading
20 Rkey"1".
| At cycle #7, the Rkey "1" from the remote key Memory 1040 MATCHES the SQ
supplied Rkey. As a result, the RMB 1010 stops reading the remote key Memory 1040.
Atcycle #8, the Valid bit cérresponding to Rkey “1" has to be cleared in the

-remote key Memory 1040. Therefore, the RMB 1010 asserts the Write Enable to the
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1:040.:0n this clock. So the RVB 1010 waits until the Receive Queue (RQ
is NOT active. . At cycle #13, when the Receive Queue -(RQ is.N@/@gybms
the RVB 1010wetpanisssid5 readi ng Rkey "3" fromthe renote key gg(ié(’l.g)éo. At
cycle # 14, the Rkey "3" fromthe renote key Menory 1040 NAT FESPRS: Q
supplied Rkey. As a result; the RVB 1010 stops reading fromthe renote key
Menory-  1040remakehtManeryd 0405 shbRe iV, 101 QndRRiES1019 a5b Salts Felitﬁné/%icé bit
corresponding to Rkey "3" in the renote key Menory 1040. But the. Receive
Queue (RQ iw'writing to the.renote key Menory 1040 on this clock. So the .
RVB 1010 waits until the Receive Queue (RQ is NOT active. 50 26/09/2005 WO
02/ 0782- 54 PCT/ UX2108%8 e : ' is NOT
2161898, it REYED ﬁ%n’tl]tﬁe reffofkel MinR %4%%%@%&@@%" :

active, the R MB.1010 clears “the Valid bit correspondin in

the remte kepphdmicy. AQ4Qesuf e KMEPIAR bopd RE:DRe FOTRe %@g@é&o@& eif all

the VI's are done. If not al are ne. rve e (RQ .
2 next VI that e R e kAo kb bl AR € 101"
cor oot addreagery Famary T IpBRR R0 PR s W e ey T
i ng. i agr Snee KB GFRA 485 ik i fro. 1l gt dolaite i rlee oy ana

17A-17M are . girected by the requirenents of the ASIC process and other
factors. If the ASIC process and the technol ogy requirenents (such as chip -
fabrication technpol o are djifferent, then the. inplenentation, of these
* stleps shown in Fﬁg%y.‘:ﬂ{%l&ﬁ‘ﬁ d ? f o thgireraote keyMameryJREQNATCHES e SR3A-
T3H, 14,?\- 14H, 15A-15H, 16A-16K and 17A-17M can be 15 done differently.
Hovever P heSirRletRERY: s qpeanlta the RMMB 10 Kistops reading thegpmbtedey demomyl040i |1 be
followed. In addition, there nmay be two (2) other possible approaches that
may have been At cycle #12, the Valid bit corresponding to Rkey "3" has to be cleared in the , :

remote key Memory 1040. Therefore, the RMB 1010 asserts the Write Enable o the
- rernote key Memory 1040-as shown in-FIG. 16L . .. - ..
Atcycle #13, the RMB 1010 checks to see if all the VI's are done (see block 1214,
15 FIG. 12). If all the VI's are not done, and Receive Queue (RQ) is NOT accessing the
remote key Mcmory 1040, the RMB 1010 starts reading the Protection Domain (PD) for
the next VI, that is VI *1". |
| ) ' Atcycle #14, the Memory PD is again compared to the SQ supplied PD in the
same manner described with reference to cycle #4. However, the Vi# is -incremented-. :
20 At cycle #15, the Rkey "0" from the remote key Memory 1040'MATCI_-I.E.S the SVQ -
suppl%ed Rkey as described with reference to cycle #5 but for a different VL. :
| FIGs. 17A-17M iliustrate an example timing di-aéram of a Remote Key Manager
Block (RMB) operation where there are multiple key mismatches with intermittent RQ

‘memory accesses according to an embodiment of the present invention. In this case, the
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uti'lized to inplenment the Renpte Key Manager Block (RVB) in addition to
those described with reference to FIGs.10-12 of the applicatiomgAH999005
possi bl e appwanedes2s520 i ncl ude inplenenting the Renpte Key Wzrtﬁtzﬂs :
Bl ock. (RVMB) conpletely in hardware or conpletely in M croCode. the
Renote Key Ma r Block (RVB) had been inplenented conpletely in

har dware, a | f010xasts pansgrsineen¥l. vidia MemoayRD lrsassuinsddaMAITClHakasge of t he
conpl ex interactioon between the SQ Bind Descriptors and the RQ RDVA
operations, afPPliFPRod! theMsmerniivaeinasskmedito MaATCH therSQMayR B RkeysAl S0,
future . 51 WD 02/ 078254 PCT/ US02105858 5 nodification or upgrade of the
har dwar e woul Hhefd 18thrddp Claac the Valid bit footachrapd sedrpRRsy. Blt thé ReMicas-e future
changes in the Infini BandTM specification. If the Renote Key Manager

Bl ock (RVB) hEeEits<®4E) HEBaneasses theddemore i @40yonicycib 65 AHRH the RVE | 85I tQirfg! OCkK
cycles (5 reads and 4 wites) woul d have been required per WQP. Fof
support i ng® 25% avERsthe Mentay zhi])4(b&h&&&e&%&hﬁﬁ(ﬁﬁéxﬁ&?%&é@@%ﬁﬁ&& apd clock) -18
us woul d have been required. This neans that the host-fabric adapter would
be conpl et el Wisugkd.eTheinahsiNCH tPthe 668 M RAIsShAAL @ packets during this tine.
~This woul d have created packet timeouts and other - I nfini BandTM rel ated

conf or mance i ssuedordpcdERENY, PEG. F7TAURLWAS ¢ *thglggf“ﬂg% ?A%Q‘E‘“ {(} glg %%)Elggyrcaecat

adapter installed at a host system 10 in a

channel - base@ ink Gh h@l;g' af-gh HL i t 0 an odi nent of
the pr es’entS i ;f\:/rg\gﬂtni ’onﬁée%af eCt':F\;(e}ig/ rr%lhggges W@ﬁ’ﬁ\%g?ﬁgﬁﬁ Iﬁ%ﬁﬁﬁgﬁ%‘“ and

d i i. i devi h
suppor t - dat aEAIeRbuqRe) 2EIONICREIESN camlicatl on deviops at a host

system .or between host Systens conne

networ kK ygi Ngqfe b LC fabric architecture. The
host-fabric adapstggt‘ra H{kgé (I:){S%?\?ﬁ %"ﬂ%@- ﬁe@d@w{s F‘FIF’EH}PE“&M““F direemafa ity
0T NG O 1 i i B el SR R 0167 RiGrlvE v rgp e irinectismemot o
subsystem of .t he hqostzfahri apter. i s designed to control execution of
NG O | nfi ni B%!}ﬁ *%? 8t %E w J\FMH?’HW&& angmbadimenhef thepresntinkenfion.aFiGiat i on
mechani sm 'ﬁ?ﬁfﬂ?' enented to manage and invalidate renote keys which :
- correspond t o FUt¥ Aheaple g dissrmanf s dey Faih indicatign fromeledRMBI 1080, FIG.

operations) in such a data network so as to authorize :
N _ 17G shows an example timing diagram of a current "VI" or work queue pair (WQP) being

15  processed. FIG. 17H shows an example timing diagram of a memory read (rmb_mem_re)
of the RMB 1010 according to an embodiment of the present invention. FIG. 17] shows '
an example timing diagram of a memory read address (rmb_mem_rd_addr) of the RMB

: ) _ | 1010 according to an embodiment of the present invention. FIG. 17J shows an example
timing diagram of memory read data (rmb__mem_rd__data) according.to an embodiment of
20  the present invention. FIG. 17K shows an example timing diagram of a memory write
_'(rmb;mem_—wc)-of the RMB 1010 according to an embodiment of the present invention. - -
FIG. 17L shows an example timing diagram of a memory write address

(rmb_mem_wr_addr) of the RMB 1010 according to an embodiment of the present
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relmote systens to efficiently access host nenory, via a channel - based
switched fabric. Wile there have been illustrated and descri begs nhaly 5
consi dered t @ @xaapl ary enbodi ments of the present invention, 1t W
understood by those skilled in the art and as technol ogy def&TdF921$3%
various changes and nodifications nay be nmade, 26/09/2005 52 WO 02/078254 |

20/ 09//2005, | REERLISOZT050AR RO SAMHAL R Tar B ARSI UL Bl O el ement s
(0] e

t hereof without departing fromthe true scope resent i nventi on.

For exanpl e, (ke nRie$L Matd) ANSRIHOD af i L] types of data
net wor ks, inél udi ng,” bTJtati)s cﬁg%lh%%?r%h?rgg&?%%&g’? % gﬁgmg%rgﬁntf'%‘t work (LAN), a

W de area networ K e rk a ropolitan area
network 5 (MAN), acgl oggfyg?eg ng?%%%%gwggg%ﬁséﬁmgh% net wor k
(SAN) using Next aLansmahi L4 6 ) e I/O.(FlO, Infpi BandTM and
Server Net, and aALAN @&gﬁsml?%é?%hgwﬂémgﬂmﬁéﬁA%%ﬂgﬁé‘l’lc%%‘tdri but ed
Data I ntekfa B \ hr onaus, Tr fer Mde (ATM LAN,

Fi ber Chanrief;)‘,;-aea#??(;K‘Str\r'.ﬁy ?F%gb&%e @fﬁ“ﬁﬁ%&‘fc@&ﬁgﬁ? @mﬁ'@aﬁ%ﬁ%ﬂ may be
made to adap e chi the present invention to a 10 particul ar
“situation wi {nh%ltt}f lfig%a@f’?%gs ?élc?rﬁaf Wgre@jcs,tgi)émf"ﬁﬁ?rbg‘?’?‘a"r R)epgewonding fos

i nt ended t haiy e ,present i, Wtion not be limited to the various exenplary .
enbodi ment s {(ﬁ sdgﬁ%lgs)oe%fo“g'lﬁs W@t‘”t@%gpi{@g‘éﬁ, thoBessive QveenRQldelsyiag 1o

enbodi nents fa Iingqvﬂ{(hi n the zcope of the appended clains. 2 6 SEP 2005
‘Clains: 1. R4EErEmoinkey Memar 1860 ontbisiacki Rherefores thoRMB 8] Mvaitsamithe nes

arranged tolfst_abl i sh connections and support data transfer operations, via

a ) swit ched F56iVe Queye{RQIdsPIAT @ctivs- wor k requests from a host system for

ta transfer operations; and a renote key nanager arranged to nanage
remote k€ys and &hexate #hevhenthediQ is NOT sdtive,tbnRIMES 1029 sssifld £ReadBEbREPONd t O
out st andi ng data transfer operations, via said switched fabric.
the remote key Memory 1040, and drives the correct address to read the Protection
Domain (PD) for the first V1, that is, VI."0" as shown in FIGs. 171 and 17].
v At cyclc. #5, the Memory-PD.is compared:to the SQ supplied PD. Since thereiisa '
- MATCH, the RMB 1010 has to start reading the Rkeys corresponding to that V1. But the
15 Receive Queue (RQ) is trying to read the remote key Memory 1040 on this clock. So the
RMB 1010 waits until the Receive Queue (RQ) is NOT active.
At cycle #6, the RMB IOIOrsta:‘ts reading-the Rkey "0" form the remote key
'. ) - Memory 1040. At cycle #7, the Rkey "0" from the remote key Memory 1040
| MATCHES the SQ supplied Rkey. Asa rg:sult, the RMB 1010 stop's reading the remote
20 key Memory 1040. |
| -At cycle #8, the Valid bit corresponding to Rkey "0" has to be cleared in the

remote key Memory 1040. However, the Receive Queue (RQ) is writing to the remote key

Memory 1040 on this clock. Sothe RMB 1010 waits until the Receive Queue (RQ) is
NOT active. |
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2. "The host-fabric adapter as clainmed in claiml, further conprising a
transport engine which contains a plurality of work queue pairsd¥§B8h dds
whi ch work r egesizg2asn a form of descriptors are posted to d LD esdlat @
transfer operations and |ocations of data to be noved for processing and/ or
transportation via said switched fabric. 3. The host-fabri ¢ adapter as
claimed in claim thCwieﬂ?iwheﬁaied{e‘daWQQélﬁl{R%@iN&56{@5&)6 ROEBN0§OLREsSES:
Send Queue (SQ utilized as an "initiator" i ch requests nornal nessage

sends to rensheValldtitiresgonig (AGERIEMPIn GE MinlcBP RIS, ?Mé]ttﬁ@gl\';@ e direct
menory access ( RDMVA) rea(fs V\:hIéCh request rressaggs to be rea rgar)lntospecifi C
menory | ocat s@afisredfiing Rikey rienot e system via said switched fabric, and
renote direct nenory access (RDMA) wites which request nessages to be

uritten onto SPECAl &idiBDiK Rkap Al itfitPe AlmAdtd) MERRY Sofy R oA TR 3

switched fabric; and a Receive Queue utilize esponder

receives § eqwg@suﬁﬁﬁeﬁmaﬁéRMB)mlrﬁqagElsreasdflg%g m2" from .crrgxﬁ‘o g.ﬁ;%gglcw

wites fromsaid renpote system via sal W d fabric.

Compr i o Soqea b Qe Rolleiblsn Rkl SeoMbrer R Ra RS s o
he Send , al , Recei v
M cr o- Engi et ok AmguiMs ottt uBHEHCRRSE dyr? i RNGR seenere (R of

the work queue %icr

4, wherein said renﬁ?lé\ggi)w}?gmégﬁe“’ig’g tg;eigb;%rlg(ﬂﬁgé%é ER&J@?M@W claim

storing stores.reugpte,.keys utilized for conparison with renote keys

i ncluded in ‘\%%dﬂ'?g‘?%aués%mﬁww&w ?"%F%il’ir{&’?: 6. The host-fabric adapter
as cl ai 1d in cla‘iftm Ef wherein said renote keys are used to identify an
appropridte pageM6¥cloF4 the Risey " bhijam dhei remerg ke MemennkHa dpesNG BMATCH
~outstanding data transfer operations including RDVA read/wite operations.

7. The host H#ef? sepphied Bker: g@@l&t_ﬁ@d&ﬂ 18I Gliant®readRbeyei3l fromi the vatoke

requests are posted in a formof descriptors for normal data transfer

operat i ons, keyiMemany HiOnBut the RatssiveiRide\R Q) i sryipdo RAMheraaots kepMeibry a for m
of Bind descriptors for non data operations, such as noving or invalidating
-.mMemory W nd@4Gon thistciock, Spaiet RIMBI 1810 waindunil the Rebdive Qlieud (RQPis NBIRYtive Of Sai.d.
host systemon the Send Queue (SQ to restrict RDVMA data transfer .

~--operations. 8. Thecse@s?i3f abéd the RE@MeDucas (D) NeXT dcfive; HRIRME 10YW@&e N said

renote key manager is activated to check the validity of renote keys by:
' 15. . reading Rkey "3" from the remote key Memory 1040.

Atcycle #14, the Rkey "3" from the remote key Memory 1040 MATCHES the SQ

supplied Rkey. As a result, the RMB 1010 stops reaﬂi-ng from the remote key Memory

) 1040,

20 Atcycle #135, the RMB 1010 warits to clear the Valid bit corresponding to Rkey - -
"3" in the remote key Memory 1040. But the Receive Queue (RQ) is writing to the remote
key Memory 1040 on this clock. So the RMB 1010 waits until the Receive Queue RQ)is

.NOT active,




determining if a descriptor posted at the Send Queue (SQ is a Bind
descriptor for a non data operation; if the descriptor. posted i3 gpgga sl
Descri ptor, woaeesesng for a normal data transfer operation, pgyaRoAssd
normal send, a RDVMA wite and a RDVA read; if the descriptor posted I's a

Bi nd Descriptor, determning if the "Menmory Wndow' is invalidated; 54 2 6

SEP 2005 if the "Mxyoley# W whiomhe RecenetQueny/@IQ) OT acthvel he @ MID b1 0tdhars' Menory
W ndow' i-'s noved and performng wites to the host nenory of said host
system to nothe Valid bit bbnespynd@@Mey "9'fin tReemde RO MeMbd@Us, i s invalidated,
performng wites to the host nenory of said host systemto destroy the

"Mermory Wndow'; Arstletiinghé RVELIEN 0ahéckot st AagiRo/RAMYRRETAbLE ANermhi ch
use the "Menory Wndow' to identify a renote key which used the "Menory

W ndow'; if arbdofienm e Reyeidthedle @ggsma&&ﬁﬁg uw\Méﬁ?&y’mm nlgg@g%i fied,

invalidating the renote key until renot e eys are 1nvali ; 1f no

renote key i plodeas }Jaaag,thwmr%kgwq @mé vgat(slg@hwwnads'--wcg@ﬁ gote keys
a

and returning to being rdle; and i renpot e keys. are n i nval i dat ed,
returning to-@a,qrr)(_:h through all outstanding RDVA operations which uses the
"Menory Wndow' until all renote keys are marked "invalidated" so that no

Themory W ndou 4 A1l RS DR R AR E R B Mooy M08 aer e n
e R P RS
i | ai m 3, i id - Engi .and id te k
can 1 gured HUTEREOROR SRE At OH PR BHRTRBERIT  Speci 1 cation®, and

ifipl enent.ed as part . of n Application Specific Integrated Circuit (ASIC).
11 A hdlt -t abr | Eheidinedormt shovain BOsa oL d§ATaR 1o 16Hn Al fhant o 2

switched fabric of a data network, conprising: at |east one M cro-Engine
“(ME) ar r angédAtidMeare dispstadhbyctbe rrauirerennss ofite ASIGpovcessat ather atofsedfthei a sai d
switched fabric; a serial interface arranged to receive and transmt data
packet s fromSiapwcesiane Hedechatlpdycrefuremtatsfsuch asnhipefabricion tchmdegy) arehost
interface arranged to receive and transmt work requests, in the form of
- -descri pt or sdifferaptntieaitiee ingdementation of these steps shown in FIGs. 10-12 and the timing - -
~diagrams shown in FIGs. 13A-13H, 14A-14H, 15A-15H, 16A-16K and 17A-17M can be |
15  done differently. However the basic principle as described in the application may still be -
followed.
In addition, there may be two (2) other possible approaches that may have been
) - utilized to implement the Remote Key Manager Block (RMB) in addition to those
described with reference to FIGs. 10-12 of the application. Those possible approaches
.20 include implementing the Remote Key Manager Block (RMB) completely in hardware or
completely in MicroCode. If the Remote Key Manager Block (RMB) had been
implemented completely in hardware, a lot of race conditions would have been created

because of the complex interaction between the SQ Bind Descriptors-and the RQ RDMA

~operations, and the host memory Window Invalidation or Movement. Also, future
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systemfor data transfer operations; a context nenory arranged to store
context information needed for said Mcro-Engine (ME) to proces® §/2005

requests for winbmrgrsansfer operations; a doorbell manager ar rp%& 2hQss
update the context information needed for said M cro-Engine (ME)"t0 ™
process work requests for data transfer operations; and a renote key

manager ar r angeificaomamnagade 6fthé Bari@¥s waiH Hahesdkn e lind] ﬁr}bogﬁfbi% E@TLGW e
. e

keys which correspond to outstanding data transfer operations.

- host-fabric altepire futas chdniedRohd RsiEARME ciffed{i&bqrth%%?f\?\gg]w%at, Aansport
|

engi ne which contains a plurality of work queue pairs i ch work

requests in BIor(RME) hd@b&hiiRpRMEntEd EorRASL S IRoese! 8% Fabd &}.(E)i?ﬂ%f er

operations and | ocations of data to be novéd for processing an

rensport at! eabid Geid) S RRES-IARN o ph oI SoMSRled APSIEYRRERL o o0

claimed in claim12, wherein said wor alrs

Sends 1o romsta v LR e OBl o)~ WY Sl R B P TR i £ o
Temory | ooat Fons e tBadmL NGO SAUER! o aE7 HRued PR PR Sang T
or 1 Tten ont o e BRRRL N REAES B TSl el eriee ek imeous SRt o sai d

swi t ched faby i-C;; f’ﬂf"d‘ 5 2 6.SEP 2 .65 a Receive Queue utilized as a
"responder " l\r/r\'/ﬁﬁ'c’gﬁ recrgfa\t/eés‘:o?@aﬁ@ﬁéss‘f"ﬁr nessages from normal sends, RDMA

reads and RDVA w,i téies i&r g\ saécd renpte system via said switched fabric.
# The host - f abr1°Ee fff pmale foregpingdhs kst fabrimmdapter instated # adastaystem
VI cr o- Engii ne i gcl udes: a_ Send Queue SSQ)_ M cro- Engi ne arranged to control
oper ati onrs dft 2€Ha NERRE wSing Achamig)-based;switched fibricquabitectpraiaccofddp;:anand a
Recei ve Queue (RQ M cro-Engi ne arranged to control operations of the
Recei ve QueF@0Rmenaf therpressot ikventjor efiectivgly mahi@e) NGIG/InfHiiBariS¥ thahadis i C
adapter as clained in claim 14, wherein said renote key manager contains a
renote key 2REsHpPYrt flgta movemént gparbtinns detvesmdomnk@yeation ddvices sk o okt syqemari son
with renote keys included in work requests for key validation. 16. The . .
-+~ host~f abri conbyweearhostsysibmas corsledted wpethendirbotly\wh ia Qi dataSRbwbrk Q5 cHeBNd- are .-
used to identify an
‘based, switched fabric architecture. The host-fabric adapter is optimized for
I5 . NGIO/InfiniBand™ functionality with minimal hardware investment, including

controlling execution of NGIO/InfiniBand™ protocols with minimal pipelining. Micro-

control subsystem of the host-fabric adapter is designed to control execution of
_ \_‘) ‘ 'NGIO/InfiniBand™ protocols with minimal pipelining. Also a key validation mechanism

is implemented to manage and invalidate remote keys which correspond to outstanding

20  data transactions (e.g., read/write operations) in such a data network so as to authorize
remote systems to efficiently access host memory, via a channel-based switched fabric.
While there have been illustrated and described what are considered to be

exemplary embodiments of the present invention, it will be anderstood by those skilled in

“the art and as technology develops that various changes and modifications may be made,
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appropriate page for virtual, to physical address translation for

out st andi ng data transfer operations includi ng RDVA read/ wite 109ep t/|2qﬂ§5
- 17. The host -websigadapter as clainmed in claim16, wherein s %@l;’" o
requests are posted in a.formof descriptors for normal data s

- operations, such as normal sénds, RDVA wites and RDMA reads, or i'n a form

of Bind descrindlequisalés magBe Qﬁ)&ﬁtufé@%:@!e&r@ﬁ‘t% the RO BrirRSut AOEE: im fnB¥%aL | dati ng
“Menory Wndows" within particular nenory regions of a host mermory of said

~host syst em aBopeltf theaitekefligWatib® QorleQarhfs el ésexﬁ%ﬂtlaﬁ% %Flglfc%ﬁlﬁ Rj%n!e fein

operations. 18. The host-fabric adapter as a| med I n

sai d renpt e kepes BRAADBErwhiks ZRLILYAE St & ﬂot(iﬂ-ﬁﬁﬁ 10, b1 E%al\éﬁlzd gét\%ébgf{u‘\ﬁf %Iﬁen l(; eys

by: determining if a descriptor posted e Se _
descriptor 1 Geadeif BAR)OPERAL B2 rlrhode bRl A Al "0¢ o B

Descriptor, processin orral - gara tran fer o

Bnd 'mii?f'gt A b afeait i [BMD {E g ineicaBerercmRaFBREG. (1 the
Me W M :
rmvgld)r)a/md Be%gS?’J?ﬁ%ﬁ‘g% \;\]}I 8!@&&%”?& “ﬁ@iﬁﬁﬁ%ﬁ* %T;ées:?é'feﬂgﬁpé?y\éggﬁem t 0" nmove
wtento ¥ n R eiaing ifgrer ETRE st B iﬁ"&fﬁ? it ok R O

Wndovv searchl thr RDVA operations which use the .
TNBory W naeaep fﬁlﬁ%? "Moqeéﬁ%@éaw& e Chasnclogts Wielesith: Briehdon
|f the renote kea/ V\/mc usedthe "Menory Wndow is identified,

i nval i dati ng™fie thes FRRdifigations gy e arde ‘?%‘ttbc tepebjngs oF theiprrsentiyantionto pf no
renot e kﬁ( IS |dent| fied, conpleting invalidation of all the renote keys
and r et ufthi nRpTtas sityagion aithoutsepprting from theseqpe therdody Thereforan itis intendedithbat ed,
returm ng to search through all outstandi ng RDVA operations which uses the

"Merory W nd@sweresant jnventian noeboliaitddaty sheameousmrérmplaryiembatiindatseliitlosw, bitat  no
new renote key or new work queue pair (WQP) can cone in and use that

"Menory W ndbatthe présenfineeritios inclialles alterstaddiptents falting withivakk scopedfahen 18,
wherein said renote key manager is activated upon a request for key
i aval i dat i orapperded slaings, SQ M cr o- Engi ne t.0.invalidate.renote keys by:
initiating a Protection Donmain (PD) conpare between t he I\/brmry PD and SQ
suppl ied PD of a Virtual 56 2 G SEP 2005 _
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Interface (VI); if the Menory PD does not match the SQ supplied PD,
ski ppi ng processing the renote keys for that VI, and determni 2%\%['?2
all Vs are done; and if the Menory PD matches the SQ supplied a ﬁqﬁg
and initiating renote key conpares sequentially for all remote keys
asso@iahed with that VI for key invalidation. 20. The host-fabric adapter
as clainmed in claim19, wherein said renote key nmanager initiates renote
key 1cmﬁw@ﬁc§dyptealcbmb.@ﬁgte keys associated with that Vi by: reading and
conparing a first renote key fromthe renote key Menory with the SQ
supplohed rk@y Micré-Endites aframgst! to extatlish doeyectkoa and aippomtiath trbdeter Se2rativpglvieed key,
m)vi mygitdhed tehes ko raspeese to merkoeguekie yromiafhostragstém fe datedmansier deerptionatakdes t he SQ
suppl i ed key, clearlng a Valid bit corresponding to the first renmote key
in tﬁée’P@Prb?Ye’” 1o manage AYM AR KEYE gRpelerintie Xaldbe of e rP@RBHaYSREIENf r om
t he P@Fﬁ??@‘dlé% tf%‘i‘Sth‘%!’e %ﬁJ‘ﬁﬁF’?'@ﬂ"‘"F&’B fabiiG t he second remote key
does nﬂ1t fglrhcag tégs II|r(1ac r|S|n ra%(s:korttehelnneélch te key, if
(he S §‘ Sk i Aol e LVl g i
corr asae é?%p&r@t. Snél@&:{% ofﬁj@t’g%ﬁ‘er‘ﬁ 'fd? @ss\‘ réﬂ %Wasafdea | ng
and g@.[madfaa,g;a hird renote key fromthe rermte NErmry wth the SQ
supplied key; if the third nmenory renote key does not mat ch t he SQ supplied
key, 3Iineihost-fatoic abantde aa clainet! i @amtewheyin saifl woleuéds patls (eQPE)eadttepmpeiteshes t he
SQ supplied key, clearing the Valid bit corresponding to third renmote key
i n t heenkQerue (R@)utiNtedds pn "initiaiel’ whickareduestsmoeemal mgssegk aends feremote Midial f r om t he
renotnéerﬁ@e%ﬁ (Me}m‘rayewts ﬁv&t% re@tgdl tmeaoru ess (R ragis Whig FRSRSAt MEPRSERS key
does!® SHBFI'EC Ptioﬁ re’ﬁ?f??ﬁg éé'acféldéi”ﬁﬁ"}‘?éf%ﬁ%taﬁ P9 Vis are
doned"e§ 'E;e’T‘gtryt"‘ d E%?ﬁ ' EIEPIPHI P8 LRHG WEORRYEMYY LSRORY t he
val i d B CEOF FE pdn Sﬁ' SPETPREM G &P

renot e key in the renote key Menory

and SIQE@erl\fé‘dUenguWQ&H}, "r&bbndﬂ%v&ﬁ‘?ec@ﬁ@@re ts famﬁesggg%%?rt)@lmbf'nﬁzal adapter as
cl ai RBMiAIrEads laAd RDMR writdd8of aidSeh QiakBl sWREARl Yabkis @ 1280X28 random
access-nmenory (RAM having a single read port and a single wite port. 22.

The ha%t-hbsitabrric adepep e dainsd el ddimBowheneic bad McllEngiee cenprissai d M cr o- Engi ne,
said host interface, said serial interface, said context nmenory, said
door H8end Quava ),MiemtEngiae arrangat toecoktesy) opeaatipgeef the Benddhveiig (HQ df the worle
corrpﬂtleaﬁpa'(/\ﬁw %3¢ "1 nfini BandTM Speci fication", and inplenented as part of

an | i cat Integrated Circuit (ASIC).
@Eece?ve ueue (%%S(Mlcro ngine arranged fo control operatiolgs of the) Receive Queue (RQ) of the work

queue pair (WQP).

5. The host-fabric adapter as claimed in claim 4, wherein said remote key manager contains a remote key
memory for storing stores remote keys utilized for comparison with remote keys included in work requests
for key validation.

6. The host-fabric adapter as claimed in claim 5, wherein said remote keys are used to identify an
appropriate page for virtual to physical address translation for outstanding data transfer operations including
RDMA read/write operations.

7. The host-fabric adapter as claimed in claim 6, wherein said work requests are posted in a form of
descriptors for normal data transfer operations, such as normal sends, RDMA writes and RDMA reads, or in
a form of Bind descriptors for non data operations, such as moving or invalidating "Memory Windows" within
particular memory regions of a host memory of said host system on the Send Queue (SQ) to restrict RDMA
data transfer operations.

8. The host-fabric adapter as claimed in claim 7, wherein said remote key manager is activated to check the
validity of remote keys by:

determining if a descriptor posted at the Send Queue (SQ) is a Bind descriptor for a non data operation;

if the descriptor posted is not a Bind Descriptor, processing for a normal data transfer operation, such as a
normal send, a RDMA write and a RDMA read;

if the descriptor posted is a Bind Descriptor, determining if the "Memory Window" is invalidated;
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23. A nethod for connecting a host-fabric adapter installed a €§€|§t
systemto a switched fabric of a data network, the nethod cokp i ng;jﬂ%
establ i shing connections and supporting data transfers via said swtched
fabric; receiving and transmtting data packets fromsaid switched fabric
For %@'Mefn%éﬁhﬁ.aov@ﬁ@ﬁcﬁlmv Bﬁéed,rn%ﬁg 3%3% Mafho adtbd hi\q 4Rd ﬁ%r(oﬁﬂhﬁaﬂ S, In
the fupkddi®ihe d6st flehidhyAlf Said hé? SYsTm & theSMEh iRdowetat @ transter

operations; 57 2 6 SEP 2005 storing context information needed to process
wor K ifrtiefiviesios; Wintovetad iavdlidates beforapg veiles @the hotd hainb®f tEhebik@itto destroy

I nf oteelMeowrv¥iedwd; t 0 process work requests for data transfer operations;
and nmanagi ng renote keys and checking the validity of the renote keys

whi c e ehinai8mueitekaytsianding RRMArpewtiens which apesthe rMepery Hindowsto identify Fimatet hod
as clkay yRieh ysqd theaMamos Wipdpher conpri sing checking a validity of remote

keys by: determ.ning . if .2 descriptqr posted at a Send Queue is.a Bind
dosci L8 s OBLE i F3a e PeER U nE s PRE niiefrg Tor- ke P o 5i na
Descriptor, processing for a normal data transfer operation, such as a

NOT Mo S ke iRV, LbRpidig ifdallddh df SPfle rdnfotd G dEPElMRIb bBRFIR S @
Bi nd Descriptor, determning if a "Menory Wndow™ is invalidated; 1f the

" Menwiy reioncians are Siolgfaliddiat dtaab £, searoh thRfigh BiadutdtaRling VENMY dheWAtiBgkoMiichi S

nov edseznik henfoor Windgy" untilisll esndtokdyb erehastedrtinrainstedfsosiat do haystemsieddepon ter nove
t he Witkaweye MArd@ER) can domeheardusethay " Mahredoindew”. | nval i dat ed, performn ng
wites to the host menory of said host systemto destroy the "Menory

W nd8w/he ’@gﬁ;&f’ﬁi@ t9rige SigkIedan ¢laig R Wherpia saig resinte kayiMameryih P eadog@cesse " Menor y
W ndBWRFORERAYERRVINB? sipdledist Rortaay a SiRAE YRS R9Ed t he "Menory Wndow': if the

rem)tl@. Hﬁgxoéﬁ\&%bﬁfa&%%ga E\% ':a b i 3V\Yvhnecrié?r\1’vs:ai Eli Irgéntmlersl r%iéaicl rnvaieI gatl ng the
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a serial interface arranged to receive and transmit data packets from said switched fabric for data transfer
operations;

a host interface arranged to receive and transmit work requests, in the form of descriptors, from said host
system for data transfer operations;

a context memory arranged to store context information needed for said Micro-Engine (ME) to process work
requests for data transfer operations;

a doorbell manager arranged to update the context information needed for said Micro-Engine (ME} {o
process work requests for data transfer operations; and

a remote key manager arranged to manage remote keys and check the validity of the remote keys which
~ correspond to outstanding data transfer operations.

- 12. The host-fabric adapter as claimed in claim 11, further comprising a transport engine which contains a
plurality of work queue pairs (WQPs) in which work requests in a form of descriptors are posted to describe
data transfer operations and locations of data to be moved for processing and/or transportation via said
switched fabric.

13. The host-fabric adapter as claimed in claim 12, wherein said work queue pairs (WQPs) each comprises:

a Send Queue (SQ) utilized as an "initiator" which requests normal message sends to remote Virtual
Interfaces (Vls) of a remote system, remote direct memory access (RDMA) reads which request messages

" to be read from specific memory locations of said remote system, via said switched fabric, and remote
direct memory access (RDMA) writes which request messages to be written onto specific memory locations
of said remote system, via said switched fabric; and '
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corr in hird rem)e |nthe renote ke I\/Em)r ;. readi ng and
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matc §tré rﬁkm@ |e ey, clearl ng t H |t corr onding to the

| ast rermte key in the renote key Menory and determ ning whether all VIs

ar e thMee h@rfabrideapit Hodained iBlcRinTeT] whbref saidTeddte kéynanigér i€ QipdtedioRPedqhOSt | NQ

wor kthe eglidigsefsemate Beysdy:m of descriptors to describe data transfer -

operations and | ocations of data to be noved for processing and/or

tr an%@mn&g“f@ﬁe‘spr@tor posted at the Send Queue (SQ) is a Bind descriptor for a non data operation,;

if the descriptor posted is not a Bind Descriptor, processing for a normal data transfer operation, such as a
normal send, a ROMA write and a RDMA read;

if the descriptor posted is a Bind Descriptor, determining if the "Memory Window" is invalidated;

if the "Memaory Window" is not invalidated, noting that the "Memory Window" is moved and performing
writes to the host memory of said host system to move the "Memory Window",

if the "Memory Window" is invalidated, performing writes to the host memory of said host system to destroy
the "Memory Window";

searching through all outstanding RDMA operations which use the "Memory Window” to identify a remote
key which used the "Memory Window",

if the remote key which used the "Memory Window" is identified, invalidating the remote key until all remote
- keys are invalidated;

“if no remote key is identified, completing invalidation of all the remote keys and returning to being idle; and
if all remote keys are not invalidated, returning to search through all outstanding RDMA operations which
uses the "Memory Window™ until all remote keys are marked "invalidated" so that no new remote key or new
work queue pair (WQP) can come in and use that "Memory Window".

19. The host-fabric adapter as claimed in claim 18, wherein said remote key manager is activated upon a
request for key invalidation from said SQ Micro-Engine to invalidate remote keys by:

initiating a Protection Domain (PD) compare between the Memory PD and SQ supplied PD of a Virtual
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until all renote keys are invalidated;
if the third memory remote key does not match the SQ supplied key, moving to check a next remote key;

if the third remote key matches the SQ supplied key, clearing the Valid bit corresponding to third remote key
in the remote key Memory;

reading and comparing a last remote key from the remote key Memory with the SQ supplied key;

if the last memory remote key does not match the SQ supplied key, moving to determine whether afl Vis are
done; and

if the last remote key matches the SQ supplied key, clearing the Valid bit corresponding to the last remote
key in the remote key Memory and determining whether all Vls are done.

21. The host-fabric adapter as claimed in claim 15, wherein said remote key Memory is a 1280%28 random-
access-memory (RAM) having a single read port and a single write port.

22. The host-fabric adapter as claimed in claim 11, wherein said Micro-Engine, said host interface, said
serial interface, said context memory, said doorbell manager, and said remote key manager are configured
to be compliant with the "InfiniBand™ Specification”, and implemented as part of an Application Specific
Integrated Circuit (ASIC).

23. A method for connecting a host-fabric adapter installed at a host system to a switched fabric of a data
‘network, the method comprising:

establishing connections and supporting data transfers via said switched fabric;
receiving and transmitting data packets from said switched fabric for data transfer operations;

receiving and transmitting work requests, in the form of descriptors, from said host system for data transfer
operations; : : '
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25. The method as claimed in claim 24, further comprising activating the remote key manager upon a
request for key invalidation to invalidate remote keys by:

initiating a Protection Domain (PD) compare between the Memory PD and SQ supplied PD of a Virtual
Interface (V1);

if the Memory PD does not match the SQ supplied PD, skipping processing the remote keys for that VI, and
determining whether all Vls are done; and

if the Memory PD matches the SQ supplied PD, reading and initiating remote key compares sequentially for
all remote keys associated with that VI for key invalidation.

© 26. The method as claimed in claim 25, wherein said remote key manager initiates remote key compares
for all remote keys associated with that V| by:

reading and comparing a first remote key from the remote key Memory with the SQ supplied key;
if the first remote key does not match the SQ supplied key, moving to check a next remote key;

if the first remote key matches the SQ supplied key, clearing a Valid bit corresponding to the first remote
key in the remote key Memory;

reading and comparing a second remote key from the remote key Memory with the SQ supplied key;
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det ePRiMAMY if a descriptor posted at the Send Queue (SQ is a Bind

descriptor for non data operati

on, , ) . .
receiving requests%r messages ?rom normaﬁ senGé, reads and writes from said remote system, via said
switched fabric.

29. The method as claimed in claim 23, further comprising storing remote keys utilized for comparison with
remote keys included in work requests for key validation.

30. The method as claimed in claim 29, further comprising identifying an approptiate page for virtual to
physical address translation for outstanding data transfer operations.

. 31. The method as claimed in claim 23, wherein the method is compliant with the "InfiniBand™
Specification".

32. A method of checking the validity of remote keys which correspond to outstanding remote direct
memory access (RDMA) operations in a host-fabric adapter installed at a host system, comprising:

determining if any Virtual Interface (V1) to be processed at a Send Queue (SQ) is a Bind descriptor for a non
data operation;

if the descriptor posted is not a Bind Descriptor, processing for a normal data transfer operation;
if the descriptor posted is a Bind Descriptor, determining if the "Memory Window" is invalidated;

if the "Memory Window" is not invalidated, noting that the "Memory Window" is maved and performing
writes to a host memory of said host system to move the "Memory Window";

if the "Memory Window" is invalidated, performing writes to the host memory of said host system to destroy
the "Memory Window";
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read; if the descriptor posted is a Bind Descriptor determning if the
"Menory Wndow' is invalidated; if the "Menmory Wndow' is not invalidated,
noting that the "Menory Wndow' is noved and performng wites to the host
MEITD fs¥ariingSififotghaNSdutstaraing RDIMA dpeNforis iich MESTRE YMU A Qiiidowt b ideRry 2 MRS Y

W ndae)f which isey &ei"fiaineg wipgswi,or m ng wr i tes to the host nenory o¥ sai d host
systemto destroy the "Menory Wndow'; searching through all outstanding
RDVA ifdipreabiedag whith uded tred Metmery' Vieaood” js idlintittkolwihvalidating drtrerhite ey wtiicti eemdtey

whi cepeiinyaigatedvenrory Wndow'; if the renote key which used the "Menory
Wndow' is identified, invalidating the renote key until all renote keys

are fmg MRk Optiied, coapigiing iveidation of a'éthe rerm%kev&awbqeemlwgo Pﬂ%‘ﬁted%tdl on of

I e L
o) IR S o v O
renot e kgys are marked * |nva at ed" o) t atdono new renot e key or new work

queuss.fak meHd@R) clgiiad GOdEmisn, vmebww fehele kedeareinvaldbedey’ ; wherein said
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Dorraiftf\er@F{l)ViCOrrpare bet ween the Menory PD and SQ supplied PD of a Virtual
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ski p e%@ ﬁ% uRRlipd PPoskinpingtpragessingribe repetedeys A the) Mvaee her
al | aatft °f‘?té‘" mory PD matches the SQ supplied PD, reading
and ol S ent f all remote k
aSSOL‘[F{@ﬁ,}I@ %ﬂéw S%/Sl) @sﬁl mr{e @tf G Aﬁ% ll'u%rgm%[fahkey RYaRares seduen F %ftl&g)ﬁt er
as clained |n claim3 erel n-sal rem)te key manager initiates renote

key 3£0ApaeHSd EOsaimkd m&ﬂ'ﬂ?@@ WRbE ARSeRbRkEHcM daktstidrall relotdReys éﬁ»@gét&g and
conpaiti thet \A afel pesformie pt € key fromthe remote key Mermory with the SQ
supplied key; if the first renote key does not match the SQ supplied key,
novi regdingasineniparingraditst rerecte kay flogya rembtetkey Memogtwithéren3@ suppliedriay;ches t he SQ
supplied key, clearing a Valid bit corresponding to the first renote

if the first remote key does not match the SQ supplied key, moving to check a next remote key;

if the first remote key matches the SQ supplied key, clearing a Valid bit corresponding to the first remote
key in the remote key Memory;

reading and comparing a second remote key from the remote key Memory with the SQ supplied key;
if the second remote key does not match the SQ supplied key, moving to check the next remote key;

if the second remote key matches the SQ supplied key, clearing the Valid bit corresponding to the second
remote Key in the remote key Memory;

reading and comparing a third remote key from the remote key Memory with the SQ supplied key;
if the third memory remote key does not match the SQ supplied key, moving to check a next remote key;

if the third remote key matches the SQ supplied key, clearing the Valid bit corresponding to third remote key
in the remote key Memory;

reading and comparing a last remote key from the remote key Memeory with the SQ supplied key;

if the last memory remote key does not match the SQ supplied key, moving to determine whether all Vis are
done; and

if the last remote key matches the SQ supplied key, clearing the Valid bit corresponding to the last remote
key in the remote key Memory and determining whether all Vls are done.

. 35. A host-fabric adapter, comprising:
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of said remote system via said switched fabric, and

a Receive Queue utilized as a "responder” which receives requests for messages from normal sends,
RDMA reads and RDMA writes from said remote system, via said switched fabric;

wherein said Micro-Engines comprise:

a Send Queue (SQ) Micro-Engine arranged to control operations of the Send Queue (SQ) of the work
gueue pair (WQPY); and

a Receive Queue (RQ) Micro-Engine arranged to control operations of the Receive Queue (RQ) of the work
queue pairs (WQP);

wherein said remote key manager contains a remote key memo for storing stores remote keys utilized for
comparison with remote keys included in work requests for key validation;

wherein said remote keys are used to identify an appropriate page for virtual to physical address translation
for outstanding data transfer operations including RDMA read/write operations;

wherein said work requests are posted in a form of descriptors for normal data transfer operations, such as
normal sends, RDMA writes and RDMA reads, or in a form of Bind descriptors for non data operations,
such as moving or invalidating "Memory Windows" within particular memory regions of a host memory of
said host system on the Send Queue (SQ)} to restrict RDMA data transfer operations;

wherein said remote key manager is activated to check the validity of remote keys by:

determining if a descriptor posted at the Send Queue {SQ) is a Bind descriptor for a non data operation;

if the descriptor posted is not a Bind Descriptor, processing for a normat data transfer operation, such as a
normal send, a RDMA write and a RDMA read;

if the descriptor posted is a Bind Descriptor, determining if the "Memory Window" is invalidated;

if the "Memory Window" is not invalidated, noting that the "Memory Window" is moved and performing
writes to the host memory of said host system to move the "Memory Window";

if the "Memory Window" is invalidated, performing writes to the host memory of said host system to destroy
the "Memory Window";

searching through all outstanding RDMA operations which use the "Memory Window" to identify a remote
key which used the "Memory Window";

if the remote key which used the "Memory Window" is identified, invalidating the remote key until all remote
keys are invalidated;

if no remote key is identified, completing invalidation of all the remote keys and returning to being idle; and
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if all remote keys are not invalidated, returning to search through all outstanding RDMA operations which
uses the "Memory Window" until all remote keys are marked "invalidated" so that no new remote key or new
work queue pair (WQP) can come in and use that "Memory Window";

wherein said remote key manager is activated upon a request for key invalidation from said SQ Micro-
Engine to invalidate remote keys by:

initiating a Protection Domain (PD) compare between the Memory PD and SQ supplied PD of a Virtual
Interface (VI);

if the Memory PD does not match the SQ supplied PD, skipping processing the remote keys for that VI, and
determining whether all Vls are done; and

if the Memory PD matches the SQ supplied PD, reading and initiating remote key compares sequentially for
all remote keys associated with that VI for key invalidation.

36. The host-fabric adapter as claimed in claim 35, wherein said remote key manager initiates remote key
compares for all remote keys associated with that VI by:

reading and comparing a first remote key from the remote key Memory with the SQ supplied key;
if the first remote key does not match the SQ supplied key, moving to check a next remote key;

if the first remote key matches the SQ supplied key, clearing a Valid bit corresponding to the first remote
key in the remote key Memory;

reading and comparing a second remote key from the remote key Memory with the SQ supplied key;
if the second remote key does not match the SQ supplied key, moving to check the next remote key;

if the second remote key matches the SQ supplied key, clearing the Valid bit corresponding to the second
remote key in the remote key Memory;

reading and comparing a third remote key from the remote key Memory with the SQ supplied key;
if the third memory remote key does not match the SQ supplied key, moving to check a next remote key;

if the third remote key matches the 8Q supplied key, clearing the Valid bit corresponding to third remote key
in the remote key Memory;

reading and comparing a last remote key from the remote key Memory with the SQ supplied key;

if the last memory remote key does not match the SQ supplied key, moving to determine whether all Vis are
done; and

if the last remote key matches the SQ supplied key, clearing the Valid bit correspondmg to the last remote
key in the remote key Memory and determining whether all Vis are done.
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