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SYSTEM 5 Techni cal Fi'eld The present i nvent iBANUGHILAN
to, for exanple, an information storage nedi um;gabd ed
an 1C card and having a built-ip IC (Integrated

Circuit) chipwith a nonvolatile data nenory anda  ———
control elenent such as 10 CPU. Mreover, the pres

t ent
invention relates to a [ progessin ystem m m
conposed of such an i%f}g?%a :T%nf s?o’?atgegrgd! um a_rl ““ \“\““\““\““\\‘“‘\\“\
medi um processing device called a reader/witer and *Goooo2*

whi ch records data in the information storage nedi um

and whivebryEadsy detGRASE SURH Gy | Anb NG b PERT PREEEES TG SYsSTEM
storage nedium Background Art In recent years,

secure |1 C cards (contact type and non-contact type)

have been prevailing remarkably. These I C cards have

a nonvol atile nmenory thatTeamheodd 20-data even when

power supply is cut off, a communication |I/F that can

communi catBanipteserteaderdnridrerse lateeonig,0l f@f e®idple, an
such as CPU which perforns various operations, ROM

t hat Stiores toser &bomas ogrchin farl 1eRU.an dnd cRAM tahal having
tenmporarily stores data. 25 |1 SO | EC7/816-4 specifies

the ottt o BE (Etammat@ad Hincaditas chigatwdth a

structure for, _accesses via conmands. A record type

st r udtirveLat ihe, &4t as fSRSw @nd a control element such as

CPU. Moreover, the present invention relates to a

medium processing system composed of such an
information storage medium and a medium processing
device called a reader/writer and which records data in
the information storage medium and which reads data
stored in the information storage medium.
Background Art

In recent years, secure IC cards (contact type and
non-contact type) have been prevailing remarkably.
These IC cards have a nonvolatile memory that can hold
data even when power supply is cut off, a communication
I/F that can communicate with a reader/writer, a
control element such as CPU which performs various
operations, ROM that stores operation programs for CPU,
and RAM that temporarily stores data.

ISO/IECT7816-4 specifies the concept of EF
(Elementary File) as a data structure for accesses via

commands. A record type structure, a linear structure,
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2 and a cyclic structure have been defined for EF.

1 SO I EC78' _6-4(2005) has a new additional concept of

EF for a data object structure. That is,

| SO | EC7816-4(2005) has the additional basic concept
of 5 a data object structure conposed of several data
of a TVL data structure corrpose%j of a tag section, a
| ength section, and a val ue section. The tag section
describes a tag (identification information)

I ndi cat | ety of data._ _The | ength .section

st or eagl C{ % C&’é:tqé ClOgoclerélr%;:tuﬁceofn atvlﬁee%gg a%fr'd‘rn&ii it R -

val ue sectq hey | al Ctj stores the .process
target dat ascg(]/\‘/\}rEl te '06\r/84 (lr@g?qdzﬁag{.a kledvataélt%lb‘]lébé]ta j goneept

nor med i &ty eved by or3Reg fsseifaa%t he valye of; the

tag. For exanple, a technique for the retrieval 'of a

15 dats /afjcerdl 6-51 @io9e)) 0884 ithel Rlid:1RAlonAPRR1 KAk ept of
Publ i cati on No. 2004-178101. A sunmmary of the

techn queadicicleseddrmcipte BahmpolRRl Bf KGAIral data of a
Publ i cati on No. 2004-178101 is provided below. An IC

car d Tdadert ar eadsica ufriel eonposkededfi B aagecediivg, 2@ length
section of an IC card through communication with a
mai n segdritorol agecta orlutheekCicar.d Teadergr egicstiens a
repetitive read execution comand in association wth
r egi stosattii®e snantyads . (19entédd cenflonminifonmarn iwhi) chntheating
position of data to be read_is unspecified, fromthe
| C 25hCartdP Ik Fet@ar d Theadengit8cEir¢dd Onf sémreRe thai Aata
control section, an interpreter execution command
i ncl L}(ﬁnﬁgj%a FediP§t P PoR “RERBer Nah@es Jodiei €8ctépn- The
. value section stores the process target data (write or
read data). A data object is normally retrieved by
specifying the value of the tag.

For example, a technique for the retrieval of a
data object is disclosed in Jpn. Pat. Appln. KOKAI
Publication No. 2004-178101. A summary.of the
technique disclosed in Jpn. Pat. Appln. KOKAI
Publication No. 2004-178101 is provided below. An IC
card reader reads a file recorded in a recording
section of an IC card through communication with a main
control section. The IC card reader registers a
repetitive read execution command in association with
registration numbers. To read information in which the
position of data to be read is unspecified, from the IC
card, the IC card reader receives, from the main

control section, an interpreter execution command

including a registration number and specification
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3 information to be searched for. The |IC card reader

‘uses the registered read execution command to search

for a data object in an IC card file having the
specification information. The IC card reader then 5
returns the data object to the main control section as
an interpreter execution response. Disclosure of
Invention |1SO | EC7816 defines EF concepts as a nethod
for managing data in the nenory in the LC card. Anggg
the .10. EFs,, particularly for the data object type ,
to rettiBvE s Gat® %{?J EERr s Vi ie dihe HE tca?gfqpeﬁeader
t he ta.qQbject .is specified to retrieve the data
obj eéltdsgs Ilflf)%]v(é/evréerg,‘Stsaﬁe ST tRGE SPSPETCIFYiSgaRe A wearch
of t refr.ieve.the d obj ect. .i s not. so

Cane P S the Soaiito G q Re Fagate Ty the

efficien cause e va .
@h%CtICI %ak%%l %Cece elsrgda[hgn

speciddeed BVery 4 q%fo:rﬁg;%%!

0
is retrieved. An objec the present” inventi

sol veetidting RHeblemat epRERY d¢ and QEQBW%E%%Qcﬁt%%%%%on as

medi um and a nedi um processi ng system whi ch enable

ef fi einenhte2@ dated Lebbihevah rHgJddfor mtion storage
medi um and nedi um processing systemaccording to the
present invention amd searfd gy edk asyAascrdbed bel ow.

(1) The information storage nedium (1 C card) 25

accor di ng IS® ATHE TBrlés elett inmse MH aoreeiys $6S aameahdd for

mai n body in which a nodule is enbedded, the nodul e

conpFiRSRed NSt deage ineahs memostyorinnghei ISt cdatia  Among the
EFs, particularly for the data object type EF, to
retrieve a data object, the value of the tag for the
data object is specified to retrieve the data object.

However, the method of specifying the value of the
tag to retrieve the data object is not so efficient
because the value of the tag is specified every time
the data object to be accessed is retrieved.

An object of the present invention is to solve
this problem to provide an information storage medium
and a medium processing system which enable efficient
data retrieval.

The information storage medium and medium
processing system according to the present invention
are configured as described below.

(1) The information storage medium (IC card)
according to the present invention comprises a card

main boedy in which a module is embedded, the module

comprising storage means for storing first data
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4 conprising a data structure (TLV structure data)

“including identification information (tag) which

identifies process target data, length infornmation
(length) indicating data |l ength of the process target
5 data, and the process target data (value), second
data succeeding the first data $nd conprising the
same data structure as that of the data structure of
the first data, and third data succeeding the seﬁond
data and _.conprising _the sane data structure as that
of tIETRILEY & FICFUFE B HHE (TS Shatkcure data)
co i cati. ans .f.or.__communicating with a nmedium
I e M s E L e

prOC%%§DQQ§EE%P§r%%%ssa%%§§§%n%é%%e er%% :Ft%%%%%tion

data inclu t he secon ata ol the

first 1comm diﬁ@ﬁ%EYQQg %@t%iQngﬁggggﬂg%EC%&%%%ss target

means, the first conmand speci

| dentdiaftiaGatinen thaf grERkisan tanglwded tian (vhhgesecard sy data
data and ordering processing of the process 'target

dat a siueckededg nhehgiseeond tdatad a2Bdor3dhsga¥ent lshme data
the process target data included in the 20 first data

on tberbasuseohsathaecond commandar eceuvedreVviod the first
comruni cati on neans, the second conmand including a
preceditag spdcithiicdt Hehaasd coederingg thpr eeessidngagh and
the process target data. (2) The information storage

medi GRMREASLAPNGNE0SaRs BR&apsésantuiravent tbat of the data
conprises a card nain _body in which a nodule is
enbeddEHCTPRE RbdGNE EbKBE SPhRg, semmagécrsans fiemns for

[ first data conprising a data _ '
Storkg%munlcatgng wgtgpa med%um processing device

(reader/writer), and data processing means for
accessing the process target data included in the
second data on the basis of a first command received
via the communication means, the first command
specifying the identification information included in
the second data and ordering processing of the process
target data included in the second data, and '
subsequently the process target data included in the
first data on the basis of a second command received
via the communication means, the second command
including a preceding specification and ordering
processing of the process target data.

(2)  The information storage medium according to
the present invention comprises a card main body in
which a module is embedded, the module comprising

Storage means for storing first data comprising a data
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5 structure including identification informtion

"which identifies process target data, |ength

information indicating data | ength of the process
target data, and the process target data, second data
succeeding the 5 first data and conprising the sane
data structure as that of the ta structure of the
first data, third data included in the process target
data in the second data and conprising the sane data
structure as that t he data structure of the first

dat a, tF&ﬁFPﬁedépﬁlfglPHcPS&Q&lIﬁC@ﬁéoﬁr&@e9§m@§ﬂ§@tWhlcn

data.iy the.second data _and Suc eedi.n the third
dat o, RS STt ASCA" CORFFTSITG v hd Siidl dargmnation

SUIUGhiie-a9,bnat of 1L0g fata (gL ucture of gggg W3t and

dat a, ata cee I nNg sec

CO”DE%%'BQOEQ%SS%EEﬁe%t@a%gru%%%%%oléa%% E% Lgethe

data structure of first data conmuni cat on

for @QW@QnHQ%E'ﬁﬁdeBRp§1§§9bu%hep%gﬁﬁs%bQ% g%%b%@ure as
and data processing means accessi ng the process

t ar gethadaba knel uded bﬁrbh%u&@lbé tdat #1013+t hgthaskg; rq
of a first conmand received via the 20 conmuni cati on

meansiatbhentilusedcanmand speeekyi Rgrigk® data in the second
identification information included in the third data

and deder eng prupessing ohet bempr deess stangetirdakd that of
included in the third data, and subsequently the

proc&ss ﬁaﬁgeﬁtﬁaﬁéuwﬁcbudédelﬁlthe fieteh datatondthe

25 basis of a second command received via the
comuAFe4E6PEn 1RehRs, PERECSECEAEIEENRAlE iincl-bei mgcand data

succeeglng ge0|f|cat|on and orderln proceSS|ng of
t he cceeding the third data, fourth data

comprising the same data structure as that of the data
structure of the first data, and fifth data succeeding
the second data and comprising the same data structure
as that of the data structure of the first data,
communication means for communicating with a medium
processing device, and data processing means for
accessing the process target data included in the third
data on the basis of a first command received via the
communication means, the first command specifying the
identification information included in the third data
and ordering processing of the process target data
included in the third data, and subsequently the
process target data included in the fifth data on the
basis of a second command received via the
communication means, the second command including a

succeeding specification and ordering processing of the
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6 process target data. (3) The information storage

“medi um according to the present invention conprises a

card nmain body in which a nodule is enbedded, the

nodul e conprising 5 storage nmeans for storing first

data conprising a data structure including
identification information whic identifies process
target data, length information " indicating data

| ength of the process target data, and the process

targ , d a succeeding the 10 first data

and ?%ﬁ%%%§i§§%®%2 g%%%'data structure as that of the
data structyre t; first. dat jr ata _i ncl uded

in the prg(ggss T?lger glglt%oéjg{a}llogl t éjéagiceognc?dqélg} &5Rg N9 to
conpkinsi RG S t;a St I .t .

dat a str%cfﬁ%%to?%?ﬁg%ﬁ?PsFOggng%Fgér%ﬁ§§a&§lf5g%dy +n

i ncl udedni B HRUDEOGESSrbaktgRl, dathd idduie seqeRdsdata
and succeeding the third data, the fourth data
conpstskageth@a&anﬁoda@ao&ﬁh@cﬁu&%ta@akaahoﬁbrﬁg@ngabadata
structure of the first data, and fifth data succeeding

t he sécondudat anaiddiogphdeintg ftilke tdane iddbamstibvet Whech
20 as that of the data structure of the first data,
comidepatforsnparseker teomrtindeati, ng ewigth anfedinamion
processi ng device, and data processing neans for
acces8fngathegpretassenateridabe prokcededtimgehedata, and
first data on the basis of a first command received

vi a the P5CERRuRrEgeTtoAakBansecPRd Piicst suorraAdng the

spech¥%Eg the identification information included in

the fi data 23Ad°BFREFFAGIpLbEessMRgdarat RETBFERESSS
targghagag? the data structure of the first data, third

data included in the process target data in the second
data and comprising the same data structure as that of
the data structure of the first data, fourth data
included in the process target data in the second data
and succeeding the third data, the fourth data
comprising the same data structure as that of the data
structure of the first data, and fifth data succeeding
the second data and comprising the same data structure
as that of the data structure of the first data,
communication means for communicating with a medium

processing device, and data processing means for

1

accessing the process target data included in the first
data on the basis of a first command received via the
communication means, the first command specifying the
identification information included in the first data

and ordering processing of the process target data
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the basis of a second command received via the
comuni cation neans, the second comrand including a 5
succeedi ng specification and ordering processing of
the process target data, and subsequently the process
target data included in the fourth data on the basis
of a third command received fromthe comuni cation
means, _th ncl udi ng a succeedi ng

ourth co nd | _
speci*?%%ﬂ§%#1%ﬂ)t order | ﬁncﬁﬁﬂﬁﬁ?ﬂfQﬁl%lﬁ?ceiilng the
proc et ta,, the. d ta pracessing neans, after
t he g%gocéeeg%go?art e (] mccglrﬁga“ e %?ﬂeo:j d%élqﬂ?;a on the
acce Q the progess t t ta.incluyded . in the
fiftﬁéﬁggzcggggégbn §1é§ﬁh md?%ﬁ%%ﬁgxiggéﬁ&gﬁavia t he

C oMM GAL 107 tRAN Spe Af2e ]c%éaf %géégqc%m@% q%&%dggfa

succeedi ng speci fication an ring processing

the phocessiiidf gfedatidatath RId &rdd18 R 06833 Ui '@ ¢ the

first command, inhibiting an access to the process

t ar gefrdiadss itaclgedediacn ,t hed ididtse i 1RAsed PrRess
fifth command recei ved via the 20 comuni cati on neans,

t he fidtdetcammnd naicldedi dg aheprreceditngiaspedinf it¢at iRRkis of

and ordering processing of the process target data.

(4) Fhéhmdi worpreocessioed vy tfemmacter dionguing dahe on means,

present invention conprises an information storage 25 .

medi (S SRVt wprenasar d nediveibgdy ismosleieching mpeigli€ication

is enbedded and a nedi um processi ng device which

records F&eFing PROGEsENPatiok st Brage ssedipweandata, the

[ r .

Whlc%at%?%%oce551ng means, after the process of the third
command, inhibiting an access to the process target
data included in the fifth data based on a fourth
command received via the communication means, the
fourth command including a succeeding specification and
ordering processing of the process target data, and
after the process of the first command, inhibiting an
access to the process target data included in the first
data based on a fifth command received via the
communication means, the fifth command including a
preceding specification and ordering processing of the
process target data.

(4) The medium processing system according to the
present invention comprises an information storage
medium comprising a card main body in which a module is

embedded and a medium processing device which records

data in the information storage medium and which reads
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storage neans for storing first data conprising a data
structure including identification information which 5
identifies process target data, |length information

i ndicating data | ength of the process target data, and
the process target data, second data succeeding the
first data and conprising the sanme data structure as

t hat of, _t ta.structure of the first data, and

third 16 gfg%gﬁé%egggn3%%%5@5&%9&1%ﬁﬁ%?%ﬁuﬁeé&um’ the
conprj S truc S t of the . .
COMPHCENG UIe (ST » b SIS A R P ine
Means; tfo@fa feO MBARISC Ao NG+ oW 11} tﬁerﬂf%@ AU o data

devi ce, and data processing Teans for accessing

processuanget igatiading Yeathd e s g, secidhdatdh Qhich

the basis of a first command received via the first

comminriegatiisade sTpanse skhe afddest dBemmand GRECHH o figh e,
identification information included in the second

dat a iawd carderg nig tar deessineg Oft hd herdyaeess d@itgelata, and
data included in the first data, and 20 subsequently

t he phecegaeasgehrdetadand udeddmi tdeera fducteothitray ahe

the basis of a second command received via the first
commidriréat i9G ameanls Combe isdaen o heo rmamed datec|divmg- e as
precedi ng specification and ordering processing of the
procédett gigdheddead BheéUrEdnsmaas tgﬁocfés}fﬁtngiad@ﬂ @ad third
conprising co nd geperating neans for generating

the FFPSt SHAT-S80BRd CoMAEIIch i [e Gt COMDT15ing the same

myni [ : nyni_cati on with the
co dg%%a%%%%c%%%gsagogh%% of %e data structure of the

first data, first communication means for communicating
with the medium processing device, and data processing
means for accessing the process target data included in
the second data on the basis of a first command
received via the first communication means, the first
command specifying the identificétion information
included in the second data and ordering processing of
the process target data included in the first data, and
subsequently the process target data included in the
first data on the basis of a second command received
via the first communication means, the second command
including a preceding specification and ordering
processing of the process target data, the medium
processing device comprising command generating means
for generating the first and second commands and second

communication means for communication with the
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9 information storage nediumto input the first and

'second conmands to the informati on storage nmedi um (5)

The nedi um processi ng system according to the present
i nvention conprises an information storage 5 nmedi um
conprising a card main body in which a nodule is
enbedded and a nediunmprocessing)device whi ch records
data in the information storage nedi um and whi ch reads
data stored in the informati on storage nedium the

nodul.e of t Information st.orage medi um _conpr.i Sin

10 stlglrf%gjrgl a%teéLéDr?s Sfocc?rraﬁeoﬂeﬁjgl% %& LA &gﬁp&i%isﬁg%é‘d
dat a ruct [ i [ tification.nformtian
whi o1 S é‘sf‘q‘?r ;E%egglet g?‘g&r;“é‘a“tl&n ISRt e el

i nfornmation, i nd{Lcatd ng, r%éees%qg& cga/agtt;éer‘n R QG é]%dl% fo the

target data, and the process tar secon

succepdisRg tt he vk tfildrstc E@s%%da%oqﬁﬁdyﬂglﬂdﬁe§%3P%ge
data structure as that of the data structure of the

firstedatan ddnprd sidat @ idaglquded nl Bddie iR Q8% Lan@elile is
data in the second ata and conprising the sane data

st r ueirieeldasl tnat 0medihe gabaesihiuet Weer ik wWhe dhi kSlcords
data, fourth data 20 included in the process target

dat a dartat he séeond fdatra t iand ssocagedimrg itire ahlkil Wthich reads
data, the fourth data conprising the sane data

st r uiaiee s§9 neldati noft iehé ndatraia tsonusttwra gef rellg ufi, r she
data, and fifth data succeeding the second data and
conpficsiudg Phe tdsnd ndaraastracstrsags aedim cofiprieing
data structure of the first data, first comunication
nmeans YP6RIE0 MFGRISC 0N § BRIFLR Ot Ré TfEdiP@ke sopeedsiing a data

devi ce, and _dat.a progcessi, ns faor
s%ructure including 1g%ng? 1catgon information which

identifies process target data, length information
indicating data length of the process target data, and
the process target data, second data succeeding the
first data and comprising the same data structure as
that of the data structure of the first data, third
data included in the process target data in the second
data and comprising the same data structure as that of
the data structure of the first data, fourth data
included in the process target data in the second data
and succeeding the third data, the fourth data
comprising the same data structure as that of the data
structure of the first data, and fifth data succeeding
the second data and comprising the same data structure
as that of the data structure of the first data, first
communication means for communicating with the medium

processing device, and data processing means for
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10 accessing the process target data included in the

‘third data on the basis of a first command recei ved

via the conmmunication neans, the first command
specifying the identification information included in
the third data 5 and ordering processing of the
process target data included insthe third data, and
subsequently the process target data included in the
fifth data on the basis of a second command received

112, Shec QM GaL Bh eaDs, e Second COMIG. v s

i ncl uding a succee

D 00BNl N 8asRE06e08. FALAR! ARtAnd N2 HEET, 1o, the

processi ng deVICe COUprSIﬂg conmman gen
for &%&%ﬁ%ﬁb@%ibREmeEhE§ttﬁ@df§%%%n@oﬁgg%%ngﬁe%ﬁgﬁipﬁethe

second comruni cation neans for communicatio

i nf onERkhicaF i$helkage i AT orRdic¥ht @ niciRkkdt Re fhestnand gata
second commands to the information storage nmedi um

(6) Ehe oedielinpr @eesesBgngysiremaceeidrd tarbBe data
present invention conprises an information storage

medi umcéanpdi shngha catddmaknabodyidi Bunkiegheatmmduhe

is 20 enbedded and a nedi um processi ng device ich
recopdeocedat dairgethdaiaf onmadtidend shotage foedhuaraadon the
which reads data stored in the information storage

medi B@sichef Aodetendf commandf oematived stier abe nmedi um
conprising storage neans for storing first data
conpfFPEMHE1§28arR PSa8Er uehar eerppHugemgand including a
identification information which identifies process

t ar g8PCG5F i "PefRBRIEAFBF HAFI BRY PREPEAPBNGTAGEASiIng of the

leng%?oggs%h%aggggeégtg?rggg %gaghmaggocessing device
comprising command generating means for generating the
first and second commands and second communication
means for communication with the information storage
medium to input the first and second commands to the
information storage medium.

(6) The medium processing system according to the
present invention comprises an information storage
medium comprising a card main body in which a module is
embedded and a medium processing device which records
data in the information storage medium and which reads
data stored in the information storage medium, the
module of the information storage medium comprising
storage means for storing first data comprising a data
structure including identification information which
identifies process target data, length information

indicating data length of the process target data, and
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11 the process target data, second data succeedi ng
the first data and conprising the sanme data structure
as that of the data structure of the first data,
third data included in the process target data in the
second 5 data and conprising the sane data structure
as that of the data structure the first data,
fourth data included in the process target data in
the second data and succeeding the third data, the

Do q
that OF DROCAEEACEO0Er G80er o SOrO e Cp TPt UgAE RS RAdthe

' : ' 1€ . in
the. canet AP Se R, Fomptig RELaRY HahB BRLCOIPLEELES 2

of t@ﬁaﬁi6§ttg@téatgiEEEucﬁggguB%C@EEo@igggnéaggt thérd
h th an

comruni cating wt e nedium processing device,

datadﬁEQC§§§hGGeHE§HStE@rﬁ%gcéggeﬁﬁkﬁgttBgtgrgﬁeﬁﬁe second
target data included in the first data on the basis

of adhktbeshneoaBRpdiEeagi ¥Rd V“haet BEtaf EShcture as that of
comruni cation neans, the first comand specifying the

i denthki dateontintonpat bonthackuded datbherblursh qdaka
and ordering processing of the process target data 20

i ncl ddeduidadt he thesprdatas sebgequeathyiaceckssksagohbedata
process target data included in the third data on the

basi 8ngf sucseedndgcohnrmhtirdcdrted tha fherth data

conmuni cati on neans, the second command including a
succEelPr§SspecFipcagmendand 6FdBfFtRgeprecebatngiothe data
the 25 process target data, and subsequently the .
proc8§EUCtBFgePtdala fhEPtdeaten fRe fbdhEhndakpasefceeding

i [ i f t he
Egﬁngﬁggg?géﬂdﬁgéﬂéfgngogggggigﬁﬁg'¥ﬁg sgggwdata structure

as that of the data structure of the first data, first
communication means for communicating with the medium
processing device, and data processing means for
accessing the process target data included in the first
data on the basis of a first command received via the
first communication means, the first command specifying
the identification information included in the first
data and ordering processing of the process target data
included in the first data, subsequently accessing the
process target data included in the third data on the
basis of a second command received via the
communication means, the second command including a
succeeding specification and ordering processing of the
process target data, and subsequently the process
target data included in the fourth data on the basis of

a third command received from the communication means,
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the third command i ncl uding a succeedi ng
-specification and ordering processing of the process

target data, the data processing neans, after the
process of the third command, inhibiting an access to
the process target 5 data included in the fifth data
based on a fourth command receiged via the first

conmuni cati on means, the fourth

command i ncluding a

succeedi ng specification and ordering processing of

fir
tar

S
g9

the process target data, and after the process of the
et o

t RRPBFt tRGLRAINg0 2acEESSHd nhePpEadasgt ion

dat a based on a

0
included in the fir

t dat
ot RN s R BEOERSoiA% RE BhPsPLocsmRuREdtr gfiata, the
mean ’tEh fifth

mand _i ncl_udi_ng recedin

. | .
specifica FSﬁeiﬁéggr.SPPﬁg ng8§sépggpgpcﬁf§ O%r6883§hlrd
targ%bmﬁ%%@y Egﬁiggggﬂg}gﬁ?%gég%ggtge¥h%egﬁSF§FFn§aFﬁ8t

conpri sing conmman

means for g

firShat§e§9@@pdEB!Eﬁ,tB@UEE?thaBQtBiEBQeEP%Haafﬁﬁ%?ﬁg

second commruni cati on neans

or conmuni cati on

| nf OEAkiAR $teEagednedhurhEo £l pRUL cbRBLREESE o586208s, the
third, fourth, and fifth commands to the i nfornmation

20 stfenage oefindmd BhtehidDagChi BLkeBeainbr 8WeR9$:iELGion and
1 is a block diagram schematically showi ng "the .

conf iogdeatingnpobcanstiEgcardtagspesréprdiciFyepr a6€sSi Afd
systenm) according to an enbodi nent of the 25 present

i nvenatiten; tREGpra2ckssaobl bk diagtanvsshednt iadlibyting an
showing the configuration of a card reader/witer
accoP@rR§St 80 the process target data included in the first

data based on a fifth command received via the first
communication means, the fifth command including a
preceding specification and ordering processing of the
process target data, the medium processing device
compriéing command generating means for generating the
first, second, third, fourth, and fifth commands and
second communication means for communication with the
information storage medium to input the first, second,
third, fourth, and fifth commands to the information
storage medium.
Brief Description of Drawings

FIG. 1 is a block diagram schematically shéwing
the configuration of an IC card system (medium
processing system) according to an embodiment of the
presént invention;

FIG. 2 is a block diagram schematically showing

the configuration of a card reader/writer according to
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13 an enbodi nent of the present invention; FIG 3 is
a bl ock diagram schematically showi ng the
configuration of an I C card according to an

enbodi ment of the present invention; 5 FIG 4 is a

di agram showing a first exanple of EF for a data

obj ect structure stored in a nonyolatile nenory; FIG
5A is a diagram showi ng a secon&l3exarrpl e of EF for a
dat a obj ect structure stored in the 10 nonvol atil e

menory; 5B is a diagramshow ng a third exanple
of EED @&boglé“z%né 6] &6 Bregentr é nSIERE®Tin t he

nonvol ati | FIG 6 js a state transition
di agr am sﬁ—gw ? a‘ﬁy a1 e ey P dreeds 3 nhe g ing

datat%howrgmfnl di a

i || ust rating I%Jrear%ﬁtn |Oﬁ 3“ g?nﬁftﬁjitaé:&oﬁiﬁ‘nsgt el e.
BeStéyﬁgﬁygﬁ%lC%kr¥%%gt§% AN l%%%ﬂ%kﬁf gg A

enbo t e present i nvent. descri bed

belo“’mﬂtQWVef%r%QP% %@.%@% Sé%@dﬁﬁﬁtﬁ]é%réh 5&5%5Le of EF

bl ock di agram schenat i how ng e configuration

of aFdrCaCaia a5 yo3tie®r( BRIhR + YREOCESSHNRY 1SY St 8hvolatile
according to an enbodi nent of the 25 present

i nvertem@iy ;As shown in FIG 1, the IC card systemis
conposed of a termnal 1 and an IC card 2. The
term nal FIanma ses aa digigtafhodholling iy bkample of

EF for a data object structure stored in the
nonvolatile memory;

FIG. 5B is a diagram showing a third example of EF
for a data object structure stored in the nonvolatile
memory;

FIG. 6 1is a state transition diagram showing an
example of an access to the EF data shown in FIG. 4;
and

FIG. 7 is a diagram illustrating movement in a
constructed TLV structure.

Best Mode for Carrying Out the Invention

An embodiment of the present invention will be
described below with reference to the drawings.

FIG. 1 is a block diagram schematically showing
the configuration of an IC card system (media
processing system) according to an embodiment of the
present invention. As shown in FIG. 1, the IC card
system is composed of a terminal 1 and an IC card 2.

The terminal 1 comprises a main body 11, a display 12,
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14 a keyboard 13, and a card reader/witer 14. The
termnal 1 is configured to be communicable with the
IC card 2. The termnal 1 transnmits and receives data
to and fromthe IC card 2. 5 The main body 11
executes applications and inputs and outputs data.
The display 12 displays results of conmunications
with the I C card 2. The keyboard“l3 inputs
characters, nunbers, and the like to the main body
11. The card reader/witer 14 comunicates with 10
the PCkeaR®ard %G apdi ¢ ganiboleanaytham wohdfat | Gdid y
shomﬁn%:,th configuration of a card reader/witer
accorGiy lan SerpBdiLRERe Bt Q e FreguHi qaRlentiigih the IC
As shown in FL.G 2, the_card reader/witer 14
conpFisss % cé[j Cadt IS NGdcth diF APt W rficedgas slata to
142, 143, ROM_144, and a nonvol atile nmenory 145.
FIG ° |$€§Wﬂ§§§<l |§§F§W&Schenatically showi ng the
confi gur at f..an | r ccarding to an . .
enbodinengh%$rgﬁglg¥% e%? %ﬁ%%%q¥%%. LHow 5 &t inputs
FI G C.C 2 C ri o 1 [ ,

add e e card 2 copp F 14 A rfO% q%]sg%néﬁ{sl %Léé:%:&écss of

a control section 22 having a“co

CPU, cBAMu23 caROMn2d . iaRd ta cnany latd 12 mmrx(e@%o%w 13
as EEPROM FRAM or a flash nenory. The contac

sect iiaputél c@lfarfameci@r,dnﬁﬁ@é&l’d,\/\ﬁéﬁcﬁrthe_zii% it$ @he main
i nterface connected to the contact section 21 of the

| C cardiy?2 1tlo t Mars tatrddata deetAvednr drhe cacthmunicates with
reader/witer 14 and the I1C card 2. The contro
the IC card 2.

FIG. 2 is a block diagram schematically showing
the configuration of a card reader/writer according to
an embodiment of the present invention. As shown in
FIG. 2, the card reader/writer 14 comprises a contact
section 141, a control section 142, RAM 143, ROM 144,
and a nonvolatile memory 145.

FIG. 3 1s a block diagram schematically showing
the configuration of an IC card according to an
embodiment of the present invention. As shown in
FIG. 3, the IC card 2 comprises a contact section 21, a
control section 22 having a control element such as
CPU, RAM 23, ROM 24, and a nonvolatile memory 25 such
as EEPROM, FRAM, or a flash memory.

The contact section 141 of the card reader/writer
14 is an interface connected to the contact section 21
of the IC card 2 to transmit data between the card

reader/writer 14 and the IC card 2. The control
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15 section 142 generates various commands on the

basis of instructions fromthe main body 11. RAM 143
tenporarily stores, for exanple, data transmtted by

the IC card 2. ROM 144 stores control prograns to be 5
executed by the control section 142. The nonvol atile
menory 145 is a nenory that can hold data even after

power supply has been cut off. The control section 22

of the IC card 2 controls a witing operation and a
readi ng operation on the basis 10 of various commuands

t ransEatied By 2t lgencared eseaderi/oms tcemrbshdsRAM 2Bhe basis of
tenporarily stores, for exanple, the results of
procé§§§§lé¥ééwﬁedrﬁw ithe megm meldysddt-i oRAPR.14ROM 24
stores control. prograns to be executed by the contro
sect ("GHPPFarild FoMFSISat iflcd B ety 9p%a) sr@n@mgﬁ;rt)ﬁd by
t hat can oId da a even after power supply has been

cut I |tzs a "Aragridm Srdfisn g8 triorls Pr&@é@ﬁlse to be
of EE for abj ect structure stored int

nonvola L“d n% J TSK&RT IR Rré- 4T%Fh€°“V°latlle

nonv | Ly .2 t for.e I first
datag%%%rlseco Sdatge%§§§ % R g égﬁg g@BeV?WéaLter
firs N lud [ t|f ation information
(TI)%}hat |d glfﬁe§ %%ggegg% téFget data, length

i nformati ane ldohddi Galdingt e datad ergth of A&t ro1s a

process target data, and the process 25 target data
(M) wrlithinlgaobgrathensegend dabaize? opkRakid@Son the basis

identification information (T2) that |dent|f|es

process vhatigets datazndengtrhnishfiereat bgn thk2kard
reader/writer 14. RAM 23 temporarily stores, for
example, the results of processes executed by the
control section 22. ROM 24 stores control programs to
be executed by the control section 22. The nonvolatile
memory 25 is a memory that can hold data even after
power supply has been cut off.

FIG. 4 is a diagram shbwing a first example of EF
for a data object structure stored in the nonvolatile
memory 25. As shown in FIG. 4, the nonvolatile memory
25 stores, for example, first data 251, second data
252, and third data 253. The first data 251 includes
identification information (T1l) that identifies process
target data, length information (Ll) indicating the
data length of the process target data, and the process
target data (V1). Similarly, the second data 252

includes identification information (T2) that

identifies process target data, length information (L2)
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16 indicating the data Il ength of the process target

data, and the process target data (V2). Simlarly,

the third data 253 includes identification

information (T3) that identifies process target data,

l ength information (L3) 5 indicating the data |ength

of the process target data, an? the process target

data (V3). The second data 252 Succeeds the first

data 251. Furthernore, the third data 253 succeeds

t he second data g52. For exanple, the identification

i nf or A8 1REy ChE 985PghEATER Chet6 BAC5CSSclaLRAL data,
the sequential relationship bet the_.first data e
251 BR8 THE S5CSRASAEAOI529ara (Re'thi PAMidaraYsshe third
can e m. n fromval ues.(the magnitude, .of t
va|u§§$gfg§%t 8%?888 i%FSS?%%&g?ﬁ%SPn%PFSﬁmﬁFﬁfP ‘?ﬁé that
i dentisfi.cate ' ti 2 nd 155 nf :

| dont CPrCatron PRPOrRS: FaATETa)= Rowl SUErT iefermasdon (L3
t0 FlifiBaraNgaehessata d4ahacni BrEFRENAW JoloF

T 5 e A

st rughdr enbayirBge¥s CNRgter gEiche)w3Pr  bekongi-Rgdt Qata 252
M, and EF1l, EF2, EF3, ... belonging to DF 20 is

conskiigekedsi Ahthgik€tcanda225The gardnehaaeer,/ Whist €hird
14 uses SelectEF to retrieve EF for a data object

st ruditire25Bosuexanppkethet segoassdaed that Eblk esafple,
data object type structure and that the data

st ruther edehtEFicasias showmmehiBhGna4. be25sBilgaed ao the
precedi ng specification will be described. First, the

car ddpéadepfir thag the pepuerappllerelationship between the

first data 251 and the second data 252 and the third
data 253 can be determined from values (the magnitude
of the values) for the identification information (T1),
the identification information (T2), and the
identification information (T3).

Now, with reference to FIG. 6, an access to data
in EF shown in FIG. 4 will be described. As shown in
FIG. 6, a folder structure having MF (Master File), DF
belonging to MF, and EF1l, EF2, EF3, ... belonging to DF
is constructed in the IC card 2. The card
reader/writer 14 uses SelectEF to retrieve EF for a
data object structure. For example, it is assumed that
EF1 is a data object type structure and that the data
structure of EFl is as shown in FIG. 4.

First, a preceding specification will be
described.

First, the card reader/writer 14, for example,
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17 specifies T2 and uses a PutData command to order
processing of data dl (for exanple, bionetric

aut hentication data) . Thus, the I1C card 2 accesses V2
and records the data dl in V2 (V2=dl). At this tine, a
5 current pointer is set at a | eading address of T2.
Subsequently, the card reader/mw%ter 14, for exanple,
uses the PutData comand (prece&ing specification) to
order processing of data d2 (for exanple, bionmetric
aut henti cation _data) (the preceding 10 specification
i's n&@@c&gﬁﬁﬁ g%p &F & BHEPPm maancorirandder
Thus, the IC card 2 _accesses VI to record, 6 the data 2
in VIPTOYESFINY ‘f’%atda]%f, he' 198 &g e'ag)éé&eés“m
posi ti rd wi.th reference to t current
poin%gg%%gggﬁggﬁagI%%ﬁ?ng a§%P§§59ﬁe - CREA B ffricgsses V2

ti”Eanhh%§§£&%%”kp%$?gkggdh?dHPKEQ = %t a%tathis time, a

| eadi ng address o cond, a succeedi'ng

specichirGahi:0R Minltle 0§ 5 @%%Clrajtbead'leﬁc[i%‘:gl faltote&?e%%r%f T2.

reader/witer 14, for exanple, 20 spe and

uses the RuIRAGAMBNGHO HHeIreHOCASSIRG Ofs the r
data dl to be processed. Thus, the I1C card 2 accesses

V2 artamgqer,daiseéat andl putD¥éta (OédmHnd AQrddiigs gl ne,

the current pointer is set at the |eading address of

T2. 2peSuliseguenil)y tot bedear ¢ roeadering idfedat4, dbor(for

exanpl e, uses the PutData comrand (succeedi ng

speciekirgatlieon bl@repedicf iacdathienrt foadmeoan martent (ttheapreceding
specification is made using a parameter of the PutData
command) . Thus, the IC card 2 accesses V1 to record
the data 2 in V1 (V1=d2). That is, the IC card 2
accesses Vi1 positionéd backward with reference to the
current pointer set at the leading address of T2. At
this time, the current pointer is moved and set at a
leading address of T1.

Second, a succeeding specification will be
described.

First, the card reader/writer 14, for example,
specifies T2 and uses the PutData command to order
processing of the data dl to be processed. Thus, the
IC card 2 accesses V2 and records data dl in V2
(V2=dl). At this time, the current pointer is set at
the leading address of T2.

Subsequently, the card reader/writer 14, for

example, uses the PutData command (succeeding

specification (a specification from a parent to a
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18 <child)) to order processing of the data d2 (the
succeedi ng specification is nmade using the paraneter
of the PutData conmmand). Thus, the IC card 2 accesses
V3 to record the data 2 in V3 (V3=d2). That is, the
IC 5 card 2 accesses V3 positioned backward with
reference to the current pointer set at the | eading
address of T2. At this tine, th& current pointer is
noved to and set at a |eading address of T3. Thus,
nunbers are added to the recorded data d2 in 10 order
of ré&gistdat iten dsirn peges seing dr ddsi ggter d2 (the
decreasi ng Tag val ue. Thus, the data d2 al ready

Wi t SRIF RS TGS RSB 1O mien dackn Usd e toss g nspeter of

speci fyi ny of the nunbers. In this manner, the
seri| écgeom%acﬁ“}g@nd 5 ef f1USiret1Sy thc &8L&ed. FaGESses V3
5A is a diagr show. ng .a .second _exanpl e FE for_,a
data%ﬁbfé%¥g§€g%§iﬁpgas@oﬁéHQﬁ% 't é{gﬁdnvg&fﬁla§' the IC

rrermrc%%}?? %Sccse@%\ggoir\/%eggo%tg:%’nfet$%acn%\é%lzgrtiifl e’reference

menory stores, I'rst ata

seco t.hir 3, t : d
Fift %@dg?;aea 2(%‘2" “Fhe pfc’?urn gt%trgeft%g fsthﬁ%:?clnﬁ%gl;ﬁgz%dre% of

I dentyif i cafd ehiinframaat ioR Chbrdrdendiftidid iR @6R%3H to and
target data, length information (L1) indicating the

dat a deangitth 011 d38 ngf G dargetrdata, and the
process 25 target data (V1). Simlarly, the second

data 252 Tmd udesidedentadd caidean dnforaratddaardet?)data d2 in
identifying process target data, length information
(L2) dnsircath npgistration or in order of increasing or
decreasing Tag value. Thus, the data d2 already
written using the PutData command can be accessed by
specifying any of the numbers.
In this manner, the series of data can be
efficiently accessed.
FIG. 5A is a diagram showing a second example of
FE for a data object structure stored in the
nonvolatile memory 25. As shown in FIG. 5A, the
nonvolatile memory 25 stores, for example, first data
251, second data 252, third data 253, fourth data 254,
and fifth data 255. The first data 251 includes
identification information (T1l) identifying process
target data, length information (Ll) indicating the
data length of the process target data, and the process
target data (V1). Similarly, the second data 252
includes identification information (T2) identifying

process target data, length information (L2) indicating
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the process target data (V2). It should be noted that
the process target data (V2) includes the third data
253 and the fourth data 254. Such second data 252 is

5 called a constructed TLV structure. The third data
253 includes identification information (T3)

i dentifying process target datad? | ength information
(L3) indicating the data I ength of the process target
data, and the process target data (V3). The fourth

dat a %4 dat@l J@agthooifdéhe forsutasen tagetmadaten (GM4) the
identifying process target data, |length infornmation
(L4) BuRfissat i59G J9efe dadat a4 ViZangt H tofshihel hrasc st achrigett the

data, and the process target data (V4). The fifth
dat a PPRSSSTclFGdest Paéat i Micdatingd Udsorthg itgH yarsjata 253

i denti fyi 15 t t data, | th informtion
(L5 st Tk R ERe G234t 2 Tleng et STst cedss Aok gt

dat a, dth t t V5) . cond .

dat & S0 6l G BT R o PO ARy S T ert g data 253
the f.i fi:h t - - d 252. .The. .

posi FSHAI50 SERE L IRSERRY SRR, I, g K 1ng

the %ﬁQQﬁ%sd%%§ge%5%at%hel%ﬂ%ﬁ%g?ﬁk%fﬁ%}%ﬁpeuiﬂuGg@icating

data 254, and the fifth dat can eterm'ne

fromeHeora@saneheicnh wal 4es e JRInitidas Hfrd heng the
values) for the ‘identification information (T1l), the

I dentddfdcealsi @ardzti abaanatizgn (e fhe-drdetdd ixzat iigkludes

information (T3), the identification information

( T4) ,icemd itfhieatiidentinfiocatitdon nfTan madean i(Fiang Picess

identification
target data, length information (L4) indicating the
data length of the process target data, and the process
target data (V4). The fifth data 255 includes
identification information (T5) identifying process
target data, length information (L5) indicating thé
data length of the process target data, and the proéess
target data (V5). The second data 252 succeeds the
first data 251. Furthermore, the fifth data 253
succeeds the second data 252. The positional
relationship among the first data 251, the second data
252, the third data 253, the fourth data 254, and the
fifth data 255 can be determined from, for example,
values (the magnitudes of the values) for the
identification information {(Tl), the idéntification
information (T2), the identification information (T3),

the identification information (T4), and the

identification information (T5). The identification
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20 information (T2) belonging to the constructed TLV
structure is called a parent tag. The identification
information (T3) is called a child tag. The

identification information (T4) is called a child tag.

5 Now, an access to the data in EF showmn in FIG 5A

w Il be described. First, a succeedi ng specification

will be described. First, the ¢8rd reader/witer 14,

for exanple, 10 specifies Tl and uses the PutData
command to order processing of the data dl (for
examphéorpasaety i(€2) abehenoilogt fonthat gpnsThus,tedh&LVC
card 2 accesses VI _and records the data dl in V1l .
(V1=@FUcAPIEhirs frrded gheaggritehfdpoi Aber lidengdfigation
the |l eadi ng address of 15 Ti. Subsequently, the card
readéP%RFWg§F°T4fT or 1SexarprE, 2usbd 1ehéaput Ddte

command _(succeedi ng. specifi.cati to order , N
procéggpﬁé 6Fa§ﬁ8“dépzoa§a€ﬂ8P (ggénﬁFeFagﬁﬁﬁe@nglld tag.
aut henti cation _data) (the succeeding.20 _specificati

i s made u??ﬁg F%eaﬁgféﬁeggr%of FR&= ﬁ@tﬁéfég%ﬁﬁhﬁﬁﬂf.G' oA
Thus,,:the,. LC.card . ccesses V2 to record the data 2

in Vgl%62252§%§%%é§e?é, the 1C card 2 accesses V2

posi ti oneg;hagkwar d Wdel 41 8leeRee 0 khe, Gurnent
poi nt er se% at the Pégdiné gdé?ess ofa%l.nAt é this
ti megekheigdprent pointer is noved and set at the

| eadi ng address of T2. Mreover, the card

reader/ wirtiestl4 chkoka@¥aRl@er /writer 14, for example,
specifies Tl and uses the PutData command to order
processing of the data dl (for example, biometric
authentication data). Thus, the IC card 2 accesses V1
and records the data dl in V1 (V1=dl). At this time,
the current pointer is set at the leading address of
T1.

Subsequently, the card reader/writer 14, for
example, uses the PutData command (succeeding
specification) to order processing of the data d2 (for
example, biometric authentication data) (the succeeding
.specification is made using the parameter of the
PutData command). Thus, the IC card 2 accesses V2 to
record the data 2 in V2 (V2=d2). That 1is, the IC card
2 accesses V2 positioned backward with reference to the
current pointer set at the leading address of Tl. At
this time, the current pointer is moved and set at the
leading address of T2.

Moreover, the card reader/writer 14, for example,
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21 uses the PutData command (succeedi ng specification
(a specification froma parent to a child)) to order
processi ng of data d3 (for exanple, bionetric

aut henti cation data) (the succeeding specification is
5 made using the paraneter of the PutData command).
Thus, the IC card 2 accesses V3_to record the data 3
in V3 (Vv3=d3). That is, the | Ctard 2 accesses V3
positioned backward with reference to the current
pointer set at the |eading address of T2. At this 10
ti meUSERetBEr FERDP2H8I APBRANE BV EFSE6iaAd SeeciaicaReon (a
| eadi ng address of T3. Moreover, the car

read@PFrFLERTIRN £5PMeRaRBEENT (18ed FﬁéqgﬁﬁDéPaorder
ComE D CeRSe ol A RReEST L S {8 et estion

t t . d [ f t.a d4_(for. . .
UL 0T PO TR, B AR s covson 36

of L RE e partEra Bonband) o Fhue (he Feogard SPRRARNT:

V5 tepykecend the datar4,bRe¥3.6V93d4) (LhAt-dl $het R8ta 3 in
IC card 20 2 accesses V5 positioned backward with

ref eggngestasthe TeHEr €8t paknter csel at atheskeading
address of T3. At this tinme, the current pointer is

novegok@tabdedebadkwardl fadhngedddeess ob The kbortbeat

case descri bed above, the succeeding 25 specification

i s upednteraceesstt heedatadingordereafs o¥1T2V2 At this

(parent)-->V3 (child)-->V5. However, the succeeding

specifineat tbe mayrBetupednteraccesovielle tdatad set at the
leading address of T3.

Moreover, the card reader/writer 14, for example,
uses the PutData command (succeeding specification (a
specification for data external to the constructed TLV
structure)) to order processing of data d4 (for
example, biometric authentication data) (the succeeding
specification is made using the parameter of the
PutData command). Thus, the IC card 2 accesses V5 to
record the data 4 in V5 (V5=d4). That is, the IC card
2 accesses V5 positioned backward with reference to the
current pointer set at the leading address of T3. At
this time, the current pointer is moved to and set at a
leading address of T5.
In the case described above, the succeeding

specification is used to access the data in order of

V1->V2 (parent)—-V3 (child)-—V5. However, the

succeeding specification may be used to access the data
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22 in order of V1-+V2 (parent) ->V3 (child) --).V4
(child) ->V5 . Second, a preceding specification wll
be described. First, the card reader/witer 14, for
exanple, 5 specifies T4 and uses the PutData comand
to order processing of the data dl (for exanple,

bi onetric authentication data). Thus, the IC card 2
accesses V4 and records the da2d dl in V4 (V4=dl). At
this time, the current pointer is set at a | eading
address of T4. 10 Subsequently, the card reader/witer
14, for orseanpife Viozés (hereut Dat'ad corhidit PPedetiing) »>V5S.
specification (a specification froma child to a
child) toSsdslh pr Eessidg oo fdaeaign ¢idd be
exanpl e,  biometric authentication data) (the
precQ&FﬁﬁlfﬁdspeC|f|catlon i s made using the parameter

of the Put.Data Thus, the IC accesses
V3 to recordth cﬂaatcé"r)fi rr*?"T‘\9'§r(/\‘?’3r1 Cl%hat“}lrs SXPHR S
ckma d wit

C

of oPERE PRSL Q. DGr PERC BBEnEa) CO%e. AETTREY GRAPRGT
dd t t

Tovel 2nd “Serat 1t Re e G'a% 3 h AderostIPTs PRPkEhL”

t he %ﬁ%@e&%@@%LﬂWE'BgEal4 e sexampl gc CH?QSZtQ%cessgs V4
Put Dat a comand (precedi ng specification constructe

TLV shiueledoehl tAcOHdeL Bnogessiangvatythe 2§td%h§sd%lme,
(for exanple, biometric authentication data) (the

pr ecedienguspeeif peahiter is sedeatskbngebhengpasareker of T4.
of the PutData command). Thus, the IC card 2
Subsequently, the card reader/writer 14, for
example, uses the PutData command (preceding
specification (a specification from a child to a child)

to order processing of the data d2 (for example,

biometric authentication data) (the preceding

specification is made using the parameter of the
PutData command). Thus, the IC card 2 accesses V3 to
record the data 2 in V3 (v3=d2). That is, the IC card

2 accesses V3 positioned backward with reference to the
current pointer set at the leading address of T4. At
this time, the current pointer is moved and set at the
leading address of T3.

Moreover, the card reader/writer 14, for example,
uses the PutData command (preceding specification
(constructed TLV structure)) to order processing of the
data d3 (for example, biometric authentication data)
(the preceding specification is made using the

parameter of the PutData command). Thus, the IC card 2
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23 accesses VI to record the data 3 in V1 (VI=d3).

That is, the IC card 2 accesses V1 positioned

backward with reference to the current pointer set at
the | eading address of T3. At this tinme, the current
pointer is 5 noved and set at the |eadi ng address of

Ti. Thus, the recorded data dl, d2, and d3 are

nunbered in order of registrati®d or in order of

i ncreasi ng or decreasing Tag val ue. Thus, the data dl,

d2, and d3 already witten using the PutData command

10 carasssaccddséd bgcopdcithgi dgtany oéh Vhe (Nirbéns. That
In the case described above, the preceding _
speciifS-caticon G saised £6C86665s Viheogataonadobdekward with
V4 (child) -V3 (child) -V1 . However, the preceding,.
specifSICHENGR Ry thE GE&dens Redrsstt Retdatating éﬁégﬂng
15 of . V4 (child) -+V3_(c¢hild)->V2 arent)-). V1. | .
Thi £ G S5 odeitng Epobltokingn (ResCRFEERY FogpesT o
will be describhed. First, . the.card reader/witer 14,

for St &nd ESecﬁFigé“Tiegﬁ&nﬁssgdfﬁssPﬁngﬁa

comand t der., 2 r [ of,.t heda dl,(f.qr
exanpl e, g?%%%tfpé g&?ﬁ%ﬁ%ﬁi&?&&nd&étazf %%Ssé3tﬁeelc

car d 2 2ecesses Y3qeandsr eegnds Lhe data dl, b@d¥§togt

(V3=dl). At this tine, the current pointer is se

the ligadicheiaddeessecetcal3ng2agubaeauent byyst heneakdra d1,
reader/witer 14, for exanple, uses the PutData

comag Gsucceieedilrgadspaeiticeat ueAngatspecukbea@ki @Bmmand
froma child to a
can be accessed by specifying any of the numbers.

In the case described above, the preceding
specification is used to access the data in order of V4
(child) »V3 (child)—>V1. However, the preceding
specification may be used to access the data in order
of V4 (child)—>V3 (child)—>V2 (parent)—>V1.

Third, a succeeding specification (restricted
type) will be described.

First, the card reader/writer 14, for example,
specifies T3 and uses the PutData command to order
processing of the data dl (for example, biometric
authentication data). Thus, the IC card 2 accesses V3
and records the data dl in V3 (V3=dl). At this time,
the current pointer is set at the leading address of
T3.

Subsequently, the card reader/writer 14, for

example, uses the PutData command (succeeding

specification (a specification from a child to a
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24 child)) to order processing of the data d2 (for
exanpl e, bionetric authentication data) (the

succeedi ng specification is nmade using the paraneter

of the PutData conmmand). Thus, the IC card 2 accesses

V4 to 5 record the data 2 in V4 (V4=d2). That is, the

IC card 2 accesses V4 positioned backward with

reference to the current pointéf set at..the |eading
address of T3. At this time, the current pointer is
noved and set at a |eading address of T4. 10

Mor echérd) t heocarderendecéwsiingr of4 theodaexanpl € for

uses the PutData command (a specification for data

ext ePHamPL e, t héowehst cugubbeTtV cattiwet giegk )t d tbedencceeding
processing of the data d3 (for exanple, bionetric

aut hEREréatFranlaat a7 Pefe sgéededingg Pepedictiedatiforn hies

15 made using the paraneter of the PutData comrand).

In CHFE2ESsEOTMERE) i ct EBUEaséNe the CREccdr @cgesses V4 to

i nhi bi t 5 . f bej d., . That is, the IC d ‘

"B P L BT R T sy e LE ot
t ted T t t bei . d. Thi

(cons' ychgdssToY SLCYELULE), LromBeing eccstednlli T une

pecediog-ensciogt Loy LEesielchst; byBRkull hecs.

exanphes +$RECI £hesciér-and ngﬁgegfi(@uw%é copmand te

order 25 processing of the for exanple,
bi oneteenguthgptisgatkongdata). Thus, the I C card 2

accesses V4 and records the data dl in V4 (V4=dl). At
this tineMoreover, the card reader/writer 14, for example,
uses the PutData command (a specification for data
external to the constructed TLV structure) to order
processing of the data d3 (for example, biocmetric
authentication data) (the succeeding specification is
made using the parameter of the PutData command). In
this case (restricted case), the IC card 2 inhibits V5
from being accessed. That is, the IC card 2 inhibits
the data external to the second data 252 {(constructed
TLV structure) from being accessed. This makes it
possible to enhance security.
Fourth, a preceding specification (restricted
type) will be described.
First, the card reader/writer 14, for example,
specifies T4 and uses the PutData command to order
processing of the data dl (for example, biometric

authentication data). Thus, the IC card 2 accesses V4

and records the data dl in V4 (V4=dl). At this time,
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25 the current pointer is set at the | eading address
of T4. Subsequently, the card reader/witer 14, for
exanpl e, uses the PutData command (preceding 5
specification (a specification froma child to a
child)) to order processing of the data d2 (for
exanpl e, bionetric authentication data) (the preceding
specification is made using theZparameter of the

Put Data command). Thus, the IC card 2 accesses V3 to
10 record the data 2 in V3 (V3=d2). That is, the IC
car d the auesrds pegd npegi tiisorsed vdc keer d esidimg efdsimese of
to the current pointer set at the |eadi ng address of
T4. A4- this tinme, the current pointer is noved and
set at a |eading address of T3. 15 Mreover, the card

reader / wr i TSSO /e xdfpIc@rd (eSL e P Tatld . for
ot n AR G5 S R B DRaet apmane SERATRSE to
D! oA TR (4 RO dear e g b €O

Pt DSt ok R R i PE AT B8 Ve g,

ICc idnhibi L fr i :CeS —\That. | .
e T e o e e 2t e Bmgepaing

dat a 22 j(feenstiidictied nEkY¥ Stiket Whe) JaomReing 2% he

L

accessed. This makes it possibl'e to enhance security.
Now, part\reitizatdcatna@id)t.he TpreGedinrg 1$PeEHd catbirsWd Iv3 to

be descri bed.

record the data 2 in V3 (V3=d2). That is, the IC card
2 accesses V3 positioned backward with reference to the
current pointer set at the leading address of T4. At
this time, the current pointer is moved and set at a
leading address of T3.

Mo;eover, the card reader/writer 14, for example,
uses the PutData command (preceding specification (a
specification for data external to the constructed TLV
structure) to order processing of the data d3 (for
example, biometric authentication data) (the preceding
specification is made using the parameter of the
PutData command). In this case (restricted case), the
IC card 2 inhibits V1 from being accessed. That is,
the IC card 2 inhibits the data external to the second
data 252 (constructed TLV structure) from being
accessed. This makes it possible to enhance security.

Now, a variation of the preceding specification

will be described.
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26 Wth the I1C card 2 accessing V4 (child), that is,
with the current pointer noved and set at the |eading
address of T4, the card reader/witer 14, for exanple,
uses the PutData command (precedi ng specification (a 5
specification froma child to a parent)) to order
processi ng of data do (for exanple, bionetric

aut henti cation data) (the precedieng specification is
made using the paraneter of the PutData conmand).

Thus, the IC card 2 accesses V2 (parent) to record the

10 data dowith \hd M2=diyrd Thadcdssside ¥4£ F@{ﬁl@ that is,
accesses V2 (parent) positioned backward wth

ref eneinde troe tder reqttr eenitn 0l Mdreds eindtsdthead eath Mkading
address of T4. At this tinme, the current pointer is
noveddanesetofatT4,héhd exdidgr sditrober ioferT2L4, 15 MNovgxample,
with reference to FIG 5B, descrlptlon will be given

of aUsHs ohexdivdiha tef cEmnfagyd Al e Dbjecpe st fivct e (a
stored in the nonvolatile menory 25. As shown in FIG

5B, tHEHorhAAEtqn & neshey wigs d storeda dagrt Jox dimplagder

the first data 251, the second 20 data 252, the third

dat a PPESCIHEG Gfr R tdach 2547 EremmAlah Rddne 55

th 256. .The first data 251 | ud
dentH T O A oFREE or apﬁ@&&#ﬁ%ﬁfg&lﬁm

L2 Slgfat e L1900 LRI o (1) Jeat 00 L0

DL ARSI AaLa VD) s SO L LB SREOL Bidro che

idenhb&él%ﬁlHﬁpﬁﬁﬁ%v@@@&ﬁt data 1;ength d MOl 0N, ccesses
V2 (parent) positioned backward with reference to the
current pointer set at the leading address of T4. At
this time, the current pointer is moved and set at the
leading address of T2.

Now, with reference to FIG. 5B, description will
be given of a third example of EF for a data object
structure stored in the nonvolatile memory 25.

As shown in FIG. 5B, the nonvolatile memory 25
stores, for example, the first data 251, the second
data 252, the third data 253, the fourth data 254, the
fifth data 255, sixth data 256. The first data 251
includes identification information (T1) identifying
process target data, length information (L1l) indicating
the data length of the process target data, and the
process target data (V1). Similarly, the second data

252 includes identification information (T2)

identifying process target data, length information
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target data, and the process target data (V2).

Mor eover, the process target data (V2) includes the
third data 253 and the fifth data 255. Such second

data 252 is called 5 a constructed TLV structure. The
third data 253 includes identification information

(T3) identifying process target’data, |ength

information (L3) indicating the data |length of the
process target data, and the process target data

(V3) .(LEne incdich tdada thss dagel dgagtho afdéms firestisen target
information (T5) identifying process target data, _

| engtR tenf 6PRattiién PEOSE SisndrEgtitn ¢ atiFe (V@gt-a Merger st the
the process target data, and the _proces target data
(V5) PIOSEESV &R BrrEcdd< )t drgdtIgat é%(e\é% igfﬁlc Agd¢as 2°3

15 the fourth, a 254. ch third data 253 .is .alsq
call@@da%g ngﬂ%%%¥é§é?L@§§rru Gfe SSFRE 9ﬁﬁﬁh2§§tés called
254 incl udes identification.infor ion,(.T4

i denf Ff/’i“r?g rHF%ESts sIf It"grsgte*tuc&éltrae,' | engt r?hil%fdz) FR&fi 6>

(L4)1EQqh§% iqge%ﬁ%fq%%%i%%nQB%oggﬁgq?@gy%%ﬁﬁéd%%EQ%Sing

20 data, and the process target

pOSiE&%Q%@sr%%%b%%n%ﬁkﬁJaq%%%t%h%n&k&§btq%ha(L%ﬁlinﬁq%ating
second data 252, the third data 253, the fourth data

254, e dhicht h edafrds 235t nang ridhe ssi X @at Aat256 a6@dN the
be determned from for exanple, the values 25 (the

magniptredes sof: atdae +valawes )(viRor. t Imgel darftf ideatal 055 includes
information (T1l), the identification information (T2),
t he iidentrifficattiiom iimfformation ((T3)), itdleetifying process
identification
target data, length information (L5) indicating the
data length of the process target data, and the process
target data (V5).

Moreover, the process target data (V3) includes
the fourth data 254. Such third data 253 is also
called a constructed TLV structure. The fourth data
254 includes identification information (T4)
identifying process target data, length informatioﬁ
(L4) indicating the data length of the process target
data, and the process target data (V4).

The positionél relationship among the first data
251, the second data 252, the third data 253, the
fourth data 254, the fifth data 255, and the sixth data
256 can be determined from, for example, the values
(the magnitudes of the values) for the identification

information (T1), the identification information (T2),

the identification information (T3), the identification
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28 information (T4), and the identification
information (T5). Here, the succeedi ng specifications
for the data object structure shown in FIG 5B are
used to access 5 the data in order of VI1->V2->V3-
V4->V6 or V1-*V2-*V3--*V4-*V5--V6. Furthernore, the
preceding specifications are used to access the data
in order of V6->V4-V3-->V2-+Vl 28V6- >V4- V2->V1,
V6->V4->V1, V6- +V5- >V4- - >V3- +V2- W1,

V6- >V5-*V4->V2-->V1, or 10 Wi --*V5-V4-V1. The several
succeadiongagnenpri@dedi rgd $peciifiecatiions tiave ipdemmation
descri bed. However, the present enbodi ments are not
limtd®)t-o this. For exanple, the constructed TLV

structure can be nmoved as 15 shown in FIG 7.
descri bed Fag6ve thehSuassieddad &Pe@flftjﬁé‘t&ﬂ“rserﬁor the data

poi nt er, enabl es the da a obj. ecg ucT%eed ng
pr ecERIEGT tshé%c&rurr@nls 81‘1’8 8 béCef |C|aé‘r?t que§c$€s§€&ess

usi nqg .t he, .succeedin Q]recgéi_+ cat| on,
or

respe@t \?@It)? 20 IJf’ﬁilSa h Re const?uct ed data
ObJ e%&gvb%f»%‘i%é‘e% eCtﬁu derqu‘?ézae Ohj) Rt S o :’2’;

section can each iciently spec

and %%%%gﬁ@atﬂ; sS alraC ﬁ%%%e% oa%%%%% SReed sand wh 'b%der of

spee tionally, the data object can be specifi

Wi t heut,v25,¢higyneed: f ovspam Ly thel ! ageskhusy,
advant ageously, users can easily under st and how t o

mani md-aveShesdatav2 vt herglegerbpt o -of/1t hercase in
FIG 6, SelectEF
Ve>V55V4-V1.

The several succeeding and preceding
specifications have been described. However, the
present embodiments are not limited to this. For
example, the constructed TLV structure can be moved as
shown in FIG. 7.

As described above, the application of the current
pointer enables the data object succeeding or preceding
the current one to be efficiently accessed using the
succeeding or preceding specification, respectively.

Furthermore, for the constructed data object,
layered data objects and data objects written in a data
section can each be efficiently specified and accessed.
This increases access speed and write speed.
Additionally, the data object can be specified without
the need to specify the tag. Thus, advantageously,

users can easily understand how to manipulate the data.

In the description of the case in FIG. 6, SelectEF
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29 is used to retrieve EF before the tag is

specified. However, the present enbodi nent is not

limted to this. For exanple, the tag may be

specified with DF selected. The present invention is

not limted to the above- 5 described enbodi nents. In

i npl ementation, many variations nay be nmade to the

enmbodi ments without departing £Pmthe spirit of the
present invention. Any of the enbodi nents nmay be

conmbi ned together if possible. In this case, conbined

ef f edtss uarel exertedd.ieve0ERbrederes WBachayf itshespecified.
enbodi nents includes inventions of various |evels.

Var i dgyeivigventtienpresenthesmbvelinsat dot epthylimited to this.
appropriately conbining a plurality of the disclosed
conmpavéneS T RYerhdine tae Beahite,SR¥Cihed pridghl difs selected.
described in the section "Problens to Be 15 Sol ved by

the | nventiEhPIEREYe OISV AUhdt § P lef ¥ eteed to thé above-

descrjbed .in the section "Effects of the Invention"
even §ﬁ%9ﬁ43QHbQQ%?e@dﬁponéﬁi§' NoRtyRy, many

enbodi_nent.s are remved, the canfigurati.on w th these
oAt Bl e B Mg d e PR RS

20 | =1 ' ity [ ti .
or oV S B T Ol o "B a7 200 et R A e o

Processi RE SR emuMiiGlncenabl £ k?éf&&ridﬁrﬁecg%@giether if
retrieval. 30 CL Al MS 1 "An information stiorage

medi WHsGAMId Si Nt &hisCala@ dTRidbihed @ o OHErted.
I s enbedded,
Moreover, each of the embodiments includes inventions
of various levels. Various inventions can thus be
extracted by appropriately combining a plurality of the
disclosed components together. For example, 1f the
problems described in the section "Problems to Be
Solved by the Invention" can be solved and the effects
described in the section "Effects of the Invention"
even when some of the components shown in the
embodiments are removed, the configuration with these
components removed can be extracted as an invention.
Industrial Applicability
The present invention can provide an information

storage medium and medium processing system which

enable efficient data retrieval.
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the informati on storage nedi um being characterized in

5 that the nodul e conprises: storage neans for storing
first data conprising a data structure including
identification information which identifies process
target data, length information indicating data

l ength of the process 10 target data, and the process
target data, second data succeéfling the first data

and conprising the same data structure as that of the
data structure of the first data, and third data
succeedi ng the second data @rid A cbnpr$si ng the sane

data structure as that of the data 15 structure of the
first datal. cdmum tatnan oresaise fagye guerhium cainpIgl suid a
a nmedi um processing devi ce; and data processi ng neans
for argesgiaigy thedyprigcedsich ar geduda ald eataadistedn t he
second data on the basis of 20 a first command _
r ecei V& Wi amee IBMAREAS eediddhde ik qhamcterized in
command specifying the identification information

i ncl Jd&dF iThe me Pt %d ordering processing

of the process target d included in the second

data, and STRASRIEHATE CHEF (T0Uosts (ot Gpid gPrising a

i ncl ucPaSFda Isl.r,tulﬂ]c djrler Sitr%%al}a%non it eentt% ilcsatoifona isefﬁoorrr]ndation
conman recel ve Vi a e CO ni catl on neans, e

secon, smang. dndl udidg, & gy sesding snect fidaglen and

31 prdérlng_proce55| the process tar get ta. 2.
The informptd o StRfage MRAI PR FAING A A hLlRidBdss

characterized in that the data processing

target data, and the process target data, second data
succeeding the first data and comprising the same data
structure as that of the data structure of the first
data, and third data succeeding the second data and
comprising the same data structure as that of the data
structure of the first data;

communication means for communicating with a
medium processing device; and

data processing means for accessing the process
target data included in the second data on the basis of
a first command received via the communication means,
the first command speciiying the identification
information included in the second data and ordering
processing of the process target data included in the
second data, and subsequently the process target data
included in the first data on the basis of a second

command received via the communication means, the

second command including a preceding specification and
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means sets a current pointer for the identification 5
information included in the second data on the basis
of the first conmmand and accesses the process target
data included in the first data positioned forward
with reference to the current pointer on the basis of
the preceding specification in the second conmand. 10
3. The informati on storage nmedi3m according to claim
1, characterized in that the data processing neans
accesses the process target data included in the
secondddat agoprbhesbasgsodf thheptbrssscormgatd detei ved
via the communi cation neans, the first conmand 15
speci f yi ng .t h&hiedenf ptineatbon sitefrageatiedi umnelcgdeding to
the second data and ordering processing of the process
t ar getladat 4, i Abhudederhzedelsetbad @hcadagadraecessesy
the process target data included in the third data on
the B&3n§ 6fta BhFrEreBimBAdRFEEelPed thrFaifREt2§1cation
communi_cati on neans thirg connang i ncludin

t8fd

d t h a , ~
SUCCoBAPAERLpERI ANEALREA ARdCOFASFFRGCFGCAs Snghgs basis of

th t t ta., 4. The inf [

modi GRCaceorh A TaTCoP At 5 aRAPaC 6l FYSoF CRAPCT data
th t 25 S| .t h i nt

for CHE PASAL 11 EAEi SrRT PRl PO I ReT Gt L LR "

SeCOQQf@ﬁ%ﬂcgntbh%hga§b§rgkt e nklkhstncemEaRd sakdof the
accesses the process target data 32 included in the

third dataipgskbenedchackwand whih sckeher esgmaha.t he

current poinfer on the basis of the succeeding

speci fi catsi,onTihe tRAEckhiatd ceoMRAGge medium according to
claim 1, characterized in that the data processing
means accesses the process target data included in the
second data on the basis of the first command received
via the communication means, the first command
specifying the identification information included in
the second data and ordering processing of the process
target data included in the second data, and accesses
the process target data included in the third data on
the basis of a third command received via the
communication means, the third command including a
succeeding specification and ordering processing of the
process target data.

4. The information storage medium according to

claim 3, characterized in that the data processing
means sets the current pointer for the identification

information included in the second data on the basis of

the first command and accesses the process target data
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5. The information storage nedium according to 5
claim1l, characterized in that the data processing

nmeans determ nes a sequential relationship between the
first data and the second data and the third data on

the basis of values indicated by the identification
information included in the first, second, and third

10 data. 6. An informati on stor&ge nedi um conprising a
card main body in which a nodule is enbedded, the

i nformati on storage nmedi um bei ng characterized in that
nodulieycdlonferd sies:thb tStiordagen e gerss fororstdrbawkWargtwith
data conprising a data structure including

i dentidfisrion infdreratimren wpeintieemi fifes rocesst the
target data, length information indicating data

| engtnasteadianpranasist iqafrigm Hatdhe dr the Prerseds

target data, second data 20 succeeding the first data
and conpr i 3i ngt R el et afat on %??E%%%r%ﬁ%&ﬁmrﬁﬁc?ﬁ e to
data structure of the firs dat a, ird data incl uded

in trfelap%clessdtaat}agcetfrda?t iR s * i P GfrRP S 110

dat B ST B A 1 ?sreg‘%d%g%ggff%ﬁ?that e Pocveen the

dat a ] ISBCE:EZGE& ST TR dfH UL Mourth dacdete on
compriysi ng. dhe 2 SIALELIES 35 @l e 2

33 structure o the i Tst th data

succegi Ngnadits serondidatan ankl COMPL Si 5&5&@ S third
data structure as that of the data structure of the

firstqdat a;

6. An information storage medium comprising a
card main body in which a module is embedded, the
information storage medium being characterized in that
module comprises:

storage means for storing first data comprising a
data structure including identification information
which identifies process target data, length
information indicating data length of the process
target data, and the process target data, second data
succeeding the first data and comprising the same data
structure as that of the data structure of the first
data, third data included in the process target data in
the second data and comprising the same data structure
as that of the data structure of the first data, fourth
data included in the process target data in the second
data and succeeding the third data, the fourth data

comprising the same data structure as that of the data
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conmuni cation nmeans for communicating with a 5 nedi um
processi ng device; and data processing neans for

accessing the process target data included in the

third data on the basis of a first conmand received

via the communi cation neans, the first command

specifying the identification 10 information included
inthe third data and ordering 3processing of the

process target data included in the third data, and
subsequently the process target data included in the
fiftlstdatcavore tdie thasifs reft a@agecortd dcommandiatecsiwmeteding
via the conmuni cati on neans, the 15 second conmand

i ncl (rdiengegondecleddi R Cs geipiisangohendamer dettiangtructure
processing of the process target data. 7. The

i nf ofatinet Stfortdge dvdd whractore o toe digish Glata;
characterized in that after the process of the first
conmand, tHREHHIE e RGN eIn S OREREESES e WIGh a
process target data included in the fourth data on the

basi LU BHAECoRFans récei F8d via the

conmmuni cat j.qn neanif.the third#ponnand incIudeQ a
succeedi ng*® ‘€hetiFiCatish "Hitd Sordér iATg S50 Es sifttg Brocess
the pr SS rget ta, .and,ac he process ;

{ar oo e 0 e A R TR RS N R g o
of afayrth Commpd Leained Mis chie ERRINILALIRN neans,
means, the fourth conmmand including a succeedi ng
specitheCatiirat aRthmdthd QRN Rl @¢RSSiRG+afrith& ion
process target data. 8. The information storage nmedi um
accorigifgnia® icdl dinvlhdeehamaeter itaedd Ratthatnaf tafddtieg

process of the
processing of the process target data included in the
third data, and subsequently the process target data
included in the fifth data on the basis of a second
command received via the communication means, the
second command including a succeeding specification and
ordering processing of the process target data.

7. The information storage medium according to
claim 6, characterized in that after the process of the
first command, the data processing means accesses the
process target data included in the fourth data on the
basis of a third command received via the communication
means, the third command including a succeeding
specification and ordering processing of the process
target data, and accesses the process target data
included in the fifth data on the basis of a fourth

command received via the communication means, the

fourth command including a succeeding specification and
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third command, the data processing neans accesses the

5 process target data included in the second data on

the basis of a fifth conmand received via the

conmuni cation neans, the fifth conmmand including a
preceding specification and ordering processing of

the process target data. 10 9. The infornmation

storage nmedi um according to cla&fm 7, characterized in
that after the process of the third conmand, the data
processi ng neans accesses the process target data

i ncl wdering Iy oseserid oda@tfa tde thwcdsessite mgfeta datfa.h
conmand received via the comuni cation 15 neans, the
fifth comfand Theciadiargrat mrecedirrge Jpediyn o%FtCFQ)TﬁiJarﬁj to
ordering proceSS|ng of the process target data

An i FEErFati o hetn aﬁég%erlr%@dt Ui dOvRgr ety &b %ér@q?aﬁ%q of the

body .i n ich a dul e enbedded, the 20 information
ot o1 &8 oA g on S SHICARF Y HIRE1 e TR the

t f f t dat
comET L T Eot’%%%iﬁffcélt%fq%t G0 Rt dasaopn the
i nf orbﬁlz%tl o%f %'fﬁl}thd :r]ttglr ca | ng ch‘esd tvairag hedagc%%ﬁnunlcatlon

| engthh 25 inf Sr mation ta Iengt

process nd,anget dakq, c%'?rﬁ’natrh:? ﬂ?{&t gﬁé cdeachah

secon data succeeding th |rst onprls

the sgy®idata3%n UGS 8% tﬂ’k@ce@sﬂrﬂf Satde process

structure of the first data, third data 1 ncluded’in
the praoerss daafget data in the second data and
conprising the sane data structure

8. The information storage medium according to

claim 7, characterized in that after the process of the
third command, the data processing means accesses the
process target data inciuded in the second data on the
basis of a fifth command received via the communication
means, the fifth command including a preceding
specification and ordering processing of the process
target data.

10. An information storage medium comprising a
card main body in which a module is embedded, the
information storage medium being characterized in that
the module comprises:

storage means for storing first data comprising a
data structure including identification information
which identifies process target data, length
information indicating data length of the process
target data, and the process target data, second data

succeeding the first data and comprising the same data
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as that of the data structure of the first data,

fourth 5 data included in the process target data in

the second data and succeeding the third data, the

fourth data conprising the sane data structure as

that of the data structure of the first data, and

fifth data succeeding the second data and conpri sing

the sane data structure 10 as that of the data

structure of the first data; conmmunication nmeans for
communi cating with a medi um processi ng device; and

dat asprocessengsnehas borthecdssengtrhetprecessthe first
target data included in the first data on the basis of _
15 adpipst thonAaddtreteryededi Ant hBechiRGAPEatrEASt data in
means, the first command specifying the identification
|nfthﬁt§8ﬁ°PﬁcP98édaPﬁ FH@PFFPéPngPQ gABSoFGER| A aructure
process t he process target dat a hncluded inth

firs?Sdébg“ 95b§86u8ﬁFPySEEBE BFﬁgOFhE ﬁro&é§§ PaFaetfoufth

20 dat | third dat
secoﬁagéggﬁﬁ Fgcépvgg vPﬁgFﬁggc on i §?i%§&ﬁegﬁ§ second

the %e%ong 80gﬁ%@d In |ughngtgl§gcgg%gln he fourth data
specificafi'd I'ng processing’o process

targggmggggln gggsggﬁgqﬁgggl¥tLu%tB&%C§§StB§FQSE @ﬁ%adata

i nclu in t ourt ata on the basis o

commgnd recebved +hEORiLhe aaREUNLGAl iFgRAEARS . Eh%ceedlng
fourth conmmand including a succeedi ng specification

and endekiREnd6d4aRE0688SEBAPeEsiRg pheceshet aaget structure
data, the data processing neans, after the process of
the tBi tdacoswande dahbbstirngt amcaccesset @itrbe peQeess
communication means for communicating with a
medium processing device; and
data processing means for accessing the process
target data included in the first data on the basis of
a first command received via the communication means,
the first command specifying the identification
information included in the first data and ordering
" processing of the process target data included in the
first data, subsequently accessing the process target
data included in the third data on the basis of a
second command received via the communication means,
the second command including a succeeding specification
and ordering processing of the'process target data, and
subsequently the process target data included in the
fourth data on the basis of a third command received

from the communication means, the fourth command

including a succeeding specification and ordering
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target data included in the fifth data based on a 5

fourth command recei ved via the comuni cati on neans,

the fourth command i ncl udi ng a succeedi ng

specification and ordering processing of the process
target data, and after the process of the first

command, inhibiting an access to the process target

data included in the first 10 dd%a based on a fifth
command received via the comunication neans, the

fifth command i ncluding a preceding specification and

or depkngeprdbesefnghef prheespr beegstt drget data. 11. A
medi um processi ng system conprising an 15 i nformation
storage nElBEUAREBNPEPSEA§iAIcErENFRi ATHE6AY thenPRRICEFSaCt
nmodul e i s enhedded and a nedi um processin devi ce

whi chPPeéBigs aaPﬁaPﬁrth@hFHFBFﬁﬁtFBna§F8gégéo Fegi BrPcess
and whi ch reads dat tored ip the_infqrmation

Stor R§EOREARART LRELEGEHembEI R eRAPaBraR PBASFnoPhat

20 t?e ngguge of the infgg %Lon %Eorg%% gegi§n1n Means
conp PEES! g?@?%ﬁe‘ﬁﬁgﬁs orlgtsrlnﬁ 'ret “dars !
CONpLi S d ug L pel udi Ldantifi L QE -
S e G
| engtfg b?BQEQHB'BQOEQgEQQg'BQ gﬁéapkgﬁggg 95r5@% data, and

process 25 targét data, and the process target "data,

secopg:dat anesgeseadingrt bgef ki sktdabAamand, CORRLbSkREg an
the same data structure as that of the data structure

of theckkbsto3¥hedptaceandchbiyed data sdeceaddndnt ke first

second data and conprising the sane data structuré as

t hat datat besddt an st fu€thr eonfnahberkticestvedatraa the
communication means, the fifth command including a
preceding specification and ordering processing of the
process target data.

11. A medium processing system comprising an
information storage medium comprising a card main body
in which a module is embedded and a medium processing
device which records data in the information storage
medium and which reads data stored in the information
storage meaium, the system being characterized in that
the module of the information storage medium comprises:

storage means for storing first data comprising a
data structure including identification information
which identifies process farget data, length
information indicating data length of the process
target data, and the process target data, second data

succeeding the first data and comprising the same data

structure as that of the data structure of the first
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first conmuni cation neans for conmunicating with 5

t he medi um processi ng device; and data processing

nmeans for accessing the process target data included

in the second data on the basis of a first command
received via the first comunication nmeans, the first
command specifying the identification 10 infornmation
included in the second data and3drdering processing

of the process target data included in the first

data, and subsequently the process target data

i ncl ydead /i rrtcheg Hfirdtdadat s uwrcadE rpadite ofeomseotaitk and
conmand received via the first comunicati on nmeans,

t he PmyEdeidicdmrarrdriacaid mf mgracedinghat of the data
specification and ordering processing of the process

t ar gt Igtar e 1 Lﬁﬁrﬁrtoccg%tsﬁing devi ce conpri si ng:
command generating nmeans for generating the first and
second commenitls ; S AN PO- Eeleh d" DT ' A TTHR Prezdist #Hrvith
co nication with the informati on storage nediumto

i nputt Fh&FITEY BRRFE SebhFCorfind T o t he

infornmati on ,storage nmedi um 12. medi um processi n
Syt em conpii T e 1 QIS h S T S T, g Process

Con‘pg:i‘;ti angjagcaarngid{%ﬂda&oq% t2hSe is%e%%yéog%ﬁ?cfooq'ylte}*lé asis ot

enbe m processi ng I ch records

data J iy ithg IR 1 STIRE o el umand WGthication
reads data stored in the informati on 38 storage

medi Wlaride tstem feidGufdial agdaliAatd tidatdedderication

nodul e of the information storage nedi um conpri ses:

St or age JreRItS drorirdlardat) ifr rSie dadcdreDEAHSIdHH @rdering
processing of the process target data included in the
first data, and subsequently the process target data
included in the first data on the basis of a second
command received via the first communication means, - the
second command including a preceding specification and
ordering processing of the process target data,

the medium processing device comprising:

command generating means for generating the first
and second commands; and

second communication means for communication with
the information storage medium to input the first and
second commands to the information storage medium.

12. A medium processing system comprising an f
information storage medium comprising a card main body
in which a module is embedded and a medium processing

device which records data in the information storage

medium and which reads data stored in the information
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data structure including identification information 5
which identifies process target data, |ength

information indicating data | ength of the process

target data, and the process target data, second data
succeeding the first data and conprising the sane data
structure as that of the data structure of the first

10 data, third data included i n38he process target

data in the second data and conprising the sanme data
structure as that of the data structure of the first

dat a,sfaageh megiitian,i ndleudedstiam thwe. y ocdessadtargeteddtra that
in the second data and succeeding the third data, the

f our thhadatced W5 cohprtisiimg aine tsiate P d? Mediie epprises:
that of the data structure of the first data, and
fifth datasEuerRANTRS ter secvntdat B ahdbhpFeeR g ing @

the same data structure as that of the data structure

of tHERTS rEr Wt e FiTSu B A Ht) o el Formation
communicating with 20 the nedi um processi devi ce;

and GRS TriGRIts] M SRR RE 0T s 91 hel Bl Otbss

target data .included in the ird data on. the basis of

a fir%ﬁféﬁﬂﬁﬁﬁﬁpr%Q:%?é&f?ﬁzﬁ%ﬁﬁ;iﬁﬂﬁéhﬂ%ﬁughﬁ1Qﬁﬁﬁﬁi

the fj 0 d ifyi igﬁgg'i | O :
inforﬂrr%? eot‘r:1 %’ud%gficﬂnﬁ“t et é|E:r9sd GET! %%n& oér’d(rels!relz(gognd data
processi g 8ind e Process dargeindatdnd el Hded id dhe data
third data, and subsequently the process target data

39 igchudad-d nad hendd fdh dat o therbasise off ahe first

second conmmand received via the comunicati on nmeans,
the @eeoNdcoraedek d niclandided ai s ureeash digess target data in
speci fication and
the second data and comprising the same data structure
as that of the data structure of the first data, fourth
data included in the process target data in the second
data and succeeding the third data, the fourth data
comprising the same data structure as that of the data
structure of the first data, and fifth data succeeding
‘the second data and comprising the same data structure
as that of the data structure of the first data;
first communication means for comﬁunicating with
the medium processing device; and
data processing means for accessing the process
target data included in the third data on the basis of
a first command received via the communication means,
the first command specifying the identification
information included in the third data and ordering

processing of the process target data included in the

third data, and subsequently the process target data
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ordering processing of the process target data, 5 the
medi um processi ng devi ce conpri sing: conmand
generating nmeans for generating the first and second
conmands; and second conmuni cati on neans for
conmuni cation with the information storage nediumto
input the first and 10 second conmands to the
informati on storage nmedi um 13. 3A nmedi um processi ng
system conprising an information storage mnmedi um
conprising a card main body in which a nodule is
enbedded vasd anmedicumnifitocessiangn déve basvifs of reecaadsd
data in the information storage 15 nmedi um and whi ch
r eadsodamaacs tr@ced vied e ichfeooeativon castiomage aredi urhe
t he system being characterized in that the nodul e of
t he SRFOMFRICOBHaSCorlagd URBdIdUm SoransesEsy sheicdgddcation and
means for storing first data conprising a data
st r uCEFGEE LNfc PEFRCRS SiL@EnPILT itE& IRBP Gaffortaigiedn dag@ /
whi ch identifies process target data, length
i nf or mat i oS AR B FEEE Ieh Y ite 138 Rrictdss
target data, and, the process target. data, second data _
succeedi ng FHETH rgsetnegtft%éngné“e Fi%i e Sdife tghet agirst
strugture as that of the ggga_structure of the first

e

25 data, thir ata inclu n the process target

data in té&m%ﬂﬁ%@g@&%&@f& t&@@ﬁ{gﬁaﬁoﬁl with

structure as that of the data structure o

dat a; hkoumtrl @ ¢ i@t a tiorebudad dilint RS RMRCRSTHAMGSt and
data in the second data and succeeding the third

dat asetlhed @wimnandat ao €BBPHNFJIhaiNIe S 3R rddled medium.
structure as that of the data
13. A medium processing system comprising an
information storage medium comprising a card main body
in which a module is embedded and a medium processing
device which records data in the information storage
medium and which reads data stored in the information
storage medium, the system being bharacterized in that
the module of the information storage medium comprises:
storage means for storing first data comprising a
data structure including identification information
which identifies process target data, length
information indicating data length of the process
target data, énd the process target data, second data
succeeding the first data and comprising the same data
structure as that of the data structure of the first
data, third data included in the process target data in

the second data and comprising the same data structure

as that of the data structure of the first data, fourth
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structure of the first data, and fifth data succeeding

5 the second data and conprising the sane data

structure as that of the data structure of the first
data; first conmunication nmeans for comunicating with

t he medi um processi ng device; and data processing

nmeans for accessing the process 10 target data

included in the first data on the basis of a first
conmand received via the first communication neans,

the first command specifying the identification

i nf odaditei omcilndedded kthet heofesst tdapataddter der ithg second
processi ng of the process target data included in the

15 f ideste datdasusgbsdgoenthy &bdéedsidagat hehpr boessh data
target data included in the third data on-the basis

of acog@EdRdngoimandamecepadstractheeceamiihréapifoshe data
means, the secaond command including a succeedi ng ,
specSHrEAEUS [ OénGhSrééFFﬁgdﬁFéce§§%n§lthtHét6r§€€§§edlng

tar data, and 20 suhsequently the process target
datg%%ﬁc§§&88%i%aFﬁeangoﬁ Wﬁrdﬁﬁﬁgoﬁhghéaﬁﬁsp§t8?SﬁrUCture

third c nd .r ecei ve fromthe co ication ns,
UREE e e et ety

speci fi catd;on and apg%%é@gonp%%%ﬁis%%Q %%m&ﬁ?&%%%ﬁ%%swith

t-arget data, the processi ng nmeans, a

process alding bRbedss¢AgMRRY, bRhLRKLi ng an access to
the process target data’included in the fifth data

based on @afteuiilb4ksieonTand sf eeel wedekisanghe hbl bilocess
comruni cation neans, the fourth command including a

succeedigeg speai ineatided andther dekisAgdREACesSEAE Bhsis of

the process target data, and
a first command received via the first communication
means, the first command specifying the identification
information included in the first data and ordering
processing of the process target data included in the
first data, subsequently accessing the process target
data included in the third data on 'the basis of a
second command received via the communication means,
the second command including a succeeding specification
and ordering processing of the process target data, and
subsequently the process target data included in the
fourth data on the basis of a third command received
from the communication means, the third command
including a succeeding specification and ordering
processing of the process target data, the data
processing means, after the process of the third

command, inhibiting an access to the process target

data included in the fifth data based on a fourth
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after the process of the first command, inhibiting an

5 access to the process target data included in the

first data based on a fifth command received via the

first comrunication neans, the fifth comand

including a preceding specification and ordering
processing of the process target data, 10 the nedi um
processi ng devi ce conprising: cbhmand generating means

for generating the first, second, third, fourth, and

fifth commands; and second comuni cati on neans for
conmmuaoinmahionewetihedt hieai hher atsbncsionageatednumebos, the
input the first, 15 second, third, fourth, and fifth
conmmapdstiocemeaniintoehndion st sragecdbdpuspecification and

ordering processing of the process target data, and
after the process of the first command, inhibiting an
access to the process target data included in the first
data based on a fifth command received via the first
communication means, the fifth command including a
preceding specification and ordering processing of the
process target data,

the medium processing device comprising:

command generating means for generating the first,
second, third, fourth, and fifth commands; and

second communication means for communication with
the information storage medium to input the first,
second, third, fourth, and fifth commands to the

information storage medium.



