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CONTINUOUS SPACE-BOUNDED NON-MALLEABLE CODES FROM
STRONGER PROOFS-OF-SPACE

CROSS-REFERENCES TO RELATED APPLICATIONS
[0001] This application is a non-provisional application of and claims the benefit of the
filing date of U.S. Provisional Application No. 62/740,301, filed on October 2, 2018, and
U.S. Provisional Application No. 62/851,565, filed on May 22, 2019, which are herein

incorporated by reference in their entirety.

BACKGROUND
[0002] When secret data (such as secret key for encryption) is stored in secure” memory of
the devices, attackers can still tamper with the “secure” memory using fault attacks. In fault
attacks, values in a memory cell are altered, and an output of a secure function (e.g., in a
secure element including the secure memory) that uses the secret data can be used to deduce
the original secret data. Once the secret data is known to the attacker, she can use that to
break the security of the relevant system, for example, by decrypting the ciphertexts
encrypted with secret key(s), which are part of the recovered secret data. As other examples,
an attacker could use the secret data in some authentication protocol to gain improper access
to a resource. Such authentication could involve a digital signature using the improperly
obtained secret data. Such an attack might occur when a phone is stolen or malware has been

introduced.

[0003] The overall effectiveness of fault attacks as a method of hardware tampering and
memory leakage makes them a widely-used technique for accessing private data stored on
consumer devices. For example, fault attacks can be effective against RSA or elliptic curve
Diffie-Helman techniques, as may be used in transport layer security (TLS). As such, a
growing number of researchers are attempting to find coding schemes that protect data
against the vulnerabilities of memory to fault attacks and similar forms of hardware

tampering.

[0004] Such attacks can be partially addressed by using non-malleable codes, such that the
secret data is stored by encoding with a non-malleable code. Such encoding does not need a
key, and is thus different from encryption. Use of a non-malleable code can allow the secure

element to detect whether tampering has been done, or result in a same output. However,
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non-malleable codes require a decoding function to be used in the secure element. It is
possible that attacker malware can include or gain access to the decoding function, as well as
include an encoding function. Such malware can recover the secret data using tampering.
Existing protection techniques do not address such malware, and thus leave open

vulnerabilities.

[0005] Embodiments described herein address these and other problems, individually and

collectively.

BRIEF SUMMARY
[0006] Embodiments of the disclosure include systems, methods, and apparatuses for
protecting a secret on a device with limited memory, while still providing tamper resistance.
In particular, embodiments can protect the secret from continuous space-bounded tampering,
in which tampering is done repeatedly by a small attacker that has limited available
computational space and memory. To achieve security, an encoding computer can apply a
memory-hard function MHF to a secret S that is to be protected and determine a result Y. The
encoding computer may then determine a proof 7 for the result Y, to later prove that the
result Y was computed with the secret S. The proof m may be a non-interactive proof of
space, with an additional property of proof-extractability. Applying the memory-hard
function and determining the proof = may take a large amount of space (e.g., on the order of
gigabytes or terabytes). Then, the encoding computer can send a codeword C comprising the
secret S and the proof 7 to a decoding computer. The decoding computer can then store the

codeword C in persistent memory.

[0007] When the decoding computer wants to use the secret S, for example, to apply a
cryptographic function to the secret S, the decoding computer can retrieve the codeword C
and parse the secret S and the proof . The decoding device can use transient memory to
decode the codeword C by verifying the proof m was generated with the secret S and the
result Y. The decoding may be performed with a small amount of memory, much less than
the encoding. When the correctness of the result Y is verified, the decoding device can apply
a cryptographic function to input data using the secret S (e.g., digitally signing a message). If
the correctness of the result Y is not verified, this can indicate to the decoding computer that
the codeword C has been tampered. The decoding computer can then self-destruct to prevent

further tampering attempts. After decoding the codeword C, the decoding computer can reset
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the transient memory to clear information about the secret S. A small amount of data may be

persisted in an extra-persistent space in the persistent memory.

[0008] According to one embodiment, a method decodes a secret on a decoding computer.
A codeword C can be stored in a persistent memory of the decoding computer. The codeword
C comprises a proof value  and a secret S, and uses ¢ bytes of memory. The persistent
memory comprises P bytes of memory. The proof value 7 is determined using the secret S
and aresult Y, the result Y obtained by applying a memory-hard function MHF to the secret
S or to a function of the secret S. Applying the memory-hard function MHF to the secret S
requires at least N bytes of memory. More than one proof value may be combinable with
secret S to provide a valid codeword. P-c memory of the decoding computer forms an extra-
persistent space. The method then includes receiving input data, retrieving the codeword C
from the persistent memory, and parsing the codeword C to identify the proof value = and
the secret S. A decoding of the codeword C can be performed, using a transient memory of
the decoding computer. The decoding of the codeword C can be done by using the proof
value 7 to verify a correctness of the result Y as being obtained from memory-hard function
MHEF using the secret S. The decoding function is operable to use K bytes of memory, and K
is less than N. When the correctness is true, a cryptographic function is applied to the input
data using the secret S to obtain output data. When the correctness is false, an error message
is provided and the decoding computer is made inoperable to perform subsequent decoding
operations. Then the transient memory of the decoding computer is refreshed. E bytes of
memory of the decoding are persisted on the extra-persistent space. E is less than N and less

than the size of the result Y.

[0009] These and other embodiments of the invention are described in detail below. For
example, other embodiments are directed to systems, devices, and computer-readable media

associated with methods described herein.

[0010] Further details regarding embodiments of the invention can be found in the Detailed

Description and the Figures described herein.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] FIG. 1 shows a mobile device storing a secret sk in a secure element.

[0012] FIG. 2 shows a tampered secure element that may be inside a mobile device.
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[0013] FIG. 3A shows the correctness property if the non-malleable codes. FIG. 3B shows

the non-malleability property of non-malleable codes.

[0014] FIG. 4 shows a use of non-malleable codes for protecting a secret stored in a secure

element of a mobile device according to embodiments.

[0015] FIG. 5 illustrates a benefit of using non-malleable codes in the context of storing a
secret in a secure element for performing a cryptographic function according to

embodiments.

[0016] FIG. 6 shows an example of an attacker not able to successfully perform an attack
on an encoded secret stored in a device due to proof-extractability of the encoding function

according to embodiments.
[0017] FIG. 7 shows an example of a graph labeling according to embodiments.

[0018] FIG. 8 shows an example construction of a proof of space according to

embodiments.

[0019] FIG. 9A shows a device according to embodiments. FIG. 9B shows a memory of

the device according to embodiments.

[0020] FIG. 10 is a flowchart illustrating a method for encoding a secret according to

embodiments.

[0021] FIG. 11 is a flowchart illustrating a method for decoding a secret according to

embodiments.
[0022] FIG. 12 shows a block diagram of a provisioning device according to embodiments.
[0023] FIG. 13 shows a block diagram of a mobile device according to embodiments.

[0024] FIG. 14 shows a block diagram of an example computer system usable with systems

and methods according to embodiments.

TERMS
[0025] “Non-malleable code(s)” may refer to a coding scheme for which decoding a
codeword that has been altered (e.g. by a tampering adversary) results in either the original
(unaltered) message or a completely unrelated value from which no knowledge can be

inferred.



10

15

20

25

30

WO 2020/072129 PCT/US2019/045562

[0026] “Space-bounded,” “memory-bounded,” or “memory-hard function” (MHF) may
describe a function or task where the time needed to complete the task is mainly determined
by the amount of usable memory required. For example, for a space-bounded computational
problem, the efficiency of the particular computational process may be most affected by the
rate at which data can be read and stored into memory (i.e. memory bandwidth) rather than
by the clock speed of the processor. A memory hard function requires a certain number of
storage bits to be performed. Strict memory hard hashing functions are an example of a
memory-hard function. A memory-hard function needs time T and space S for ordinary
computation, but the amount of time increases greatly if the amount of available space is less

than S.

[0027] “Verifiable computation™ may refer to a procedure to efficiently check correctness
of a computation without performing the computation itself. A goal can be to develop a
verification procedure that is much more resource (space/time)-efficient than the target
computation itself. For example, one may consider a memory-intensive computation on a
huge database over a cloud-server. A client wants the server to perform some computation
(e.g. aggregation) on the database and can use verifiable computation to check whether the

result is correct without performing the actual operation on the data.

[0028] A “proof function” may refer to a function that produces a “proof value” that can be
used to verify a computation. The proof value may be succinct in that it can be computed
with relatively low memory (space), thereby allowing the decoding to be produced in low
space. The use of a MHF during encoding can ensure that high memory is required, even

when the proof function itself can be performed in low memory.

[0029] A “verification function™ may refer to a procedure for using a proof value to

confirm that a code C is generated from a secret S by a specified encoding function.

[0030] A “security parameter” may refer to a fundamental system parameter that is
specified according to the desired security level. All other metrics (for example, running time,

memory required etc.) of a scheme may be measured in terms of the security parameter.

[0031] A “randomized algorithm™ may refer to a computation that uses random bits
extracted from a trusted source of randomness. The output of such an algorithm, on a

particular input, can follow a probability distribution.
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[0032] A “deterministic algorithm™ may refer to a computation that does not use any
randomness, and the output of such algorithm, on a particular input, is fixed as it is

determined only by the input.

[0033] A “‘secure element” is a tamper-resistant platform (e.g., a one chip secure
microcontroller) capable of securely hosting applications and their confidential and
cryptographic data (e.g. key management) in accordance with the rules and security
requirements set forth by a set of well-identified trusted authorities. Example form factors

include Universal Integrated Circuit Card (UICC), embedded SE and microSD.

DETAILED DESCRIPTION
[0034] Sensitive data, such as secret keys, that is stored on a secure element of a device is
still vulnerable to tampering. In particular, an attacker can modify the secret key on the
secure element, such that when the secret key is used later it reveals information to the
attacker. For example, a user can encrypt a message using the tampered secret key, where the

encrypted output can be used to determine information about the original secret key.

[0035] Some attacks can be prevented by using space-bounded non-malleable codes to
protect secret data. The secret is encoded as a codeword with an encoding function that takes
a large amount of space to compute, and thus must be done outside of the device. The
codeword can be decoded on the device in a small amount of space (e.g., orders of magnitude
smaller than the encoding space). However, such solutions are only secure for a limited
number of tampering attacks. The leakage is proportional to the number of attacks, so over
time the entire secret can be discovered. An attacker could generate all possible combinations

for a known decoder, and thus can determine which secret was used after sufficient leakage.

[0036] Some embodiments can protect data against tampering attacks, by using non-
malleable codes, where the leakage is proportional to the logarithm of the number of
tampering attacks. Thus, even with a large number of attacks, a small amount of information
is leaked. To do so, a secret can be encoded with a non-interactive proof of space (NIPoS)
that is proof-extractable. There may not be a one-to-one correspondence between secret and
proof, so it is more difficult to completely explore the space of secret-proof pairs, since the
possible combination is much larger, while still only having a relatively few proofs per secret

that will actually work. Otherwise, an attacker could use an external device to determine all
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possible codewords, and then identify which one provides the same ciphertext output for a

given input.

[0037] Such proofs can be constructed in a number of ways, including using graph labeling
and challenge-hard graphs. As a result of using a proof-extractable NIPoS, an attacker that
attempts to falsify a proof may need to compute numerous secret-proof pairs (codes) outside
of the memory available for tampering (tampering space) on the device and use fault attacks
to try possible codes before possibly gaining access to the secret. The number of secret-proof
pairs that can be leaked is bounded by the available tampering space, and the description size
of the tampering virus. Embodiments can also include a “self-destruct” mechanism. As an
example, the “self-destruct” mechanism can cause the small-space device (e.g., a secure

element) to erase its entire state (or make it non-functional) once a tampering is detected.

[0038] Some embodiments can preclude an attacker from partially computing the proof
outside the device and then finishing computing the proof inside the device using a tampering
virus that can access the secret S. For example, there can be some persistent space that stores
the code (the secret S and the proof 7) and some transient space used in the decoding that is
refreshed periodically (e.g., after every valid decoding). If tampering is detected by the
decoder, then the secure element can become unusable. A small amount of the persistent
space (“extra-persistent space”) is not taken up by the code and thus could be used to retain
some information about a previous secret and proof. For example, the persistent space could
be used to store previous codes that had been verified. Then, an attacker could analyze the
previous codes (secrets-proof pairs) that have been verified to determine a relationship so that
new valid codes could be generated at will. Once a code is verified by a decoder, the secrets
of the various codes could then be used to encrypt known input data, where the encrypted
output can be used explore the codeword space. However, the extra-persistent space can be
made much smaller than the result that the proof 7 is derived from, thereby preventing

sufficient leakage of information that could be used to determine the secret S.

[0039] Tampering of secure elements and non-malleable codes are first described below,

followed by a description of NIPoS.

L TAMPERING WITH SECURE ELEMENT

[0040] A mobile device may be provisioned with a secret sk for a variety of reasons. For

example, the secret sk may be used as a secret key to encrypt communications. As another
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example, secret sk can be used for authentication purposes so that the mobile device can gain
entry to a resource (e.g., a building, a computer, or an account). Depending on requirements,
the mobile device can operate on input data (e.g., a challenge) using the secret sk to produce

an authentication response when requested to an authentication computer.

A. Use of secure element to encrypt

[0041] FIG. 1 shows a mobile device 100 storing a secret (sk) 115 in a secure element 110.
Secure element 110 can store secret 115 in secure memory of secure element 110. Secure
element 110 can also include circuitry to perform a function 112, identified as Fg (*).
Function 112 can operate on input 105 to provide output 120. Mobile device 100 can then

send output 120 to a recipient device 150, which can decrypt output 120 to obtain input 105.

[0042] Such an operation may occur when input 105 is to be encrypted and sent as output
120, using secure 115 as an encryption key. Recipient device 150 could be previously
provisioned with the same secret, potentially having initially provided the secret to mobile
device 100. As another example, recipient device 150 can provide input 105 as a challenge to
mobile device 100. Recipient device 150 can then compare output 120 to an expected result

so as to authenticate mobile device 100.

B. Tampering to determine secret key

[0043] Unfortunately, an attacker can compromise a secure element, e.g., using a tampering
function as a fault attack. Thus, the attacker can be a tampering function that was installed
onto the mobile device. The tampering function can further infiltrate the secure element so
that secret data is manipulated, thereby resulting in output data that can reveal the contents of
the secret data. Accordingly, in such situations, repeated outputs of the secure element after

tampering can be analyzed to reveal the secret data.

[0044] FIG. 2 shows a tampered secure element that may be inside a mobile device. Secure
element 210 can perform a function 212 using a secret 215. As shown, secret 215 has been
tampered, illustrated as sk’ resulting from an original secret sk. The tampering function A
can be defined by sk’ := A(sk). As examples, the tampering function A can result from
malware infecting secure element 210 or a physical tampering, as may be done with a laser

on the physical memory.
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[0045] For example, an attacker may introduce faults to memory (e.g., flash memory or
dynamic random-access memory (DRAM)) by selectively altering charge states of its
capacitors (e.g. using a laser), and thus performing “bit flips” that cause leakage of a targeted
row of bits in a memory cell between read and write operations (i.e., Rowhammer attacks).
These types of attacks are especially prevalent in smaller devices, which have memory units
designed specifically for minimal power consumption, such as smartphones, tablets, and

other mobile personal devices.

[0046] Output 220 is generated from input 205 using function 212 and the stored secret,
which is a tampered secret 215 (shown as sk’) in this example. Since output 220 depends on
the value of the stored secret, modifying the stored secret will affect output 220. Accordingly,
information about the original secret sk is leaked through output 220. The sufficient set of
data points for different inputs and outputs after multiple rounds of tampering, an attacker
could reconstruct the original secret sk from the inputs and outputs. It would be advantageous

to prevent such attacks.

[0047] The attacker’s goal is to recover the secret. If a mobile devices is stolen, someone
can use it but someone cannot recover the secret key as it is stored in a secure element.
However, once they have tampered with the device and then try to use it, they will get a

different kind of response from the device.

[0048] Tampering can be performed by physical means, such as using a laser to alter the
secret. Such tampering causes the memory to actually store different values and therefore
operate in a slightly different manner. The slight change in response can be compared to the
original response and used to make conclusions about the secret. If you cause some sort of
change in the device when it sends out a cryptogram or sends out another type of data
message, it can differ in such a way that one is able to probe what the secret is. For example,
if the first bit of a secret is zero, it will respond differently than if the first bit of the secret is

one.

[0049] In one particular context, a mobile device may store a mobile payment application,
and may subsequently have a secret stored somewhere in the application. An attacker can
then rely on non-physical tampering means, such as by introducing malware to the
application, to tamper with the secret stored therein. For example, the malware may blindly

alter values sent to a trusted execution environment or hardware module.
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IL. NON-MALLEABLE CODES AND THEIR APPLICATION

[0050] Non-malleable codes can provide some level of protection from tampering attacks.
For example, a secret message m can be encoded to provide a code ¢, which is stored. Even
if the code is tampered, a decode function may still provide the secret message m. Or, the
decode function can provide an error indicating that tampering was performed. If neither of
these happens, then the decoded message can be one that is unrelated to the message

originally encoded.

[0051] FIG. 3A shows the correctness property of non-malleable codes. A secret message
m is encoded by encoding function 310 to obtain code c. A decoding function 320 decodes

the code c to obtain the original secret message m when there is no tampering present.

[0052] FIG. 3B shows the non-malleability property of non-malleable codes. Again, the
secure message m is encoded by encoding function 310 to obtain code c¢. But this time, an
attacker 315 changes the code c to be code ¢’. As a result, decoding function 320 decodes
code ¢’ to get m’. The decoding process may be such that both code ¢ and code ¢’ decode to
m, and thus m’ equals m. In theory, the decoding function 320 can also include a verification
function that can detect when m does not equal m’, i.e., a detection. The value L indicates an
error. But, how to determine such a verification function is not clear, particularly if the
decoding function 320 needs to be performed on a mobile device. The error detection does
not need to be perfectly accurate, as long as m’ is unrelated to m, and thus no information can

be obtained from an output generated using m’.

[0053] Thus, for non-malleable codes, an encoded message will either completely change
when altered or not change at all, or an error will be detected. An example for error-detection
code using verification of computation is algebraic manipulation detection (AMD) code

(www.iacr.org/archive/eurocry pt2008/49650468/49650468. pdf or tampering-detection code.

A Protection of secret key

[0054] An implementation of non-malleable codes in the context of a secret stored on a

mobile device (e.g., as in FIG. 1) is now described.

[0055] FIG. 4 show a use of non-malleable codes for protecting a secret stored in a secure
element of a mobile device 400. A secret (sk) 415 can be encoded by encoding function 403
to obtain a code ¢. Encoding function 403 can be implemented by a provisioning device

outside of mobile device 400. Examples of a provisioning device include a server that

10
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provisions over a network or a local device, e.g., via a direct wired or wireless connection
(e.g., Bluetooth or WiFi). In various implementations, the provisioning can be performed by
a manufacturer, a service provider (e.g., a cellular carrier), or a technician after a user has

acquired the mobile device.

[0056] Code c can be provided to mobile device 400 and stored in secure element 410.
Secure element 410 can include circuitry (e.g., hardwired or programmable circuitry) for

performing a function 412 (e.g., encryption) and for performing a decoding function 407.

[0057] As part of executing an application (e.g., a authentication or encrypted
communication), a processor (not shown) of mobile device 400 can provide input 405 to
secure element 410 to obtain an output 420, e.g., for sending to an external device. To
generate output 420, decoding function 47 retrieves code 417 from a secure memory and
decodes code 417 to obtain the original secret 415. Function 412 uses secret 415 to operate

on input 405 to obtain output 420.

B. Tampering resilience

[0058] A tampering class encompasses tampering functions/algorithms that a device can
tolerate without exposing the underlying data. Typically, the encoding/decoding functions

cannot tolerate all classes of tampering algorithms.

[0059] A popular tampering class is granular tampering. A secret can be encoded to get a
codeword that has two parts, c1, c2. The two parts can be stored on a same device or two
physically separate devices. The attack would have to be on the two different parts of
codewords independently, with two different decoding functions that cannot see each other.
The attacker knows there are two parts, but the tampering algorithms cannot contact each
other because they are separated. The attacker may operate on one, but really needs both parts

in order to expose information.

[0060] Another class is global tampering, which means that the attacker had access to the
entire codeword. Such tampering classes assume that the attacked cannot decode or encode.
In such a case, the attacker can only change the codeword a little bit and hope to decipher the
original secret, which is very difficult. An example where the attacker cannot decode or

encode is not provided.

11
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[0061] FIG. 5 illustrates a benefit of using non-malleable codes in the context of storing a
secret in a secure element for performing a cryptographic function. FIG. 5 shows the

example implementations from FIG. 2 and FIG. 4 side-by-side.

[0062] Secure element 510 stores a secret sk for performing a function Fg(+) on input 505
to obtain output 520. Secure element 510 is susceptible to tampering attacks, as discussed

above.

[0063] Secure element 550 stores a code ¢ generated from secret sk using an encoding
function. Secure element 550 decodes the code ¢ to obtain the secret sk, which is then used

for performing a function Fg () on input 555 to obtain output 570.

[0064] As shown, the code ¢ has been tampered to obtain ¢’. Thus, the decoding function is
shown outputting sk’. Assuming the attacker can only modify the code c, the value for sk’

should provide three possibilities for an output.

[0065] For possibility 1, sk’ = sk, e.g., as the amount of change between ¢ and ¢’ is
minimal, and thus the decoding function outputs the same value. For example, the decoding
function can map more than one input to a same output. Such a procedure can be analogous
to an “error-correction” mechanism, with one way to attain being adding redundancy into the

codeword.

[0066] For possibility 2, the decoding function can detect that the decoded value does not
correspond to code ¢’, and thus tampering is detected. If tampering is detected, the decoding
function can output a predetermined error character of 1. How to determine such an

inconsistency between code ¢’ and the decoded value is described later.

[0067] For possibility 3, the decoding function determines that ¢* and the decoded value are
consistent with each other, but such a result should only be possible when sk and sk’ are
unrelated and thereby sk’ does not reveal any meaningful information about sk. This may
occur if the attacker overwrites the encoding of sk with an encoding of a known sk’; clearly
in this case sk’ is independent of sk as it is already known to the attacker. For a non-
malleable code, if a single bit is altered when using an encoding algorithm, the response
becomes completely unrelated to the original message, and thus introducing a fault could not
be used to deduce the secret. Being “unrelated” covers both error-detection and correct
decoding with an unrelated sk’. An attacker would be unable to isolate a change relating to a

single bit-flip due to the non-malleable property of the code. In the case of malware

12
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introduced to an application, even if the malicious program were to override a secret stored in
the application with its own secret, it would be unable to infer any information about the

original secret.

[0068] Secure element 550 can still be susceptible to tampering attacks, e.g., if the attacker
can perform encoding and decoding. The particular encoding and decoding techniques may
be public, e.g., as part of a standard. Thus, it is feasible that an attacker could generate

malware that performs these functions.

C. Types of attacks

[0069] Intuitively, an encoding scheme (Encode, Decode) is called non-malleable with
respect to a class of tampering adversaries (modeled as functions or algorithms) A if for any
adversary A € A and any message x, the output Decode o A o Encode(x) is independent of
x, unless it is equal to x. It is straightforward to see that A cannot contain all efficiently
computable functions because in that case it is always possible to just decode a codeword ¢ to
x, modify (for example add 1) and re-encode x + 1; hence one must consider a restricted
class A that excludes functions able to encode. Therefore, one can focus on constructing
encoding schemes that are non-malleable against a meaningful, broad class of tampering
functions; notice that non-malleability against a broader A translates to protection against

stronger tampering attacks.

[0070] In one type of attack, an adversary can be separated into two parts: a “big
adversary” which is a probabilistic polynomial time (PPT) adversary with no space-bound,
and a “small adversary” (e.g. malware) that is a space-bounded poly-time adversary. The big
adversary can begin interacting with a challenger (e.g., a decoding device), and then output
small adversaries which will then have access to a target codeword (or proof) and execute
tampering in a space-bounded manner. If the small adversary has a huge description, it might
not even fit into a small-space device (e.g. a mobile device), let alone executing tampering.
So, it may be reasonable to assume that such adversary has a bounded size description. In

particular, a class of space-bounded adversaries can be defined as Jl;{ace containing all poly-

time adversaries that have a description of size at most f-bit and which require at most s-bit

to execute.

[0071] One interesting tampering class is space-bounded tampering, in that the only

restriction on A is that any (efficient) tampering algorithm in this class can only use a limited

13
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amount of memory. Space-bounded tampering captures the essence of mauling attacks
performed by malware that infect small-space devices like mobile devices. However, for such
tampering class, it is unreasonable to assume that a tampering algorithm cannot decode. For
example, if decoding requires more space than what is available for the attacker, then the
encoded secret becomes unusable inside the device. The encoding algorithm, on the other
hand, can be reasonably space-intense and performed outside the device. Therefore, it is
possible to assume the space-bounded adversary cannot perform encoding, therefore avoiding

the aforementioned impossibility.

[0072] Moreover, even if A includes only Decode, “full-fledged” non-malleability is still
not achievable. To see this, consider an attacker that decodes c, learns the message x and
based on the first bit of x overwrites the memory of the device with a precomputed encoding
— leaking the first bit (this can be extended to an attack that leaks any log(|x|) bits by
tampering once). However, it may be possible to guarantee that the leakage is “not too
much”. This weaker notion may be defined as /eaky non-malleability, which guarantees that
an encoding scheme satisfying the notion would leak only a limited amount of information
about x. Some encoding techniques may be use leaky non-malleability to resist tampering for
a bounded number of attacks. That is, they can leak some information about the message x,
but if more than a predetermined number of tampering attacks occur, the entire message x
can be compromised. It is thus desireable to have an encoding scheme that is resistant to

continuous attacks, where the number of tampering attacks is very large.

[0073] In some embodiments, the tampering algorithms can be assumed to be
deterministic, sequential and (s, f)-total-space-bounded, where s, f € N are tunable
parameters and are usually functions of the security parameter A. The class of all such
algorithms may be denoted by cfl;,face or Agpace Tor simplicity. Generally any A € Jl;,face
will be often referred to as a space-bounded tampering algorithm. In some embodiments, the
tampering algorithm can be assumed to have access to the public parameter may not be
explicitly hardwired inside A and hence it is neither accounted for in the bound f norin s.
The public parameter pp may be considered to be untamperable. In some embodiments, the
public parameter pp can be part of a read-only memory to which the attacker does not have

write access.

[0074] In some embodiments, if the parameter f is such that adversaries from Jl;{ace can

have valid encodings (cy, ¢;) of two different messages hard-wired into their description, the
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leakage € can be (approximately) at least as big as the size of the “extra persistent space” p —
n, where p is the size of the persistent space and 7 is the size of the codeword. Otherwise, the
distinguisher D can send a space-bounded adversary A with hard-wired (¢4, ¢;), which first
copies any p — n bits of the target message into the extra persistent space and then depending
on the first bit of that overwrites the target encoding with ¢; or ¢,. Repeating this process, D
learns the entire extra persistent space after only a few (6 ~ p — n) tampering. Therefore, in
some embodiments that allow sufficiently large f and any unbounded 6 € poly(A), the

leakage £ may contain p — n as an additive factor.

III. NON-INTERACTIVE PROOFS OF SPACE
A Definition of NIPoS

[0075] In an interactive proof-of-space (PoS) protocol, a prover P interactively proves that
they have “sufficient amount of space/memory” to a space-bounded verifier V. The entire
proof can be represented as one single string, e.g., ;4, with respect to an identity id,
allowing the prover P to non-interactively prove thay they have suffient amount of memory in
a non-interactive proof-of-space (NIPoS). The verifier is able to verify the pair (id, 7;;)
within bounded space. Extractability of NIPoS guarantees that given an honestly generated
pair (id, m;4), if a space-bounded “small adversary” A is able to compute another valid (i.e.
correctly verified) pair (id’, 7r;4,) such that id # id’, then id’ can be efficiently extracted from
random oracle queries made by the “big adversary™ B (that has no space-restriction and may

be represented by a PPT algorithm) given a “small hint”.

[0076] Given a NIPoS, Faust et al.’s (Faust et al., 2017a) encoding scheme works as
follows. On input a message x, the space-intense encoding algorithm runs the prover of
NIPoS on an identity x to generate a proof r,.. The codeword c is the pair (x, ,.). The space-
bounded decoding algorithm, on receiving ¢ = (x, 7,.), runs the (space-bounded) verifier. If
the verification passes, it returns x, otherwise it returns L denoting the invalidity of c.
Intuitively, non-malleability follows from the guarantee provided by NIPoS; namely,
whenever the small adversary tampers to a valid codeword (', t,,), the new message x” must

be independent of the input message.

[0077] To be slightly more formal, to show that this encoding scheme is non-malleable
against space-bounded attacker, one needs to simulate the tampering experiment with “a

small leakage” on x. Given the extractability, the simulator can be constructed as follows: the
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leakage is obtained using the “small hint”. As guaranteed by the extractability of NIPoS,
since the “small hint” (of length 7, say) is sufficient to extract id’, each tampering can be
simulated by first obtaining the hint as a leakage and then running the NIPoS-extractor to
obtain id’. Clearly, this strategy runs into problem for unbounded continuous tampering as
the overall leakage € becomes proportional to 8 -  (where 6 denotes the number of

tampering queries).

[0078] Atahigh level, the NIPoS scheme is designed as follows. Let M be a memory-
hard function and (Gen, Prove, Ver) a publicly verifiable scheme. The NIPoS prover on
input id first queries the random oracle to obtain x: = H (id) and then runs the algorithm
Prove on input x and outputs whatever the algorithm outputs, i.e. the value y: = M(x) and
the proof of correct computation 7. The NIPoS verifier on input id and the proof of space
(y, mye) first queries the random oracle to obtain x: = H (id) and the runs the algorithm Ver

on input x, y, 7y and outputs whatever the algorithm outputs.

[0079] Intuitively, a NIPoS allows a prover to convince a verifier that she has a lot of

space/memory. Importantly, the verification done on the verifier’s side is space efficient.

[0080] A main building block of our NMC construction is Non-Interactive Proof of Space
(for short NIPoS). Intuitively, a NIPoS allows a prover to convince a verifier that she has a lot

of space/memory. Importantly, the verification done on the verifier’s side is space efficient.

[0081] We start by recalling the definition of NIPoS from Faust et al. (Faut et al., 2017a)
adjusted to (s, f, t)-bounded algorithms. We split the definitions completeness and
extractability here. Then we define property called proof-extractability. We made some
syntactical changes to the definition of extractability to align it with the proof-extractability
definition. Finally, we define a new quantitative measure of NIPoS called uniqueness and

show that uniqueness, when combined with extractability gives proof-extractability.

[0082] Definition 9 (Non-interactive proof of space (NIPoS)). For parameters

Sp, Sys Kpos) Npos € Nwith sy < s < sp an (kpes, Npos, Sp, Sy)-non-interactive proof of space
scheme (NIPoS for short) in the ROM consists of a tuple of PPT algorithms

(Setup™, P¥, V) with the following syntax.

[0083] Setup™ (1*): This is a randomized polynomial-time (in ) algorithm with no space
restriction. It takes as input the security parameter and outputs public parameters ppyos €

{0,1}".
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[0084] PX

Pbpos (id): This is a probabilistic polynomial-time (in 1) algorithm that is sp-space-

bounded. It takes as input an identity id € {0,1}*7es and hard-wired public parameters PPpos-

and it returns a proof of space € {0,1}"»os.

[0085] Vg][jpgs(id, m): This algorithm is sy-space-bounded and deterministic. It takes as

input an identity id, hard-wired public parameters pp,,s. and a candidate proof of space 7,

and it returns a decision bit.
[0086] A NIPoS may have a completeness condition:
For all id € {0,1}%ros, we have that
Pr [ng,pos(id, 1) = 1: pppos < Setup™ (17); m « Pp}]gpos(id)] =1,
where the probability is taken over the internal random coins of the algorithms Setup and P,
and over the choice of the random oracle.
[0087] We define the extractability of a NIPoS separately as follows.

[0088] Definition 10 (Extractability of NIPoS). Let NIPoS = (Setup®, P¥, V%) be an
(kposs Mposs Sp» Sy)-non-interactive proof of space scheme. Let s, f, ¢, € N and ¢,,5 € [0,1)
be parameters with s, < s < sp. Then a NIPoS is (s, f, t,7, €y05)-extractable (Ext-NIPoS) if
there exists a polynomial-time deterministic algorithm K (the knowledge extractor) and a
deterministic efficiently computable function Fj,;,,¢: {0,1}" = {0,1}7 such that for any

probabilistic polynomial-time algorithm B, we have
Pr{GET (D) = 1] < &pos,
for the game G§'%, (1) defined as follows:
Game G, (1):
1. Sample pp,os « Setup™ (1*) and 7 « Pgépas(id).
2. LetA « Bg{)pos(id, m) such that A € ﬂ:gace (if this condition fails, then output 0 and
stop).

3. Let (id, #): = A™ (id, m).

4. Letz: = Fype (pppos; Q4 (B), 1d).
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5. Let a: = K(pppos, Q#(B), 2).
6. Output 1 if and only if: (1) ng)pcs (id, ) = 1; (i1) id # id and (iii) id # a; otherwise

output 0,

where the set Q4 (B) contains the sequence of queries of B to H and the corresponding
answers, and where the probability is taken over the coin tosses of Setup, B, P and over the

choice of the random oracle.

[0089] Note that, we made two changes from the one used in Faust et al. (Faut et al.,
2017a): first we introduce a new hint-producing function which can return a “small string”
(for example, the index of id in the RO table Q4(B)) and given that hint, the extractor can
now find out the target identity from the same table. Secondly, the extractor here only returns
the target identity instead of all identities found in the table (as done in Faust et al. (Faut et
al., 2017a)). In embodiments, the parameter n may be small, as otherwise the definition is
trivially satisfied. The final measure of leakage in the NMC construction can be controlled by
the size of this hint.

B. Proof-extractability and uniqueness

[0090] The above discussion shows that we possibly need a stronger guarantee from the
underlying NIPoS to make a CSNMC. Towards that, a stronger property of a NIPoS can be
introduced called proof-extractability (PExt — NIPoS). It guarantees that, given a “small hint”
(e.g., of length "), it is possible to construct a stronger extractor that extracts not only the
changed identity, but also the changed proof: (id’, m;4,). Intuitively, this means that if a small
adversary computes a valid pair (id’, w;4,), then the “big adversary” must have computed the
entire proof 14, (as opposed to a part of the proof as for NIPoS) outside the small-space

device.

[0091] Extractability guarantees that if the space bounded adversary A successfully tampers
to a new pair (id, %), the identity td can be extracted from the query table of the algorithm B,
i.e., the pair (1d, %) was (partially) precomputed by B. Knowledge of id does not generally
imply knowledge of the entire pair (id, 7). This is because there might be many different 7
for which the verification is correct, unless, of course, there is a unique such 7. In order
guarantee extraction of the entire pair (id, 7), we need NIPoS to satisfy a stronger

extractability property, called Proof-Extractability.
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[0092] Definition 11 (Proof-Extractability of NIPos) Let NIPoS: = (Setup®, P*, V%)
be a (kpos) Npos, Sp, Sy )-non-interactive proof of space scheme. Let s, f,t,1 € N and

Ep—ext € [0,1) be parameters such that sy < s < sp. Then NIPoS is called

(s, f, 6,1, ep—_ext)-proof extractable (PExt-NIPoS) if there exists a polynomial time
deterministic algorithm K (the proof-extractor) and an efficiently computable deterministic
function Fyine: {0,133 = {0,137 such that for any PPT algorithm B and any identity id €
{0,1}*vos it holds that

PriGh () = 1] < £ppne,

for the game Ggiﬁt () defined as follows:

Game Ggi’;t A:
1. Sample pp,os « Setup™ (1*) and 7 « ij'épas(id).

2. LetA « B

pppos (1d, ) such that A € Jl?‘{aw (if this condition fails, then output 0 and

stop).

3. Let (id, #): = A™ (id, ).

4. Let z: = Fuint (PPpos, Q5 (B), (1d, 7))
5. Let a: = K(pppos: 7 (B), 2)

6. Output 1 if and only if: (1) ng,pas(id, 1) = 1; (ii) Id # id and (iii) (id, ) # «a; otherwise

output 0,

where the set Q4 (B) is the random oracle query table of B. Note that B does not make RO
queries after outputting the small adversary A. The probability is over the choice of the

random oracle, and the coin tosses of Setup, B.

[0093] In the above definition, the hint-producing function takes the pair (id, ) as opposed
to only Id as in Definition 10. Intuitively this means that, given some small hint, the extractor
does not only return the changed identity, but the identity-proof pair. Clearly this makes the

later definition stronger.

[0094] As mentioned above, when there is a unique valid proof corresponding to each

identity, then proof-extractability reduces to simply extractability. Nevertheless, it may also
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be possible that only a part of the proof is uniquely determined. We formalize this by the

following definition.

[0095] Definition 12 (Uniqueness of NIPoS) Let NIPoS: = (Setup™, P™, V™) be a

(kposs Mposs Sps Sy)-NIPoS. Then NIPoS is called (Upes, Eynique)-Unique (Where upos <
Npos: Upos € N and eypique € negl(d)) if for any A € N, there is a deterministic function
J:{0,1}" X {0,1}%vos — {0,1}%ros such that for PPpos < Setup™ (1), any identity id €
{0,13%vos and any m € {0,1}"os, if Vi (id, ) = 1, then ] (pppos, id) = 71 ... upos] with
probability at least 1 — gynique (Where the probability is over the randomnesses of S etup™

and P¥).

[0096] Intuitively, the definition can state that for a valid proof 7, a part of 7 (first u, bits
in this case) can be uniquely and efficiently determined given the id and the public

parameters pp with overwhelming probability.

[0097] In the following lemma, we formally show that uniqueness and extractability
together imply proof-extractability. To see this, observe that, e.g., maximal uniqueness
implies that given id, the corresponding 7, is fixed and hence it suffices to provide the

PExt — NIPoS hint-producer only with id.

[0098] Lemmal Let NIPoS:= (Setup”, P*, V™) be a (kpos, Npos, Sp, Sy)-NIPoS that is
(Uposs Eunique)-unique and (s, f, t,1, £,05)-extractable. Then NIPoS is (s, f,t,1, €p_ext)-

proof-extractable where
A
N =1+ Npos — Upos€p—ext = Epos T Eunique

[0099] Proof Given the hint-producing function Fy;,,; and the extractor K for the
extractable NIPoS we construct a hint-producing function Fy;,,;” and an extractor K’ for proof-

extractability as follows:

[0100]  Fp,'": It takes (PPpos, Qar(B), (id, 7)) as input and runs Fp;,, on

(PPpos) @ (B), id) to obtain £. It returns €’ where €' = € || B for B: = fi[upes + 1 ... Npos].
P P P

[0101] K': It takes (PPpos, Q2 (B), £") as input, parses £ = £ || . Then it runs a: =
K(PPpos: Q7 (B), €) and y: = J(Pppos, @). It returns (a, a’) where o’ =y Il B.

[0102] Tt is clear that, whenever the standard extractor K is able to extract the correct id,

the proof-extractor will be able to extract the correct pair (id, 77) as the part of 7 was uniquely
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derived by J and the rest of it is obtained from the additional hint. Therefore, the only case
when K’ would fail is exactly when (i) K fails or (ii) ] fails. Hence we have €, gyt < 505 +
Eynique- ON the other hand, since Fy;,," needs to output an additional hint of 7Z[u,,s +

1 ... 1p,s] the hint 1" is more than 7 by exactly 7, — Upes and hence we have ' =7 +

Npos — Upes- This completes the proof.

[0103] If a NIPoS has a special property, called uniqueness, then it satisfies proof-
extractability. Intuitively, uniqueness means for a fixed identity id, there exists exactly one
string ;4 such that m;4 verifies correctly with respect to id. Unfortunately, we do not know
how to construct a NIPoS with such property (even under heuristic assumptions). Therefore,
to have a more relaxed and fine-grained notion, we define uniqueness as a quantitative
measure: a NIPoS has u,,s-uniqueness means that, for any identity id, the first u,, bits of
any valid ;4 are fixed and can be computed efficiently with overwhelming probability.
Intuitively, the definition can state that for a valid proof 7z, a part of 7 (first s bits in this
case) can be uniquely and efficiently determined given the id and the public parameters pp

with overwhelming probability.

[0104] Embodiments show that any NIPoS can be upgraded to a PExt — NIPoS if it has
uniqueness, which we define as a quantitative measure of a NIPoS. Notice that the parameters
of the resulting PExt — NIPoS (and consequently the CSNMC scheme yielded) is directly
related to the uniqueness parameter of the starting NIPoS. For example, if a NIPoS has
“maximal uniqueness”, then the resulting CSNMC incurs “minimal leakage”, which is equal
to p — |c| bits, where p is the available (persistent) space. In embodiments, the entire space in
the device is split into two parts, the persistent space which is reusable, and the transient
space which is refreshed after each tampering. An impossibility shown in Faust et al. (Faut et
al., 2017a) restricts the persistent space to remain relatively small when 8 is unbounded. In
fact, the NIPoS used in Faust et al. (Faut et al., 2017a) has poor uniqueness parameters and
thus, when adapted to our proof-extractability technique, yields a CSNMC which suffers from

a leakage that is as large as ~ p — |x|.

[0105] FIG. 6 shows an example of an attacker not able to successfully perform an attack
on an encoded secret stored in a device due to proof-extractability of the encoding function

according to embodiments.

21



10

15

20

25

30

WO 2020/072129 PCT/US2019/045562

[0106] Atblock 610, attacker A can generate a plurality of potential secrets

idy, id,, ..., id,,. The attacker A can then generate a proof for each of the potential secrets

4, Ty, ..., Ty. The attacker A can then compute a plurality of codewords ¢y, ¢, ..., ¢, USING
the plurality of potential secrets id,, ids, ..., id,, and the plurality of proofs 7y, ,, ..., Tpp.
The attacker A may have an unlimited ability to precompute and store proofs my, 7y, ..., Tpp,.
The codewords ¢4, ¢, ..., ¢, may then be provided to a space-bounded attacker. The number
of codewords ¢y, ¢y, ..., ¢, provided to the space-bounded attacker may depend on the size of
the space bounded attacker. For example, each codeword ¢y, ¢y, ..., ¢, may have a size of 1
MB and the space-bounded attacker may have 10 MB of space. The space-bounded attacker

may tamper with the secure element of the device.

[0107] At block 620, there may be a codeword ¢ stored on the secure element of the device,
comprising a secret key sk and a proof 7. The secret key sk may be a random value (e.g.,
generated by a provisioning device) and the proof = may be generated by the provisioning
device based on the secret key sk. The space-bounded attacker may then attempt to use one

of the pre-computed codewords c;, ¢, ..., ¢, to affect the verification process on the device.

[0108] At block 630, the output may be a codeword ¢’ based on a secret id* and a proof 7*.
However, the space-bounded attacker may not be able to use information about the secret key
sk or the proof 7 on the secure element. Thus there are only two options: ¢ = ¢/, and the
tampering was unsuccessful, or ¢’ is verified and output because it was based on a valid pair
submitted by the attacker A and has no relationship to the secret key sk. The space-bounded
attacker does not have enough space to modify the secret key sk and generate a new proof.
The space-bound attacker also may not be able to use part of a proof to generate a valid proof

based on the secret key, because the non-interactive proof of space is proof-extractable.

IV.  CONSTRUCTING PEXT-NIPOS FROM CHALLENGE-HARD GRAPHS
A Graph labeling and graph pebbling

[0109] Memory hard functions may be based on graph labeling or graph pebbling. The
graph labeling or pebbling may be done using directed acyclic graphs (DAGs).

[0110] FIG. 7 shows an example of a graph with 5 nodes. Each node may have a number.
There may be a hash function H. The nodes in the bottom layer of the may be labeled by

hashing the number of the node with a secret id. For example, node 702 may be numbered as

22



10

15

20

25

WO 2020/072129 PCT/US2019/045562

1 and may have a label 722 of L; = H(id, 1). Subsequent nodes on higher layers may be
labeled with the secret id, the number of the node, and the label of all nodes on which the
node depends. For example, node 706 may be numbered as 3 may have a label 726 of L; =
H(id, 3, Ly, L;). This may continue for all nodes in the graph. Because each labeling depends
on each of the labelings below it, it cannot be computed in parallel and each labeling must be
stored simultaneously. Thus a full labeling L can be generated and stored. In order to generate
the labeling L, the generating device must store the labeling of each graph. A proof 7 can
then be generated based on the labeling L or the hash of the labeling L. The proof = may be
generated with a probabilistic proof function. The proof function may select a number of

challenge nodes, representing that the full labeling has been computed.

[0111] Labeling of a graph can be described. Let H: {0,1}* = {0,1}"* be a hash function
(often modeled as a random oracle). The H -labeling of a graph G is a function which assigns
alabel to each vertex in the graph; more precisely, it is a function label: V — {0,1}"¥ which
maps each vertex v € V to a bit string label(v): = # (q,,), where we denote by
{r®, ..., v@e®}| = deg(v) and let
v if v is an input vertex,
T = <v | label(v™) || ... || label(v(@®)) otherwise.

[0112] An algorithm A labels a subset of vertices W € V if it computes label(W).
Specifically, A labels the graph G if it computes label(V).

[0113] Additionally, for m < |V|, we define the H -labeling of the graph G with m faults as

a function label: V — {0,1}" such that, for some subset of vertices M c V of size m,
label(v) # H (q,), foreveryv € M
label(v) = H(q,,), foreveryv € V\M.

label(v) = H(q,,) for every v € V\M, and label(v) # H (q,,) for every v € M. Sometimes
we refer to labeling with faults as partial labeling.

[0114] When H is modeled as a random oracle one can show an interesting property about
graph labeling as we present next as a lemma that appeared in form of a discussion in Ling
Ren and Srinivas Devadas. It is based on an observation previously made in Stefan
Dziembowski et al. (Dziembowski et al., 2015).
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[0115] Lemma 2 Suppose H is modeled as a random oracle. Let A” be an (s, t)-bounded
algorithm which computes the labeling of a DAG G with m € N faults. Then there exists an
(s + m - ny, t)-bounded algorithm A* that computes the labeling of G without faults but
gets m correct labels to start with (they are initially stored in the memory of A” and

sometimes called initial labels).

[0116] Intuitively the above lemma follows because the algorithm A* can overwrite the

additional space it has, once the initial labels stored there are not needed.

[0117] A pebbling game can now be described. The pebbling of a DAG ¢ = (V,E) is
defined as a single-player game. The game is described by a sequence of pebbling
configurations P = (P,, ..., Pr), where P; € V is the set of pebbled vertices after the i-th
move. In our model, the initial configuration Py does not have to be empty. The rules of the
pebbling game are the following. During one move (translation from P; to P; ), the player
can place one pebble on a vertex v if v is an input vertex or if all predecessors of v already
have a pebble. After placing one pebble, the player can remove pebbles from arbitrary many

vertices. The sequence P can be said to pebble a set of vertices W € V if W S Uieror Pi.

[0118] The time complexity of the pebbling game P is defined as the number of moves
t(P): =T. The space complexity of P is defined as the maximal number of pebbles needed at
any pebbling step; formally, s(P): = maxeo 7 {| Pi[}.

[0119] Ex-post-facto pebbling of a DAG (in the random oracle model) can now be
described. Let H: {0,1}* - {0,1} be a random oracle. Let A” be an algorithm that
computes the (partial) H -labeling of a DAG G. The ex-post-facto pebbling bases on the
transcript of the graph labeling. It processes all oracle queries made by A during the graph
labeling (one at a time and in the order they were made). Informally, every oracle query of
the form g,,, for some v € V| results in placing a pebble on the vertex v in the ex-post-facto
pebbling game. This provides us a link between labeling and pebbling of the graph G. The

formal definition follows.

[0120] LetH:{0,1}* — {0,1}"** be a random oracle and Q5 a table of all random oracle
calls made by A¥ during the graph labeling. Then we define the ex-post-facto pebbling P of
the graph G as follows:
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[0121] The initial configuration P, contains every vertex v € V such that label(v) has been
used for some oracle query (e.g. some query of the form H (-+- || label(v) || --+)) at some
point in the transcript but the query g, is not listed in the part of the transcript preceding such
query.

[0122] Assume that the current configuration is P;, for some i > 0. Then find the next
unprocessed oracle query which is of the form gq,,, for some vertex v, and define P; 4 as

follows:
(a) Place a pebble on the vertex v.

(b) Remove all unnecessary pebbles. A pebble on a vertex v is called unnecessary if
label(v) is not used for any future oracle query, or if the query g, is listed in the succeeding
part of the transcript before label(v) is used in an argument of some other query later.
Intuitively, either label(v) is never used again, or A* anyway queries gq,, before it is used

again.

[0123] Lemma 3 (Labeling Lemma (in the ROM)) Let H: {0,1}* — {0,1}" be a random
oracle. Let G be a DAG. Consider an (s, t)-bounded adversary A* which computes the H -
labeling of the graph G. Also assume that A does not guess any correct output of H without
querying it. Then the ex-post facto pebbling strategy P described above pebbles the graph G,
and the complexity of P is

s(P) < = and t¢(P) <t
Ny

s(P) < —and t(P) < t.
Ny

[0124] Proof By definition of ex-post-facto pebbling, it is straightforward to observe that if
A% computes the 7 -labeling of the graph G, then the ex-post-facto pebbling P pebbles the
graph. Since we assume that the adversary does not guess the correct label, the only way A*
can learn the label of the vertex v is by querying the random oracle. The bound on ¢(P) is
immediate. Again, by definition of the ex-post-facto pebbling, there is no unnecessary pebble
at any time. Thus, the number of required pebbles is equal to the maximum number of labels
that A* needs to store at once. Hence, the space bound follows directly from the fact that

each label consists of ng bits and that the algorithm A* is s-space bounded.
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B. Challenge Hard Graphs

[0125] We define a new family of “memory-hard graphs™ called challenge-hard-graphs
(CHG) and construct PExt — NIPoS for the class of space-bounded adversaries Jl:gace from

that. We provide two instantiations of CHG that may be used in embodiments, although other
instantiations may be used as well. The first one extends the stack of local expanders
(SOoLEG) used by Ren and Devadas (Ren and Devadas, 2016), in the context of proof-of-
space, and the second one uses the graph designed by Paul et al. (Paul et al., 1976) and used
by Dziembowski et al. (Dziembowski et al., 2015). Both of the constructions use standard
graph-pebbling techniques to ensure memory-hardness (and challenge-hardness) and work in
the random oracle model. Plugging-in these PExt — NIPoS constructions into the encoding
scheme of Faust et al. (Faut et al., 2017a), we obtain CSNMC schemes with “almost minimal

leakage”™ £ ~ p — |c|.

[0126] Recall that, special types of DAGs are used for memory-hardness and for
constructing proof-of-space via graph-labeling games. Usually, labels not “compressible”. In
a graph-based proof of space constructions (e.g. Ling Ren and Srinivas Devadas (Ren and
Devadas, 2016)), an honest prover computes the labeling of the entire graph ensuring the
usage of significant amount of space. Small-space verification is done by checking the labels
of a few randomly selected nodes (or challenge nodes) of the graph — this guarantees that the
“small adversary” cannot put too many fake labelings (a.k.a. faults) without storing them and

thereby ending up using less memory.

[0127] However, such verification leaves room for computing a small part of the proof
inside the small-space device — for example, consider a multi-layered DAG (e.g. a stack of
bipartite graphs), for which a “big adversary” computes the labeling of the entire graph
except for a single node in the last layer, and the “small adversary™ easily computes the label
of the node inside the small-space device. As a result the entire proof cannot be extracted

only from B’s RO queries, making proof-extractability impossible.

[0128] To remedy this issue, we replace the traditional memory hard graphs with CHG,
which contains another carefully chosen set of challenges and guarantees that, even if a “big
adversary” computes the labeling of the entire graph except for a few nodes and send a
bounded hint to the “small adversary™, it is still infeasible to compute the labels of the new
challenge nodes with a small-space device. Let us remark that such a guarantee is only

possible when the small adversary has a small description size (i.e., the hint from the “big
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adversary” is small), as otherwise the small adversary, for example, can hard-code the entire
labeling for whole graph including all possible challenges, making challenge hardness

impossible.

[0129] Informally challenge-hard graphs satisfy the following property with respect to
graph pebbling: with small budget on the number of pebbles available (for example if an
algorithm is space-bounded) no pebbling strategy can put pebbles on multiple random
challenge vertices of the graph in a reasonable amount of time. Thus for a challenge-hard
graph comprising a plurality of challenge nodes, in addition to other graph nodes,
determining a graph labeling for the plurality of challenge nodes may require at least N bytes
of memory. The N bytes of memory may be available an encoding computer but not available
to a small-space attacker. The plurality of challenge nodes may be randomly selected from
the set of nodes that comprise the challenge-hard graph. Successfully determining a graph
labeling for the plurality of challenge nodes may occur with exponential time. Put another
way, a device with a small available space (e.g., space-bounded) may not have a way to
successfully complete multiple challenge vertices of a challenge-hard graph in a reasonable
time. The property should hold even if the player gets a few (but not too many) pebbles on
arbitrary vertices at the beginning.

[0130] Challenge-hard graphs may be graphs where the entire labeling require a lot of
space. A proof based on a challenge-hard graph may be produced with the entire labeling,. In
some embodiments, the associated proof cannot be produced without storing the entire label,
and the label may be the result of a memory-hard function. This may be in contrast to graph
labelings based on other memory hard graphs, where the proof can be produced with only a
portion of the graph labeling stored. This can better enforce space restrictions on the

encoding process.

[0131] Challenge hard graphs are parameterized by the following variables:

N, B,N,7.,t, e, where N is the size of the graph; 7. is the number of challenge nodes, where
all the challenges are in a pre-defined target set V; N, is the size of the target set V., 8- N, =
Q(N,) is the budget on the number of pebbles available; ¢ is an upper bound on the running
time of pebbling strategies; and ¢ is an upper bound on the winning probability of the

pebbling challenge game.

[0132] Challenge Hard Graphs (NIPoS) can be defined as follows. A family of directed
acyclic graphs {G;};en (With constant in-degree) is (5, N, N, T, t, €)-challenge-hard (where
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B € (0,1) is a constant, and other parameters are functions of 1), if for every A € N and graph
G =G, = (V,E) (with N = N(A) vertices), there exist 7, target sets (possibly with
overlapping) Vc(l), s VC(T”) C V such that the union of the target sets

=vPu. vy cy
has N, vertices, and the following property is satisfied:

[0133] For any pebbling strategy B = (B4, B,) it holds that
AdVES, . (A):=Pr [Gg’eﬁb_t_rua(/l) = 1] <e,
where the pebbling game Ggi?,t,rc,c (A) is defined as follows.

Game G, - (1):
(a) Let Py « B; be a pebbling configuration, where |Pg| < - N,.

(b) Let chal « D¢ be 7, random challenge vertices (possibly with overlapping), where

D is the uniform distribution over V! X ... X VC(TC).

(c) Let P = (P, ..., Pypy) < B,(Pp, chal) be a pebbling strategy.
(d) Output 1 iff
* P follows the rule of a sequential pebbling strategy.
* For every i € {0, ..., t(P)}, itholds that |P;| < B - N,.
*chal € Py U ..U Pypy.
*t(P) <t

[0134] We define N./7, and N/N, as the challenge sparseness and graph compactness of
G.

[0135] Intuitively, challenge sparseness defines what fraction of the target nodes will be
challenged. Graph compactness determines what fraction of all node in the graph are in the
target set. These two metrics of CHG can affect the determination of the parameters of the

NIPoS and the encoding schemes.

[0136] Some embodiments use localized expander graphs as well.
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[0137] A (N, vq,Y2)-bipartite expander, for 0 < y; <y, < 1, is a DAG with N, sources
and N, sinks such that any y; N, sinks are connected to at least y, N, sources. We can define a

DAG G'y_kgy.y, bY stacking kg (€ N) bipartite expanders. Informally, stacking means that
the sinks of the i-th bipartite expander are the sources of the i+1-st bipartite expander. It is
easy to see that such a graph has N.(k; + 1) nodes which are partitioned into k; + 1 sets
(which we call layers) of size N... A Stack of Localized Expander Graphs (SoLEG) is a DAG
GN_kgy.y, Obtained by applying the transformation called /ocalization (Ren and Devadas,

2016) on each layer of the graph G'y_x. 1..y,-

[0138] Lemma4 Ler 3. {0,1}" — {0,13"* be a random oracle. Let Gy, be a SOLEG

ke v1y2
where B: =1y, — 2y, > 0. Let P = (P, ..., Pypy) be a pebbling strategy that pebbles at least

v1N¢ output vertices of the graph Gy_ which were not initially pebbled, where the

K V172
initial pebbling configuration is such that |Py| < BN,, and the space complexity of P is
bounded by s(P) < BN.. Then the time complexity of P has the following lower bound.:

t(P) = 2key, N,.
[0139] Then the time complexity of P has the following lower bound: t(P) > 2kéy, N..

[0140] Lemmas Let Gy gy, y, b€ a SOLEG and H:{0,1}" - {0,1}""% be a random
oracle. There exists a polynomial time algorithm A% that computes the H -labeling of the

graph Gy ey, v, in Nenge-space.

C. Construction of PExt-NIPoS from CHG

[0141] Now a PExt-NIPoS construction based on challenge-hard graphs can be described.

The construction may satisfy proof-extractability.

[0142] The scheme consists of three algorithms (Setup®, P¥, V%) that use the following

ingredients:

[0143] A DAG G = (V,E) with N = |V| vertices and maximal in-degree deg € 0(1),
which has 7, target sets [Note that the target sets can have overlapping parts, that is they may

share some nodes] Vc(l), e VC(T”) C V such that
=vPu.uy™cy

and V, has N, vertices.
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[0144] A set of random oracles {}[id}ide{o_l}kpas U {Hcom} YU {Hcnhar} defined as follows:
H;q: {0,1)5108N Hdegnw €0 13 for every id € {0,1}%Pos; Hom: {0,132™ — {0,1}™;
H pha takes as input a {0,1}%pos T bit string and outputs a random challenge set check plus

7, challenge nodes:
(check, chal: = (chaly, ..., chal, )) € VT x V& x .. x V..

[0145] For simplicity of explanation, we assume that the output length of H,, is exactly
nge (where ng > 7 - log|V| + 7. - log|V.|), and we define the corresponding challenge sets
(check, chal) as the first 7 - log|V| + 7, - log|V,| bits of the RO output. For ease of
explanation, we assume that |V | and |V| are powers of 2. Note that by a typical domain
separation technique (e.g., used in Giuseppe Ateniese et al. (Ateniese et al., 2014) and
Mohammad Mahmoody et al. (Mahmoody et al. 2013)), we can instantiate the three random

oracles using a unified random oracle H: {0,1}" — {0,1}"%.

[0146] The construction is presented in detail in FIG. 8. We provide a high-level overview
here. The prover first computes the labeling of a graph ¢ = (V, E), and then commits the
labeling using a Merkle tree. From the merkle root value @,, the prover computes the Fiat-
Shamir challenge # (¢,). which consists of two sets (check, chal). The set check contains 7
random nodes in V, and the set chal has 7, random nodes in a target set V. € V. The proofis
the Merkle tree opening paths for nodes in check U pred(check) U chal, where pred(check)

are the parents of nodes in check.

[0147] In our PExt-NIPoS construction, the honest prover has to store the complete

labeling of the graph G plus the entire Merkle tree, thus the size of the prover’s space is
sp:=N-ng+(N—-1) ny,

where ng; is the random oracle output length. On the other hand, the verifier only needs to
store a single proof-of-space, which consists of a Merkle root value, two challenge sets, and
T - (deg + 1) + 7. tree paths. Since each tree path is of length logN, the size of the verifier’s

space is given by:
Sy:=ng +71-logN + 7, -logN, + (7 (deg + 1) + 7.) - logN - ny .

[0148] It is not hard to see that our PExt-NIPoS scheme satisfies completeness. We
formally show that our NIPoS scheme satisfies proof extractability by proving the theorem

stated next.
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[0149] Theorem 1 Let A be a security parameter. Suppose G: = Gp4rq 1S
(B, N¢, N, 7, t, €pep)-challenge hard graph with indegree deg = 0(1); H: {0,1}" - {0,1}"%
is a hash function modeled as a random oracle; and [1;; is a (z, 7, v)-Merkle-tree-based PExt-

NIPoS scheme (defined in FIG. 8) built upon G, where
vi=(t-(deg+1)+7.) logh +1.

For any s, f € N such that there exists a constant 6" € (0,1) where
s+f< (B —6"—0.01) N, nyg,

itholds that I1; is a (Kpos, Tposs Sp, Sy)-NIPoS that is (s, f, £, 7, €,_ex¢)-proof-extractable,

(s, f,t,v, &p_exe)-proof-extractable, as long as
Sp = Kpos + (2N — 1) " ngr s = Sy = kpos + v - nge 1 = O(vlogd)

Npos =V " Ngr Ep—ext < poly(4) - (Z_ng{ + exp(—k) + gpeb) ,

where k = 7+ N, - 6" /N. The polynomial factor in &,_.,; depends on the number of RO

queries made by the adversary. We refer to Inequality 9 for the exact probability upper

bound.

[0150] To guarantee that the verifier space sy: = v - ngy is smaller than the tampering space
s, we require T, to be significantly smaller than N./logN. Hence the underlying CHG may
be at least 2(logN)-challenge sparse (defined as N./1.).

[0151] If the big adversary B computes the graph labeling and the Merkle commitment
herself, that is, the RO input-output pairs in (id, ) are queried by B, then a knowledge

extractor can extract (id, ) from the query table of B.

[0152] Otherwise, we can bound the advantage of the proof extractability game by the
advantage of a pebbling challenge game. By challenge-hardness of the graph, the probability
that a space-bounded adversary A generates a new proof-of-space in time bound ¢ is

negligible.

[0153] We consider a restricted storage model where the adversary always stores the graph
labels in their entirety before using them, that is, the adversary never compress the graph
labels. We leave the proof of Theorem 1 in the general storage model (where the adversary

can store arbitrary function of the graph labels) as an interesting open question.

31



10

15

20

25

WO 2020/072129 PCT/US2019/045562

[0154] To bound the advantage of proof-extractability game, we first bound the probability
of a few bad events. Conditioned on bad events do not happen, it is guaranteed that the space-
bounded adversary A wins the game only if it outputs a (id, ) such that 1) the merkle root
value ¢, €  is a commitment of a graph labeling that is mostly consistent with the H5,-
labeling of graph G, and ii) 7 contains the opening labels of a few random challenge nodes,
that is, the challenge nodes set is unpredictable for A. Hence the winning probability can be
naturally bounded by the advantage of a labeling challenge game, which in turn can be in
transformed to a pebbling challenge game. And thus we can bound the advantage of proof-

extractability game by the advantage of pebbling challenge game, which finishes the proof.

D. Instantiating CHG

[0155] First note that a family of SOLEG (with constant in-degree) is already challenge
hard if the number of challenge nodes (i.e., 7,.) satisfies that 7. > (8 + y,) * N.. However, the
challenge sparseness of the graph (i.e., N./7.) is O(1) which too small for our application.
We need a challenge-hard graph with Q(logN)-challenge sparseness. We resolve this by
constructing challenge-hard graphs with larger challenge sparseness by extending a family of
SoLEGs. For ease of explanation, in the following we assume that N, is divisible by 7.. We

note that a similar result holds if N./7. is not an integer.

[0156] FIG. 8 shows an example construction and verification of a NIPoS based on a
labeling of a challenge-hard graph according to embodiments. The construction may be done
by an encoding device (e.g., a provisioning device) and the verification may be done by a

decoding device (e.g., a mobile device).

[0157] At block 810 the proof can be setup by the encoding device using algorithm
Setup” (1%). The setup algorithm 810 can take as input a security parameter A in form of 1%.
It then outputs public parameters pppos. Zc is the number of challenge nodes. N is the size of

the graph. N, is the size of the target set, and the challenge set is all of the challenges.

[0158] At block 820 the proof can be computed by the encoding device using proof

algorithm PJ5(id). The proof algorithm consists of a number of substeps.

[0159] At block 821, the labeling [ of the graph can be computed by the encoding device.
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[0160] At block 822, given the labeling [ of the graph G, the encoding device can compute
a Merkle commitment. The Merkle commitment may be a hash of the labeling [. In

computing the Merkle commitment, the encoding device may compute a Merkle root.

[0161] At block 823, the encoding device can determine the set of challenges using the
secret id and the Merkle root ¢;. The set of challenges may be a set of nodes that will be
used to verify the labeling I.

[0162] Atblock 824, the encoding device can compute and output the proof 7. The proof ©
may comprise the Merkle-root (i.e., the hash of the labeling /) and the two challenge sets (a
check set check and a challenge set chal). A second component of the proof = can comprise
the Merkle-tree opening paths for nodes that are in the union of the check set, in the

predecessors of the check set, and the challenge set.

[0163] At block 830, given public parameters ppy,,. identity id € {0,1}*vos and a
candidate proof-of-space w € {0,1}"ros, the decoding device can check the correctness of 7

with respec to id as follows:

[0164] Atblock 831, the decoding device can parse the proof 7. In parsing the proof 7, the
decoding device can identify parts of the proof 7, such as the Merkle root ¢, the check set
check and the challenge set chal, and the Merkle-tree opening paths for nodes that are in the

union of the check set, in the predecessors of the check set, and the challenge set.

[0165] At block 832, the decoding device can check the challenge check set. (check, chal)
may contain a set of indexes of nodes that are to be checked. The set of indexes may be
generated by applying the hash function to ¢;. This set may be checked to ensure that an

attacker cannot change the set to falsify a result.

[0166] At block 833, the decoding device can check the hash of each node in the check set
against the hash of its parents. The decoding device can check the hashes by determining if

the hash of each node is equal to the hash of its parents.

[0167] At block 834, the decoding device can check all of the nodes in the check set, the
parents of the check set, and the challenge set to verify that the labels have been computed

correctly.

[0168] At block 835, the decoding device can output a “1” if and only if all of the checks

pass, indicating that the correctness is verified, otherwise it can output a ‘0’
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1. SoLEG-based construction

[0169] Some embodiments use a SOLEG based construction. Given N,, T, € N (where
N/t is an integer), the challenge-hard graph Gy, ;-4 1s a T.-extension of a SOLEG . It consists
of a SOLEG, 7. gadget graphs, and edges from SoLEG’s sink vertices to the gadget graphs.
[0170] Forevery i (1 <i < 1), the ith gadget graph HI(\,lC) = (VO, E®) consists of N./7,
lines. For every j (1 < j < N./1.), the jth line line]@ (in H,(V?) consists of N/t vertices and
a path from the first vertex to the last vertex. For every j (1 < j < N,./1.), we denote by

end}(i) the sink of line}(i), the ith target set Vc(i) is then defined to be

Vc(i): = endgi) U..u endl(viz/rc .

[0171] And we see that the union of the target sets
Vc: — Vc(l) U..uU VC(TC)
contains N, vertices.

[0172] Besides the edges in the SOLEG and gadget graphs, there are also edges from
SoLEG’s sink vertices to the gadget graphs. In particular, for every i (1 < i < 7.) and every k
(1 <k < N;/t.), the ((i — 1)N./1. + k)-th sink vertex of the SOLEG has N/t outgoing
edges to the gadget graph H(iz, where the jth (1 < j < N,./7.) outgoing edge points to the kth

vertex of the jth line line]@.

[0173] Let Gy_k,y,,y, e the SOLEG, the number of vertices in Gparq is

N2 N2
N:=kG-NC+TC-(T—C) = kg Ne +2-.

[0174] It is easy to observe that the challenge sparseness is N. /7. and the graph
compactness of the graph is k; + N, /7, for the above construction. We prove the following

lemma about our construction.

[0175] Lemma6 Let Gy_.y,, be a SOLEG with parameters N, kg €N, y4,7, € (0,1).
Denote by f: =y, —2y; > 0ande:=1—f —y; > 0. Forany 7, € N (such that N. /7. is
an integer), let Gparq: = (V, E) be the 7.-extension of Gy, ky,,y,- Then it holds that Gparq is

(B,N,N:= k¢ - N, + N2/t 1., 2% -y, - N, exp(—e? - 1,))-challenge hard.
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[0176] Proof. Fix any adversary B = (B4, B,) and consider the pebbling challenge game
Gg,e;;t,rc,a (A4). Denote by P, € V the initial pebbled set output by B;. Denote by ny: = 6, - N,
the number of output vertices (in Gy, k., y,) that were initially pebbled. For every i (1 < i <

7.), recall that the target subset I/;(i) consists of N, /7, lines, and we denote by n;: = 6; -
N./t. the number of lines that have at least one pebble on it (i.e., the lines whose intersection

with P, are non-empty). Since |Py| < 8 - N, by definition of the game, we have

c c NC
Pol < Xifomi =080 Ne+ 2%, 8 £ < B+ Ne.

[0177] By rewriting the second inequality, we have
N¢
Sy 8- < (B—80)- Ne.

[0178] Forevery i (1 <i < t.), we define a random variable X; € {0,1} for the ith

challenge node: Denote by chal; © Vc(i) the challenge node in the ith target set I/;(i); we set
X;: = 1if the line that contains chal; has no initially pebbled vertex (i.e., the line has no

intersection with Py); and we set X;: = 0 otherwise. We define
X=Y X
[0179] Note Pr[X; = 1] = 1 — §; (over the randomness of chal;), and random variables

{Xi}ie[c.) are independent. Recall that &: = 1 — § — y; > 0, thus by Hoeffding inequality, we

have
PriX <E[X]—e-7.] <exp(—2-£%-1,.).

[0180] Next we show thatif X > E[X] — ¢ - 7, then it takes at least t: = 2% - y, - N, steps
to pebble all the challenge vertices, and hence finish the proof.

[0181] Claim 1 Denote by e:=1— f — y; > 0. If the challenge set chal is chosen so that
X2EX]—e =% (1-8)—(L=B=y) tc=B+r) 7~ 2 &,

then it takes the adversary B, at least t: = 2K6 - y; - N, steps to pebble all the challenge

vertices.

[0182] Proof First, we show that the adversary B, has to pebble at least X - N./7. output

vertices (in Gy_ky,y,) t0 answer all challenges: For every i (1 < i <7,),if X; = 1, then the

line that contains chal; has no initially pebbled vertex. Thus to pebble the sink node chal;, the
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adversary has to pebble the vertices (on the line) step by step, which in turn requires the

pebbling of the output vertices [(i — 1) - N/t + 1,..,i - N;/7.] of Gy_k( oy, .y,- SinCE X =

Zfil X;, the adversary has to pebble at least X - N/t output vertices in total.

[0183] Proof Fix any adversary B = (B,, B,) and consider the pebbling challenge game
Ggiib,t,rc,G (A). Denote by P, € V the initial pebbled set output by B,. Denote by ny: = &+ N,
the number of output vertices (in Gy_k,y, y,) that were initially pebbled. For every i (1 < i <

7.), recall that the target subset Vc(i) consists of N, /7, lines, and we denote by n;: = 6; -
N./7. the number of lines that have at least one pebble on it (i.e., the lines whose intersection

with Py are non-empty). Since |Py| < 8 - N, by definition of the game, we have

¢ Ne
|PO|Sz‘itoni=6O'NC+Z§:16i'T_CS,B'Nc-

[0184] By rewriting the second inequality, we have
Tc N¢
Xily 62 < (B —8p) Ne.

[0185] Forevery i (1 <i < t.), we define a random variable X; € {0,1} for the ith

challenge node: Denote by chal; € Vc(i) the challenge node in the ith target set Vc(i); we set
X;:= 1 if the line that contains chal; has no initially pebbled vertex (i.e., the line has no

intersection with Py); and we set X;: = 0 otherwise. We define
Tc
X: = Zizl Xi .

[0186] Note Pr[X; = 1] = 1 — §; (over the randomness of chal;), and random variables
{Xi}ie[c,] are independent. Recall that &: = 1 — 8 — y; > 0, thus by Hoeffding inequality, we

have
PriX <E[X]—e-7.] <exp(—2-€?-1,).

[0187] Next we show thatif X > E[X] — ¢ - 7, then it takes at least t: = 2%G - y, - N, steps
to pebble all the challenge vertices, and hence finish the proof.

[0188] Claim 2 Denote by e:=1— f — y; > 0. If the challenge set chal is chosen so that
X2EX]—e te=%7 (1-8)—(1=B—v) te=B+y) 1.~ L5 6,

then it takes the adversary B, at least t: = 2%¢ - y, - N, steps to pebble all the challenge

vertices.
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[0189] Proof First, we show that the adversary B, has to pebble at least X - N/t output
vertices (in Gy, ky,y,) t0 answer all challenges: For every { (1 < i < 7), if X; = 1, then the
line that contains chal; has no initially pebbled vertex. Thus to pebble the sink node chal;, the
adversary has to pebble the vertices (on the line) step by step, which in turn requires the
pebbling of the output vertices [(i — 1) - N./7. + 1,...,i - N./7.] of Gy_sy,y,- Since X =

Zfil X;, the adversary has to pebble at least X - N/t output vertices in total.

[0190] Combining the above arguments, with probability at least 1 — exp(—2 - €% - 7,)
(over the choice of the challenge set), it takes at least t: = 2%G - y, - N, steps to pebble all the
challenge vertices, and thus the graph Gpgq is (8, Ns, N, ¢, 256 -y, < N, exp(—¢? - 7,))-
challenge hard.

2. Construction of CHG from PTC’s graphs

[0191] As observed by Stefan Dziembowski et al., (Dziembowski et al., 2015), the graph
introduced by Paul, Tarjan and Celoni (Paul et al., 1976), in short, PTC’s graph, does satisfy
challenge hardness. Adapting Theorem 1 of Stefan Dziembowski et al. (Dziembowski et al.,

2015), into the multiple challenge setting, we obtain the following lemma.

[0192] Lemma7 Let{G},en be a family of PTC’s graph (DAG) with graph parameters
N. = N.(A), N:= N_logN, and in-degree 2. Then for any t. € Nand any A €N, G; is
(B, N, N, 1,2, (1 — B))-challenge-hard where § = 1/512.

E. Comparison of CHG constructions

[0193] Two challenge-hard graph constructions, SOLEG-based and PTC’s graph-based, can
be compared. By setting e = 278°_ the pebbling budget 8 - N.: = 21°, and time bound to be
280 we calculate the concrete values of the other parameters.

[0194] Corollary 1 (CHG based on SOLEGs (concrete)). For the SOLEG-extension, to
obtain 80-bit security in the pebbling game (i.e., Advgf”;_t_ruc(/l) < 2789), the challenge
parameter 7. can be approximated to 2. For the pebbling budget bound 8 - N.:= 2% and a
typical time bound ¢: = 289, the target set size N, is no more than 22, and the graph size N is

about 218.

[0195] Corollary 2 (CHG based on~PTC's graphs (concrete)). For the PTC’s graph, for a
typical 80-bit security of the pebbling game (i.e., Advgyeﬁb't'rc'a (D) < 278, the challenge
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parameter T, can be approximated to ~ 2*5. For a typical pebbling budget - N,: = 210 we

have to set the target set size N, to be 2'°, and the graph size should be at least N: = 223,
[0196] Some instantiations of PExt-NIPoS from CHGs can be discussed.

[0197] Corollary 3 (PExt- NIPoS from SoLEG-ext. (concrete)). Lef us fix [We set the

5 bound for €,_y¢ to be 27269]
IQS‘-[(B)l < 264 IQH(A)| < 264 Ny = 216 t= 280 gp—ext = 2_160 )

and consider the NIPoS built upon SOLEG-based CHGs. To guarantee that sy < s, the graph
size of the SOLEG-based CHG is at least N 4 100,000,000. The resulting NIPoS is a
(Kposs Mposs Sp, Sy)-NIPoS that is (s, f, £, 7, €,_ext)-proof extractable, where (s, f,t,v ~

10 12KB, €,_¢x;)-proof extractable, where
kpos = 1MBn,,s, sy = 800MBsp ~ 1TBs + f ~ 1.1GBy ~ 750KB .
kpos # 800MBn,,,; = sy ~ 800MBsp ~ 1TBs + f ~ 1.1GB.
[0198] Corollary 4 (PExt-NIPoS from PTC (concrete)) Let us fix:
Qs (B)| < 2°% |Qyr(A)| < 2% myp =210t =280 g o = 27190,

15 and consider the NIPoS built upon CHGs in Wolfgang J Paul et al. (Paul et al., 1976). To
guarantee that sy < s, the graph size of the CHG is at least N }t 300,000,000,000. The
resulting NIPoS is a (Kpos, Mpos, Sp, Sy)-NIPoS thatis (s, f, t, 1, £y_ext)-proof extractable,

where (s, f,t,v & 4MB, &,_,)-proof extractable, where
kpos = 256MBny,,, sy ~ 256GBsp ~ 2.5PBs + f ~ 256GBn ~ 250MB..
20 kpos ~ 256GBn,; = sy ~ 256GBsp ~ 2.5PBs + f ~ 256GB.

[0199] Let us first give some intuition. Since the no (s, f, t)-bounded adversary can
compute the function M on a random input H (id), B’s best bet to make the output of the
Ggﬁfj (A) = 1 s to either (i) compute another function, that is not memory-hard and “fake”
the proof or (ii) guess the random-oracle output H (id) correctly. The probabilities are

25  bounded by ¢, and ~ 1/2¥ respectively for those events and hence the probability of

GE*5,(2) outputting 1 can be bounded by ~ &, + 27%.
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V. CONSTRUCTING PEXT-NIPOS FROM MEMORY-HARD FUNCTIONS

[0200] In order to achieve reasonable security, the concrete parameters of these
constructions may become impractical in some embodiments. For example, for a message of
size 1MB, the size of a codeword is almost 800MB for the CHG-based NMC constructions
(see Table 3). To complement this, we propose a simple and practical instantiation of NIPoS
based on heuristic assumptions. The construction uses a concrete instantiation of a memory-
hard-function (MHF), and applies a (non-interactive) publicly verifiable computation where
the verification requires small space. When the MHF is instantiated with the SoLEG-based
construction of Ren and Devadas (Ren and Devadas, 2016), the resulting NIPoS has
extractability and a “good measure of uniqueness”. This yields a PExt — NIPoS with very
good parameters and, consequently, plugging-in that to the encoding scheme of Faust et al.
(Faut et al., 2017a) we obtain a CSNMC with very small proof size (in kilobytes), that also

allows a leakage, as small as p — 0.99]c|, in certain settings.

[0201] While the above scheme is practical, it is not provably secure. Instead, we rely on
heuristic assumptions that intuitively state that the MHF remains memory-hard when the

random oracle is instantiated with a standard hash function like SHA3.

[0202] In this section we propose a simple construction of NIPoS with extractability. Our
construction is based on memory — hard functions (MHF for short) and verifiable
computations. Intuitively, an MHF requires that any time-bounded algorithm needs to use
significant memory to compute such function on a randomly chosen input. We remark that
we treat the hash functions inside the MHF as concrete hash functions and nof modeled as
random oracles. In particular, we require that an MHF is concretely described and can be
represented as a circuit. This is crucial in our context as we use verifiable computation which
requires non-black-box access to the function (i.e. an MHF) to be verified. Indeed, we pay a
price for that. We do not have a provable guarantee for the memory-hardness, because the
only known way to have such guarantee is to use ROM (that gives provable guarantees based
on pebbling-games) which is not compatible with our setting. Instead, we heuristically
assume that a hash-based MHF construction, that has provable memory-hardness guarantee in
the ROM, is memory-hard when the random oracle is instantiated with a standard hash

function (for example SHA3).
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[0203] Definition 15 (Memory-hard Functions (MHF)) Let :{0,1}* — {0,1}* be a
random oracle. For parameters K, n, Smus, tmny, S, [, t € N and gqpr € [0,1), where sppp =
s, a function M: {0,1}¥ — {0,1}" is called a (k,n, Smnfrtmnfs S) fr &y Emny)-memory-hard
function (or MHF for short) in the ROM if:

[0204] M is computable by a (Spny, tmny)-space-time-bounded algorithm.
[0205] For any (s, f, t)-bounded deterministic algorithm A* | any x € {0,1}* we have that:

PrIM(H (%)) = A" ()] < ey
A Partially-unique Ext-NIPoS from MHF and VC.

[0206] In this section, we construct a partially-unique NIPoS with extractability based on a
MHF and a VC with space-bounded verification. At a high level, the NIPoS scheme is
designed as follows. Let M be a memory-hard function and (Gen, Prove, Ver) a publicly
verifiable scheme. The NIPoS prover on input id first queries the random oracle to obtain

x: = H (id) and then runs the algorithm Prove on input x and outputs whatever the algorithm
outputs, i.e. the value y: = M (x) and the proof of correct computation 7. The NIPoS
verifier on input id and the proof of space (y, my.) first queries the random oracle to obtain

x: = H (id) and the runs the algorithm Ver on input x, y, 7y and outputs whatever the

algorithm outputs.

[0207] For a construction, according to embodiments, let M be a

k1, Smngs tmngs S f o £ Emny)-MHF, (Gen, Prove, Ver) be a

(Smnps tmng SPS ERC, V5, B, K, 1, Ty, €c)-VC scheme for M and H': {0,1}" — {0,1}* be a
hash-function modeled as random oracle such that ¢, tp°, t7° € poly(4) and sy© < s <
sp¢. Then define the following algorithms:

[0208] Setup(1%): On input the security parameter, run (vky,, eky;) < Geny (1%) and set
PPpos: = (vkpy, eky).

[0209] Pp}é(id): Given public parameters pppos: = (Vky, eky) and an identity id €
{0,1}*ros, compute the proof-of-space as follows:

(a) Obtain x: = H (id) by querying H.

(b) Compute (¥, 7ryc): = Provey,, (x).
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(¢) Return m: = (y, 7ye).

[0210]  V;i (id, m): Given public parameters ppp,s: = (vky, eky) an identity id €
{0,1}*ros and a candidate proof = € {0,1}"ros check the correctness of 7 with respect to id

as follows:

(a) Obtain x: = H (id) by querying H .
(b) Parse (y, Tyo): = 7.

(c) Return Veryy,, (x, ¥, Tyc).

B. Instantiating MHF

[0211] Oninput x € {0,1}%, define the MHF M 11451, as follows: consider the SOLEG
GN_kg,y.y,> Tecall that the number of nodes of Gy, y,,y, 15 given by N = N (ks + 1) and
the in-degree is deg € 0(1). Let Hash: {0,1}" — {0,1}"*hs be a standard hash function (for
example SHA3) with collision-probability &,,. On input x € {0,1}¥, first compute a Hash,-
labeling of Gy_ky, y,- Denote the labeling by z = (zy, ..., zy) € {0,13"*rsV where each z; €

{0,1}"s. Output y where y: = H,(z) € {0,1}*s.

[0212] For the hash function Hash: {0,1}* — {0,1}"hs and for our construction based on a
SoLEG Gn_ksy,,y, With N = N (k¢ + 1) nodes and deg = O(1) in-degree:

tps =2 B=y,—2r1 €(01) kg=21-1
N, =23 &g, € negl(Q).
[0213] Then, forany 6 € (0, ), any € > 0 and any yps € (O, %] our construction is a
ko1, Smngs tmngs So fo 6 Empnp)-MHF for ¢, f, £, € poly(4) and:
k=05 n=2% sppr =0

—(B-6)A
S<E-25 eppp < exp (%) +negl(2) € negl(1)

[0214]  Furthermore, for making &, ~ 278, we need to have 4 ~ 2300. Choosing

standard values for other parameters, § = 0.1, 8 = 0.9,y = 0.001 we get concrete

parameters for our MHF-construction as:

k >80 n ~ 670KB Sy, ~ 8000TB s < 800TB & ~ 2780
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C. Instantiating VC

[0215] Our NIPoS construction can be instantiated with any VC for which the verification
can be done in small space (compared to computing the function itself). Some embodiments

make use of a scheme, known as Pinocchio (Parno et al., 2013).

[0216] Without giving formal arguments on the space-bound, we rely on the following
assumption on the Pinocchio verification algorithm. Note that these bounds are independent

of the space-bound of the function (in this case that is M y.sp) to be verified.

[0217] Assumption 3 (Space-bounded Verification). Let G be a (as considered in Bryan
Pamo et al.(Pamo et al., 2013)) cyclic subgroup of points in E(IF,); E(IF,) denotes an elliptic
curve over I, where p € exp(4) is a prime. To achieve 128-bits of security, as suggested by
Aurore Guillevic and Frangois Morain (Guillevic and Morain), we will set [log(p)] = 1536.
Then for a function F: {0,1}* - {0,1}", the Pinocchio verification algorithm (see Protocol 2
of Bryan Pamno et al. (Parno et al., 2013)) requires k + n + O (4)-bit space asymptotically
and ~ k + n + 300 - [logp] bits concretely.

[0218] First notice that the size of the proof is equal to 8 elements of a group G. Hence, the
size of the proof is upper bounded by 16 - [log(p)]. The verifier has the verifiaction key vkp
hardcoded and it gets as input (i) the input and output values of the function F, i.e. k + n bits
in total, and (ii) a proof of correct computation, 7, which consists of 8 group elements.
Thus, on high level, the verifier needs to store the input and output, has to be able to further
store constant number of group elements, have enough space to add two points on the curve
and compute a non-trivial bilinear map e: G X G’ - G (Boneh and Franklin, 2001) where G’

is subgroup of E(F,2) and the target group G is a subgroup of ]F;z.

[0219] A point on an elliptic curve can be stored using constantly many field elements.
Addition of two curve points requires only constantly more space than performing an
arithmetic operation in the field for which we need O(log(p)) space. Computing the bilinear
map requires constantly more space than adding two curve points. Thus, asymptotically, the
space complexity of the verifier can be assumed to be k + n 4+ O(log(p)) =k +n+0). It
is more challenging to have a reasonable measurement of the concrete space complexity of
the verifier since it depends not only on the concrete implementation of the verification
algorithm itself but also on the concrete implementation of all its subprotocols including the

basic arithmetic operations in the finite field IF,,. Assuming that Ver is implemented in a
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sequential manner, e is the modified Weil pairing as defined in Dan Boneh and Matthew K.
Franklin (Boneh and Franklin, 2001) computed using Miller’s algorithm (Miller, 1986), we

can roughly assume the space complexity of the verifier as sy¢ < k +n + 300 - [log(p)1.

[0220] The space requirement of the prover algorithm Prove,y, (with hardcoded
evaluation-key ekr) mainly depends on the space-complexity of the function F to be verified.
Suppose that F can be computed by a (sg, tz)-bounded algorithm, then the space requirement
of Prove,y, must be at least max(sr, ny.) because the prover also outputs the proof of
computation of length ny.. For Pinocchio, n, is equal to 16[logp]. But since we are
concerned with memory-hard functions, we simply assume that sg > ny.. However, in
reality it could be much larger than that as the prover has to (i) evaluate the circuit (ii)
interpolate a polynomial of degree d, that is upper bounded by the number of gates in the
circuit (more precisely, it is equal to the number of multiplication gates in the circuit) (iii)
divide two polynomials of degree d (iv) finish the computation of the proof (that consists of 8
group elements of size [logp]) by scalar multiplications and additions of points on elliptic

curve (for more details we refer to Bryan Parno et al.).

[0221] Corollary 5. Let 1 € N be the security parameter and let F: {0,1}* - {0,1}" be a
deterministic function that is computable by an (sg, poly(1))-space-time bounded algorithm.
Then there exists an explicit (sp, poly (1), sp°, poly (L), sp¢, poly (1), k, n, ny,c, negl(1))-non-

interactive publicly verifiable computation construction, where:
s =k+n+0)sp® = spny. =0()

Furthermore, in concrete terms, to get &,. ~ 27128, choosing [logp] ~ 1536 (following
Aurore Guillevic and Frangois Morain (Guillevic and Morain) we can have estimations of the

verifier’s space sy ~ 58KB + k + n and the proof-size n,, ~ 3KB.

D. Instantiating partially unique NIPoS and PExt-NIPoS

[0222] Putting together the instantiations of MHF and VC, we can get a (partially) unique
extractable NIPoS.

[0223] Corollary 6 (MHF-based NIPoS with uniqueness). For any e > 0anda § € (0,1)
there is an explicit construction of (kpes, Npess Sp, Sy)-NIP oS which has (Upes, Eynique )-

uniqueness and (s, f, t,1, €pos)-extractability for any f, t € poly(4) as long as:
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kpos € POly(A%) Mpos = O(A%) sp = AU(A%) s < 6A°
Sy = O(/‘[Z) Upos = 2 Eunique € negl(4) n = 0(log(1)) Epos € negl(d).

[0224] Instantiating this construction with A = 2300 to get &, ~ 278, and setting
kpos = 4KB, |Q4(B)| < 2°* and § = 0.1, we obtain a (k,s, Tpes, Sp, Sy)-NIPoS which has
(Upos» Eunique)-uniqueness and (s, f, t, 7, £,45)-extractability where f, t can be set to any

large enough value and

kpos = 4KB npos = 673KB sp = 8000TB s < 800TB

sy ~ 740KB upps = 670KB &ynique = 27128 = 64 £, ~ 2750,

VI. MEMORY CONSTRAINTS

[0225] FIG. 9A depicts a device 900 comprising a memory 910 and a self-destruct module
920. The device 900 may be, for example, a mobile device. The memory 910 may be memory
of a secure element (not pictured), and may thus be referred to as secure memory. The
memory 910 may be limited in size, e.g., on the order of megabytes. In some embodiments,
the memory 910 may be larger and store a larger codeword. The codeword may be stored in
secure memory. In embodiments, the size of the codeword may be on the order of the size of
the memory 910. The self-destruct module 920 may enact a “self-destruct” mechanism once
tampering is detected on the device. As an example, the self-destruct mechanism can cause
the device 900 (e.g., a secure element) to erase its entire state (or make it non-functional). In
particular, the secure element may flip a control bit from 0 to 1 when tampering is detected.
The secure element may become inoperable when the control bit is set to 1, preventing the

secure element from performing further decoding or cryptographic functions.

[0226] FIG. 9B further depicts the memory 910. The memory 910 may comprise a
persistent space 912 that is retained over time and a transient space 916 that is refreshed
periodically (e.g., after each decoding). The persistent space 912 may store a codeword ¢
comprising a secret sk (e.g., a cryptographic key) and a proof 7, based on the secret sk. The
codeword ¢ may use most of the persistent space 912, but there may be some space unused
that makes up an extra-persistent space 914. In embodiments, the size of the extra-persistent

space 914 may be set to 64 bits.
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VII. METHODS
A Encoding

[0227] FIG. 10 shows a method 1000 of encoding a codeword according to embodiments.
The encoding process can be performed by an encoding computer. The encoding computer

may also be a provisioning computer. The encoding computer may have unbounded space.

[0228] At block 1010, a memory hard function MHF may be applied to a secret S. Secret S
may be a private key for an encryption scheme. The memory hard function MHF may be an
encoding function for a proof-extractable proof of space. In some embodiments, the memory
hard function MHF may be a graph labeling or graph pebbling function of challenge-hard
graphs. Applying the memory hard function MHF to the secret S generates a result Y. In
some embodiments, the encoding device may compute a function of the result Y, such as a
hash function. Computing the function Y may use N bytes of memory. Prior to computing the
result Y, public parameters pp may be retrieved. The encoding computer may then use the

public parameters pp to compute the result Y.

[0229] At block 1020, a proof function may be used to determine a proof value  based on
the secret S and the result Y. In some embodiments, the proof value = may be determined

with a function of the result Y.

[0230] Atblock 1030, a codeword C can be assembled from the proof value 7 and the
secret S. For example, the proof value 7 and the secret S may be concatenated to form the

codeword C.

[0231] At block 1040, the codeword C may be sent to a decoding device. The encoding

device may also send the result Y. The encoding device may also send the public parameters
pp.

[0232] The encoding scheme of Sebastian Faust et al. (Faust et al., 2017a) can now be
described. Let (Setup”,P¥, V%) be a (k,n, sp, sy)-NIPoS in the ROM where H: {0,1}* -
{0,1}™ denotes the random oracle for some ny; € poly(1). We define a (k, n)-coding

scheme IT = (Init*, Encode™, Decode”) as follows.

[0233]  For the initialization, given as input a security parameter A, Init* generates the

public parameters for the NIPoS as pp,es < $ Setup® (1%), and outputs pp: = PPpos-
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[0234]  For the encoding, given as input the public parameters pp = pp,,s and a message
x € {0,1}*, Encode” runs the NIPoS prover to generate a proof of space 7 « ngpos(x) using

the message x as identity. Then it outputs ¢: = (x,7) € {0,1}" as a codeword.

[0235] For the decoding, given a codeword c, Decode® first parses c as (x, 7). Then it runs

the NIPoS verifier b: = VIt

pppos(x’ ). If b = 1 it outputs x, otherwise it outputs L.

[0236] The above construction is a continuous non-malleable code for any 8 € poly(4).

B. Decoding

[0237] FIG. 11 shows a method 1100 illustrating a decoding process using a codeword for
use in a cryptographic function according to embodiments of the present invention. Method
1100 may be performed by a mobile device or other verification device, particularly a device

that 1s memory-limited. For instance, a secure element of the device may be memory limited.

[0238] Atblock 1110, a codeword € may be received from an encoding computer. The
codeword € may comprise a proof value  and a secret S. The secret S may be a
cryptographic key, such as a private key. In some embodiments, the codeword € may also
comprise aresult Y obtained by applying a memory-hard function MHF to the secret S. The
application of the memory-hard function MHF to the secret S or a function of the secret S can
require at least N bytes of memory. The decoding device may also receive public parameters
pp. The decoding device may then store the codeword C in a secure memory of a secure

element. The codeword C may be stored in a persistent memory of the decoding device.

[0239] At block 1120, input data may be received. The input data may be received at the
secure element. As an example, the input data can include a message that is to be encrypted

before sending to a recipient.

[0240] At block 1130, the codeword € may be retrieved from the secure memory. In some

embodiments, the decoding device may also retrieve the result Y.

[0241] At block 1140, the codeword € may be parsed to identify the proof value = and the
secret S. Additionally, one or more public parameters used by a memory-hard function MHF

to obtain the result Y may be retrieved.

[0242] At block 1150, the proof value m may be used to verify the correctness of the result
Y as being obtained by applying the memory-hard function MHF on the secret S. The
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decoding may be done in a small space. The decoding can be operable to use K bytes of

memory. K may be at least 100 times less than N.

[0243] Atblock 1160, when the correctness is true (T), a cryptographic function can be
applied to the input data using the secret S. Output data from the cryptographic function may
then be output from the secure element. For example, the decoding device may sign the input

data. The cryptographic function may be a hash function.

[0244] Atblock 1170, when the correctness is false (F), an error message can be provided,
e.g., a value of L may be output. The secure element may also self-destruct when the
correctness is false. For example, the secure element may flip a control bit from 0 to 1 when
the correctness is false and tampering is detected. The secure element may become inoperable
when the control bit is set to 1, preventing the secure element from performing further

decoding or cryptographic functions.

[0245] At block 1180, the transient memory can be refreshed. The information in the

transient memory may be deleted.

[0246] At block 1190, E bytes of memory may be persisted on the extra-persistent space.

The memory persisted on the extra-persistent space may the information about the decoding.

C. Comparison of constructions

[0247] Embodiments may include four constructions of space-bounded (leaky) non-
malleable codes that support unbounded tampering. All of them are based on NIPoS. Two
require proof-extractability whereas the other two are based on standard extractability. In this
section we provide asymptotic bounds for parameters of each construction. Additionally, we
compare all constructions with respect to concrete values. Let us begin by summarizing all

our constructions briefly:

[0248] Construction-1 (based on SoOLEG-extension): This encoding scheme is constructed
from poof-extractable NIPoS. The proof-extractable NIPoS is instantiated with the challenge-
hard graph built in this paper via SOLEG-extension.

[0249] Construction-2 (based on PTC’s graph): This encoding scheme is also constructed
from poof-extractable NIPoS. The proof-extractable NIPoS is instantiated with the PTC’s
challenge-hard graph proposed in Wolfgang J Paul et al. (Paul et al., 1976).
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[0250] Construction-3 (based on NIPoS of Faust et al. (Faut et al., 2017a)): This encoding
scheme is constructed from an extractable NIPoS. The underlying NIPoS is an instantiation
is from Faust et al. (Faust et al., 2017a), which is in turn a variant of Ling Ren and Srinivas
Devadas’s (Ren and Devadas, 2016) proof-of-space construction. The parameters of the

NIPoS can be found in Faust et al. (Faust et al., 2017b)

[0251] Construction-4 (based on MHF): This encoding scheme is again constructed from
an extractable NIPoS with partial uniqueness. The underlying NIPoS is instantiated by a
(heuristic) memory-hard function and a verifiable computation scheme. Corollary 6

summarizes the parameters of this NIPoS construction.

[0252] Since our constructions are obtained from different techniques and achieve different
bounds, it is important to fix a common measure with respect to which a comparison makes
sense. We choose to fix a standard security measure. Other parameters (namely,

k,n, 4, s, f,p, d) may be chosen to get 80-bit security. The number of tampering queries may
also be determined as & = 2°. This value may be set much higher without affecting the main
parameters significantly. Whenever there is a term that depends on the number of RO queries
made by a poly-time adversary, we set that to 264, Some embodiments may use an
assumption that a poly-time adversary runs for 28 time steps. Since in our setting £ may be
as big as p — n we compare the parameters considering p = n to have minimal leakage. In
some embodiments small values for k (close to £) can be considered, although for most

constructions much higher k is supported.

[0253] Using concrete instantiations of PExt — NIPoS (resp. Ext — —NIPoS), the following
concrete parameters for the resulting CSNMCs may be determined. In this table, k may be the
size of the message, n may be the size of the proof, p may be the size of the persistent space,
£ may be the size of the leakage, d may be the size of the size of the decoding function, s
may be space available for executing functions, and f may be the size of the description. In

embodiments, the size of the extra persistent space may be 64 bits.

Technique INIPoS-type k n, (= p) £ d s(+f)

*CHG SOLEG-based 1MB 801MB 0.8MB 801MB 1.1GB(+f)
IPTC-based 257MB 256GB 256MB 256GB 256GB(+f)

+*Ext [Faust et al-based 226TB 415TB 225TB 452TB 800TB

48




10

15

20

25

WO 2020/072129 PCT/US2019/045562

IMHF-based 4KB 677KB 3KB 740KB 800TB

[0254] Table 3: This table shows approximate concrete parameters for the setting when
p = n. Note that for PExt-NIPoS-based constructions the last column has bound on s + f,
whereas for Ext-NIPoS-based constructions the bound is only on s as f can be set to arbitrary

large value.

[0255] Note that in embodiments, the size of each proof may be 100 MB, or greater. The

size of the persistent space may be 100 times less than the size of the proof.

VIII. DEVICES

[0256] The provisioning device and mobile device are now described.

A. Provisioning Device

[0257] FIG. 12 shows a block diagram of a provisioning device 1200 according to
embodiments. Modules of provisioning device 1200 can be implemented in hardware or
software, e.g., stored in a computer readable medium and executed by a processor.
Provisioning device 1200 includes a data store 1205, a parameter generation module 1210, a
memory-hard module 1212, a proof generation module 1214, an encoding module 1216, a
communication module 1218, and a network interface 1230. Provisioning device 1200 may

implement method 1000.

[0258] Data store 1205 can store a secret S to be encoded and a security parameter A. The
data store may be implemented in various ways, e.g., in a cache of a processor, RAM, flash

memory, or a hard drive.

[0259] Parameter generation module 1210 can receive the security parameter A and
information about the function F, which includes a memory-hard function MHF) to be used
(e.g., an identifier indicating which memory-hard function is used or some parameters of F).
Parameter generation module 1210 can generate one or more public parameters PP based on
the memory-hard function F and the security parameter 2. Other modules can also use the
security parameter . In some embodiments, aspects of the function F can be hardcoded to
parameter generation module 1210, and thus no information may need to be sent from data
1205. The one or more public parameters PP may include key(s). Thus, parameter generation

module 1210 may be a key generation module for verifiable computation. Once the one or
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more public parameters pp are generated, they can be stored for access by other modules, as

well as other devices, e.g., for public access.

[0260] Memory-hard module 1212 can implement a memory-hard function F that requires
memory 1220 to be of sufficient size. Data store 1205 can be part of memory 1220, and thus
can be a same memory structure. Memory-hard module 1212 can receive the one or more
public parameters PP and secret S and provide a result Y, which can be used to generate a
proof. Memory-hard module can include other functions than the memory-hard function F,

e.g., an initial hashing function, as described herein.

[0261] Proof generation module 1214 can receive the secret S and the result Y, where Y
results from operation of memory-hard module on secret S. Proof generation module 1214
provides a proof « that can be used to efficiently verify that Y is indeed the result from
applying the memory-hard function F to secret S. A corresponding decoding function can use

perform such a verification.

[0262] Encoding module 1216 can receive the proof m, and result Y, and the secret S for
forming a code C. The code C can be provided to communications module 1218 that may put
the code C into a message (e.g., an encrypted message) that is sent to mobile device 1240 by
network interface 1230. Communications module 1218 can use any suitable network
protocols, e.g., TCP/IP or Ethernet, as may occur for a wired connection. Once provisioned,
mobile device 1240 can store code C in a secure element and decode C to implement
cryptographic functionality. The decoding function that uses the proof w can be sufficiently
succinct such that the decoding can be performed on a mobile device, e.g., in a secure

element that may only have 1 kB, 50 kB, 100 kB, 500 kB, or 1 MB of memory.

B. Mobile Device

[0263] FIG. 13 shows a block diagram of a mobile device 1300 according to embodiments.
Mobile device 1300 can send a request for an encoded secret, e.g., as code C. A provisioning
computer can send a response with code C to mobile device 1300, which can store code C in

secure memory 1350. Mobile device 1300 is an example of a decoding computer.

[0264] Mobile device 1300 includes a processor 1310, a computer readable medium 1320
(e.g., for storing software to execute on processor 1310), input/output components 1330 (e.g.,
atouchscreen, microphone, and speakers), a communications module 1340, a secure memory

1350, and a secure element 1360, each of which may be connected to a communications bus
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for communicating to each other. In some implementations, secure element 1360 may include

secure memory 1350.

[0265] Communications module 1340 can receive a codeword C via antenna 1370. Secure
memory 1350 can store the codeword C comprising a proof value &, a secret S, a result Y
obtained by applying a memory-hard function F to the secret S, and one or more public
parameters used by a memory-hard function F to obtain the result Y. The memory-hard
function F may be implemented by a provisioning computer, where the application of the
memory-hard function F to the secret S can require at least N bytes of memory. As an

example, N may be at least one gigabyte.

[0266] As shown, secure element 1360 includes a parsing module 1361, a decoding module
1362, a decision module 1363, and a cryptographic module 1364. Secure element 1360 can
receive input data on which to perform a cryptographic function. Parsing module 1361 can
retrieve the codeword C from secure memory 1350, and parse the codeword C to identify the

proof value =, the secret S, the result Y, and one or more public parameters.

[0267] Decoding module 1362 can decode the codeword C by using the proof value 7 to
verify a correctness of the stored result Y as being obtained by applying the memory-hard
function F on the secret S. Decoding module 1362 can be operable to use K bytes of memory.
As an example, K may be at least 100 times less than N. Decoding module 1362 can output

whether the correctness is verified (true) or not (false).

[0268] Decision module 1363 can use the output from decoding module 1362 to determine
whether to output an error message or to engage cryptographic module 1364. When the
correctness is true, cryptographic module 1364 can be applied to the input data using the
secret S to obtain output data that is output from the secure element. When the correctness is
false, an error message can be output from secure element 1360. Additionally, a self-destruct

mechanism may be implemented to render the decoding module 1362 inoperable.

IX. EXAMPLE COMPUTER SYSTEM

[0269] Any of the computer systems mentioned herein may utilize any suitable number of
subsystems. Examples of such subsystems are shown in FIG. 14 in computer system 10. In
some embodiments, a computer system includes a single computer apparatus, where the
subsystems can be the components of the computer apparatus. In other embodiments, a

computer system can include multiple computer apparatuses, each being a subsystem, with
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internal components. A computer system can include desktop and laptop computers, tablets,

mobile phones and other mobile devices.

[0270] The subsystems shown in FIG. 14 are interconnected via a system bus 75.
Additional subsystems such as a printer 74, keyboard 78, storage device(s) 79, monitor 76,
which is coupled to display adapter 82, and others are shown. Peripherals and input/output
(I/0) devices, which couple to I/O controller 71, can be connected to the computer system by
any number of means known in the art such as input/output (I/O) port 77 (e.g., USB,
FireWire®). For example, I/O port 77 or external interface 81 (e.g. Ethernet, Wi-Fi, etc.) can
be used to connect computer system 10 to a wide area network such as the Internet, a mouse
input device, or a scanner. The interconnection via system bus 75 allows the central
processor 73 to communicate with each subsystem and to control the execution of a plurality
of instructions from system memory 72 or the storage device(s) 79 (e.g., a fixed disk, such as
ahard drive, or optical disk), as well as the exchange of information between subsystems.
The system memory 72 and/or the storage device(s) 79 may embody a computer readable
medium. Another subsystem is a data collection device 85, such as a camera, microphone,
accelerometer, and the like. Any of the data mentioned herein can be output from one

component to another component and can be output to the user.

[0271] A computer system can include a plurality of the same components or subsystems,
e.g., connected together by external interface 81, by an interal interface, or via removable
storage devices that can be connected and removed from one component to another
component. In some embodiments, computer systems, subsystem, or apparatuses can
communicate over a network. In such instances, one computer can be considered a client and
another computer a server, where each can be part of a same computer system. A client and a

server can each include multiple systems, subsystems, or components.

[0272] Aspects of embodiments can be implemented in the form of control logic using
hardware circuitry (e.g. an application specific integrated circuit or field programmable gate
array) and/or using computer software with a generally programmable processor in a modular
or integrated manner. As used herein, a processor can include a single-core processor, multi-
core processor on a same integrated chip, or multiple processing units on a single circuit
board or networked, as well as dedicated hardware. Based on the disclosure and teachings

provided herein, a person of ordinary skill in the art will know and appreciate other ways
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and/or methods to implement embodiments of the present invention using hardware and a

combination of hardware and software.

[0273] Any of the software components or functions described in this application may be
implemented as software code to be executed by a processor using any suitable computer
language such as, for example, Java, C, C++, C#, Objective-C, Swift, or scripting language
such as Perl or Python using, for example, conventional or object-oriented techniques. The
software code may be stored as a series of instructions or commands on a computer readable
medium for storage and/or transmission. A suitable non-transitory computer readable
medium can include random access memory (RAM), a read only memory (ROM), a magnetic
medium such as a hard-drive, or an optical medium such as a compact disk (CD) or DVD
(digital versatile disk), flash memory, and the like. The computer readable medium may be

any combination of such storage or transmission devices.

[0274] Such programs may also be encoded and transmitted using carrier signals adapted
for transmission via wired, optical, and/or wireless networks conforming to a variety of
protocols, including the Internet. As such, a computer readable medium may be created
using a data signal encoded with such programs. Computer readable media encoded with the
program code may be packaged with a compatible device or provided separately from other
devices (e.g., via Internet download). Any such computer readable medium may reside on or
within a single computer product (e.g. a hard drive, a CD, or an entire computer system), and
may be present on or within different computer products within a system or network. A
computer system may include a monitor, printer, or other suitable display for providing any

of the results mentioned herein to a user.

[0275] Any of the methods described herein may be totally or partially performed with a
computer system including one or more processors, which can be configured to perform the
steps. Thus, embodiments can be directed to computer systems configured to perform the
steps of any of the methods described herein, potentially with different components
performing a respective step or a respective group of steps. Although presented as numbered
steps, steps of methods herein can be performed at a same time or at different times orin a
different order. Additionally, portions of these steps may be used with portions of other steps
from other methods. Also, all or portions of a step may be optional. Additionally, any of the
steps of any of the methods can be performed with modules, units, circuits, or other means of

a system for performing these steps.
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[0276] The specific details of particular embodiments may be combined in any suitable
manner without departing from the spirit and scope of embodiments of the invention.
However, other embodiments of the invention may be directed to specific embodiments

relating to each individual aspect, or specific combinations of these individual aspects.

[0277] The above description of example embodiments of the invention has been presented
for the purposes of illustration and description. It is not intended to be exhaustive or to limit
the invention to the precise form described, and many modifications and variations are

possible in light of the teaching above.

[0278] A recitation of "a", "an" or "the" is intended to mean "one or more" unless
specifically indicated to the contrary. The use of “or” is intended to mean an “inclusive or,”
and not an “exclusive or” unless specifically indicated to the contrary. Reference to a “first”
component does not necessarily require that a second component be provided. Moreover
reference to a “first” or a “second” component does not limit the referenced component to a
particular location unless expressly stated. The term “based on” is intended to mean “based

at least in part on.”

[0279] All patents, patent applications, publications, and descriptions mentioned herein are

incorporated by reference in their entirety for all purposes. None is admitted to be prior art.
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WHAT IS CLAIMED IS:

1. A method for decoding a secret, the method comprising performing on a
decoding computer:
storing a codeword C comprising a proof value  and a secret S in a persistent
memory of the decoding computer, the persistent memory comprising P bytes of memory,
wherein the codeword C uses ¢ bytes, wherein the proof value 7 is determined using the secret S
and a result Y, the result Y obtained by applying a memory-hard function MHF to the secret S or
to a function of the secret S, wherein the applying of the memory-hard function MHF to the
secret S requires at least N bytes of memory, and wherein more than one proof value is
combinable with secret S to provide a valid codeword, and wherein P-c memory forms extra-
persistent space;
receiving input data;
retrieving the codeword C from the persistent memory;
parsing the codeword C to identify the proof value  and the secret S;
performing, using a transient memory of the decoding computer, a decoding of
the codeword C by:
using the proof value m to verify a correctness of the result Y as being
obtained from the memory-hard function MHF using the secret S, wherein a decoding
function is operable to use K bytes of memory, K being less than N;
when the correctness is true, applying a cryptographic function to the input
data using the secret S to obtain output data; and
when the correctness is false, providing an error message and causing the
decoding computer to be inoperable to perform subsequent decoding operations;
refreshing the transient memory of the decoding computer; and
persisting E bytes of memory of the decoding on the extra-persistent space,

wherein E is less than N and less than a size of the result Y.

2. The method of claim 1, further comprising performing on an encoding
computer:

applying the memory-hard function MHF to the secret S or to a function of the
secret S to obtain the result Y, wherein the applying of the memory-hard function MHF to the

secret S requires at least N bytes of memory on the encoding computer;
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determining, using a proof function, a proof value m using the secret S and the
result Y;

assembling the codeword C from the proof value m and the secret S; and

sending the codeword C to a device that is configured to store the codeword C in
the persistent memory of the device and later decode the codeword C,

wherein the proof value 7 is configured to be used by the decoding function of the
device to verify the correctness of the result Y as being obtained from the memory-hard function
MHEF using the secret S, and

wherein the decoding function is operable to use K bytes of memory, K being less

than N.

3. The method of claim 1, wherein E is 100 times smaller than a size of the
proof value .

4. The method of claim 1, wherein a size of the proof value 7 is smaller than
P.

5. The method of claim 1, wherein the memory-hard function MHF is a

graph labeling function applied to a graph comprising a plurality of nodes, the result Y is a hash

of a graph labeling, and the proof value  comprises a subset of the graph labeling.

6. The method of claim 5, wherein verifying the correctness of the result Y
further comprises:

randomly selecting a plurality of nodes from the graph;

computing a partial labeling of the graph using the plurality of nodes; and

comparing the partial labeling of the graph to the proof value .

1. The method of claim 5, wherein the graph is a challenge-hard graph
comprising a plurality of challenge nodes, wherein determining a graph labeling for the plurality
of challenge nodes requires at least N bytes of memory and wherein determining a graph labeling

for the plurality of challenge nodes occurs with exponential time.

8. The method of claim 7, wherein the proof value m is determined with the

entire result Y.
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9. The method of claim 1, wherein the proof value 7 is at least 100 MB.

10. The method of claim 1, wherein the codeword C is stored in secure
memory, and wherein a secure element performs the decoding of the codeword C and the

applying of the cryptographic function.

1. A computer product comprising a computer-readable medium storing a
plurality of instructions for controlling a computer system to perform the method of any one of

claims 1-10.

12. A device comprising:

a secure memory storing a codeword C comprising a proof value m and a secret S
in a persistent memory, the persistent memory comprising P bytes of memory, wherein the
codeword C uses ¢ bytes, wherein the proof value 7 is determined using the secret S and a result
Y, the result Y obtained by applying a memory-hard function MHF to the secret S or to a
function of the secret S, wherein the applying of the memory-hard function MHF to the secret S
requires at least N bytes of memory, and wherein more than one proof value is combinable with
secret S to provide a valid codeword, and wherein P-c memory forms extra-persistent space; and

a secure element configured to:

receive input data;
retrieve the codeword C from the persistent memory;
parse the codeword C to identify the proof value 7 and the secret S;
perform, using a transient memory of the device, a decoding of the
codeword C by:
using the proof value 7 to verify a correctness of the result Y as
being obtained from the memory-hard function MHF using the secret S, wherein a
decoding function is operable to use K bytes of memory, K being less than N;
when the correctness is true, applying a cryptographic function to
the input data using the secret S to obtain output data; and
when the correctness is false, providing an error message and
causing the device to be inoperable to perform subsequent decoding operations;

refresh the transient memory of the device; and
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persist E bytes of memory of the decoding on the extra-persistent space,

wherein E is less than N and less than a size of the result Y.

13. The device of claim 12, wherein the codeword C is assembled by an
encoding computer by a method that comprises:

applying the memory-hard function MHF to the secret S or to a function of the
secret S to obtain the result Y, wherein the applying of the memory-hard function MHF to the
secret S requires at least N bytes of memory on the encoding computer;

determining, using a proof function, a proof value m using the secret S and the
result Y;

assembling the codeword C from the proof value 7 and the secret S; and

sending the codeword C to a device that is configured to store the codeword C in
the persistent memory of the device and later decode the codeword C,

wherein the proof value 7 is configured to be used by the decoding function of the
device to verify the correctness of the result Y as being obtained from the memory-hard function
MHEF using the secret S, and

wherein the decoding function is operable to use K bytes of memory, K being less

than N.

14. The device of claim 12, wherein E is 100 times smaller than a size of the
proof value .

15. The device of claim 12, wherein a size of the proof value  is smaller than
P.

16. The device of claim 12, wherein the memory-hard function MHF is a

graph labeling function applied to a graph comprising a plurality of nodes, the result Y is a hash

of a graph labeling, and the proof value m comprises a subset of the graph labeling.

17. The device of claim 16, wherein verifying the correctness of the result Y
further comprises:

randomly selecting a plurality of nodes from the graph;

computing a partial labeling of the graph using the plurality of nodes; and

comparing the partial labeling of the graph to the proof value .
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18. The device of claim 16, wherein the graph is a challenge-hard graph

comprising a plurality of challenge nodes, wherein determining a graph labeling for the

plurality of challenge nodes requires at least N bytes of memory and wherein determining a

graph labeling for the plurality of challenge nodes occurs with exponential time.
19. The device of claim 12, wherein the proof value m is at least 100 MB.

20. The device of claim 12, wherein the codeword C is stored in secure
memory, and wherein the secure element performs the decoding of the codeword C and the

applying of the cryptographic function.
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