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SYSTEM AND METHOD FOR CHECKI NG DI G TAL CERTI FI CATES
BACKGROUND Technical Field The present invention

wo edoatied4yeneral ly to the field of conmuni cati POEFCA2006/000278
in particular to handling digital certificates on
nobi |l e wi rel ess comuni cations devices. Description of
the Related Art IgySrMIVENSMIBIHORFOR/St ens wher e
digital certificates are used to establish identity,
there are nmec@RBEGKENGDIGCECALICERTECKCARESval i dity of
the certificates. As an illustration, the OCSP (Online
Certificate Status Protocol) process could be used to

BACREROURD val idity of a certificate every tine an
erectroni e-mai | message) is sent.
This al l ows a person tolethnisehiiald i f the certificate

a co ni cat.i ons, partner a the ti.ne. :
e SRR At b TeeRE S ERIRR A il T defobaiRonp, and in
particgila$ td mdnd‘ﬁag dibitehediti AcresaaaIebils wirelcbecsiembinic &idri3eivices.
However, checking certificates every time or too often
woul d rost | i kel y Peseription af he RelehArt | ost battery
l/viqug SZISISIME QH(? Isi rﬁ%r sa&%ﬂs wper%sﬁgﬁélaéérﬂ%:ﬂest lc?r% 12350 establish
iden€iOn) \iRdTS airé mchmlmom@gﬁca gowhtdk theswdigés ofche gexbifmktes As an

llushgtioe the OGS LA e SOOMIRPPR Pieseor GG Bo Rpto check
the \éé?lgitg%?ﬁllgﬂgﬁ]g esf‘ééptgflg R IRk 10%35%@%6 %‘Edj Iﬁﬁﬁ?h?e@?age) is sent.

rovi Ing an el 6ctT ssage.
Thiseat sl aepevfonato sigst@imeafi thenetthfocife fan aebnmtmmaltlonsm&s@g avas valid

that is associated with.a digital certifjcate is. to.he
at s e dBalch TR Al SEb RO e & K@k daistt Vatd Suhen o
mesgi&gqgmmw@%aﬁr to check the validity of the
difgital certificate based upon the |length of tine
si havavine chagking certificdtes elegy tinle agpe ofter moelld/\mgst likely result in
i.ate

slov B RbolesLhRier s L0 b FBRR' B catpanr @ gh 6ERGI g When deaing

withdd fRibestt pRplRost WBat & cofdsdtion i§ PYseaddingetitl hzsAEEs going back
capabl e of nodi fications in various respects.

and ftoted. raegking Rechdimefarpacinregipiwy ewqjtw'lmlﬁsg drerfdhy) h
bel ow are to be regarded as illustrative in nature and
not restrictive. BRIEF DESCRI PTI ON OF THE DRAW NGS FI G
SUMMARYN overvi ew of an exanpl e communi cation systemin

Ich a wirel ess
In accordance w1th the teachings disclosed herein, methods and systems are

provided for handling an electronic message. As an example of a system and method, an
electronic message that is associated with a digital certificate is to be processed. A digital
certificate checking module determines whether to check the validity of the digital
certificate based upon the length of time since the last time the digital certificate was
checked.

As will be appreciated, the systems and methods disclosed herein are capable of
other and different embodiments, and its several details are capable of modifications in
various respects. Accordingly, the drawings and description set forth below are to be

regarded as illustrative in nature and not restrictive.
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communi cation device may be used. FIG 2 is a block
di agram of a further exanple conmunication system

wo pbaadiimy nul ti pl e networks and nul ti pl e nobi PET/CA2005/000278
comuni cation devices. FIG 3 is a block diagfdfft c Yu2/ ¥ved
depicting a systemfor checking digital certificates.

BRIEEDESCRIATRORGFARE A KNGS Ng a data store for
Wﬂﬂﬂ%ﬂ%at es. FIGS. 5 and 6

depFKi. hns epavanionalf apcenaplo communivatitn systemdingwhizh a wireless

certjficqie- FIGE% 7-8 are bl ocks di agranms wherein

COmYRIEAF O AGVIGe A, b use elated data is provided by an IT
adnFps. st @b Wlockbfgerabd of & AurtAbOEKarfiNIR | ohdrthiSatTRSSRAR% including
recipient performng a certificate status check

muHplenetivassiand myttigle ngbilesomnpniestiodidgyicesn of an

X B TS AP PR s

CONFIAi 44t i 0BloY SdigPRain d¥pILGHr @ Whth &S Sfof UFBLIAI ERckPB digital
device may be used. One skilled in the art wll
certafigdiesei ate that there may be hundreds of different

to [ . : icn FlLG. el. .
P05 i B8R o Bl DB e
pr OEIERSs i77Q asy bloeksdiaganizel eis digisdlrdefitfitatedreldi@l data is provided
present. application. There nmay al so be nmany nessage
by apldminisigtoreci pi ents. The sinpl e system shown in
Fl iS;.f ik ativ - h
pernsnsl % sc? el dplcifl & el RepicRl pottorilifle 3\ tcnte starus
chevlhdeternsigatiori.ty i s not generally used. FIG 1 shows an

e- nai end , the Lnternet 20,.a nessage server
S IR 13678 BlogR Riaekie of i Stakgpls 00y AET Be
infrastructure 90, a wireless network 105 and a nobil e

comruni cati on device 100. An e-nail sender system 10
DE AJLEDOD 11d TIEDR NG&N | SP (I nternet

L 81 Je ING0
Ser, Vi Pr ovi der.% or} whi ch i user of the system ]hO hhas. 1
o Bk dufie PRAEE Phat ReELe CORPURiFatih SETER b Which 3 wireless
coniRifiegiondicReandyosdlised! @ndIN&T # thé- ANwillapgrseond afat @fre may
to the Internet 20, or connected to the Internet 20

be umlisdg Rf diffesenjdopedpeienppt theavstom shewniie #1Gr bhelge dymonstrate the
ope%'ﬁ?ﬁ &8 e "EL oG8 ﬁ%{syﬁhéf%%%s%nﬁyszﬁna%h%i Ln%%bé?s tillg%‘&ar/)% in the

appreci at &

presentsdpplidativer. Chiae fiag Glldobeaniviyd@e b gasendbr@int rédfidhts. The simple
ot her than_the I nternet, although e-nmail transfers are

SySteBnshominy TaEEenplif JeretlluptintbisgPrIPates randY, - antiseiseRrFthaps the most
previidn® m&%{]@-ﬁlaﬂseﬁﬁ@ﬁﬂeﬁt%l@ré}éecﬁrity is not generally used.

FIG. 1 shows an e-mail sender 10, the Internet 20, a message server system 40, a

wireless gateway 85, wireless infrastructure 90, a wireless network 105 and a mobile
communication device 100.

An e-mail sender system 10 may, for example, be connected to an ISP (Internet
Service Provider) on which a user of the system 10 has an account, located within a
company, possibly connected to a local area network (LAN), and connected to the Internet
20, or connected to the Internet 20 through a large ASP (application service provider) such
as America Online (AOL). Those skilled in the art will appreciate that the systems shown
in FIG. 1 may instead be connected to a wide area network (WAN) other than the Internet,
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The nessage server 40 may be inpl enented, for exanple,

on a network conputer within the firewall of a
W@ or0paeAYs: on, a conputer within an | SP or ASP ByEFCam06000278

the like, and acts as the nmain interface for e-mail

exchange over the Internet 20. Although other

g r : -

RGN HBEID,  SmAGhy, AR AT BRI SREHR comone
arrangeraems agstaowh mdd6i. bl y sending e-mail will normally be

e e o B S P 852 P S network computer
witith GhO Biedal EXCDBEP6FkiDh, ABSbAELStRAMNE & ASP r&?ﬁ@mtor the like,

products are often used in conjunction with Intéerne
andragid as thatresin interface fouteeman ¢xcleinge evemnthiel InteTiet 2.  Although other
i nt.ernedi ate .c onents are not shown in Fl 1 S .
messfIGE QartHaE THERLRO SAPRS) Bes i S TEr e e &0 & iR EE dggice 100
conBEMea T6F RGeiNRCAIdNSsDE} QNdin¥es Al SyvisleiorRialy D GsRfated with an
server 40 typically extend beyond just e-mail sending
accelpl ere@emgbsage sehey. aPebaphEheuduo dyppdnfanean apessege servers are

. st or.a ngi mes_that ha redef i ned_dat abase fornats :
MBI ARaReE  cal Lo oo | OFiesd TABRRY € S used in
confimbRén wathdIia@aeeatlabuets thibeowk raal efetivegaiay TB&e dfirmediate

Infrastructure 90 provide a _|ink between the Internet

_ compongify aj el ekeyvhit {le kL agsthey o 1@t dreedly play a role in the secure

meé?%ger ;ﬁg&ésgﬁ%glﬁegcr%dq)%io%.%%%% Iﬁégr\;é{}?%ch iag @éﬁ(/exn% Y@Eéeﬁélly extend

cati a gl ven user and trac e user as
beyoh jush et meid rsending tand ascavinge thoyr dso idelides dagenic slatdbese storage

delivered to .the npbile device 100 via wireless . .
engries e RiRdefipgitabrsp e forgein Frecpiendars. oy lists, task lists,

e-mﬁﬁgﬁaéogﬁ?&téﬁoﬂi on in the wireless network 105 to the
nobi | e device 100. The particul ar network 105 may be

vi rEheairglessngatewaye8easd netasondumVHy pravidern imds betgesn timylnternet

20 S5 SRR, 5 AT SOTRSALL O LRASEs 5o iy

netWorktBL 1RafiBd b ﬁ%hd@ier 1Rd tlaekAinRdisSOARIMRS T8arRbeti&en countries or
I nt ernet 20. i's nessage 15 is normally fully in the

networlar Aanessegels thanadiilivesadde s mphite dgvide IO paseless transmission,

oYL SR SRR BB 500 M AR08 vpee 105

moHilkeddvideBd0. OfThE hartioaldr HEBSSRUEDS hagR HAGHN aikeSviRleds network
all well known to those skilled in the art. The

ovenwhich geessages pay\heexghangsé viieasmgile eqnpapnieatiopdpvics.
nor i t. .
oot PROERY 1, ByE5RR 0l Alegh 15 KPR e il sender
10, heated Sometvaar, onithe Tetermet BO. Mhi messdgy i § és AdithatiyStlly in the clear
request .t hat stored ssages he for

and Rse8 Jeditiena) ebimple (1Matl mbEnpisr ﬁet%ey%gd%égﬁé‘%%@; bpaders and
VB OB NN LS BEAOES kD
mesazpe0 (hetettchubitjbest dre alimizlll lmosemtio tkostGRilledsn the art. The message 15
arrives at the message server 40 and is normally stored in a message store. Most known
messaging systems support a so-called “pull” message access scheme, wherein the mobile
device 100 must request that stored messages be forwarded by the message server to the
mobile device 100. Some systems provide for automatic routing of such messages which

are addressed using a specific e-mail address associated with the mobile device 100. As

described in further detail below, messages addressed to a message server account

-3
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described in further detail below, nessages addressed
to a nessage server accountassociated with a host

W@ ywsaiszch as a hone conputer or of fice conpRXBCA2005/000278
whi ch belongs to the user of a nobile device 100 are
redirected fromthe nessage server 40 to the nobile

assdEitedonitive hast dybRih fIch ak %%h%%mﬁ?&%r@fﬁ@éc&ﬁ%l%tgﬁwhich belongs

speci fic nmechani smcontrolling the forwarding .
to thegisergrfs mebilhdeviesh] Q0card esdirseted Giom theemesssgmspever 340 torthe mobile

' ransl.ated or refornmatted versi on thereof,
deﬁgég%d;{lsytpgy%ﬁereﬁl @ ess gateway 85. The w rel ess

| nf Regdrdless UF ehddEhdclThd mdeifnfn® @6MESI1IAG tEOMIRAEIIBNSf fssages to
wrel ess network 105. These connections coul d be

the) mpbils devige $80vtheamessrg 1 &I omeesaitbik 2(traBsigjed ¢ eafermatted version
I iy ' t CP/LP protogqal. used .
R 0 ORI 005 O LR R8s
of twineetli@sso Ivaitelesskietiverki IU5e Miage toniddabntdeoldbeantegrated Services
. di rent types of networks, those being (1)
Dl%l?ﬁ &f?&w@r@%ﬁw,@m@w YoF k sonnegtionsoisaes HerkGR/EP protocol used
thrihSLeFR RRLWE! .kSAsaﬂgeéi( ggregﬁj‘ﬁlé 104 <RELIRL K3t 1B i€3Mended to

support both voice an ata’comuni cat'i ons ‘over 't he
inchdrshieh sfifeant typseoshatvodkss thoSe bbingad) dmalc(a%ﬂie C\giéeless networks,
tworks.include, but are not limted to, e
() XSRS Serierks end dDhyaliaedopr@orkzfhaf jan support both
voit¥ aHP AafaPSrhdliniVRi E‘mﬁ%g thd1€ard EH%IT&%%Ef g@tati%gsd ilvgghlb%‘xed dual-

s
Communi cations (GSM and the Geheral Pac
mode metwerks Gpeigile,nbutwarek 8ot Hindte( 3o, f(l) WBale Division Multiple Access

() AR b el piunty S el DMob D eE P oRs Sustarm for Mobile
Cordifiincaide id BRG] PUSkeR ”@d‘&’%@?wéﬁgm AbARSks, and (3)

exanpl es of data-centric network include

futyyg ghirdeepemtimndB @) Netwrikk likedEnlrrachRaractenforradotal Evolution

1rE I | der_voice-~centri,c d wor ks
EDFEF IS U, Modle R SR SR M PR M E R lor ke older
exahipkes GEMat@oehtAOMietswad andludd|te MobRexd VbIRaglo dNa@bkMand the

0 urt her__exanpl e_communi cati on system i ncl udi ng _
Dafﬁfﬁf@& Radia NefFieet anrammles pf @ldmsbyqies-emiie dataneiorks include
' : IS 1 Nt i Lm | ar
Porfig] R ERGS) SYREHR (pCH harpit] LRYRRM AL OV e
r edfiGe X isom bipwoligdiagnadbof a fomthér exagigilé comenamidagiof Systdm including

i [ el i rtual [ t k (VP router 75, an )
lfle b e BBLe Kobile comEmcstian Mayrp| dhmwhiFe of FIG. 2 i
subSAIR §aklaPRy IRY iqu@.s 1}_&@%{:@%@ gaataded h%?pg}gsténq 30, .a_redirection

conjunction with FIG represents OVervi ew
programads aripbleilendeviesr dkradle 6] o gyirelohk tvirtuad Ipritvhie retea#tg®PN) router 75,

I e e T TN
desétiveliefhant ih RBRJuABH&S withera et vimiK ZQfepi‘:ées ts 2n SvetViBlUE a sample

i n understanding an automatic e-mail "redirection
netwgrkt topelegnt | dhdwughi bl yncadel enessage processing systems and methods

described herein may be applied to networks having many different topologies, the network
of FIG. 2 is useful in understanding an automatic e-mail redirection system mentioned
briefly above.

The central host system 30 will typically be a corporate office or other LAN, but
may instead be a home office computer or some other private system where mail messages

are being exchanged. Within the host system 30 is the message server 40, running on

-
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The central host system 30 will typically be a

corporate office or other LAN, but may instead be a
whoows/10f1il ce conputer or sonme other private sSyRCEQA2005/000278

where nail nessages are bei ng exchanged. Wthin the

host system 30 is the nessage server 40, running
sonfSoMPut&rONTMih & he WrdwdiNof R Host Sy¥adnh, Bkt 4ddLad@%tmain interface for

system that acts as the main interface for the host
the hipst Bisiend te getiange eanathmithyihe Hntemeet 126t el oetem af Fie. 2, the

tem of FI 2.athe . redirection.progs 45 enab -

rec oo Bebiral 4 i bR P LCRE A i FAA R a mobite

conifihitRiopadevive A | ARheleh G rddibsctibh phaitta 4R shown to reside on
redirection program45 is shown to reside on the sane

the saa1si machiae t #e thee SROIBARCS BATVT 4Q ofor ogase Lfepessentation, there is no

reqt@éegxﬁ‘egngﬂ%wt?ﬁust ?&?Jeeorj the Ql?esga%%lé v%pe"ﬂ%el [dtcddn ﬂngérmaﬁ and the

€ nessage server. e redirection pr
meshgeaelveh d0 nes sdgznsérveco-dperatecate Sntgized té allow the pushing of
- t d int t t I h hj f
inforRRE e ORI SoHEE | 0.y oS ERBion, s rtisedtion program 45 takes

COI‘IIEIH 1Bl had h@Pcod nfiﬁdéo'i-ﬁ%%ﬂgq{fﬁ%?@&@mrﬁ% LaKE€ Siser and redirects it

onfidential and non-co ential corporate
out itlmboghntiei corpdrate facwple ¢o friobile devicemtD(: edi meretdetdiledalgscription of

the J B aoh a1 Ao ROHS FErn he THBMPER Febfapfimied Siates Patent

6,2 B JAVEIR ‘69 PRY¥nDF hQuar 3 RtehDenCORIRA! fYr Pgshir®formation From
United States Patent 6,219,694 ("the '694 Patent"),

A st Systen TSys ManbilgldatyidnodutiostioruReving) Hamingr fre8lagedl Electronic

rom A ,Host tem.To A Mdbi.| t a. Communi cat,i o
AdGEETT B RTRA Y HSRaRler o B oS ab iRl R AGH T 2gpbahion i
heréb? hb&passdddinese thef predtat bpsiicanén 8pREfeEct.OMTHNPRI febhnique may

17, 2001 which is hereby incorporated into the present,
use gopiinetess ifdendhy cnedding neaanpressian pid EDeryRlen drednigyg tosdeliver all

. i-rel e i | I o C i .
ot By o TR RSO BB S3LPRY o s
eaclimpblle deldye D) assbtistedfvfithahe Wedt gyexhéodi ng the security
firewall to_include each nobil e device 100 assaqci ated .
wi t4s 9B I Gsystheinmaty, boxgaay,alignatyemaths for gettag mfpiyation to
o FROEY 141001 N4 o RTINS Atice 100
throuplh epeetdesignaind 604 isngobetiee dedleds. 10 msthot teuigho he useful for

ort designated 50, using.a device.cradle 65 .This .
buith Bt Toe fage eroBal S Bt Ao P AP bF DTS fetisadoRavth the
hosﬁifa{s)%ﬁl BELF arddRudd 3i5n\ivftli1iﬁ|t16@ 3tQR 30f ﬁlefmﬁgﬂ ﬁaﬂl?%ﬁ%%@d for data

with the host system 30 or a conputer 35 w_ _
exchdnge syeveetha3air uFing vordless networksntn detvef the dfrmabgehdsgbown in

I's over-the-air using wrseless networ o_del iyer the
FIG p g e ASCURAed (ppel = MialRe oy phter 5 or' Bhough o
trad & fomaNRItérA8esbrnBEtRIAIIS & WiiRdlQ8 sV y! ®UERT a #Birddéss infrastructure

through a traditional Internet connection 95 to a

90, a4 descabed ghavewalhes®nget of anvireleess ¥ PNnifontes 75 e mgweinghe wireless

ind i G apfe LA VPR Eo R EFE SR e dbbBhaRA bty orouen =
spec%i%@r?lgvlijlgllqe‘s’ghbmﬂﬂ e8¢l kP ntodilk debRe €90.2lThe poEbiliy &CHding a wireless
VPN router 75 has only recently been available and could be used when the new Internet
Protocol (IP) Version 6 (IPV6) arrives into IP-based wireless networks. This new protocol
will provide enough IP addresses to dedicate an IP address to every mobile device 100 and

thus make it possible to push information to a mobile device 100 at any time. A principal

5.
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specific wreless network 110 to a nobil e device 100.

The possibility of using a wireless VPN router 75 has
woniog/168eENt | y been avail abl e and coul d be useRCTH&2005/000278

the new Internet Protocol (IP) Version 6 (IPV6)

arrives into | P-based wirel ess networks. This new
adv@ﬂit@%@ 60 Lising lthis FiRIésd oV Qu@Br V5 iR e @SeRSd be adesir- Rt helfl VPN

P address to every nobile device 100 and thus make

compongifs i & woujsigRt iredudien At SepRArate Wirekishi satewey i8Se andovireless

mersItru%p%ss %RF ! outr @%@?«%o@ﬂ%ﬁ %%lcg%eu# Z‘I %gmtlshsﬁosh Control Protocol

(TOPHAP bhErsatithgrMN ro@tp DEDP )/ [Pt dvnsiedtiond dellvétahe frRedagELdirectly
a separate wireless gateway 85 and w rel ess
to thempebilerdryicgr W0olf 3 Wiesless SEN ASvisNog givaidatle diencalink 95 to the

i 20 LB B O IFELABER iy aorre

abomessages directly to the nobile device 100. If a

wireless VPN 75 is not avail abl t hen link 95 tg the
| ntl ertﬁsta%mte Feduestigy SX?H?%?E Fslg}nr?-e@t FYRPeRSd rfamaénmessage 15

lea\fi'l’{ eabhirae dbago DEGREs AR SRE 'n%gaﬁ%b&‘f\?er AP add & red drected by the
omatlc redirection system of , a conpos
redieectranlprngamagé td 3h¢ eaobilegdavive EO(hmiAs ﬁemd@hremomnahevqﬂace the

e nessa erver. 40 .a i S redlr cted
mesign 150 P O ris S8 Paisaie 3 B i By B Genef Coppression and
enclyBtidn rag r[tEl%t tAD teakBS a?bﬁ‘&ﬁ td e RiZHRY %és'éages 15. In this way,
re-envel oped, as indicated at 80, and a possibly
mespIgsp bﬁl@gaﬁfyd @bth@rre@sleoi@vzmd OB raee w;tqssa pecafeyiden ifrbivex wiere read on
o a£5B DEBBRAA S5t BT SRS A e B R S Bl boveen
the denJe@l‘ﬁcﬁl progtine 45 f&ﬂﬁl thed mbbRy d¥aES 10@ afdyaRe dhid eséstacge repackaging
wor kstation such as 35 within the firewall.

techiiis o oo thst Seahgbtivettaeeyelope is Eymartan dhe pqicbgwra ipgprmation
of t}‘?é’]gn Egl r%’gh eee)ﬁc%w the sél%%rﬂ%d Y&& rfltcgfv? Fﬁﬁ&r%gse This allows reply

repackagi ng ot her hi's “out er
mesedpee to p@chshé @pprapmﬁtaldesttdaaomckﬂxﬂeﬂsi algpwanfher v’ dficldfto reflect

t he origj nal the sender's an

th L
the Fighidy YasF s esigh adsessr i Snsbibe gt s epi aﬁ‘é’éeé%lgégl th mobile device
100!4RGR h GeGRARIORELALE 1£185)d:P A Bl ALSGedbli gfeﬁtehhﬁ%om the

“from. field to reffect user
useraidbskiop sybtemrig mther thee themebilkmddviaddless from t he

nohj.| ice 100 | o here dnesa t
o Sl I ol RIZ S84 BRAE 65 Feutier Py riBe mobile device
100 Uﬁﬁc&n@&ﬁﬁtﬁ%ﬂn §ﬁ§ﬁs%ﬁ&r§z5acfv§ﬁtlél§ ¢s fobanading Jmhihe th%‘ékGl?ange of
Wth reference back to the port 50 and cradle 6

large ote&mct i Kart thoseo skilled nwbihbicearti enfi peysaiid, dlglltalsassxsmecﬂi’laﬁ;s) and

ff d f bl j
n@otiaige’ bR o SaT R ania” pishehyC R QP TIER If feraelgp omation
Marﬁ%erﬁ@ﬂts(mlﬂb dsbia &5t alvhes &tchbagddSof Bl @46 this data tends to be large
synchroni zati on, the nost common data exchanged over

in quantity, tuhlky insnadeted aPquires ar leegei yndwidih de seinoaded gto the mobile
dev1?9 1@% %\?wr VY‘E clan Be C[lh&{] 85 ?hef Rl tf?usf {3t lutlllc %‘?’:tytarl]slosbéj ﬁge% for other
purposes, including settlng up a private security key 111 such as an S/MIME or PGP

specific private key, the Certificate (Cert) of the user and their Certificate Revocation Lists
(CRLs) 60. The private key can be exchanged so that the desktop 35 and mobile device

100 share one personality and one method for accessing all mail. The Cert and CRLs are
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in quantity, bulky in nature and requires a |arge
bandwi dth to get | oaded onto the nobil e device 100
wob@sa0ils2 can be used on the road. This seri al PCT/0Kk2008/400278
al so be used for other purposes, including setting up
a private security key 111 such as an S/ MLME or PGP
norMARY |ef(d:lﬁm?éd YadrSsukR Ya ikl Bedafitd thiel Gapresdnbar lgeOdiméiift of the data

user and their Certificate Revocation Lists (CRLs) 60.

thatTipeeqpirpd by ehekdeyicsfpr BMIBLE R end edier puhlictkey sqewity apsthods.

et T oRouE UG ARfenidst Endind R Rkl g1 5 St are

assciRaD it higsaxe hadigiedtsOVEY ttﬁU@darrgalé oNKF10e GausSmessagy sender 150
_represent a large anmount of the data that Ls.reﬂg red
wishgs to andyay puraik Hessagad NEto e anere sseagegaeipientsilelp. The sender
' T af ¢ 41 f
1SOREL P R i SRS RSB g 151
befort béndites i 3@ e réoisiemi 190t s. I n the exanple of FIG 3, a

nmessage sender. 150 wi shes to send an. e-mail ssage .

151 hegligiial catifiggieel M%g@}%%%yaﬁffgremvwew@@%mapn for use
. . f I Db ' i di i £
in A8 S e AN RIS EBine A 5l diahRes « com
of th¢ centifiaate dwildrrsngublié key,Tete. digitaladerceatesf ¢anatanidrsa tarthe X.509

i.ncl ude ny different types of information for use.in
stangel {4 GOt HP 8 fﬁ@éfgitﬁnai Gt b KETIGRr oS HiReactSSibIE over a
netwérkl 180 MROHTREFficBIPIiRIHRE (ALES that &P RYth&tidalifg user (e.g., sender
certificate holder's public key, etc. D gital

150¢ eant oitpin athes users’ dighdleeriificateshe X. 509 st andard (or

anat.her f standar and can be kept in .
oo et 140 e BHRRECH Phiandl R RSP hasbfhpoe and comvenience,
by 6iRickini Gialtel asHifestkd 1188 drCASPre@tebifledaperiodicity. That is, once an
aut henti cati ngﬁuser (e gq sender 150) can obtain
¢

assuseiivertinos eprod A5y it estallished fhiat helances Freriy sppearmwwith performance
conf A2 18 BhPL AR REISaN UL ARG EORE Rk oo

outgidecoftifit asstiraied ppaod 065.CALkWn illisatatibs,, if an @ssudancapstio@bE éour hours
ime period 155 is_estaplished that bal ances secur

is cglahlisermandat HSiBRECBPTafc S BERReT el | ¥hecourive r%%ttéatlﬁyfour hours
ago; Bn GHRGKShetR Sf ?ﬂegéli%%g c%?fﬁdafé £t § ngff@hﬂecd; 'eﬁse?%g'gﬁ‘%%he digital

eck occurred outs the assurance perio
certditate 1549s natt peoformed. an assurance period of four hours

is tablished and jf t at check of digital
corll T PR e kg P SRl 1D P! Tiggleed, the system
140t 88NRt NG HRE O tRE Iﬁ(hﬁled!fiéi)tiéh@llOG ehlil fllowRtifend 34 deSirch for a new

performed; else a check o e digital certificate 154
certifcatecr tpley dthemnewrectife a¢tone elltel fystcat B4Geant also bdreaidigured such that

fails (e.q. he certiflcate has b evoked), the

the e i1t theh R ERd Lt e Bt AREASIPE "dbvi ce- 100
andt ghduddvbeheiletstoieMAE in faSfurahc Porieerisist dapaesdéctéBbgsed upon
ot her corrective action. The system 140 can al so be

manyoehpideations seth asHased iponusiscogalionsidatia C&Lt dngs npeiypicely change
in sﬁl?lflttljngei ahes. gcti 1jc%nitnstiaflatfc'otni rlnlgh gesei t'hgﬁj‘ ‘CRLs updated about every four
hours and hence that periodicity can serve as a basis to specify the time lag on the mobile
device 100 between checks. If needed, an assurance period 155 could be set to cause a
check with every message sent or received, or with every connection.

The mobile device 100 can be configured in different ways in order to use an

assurance period 155 to check digital certificates 154. The message sender 150 on the
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It should be understood that an assurance period 155

can be sel ected based upon many consi derations, such
w@goobasad2 upon a recognition that a CRL does nPXCT/CA2005/000278

typically change in small tine frames. A typica

installation mght see their CRLs updated about every

mobifIBe eI §0 8aflatRECE didial cheficadi Icﬁeémng AbdaRy Hﬁrcﬁ%n@ 152. The
basis to specify the tinme lag on the ile device 100

cheblemwentlrmhé&sletenﬁlmee’dm&xer dn Q!ilsslu rvahd,lé\/ péraa digitabgertificate 154

uld be .check with e S
bas§f et 8y B shedith b TEbmikleh offE YrlHRaR heBERk crterion
info#8ti6€ cdDBe c@FeddR L£a4th istué esl8 hid Be Lb&T By thevérskinp routine 152 to
order to use an assurance period 155 to check digital

deteraying whethereeertifiopte vHlidityeshselges shavdd pcc:vso Aérant iNgpEAsionechecking
cntg%é'{ %?or%%goﬁ %P;Ihﬁcfeég T%gpoqq]ﬁ r{gx x‘fglfcth' el%glﬁjﬁhaegpenod 155

e or ro |ng rou

is afi® tvbarmvaetbe WM3etHeekinigQingd £30kfoy aldiglial yeraﬁcae dsgl tal
certificate 154 based upon_certificate checking
cri Aeshyn ithFHF it dabh storn 5% 631t be .celafé@re%%repwgm many different

typélésglf G Q@aﬁ&f o5 dﬁgt ésoﬁgﬁ@ﬂegfﬁ%le% %@sdr&l&lg%ﬁfdgstfk"o? 182, 184).

e use I'ng routine
Difftedne rasmmmcmh&hbés (1c8é)r 182, 84 eawv &k iuded depehhdoilg wypnsthe sitdation at -

hanlt B e ok S PERHS H PO 1B JE te pcline dat

stoﬂe hﬁ Sa§§ Yhe @Hé‘ckﬁ}% tQfind 55521 ¥han Q'le wWiRSa td"ﬁtdl af.%}tlﬁcate from a
hecking tinme for a digital certificate .

partschxbamerttﬁdét@uthont&aa acend raestma'i&eqanodé 82 ondyi g@ umsﬂ when dealing

cont.ai.n, ma ffere pe i,nfo ion,, such as
with, 655 Vo iealee reusl ot e Biffesnt et oo RunsBt 1o should be
unda‘sfdco@rtﬁﬁtdlﬂ'é&ﬁf ARERANOEHERAS niakS6s ué’eﬁ%ecﬂ{&é)of G@er PEctors, such as
used dependi ng upon the situation at hand. For

but encirdymied dof st stadisucasyplign rcsws 18aniaarprihthes glessaged level of

encp P 2SR AR el e P freb B cley e o

f r dIGA 5pdeplidts dh Apeeibhall dcemdrd ﬁiﬂtclhedfktlﬁya digisecentficate. Indicator
assurance period 182 may be used when_ deal i n% wth a o
200dp¢jrates théb‘% ssndprcls PEepasig g éQisend grmessags thal asito be encrypted. Decision

step | 9?% | Kb Gdles AU M% tal cklaﬁf&%g d(bfb&le g?{)gé C}ggigfegﬁg) need to be

erent assurance peri ods may be use caus
Vahdathd} hefoae entrgptisgidie mssshpd. Hidho validdted ik meeded sihen the message is

enccp tea:ills ospgtgq%éyp&qog c’e‘{S‘i?V%g’rl?Pg"p Lng of oétggggé’? 2gr%’ﬁcates need to be
valitiZfe@ fthéH‘&l%P %rtitﬂagteggﬁs%ﬁﬁate&% st nd:i@ 5 depicts an

operational scenario for chec a digital .
cerDé¢disigastep 208 dixenimss v?]&@herrajmsﬂags shddd be ssehdArmessage might

not e Bt ”%&%ﬁ%@gife‘g@gﬁ%ﬁ@ Lokt nd é{%{@l € b SRt or fails the
vahe@c{dn! ﬁﬂo@égse(% Tg?bécﬁ@se”ﬁ%fa@@ﬁpfr@d)' plfeﬂhta(rﬁéssagee@h h& Rebe sent, then

val i dat ed before encrypting the nessage
proacasing &orithis apsrational edenarioemnds Iateerrrblslsdgél(i’ slfghe oweshgansito be sent,

therFmeaiedt i ProP L PR P Yo Hareeeiie et 4 i Dlagk 10
CerfIG i ahRfates @nVeleranngd sehagé €Br 48 rmining whether a certificate
needs to be validated based upon temporal considerations. Indicator 250 indicates that
processing begins at step 252. Step 252 determines the last time that a particular
certificate was checked. If the last time of the check is within a predetermined threshold

(e.g., an assurance period) as determined at decision step 254, then an indication is
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Deci sion step 208 exam nes whet her a nessage shoul d be
sent. A nessage m ght not be sent to a recipient if
w0 b@sneniupi ent' s certificate cannot be val i dat BOI/OA2005/000278
fails the validation process (e.g., because it has
expired). If the nmessage is not to be sent, then
| . .
rett@{t %35 gfgat ft}gcehtli‘f’cfraéégﬁs)cgeé thof gﬂt@ go %gggﬁ{e@rﬁtéﬁ eﬂggﬁe\ﬁg,e V3 'agcmon step
254{1@3&'&9%& thatethe dake dinanolf Bxemheelt issdiepid@ 06 thePpredetssningd threshold,
ends at .end bl ock i.l.lustra

ther, g idiGagRR s SRKRet figtSpohetdhs & iR gesghids ieralidated. 1t should be
undeRtdddf theRdimiRe s f:het Ah&pr¥adssilptiRAy PAIETHAPRG IS MROEBs and the
consi derations. Indicator 25071 ndi cates that
ordgn of dwsktaps e ghe floatchart eipsczﬁﬁd I8rap BeY bdetlered, nmsdified and/or
| asp .ti .1 hat. a artlc certificate was checked.
augrhi anf 36 hinge B8 e ollek™ ¢ w chi n a
pr efgdtBENbpGatidiii e2hRdrd (£ sBown 80 BRS U 2RGRrdAedn0U) @Sformation
determ ned at decision step 254, then an indication
tectinotagyh a«ﬂmuumat%mtsnaftlﬁ@m@e@éwratfqemned@b8%2 (g, Hagdimits before

che(};}? ?g s@%%es Ec? %nF II‘l’lé ¢ rr{olblle c%l 3” gSt&a%lc%sf'%O t SITQS assurance

periofi(s) €2 pre gﬁiveddau tﬂetde tlﬁhfkfbl‘élﬁﬂvd;e Idme@veanm rndu“foak i 1@0 (o8 other data
returned at 258 that the certificate needs to
conyegtionapehanipn) shupdae B deeldns da@ctarrdossiliel Iaebll%dft\me 100 can

be }Rh g‘?@%ﬁ&%ﬁ% h Eésﬁilﬁcéjﬁéﬁi \gﬁﬂh RGHS ar {ﬁpg&tgg b?lttﬁep $T 88inistrator

ste escri bed
270hercan havathe bmtxa] ztsemedce pemidfgredided by an ITAudninittedon?). A system

can telé‘rlﬁlléﬁgalggéi g)vglﬁfgaﬁo\}q ;Sul,sfgr%g sgtuz} %ggcre %ggg‘énsglfyggqcurg Ssrsgga{n(c)g %lenod For

exalt@lkl'g A AR Rhih RERBP hé’@&’% 5?7\91@1 R &Eél@&pévey Rouf PEGs! 4 ﬁ§er can set on

e assurance period timelimts befor
her uivbdk degcore swag e)rd S’&ttmge suwh asr@wayrﬁmt@b heurdevi ces

e.d.., device 1 he .assurance er| 72 .are .
br i1t ES (P PBbPPE dEDFT & RBURBRCY T HEL AP Bogusomize.
asstrMceYbils @Rbdt aRANREHS OAIFEGham &%Pﬂmffsﬁ’atﬁpga@ Rah PRovide the same
checking data store 158. The nobile device 100 can be

settinge-tprajy mm’mleddfwlqeh einthgseunpanye treelyo gnspminghthetsoimpany mobile
devugdaﬁ{e etby th !et ml%l strator 270 or can have the
héff ébss‘fﬂngll’? & pefi'od provided by an IT
admmmstpbﬁ&yabarzzé)enfbr@emsﬁ;mm 1aabildgevieasfih ghaBdwhes. aFRGS. 8 and 9
allow a user to set a nore aggressive/secure assurance

desqsthe; andexapye ok Aplaad is furgher |d1=SCe‘r&>ﬁfi An $he fllpwipg gommonly assigned
Umgeﬁs%tgfrggkogl f eﬁ;gﬁ:%ﬁoﬂ) fwh?éﬁefsyhefréi)'z_'ﬁ{J 1n98r§65f‘a{te(faby§@frelée%@§s %%Jstem And

evi ce nore se

Methv@r(yf Ohmee Gmtrbs OfTRiestrgutio\Deltses” dRed Nﬁrhber 10782832 filed on
onpanies with the capability to custom ze assurance
Decs@b%é% PRy The ﬁ&mplﬁéaa%tra % %%W RS PLalifi PG degee can be

pre ARG Q il %@ﬁ‘ nﬂéalﬁaédlb fdministrator.

eVl ces O tme conp ere suring -t hat conpany
nolHIGe 8 deu ibbeek cha:ﬂ‘ramalltlslraang (arssfslsmecvft indeTtippbivayr. informafion and
own‘ﬁgiylgﬁty Q) j rg% 13&&8 rgc eagsulﬁgr?c% pnetl)'l%ldl(s?) gr?t\(l)l é:neglelctrr]omc %oblle device.
The system in FIG. 8 includes an electronic device 310, an owner information insertion
point 320, and an owner control information insertion point 330. The owner information
insertion point 320 is alternatively referred to as a branding point, while the owner control
insertion point 330 is alternatively referred to as a control point. An owner information

store 312, an owner control information store 314, and an interface/connector 316 are
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descri be an exanple of this and is further described
in the follow ng commonly assigned United States
wQEaioeno71appl i cati on which i s hereby incorpor atBdr/ox2005/000278
reference: "System And Method O Owner Control O
El ectroni c Devices" (Serial Nunmber 10/732,132 filed on
pro@@&? [IPGE clBiromi@¥dVice 316 EXAHWhE 1hfdrh‘1§f16@hﬁ§rti’39\f40ﬂlt 496 fincludes
of the nobile device can be prevented fromaltering or
an ewa@rl m@orammn aouEepEl mlsaspetcrt‘m@@myctah 3RZ. The owner control

i str tor d|a ramillustratin
infgdh Heeliot peant $30,.5riTac, PeRiS: RAEPURF shofrdlshEtat8n source
334GR01%h hteHRdPlomBEdtONB2e. 9., assur ance period(s)) onto

an electronic nobile device. The systemin FIG 8
i ncThedewnerningiragtiposioge dév istases3 idornzatiopwpiesh as an owner name or
othérq{;lgnt%%hgr{] ﬂfgr%%{t WORr e‘)%ax%%lesglgnchﬁggnt?fnes M&L ecro&t {18 electronic
Ion Inser |bn ornt 330. € own or na

devicesHO! | Tite p@hé&tt cohdi@l hlﬁ”oﬁhdtﬁhlmfévﬁuystéreé etifbﬁdatidh fhat & used to
brandi ng point, while the owner control insertjion
conpipl the omtﬁtiog ofi the elestronis | dpvice 3 Pr dawner eantio! ipfepmation may, for

Ml
exaﬁ’lglen{)e é(,)éfr]lna Iagl%lﬂfbg-fggtﬁe %&%ﬁ%&dh?&szsof@&hr@%lﬁfcatlons authorized
to bmiretaﬂla@%dmembd)ronSmG aecemnm/ demdce 3m0t(heg.,eduehtinforimation can

vi.ce 310. owner i nfor on i nsertion point,

320
mcl}lﬁlﬁcmaaééh%ml &ﬁwé"waﬁerﬁlscfm pughe ujed agd with a particular
assyr}ice r({ 681, COR S%QF m@c?rgratl&lf' %‘oxﬁ\’:\@ 854 GAN O wihdM BhIFBE in@8tmation

Insertion point 330 simlarly includes an owner
souceontIdolconldf be fedal onesoyr devids4 carmimmncatlon modules through which

rem oL AT FIRDE A o B e B hu e haveh "gpgfion ar

accésgl%ﬂat bf‘ b&RIIP Bsdr nﬁt@ffﬁ%% k13Bugt WhicBeMHRE BifoMittol and owner control
dentifies an owner of the el ectronic device 310. The

lnfom,ﬁmn zesntesdd. i nf or mati on store 314 st or es information

Lt DSOS ol MErPRBIE AT B! s 16 v
establéh £¥afiRuGicatién Biebétivieadtherbwaler mfbﬂﬂdftiohahi,e@ﬂ’bﬂ g@iﬁf 320 and the
that lists software applications authorized to

clecipgicafievier 40, &xdharelud cagble avnsr daformatien devie &angferred to the

C t a
clehbnf gor R ORI AL SRR et 384 2 Ml pomector
332asipdlatliy cérlables asaisfaanafeopaer ooljtrol Tinformatien firerh otheadwidr control
source 324 and the o er control i nformati on source

infoygaliolh HPHe3 14 O HBFOTISCHB dg¥ice chlfinlig carqoBpnunication link
estaBR&Heh %%rt#&hq}lg Elltm&c%&oﬁﬁé@érg 398114 33 16 e“"I'h% Sitepad/thectors 316,

owner ormati on and owner control I nformation are
322 peieXK Ihhyeczstxth’hsh wxsmdhdo;mmwmonﬂmk@ adese thennmg’acwnmlhctors are
.owner jnformati on and owner contr i

nf
serig HoEis o STHED Py Y RAIES RCORPEE D 5 Pt A5 BLERg s where the

1nte%$é7ccﬁ1§l@ctbﬁt £ iRESEE MR Obr %@1&%&%{@%&& Retworks. Owner
conmuni cation |ink between the owner infornmation

informatgort dnwinovpwsr wont3dGn famatidretraisértaddnacledio areregioiively inserted
or s{qr]h%{ i%t%ﬁe 8\?/1%(%' {Rifotmation étgrfe%’l%nd A ctngnek%eco}l{rgl E‘o?'lrnrégon tst(())re 314.
The owner control insertion point 320 is associated with an owner of the electronic
device 310. Where the electronic device 310 is provided to a user by an employer, for
example, the owner control insertion point 320 may be a computer system or device
controlled by a corporate computer system administrator or IT department. The electronic

device 310 is "branded" with owner information by establishing a communication link
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el ectroni ¢ device 310 fromthe owner information

source 324. The interface/connector 332 simlarly
wepmbhien4t r ansf er of owner control informati onP¢T/OARt0EE00278

owner control information source 334 onto the

el ectronic device 310 via a comuni cation |ink
bet SEEARL RRE HISIIAER hifioTpAR SRPuREBRALARICHRIATA through
the esérdidaei cohnevitors 322 and3ih6 @nd then ihdentkyg owheriefdrination into the owner

. .interface/ conne rs are serial. ports, for ex le, ar
lnfqmnﬁ%%ssgorsoﬂ:}unﬁirﬁﬁsowﬁﬂﬁwm% dEsjeed 9%¢ ey JaTqakign has been
inseMeg lofitd e rhéﬁi?ercfe@?c%/ ﬁ@[‘&%ﬁbﬁfysthé[?%nie%{ gb@:@y ma@rlﬂee(ﬁ»thorized by

or w r_eI ess communi catl on net V\IOI‘. S. QM’] r informati on
the amtheown eblecionthanie ithd owmert indormatmnsdremsenti or cchangie vivwer control

. ~are.respectively.insert or stored in the owner
lnf(ﬁr???té?ml?_ﬁ}?r?l%cﬁrgﬁéc (%Yfea?ﬁg’ t he owner contr _oI _

I NfRYJABId PBerfibAOF o%dtr cditfol GMMdehaieNbhAtel the RERirbhRNevice 310 is
point 320 is associated wth an owner of the ) )
resteited t onisai ewaey inferngation bse beeny rsededctheonivaerdegnted Brfgrmation
inselrt?orp &)81’%1& %%6 Iﬁe%dano S ercesQXri g beie Qgétg(yl?e{i’ b%%e %&%@plo ’thé Ig?ectronic

owner control T nsertion poin nay ‘beé a conputer

deviR¥S3EIN ONhéee\the @waeninidhtadd dontral ©OEPticabeneO BPhtir6lr information
system adm ni strator or | T departnent. The el ectraonic

insegfeqn peing 380 heipseatierbacinis 340 adthds0 imavobmimplsmenipd in the same
| ; : o

conf A, BO0RICOB AR BRI AT, WG, sput

insetlidoi pEnt3 BA0tand AQ las thvevr mtGE & abwanreaten of tHiz22ecdmodic device to

316 and then inserting owner. infornmation into the
delgqiae PVt Semath THoerbe Hegtiop oottt Ribe dhcpwas, control

infoPRGGorP EHion Nk UoRBLIIAN ubias BREEN sighafide FooBt 1B an owner first
nobi | e device 310, then only the owner or a party may
brarsls thatdhentionmd démice B&0 envd rrovidesaeeeledrahanigeice il Oommk digitally
formati on .or .insert or chanﬂﬁ owner control

sigrief 3yt CPRROIGREHTHENER A S LIS 5 all. ViR £qugol information

insértﬁtﬁﬁ?éih@ D3 @ inBVBLtheCRBEY BdmpIREOSY¥RIN, OPhieR i tHdReused to insert the
electronic device 310 is restricted once owner

digitally signet iovmeheentisd sfoimalintoaatp the stecomie devisnt &)
o | \ o¢ 4 d _ .
b Boes APeHERREbHE B AR o BB PERRIR i the ovmer

conf3d0infothgkioh ten@¥NEin B3 inkiude the Birnhe typavel intditacobaectors 322
control information insertion point 330, the insertjon
and p32 eoatiblen v i theminfeniree|capnesiaing K 10 nthe heleakgpic device 310.
ut S r q.ce d e . .
Hov?%?grf g{:ee/ %Zetr?ﬁ.g}él?or q%ﬁev@@ separ aa%tgl%fﬁg(g?t i oh lude  multiple
inteffaceidam8@Orsanath3B4 differshictypesi of ifktefEaceBeomh bavrsanayobamiplemented

of the electronjc device to delegate owner control . . .
at ap prgleRAR OBt S BSETHER HoHlté%@raé?éit BHOBRT ‘{%ﬂ."mffn{}éﬂ}’@m 1nsertion

_  olead ey : . _ . _
pongoﬂ . f\lﬂéllelfé% ?ﬁl:y'ez? @nffg[bs SWhéClortd1 9%%%61{3?}5‘&&105} oint 320 and

igita s, for exanple, an owner rst brands
owrteh eomtd dhfoomattord eseidtion 3bintH36 qoe shovdesn FHe. &l a2cémpletecinsertion

R RO A —
exatnPleOboRbEB computer system administrators may be authorized to perform owner
information insertion operations from administrator computer systems, or from any
corporate computer system from which administrative functions can be accessed, thereby
providing multiple owner information insertion points 320. Similarly, when an owner

allows users to insert digitally signed owner control information onto electronic devices,
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insertion point 330 nay be the user's conputer system
which is then used to insert the digitally signed

woewmsnoaent rol i nformation onto the el ectroni cPAECAR®S/000278
310. In nost inplenentations, the owner information
insertion point 320 and the owner control information

eaclk Qs RbrpRtedsy3SH thiirbd!B&dtRen R t¥REoIFhformation insertion point
I nterface/conhectors 322 and 332, conpatible with the

330i nterface/ connector 316 in the el ectronic device 310.

Ho ,. th | ectroni.c device 310. na lternativel

T i Ploch GeaHp Pa I BERRASTISF o "irdns Dhigm and method of
owfér fadpBli&tfont dd8S1 @hn ivet RfiflanEMt6@NNACKITY. 0, "MY¥ Rectronic device is a

i mpl emented at an owner information insertion point

molgrodeying Hhadapindr tocaparate Withi @ Mirglass Aetwesler Ailgnshesvmin FIG. 9 is
.330.. t h..qnl. [ : [ Lnf.or matyon
an e SR ARbaS 6P SRS i FAEh cRETHE Riopy GBI GE 0
| Ngekkidudd bp @ppdrerd IO tRdse skheWrin ithe 4rt (hat 8nlyahe es@behidnts involved
. insertion sgsten1nay i ncl ude _nore than one of each .
in anypunestcanirebsysien geishewn|in BG & g& ewhpardpyice dypically includes
furt@é%ac'm{@nerﬁg’ Erpé’{cﬁ‘ﬁ& BB GhwAdS i:ﬁf",‘.‘ FAI Fe ASRISaTRE 30 is an
e authorized to performowner i nfornmatidn insertion
illugperatkxangle fof amekdtromic sleviat dor veloioip uh ewnsyshg WEsh renforce some
from any gor porate conputer system from which

sortz i IBS PPEEY-v &Mt QHEFT By Tah Wi Koerimd dhe ppageepyother types of
[ 0 [

el B B R TR o bR Pl EDAR P Sample
di ghd siidwn si FHedd,avmebile davico K30 mwbmprsdsi ®meomirp 432, a processor
el ectroni c devices,each. user's c r system

440,88 PR EC AT Ao BRSPS SRR A S BIFBBP LD 446, o

wirdléQ trafib&Bive? 448, dolrOGlerfit @06 3RLQE 4501 TheGiehRRY 338@MyGhRclude a
in which a system and net hod of owner application

softweret appllicatzomsizéore figheae pwaer infornRlion stre #he a1 awhewgstion record

sond 3408y b3 IR S B8 B RO P BI et Wllemsin
additidgetot thoBe sBGWn G4 FIER D, tsuch nsed chesMygr dhtaf 961¥Bid edre assurance
onto the nobile device 30. It should be apparent to

peripg{ske skilled in the art that only the conponents

in \/ ' . I ' g .
or b 2, RGBSR 3SRV oE U o) o wicn

othet dByice eainponentauddy wirde1dita. Hoosees heitt anderkbdGiccdss thltosoftware
the nobile device 30.is an illustrative exa

.ne. l.e of an
appladion SEHE ¢3%ehr C@nehHiImAtAn AT fARranddhe dilBprigagion record store
438\?\#{)&5&?&&&% ﬁﬁtr Ih?ﬁfnoy ﬁ@ﬂ?alf ﬁ%}%l@%enéﬁo&% eg?%xgﬁal, 8 Qser of the

to contfo e usage o her types o tronic
motlkvidevi®, 4¥unlayds ahdbitd ecttieveddtafes thagbo 43dnpa6.casl 438, but
.and PDAs, for .exanple. As shown in FIG, 9, bi | e
writg eAfdc §a3s GPEGHARY fisd ﬁ‘is?ré%?%/ alzﬁsg?ntwllﬁ%e%@?aq%ﬂo‘?el%‘ﬁ- The
softRRR ARtk 8RBT HERde@BoAWEE abpIRAPRIME hdt bedd installed on
user ‘interface (U) 446, a wreless transceiver 448,
the amabilendévicee #8@yc et omaye otctrded 56, eXdneploe avdigital3ceriifigate checking

appfic?a%log,d Gn %electronic messaging application, a personal information management
(PIM) application, games, as well as other applications. The owner information store 436
stores information such as an owner name or other identification, data integrity and source
authentication information, such as a digital signature public key associated with a digital
signature private key of the owner. Owner control information, in which an owner of the

mobile device 430 specifies usage permissions and restrictions for the mobile device 430,
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software applications store 434, an owner information
store 436, an authorization record store 438, as well
wW@300p068ibl y ot her data stores associ ated w t hP@I/a2005/000278
device systens in addition to those shown in FIG 9,
such as a checking data store to store assurance
. 0 : r
s SEEE h alBE TR Yool ih hP WehorPREN 0D SHEK A8, Such
autlooizatoe mécordsayaminicivee datecor homeafethe afvietnentoikderegaed, allowed
ccess .to the softvvare application store 434, the
an &rlufed epnlispiifhli€t or e 436, and the authorization
r eopl'iénj% DEQLS: A8 s WBncLRdtE ﬁ{er\l'ﬁ:él@s@ traAdeini? QQS rzlﬁ& tlﬁﬁ e'nlees the
al | I ement ati ons. For exanple, a user of the nobil
mobide/deyice4B30 fongorbmuaishtgortsoyia 2 witelssenetbek. f Tloenapiphieation loader 442
st or 434, 43 d 438, .bu erase
ando sBFERRoRCIn, Hhodeobet &8 et ghelobrig; g comected to the
intePREGEIRRBIoPAEOUS allB® RAIhWNRERIOARPIA ARl inSHish Bdt 434 through the
i ncl udes software applications that have been
co-¢matmg11et¢r@pp/cmeﬁtﬁb4$2@ device 430, and may incl ude,

for ital cer f cate chec
ot PPt incTifh ot B U wb B RAG B £k spppard gr kevpad. o
dlsm@,m@a{er icB ?mmaits WhichREGE ipits ot Mr pwnhd: saﬂpu@rto a user of the
as we as_ ot her applications. The

mol?lhar dﬂvm%@n Although shevn popg @@gherﬁl@fmﬁtﬂﬁn%sla éliPUé% bgapparent that
a moBlE deVR 3 ty?fcglﬁ; lllléill? % erI%atﬂu‘P Une Qﬁt %nél 'Hlee gﬁ 41436 ﬁnt%erefore

sour ce aut on 1 nformation, such
lnteﬁd@ﬂ@trlﬂlblesemﬂ bhé¢ or ey wssmeédrficesd W th a d| g| t al

natyre private key of the owner. Oaner control
|nfg]3f‘ftrd{1$‘36‘il1°n i tRolfiodh inglidsingn  BYnarhinfpiseation §ioys c#00 and an

1nteﬂ‘%9e/§ %i:ttﬁ 3§2 mg% REECH i%?drﬂﬁgoﬁmsde)[c?ﬁ u%édc\gvitﬂ Qﬁe %ﬂe device

evi ce O,is stored Iin an authori zat
430y awbthas reprédeatsaumt dvarer na’omatmnenmrtﬂompmineﬂ[BG?IGSB): hAs described
aut hori zat i, og) records can i nclude one, or. npr.e

th
abo¥g, ¥k PR JRERGMARL TRSSH IO, PP H 43/ TBY 1@%@&%&%01 464 may be

conﬁ@]l’éd Bﬁtah Qwrlet SF 8n eTé&?roﬁi’E:QFe@&%orTHéf’é?oﬂeS tlfeolﬂﬁf&ﬁbﬁ %de164 is, for
he wiTtel ess transcei ver 448 and t hus enabl es

examlﬂ | igpdeménded HROaf cadngoisiraint ®amput®s sybtema uggd é)lyeels authorized

|
adnSHHRGL 10 10 BD Rert el BT, o OB ist) Gp i, AR ORIk, device 430.

Bec@@RR6h&tted Qotpetet Mseitsd@/tMIBAIBLhOlised DY 4n§ udkr, @Y insertion tool
conmuni cation with the insertion tool 464, through t he

464 geayoisetead bagosastiblertacay computer systes aTREpOUIte Agvork, dependent
upoh ﬁ?{&?&&émep{m %}ﬁ/né%g}f g%ﬁ%ﬂ“ The ¢d te@\%ﬁae}éeyboar d

eypad, a dis I conponent accept
i NPEHeSovinep rimibrm@uicm/étdle 450t gootes otvAeinfgMiation td be imehed ento the

devi ce 430. Al though shown as a si ng}iee block in FIG
molyle 4@W1C§rﬂ§l9» andymay, b amplementeds fog exypplecoRyalocabmentpry component

sucl% %e 2 g?d\bﬂéh%ﬂ%tﬁlé}é%?gle Y cel%)\jr?geg of ? Bard dlska&‘flvet hWhH'l thAéAiﬁsérﬁon tool

one or nore use
464iinimplearceted in a networked computer system or other network- connected device,

the owner information store 460 may be a remote memory system such as a file server that
is accessible to the insertion tool 464 through a network commection. The owner
information store 460 may instead incorporate a memory reader such as a smart card
reader, a memory card reader, a floppy disk drive, or a CD or DVD drive, for example.
Information is transferred between the insertion tool 464 and the mobile device

430 via a communication link established between the interface/connectors 450 and 452.
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The insertion tool 464 includes an owner information
store 460 and an interface/ connector 452 through which
w0 nfosnems: on i s exchanged with the nobil e deviPer/¢a3005/000278
and thus represents an owner information insertion
point 320 (FIG 8). As described above, an owner
i | h €p
Thel BIRREBPARAE 80140 £ Stk adl ot dCpAPIRY i RPniARble data
transi%x/icompofrérés efnshuling, Her iemsmplei mptitdotlatd Gianster mtﬂrfaces such as

Infr 3 Biey ASTPA o (LN OF B o BRI TEL F18F of TEb rFgBIrpunications

inte8de¥] BEWifA infrfRb UM &€ s&RiNfor AhiQelsNESERN B (SYBF Borts and
43 Because networked conputer systens can typically

conigstiosed iynoamy shewrangehevifaleser edramunisations6 dntaxfgces include, for

| { t t
exaigfit, SBRCRBAET RIS AP BN 1 TRERA R R, 1k Blusgoon™ o
802t1madpetlﬁcgwrrseBésbycudeggg@tdqubetd@ga&ﬁnwtlﬁfse S¥fle@nn theert that
informati on store 460 stores owner information

Bluqt@otbé iandefehl denefetssts abispecificationscavagable ofigmnidyy Istitute of

Elec.l’ugé((:%”I e%l?ng?eggﬁu%% % S gE%%&erélﬁﬁ‘@ q éd\;r:%\ggé’lé/ss ¢ gﬁg nﬁglt wireless

persdnakaxéﬁlnbewox\wéerespbkalvlenfserlthemfoﬁep@l Cékﬁﬁluh&allﬂm|lﬁikEBét®@en the

in a networked conputer systemor oth
insepfianfopk 46 anb theggobiis device 430emanie @ ‘i"’r‘i?léffsn‘iﬂnﬁ@ﬁl%lt Qraphysical
wirdiQ3niB¥io Ee a renote nmenory systemsuch as a file

server t is accessible to the insertion tool 464

t hiBrugisezonmwicadtionobeteetn the.insEheomtank464 afdahenatobda device 430

tore 460 i nstead .i nc orate reader ch
need b “aErERE e Pecerisned L By A CH o aiecRat ! rRpees to
coniflicfilg & htBile WeviteTdd 8 iNRIH 1067 infQle @¥BBRYENg communications

I nforrmtl on is transferred between the insertion tool
througheithed phirdcalwbinhestides/rowirgl8@ tvanafen sehsmeanilbas.itbemobilk device

0 Fey ettt ke BFamin B Cho67 SRERAEE: s dods Baihp mobie

devieé 430 Rhat®d inkyrtieh t6s1MBal bPesidédiag tiamsbRe 16@BPABE Bl that an
including, for exanple, optical data transfer

optigah mertr thewel &uiwha Hae PASIEAF efia Darilar posioel teilaseriion fm) 464, or by
comlfég[n‘ég pL %Qﬁémg Bt Enogﬁlé‘ %? fo AR tﬁﬁmﬁ'oﬁ%& 04{1554 in some other

aces wre aces sucn as seril a

manbled seethstedatSavaly bk eBelangbEBIhepdartisulancheestivne mo@m in establishing
Known short-range w rel ess comunications_interfaces

compyafcatians befiveg anppiile deyigretishith (Rssjtionnioglipresdepsadent upon the
typeg gg n} 1%&(!39 %'«h/? COLEY APilkkle EI{ISOtﬁltH§ﬁ1|%tBh€V| (i%fﬂz% gﬁd the insertion

speci |ons respectively
toolapparent to those ski | I ed in the art that

Bl uet OOt h( cm ang]pasﬁnopgliq ée\ggeg Qe Fffé’l?’}l?f‘s?qc%lﬂfigd by inserting owner
1nfo1lﬂl£ﬁ)tnr 6rﬁ§|th§%b@e%fc%n43‘%)sus@igg H{éeﬁlrsecrtlgﬁ 58D 464 ﬁéf@fé h4 mobile

to wreless LANs and wirel ess” personal area networks,
devicedpeostapesdbje biThesaf dhes may de aneomiehed ot @xakn}ibetbmn-loadmg

owntsrgﬁagclag?ﬁs 1r8¥1 Iépggor% g]%’ln@ggﬁ% Qvg?et gfoprmbl {gﬁpg % hceeuser gy A owner, or

before the mobile device 430 is configured for use. In the former example, the owner

maintains physical control of the mobile device 430 until owner information has been
loaded, whereas in the latter example, the user has possession of the mobile device 430 but
can be unable to make use of the device until it is configured by, or at least under the

control of, the owner.
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wi red connecti on. Because conmuni cati ons between the

insertion tool 464 and the nobil e device 430 need not
woewsssani | y be acconplished using a physical PCT/CA2005/000278

connection, references to connecting a nobil e device

to an insertion tool include establishing

CO“P‘FéIlbé‘cﬂﬁ QF§wthlr ﬁlj?na%'ohrb% lﬁﬁzj d%@{@?ﬁéfe {?ﬁ%zfogrg%d using

W rel ess t ansfer sc
the anselrtiorb éoad oftrde ¢ tAsdde¢soribdrk bnnﬂyerabom theohseml iyol 464 may be a
connecting ser. al ﬁorts on the nobile device 430 a

COMNICT; YSEPT PERCIAGEI WA AN BN SESIET AFHEISERE bR papiter system
whiglE Y5 eAREd ?Cahmbbﬁ‘é dé\ﬁc@lﬁ)stef Sﬁﬁdrﬁﬁfsttraﬁd?e @Emﬂlﬁ ghi oﬁ‘the owner

line"of sight of a simlar port of the i rtion
mfomatlompreblpa@og seenia; theanseatiomiogl A isteperabdst bea dmbnle dewce user
g and the insertion tool 464 in sone other manner so
or afig: {nnblgﬁraé 1}‘ray be exchanged. The particul ar operations

| NVWihe@thd MoBRE aBYits D30 HaLBEBALIdLA:D1ISthE §hWRESh ol 464, owner
nobi | e device and an insertion tool are dependent upon

informatiery p%getaﬁqunfr@m élteegwaﬁfdmforrmﬂneﬁw@r% \aad |tegipbierted to the
molﬁ%t He&u@ee 4 bj oeu gme ft gpage/tcg @ 4t5§ %gg)%s&ed to the

randi ng evice be f C|IaQ

insebtyori msemblmg oawﬁe rnolbné deviné 430) vﬂﬂ&mstbﬁe bW h& iffyimeEon to the
430 using the insertion tool 464 before the nobile

owr@émfe@%@@ stare 43 @ i e angyyory 4é§er Th| s may be
acc&l%dlgﬁhﬁg an Rfone[ﬁ Eg44 %’ ] eVI Ce %Bgaéj%lﬁ% clogréegted to the

i nformat on ore nDblle
intetface/¢remester 45§, ﬂllmerrm\dnlens mormiéf ongletbrtedtdsi d eofdead"e aaodule or

fi f h
aplishion UhglnexeeTn O elrcisoh (41 st eoHoRRRErala, Fiptrom the
1nte€f§&/éﬂ?ﬁlb$top\’¥3@r maf)f Q(ftﬂﬁf}l 86 M§mﬁﬁ§ﬁdl Qﬁ‘dx%th%’Q%?aet gugh the

in the latter exarrp e, the user as possessi o
proqmrl@odm/ﬂmemtl@ﬁxcb/mnmawr #HSOunkbthes tasejrtiieeprosessof 4t1®|enay be

instr(t‘ju%{\;eaidcl%rn ngins?ﬁlon tﬁ(élcég%@&gﬁ ghq: %rgaﬁ{%laltgpd@an@4%e ore the owner

infotRA@S R tHABfcRBl G0 tHEMOBIR de&idersior e ife3Rativel 340 el IS}BH&QOr 440 may
using the insertion tool 464. As described brief

be capfgered ttp startnibe ingesion wotlula 644 velienpecr @wnmfp@matgylsns apgeived.
t
The?ig%gt?én?ro%g 4%8% h& %}nqw f)?{ gééﬁ\gg‘ IS dg nc]url]é 3%3%)1?:5&%@1 @bs executed

by aif6tessdr (AOIBHOIWSY 184 O6mpePSREhNer dEMUé dnhehi@Mes insertion tool 464
i nformation pre-|oading schene, the insertion tool 464

OPQ@?Soperated by a nobile device user or an

adii ﬁﬁg@%ﬁ%{lﬂmﬁﬂ@ prl@ Raki& glzté A{ﬁ@ nibBile Ia@% Q a5 may ninclude

connect e e I nsertion too owner forma
datal itageity iand/ed sduroenauthentication infoimati®t, isach a& @r ﬁyﬁﬁ@raphid: system

transferred to.th |.e device 430 through the
like ph B SEIA OB RO ReE ¥ W%s@ COREFSPATISS Ty élgbfaégg%at%r@ priyate key used

by the owner to digitally sign information before it is transferred to the mobile device 430.
Pre-loading of the data integrity and/or source authentication information enables greater
security of owner control operations. Owner information may also include, for example, a
name or other identifier associated with the owner of the mobile device 430.

In an owner control scheme in which digital signatures are used to verify data
integrity and authenticate a source of data, when the owner's digital signature public key
has been inserted into the owner information store 436 on the mobile device 430, owner

control information, which specifies permissions and/or restrictions for the mobile device
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insertion nodul e 444 on the nobile device 430, which

stores the owner information to the owner infornmation
WGEL@sa0A85 in the nenory 432. Al though the i nSECT/Cam05/000278

nodul e 444 is shown in FIG 9 as being connected to

the interface/connector 450, this nodule is normally

| t ul I kL
430; FPURERH Bholhe Fudilel SRR IRF ) AGnBheiP B bl ifhiflin insertion
poirity me&tion sodl (46&,!’11@ shévoinint REG. % itevilldeapparneftdmrFIGS8 andyhe above

actual |y be acconplished by routing data t hr ough t he
desqrnsioasio gt owner ?qsltrph@fpﬁwmlééfseéhhéwa? 2819, ar glegirpnic device
aftef ARE deilEniY Qféﬁ ﬁgﬁde‘h49§{ Wrth‘l S NS d &Y 85{6ethe device. An

insertion tool 464 to start t e i nsertion nodul e 444
owrige fconteolt inforomatien inseftmmntadl Owot slovwm)awafigured dot osd Wwigh the mobile

nobj | e devi.ce 430.. Al t.ernatiyvely, .the processor 440, .
deviiB A305is CTRIRG I g i oo 468, Tiebidtes B CRERT hrfialginformation
stor@‘"h%ﬁeé/r? intMRRIcohPERSBAh SARibIS WifhC fleVidtbrfal BBondBe RN 14500 Owner

tool 464 may simlarly be a software nodule or

contatglpinrfwrataftlon ls firzserteds oeweﬂﬂgnn@blbydealqgr%e@sioﬁoxedon the form of an
stem ar. n

AR o BRE &Y PR I AT RERE A,  ap G fibrliion record. an

owrleP R the nitittlel @AGRA4INESCITR TR bR seTeVire @ppBEtIFAY that a user is
include data integrity and/ or source authentication

authopized Aatingal]l ooyl lagblie devipe d8Paphimellssss pessibly leeligt of required

soﬁ?al% z{pg:hczﬁ o ‘?iialf rn?uspfs@ ns llle((EXn My rﬁ@; %oc{e(/ Q@Bds to a

sighature private € Owner to

di gntoaddryo pregBnt fiser rain mﬁbrﬁﬁi ﬁﬂ@ dviner sotitt@lrisfomhatish fothereby
the nobil e device 430. Pre-logading of the data
circumy eRfr QWREr £98rel o3wIgF centiRliRtoRmRien My hendigitally signed using the

own%M%la g‘?t%l ?%ﬁgttu% AL ey ﬁéeg%eﬁ;re rtrfﬁlg <8l 0 RE %ﬁlﬁn&vlce 430.

Mt b I'so |nc e, for exanp
Thernasfmlom nodduds 444llem¢}4 be eonfagsed |tcatve1diny\ihbrd1g1]11é smgmmre dfefore the

t he nobj l.e. device.430. In an o e ontrao
ovigh oRR) TP ffab 07 Or e JERAlG, Govey () ddf Areial signature
Venﬁﬂétﬁﬂlr fatly, RS tl?é%@ﬁélt ERbE ifo R0 Es ot dRt& onbBﬁe device
owner's digital signature public key has been inserted

430i nto the owner information store 436 on the nobile
devi.ce 430, owner, control ornmati on ecifies.
ot SR GhE REpRas el AV Pe" it oo REf ok ion of
dlglﬂiﬂ\_{" §81d0nfdriatits & RN P chékinbdiel igte@dfiyi 6€£th#3Aformation and .

t hough an owner information insertion point,
autheng@tlpnmf 2 selroa s, the Sigiedvinfarmanes, Bpr gxempld, |acgerding to one

knowpxpda gl? n%n éc&mqﬁaag % ngelgF oft Suaﬁa?%ﬁct{)l&t éhgﬂalg,?{] ﬁtgned is first

gen@b&dt ishig @ ﬂeﬂ-lr@v%rﬁlilé edigédd ealgerithme oi“l a&nbibﬁﬁaﬂitfrﬁ n o[e@b\bxy digest
|nsert|ng owner _information onto the device.

algogighms BiclyderSsevastiashingrslgptithgnl (fan- k)ra@fi M?ﬁéw;mgest st algorithm 5
M ﬂﬁnf i ?% %totgclhlﬁ’ ethSzR ﬁ)tr%}ﬁl qu@ﬁ or4g’agh'lﬁu%\ﬁ input may

Slm eln rtio Ing an O
alsodenised! Thefdigesais then Sirtee tansfoaned Mﬁg ﬁ alcgfad: signetcoprivate key

and %%{Tgpilg%ulrg Ialegorv1véhtrrt]tot ghe%erla?et z? cri1fg1atgles/1§n%?ur}g C%nocrhgl“{gl%gn%rg Qrerlﬁcauon a
digital signature public key corresponding to the private key is used.

In the context of owner control and owner control information, insertion of the
owner's digital signature public key on a mobile device 430 as part of the owner
information provides for digital signature-based security of owner control information. If

all owner control information is digitally signed before transfer to the mobile device 430,
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control information is inserted onto the nobil e device
430 and stored in the formof an authorization record
w0 pooshe71aut hori zation record store 438. hi an PCT/CA2005/000278
aut hori zation record, an owner of the nobile device
430 specifies a list of software applications that a
r. .
theﬂit%n%m%eiﬂ%ﬁgmg'se algg SCéII(PbFHE’I tﬁ% %»?ﬂbégcgﬁtégapﬁdé%aga Pgseactually been
signep pisingathe onmet'MQﬂgitahJsagndblﬁelpm&I Keydkmown belyntolthé ewner, and that
devi ce 438 fJn order to prevent a, user. frominsertin
the pYperConfeL inferration has meb PRtk FBRSTLSIPGFRI &¥5 stgiedy fi dE manner,
onl}pmﬁér SRl %forrﬁ’z\Mb%rthﬁto&jiél%teé RAAMARLWABr BBY n$bile device 430 is
digitally signed using the owner's digital signature
storpd twaideJSRéynM@fmo‘mld)@vng:‘ﬂOansferred to the nobile

device 430, Th ertio e 444 mm C
C o Qe T o o it PRrEed B e tanbrol B Al hsertion
tool GRS faf lowinef S8R ifBrrh&iohlsesr8 OwRith S v¥DiehRt&l@Mh §Rre accessible
430. If digital signature verification fails, then the
to thevmsertionripelok lped] siaret ¢rm¢mesfqmtofsm©mew wadehes #gsmmbed above.
herres

vt e SRR RT3 SRl otcaions

funcsiogls €elg.| A UYitAREdroficdte clicRitigdButin®) of Hﬁ@ ké.pg adsifance period(s)) that
integrity of the information and authentication o?

the gwnecwishes {hauthprigreen AnfelsciaRic slevicrorSush Avpiea control information

cou@cﬁgé fﬂe g&&’l }P %g%d“ %‘2"”5{ Q'éc%gé g!l>m§ﬁtgzln ?iét‘s' gngsgﬁwgaf Som?onent to

whlgeaﬁwaaﬁﬁﬂm&tsatng; lava caneerse\usrrgi thé ewtlexedipital sitatirb prioste key. In
transforpation. Knmglg est al gorithms include Sec

this gasey SIgRCRPYBET ctolqﬂ;pll apiRlipy 1 ﬁ}@g@aad@ lm:aé@gtthat 1S aéjcesmble to
adm?llugt?e{tbxt éHHl]autéxj\é%’t)e gesﬁn%?ﬁﬁlg‘?ﬁﬁertc%ﬁfw{eg WERethl@hd retrieved by an

produce a nlque each unique 1nput may also
ownlge cusieal. 1n'fdlmmiuoge1$$erhen ttbxdnan tequired. tFlenewoemechitadiinfprmation

ture t e ke a nat ur . :
inscficofhol et 5GERS ok SEaSGPEPESTOag AEGPion I fiegnele deviee
43051 DERNHIR YSInl hdv flef bwiRer ofirbRinferinfidh lﬁhﬁnékldtﬂrl 8 dB¥cted to
corresponding to the private key is used. In the

changsnthexsignstl awaee ot informatin manbe ﬁu&m distributed to each computer

nf.or na n ertion. e
systbt R araPb R P PR PR G o FbBLongg) infgpmation.
Whérh BeW\Wiger | ddh@OMBifbARatidnOM Ei@srated alﬁii gighad, the signed new owner
i gnat ur e- based security of owner control inforpation.

contrcfl 1gfqrmgtipie mayoisplast all ekisting crpiss 0§ th givaen ¢optre] §Hegnation, as
desc%%%@ 'ixf 3P 3%?1? bélgwt r\@ld&‘%ﬁétl‘lﬁ?t%%}’(ﬁ%%vn%g Qoﬁtﬁﬁ nn{IoHﬁ?tlon provides
I nserti on nodul e

owner cont

easitmiceks¥eioi the oasr acittdlihforieton, S)Vl@lﬁﬁsl stisied geinbe: wmge 'of owner
digital sjgnature private key, known only to the
contgRin BYormatignt Feqiiresh dewein BPAatesn hen Revf SPYREE | SR hdnfeppation is

estabBfRgchanged since it was signed. In this manner, only
ovvner control information that originates with the
owderis allsoa possihle eodenppoe digital sighbinre geheraod fosedvinen control
t he. nobi | e devi ce 43? . . .
information on an owner control information insertion tool. However, in the present
example, this would require that the owner control information insertion tool has access to
the owner's digital signature private key. Unless otherwise desired, digital signing of
owner control information only by secure computer systems or components is generally
preferred in that it limits the number of computer systems that can access the owner's

digital signature private key.
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Omner control information is obtai ned by an owner
control information insertion tool froman owner
w@oovsnail4i nf ormati on store, which may be a r enpCBECA108/000278
store accessible to the insertion tool, a local store,
or some formof nenory reader, as described above.
?ﬁ: Qigﬁé@l)whé}f&h { inffimaBof X @skiRado Qﬁéﬁgerﬂen fhodule 444,
set o ftware app catlons or tunctions .
digithl glgnaﬂur@:emfidatloabperahexWarn gperfomevmd)f thoy dl@aalwlgxmtlge is verified,

ther R AOTICS G Ao e B alogedah o Rk B ie S pghorization

recdr@ 5@FRSE. 0@&@%‘1'88‘ th&8Rn&ecofirgi ffn?drhiétlgh #NeA sRi¥ed® BBR&ERNt of a
conput er system or software conponent to which only

digited mgnatate wertficstipa failuae easator @t likg indieatiommeay e elitputttgla user on
n_this case

@ U BTSeh b oy emommieiads B ke TSGR IR owagr conteo

1nfoh§at@&f3ﬁi§§ﬂtlbh @od1OaridiN Midfcatien 6f theaidute @haysylsd B@But@ﬁdto a user of
possi bly ot her conputer systens, and retrieved by a

the gwner casirel irformatiasy msertion t@als SVhem AWnEoFoNEESL nnefqumtw insertion

i, PSRBT AL Pl B0 R0 137 o P hRFH o oy control
infoﬁﬁbﬂldrﬁmdﬁ’tdbﬁ&)o‘laﬁe niaeneﬁdwagmm@ﬁbhuhw of ten owner

control information changes or is expected to change,

t heh sﬁrgh @avrmmafor@amn dnSeriigro ORgefien 1RRyENBemObHE Hisvice 430 is

My
e WA yEash ST SLEAR R U (e o
accurate @wrer icomtrol\d\hﬁlmnamm Bvingarted @nta tie maib"lkmrdmideoi?oOl sThis prevents

erat.ed and .si gned, the. signed. new.o ntrol ..

a u%%h?fammuahveﬁﬁg}g 3&@?%%1“3 by &3 cinefd '&ﬁm giagyreyiglic key other
tharPOHe %(Nn@x@ﬂﬁl@fi!ﬂ s aﬁfr%ﬁﬁl%ey%t@ﬁé%éﬂ?%@ebﬁef490t her

detai |l bel ow. de distribution of owner control

i nfWherapivoar perdrdl deformatsére changes svhare apvapiryeishes to expand or

cont r.al S not e stor e of
foreRr S B GF o Rl 15 g ob S PEREY “Up Bule L Sy contrl
infoRANHEIVPEITeGBRL Eiduld HeOfefRict@N AS (ﬁ%rﬂi%ﬂl 096, néw dner control

al so possible to Suﬁ'f port digital é;nat ure generation
infofraatiqavig @refershty &Bitalhf Bene arshthe sigagad Bow ewngbeanirgl information is

. .nf ion I

dlstrelguat_;gréb F{)’g g)ﬂet <Er| ﬂg&\%ﬁé%z%ﬁ?se hﬁﬂl Whl{_ﬁ\{\fﬁé ?%tne{févz\im fg? %%:sgftgﬁgﬂio electronic
deviced,ormati on i nsertion tooI has access to the owner's

digital signature_ private key. Unl ess .ot herw_se
desﬁrryee sy @Rk rechinismn don pubsmesnt Bsribwion Af éf‘%ﬁll R§V owner

confQ) :i'ntg%f?a‘ftfo%u rt(f & ré?x%&ﬁcﬁ rdei%?st Qe ﬁ5315ﬁm°WﬁQﬁ éws' > owner control

generally pre mts the nu
infoeraniui Brdistyibtiedsotdae owasr emmeﬂ; snﬁ)hﬂatmmmsémod |tqplt the insertion
signature private ke ned owner cantr ol

When s
tool TpSbbe-eaTiBHTed ootk e iPEar %9 PraSH GR8EP] fdormasign and to transfer
the 48@ ovitl ! (foﬁ r?ﬂrﬁﬂx%d&ﬂfoﬁ etk fh ok @&1&0%@Eﬂe0ﬁb%<t Hrfe the mobile

per f ormne Igital signature is verified, then
devichel36vineonnened i thendvonaratononl irfostagioadnsantioth éoakpbhd described
abox(fjee\zll}l %%né‘? ((:)or{trnol gn 8rrr?al‘tlltorr]1(3rrlsle1zft?(§n Ig)or%nt 330 (FIG. 8), such as an owner control
information insertion tool, may be controlled by a user of an electronic device. Many
modermn electronic devices are configured to be synchronized with computer systems. In
such systems, this type of owner control information distribution may be supported by

implementing an owner information control insertion tool in a user's computer system.
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record store 438. O herwi se, the owner control
information is not stored. In the event of a digital
wGar@raouse verification failure, an error or |P&ECA2005/000278
i ndicati on may be output to a user on a U 446 such as
a display, an error nessage may be returned to the
New \Waler GQﬁIFJIthdrﬁfa%rF%t hen tﬂaﬁs?@x’réd RNtHeQotroRRdd@ ke the next time
i ndi cati on of the |l ure may al so be output to a user
the efectrérac dewies 1s<§om¢hromzcd1whmlmcrqmputtnswstﬁmon tool . Wen
nformation.ipsertion fai
ot nErieE AFsh5, ot BBt Fop B b BEFRILT e, "o 35 aFafafast of existing

owitdh @oBMBEn fEraiioal isl il BisT@ahile kHrpeyt d&eni&R ! upohhRerification of a
nmobi | e devi ce 430 or both. A first owner information

digital stgnatuen by e iasertion mduw\%%oﬂlqse skiflod ethe3gt Wil appreciate that
othd} qc% salg‘nlagtanbtb%eprerorer fe(r? li)?%re 8x1st ! Fﬁ&{nﬁ%%nqy laced In order to

0 ensu accura

prevédftreplayi sifaek¢atn ahidts ondww:ieeoboaﬁbp it floem R |l§ rél@eWe!deby the
430, Th| S prevents a user fromcircunmventi ng owne

electiontcr BeVies; QWMRYT eantg! Anforgatien &g @rﬁhkmrr@hmm\feéswwnfomanon

R e

informbsmBtneonr tHaaneasistingerveneanomval éiifomh stives Geneeatlyanewer owner
or f rther est Jggt the use of an el ectronic device,
confrg}in aSaEh G STARYNERR-r control i nformation

pr elfxﬁﬁ%%hyoéll;@ulln@or%tl[)ﬁ Rk 3p&ted /‘}ﬁltéj eRE hidded &&%84301 @¥ng the

owner ntrol information I's preferably digitally
insegligm éwb] 4dddast tiu@csbghebbwememgaerto carsting lownef onfomnatoon, such as

whangh? BV PP L G ST EE PO SRR RS Rt Poneeide iy @lermatively be
updéf.réu dihf thSaUEbiR deBEhaDH S8Rl Rpita URSRERE MbcHAigies.! by i end, the
i gned new owner control Information to el ectronic

msedte@n toob 464 smayossluge ethentymgs né\ﬁpmmrcab@m mrasiules (not shown), such

as a %Fglreg{r?r%gewgrscg ?ét\gﬂrqiu éogll%eétg% Zarc??(sa Rat agg lesa,asec re than the
inteffAE/¢ Eae@er 152 dBY tB6f cak€ Gal Blictoipdagy a@év\mgfen@ﬁfﬂ tuporh Venﬁcatlon of
information, and to tr ansfer the new owner control

a digiigl sigpaironsing a digtaheBnatercpablic keymeexisiag qusner mnformatine.

O (IR (30 R i S P fhmaion s

owr@mentr@iqnfdmhtwmftmrrmmdrp onianSd¢diionitc qevicet sudBQs (thd fhobile device

such as an owner _confrol informati.on insertion
430t O%PWGYFéyabeWE%P’%Ial LAWY 19 SisErovHrer dRfognatqn ah gwner control

1nfogxﬁ¥t'k1) 1 w1%%¥ I eﬁlsﬁﬁ:éc [R5 nat G Wl 616 ﬁe@ﬁﬁfcﬁﬂiﬁﬁbxﬂ U2 ehis case,

synchr onputer systems. In suc
becass tiafigmation gs tr;opéalrtg owitten wontenwiry ianf ar devi¢epmo signed owner

distribution na supported i npl enent.i ng a er
infor TR PURE CGRPb P AZRE S H1SCRoRG dENes  Tnsteadan erase

confrHRUSEL reqR¥sit ﬁa%, NRWs QW6 Ith€ ARYIce!  ERkeeNRhl ot thuhH&nfuncuon
transferred to the el ectronic device the next tinme

suppdrtedtbrydhé msdwngeodude 444Aachr oni zed with the conputer

sy% 8wner information is to be erased from the owner information store 436, then an
erase command or request is digitally signed and sent to the insertion module 444. As
with new owner information or owner control information, a signed command or request
could be sent to the mobile device 430 through either the interface/connector 450 or the
wireless transceiver 448. The insertion module 444, using the owner's digital signature

public key, executes the command or completes the request only if a digital signature is
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Initial storage of owner control information, as well
as replacenent of existing owner control information,
WO g005n0tit s exanpl e t hereby dependent upon verPET/CARG06100278
of a digital signature by the insertion nodul e 444.
Those skilled in the art will appreciate that other -
verifib@C KothBRVs! 1RO cB bf & P HesP GhaY Be §oréd,Mhd an error or failure
Information’'is replaced. In order to prevent replay
indiedtiomakay bé displayechtood dsenwner UL é41t omthei métwtendetviiaerd J0s returned to a

.eceived by . the el ectronpic device, owner contro
sendiff Syt Brdsyices Gk By L SPIIRALT s, BGRY Gff ity Fugther error or
faildES bRdce§n O BhesGARY fHeh bl ?Eﬁbﬁ&?éd AMhd SendRR!s9es FeVice.

where received owner control information is newer than

t hirge ewhergindewmationdnelndes thef wvmarisi digital Gagnatere| gublic key in a
. newer _owner_control information i versi .
sign e A R e rePoriey BT o e hERRaRG feg be dghy
contrb1@dTOPb1 ExaEhepié,Cénlg W ries ishderh NRIntinB R AfotOMal ARl ardketizz8 to send

descri bed above, changes to existing owner .
erasp rpog IS o, requRsts. aSendies of Hignsdrrommangs (ort igruests to the mobile

o 38 S, SLRUI SR AR Sy s o

accdimits) @n divgiet ahfoghgivat insertibe abolj gues owher-thitelieddrasubetool. For
i nsertjon tool 464 rmt)(l iincl yde ot her t
¥

I es of ..
exagplendihitEaiPs fohshel &5 ﬂ&@rtsqﬁlcm)‘!ﬁ‘*s%{fio adzpigdstajegsg existing

owng gﬁ?ﬁﬁt%ﬁrﬁ&ﬁ tﬁyﬁmﬁgﬁ&ﬂwm %grofvﬁﬁn XRERLE coﬁlﬁﬁlcrll generator

ess secure than the Inter e/ conhector 452.
or stdratwhizbeis asty couglbd updhe eisteafaee/damectde MS2updviternatively, owner
. .verification of a digital signature using a digital
infolafion SRy SRV o8 OmRTieR SRy RASEZ P BPifT PRFoed erasure
tool iRGorb 828881 $16h FSEratd tbRthahe! #h8atd?! drBibid ¥nd @nWitekfaB8 to the

owner information and owner control information to )
mobikerdaviceodd 0an Eedsarst eaivaerdennitiob infarhation tshrrefepahly eontrolled in a
Simievicee430. However, an owner nmay al so wi sh to erase

WA Fht or mati on and owner control infornation,

W tWiRét ah @RINRE bdtirod ¥V stérh APcdnTighredBb is@ppoM &risutenhd possibly other
information. In this case, because infornmation is not

owngeinfgrmgtion: &1 ewneresaNEP] dHfoRNY oy wanagerest fHstopurfspess to the
[ d [ 0 t:rol i I u S

oo Sl AL S e A T i Sl e

infoffaytide re@edts, tabd tchmngiedk cient clar Bes digttabpyighed and semt tvean electronic

function supported by the insertion nodule 444. |If
deviggndhe HHHiaF HEBFBIF I Atk peoraligdal ST EaRHs EFerdigRaRunctions may be

accésﬁgfy@ flogsga(?igle lEmbals S§5{t]kglgs %‘;}hgﬂ{iﬁﬁ&atﬁp [ngﬂggccgﬁnts, for example.

reque talTy sig sent to I nsertion
NodyH shofddin S 4, tothen esyistemm en the fnootiiet devitect3 Oovaveraccess to the

contrql pnformation, a signed co nd.or request, coul d
mengpsy <l PRTHRY i deicg URER: SS9 R Gl tos MRy Chagge, o crase
own'zﬂ%ﬁfo}gﬂ&t%& BRNRIRT cohBB] GhfokBioM MHBES shbRABEEIpt6lerly signed

e I nsertion nodul e 444, using the owner™s
inforthglidnadr eingnatdar eAny data stores, such as the owner information store 436 and

the authorization record store 438, that store owner information or owner control
information are therefore preferably located in protected memory areas. Preferably, only
the insertion module 444 has write and erase access to these stores, such that digital
signature-based control of insertion and erasure of owner information and owner control
information is maintained. Other device systems have read only access to owner

information and owner control information. In one possible implementation, any systems
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public key, executes the command or conpletes the
request only if a digital signature isverified.
w@xdvsenodise, the command or request nmay be i gnoP@HCA20068/000278
an error or failure indication nmay be displayed to a
user on a U 446 on the nobile device 430, returned to
or ébn?;%?l@hﬁgth%yt%heﬁhféﬁ fe\h&Boiyna32 Si?%cés.ﬁﬁlec@l@”&ﬂﬁ' giifed to allow
request, bot h. Further error or | ure processing
memouyt rené@pmylonménnben)pmmrmem the mmowﬁﬁﬂ royt slgsy eny write or
nce o nfoB%$t|on |nc

erasgwﬂg?ra{éora;l trg?mg V\ﬂ%aﬂ?lés 6 nlg C OWB?‘ gnatlonh or owner control

infopingfiéi uﬁlessbmé @ge@mesr oréndte QlithSerheeButhEf 251U ethe finRYisH module
informati on may be tightly controlled. For exanple,

4440 nlny ap aHematiye trepleamgniaipist 3 srestosy mpgnaper @igt isbewke provided to
n e n e
ma cgmgritlalnll(;} ryC ?Jgg%e%fegﬁ[ogst ﬁ%%ﬁm mfil%gggt/nqg eﬂé% chﬂ?gqlred to direct

anytvh@tfe&frodrﬁ’sepdﬁfz&foab liyv ol E&E lomgiee thfben A o (ﬁifﬁeﬁltc@mrol information
conputer systems or accounts, .an owner i nformatio
storps iethe inserisomodele 444 fanigitasignatee|checking aud autheation before

in e

conln P fer s, " S ARle 0 S5kl Sl e Akion may

therel be mtiibymtﬁasrainvtchsysm:hs,l taut peaferabl yAB oy btylypfeauseﬂtedgclamged or
erase cojmand. gener at or. g({ store which is al so coupl ed

erased Whsn a;digital pighalups s yetifisd 452 Alternatively, owner
i nfip Emﬂdl 8B appRsidl thAUhd a’Q@vea;ﬁﬁﬁl@me&Sdﬂﬁgal WnA@ir@ operations are
speci al i zed, owner-controll ed erasuré tool
intendﬂﬂoorpigraatanm@lugcmheawxampm eOdm:nmul gienetuadt snhemes,smromther data
nterface to e. devi ce 430.
inteBye ek bR 3Pl MRS ShETe G0 HEGAT PR RGS Rerty the
inte@ri§ Mhi akodFBONSY -owRET Sorfid] OMMGnatioRt 6P| comvifilu®IV | SFurther, the
configured to support erasure and possibly other owner
authienfientiont anghseshtitiodessribed heredt abave preapicémabisinisgé e riransfer the
n t he owner's I nat u
ownlce):i;l : §é3%c§ﬂ§fé c%lﬁtgo p1}1£(}r§1raé ’yhor“éeSYteF | @%8% gﬁst 61?96 grrx@ &ttfods of owner
appﬁmbmdonhhe neéd @bﬁ&ﬁd @iithefit@H 68 tadd/oR 160 r‘t’[’ﬁillﬁlﬁsstdﬂain order to
can be digitally signed and sent to an el ectronic
achl&é@tf@@esm@eoweg|apalllca§1pg gaRtrelas gescyiked heasip. or digi t al
s %%&&?h@&@&ﬁ@édﬁ” o&/HQPJdn‘E}BFm A6n ?&ﬁ‘éﬁxﬁé&’}n arPMt¥orization
to specific conputer systens or mnistrator login
recoad ahatnissstofedr ine Heemphthoridsion h@\mrdl stofel $38.9, Antduétorization record
stens on t nobi | e device 430 have access fq the i
sm%myﬂ%ﬁ@r SO%W@(%?@HWOWﬁM? auiherg Shritlisongn the mobile
devRP! B0t And NREF ta%sg?%@@i@y? ’recﬁﬁ%@t s%gﬁs{a%s“@ug%ﬂia?{)% @3;% E‘%lf%l;i/ validity

owner cont r 0l nati o
checkiiggewditlef ldﬂbrand data dc £ @ssvgands peod(syldhat msush be snstdhadrand used

on @Etl'ﬂ%&?l o ?Vl(f?n ?(L ! on o%gtlé‘rr?geé:?rcgpg)r\fédeéme?lectromc device

owdeflf\@fmmdt%wﬁgm%%&op eﬂhwl a LS QhARE I RB oArtBe hidief RN Re 430,
preferably l'ocated in protected nenory areas.

smcsmefyswélmrgzed oviftyarepplicasions drsVondathutam beddadedonter thedevice.

an% era ess to t,hes s,[tor es, such that dig‘;.&al
oF au or1ze Of Tequired applications, SOme Systems can provide a more fine

grained control within the authorization record(s). In such systems, the owner can provide
more specific controls on the operations that installed application can perform. Such
controls can be specified on an individual application basis, or in some cases by groups of
applications. Such operation controls can determine whether an application can connect to

external resources, and if so, the channels that may be used for such connections, can

21-



10

15

20

25

30

si gnat ure-based control of insertion and erasure of

owner information and owner control information is
woradostieiitmed. Ot her devi ce systens have read onP@I/@sazmss00278

to owner information and owner control information. In

one possible inplenentation, any systensor conponents
conﬁﬁUn‘i’éé%‘wWﬂ'o@ﬁbrtaPthﬁﬁﬁﬁi ¥xebding 8n AHeCRYReng/oRIc8n access part or all

configured to allow nenory read operations from any
ofldoabmbmorbsomthetde;mcnenory 432, but deny any wite or

SRTATT PSR BRI BT AP RRI ! (R ngHfgyice 40 by

the @pScatib® Nsader Ug2. n%seddychbecpﬁbcﬂfeema&gﬂ@rtbztﬁél ifgertidiemodule 444,
insertion nodule 444. In an alternative

althoyghl therepirlisation loaderi?os phovwm ayering aernesied i jhe igterface/connector
pravided to a Vi S

450 “ﬁ%r}%‘ 10n mar?’a%celrlaqﬁl @éc%))ﬁ g%{debdaﬂgg& dﬁrega??hg&nt%})ﬂ\?\?aqéma and the

1nteﬁﬁ@$&)nﬁ§&6ﬁ45(ﬁc§r&h¢ Wielegd ignsoviner 448thaiugh theoproogssonHer
control information stores to the insertion nodul e, 444

f orLikg gvnen infqrgation ped eWBeNGOREC hdoTIALIRBY JoSFare APPlications may
be 1%8%9&19 bgqulxﬁéﬂlfégdé\h% 986 k@%erﬁ?@EB%ﬁ&E&rw bp@he wireless
and owner control 1 nformation may t y be read
trangﬁem 4dgviOne p@yﬁlble rBurch of sqftvedre ragplhqatlnng/cmrﬂggarddefor operatlon on

serted, changed, or erased when a d|
the mobye deyibed30 it aiienn PRty teR) S BP L Wfih R iEphconnector
co HII%IE GvittEthe ??t?ﬂf&&ycoﬁh&'ﬂﬁiwoe WRE ﬁ%'c@ﬂl%u@? ‘§¥§taﬁ ¢Délffhected to a

as an strative exanple. O her digi
cor;mmjméiAN efos ehampls, saftwae hpplicdtions provisigd ibyya @drg@ltatmgwner of the

sour aut enti.catjpn sc
mot QKT ARy BRESHETH, Famcr DBURREEer P BN 25 s R5FE on the
LAN MrartRkfepRd 9 tHehbBiRdfevidsUA Mﬁput&ﬂ@s@kﬁ mahis6 ¥k ifdkead obtain
and security described herein above are : gﬁefer ably
¢

Sommmbcatmﬁie@ﬁhetm@lmweaﬂﬁ@frqmteq lpep €rd| other sources, such

as Ilbtﬁ?ﬁs{ 6% F?nghsomﬂg‘%llﬁf 1\}/3{6 C%Hli)él?&n%{’&%gg@ﬂ O%‘Itmc ati on

andiera é@ﬁ@&ﬁfcﬁl lob@dtsniosis i peferablyo toleTguiral aclitemeing kenether owner
desi red owner application _caontrol as_described herei
confrel inframaben jsestered ioa dhumobilpdpdse t¥hvhetevent é?%?lied’ﬁp{]%atlon 18

receé\%gl! auﬁ(ﬁa évOneﬁlrEoﬂHBpﬂl%rﬁ%ttlbﬂ s Eﬁeﬁgtgcdont {ﬁ@tmblﬁlesaé%&dﬂm then no

orization reco aut hori zat1 on
ownee aohtios peoicf bes pstatilished afor Stbé tm\dnte deyité Gié(); (and thhagoftware

apphé%ogg% Qp%%f@gg@%rrgabg% y? l)ﬂlle? cgtécal &’8&?\5@‘& coul ggns% a remote
rv%g 1 GRtLRRG (:@ntHJl infirHatigh MfRbiedpliyr $8 ea@t'élnﬁﬁngmtﬂé” ifistallation.

and data (e.g., assurance period(s)) at “nust be
Softiwasd apgldtiom msuﬁlatiom typidedlynoiodlives stehi Qp@ratx@@s aggoningra received

app R T i HRotofT P YRR SBT3 B B TORPR Tiereracting fils

for %Fa%% #HS@e bR TRRIhBoH8NrE 3436k p8isiilf RBing an installation
ori zed software applications and/or data can be

progremdeditidity. oIft dvened evitee. infopmation fsoubsesentty inseigd efo the mobile
devwE ﬁ%b Ce?ctlsltlxt)lrg]ssoftxszvgrrgeap% 1%.etltleorrrfs5 a%ealg]reﬁarﬁ)\{y ﬁecﬁeggy eltflerncﬁe application

loader 442 or the insertion module 444 to ensure that all software applications resident on

the mobile device 430 are authorized software applications. Any software applications
that have not been authorized are erased from the mobile device 430 or otherwise rendered

inoperable.
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grained control within the authorization record(s). In

such systens, the owner can provide nore specific
w@enwsna@iig2 on t he operations that install ed apppPCTanr2ms000278

can perform Such controls can be specified on an

i ndi vi dual application basis, or in some cases by

gr qHPSorRd o%l@ﬁinlsﬁﬁ&ésmbivnexgtiﬁfbrﬂﬁﬁé@tmﬁﬁ HaQ8t BeRhSinséfed onto an
det erm ne whet her an application can connect to

elecgrpnisrdeyicer g ownse sonteph dnformajion has yetctedigrinsestedhan owlayto prevent

nnect i n Cat
oy 47 3pRee Rl GOAT B, R G o RR DL B E plslepgy inserea
owrR€ E6i%fol PRfokmatioralldesGlot h@ttiatize BEDiybidddice Adﬁyﬂnﬁg be substantially
Sof tware application | oadin wg operations are enabl ed on

disabled, pempriftigcraly edinaitrg spsatied dapise ifenetipantq b%@eqcutsdzuntll owner
d nr

Conﬁzlﬁr%?ﬁfljﬁgﬁlgﬁ@? ﬂ $tg%pl |A§%?ﬁ aqwgﬁ'b g ‘Jﬁg&. s sh Ovﬂ%£ may be

configirad te dBﬂ&ﬁﬁhﬁdwlﬁ@hdrh@vneﬁhlﬁbf‘lﬁﬂiﬁimﬂl’p’lreséhobn 4lOmobile device 430

i nformati on yay. actual ly be changed et ween t he
whegih FOIEHATE GRP g 98r 1S a8 efld Wihere W@«‘frflaggvres%&f%wd4wlcatmg

that%"wcgfep Ji¢h®ffatid ﬁF@é Y1 %1 L0 Q8 ot tﬁ@ anb?l%%%%E 430, the

e owner in rmatl on and owner cont
apphcmftlon nhadeun44$ ahem/vdetenamp$ ivdteethen rmvmmycdmroi anformetorbyhas been

e de ice 43Q via the |nterface/c nne 450,
mseBth E“ZHW erVSP% Py JpiorRaton by nobownspeqn ’E;ﬂl é“fIQHH?tt"é’ 1s found,

the %Epﬁ&fti()ﬁ’afo%d&p RhD Cfel Ot 10881 the Ulregéivé@ rsoﬁﬂ'ﬁfeata%)ﬂfbaﬁﬂn. Error
e nobile device 430 is a user's conputer s em

S
proasspnp pecrafipnh nzay then eref porddromdnesutives porging |tﬁ¢ @ecgived software

erfac [ connector. 45 Wien t .
appfGfioh Tt B TrEPOAEG P Stesy DonliR Th bfensE T eBored e Foceivec.
and 3P PhdnSeHy iredbuirdds Ol te thdbyle Aetiet M30 Pefnid\Wi6finDihetBeived software

nmobi | e devi ce 430 i}be retrieved froma file server

applisption en (thgnmebile dedee $3hinsugiha tray thatng is gt cxacaiablee rmpysoftware
app]Scht %) QP *81' 1herhgq}{%1?1\%ga1% tﬁngp}'gcg{scé %ﬁ/tt &ﬁ% aﬁ!)r?g aﬂér 442 when

taln o) re a Icatron
ownee‘o:b@teoléaﬂ)rﬁfaaﬁn ds limeakd sher the @Obid Idevlcs aaoc eAlth@lgtthoftware
as Internet-bhased sources, with whjch the conp

applagatipuirieesjored o the aarbdle deiice 436 1Pé§‘tslf’éf%qu65%r ﬂmzﬂcrlsl,d not be
usatiE Shr ?@hé’r Gl %%ﬁﬂado% gqh E{%Fll@ evEe 430 3:;81d it is

control Information is store ice 4
confninemiethet the mmapplaqapbmsca'elamm«szed daeinstadlatiérf. Tbe amount of

owner contr,ol f tio resent on the nobile
mengpuy Paes IS LS R G BB iR a8 occupy is preferably

1imiRAL 8bkha2 Qi dE rﬂéﬁﬁ)rg%phéeewﬁﬁﬁbﬂ:@e 43%ete@ §iBBng unchecked and
software application™is instal . ternatively, the

posalpipm@lahomedlsoﬁd/ere aqmpi_acaiwlsd consult a renote server

o VLR PRGRREERL Rt £ AP aBRet B 5B bl Gptormation bas

beerl RskAbd dhicOthet MbbRaldeyick m\zol URSashchti P fsadbt QA3 tBéh determines
storing a received appli cation file to the software

wheﬁpplth@: a@qemdsm?vearaenphwtlph ds raafhorized Jor insfallatien jongthe mobile
dev12% ﬁ?@ ho %Ssév(%%ra ?/onécg(og hist ofrﬁzgt‘fof tl\ﬁ@ u%?s ?rf) | Itﬁgltl%e d tw%;eeapphca’uon
list, the application loader 442 searches the list to determine whether the received software
application is one of the authorized software applications. An authorized software
application list preferably includes information that uniquely identifies the authorized
software applications, such as a hash of the software application source code or executable

code, for example. Because a software application developer is free to choose a file name
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programor utility. If owner control information is
subsequently inserted onto the nobil e device 430,
we@ziostiomge sof t ware applications are preferabl ypehieakmwa000278
by either the application | oader 442 or the insertion
nodul e 444 to ensure that all software applications
for Wéd*ﬁifﬁre QPphidiioNPRId Rartl@Vin&e n6t39ro@fcﬁ 2Hl{aBlel Aflkbrization check.
software applications. Any software appl i cations that
Howexer ifican bweer gemdvates 2etashr ef enchs euthpriznd sofgwansbappdication and

mcllécfep éﬁ%?sglnlggée g\tga%&’gq rﬁ 8'& ndeqr,ugﬁ d’r\rgsp ka?ecE% thd Mobile device

430 ths. bhBOpAtdaiterSiof€ bf AhEriAbd\WoBRardaiplioufi@ls @ﬁrﬁerlﬁhtalled on
informati on has et to be inserted. In order to

the probilerfievicsatfithg Tor awphertionaloadapifts sencraes artashafeany received
soft@ggI Lp&h@g’c\ﬁ#ﬁ: earﬂl3 gls ahlgt the %Bﬁ%%e?#IYQailm %'h?f Qf génerated hash
contr I'nférnat 1 on does not authorl ze

matéi%‘siaChhsﬂSﬁ theywer sotifd] dnforrahtion. dirs aldeedo syygyont ﬂltffenglt hashing
only a limted subset of device functions to be
algonRne o i Tegrt il ecBRRE eE6Rb AGEVICR PBRABESISRTSIPIedb#n eap hash of
r i
RIS WIERERALS G b0, HRES6nl2uBY i maionncred
ontopdaeh elwtnetb electienivdbiikce da\laaodidGievive mr_lza( therf usweany of a number of

...appli t|o i s received. \Were owner i, ti )
TGRS P BTG (o SAPean e Rab AL Ao HD PR G PrRppation. OF
couR€, &ﬁ&@%lgﬁyﬁqnﬁﬂfiﬂﬁﬁﬁg th hishes BBRL | BsoBY u§&I th3Benckdl€ owner

application | oader 442 then determ nes whet her owner
contran timformatitinoramdt ke nddtermine enhdtinge recetved | poftwiareevpplications are
¢ t hat ﬁ)\gmer aFf ormati on but not owner control
auhpﬂ?%i 51880 ound, the application | oader 442 does

nOtO\}vﬁ@d:ohH@l [rﬁ&@lha\t% B8y hl&@rlﬁclﬂ@@hlﬁ?iltﬂnsofﬁdr@ fapplication list
processi ng erations may then be rmed, such as

that pmi@lilqhg idensifies ceifiveee Sopheasions ali| the aWRss 9l 8 elenjronic device
esta@les ohe %}ém raeryr y%\ r?ré }edoggﬁg’égéa?ﬂ (ﬁaaﬁ&n ﬁ%éﬂ?@%\%%ﬁ%%@ o ensure

rve es on

that 8% HC ewhed epetrohic, dstiar smoﬁh eeftsin edore duscdiohyasieh as electronic
ppl|cat|on on the nobil e device 430 in such a way
mesgaging apd segurfotonERBRGRIS ofoT AXYMBIST IRAP TS AR icasipRDie required

softwhi2l 4p ?hbeﬁl hl}lsz Wﬁglﬁ&ﬂgﬁ@&ﬁﬁgﬁ ({’)§re(§1%ecq R¥rel¥8hes, as described

appl i'cat’ron n owner control I nformafion
abovesin theerdneskt aftanttonizedapplicatiomsi The 4Bacesshlr t446y gpplication loader
software a gpllc tions_are stared on the nobi|e devic

4424 oextign P Sile hda Phn fTibER 8 Vi SPEIPABELE. USHE & Geirgured to
peri devﬁgyeeg&kr Qle ds‘ﬂfé’ EHR LD frécﬁuﬂe@%%ﬁ‘zﬁge QﬂSlﬁra’uBﬁ‘ §s P&chton the

430 I's con d that the software
mobaﬂapiemaﬂB O,rmldatha achash of ecbdequiredisn§watd applicationThatches a hash in

anmoun menor a e avai |l.ahl e _f or h,. .
the EgRE L0 D AL GG 'GE GGy “BRERE Bl ation s not present
on thé %&1@@ or #8 hhflpHoAviRt |n%m:}?a MBS the ReGfredi solftwaed afification list,
depl eted by storing unchecked and possibly

whichwouldorccurshend seftw are applidatian h@mbeenwlmnquh the mobile device 430,
or a?ﬁ%)ag cat | ?ﬂ% hs 61%3{101%42%19 %teerrer%e?gf u%lﬂ]saaglegmﬁ?t%m%g%lglp the mobile
device 430 can download and install missing or corrupted applications transparently to the
user of the device; after successful installation of all required programs, the device is

restored to operability.
The systems and methods disclosed herein are presented only by way of example

and are not meant to limit the scope of the invention. Other variations of the systems and
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been inserted onto the nobile device 430, the
application | oader 442 then determ nes whet her the

w0 ewsilvad2 sof tware application ,is authorized POF/CA2005/000278
installation on the nobile device 430. If the owner
control information includes an authorized software

metBRR| d&8HbAN abdvwd will R érft bl BOsd QRilled iAdBeSARBACE such are
the list to determ ne ther the received software

cona@:pbd tabt ovithin thms:otae of rﬁl@ myenrtdon. zBer @@mmsarlé should be understood

thatglg ﬁygf gxijslz?p Irﬂﬁtﬁn %fc‘e 1s ﬁ%elg %lﬁ gl‘%it Vi% o ysed W gﬁ% Gk 'vg At{o%tof a digital

certifidafet is fses stdreanbdrtigeit echtsofHeoky asiap@aCSAt IFQGS 10d¢piets another

_as a hash of the software agpllcatlon source code or

situgticacibep beeddirete stgps ehagkpsletermmagian depefarprrd rasrecipient 520 of a
I h

s AL R SLARRE e AR U DREA SRANATELS g roine

522 rdetermixes va}tlsttllf@rthé aligitan celhﬁ'mkte ddooutated withf thersendere300 needs to be

.generates a hash of each authorlzid sof t war.e
vah%fsiﬂ Pelafs BiPCaIHNG eI Tefsase: hEhh SBFPkINg ToNENG WRé car fass ip decision

upoél%oe{s h@ M 558 2hASRE LT Bl the H%ltgppiﬂlﬁcggw&elast checked.
en only particular versions of authorized
Otharddituagores \ahﬂbldmgltal cagificate dhecking nelyl tedused in¢lederbhi dre not limited
devi ce. 430. The ap licatio éﬁig 442 ner at?
to: PEERIBE Ry EUE FORRChP? SFi O Pl GeitifcatS based  secure
comhfiBi@tibe séhea o€ EWat)appl i cation only i f the
generated hash mat ches a hash in the owner contro
i nfAor mhanrﬁxamptﬁr dlag systensu pib ntethiids fdascéosed thgtin mepy be used with
dlfferent el e tronlc evi c a_devi.c

manézvéﬁ&%reag ﬁ%rpglll 55 m%evl“f‘?ghs 3513 Yirelsss miot le 1n}r{;{%tiu%a“a’nons device

showP B FIRt110MVaR deferéhkd €EBIG alqhtﬂéaﬁbblleruévli& mmeﬁ dual-mode mobile
control information inserted onto each owned

devige @@d rlncﬁu@edea@@ewm 61 e tRigiApPEOCEsPTr O88nafisphash 625 enon-volatile
) 585, BB S A K00 BRERLER, AR, ifoqgone )

dewee&lm&ﬁ a @tiaeporty IGBq ug keytmast 632yait speﬁll&*rtd’.‘nana meistophon®GB6] a short-
al so be used to generate owner control information and
range3vigrdess CRIRBIGEORRUbr ety e4f, aBd pthsr devagriubcsyslentid42.

ar g,@ l{fali]lg(!él@e?‘%lfl Cif'lcl'uﬁecst Q:r Cgfv'ep B12 qNﬂ-Sﬁ g’ﬁﬁ@lt 5?41 antennas 616 and

information may also I nc e a reéquired softwdre
618 aqsm:l orc ator® fodal skcﬂl:ttats @ir3i, que |aydigdelndi gdal qxomséctrv@&?) 620. The

ljcations that_ the omne of a el ectr.onj d vi ce
anteg G Sibel S, TRk REATISRY CRTRBI 1 LBNLHIE st antenna, and are

pref@rﬁ’@fy' &GRbddABd bh@hnl | 19¥ReRR, ﬁ%?ﬁteﬁlg a8 SthtBodsNRk S erein are
ownéd el ectroni c device Suppor S certain core

in nf uvast festrstedstoch parsicelae typeort anterews ayeyay Wnwirslsscemmunication
d .conmuni cations, for exanple. Software applications in
eVigek equired software application |ist my be uniquely

| dgmbihbsith Byviedaooris rméﬁrdﬁgs hesvo-way defkhimefion @iRe having
in the context of authorized applications. The

VOleraodsi?éa)pomn@mlCabpm icepabiliies| oBlakss fardexampleethe inpebile device 100
mey PG e T8 gorrbhreaiors e PR BhEl: e g br Sl Setutr
netwoRk/ iah & ¢haS0dl§0nedBmaRihie Vet 8 MataSndpk&%e MheOvbitd1gnd data networks
are depicted in FIG. 11 by the communication tower 619. These voice and data networks
may be separate communication networks using separate infrastructure, such as base
stations, network controllers, etc., or they may be integrated into a single wireless

network.
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nobi | e devi ce 430, and that a hash of each required
sof tware application matches a hash in the required

W@ ofosmerig2 appl i cation list. Where a required spET/@Aar®5/000278
application is not present on the device or its hash
does not match a hash in the required software

pl%ﬂe‘i?a%‘sm rl63l s L\M%H"Eﬂ 819109%%% wg%tv%rﬁ(glbv‘ﬁ{dqncludes the

appl i cation has been change I'e device’ 43

recetver &fl 2) thastansmitter @fl 4] ths ohe oc mave $qcat astilbaorseriGeamddhe DSP 620.

S e. Alternati I t he bi | deV|ce 430.can
The PR it Tt an rsncbeiniglniocnf AGBT LA BRI R pUhend 618
and {BRBAEIBNEdMrd] QnfolBatiiElo @b r&d%?ve?l @YD G8d tRd tr8fismitter 614. If the
successful installation of all %.lred prograns, the
€

voicgearidc date songBUIGE A NG oacoyneatablsmglq/ Thencyy ot shaschyrspaced sets of

fealli BB BAE Ok DAY g TR e et Yy receivr

6121204 8RS tARAsmiHeN614.V Allleplakiy, BfdiffBrenSH 64 RMNBica ALY R IRdSor voice
descri bed above will be apparent to those skilled in

comphmicationsirigras daje lroamauremiong eoe exemplre ther H plyrpkty of local

osmaﬁtageg?io {%ﬁglfns\ég ! %9?#205 pgﬁ‘%mﬁe{f fr%iuegagéé lcgrrgsg)ondmg to the

voideehrd Ndat@yndh@orks edl%hel}ﬁvﬁﬁati&il ivigith omcltiea td)ltlglxtoﬁt’ce and data
certificate is used such as certifjcate status chec

inforsatiy, Gospnmpicated do grh fresthe Hansrerves b1 Lixta %Wﬂ&h@w&%the DSP
check determ nation is perforned by
620%S§gglh&§%? %%%E%gga nmessage from sender 500 received
ovdﬂqel’kﬁtzwwdkdéi@ ofAthi wartsedivere6 11, fsuctate frqeealdynigand, component
eterm certificate

routine 5 r the d| ital
SeleH i PRE RN 11 M B ARBFIGOD SHEb S SRmBun o aHBaT 619 in
whlg‘g&%rﬁog 10Qevist 190 {5 entBRRAAGS Igeﬂ@@ EReSKIRE, raox‘ﬂbbin@ device 100

can ase its decision upon an assurance period 524
intemded tb lopetatanm & Natth Ameeriday ntaget a:retytlnﬂudm tangesiviengt 1 designed to

operglp?g{g(léﬁ rpérj}e{szg?el&ég tvplr%g fi:aavwlgne%ﬁcta 188 Jie cerﬁfe Irsfq.lc@ a5 ?]BeoMobltex or

Datﬂ%@tﬂnabil@giaﬁi seaHNuBicaasn et @Rs ( RBMPSILEDMAY CQJMN PCS, etc.,
certificate-based secure comunication schemes

whepagp)a. mabiladovieerl 08xaiepied farhise 9y Jiveens mat b@e@qm@(ggre% to operate
Wlth&gﬁ%ﬁ gatgﬁér%gg{ﬂ%aa%og %et%?c’ ?lg aﬁ\& {ht% vo"iiée]c éo%%rﬁ{}ﬁlcatlon network.

ces SUC as a Wrejless

Oth&QSﬂQ_%MfQﬁ‘td UBvsley h& @ o8l WbthisBpdrhteand Intepbidd, ral alserieatilized
|G 11, the nobile device 100 is a dual - node

withypmiobde dexife 80%ind i ncl udes a transceiver 6 11, a

62?6%{1&) gg?ﬁi&r\ ﬂ‘pe e 8f gé%kl%%ﬁ%é{gg&%QVme%bésg rgafﬁ%fﬁ/ents for

ran access’ menory oné or nore
the misokllt idavige i10p uhdoulspuiary. | F&) exiawiledn th2 3fotdtegeamidalDataTAC data
port 630, a keyboard 632, eaker 634, a m croph
netvevghs OBl deyigey araseatasd "ot Rt aRs BHBS < HIyE 1! idrtification

runf0as B0 IR G hicils Wi ShPPRIAts OIS oHEAMBRRI Chetwork
17T nél'udes a receiver 612, a. transmtter 614

acc@ﬁl tmmatéd ﬁmarajsuﬂiicmbeo neusr ofuebile davice sk GARE device typically

t al I

requlres ‘a sul?)scn er i lantlaty mo&rl]ea ("ﬁfvﬁ' ,evsvﬁf%{l gtggc? ire 21(1)1 orIler to operate a
mobile device on a GPRS network. Local or non-network communication functions (if
any) may be operable, without the SIM device, but a mobile device will be unable to carry
out any functions involving communications over the data network 619, other than any

legally required operations, such as ‘911’ emergency calling.
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antennas 616 and 618 may be antenna el enents of a
mul ti pl e-el enent antenna, and are preferably enbedded
w@niosnomEs2 However, the systens and net hods deBCT/Clhzds5/000278
herein are in no way restricted to a particular type
of antenna, or even to w reless conmunication devices.
Theaigtbhh g RHir&e n?sg@oﬂcsrég'is@xfaﬁéﬁm& a@tﬁa%n‘“ﬁﬂbcedures have been
conmuni cati on devi ce having voi ce and
complatedinthe amploite dapia®il00t iney . thasard aﬁérreeecmrpbmmum@tlon signals,

le . d 0 t
incle T Sl relo T e, REC 1 G4 dilg) SigFalerecgivgd by the
anteR@i \606 Kfom AcaBMuicaPort AETWdr 689 BredoBfeddodBé Peceiver 612, which
network. The voice and data networks are depicted in
provides for sighgl arnelificatimyrremenahdavaneenveiston, Tillssagahiageel selection,
etc. aeﬂl[q rgfiﬁsg }o\@gc[el;a%am% ?g?glt%fgﬁ{v%}s?o c AT 't8 #1&? c%nverswn of the

rastructure, “suc

recepledt isifial AW KoRORbPIxE lcomn@irticationr ﬁﬁﬂm&mﬂayu&ﬁ as digital
integrated intg a single wireless network. T
demodylatipnjapd rdegoding jte hesperfarmed disingnihe PP vﬁztoh h@ [Resimilar manner,

t I t c

sioffL AR iRl 8o, AE TS 06 LEGUESS IRl modpon an

encading, tfhe eBRp16 2By thenDSPSR06GAA ars thmqﬂohde&damdleamﬂlsmitter 614 for
ceive signals to %d fromthe transceiyer.s 616

.. d .
digifl 60 AeIoBI SHVBISIAM: dRSIUCBIY 181 CPRYGHRR [UATTG ARelfication and
tranﬁrﬁﬁﬁb}{% tR12nBRchit ARnid-ARSRIs1 b &5 @l 4ntehha 618 VoI ce and

data communi cations occur at a single frequency, or
cI dsetl@'ltlsp b prdcesing thé ccbmmqu@anwresgnatlhehe BSBi6aglagso provides for
unct i.o

tranfcl%veF 8(ch) Sf]%{)}lek’at %%mgﬁa, tga }éalln gyéﬁ]g]eélgepctg ?gmmumcatlon s‘ighnals in the

recefMlek @l D ahdl VIRd YanshiittéH §luah@nbe hdHUYERToBoREEhedigh! #@Shatic gain
for voice Conﬂun|cat|0ns ver sus data conmuni cati ons

contf@lr alémthmsemnlﬁ@wtad pr b DSPyOHE.  IQ8kerl trassesiveraeantel glgprithms
coul‘c‘laalsobl?e ) rpggmgl%teg ?1% gll) g%@ laﬁ ; IaH I Ecy pr%&ﬁ%g Iﬁtgrg?esgﬁféigﬁcated control

correspo
of tHetfapkemtdr@il. whi ch |ncI udes both voi ce and data

information, is comunicated to and fromthe
t r AHEJBICERITOEEON\A38 niclerably Banagss ind weniEp thp overall opration of

the 1‘%5 1EBEALEPHP" qﬁﬁg u}gﬁ:@ ?rﬁ g}o‘:cgssglessdr 1cpcrc05{i‘§llers could be used

transcei ver 61 uency ban
heres of, exdterrmativelypwasingle DSIP, 62 could bt lused o dﬁpﬁ Ddteﬂnb ﬁmﬂmns of the
mic%g{eﬂcgo%gé CISO @ﬂ%&ﬁﬁ{lgcgﬁk %t\ll\g};&gl?lcﬁlgg]{g‘ﬂt eastadata and voice
mﬁﬁﬁidaﬁoﬁ’@‘ék& er%cgﬁleld%l%ﬂgﬁgxet BSPROD 3 &hd t?arfécé\i'%ﬁé‘ll Other, high-

Anerican market may I ncfude a transceiver
levelleggngoeidation gypdicati@sysich aaawogk canmmlcmtxpncappl\mrtloe 624A, and a

communi.cat i on netwo suc bltex or, Dat aTA
data BT Bhicitton BB ABOR N O GO RO ™ HmSh-VREHe ey 024 for
exedfion W the: miMASHBESs& W1 IF6r @ﬁéﬁh@@ 40, dips @&%ﬁmﬁ&ﬁon module
use in Europe may be configured to operate
624 A may provide a high-level user interface operable to transmit and receive voice calls
between the mobile device 100 and a plurality of other voice or dual-mode devices via the
network 619. Similarly, the data communication module 624B may provide a high-level
user interface operable for sending and receiving data, such as e-mail messages, files,

organizer information, short text messages, etc., between the mobile device 100 and a

plurality of other data devices via the networks 619.
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with the GPRS data communi cati on network and the GSM
voi ce communi cati on network. OQther types of data and
WO o00820T1¢2 Wor ks, bot h separate and i ntegrat ed, PAEEZA2105/000278
be utilized with a nobile device 100. Dependi ng upon
the type of network or networks 619, the access
I €qThE @fRfdpFodeS¥or 38 dDIntadle WithCothO0dERYe Alb3Pst¥AS,Youch as the
For exanple, in the Mbitex and DataTAC data networks,
displglsioee, @éﬂwsé?és &ernglmmdvompuﬁé@@uhmtcmssﬁm the serial port

ni,,qu at er.,as C|ated W|th
6ol B 6377 o DB T B o T ds prt-ranee
corﬁﬁmﬁﬁ;ﬁtmﬁs @I%Sﬁ@drﬁﬂéﬂd andl iy atievlaseice bﬂfsyé’t%m@sg%ﬁelﬁfly @esignated as

nobi | e device. A GPRS deV| ce typically requires a
64%Zubscriber identity module ("SIM), which is requi reg

in r (o S _net wor

Lo SPHET of AnEREbBEe ThBkA B BYGE S0 D Reftorh CEopMRbRin-related
funnnqnsbe)vlwea’sabiher subdylsteuts tag SloMddevtiesidentbudr antdebict efunctions.
No a§$ ce will be unable to carry out any functions

(o)

PUPA GRS tushias e kvbpardd 2 and 3he display 1028 oy be used for
botﬁtc'%?r[mﬁrh@zﬂloﬂr%lalte%gf%:nlzt){or{sA?ﬁHH Esdeﬁgﬁﬁe%u | t?{eltzm ?% {cﬁ'stransmlssmn

emergency calling. Arter any r
over @glagd c@hinanicetioranttivoel, iand dpvioe-eekidens finetiend@reh as a calculator or
bile device 100 may the send and

th
task@%r&@eég%fypg IFC(S’H $ignals, including both voice

andogaiating baidh Soft@a@fustd By RlHRFdRoldSr 638 WiReferably stored i
recel vedn%y t he %ntenrlllg 616 fromﬁ% commn?gglgjtel 63 ystorecina

pergistenjostRressioh as aonoiplatide mentdre 624cEhey ecn-ealzulevmembry 624 may be

OVId for Shy naI i fication u
img RIS gl Sarinp ain SR msiriEY < Slbanenf o o By Biked-up RAM.
In fRNtG $O the opérden@RMted, wWhich Bbitalls WVW&'fQﬁbtmﬁ@%'f Gfe mobile
to digital conversion of the received signal allows

devifsr @l Og Siephaskvelaithkumeraenyi @ indndes ankiraliy of setwatiegnodilles 624A-
624&@% g%)rﬂ)«% %Q%{:ﬂge?lnlgfﬁl%%ﬁgo trgceggcir%%r f(;g (?Sld glesbglg 658)e including a
voite ensmiuhicetibrt motitie Gzemmrdataﬁa&nmnmcmacmsa@le 624B and a plurality

cl udi ng nodul ati on _and encodi ng, for exanple, by the
of %ﬂ‘?ﬁ @stptiongl meduleh 8ot fon saeing 9utt hBlualin efothes .fur@mns These

,mocﬁtﬁés dio 'ek@c!utédo b?ntﬁle qglc?ﬁﬂgf‘é' ?d 19838 12L& g&fg{?ﬁx i h—lseivglh interface

conver si on, ering, cation {FansH
betweent m«;secrcmduhe mmhllcrdemmbvi@t)k Hﬂlg intedadehgpiaall g imcduded 8. graphical

coma icpro s B i Risdleyt G2 Gha B YLe B gTneioprovided
thro%éﬁrﬂ% %uxfhla?y g® B2g qye%fbéalﬁp@ﬂ %geatkgr GOATTLY ﬁﬁéﬂoﬁ%ﬁf 636. The

signals in the recéivér 612 and the transmtter
Opem&lytgbgfsmpmemélcydc\acﬂ rapphiedion roo ughdwdes, ooraparts g]adrmf may be

cont.r o lgorit Ierre 0. Qhe
e Rlonde PO hC PBHISTES: FitnAE FAM GPEafog g operation. Moreover,
recdivadl esmpfuditatibn ts@%a@ﬁ'ﬁaf%@sd Be QEMBSratily %R%d' fE RINI€626, before

sophi sticated contr ol the transceiver .
permanently writing them to a file system located in a per51stent store such as the Flash
memory 624.

An exemplary application module 624N that may be loaded onto the mobile device

100 is a personal information manager (PIM) application providing PDA functionality,
such as calendar events, appointments, and task items. This module 624N may also

interact with the voice communication module 624A for managing phone calls, voice

mails, etc., and may also interact with the data communication module for managing e-
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The m croprocessor 638 preferably nanages and controls
the overall operation of the nobile device 100. Mny

WO 2@ea07afi2 m cr oprocessors or mcrocontrol | ers POUCA2(98000278
used here, or, alternatively, a single DSPrH20 Zowxl/ 000278
be used to carry out the functions of the

maillc6mARmAEESRO AndSBer BN laBYRIssiOREITMANERRLVAY, J1HBE HeF0Retionality
i ncluding at | east data and voi ce comruni cations, are

of the vpise wermmumicatigh mdsaledEH A5l the detrecommunieasionenodulg 624B may

her nnunlcatlon appl i cations, such as a
be'\% é%%%%}égﬂ?ﬁ Sppl i cation 624A, and a data

CONTRhe@ bRt leafPehioeR b2 PréfehBlyn®Yo Provededr£eid §ystdd to facilitate
non-vol atile nmenory 624 for execution by the

storgge 106 SHDE datgoifergsgn the deviganphe PIvihappligitéan preferably includes the

abllatger : na‘[: e x%@el{}'@ 8&5 ﬁ%“’étﬂé?%g%&yloq?ng @h%mnﬁ%% the voxce and

ace opera nsm’t ecelve vo

date adbhsubbilee mddnies 2diAl 624iBVvviaahd G@reboas natwolrky é19. tl;heOIPIM data
ot her v0|ce or dual - nbde deV|ces via the network 619.
iter ael priefapably risamiasely OBIRETAIS L SnelroniBed red epdaiedmyia the wireless

net\% 2V 418 ngﬂ ghokey \fﬁJ Clet 'orf\tcﬁf%ﬂgr‘ﬁs %Rﬁ&f‘%k eolssfo%[ated with a host
sen ing’and recei ata, such as e-nall nessa
confput@ssysteng ahezby drafa‘tmgrmtriinn:edsmretn f@'xdatare&mgmomated with a
etuﬁg bet ween the nobil e device 100 and a plurality of
M58t a devi ces via the networks 619. The

M CrEOREAGRTSH re??’&eﬁ’tﬁr?goat' 18458 Pﬁ‘ﬁitaﬁ We&&ie@tdﬁﬁar ity 'a@ewell as fully
subsystems, such as the disp he RAM 626,

decedpdi dlatzartyms,rﬁmtprefgltabln st¢ried ©)1 tb@ tm}oslt amcezeo in heyolatlle and non-
I t, 63 d 632..th ak 634, , .
perignior St b B i 308 tneptfih dineiiReALbe Std in the non-

vol &1 SN @40 fanek e, GV stek@¥é GRS HRSYS r&BBvely short, such that
general ly desi ghat e as 642. Sone of the subsystens

the gHewrAtion IFF@O‘{Fﬂ fp@nfmﬁfmrd@ﬁm Afterat isotiored| Hoagver, storage of this
1nfqr1!ﬁnﬁ&lx ?rpfﬁﬁ M\M B9g 09 Hgt'h P Vglfsiéfl%ta%gsr]\c&a;yebﬁgtgnt &gre is preferred, in

den or on-devi ce unc i ons

ordérubseﬁsmertﬁat thel ¢fifoaRatidneis kegysed dfoth GRhaan deeh&hd hfdbhla)devme 100
622 may be used for both conmunication-re] ated
loses (poter- orTénS Eliﬁc‘fﬁﬂt%néﬁf“étPPﬂ@edaP%xfmrﬁé%t%%@@ng stored decoded or

partﬁcfg@frﬁégpgidsﬁgoeﬁi{ﬁffb fl s d L éxg@rg c‘ﬂgq RS Knoti i device 100,

ator or task
for &xamiplar ot her PDA type functl ons. Oper atl ng system
sof war e e m ocessor 638.i r ef er abl
mon Gratet LS dheo PRGBS himgited i 4 bost shstem by
pladﬁ?éTB{ey d844 106160 RRNANPLAS ClRITRAREY cSbfledBY REal gort 630 of the

| mpl emented, for exanple, as a Flash nory conponent

molgle wld@atQOenoythb aerkad ot fRAMMreragydiem omdetvcb:et HEhe serial port 630
oper ng ,syst which controls | ow| evel t|o

mas 1S3 RebekP FRATIE e 1§ B PTG ORIE e s i Py o ysoftware

applitHHoM s tRd B ibad bihkr Q}f)plﬁﬁflbﬁ\@{cﬂul@ H2uRStop %ﬁ@&llaﬁgﬂNThls wired
that can be executed the mcroprocessor 638 (and/or

downeadDsith 620)be wsedlta dp ary encryption key onto the device, which is a more

secure method than exchanging encryption information via the wireless network 619.
Interfaces for other wired download paths may be provided in the mobile device 100, in
addition to or instead of the serial port 630. For example, a USB port would provide an
interface to a similarly equipped personal computer.

Additional application modules 624N may be loaded onto the mobile device 100
through the networks 619, through an auxiliary I/O subsystem 628, through the serial port
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voi ce comruni cati on nodul e 624A, a data conmuni cati on
nodul e 624B, and a plurality of other operationa
woreaalied4624N for carrying out a plurality of BCTEA2005000278
functions. These nodul es are executed by the
m croprocessor 638 and provide a high-level interface
630PRhMRAERA the UtRF-@ASe LRt Aiens b&RIehP G40 rSthrough any other
Interface typically includes a graphical conmponent
suitphle shbkydtetrhpbdi gind tihsialtiidshy ays@2n, theynen-aalatilepumemouny 24 or RAM

c onent ..arovi ded throu the auxili 1 /O 6 .
626, SURLLE Rl X pBlicishatdMaith fipics it shicieRélly of the mobile
devizeen @t idnd St providPeahdrced detiedca @hdtivat] @Bfmnfinication-related

nodul es, or_parts thereof, may be tenporarily | oaded )
fungtipme, ¢ hoth. dior esargplsr securs rommiznitionepBli¢asions gy enable electronic

td. on; o] cel c tcatio [ .
confABEEonl ACNFE: ofd° BRI P TRLE D ePhen wing e
molikrdemivenioby witing themto a file systemlocated in a

persi stent stare such as the Flash nempry 624. An |
exeWpFarihe apphilec devieh 198 epesaiing tqqa{fg%foa@nwaaaw mode, a
O | 0
recdhOCEP, BT 25 anPr EResRs oF 3, o HeBp iR vyl AP BE B by the
transeetver asodidd 6hdamd progitted , to dippmianoprentsser @8d wihatkpreferatdy further

Thi s dul e 624N may al.sp interact with the yoice
ProqEgAmiRY CHER G BB AT B8R 3 EHES FAASTEE BHOfRe G greatual output t
the YRpBS G721 bS alt€ihnGtivelANE HBNix AP VOWSARCE28MA Bsel R nfMiR device

comiuni catron nodule for nmanaging email Communi cations

100amay @ideecompasa datamieiss siabnas. e-Mailemeagaigos | usingathle kfyboard 632,

.t.he functionalit f the voice ¢ icatian
whitd S PERTO et Gt Rl R ERr e alfYROHE el ey GERTY style
althbiidte8that 8dck B @ofnpRetLhivh AMAMR. kel BBard® BudtOdsathk lk®own DVORAK

menory 624 preferably also provides a file systemto

style syl dlscabe usedor Hger isputPpNhel mabiletdsiise JQ0tip duighsyiepbanced with a
] ) l+i i. f ar. i i.].i .
porS SEU 015828, BEEIAG 0 bl LA G BRM Y ovice, o
toudhpad;, @yaristyt 6 fswiwhtd) atrbekey dnpaie saich, dad arteovmpoisedtiate items input
nodul es 624A, 624B, via the wireless networks 619. The .
by thennsertBay s berteansmitted, qBerytheesqppyaicgtion, pgyoske § 19 via the

trangéég%l? l.#E6h 1and updated, via the wirel ess networks
19, wth a corresponding set of data itens stored or

as SWhemtledmabill davice sit00cie mpetatingsipsd enice tdoamalmication mode, the

creating a_mrrored systemfor data i.fens_associated
overgfliet a ot M mar i AHCe ipgthsciprioD ke ¢ L3 BGampfin g oept tht
receed §i@adls RRE gﬁr@fek%lﬁ 088 gludad and (PBRcer 334Vehd %ce signals for

fully decoded data 1tens, are preferably stored on tl%el

transmiskion drevigererdied by = miotaphbhe G0d Alerparsi ypmet or audio I/O

store such as the RAM 626. ch infornation .
b3S P erset YPISE OSSR dOHRITPE APy 9158 3%, impgmented on

the gfggg@thﬁgtc&@@@ AR5 R/ 0idd & MdloSsighl Jughudld MrbstaistPtEomplished
primarily through the speaker 634, the display 622 may also be used to provide an
indication of the identity of a calling party, the duration of a voice call, or other voice call
related information. For example, the microprocessor 638, in conjunction with the voice
communication module and the operating system software, may detect the caller
identification information of an incoming voice call and display it on the display 622.

A short-range communications subsystem 640 is also included in the mobile device

100. The subsystem 640 may include an infrared device and associated circuits and
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the information is renoved from nmenory soon after it

is stored. However, storage of this information in the
WORRMNSAEB4Dr anot her vol atil e and non- persi st enPCHECARM®5/000278

is preferred, in order to ensure that the information’ " %<"*'®

is erased from nmenory when the nobile device 100 | oses
comggﬁ\@{ts of RisBoRIrSYRHE coAnNRULSPIARR sk hya B‘i%othm module or

talning any stored decoded or partially decoded

an $0% br muduten by examplei bty pwm@enﬁmycmhmpmfcam twhth spblarly-enabled

YSRGS SN SR I ADQt SRRy ) AEHgo

“801.1€” deret ¢ stR00f gps%[ﬁdaﬂb@sr fAGRaH1E FFUR, thiiThGhiueosP Eﬂs‘étncal and
the serial port 630 of the nobile device 100 to the

Eleqr@lnmlErmmqersmelatutgaﬁmmrelﬁssSwﬁ@ﬂ aca ety ks anthavirglass dgcal area
¢ % t<% al so be used to enable a user to set

ne "g‘if ?é?sé)ﬁ%év ¥hr ough an external device or software
application, or to downl oad ot her application nodul es
624N for installation. This wired downl oad path may be
used to | oad an encryption key onto the device, which
is a nore secure nmethod than exchangi ng encryption
information via the wireless network 619. Interfaces
for other wired downl oad paths may be provided in the
nobi |l e device 100, in addition to or instead of the
serial port 630. For exanple, a USB port would provide
an interface to a simlarly equi pped persona
conmput er. Additional .application nodul es 624N may be
| oaded onto the nobile device 100 through the networks
619, through an auxiliary |I/0O subsystem 628, through
the serial port630, through the short-range
conmuni cati ons subsystem 640, or through any ot her
sui tabl e subsystem 642, and installed by a user in the
non-vol atile nenory 624 or RAM 626. Such flexibility
in application installation increases the
functionality of the nobile device 100 and may provide
enhanced on-devi ce functions, comrunication-rel ated
functions, or both. For exanple, secure comrunication
appl i cations may enabl e el ectronic commerce functions
and ot her such financial transactions to be perforned
usi ng t'he nobil e device 100. When the nobile device
100 is operating in a data conmuni cati on node, a
recei ved signal, such as a text nessage or a web page
downl oad, is processed by the transceiver nodule 6 11
and provided to the m croprocessor 638, which
preferably further processes the received signal in
mul ti ple stages as descri bed above, for eventua
output to the display 622, or, alternatively, to an
auxiliary I/0O device 628. A user of nobile device 100
may al so conpose data itens, such as e-nmmil nessages,
usi ng the keyboard 632,
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which is preferably a conpl ete al phanuneric keyboard

laid out in the QAERTY style, although other styles of
weeovplietie2 al phanumeri ¢ keyboards such as the kPOmA2005/000278

DVORAK style may al so be used. User input to the

nobi |l e device 100 is further enhanced with a plurality
ciivsixi liary |/ 0O devices 628, which may include a

t humbwheel input device, a touchpad, a variety of

switches, a rocker input switch, etc. The conposed

- 92, bl SR ECE B B0 B 58 s

coﬂhpﬁﬂﬁgel ver nodule 6 11. Wen the nobile device 100 is
operating.in a voice conmuni cati on node, the overal
ope AEETBIRINg 2 preyions Hieovravyadidity of ﬂxsrbhxlmiperanﬂcyte was checked

Si t cej Ve d _si.
ar Rl bR B anf B CHRCas dE el 3 Bl YRR g igia
cersifigata vas beavidusinaeckead sansfidse grenelecateg @ntéﬁoﬁ. m crophone
636. Alternative voice or audio I/O subsystens, such
as a voi ce nessage recordi ng subsystem nay al so be
2.1 ”pll“ﬁg%‘igtﬁéh gh cfa'ﬁﬁ mepidr&nday ?&%qéfgf Al |'10 ﬁ\ﬁgé Off a wireless
or audi o signal output 1s preferably acconp e
mopilé peminupicahemaudgvidcehe speaker 634, the dlsplay 622 may
al so be used to provide an indication of the identity
of a calling party, the duration of a voice call, or
3. ot heehe Wik 6ALLirh Ql atRekih MHOHERIJIOS: clﬁ?ff 16‘1§€}‘th§‘@ ot R&ersonal
m croprocessor 638, in conjunction wth the voic
digtalassiatasaPoR)- nodul e and t he operating system
software, may detect the caller identification
information of an incom ng voice call and display it
4. on The ntbitlsgd 8y cizd. 1, AWBErei tHeai@RaICQITHOILE dbtaBRshes identity of a
subsystem 640 is also included rn the nobile device
messgge ferieubsyst em 640 may i ncl ude an infrared device
and associ ated circuits andconponents, or a
short-range RF communi cation nodul e such as a
5. Bl uEhomethot mf crad ul evhereirthe@trdnit ni@aeds afh 6/mail message.
exanple, to provide for comunication with
simlarly-enabl ed systens and devices. Those skilled
in I rec u 0
6 802&& nﬁtﬁ?dgdefr CItQ %psgt {gﬁgl%l% Bg%:l??t?)(ll:latg |In (;.antg%{aapa Irtﬂgﬁ%e involves
confmumcatioa bngt atwirelesf nEivech rwitlala asmbotEl seeticonhatSvalidates digital
cert %&neers relating to wirel ess personal area networks
% rel ess local area networks, respectively. CLAI MV5:
1. A nethod for handling a digital certificate for use
with an el ectroni c nessage, conprising: determning a
7. pr elhomsthodrof wlam Vil thneyl ohliddtienddfiat digitmbreeittficatt énvolves

f
conffimERREATE! ¢ Py PO 14 e RS TiE4h ey
certificate was previously checked satisfies a

pre-selected criterion.
The method of claim 1, wherein status of the digital certificate is not checked

because the last time the digital certificate was checked is within an assurance time period

criterion,

9. The method of claim 8, wherein the time value for the assurance time period
criterion is selected based upon a security consideration and a mobile device performance

consideration.

-32-



10

15

20

25

30

2. The nethod of claim1, wherein the method of claim
1is for use on a wireless nobile comuni cati ons
waleawsaer148. The nethod of claim 1, wherein theP@ECA2®5/000278
of claiml1l is for use on a personal digital assistant
(PDA). 4. The nethod of claim11, wherein the digital
certificate establishes identity of a nessage
recipient. 5. The method of claim1, wherein the
10. el Ghemosthed afeletyd, ersin datadiom thesdigiil cegificrrais hsech rjencode
dof ckaigw% wherej n.val i dation of a digital
or decodp {hq QegioniCDSTI8E comuni cation over a wirel ess
network with a renote service that validates digital
certificates. 7. The method of claiml1, wherein . .
11. valTheamietadod! glaimgl Q. awhersiy lfs epgading,¢p|dpggding involves digital

. communi cat.i on - r a.r t ot
signg QT PR ERhE SR, P EsRE SELRREH bl FR @mbinations
ther#dterei n status of the digital certificate is not

checked because the last tine the digital certificate

was checked is within an assurance tine period
12. G i@ hélflo ﬁf cldiif 1 ARG n QI%lBli@ By gom"\é% a8l bOBAEAEEs used in

val ue for e assurance ti period criterion is
enceiheiheetbchraniednespage. a security consideration and a

nobi | e devi ce performance consideration.10. The net hod

of claiml1l, wherein data fromthe digital certificate
13. | S T4skthe §NAREE 1 I witleEaESUbIE K8Y BOhT BBIdEif 8&@iGiBate is used in

11. The nmethod of claim 10, wherein the encodi ng or
procdssingla digitahsigharers adsagiated wih ghealentronprwessesgs-ng,

encryption processing, decryption processing, and

conbi nati ons thereof. 12. The nethod of claim 11,

14. WheangihetBo® 8 kisgmkeWwHhdramthdrdigitaDedriificateris nbi c@ddf istitus of the
used in encoding the electronic nessage. 13. The

checked Wigitabeertifigatens validighéilei n a public key fromthe
digital certificate is used in processing a digital
si gnature associated wwth the el ectronic nessage. 14.
15. Theheembo@ddosf elaghm,lwhwesr i uset hietetingfics avhethert td istldtsend the
is not used if status_of the checked digital . . o
elecrapicinpgssageatespiietatys pfthe ghecked dipitaheatificate;s raidite faling
1, wherein a user determ nes whether to still send the
el ectroni c nessage despite status of the checked
16. di diteahethed bf tlaimtle whevaih iddifdrgntfaasuramag. periods are respectively used

to determine whether to check validity of different digital certificates.

17. A data signal that is transmitted using a network, wherein the data signal includes

the electronic message of claim 1;

wherein the data signal comprises packetized data that is transmitted through a

carrier wave across the network.

18.  Computer-readable medium capable of causing a computing device to perform the

method of claim 1.

19.  An apparatus for handling a digital certificate for use with an electronic message,
comprising:
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16. The nmethod of claim 1, wherein different assurance

periods are respectively used to determ ne whether to
webmskomat i dity of different digital certificaP@sCA1005/000278

A data signal that is transmtted using a network,

wherein the data signal includes the electronic

negHaaatat 16 sotdeckifivdiesiRicking Reitdtvhdnngadon;,conpr i ses

packetized data that is transmtted through a carri e{w :

vaveid sheddng pﬁ@nﬁétlmmlq@mcwﬁﬁﬁeﬂwéég’%reéatﬁ%&ﬁ Ghgcking a
. .capapble of causing a conputing device to performthe
dlg“ﬁg%{ﬁéc%?’ claim1l. 19. An apparatus for handling a

di gichadkigembiiilebatmgfaotess setheidata samctakesct r oni c

nmessage, conprising:a data store to store certjificate .. .

cheeili plpcking: s1adyle idgteppmaRg ovhetlss; tp che 'Vﬁéalty of the digital

L) | [ L3 ate"H iR L rit &ML ibrfiRtioh §t6tcdl Bdthe data
certi 18*‘%?@8%#8&?5%%%&8ertei ?i;ngat e; a checking nodul e
strudi@eét Ng access to the data structure; said checking

noduyl e .det erm nj ng whet her. to check validity of,the ..
i GHhein GaRibt PERE S G Eerfists it Aaoue ppfadcthed the Bétermination
perfgg%kgmegﬁé&g{é ,_ggdlhg_f ormati on stored in the data

structure; wherein validity of the digital certificate
i s checked based upon the determ nation perforned by

t he, checki ule . 20. The, apparatus ef clai .
20, BN A0S et oS BB AL B ofb BT A mobic
comfRitRanbeAddvides device. 21. The apparatus of claim 19,

wherein the apparatus is for use on a personal digital

assi stant (PDA). 22. The apparatus of claim 19,

wherei n _val i dation L.qi.tal LEtisate i nv o
o1 PR . P E0O Bk K A B Sl g
assig@fti(Pbiagat e authority. 23. The apparatus of claim19

wherein the data store includes a data structure for

contai ning different assurance periods; wherein the

22, di ther enl %S ?{; eH ETWR @inaffeﬁi AR eFtd igditl YeRHichR involves
detérm'ne ether to ¢heck validity of different
com@liugiidasibn oeértd Wircletesetwark with dirgnotalcextdicaicfautimridy.f or
use with an el ectronic nmessage and whose validation is
checked according to a nethod conpri sing:

23.  The apparatus of claim 19, wherein the data store includes a data structure for
containing different assurance periods;
wherein the different assurance periods are respectively used to determine whether

to check validity of different digital certificates.

24. A digital certificate for use with an electronic message and whose validation is
checked according to a method comprising:
determining a previous time when validity of the digital certificate was checked,
checking validity of the digital certificate if length of time since the digital

certificate was previously checked satisfies a pre-selected criterion.
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determining a previous tine when validity of the
digital certificate was checked; checking validity of
wo b@sdiogiuz al certificate if length of tine sinkPEr/CA2005/000278

digital certificate was previously checked satisfies a
pre-selected criterion.25. An apparatus for handling a

25. di Gint Apafaflist fof hamdimgf Oaigitalecetdi fidht@ foralse c¥iftDam electronic message,
message, conprising: means for determ ning a previous

compinstegwhen validity of the digital certificate was :
checked: ns. f. ' I.di f L@iitals:
coPtep fon B piiBh aiREa Pt Sl gty of 1, Mo Rhificate was

checked;ti ficate was previously checked satisfies a
pre-selected criterion; wherein status of the

| . ) digital.
ermenns &ant dherking oraligHK SEdhe G R SETHARa) 1 JEniEh @S g since the
digif] HistifitorE Sk plav RS HBSARERIIRA olpfe-Wiblbd oferiBoLr 1CE
as swhepie tatisn®f (herdigithl arertiferateois nat chetloxdt betabsesthe lagiotime the
..a security consideratiqgn and a nobhile device .
digiigheartifisaias ERrekrals IR A SEATER AT ReTat srEcEion:

celfefdiS AL tihR VG 6 the asiz el iBhe PEAGEIHLRDNAR selected based
el ectroni c nessage. . .
upon a security consideration and a mobile device performance consideration;
wherein the digital certificate is thereafter used for processing an electronic

message.
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