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DEVICES FOR HIDING THE OPERATIONS PERFORMED IN A
MICROPROCESSOR CARD

The 4invention relates to microprocessor cards
and, in such cards, different devices for hiding the
operations performed in the card for the purpose of
improving security against fraudulent intrusions.

Chip cards are divided inteo several categories,
namely:

~ gsimple~-memory cards,

- memory cards known as smart.cards, and

- microprecessor cards,

A simple-memory card makes it possible to perform
read and write aperations freely in the electrically
erasable read only memory area. Such a c¢ard is
inexpensive but does not offer sufficient security so
that it is being used less and less.

An smart memory card notably improves the

security of the read/write operations by enabling them
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only when certain conditions implemented in hard-wired
form are fulfilled.

A card in the third c¢ategory containg a
microprocessor capable of executihg programs recorded
in a memory and thus making calculations with secret
data inaccessible to the woxld external to the card.
Thus a key recorded in the memory can serve to validate
an electronic transactlon such as a purchase or a door
opening without h;ving' te be manipulated outside the
card,

Unfortunately, certain microprocessors have
current consumptions which depend on the calculations
made inside the card. Thus a cryptographic calculation
comprising a calculation tree which depends on the
digits of the key uged will have different current
consumption footprints according to the value of the
key used. As a result a fraudster could correlate the
curxent ceonsumption footprint of the key used and thus
go back to the value of the key.

To prevent this correlation, a usual
countermeasure consists of programming the
cryptographic algorithm so that, -whatever the value of
the key, the algorxithm will always pass through the
same cglculation steps.

Many sao~called “byte oriented” algorithms lend
themselves well to this program mode, but other pose a
few technical problems which are surmountable only at
the cost of 3 less optimal célculatcry performance.

The purposé of the present invention is therefore

to use, 1ln microprocessor caxds, devices for hiding the
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operations performed whilst permitting the programmer
the free cholce of the programming zxules, whether ox
not they are of the “byte oriented” type.

This purpose is achieved by meodifying or
scrambling fthe consumption of the card so that its
footprint is independent of the calculations made,

This modification or scrambling of the footprint
can be obtained by adding a device to the card which
medifies the current consumption.

In a first example embodiment, this device
consumes electrical power in an lrregular or random
manner, which is added to that of the normal
consumption, |

In a second example embodiment, this device
achieves a mean consumption by effecting, for example,
an integration of the current consumed.

ITn a third example embodiment, this device
triggers the microprocessor memory erasure or
programming cirecuit which consumes power in a chaotic
manner, power which masks the consumption due to the
operations performed by the microprocessor during the
programming or erasure of the memory.

Other characteristics and advantages of the
present invention will emerge from a reading of the
following description of particulér example
embodiments, the sald description being given in
relation to the accompanying drawings, in which:

~ Figure 1 1s a funetional diagram of a first
example embodiment of the invention,
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- Figqure 2 is a functional diagram of 3 -second
example embodiment of the invention, and

- Figure 3 is a functional dlagram of a thizxd
example embodiment of the invention.

In the figures, which each show schematically
different means for implementing the invention, the
electronic chip 10 containing the microprocessor of the
card comprises a ceptral uynit 12 and at  least one
memary 14, for example of the type known by the English
acronym EEPROM, standing for Electrically Erasable
Programmahle Read Only Memory. This electronic chip
has sevaral input and/or output terminals 16; to 164,
one of which, referenced 16,, is connected to an
electrioal ecirecuit 18 supplying voltage Vee whilst the
cne referenced 165 is connected to earth,

The supply ecilrcuit 18 supplies the different
elements of the electronic chip 10 with a current Igut
and, netably, the memory 14 and the central unit 12.
This current Toe varies according to the operations
performed by the central unit and the memory and
therefore reflects the cryptographic caleculations,
which could make it possible to determine the key
thereof,

So that this current I, no longer reflects the
operations performed, the invention proposes to modify
it by means of 3 device 20 or 30, disposed in the chip
10 and connected, for example, to the input terminal
16,

The invention proposes to modify the current in

two different ways. A first. by ensuring that the

P.6715
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device 20 (Figure 1) consumes current in a random or at
the vexy least Jirregular manner, random additional
consumption which, added to the normal current
cansumption Iy n, makes the value Iy ¥andom,

The second way consists in averagiﬂg the value of
I;n, which does not make it possible to detect the
variations in Iin due to the operations performed.

In the first case, the device 20 can be produced
by means of resisters 30, in fact transistors, which
are powered or not according to the random signals
supplied by a generator 28, The currents flowing in
the powered resistors increase, modifying the total
current value and hiding the current due to the
cryptographic calcnlations,

In the second case, the average of the current Iy
is obtained by an integrator which “smooths” the
variations in the current Ii, 80 as to erase them.

According to the invention, sevexral devices 20 or
30, <referenced 20; and 30,, c¢an be connected to
different points on the electronic chip, for example to
the power supply conductor of the central unit
(reference 22). In addition, these devices 20, 20,, 30
and 30; can be connected or not, depending on whether
the operations are to be protected or not, the
connections belng made under the control of signals
supplied by the central uynit 12 (broken lines).

The invention proposes a third way of scrambling
the wvalue of I, whilst performing operations to be
protected, such as cryptographic calculations, during

cextain phases of the operations of programming or
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erasing the memory 14, these operations being undexr the
control af the central unit 12.

This third way is based on the use of a memory 14
of the EEPROM type which has auto-writing capability.

In a normal“ operating mode, the mlcroprocessor
activates a programming circuit 24 of the wmemory 14
according to the following steps:

1 - activation of the charge pump,

2 - presentation, on the data bus, of the data
ltem to be written,

3 - presentatjon on the address Pus of the

writing address,

4 - initiation of the programming,

5 - wailting during the programming time,
6 - stopping the programming,

7 - stopping the charge pump.

Since the programming of an EEPROM cell makes it
necessarxy to inject electrical chaxges into the
programmed cell, steps 4, 5 and 6 are accompanled by an
over-consumption of current of chaotic appearance which
depends essentlally on the value of Vg, the address,
the programmed value and the " temperature of the
companent,

In order to mask the ~current consumption
footprint of a cryptographic calculation for example,
the invention proposes to use the chaotic consumption
of steps 4, 5 and & by performing the cryptographic
calculation during step 5 for a period of a few

microseconds.
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To do this, the cryptographic calculatjion is
performed according to the following steps:
1 -~ starting the charge pump,

2 - presentation of a random data item on the
5 data bus,
3 - presentation of a writing address on the

address bus,
4 - initiation of the programming,
5 - effecting the cryptographic calculation,
10 6 - stopping the programming,

7 — stopping the charge pump.

Through these steps, the footprint of the current
consumption duye ta the cryptographic caleculation of
step 5 is masked by the writing of the random data item

15 in 3 given part 26 of the EEPROM memory reserved for
this functibn.

Instead of a cryptegraphiec calculation, step 5
can conslst of any operation to be protected vis-a-vis
the ouytaide.

20 In additioen, instead of pexforming these
operations to be protected during a writing in the
memoxy 14, they can be done during an erasure of the

memory 14,




4.JUL.2088 17:@7 ° G+ SCE PROP INDUS B442366343 Ne166

10

15

20

25

30

CLAIMS

1. A device for hiding the operations performed
by a component intended to be integrated into a smart
card, characterised in that it comprises at least one
means (20, 30, 28, 26) for modifying the current
consumption of the said component during the
performance of the said operations,

2, A device according to Claim 1, characterised
in that the means for modifying the currxent consumption
comprises at least one cixcuit (30) for integrating the
current of the component so 3as to average the
variations in this current ovex time.

3, A device according te Claim 1, characterised
in that the means for modifying the curxent consumption
comprises at least one random signal generator (28) and
an array of resistors (20), the powexr supply to gach of
the resistors being controlled by the random signals.

4. A device according to Claim 1, characterised
in that it comprises a plurality of means (20, 201, 30,
30,) for modifying the current consumption,.

5, A device atcording to Claim 1, characterised
in that the means for modifying the current consumption
of the component in the case of a memory (14) of the
EEPROM type, consists in simultaneously performing:

- an operation of writing to or erasing the
memory (14), referred to as a hiding operation, and

- an operation of 'the microprocessor.

6. A device according to Claim 5, characterised

in that, in order to implement a hiding writing
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operation, the memory (14) comprises a part (26)
dedicated to the recarding of a random data item.

7. A device according to one of Claims 1 to 5,
characterised in that the activation of the means of
modifying the curfent consumption is controlled by the
microprocessor (12) so as to be activated solely fox
the operations to be protected.

B, A device according to Claim &, characterised
in that the microprocessor (1l2) performs at least the
cryptographic calculation according to the following
steps:

- starting of the charge pump,

- presentation of a random data item on the data
bus,

- presentation of a3 writing address on the
address buys,

- initiation of the programming,

- performing the cryptographic calculation,

- stopping the programming,

- stopping the chaxge pump,

so 8s to mask the footprint of the current
cansumption occasioned by the - said cryptographic
calculation.

9, A method for hiding the operations pexformed
by a component, characterised in that it includes the
following steps:

- starting of the charge pump,

- presentation of a3 random data item on the data
bus,
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- presentation of a writing address on the

address bus,

initiation of the programming,

performing the cryptographiec calculatien,

w
I

stopping the programming,

stopping the charge pump.




