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DEVIcms ~OR HIDING THE OPERATIONS PERFORMED IN A 

MICRO~ROCESSOR CARD 

~he invention relate~ to microprocessor caras 

5 anq, in such carq:a, different devices for hiding the 

operation::i :performed in the card for the purpose of 

imp~oving security aga~nst fraudulent intrusions. 

10 

15 

Chip card.s are cUvided into several categories, 

namely: 

simple-memory c~rds, 

- ~emery cards known as smart cards, and 

- m!c+oprooessor cards. 

A s!mple-rnemo~y card makes it possible to perform 

read an.cl write operations freely in the electrically 

erasable read only memory area. Such a card is 

inexpeniSive but does not of fer sufficient security so 

that it is lJe.:l.ng used less and less. 

An :smart memory card notably improves the 

sec'l.l;r:ity of the read/write operations by enabling them 
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only wnen certain conditions implemented in har~-wirea 

form ~re tul!illed. 

A card in the third oategoiy contain.s a 

mic:i:-oprocesso:i:: capable of executing proqramiS recorded 

5 in a memory anti tJ:+us making calculations w.i th secret 

data inaccessible to the world exte.tnal to the card. 

Thus a key ~ecorded in the memory can serve to validate 

an elect+onic transaction such as a purchase or a door 

open:l-ng without having to be manipulated outside the 

10 ca.rd, 

Unfo~tunately, certain microprocessors have 

current co:ri.iaumptions l>Jhich depend on the calculations 

made inside the ca~q. Thus a cryptographic calculation 

comprising a calcqlation tree which depends on the 

15 diqits of the key u~ed will have different current 

consumption footprint$ according to the value of the 

key ueeq. As a result a trauaster could correlate the 

c~rrent consumption footprint of the key used and thus 

go back to the value of the Key. 

20 To prevent this correlation, a usual 

25 

countermeasure consists of programming the 

c~yptograP.h~c algo+ithm so that, ·whatever the value of 

the key, the alqorithm will always pass t:Prough the 

same c~lc~lation steps. 

M~ny so-called "byte oriented" algorithms lend 

tpemselve~ well to this program mode, but other pose a 

few technical problems which are surmountable only at 

the cost of a less optimal calculatory performance. 

The purpose of the present invention is therefore 

30 to q~e, in mi~roprocessor cards, devices for hiding the 
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operations performed whilst permitting the programme:r 

the free cnoice of the proqramminq :r:ules' whether or 

not tljey a:i=e of the "byte orientedr' type, 

~his pqtpose is achieved by modifying or 

5 scrambling the consumption of the card so that i t.s 

footprint is independent of the calculations made. 

10 

This mociification or scrambling of the footprint 

can be obtained by actding ~ device to the carc:i whioh 

modifies the current consumption. 

In a first example embocliment, this device 

consumes e::J_eotrical power in an irregular or random 

m&nner, wl)ioh is added to that of tha normal 

consumption, 

In a seconq example e:mbodimept, this device 

15 achieves a mean consumption by effecting, for example, 

an inteqtation of the current consumed. 

Jn a third example embodiment, this device 

triqge~s the microprocessor memory 

progra.ItITTling circuit which consumes power 

erasure or 

in a chaotic 

2 0 manner, power which masks the consumption d.ue to the 

operations petformed by th.e microprocessor durinq the 

progr~:mming or era$u+e of the memory. 

Other characteristics and advantages of the 

present imrent:i.an will. emerge from a reading of the 

25 foil owing description of particular example 

eif\Potjiments, the said description being given in 

relation to the accompanying ~rawings, in which: 

- Ji'.igure 1 is a functional diagram of a fir$t 

example embodimept of the invention, 
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Fi.gure 2 is a fqnctional diagram of a . second 

e~ample embodiment of the invention, and 

- F.igl.lte 3 ;i.s a functional diagr~m of a thircl 

example embodiment of the invention. 

S In the !igures, which each show schematically 

different means tor implementing the invention, the 

electronic chip 10 containing the microprocessor of the 

card com~~tses a central ~nit 12 arid at .least one 

memory 14, for example of the type known by the English 

10 ac~onym mEPROM, standing tor Electrically Erasable 

Programm~ble Read Only Me:rnory. This electronic chip 

has several input and/or output terminals 161 to 16a, 

one of which, refetenoed 161 , is connected to an 

elect.rioal oirouit 18 supplying voltage Vee whilst the 

15 one refe~enoed 16s is connected to earth. 

The supply circuit lB supplies the d~fferent 

elements o! the electronic chip 10 with a current Iout 

anq, notal:Jly, the memory 14 and the central unit 12. 

Tti.is c:::.ur:t"e:nt Io>1t varies according to the operations 

20 performed by the central unit and the memory ~nd 

the:i;efore .:r:eflects the cryptographic calculations, 

which could make it pos~1ble to determine the key 

thereof, 

So tn~t th.is current I out no longer reflects the 

25 operations performed, the invention proposes to modify 

it by means of a qevioe 20 or 30, disposed in the chip 

10 ~nd connected, for example, to the input terminal 

161. 

Tha invention p:r;opoaes to modify the current in 

30 two aif!'erent ways. A .fir.st. by ensuring that the 
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device 20 (Figure 1) consumes current in a random or at 

the very least irregular manner, random additional 

consumption which, adqed to the normal current 

consumption I1n1 makes the value Io\lt random. 

5 The eecond w~y consists in averaging the value of 

I~~' which does not make it possible to detect the 

variation~ in I1n due to the operations performed. 

In the first case, the device 20 can De produced 

by means of resistors 30, in fact transistors, which 

10 are powered or not according to the random signals 

,sup~lied :Py a gene.i:a tor 2 8. 'I'h.e currents flowing in 

the powered resistors increase, modifying the total 

cur~ent value and hiding the current aue to the 

cryptog+~ph~c oalcuiations. 

15 In the secopd case, the average of the current I1n 

is obtained by an integrator which ~smooths" the 

v~riations in the current I1a so as to erase them. 

Aoco+ding to the inveption, several devices 20 or 

30, referenceq 20~ and 301 1 can be connected to 

20 different point:3 on the electronic· chip, fo.r example to 

the power supply conductor of the central unit 

(feference 22). In ~dditicn, these qevices 20, 201, 30 

and 301 can be connected or not, depending on whether 

the opezations a~e to be protected or not, the 

2 S connect.ions beins made under the control of signals 

supplied by the central unit 12 (broken lines). 

The invention proposes a third way of scrambling 

the va,l\.le of Iout wh;i.lst performin9 operations to be 

:ptotected, such as cryptographic calculations, durinq 

30 certain phases of the operations of programming or 
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erasing the memory 14, these operations being under the 

control of the cent+al unit 12. 

~his third way is based on the use of a memory 14 

of the EEPROW type which has auto-writing capability. 

5 In a no:i:-m~l ope:rating mode, the microprocessor 

act.:Lvatas a programming circuit 24 of the memory 14 

according to the following steps: 

1 - activation o! the charge pump, 

2 - :p+ese:n.t~tion, on the data bus, of the data 

10 ite~ to be w~itten, 

15 

3 presentation on the address pus of the 

w:ritin.g add:i:-ass, 

4 - initiation of the progra?Ml.ing, 

5 - waiting durj.ng the programiiling time, 

6 - stopping tl.+e programming, 

7 - stopp:i.ng the charge pump. 

Since the programming of an EEPROM cell makes it 

necessary to :1-nject electrical cbaJ:"ges into the 

programmed cell, steps 4, 5 and 6 are accompanied by an 

20 over-consumption of cu+rent of chaotic appearance which 

25 

depenqs essentially on the value of Vee, the ad.dress, 

the programmed va.iue and the · tempe:rature of the 

com:ponent. 

In order to mask the current consumption 

footp.:i::.int of a cryptographic calculation for example, 

the invent.ion proposes to use the chaotic consumption 

o! steps 4, 5 and 6 by performing the cryptographic 

calc~lation during step 5 for a period of a few 

microseconds. 
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To qo this, tne cryptographic calculation is 

pe:i:-formed aoco~ding to the following steps: 

i - starting the charge p~mp, 

2 - presentation of a random data item on the 

5 d.ata l:ius, 

10 

3 - presentation of a writing address on the 

addre::i ~ J:nJ~, 

4 initiation of the programming, 

5 - effecting the cryptographic calculation, 

6 stopping the ]?:i:-ogramming, 

7 - stopping the charge pump. 

Th~oQgh these $teps, the footprint of the c~+rent 

consumption di.le to the cryptographic calcµla ti on o'f 

step 5 is masked by the writing of the random data item 

15 in a given pa+t 26 of the EEPROM memory reserved for 

this function. 

20 

Instead of a cryptographic calculation, step 5 

can ca~sist of any operation to be protecteq ~is-a-vis 
I 

the O\.lt.51ide, 

addition, instead of performing these 

operations to be protected du:i::ing a writing in the 

memory 14, they can be done duri·ng an era::;u.re of the 

memory 14. 

P.9/15 



4.JUL.2000 17:07 ' G+ SCE PROP INDUS 0442366343 NQ166 P.10/15 

B 

111111111111111111111111111111 
CLAIMS * C L M S * 

A qevioe !or hiding the operations performed 

by a component intenQ.ed to be integrated into a smart 

5 cara, ohq.r~cterised in that it comprises at least one 

means (20, 30, 28, 26) for modifying the cur.rent 

consunitition of the said component during the 

pertormanoe of the s~.id operations. 

2. A device ~ocording to Claim 1, characterised 

10 in tpat the means for modifying the current consumption 

comprises at least ope circuit (30) for integrating the 

current. ct the component so as to average the 

variations !n th~s ou~rent over time. 

3. A device ~ccarding to Claim 1, characterised 

15 in t~~t the means to+ modifying the current consumption 

comprises at least one r~ndom signal generator {28) and 

~P array of resistors (20), the power supply to each of 

the re~istors being cont+olled by the random signals. 

4. A device acco+ding to Claim 1, characteJ=;i.sed 

20 in that it comprises a plurality of means (20, 201 , 30, 

301) for moQ.if~ing the current consumption. 

5, A device according to Claim 1, oha.racterised 

in that the means for modifying the current consumption 

of the component in the case of a memory ( 14) of the 

25 EEPROM type, consists in simultaneously pe+forming: 

an operatiop of writing to or erasing the 

me~ory {l4), +eferred to as a hiding operation, and 

- an operation of ·the mictoprocessor. 

6. A device accord~ng to Claim S, characterised 

30 in that, in order to implement a hiding writing 
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operation, the memory (14} comprises a par~ (26) 

dedicated to the reco+qing of a random data item. 

7. A device according to one of Claims l to 5, 

cha:raoterisec:t in th~t the activation of the means of 
I 

5 mocUfyin.g the ourien'l:. consl.lmPtion is controlled by the 

microprocessor (l2) so as to be activated solely for 

the aperatio~s to pe protected. 

B, A device according to Claim 5, ch~racterised 

in that the microp~oce~sor ( 12) performs at least the 

10 cryptoqr~phtc calculation according to the following 

step$: 

15 

20 

- st~rting of the charge pump, 

- pre~eptation of a random data item on the data 

bus, 

presentation of a writing addre~s on the 

address b1.:1..s, 

initiat~on at the programming, 

- performing the cryptographic calculation, 

- stopping the prog+amrninq, 

- ~topping the charge p~mp, 

~o ~s to mask the footprint of the current 

con,sumpt;t.on occasioned by the - said cryptographic 

calculation. 

9. A method ~or hidipg the operations performed 

2·5 by a component, characterised in that it includes the 

following steps: 

- ~tatting of the charge pump, 

- p+esentation of a random data item on the data 

~ua, 
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~resentation of a writing address on the 

addreas klus, 

- initiation of the p~ograrnming, 
- performing the cryptographic calculation, 

5 - ~topping the programming, 

- stopping the charge pump. 


