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FI ELD OF THE | NVENTI ON The present invention relates generally to

el ect r oniwo 052108mer ce, and specifically to mai ntai ni ng ppCvaEn/o0i77
information in electronic transacti ons. BACKGROUND OF THE | NVENTI ON
Traditionally, the protection and disclosure of business 10 information
bel ongs to the domain of confidentiality. Corporations conmonly define
certain inter naIB&ﬁﬁggatEiﬁwfgy 1§ ek G 1 A VELPP policies to
prevent disclosure —of the rnformatiron to unautnorized parties. Wien there
is a need to disclose confidential information to an outside party, 15 it
is typically subject to a confidential disclosure agreenent (CDA),
negotiated in a paperwork bysiness pr ase- by-case basi s.
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di scl osure of such private information between the partners to 25 the
transaction is generally unavoi dabl e, businesses (as well as individuals)
may seek to restrict the subsequent use or distribution of this
information by the transagitRErGakbN8E- oHRI RirgkRpRENPr i vacy of business
information is a particularly acute problemin the context of the
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of the information to unauthorized parties. When there is a

need to disclose confidential information to an outside party,
15 it is typically subject to a confidential disclosure agreement
(CDA), negotiated in a paperwork business process on a
case-by-case basis.
Although most business-to-business interactions are not
subject to such strict restrictions on information exchange,
20 there 1s still a great deal of intelligence that can be
gleaned from these exchanges. A simple product inquiry or
purchase order, for example, can reveal sensitive information
that many businesses would 1like to keep private. While
disclosure of such private information between the partners to
25 the transaction is generally unavoidable, businesses (as well
as individuals) may seek to restrict the subsequent use or
distribution of this information by the transaction partner.
Maintaining privacy of  Dbusiness information is a
particularly acute problem 'in the context of the electronic
30 marketplace. Increasing numbers of businesses, as well as
consumers, buy and sell goods and services over the Internet.
Web sites that serve as “marketplaces,” which enable buyers to

search and compare prices and terms among multiple wvendors,



Site exposes a range of his or her private information including nane,

address, Wb surfing habits, financial information, purchasing needs and
deal s thawvonmg17B%® in 5 progress. Both the market pl ace andPe®emiongs’can use
this information for business intelligence analysis. The results of the
anal-ysis can be used for targeted tel emarketing and can also be sold to
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electronic marketplaces and other Web sites have Dbegun to
establish and post their own privacy policies. Visitors to
such sites are invited to check the privacy policies upon
entering the site, in order to know in advance how the private
20 information that they disclose will be treated. To facilitate
this process, the World Wide Web Consortium has undertaken the
Platform for Privacy Preferences Project (P3P), which is
described at www.w3.org/P3P. P3P isg envisioned as an industry
standard for providing a simple, automated way £for users to
25 gain more control over the use of personal information on Web
sites they visit. It provides a standardized set of
multiple-choice questions, covering major aspects of a Web
site’s privacy policies, in order to give a “snapshot” of how
a site handles personal information about its users.
30 P3P-enabled Web sites make this information available in a
standard, machine-readable format. P3P-enabled browsers can
read this snapshot automatically and compare it to the
consumer’s own set of privacy preferences. If there is a
mismatch between the site’s privacy policy and the user’s
35 preferences, the user then has the option of not conducting

further business with the site.



WO 02/21789 PCT/1B01/01577 3 SU MARY OF THE I NVENTION 5 From t he point of
vi ew of busi nesses seeking to buy and sell itens of goods and services in
t he el ectwon?/z1789rar ket pl ace, the tools that are currentl| yravadianize for
protecting private information are i nadequate. The privacy policies posted
by el ectroni c market pl aces and ot her b sites 10 are inflexible, requiring
custoners to nmake an "all-or-nothing" decision as to whether to accept or
reject the posted policy before even making an inquiry. (At best, a
custoner may select a check box on screen to ask to be left off future
mailing lists.) Exanpl es ofSUMMARWWQIXTHE |[ENWENSFTIONLS current privacy
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o There is no provision in such privacy policies to allow
the customer to make a staged disclosure as a transaction
progress, starting with an anonymous inquiry, for example,
followed by submission of purchase information when the

20 customer actually decides to make a purchase.
° There is no possibility of negotiating terms of privacy

protection, except by the conventional CDA route, or of

providing different preferences among which the customer may

choose.
25 o While an electronic marketplace may post and abide by its
own privacy ©policy, vendors offering items through the

marketplace may have their own privacy policies that are
incompatible with that of the marketplace, or they may have no
such policies at all.

30 Preferred embodiments of the present invention provide a
flexible framework in which parties doing business in an
electronic commerce setting can automatically negotiate the
terms of privacy protection to be provided, by matching
privacy criteria that the parties have defined in advance.

35 This framework is useful particularly in business-to-business

(B2B) interactions, and especially in interactions carried out
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mar ket pl ace or portal. Mre generally, however, the principles of the
present wavermBon are applicable to substantially any typer/asol/ogi7@ct ronic
conmer ce setting, including business-ta--consuner 5 (B2C) and m xed

B2C/ B2B settings. In sone preferred enbodi nents of the present invention,
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The preferences specified by the buyer indicate which

private information may be disclosed to the marketplace, and

which may be disclosed to the sellers, and at what stages of

the planned transaction. The preferences also specify the

20 uses to which the marketplace and sellers may put the private

information. Some of the private information may be

encrypted, so that the marketplace can pasgs it through to a

selected seller but cannot access the information itself.

Preferably, the privacy preferences defined by the buyer

25 and/or by the marketplace include alternative positions and/or

flexible, 1logical guidelines, so that a mutually-acceptable

policy can be negotiated automatically if there is a mismatch
between the preferences that are specified initially.

After the buyer and marketplace have agreed on the

30 privacy policy, the buyer submits a query or purchase order to

the marketplace for a desired item of goods or services. The

marketplace then finds one or more sellers offering the

desired item and attempts to match the privacy policy agreed

upon with the buyer to the sellers’ proposed privacy policies.

35 At this stage, too, the policies proposed by the sellers

preferably include alternative or fallback positions, so that



upon with the buyer to the sellers' proposed privacy policies. 35 At this

stage, too, the policies proposed by the sellers preferably include

al t er nat iwe op2178@al | back positions, so that WO 02/21789 PONCT/BEN/00I377 - 5
t he mar ket pl ace can automati cal ly negogiate a final policy acceptable to

all of the parties. Only then is the buyer's information passed to the
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DG vacy BEPLSIFeSe and e, bl vaey poliop iste milyel, coAliPiLLty, an
and a second party, including:

15 receiving from the first party a set of one or more
privacy preferences, indicating restrictions to be placed on
use of specified items of the information to be disclosed by
the first party;

receiving from the second party a description of a

20 privacy policy, indicating undertakings by the second party
with regard to restricting the use of the specified items of
the information;

assessing compatibility of the privacy preferences with
the privacy policy;

25 if the privacy preferences and the privacy policy are
found to be incompatible, brokering a negotiation with at
least one of the first and the second parties so as to bring
the privacy preferences and the privacy policy into mutual
compatibility; and

30 providing the information from the first party to the
second party only when the privacy preferences and the privacy
policy are found to be compatible.

Preferably, the restrictions indicated by the set of
privacy preferences include restrictions on disclosure of the

35 specified items of the information to third parties.

Alternatively or additionally, the restrictions indicated by



second party only when the privacy preferences and the privacy policy are
found to be conpatible. Preferably, the restrictions indicated by the set
of privaegopewserences include restrictions on discl osur BCDiB1lee57735
specified items of the information ta hird parties. Alternatively or
additionally, the restrictions indicated by WO 02/21789 PCT/lBOl/OlS?? 6
the set . PMacy, prepergocss indddedeal riold Al onyoapakys Lhe
|nfornat|on an descriptio condition su ject to the
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via a conpufer netwo recerving thé privacy - preferences an t he
privacytpelspycnﬁcbddesemSCEDvbﬁguﬁhd bwr@hereecesda@@rthe policy via the

netwpr k. Addbﬁfis%g #Xgé e}]&‘ét '}a%é Vel EhS %‘r@f&%y ééchoa@le O 8e

plurality of |g|b 0 receive ornmati on, asse55|ng
t he compébrmatﬁbn ofiat ke @mmpatgrpnetwnehceanduﬂemhﬁvsmgethengrlvbey
second ar m.anpn e plurality of i bl e -pa tles res onsi to
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t he secpnéfpaehyeslama%ﬁhﬂapby;cpromudlngethetwnkhrnatAddltncmmﬂbg or
conductl gﬁ % acti n bet ween,t he first. and secogd art.ies b§§ed g
tent i f

the i nf&r grel (?hes?? Ih%aé%é} tr}'.lsts’co(ﬁ]a‘act% a?lusrg&d
stagbs,pandlmbeeéuglbﬂevtm|n$ddmyerﬁhﬁrﬁmf@wmatrmmudaﬁdpaemedsmggdthberent
ones of the cif] at_20_each o or nor.e ent st ages of
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Addi ti onakl geaonal toertat | Sasdny, am@ndu&b@nqﬂhhﬁﬂhﬁanaattemmgleQldeSies
submitting a purchase qrder cont t he formati.on fromthe first
arty 15oPREBEtEng Barty  CIPRRGPUIAG (RE ORoNE AT | PFFESFRBCSS
pur chaseiehdehe puitvhey poefeyabltythpr eecdnagpaheyi.nf ormati on i ncl udes
paslsg ng the b:r.lf Jr:*TB'lt:)ELon %)Qro(\)fl:{ rJ]_n%n Ihnet e:{n gfn?‘a{iylor\lmjl_ngludes conducting
a transaction between the first and second parties based on
the information, wherein the transaction 1is conducted in a
sequence of stages, and wherein providing the information
includes providing different ones of the specified items at
20 each of two or more different stages of the transaction, in a
manner specified Dby the set of privacy preferences.
Additionally or alternatively, conducting the transaction
includes submitting a purchase order containing the
information from the first party to the second party,
25 whereupon the second party fills the purchase order.

Further preferably, providing the information includes
passing the information through an intermediary, which
receives the privacy preferences and the privacy policy and
brokers the mnegotiation if the privacy preferences and the

30 privacy policy are found to be incompatible. Preferably, the
intermediary includes an electronic marketplace, which is
accessed by the first and second parties via a computer
network. Additionally or alternatively, assessing the
compatibility of the privacy preferences with the privacy

35 policy includes establishing an intermediary privacy policy,

responsive to the privacy preferences, subject to which the



receives the privacy preferences and the privacy policy and brokers the
negotiation if the privacy preferences and the 30 privacy policy are found
to be i nowopzei’Tkd e. Preferably, the internediary includeBCHIB®IOGETr ONni C
mar ket pl ace, which is accessed by thesfirst and second parties via a
conmput er network. Additionally or alternatively, assessing the
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marketplace in connection with a transaction to be carried out

ecgronlc

15 by the buyer through the marketplace;

subject to the privacy policy, receiving the information
from the buyer, including a description of an item desired to
be procured for the buyer;

locating a seller in communication with the marketplace

20 offering the item;

receiving from the seller an undertaking to restrict the
use of the information in accordance with the privacy policy;
and

providing the information to the seller, subject to the

25 undertaking, responsive to which information the seller
conveys the item to the buyer.

In a preferred embodiment, receiving the information
includes tracking and analyzing behavior of the buyer while
the buyer i1is visiting the marketplace 1in order to derive

30 purchase behavior data regarding the buyer, and including
limiting use of the data in accordance with a restriction
imposed by the privacy policy.

There 1is additionally provided, in accordance with a
preferred embodiment of the present invention, apparatus for

35 controlling an exchange of information between a first party

and a second party, including an information exchange server,



25 undertaki ng, responsive to which information the seller conveys the
itemto the buyer. In a preferred enbodi nent, receiving the information

i ncl udes woarki7’gyy and anal yzi ng behavi or of the buyer whiPer/IBth@iiyayer is
visiting the narketplace in order to_dgrive 30 purchase behavior data
regardi ng the buyer, and including limting use of the data in accordance

with a restriction _inpased th rLvac olicy. There is additionally
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assess SRR | i 15°BF thefpri FAGy prRFeFBALLSRwi t h2PHe pFPvacy=SEEFi cy,

such t haémpdt 1BELPEVVASY Pried engncesangridie rericscy wh@npokhey peevheynd to
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There isaftrdhesopravicdethrin agrordansa Mdhe fefiieiss rody enbognpatof
the present invention, apparatus for maintaining an electronic
mar ket pPREESY i ndindd ng ™t Ustlect FORPEtEBIEEYe 20°R@r vei© ar CRRYSY t othe

est abl i $hr Q- REE VALY EPOhI EYel @ILEICHREWTR e | SEBHRIPpOPLY CoRBy T MEAl ed
by 18'5 buglﬁ,‘er ngisfggysgjr:\é%reriegces and the privacy policy are found to be
compatible.

There is further provided, in accordance with a preferred
embodiment of the present invention, apparatus for maintaining
an electronic marketplace, including an electronic commerce

20 server arranged to establish a privacy policy restricting use
of information to be revealed by a buyer to the server in
connection with a transaction to be carried out by the buyer
through the server and, subject to the privacy policy, to
receive the information from the  buyer, including a

25 description of an item desired to be procured for the buver,
to locate a seller in communication with the marketplace
offering the item, to receive from the seller an undertaking
to restrict the use of the information in accordance with the
privacy policy, and to provide the information to the seller,

30 subject to the undertaking, responsive to which information
the seller conveys the item to the buyer.

There is moreover provided, in accordance with a
preferred embodiment of the present invention, a system for
controlling an exchange of information, including:

35 a first computer, provided with a set of one or more

privacy preferences, indicating restrictions to be placed on



connection wth a transaction to be carried out by the buyer through the
server and, subject to the privacy policy, to receive the information from
t he buyerwoonzi7edi ng a 25 description of an item desired poT/®ipasycur ed for
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15 compatibility, and further arranged to provide the information

he

from the first party to the second party only when the privacy
preferences and the privacy policy are found to be compatible.
' There is furthermore provided, in accordance with a
preferred embodiment of the present invention, a system for
20 electronic commerce, including:
a buyer computer, operated by a buyer;
one or more seller computers, operated by respective
sellers; and
an electronic commerce server coupled to communicate with
25 the buyer and seller computers via a computer network, and
arranged to establish a privacy policy restricting use of
information to be revealed by the buyer computer to the server
in connection with a transaction to be carried out by the
buyer computer through the server and, subject to the privacy
30 policy, to receive the information from the buyer computer,
including a description of an item desired to be procured for
the buyer, to identify one of the seller computers making an
offer to supply the item, to receive from the seller computer
an undertaking to restrict the use of the information in
35 accordance with the privacy policy, and to provide the

information to the seller computer, subject to the



preferred enbodi nent of the present invention, a systemfor 20 electronic
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15 restricting the use of the specified items of the information,
and to assess compatibility of the privacy preferences with
the privacy policy, and if the privacy preferences and the
privacy policy are found to be incompatible, to broker a
negotiation with at least one of the first and the second

20 parties so as to bring the privacy preferences and the privacy
policy into mutual compatibility, and to provide the
information from the first party to the second party only when
the privacy preferences and the privacy policy are found to be
compatible.

25 There 1is still further provided, in accordance with a
preferred embodiment of the present invention, a computer
software product for electronic commerce, the product
including a computer-readable medium in which program
instructions are stored, which instructions, when read by a

30 computer, cause the computer to establish a privacy policy
restricting use of information to be revealed by a buyer to an
electronic marketplace in connection with a transaction to be
carried out by the buyer through the marketplace, and subject
to the privacy policy, to receive the information from the

35 buyer, including a description of an item desired to be

procured from the buyer, and to locate a seller in



and to assess conpatibility of the privacy preferences with the privacy
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15 for electronic commerce, in accordance with a preferred

embodiment of the present invention;

Fig. 2 is a flow chart that schematically illustrates a
method for carrying out an electronic transaction subject to a
privacy policy negotiated among the parties to the

20 transaction, in accordance with a preferred embodiment of the
present invention;

Fig. 3 1is a flow chart that schematically illustrates a
method for negotiating a privacy policy between a buyer and an
electronic marketplace, in accordance with a preferred

25 embodiment of the present invention;

"~ Fig. 4 is a flow chart that schematically illustrates a
method for handling private information provided by a buyer to
an electronic marketplace, 1in accordance with a preferred
embodiment of the present invention; and

30 Fig. 5 is a flow chart that schematically illustrates a
method for concluding an electronic transaction and for using
private information conveyed in the course of the transaction,
in accordance with a preferred embodiment of the present

invention.

35



15 for electronic commerce, in accordance with a preferred enbodi nent of
the present invention; Fig. 2 is a flow chart that schematically
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15 consolidating the offerings of many sellers and giving the
buyer a range of item types, prices and supply terms from
which to choose. When the buyer orders an item from the
catalog or specifies his buying preferences in some other
acceptable manner, the market maker selects the appropriate

20 seller and passes the buyer’s order on to the seller for
fulfillment.

The functions of buyer 22, market maker 24 and seller 28
are carried by computers linked to network 26, as shown in the
figure. These computers are equipped with software for

25 performing transactions automatically, with minimal user
involvement other than updating the listing of available items
at the seller’s side and indicating the items desired at the
buyer’s. Software for these purposes is known in the art. 1In
preferred embodiments of the present invention, as described

30 hereinbelow, the computer software also provides for
definition of machine-readable ©privacy preferences and
automated negotiation of a flexible privacy policy .among the
buyer, market maker and seller. <Software for this purpose may
be supplied to the computers in electronic form, over network

35 26, for example, or it may alternatively be supplied on-

tangible media, such as CD-ROM.



15 consolidating the offerings of many sellers and giving the buyer a
range of itemtypes, prices and supply terns from which to choose. Wen
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preferences in some other acceptable nner, the market meker selects the
appropriate 20 seller and passes the buyer's order on to the seller for

fulfillment. _The functi.ons of . buyer_22, rket maker 24 and seller. 28 are
carried by cOpGESre PiARe PSRRI ork S5 BB oW TACTRE g Brd Y aFiese
conput epsoaeetegi preediniel csqgf tfer ether s3kepertf asTampey f apsfierenas is
automatically, w.,¢th m.ninml user inyglvenent other than.updatin he
listi ngmﬁaea\?’éﬁcﬂ'#lé:ail{ié(%o abYEhE sl e?ssasinﬁ’éi] d%‘?ﬁdilggﬁfeﬁl&ngﬁéliopens
desi redoat dthe phuyents.ibedivese. f or 1thesd pubposasidsekaedn howekergrt .
In referred_enbodi nents, of the present invention, .as descri bed BS:his

her & nbERBl, Hire RIGHHFR er 1RFRGAPE di5s &P ot BESSF o™ G&W Y ohCo

nmachi nespeadabte gygMacit ipref ehoneeamand. aurgrméed re@othainOpDésaof
flexible privacy policy anmong the buyer, market maker and seller. Software

for thi sPBurpbeeevay IR | SFY 0PPhedRBRPEter’® | PRI IRICY 0PRY over

net wor KeB&c2fonfier coxailce sMttindmynalhebRalgrelardiorsuppl pedvady of
tangi bl e nedi a, ;such as. CD-ROM WO 02/21789 PCT/1BQ1/01577, -,13 1In

descri biR§orBRhoaR f6r dasdiadni cMesRmeeReTadd Yor ithRSE Propeipiss can

hergj nbgbovr§@bnt he sakeaef thardtder r @lenenes i sormagee spagitigal knet 0
system 20 as a nodel for inplenentation of the present invention. It wll
be undef¥€BBBIChoweREr, SEHHLIFR pr STEIRTMARIEHR | on 3ONs0t | FRMPEGSES any

way to tBihsun$PgeihiC 8pRLi catiberreRvir opEBAL, Rathen, hbeePr efghphes tof
the present invention may be applied in substantially any electronic
commer ceélEeraphgven whieh preReEErPyncarepri vaeypLdfentafér mat POSCILOSYES r ed.
More geggirabh¥ntkhese principles can 10 be brought to bear in other

contexts for the control the exchange of sensitive inforpation anong
cordput er s Fig. 2 is a flow chart that schematically illustrates a

method for carrying out an electronic transaction between -
buyer 22 and seller 28 through market maker 24, in accordance
with a preferred embodiment of the present invention. The
buyer, seeking to purchase an item of goods or services of a
20 particular type, logs into the market maker’s Web site, at a
log-in step 30. Before proceeding to browse the site for the
degired item, the buyer is invited to negotiate and conclude
an agreed-upon privacy policy with the market maker, at a
buyer privacy negotiation step 32. A preferred implementation
25 of this step is described in detail hereinbelow with reference
to Fig. 3. If the buyer and market maker reach agreement on a
privacy policy, at an agreement step 34, the buyer proceeds
with the transaction. Otherwise, 1f the buyer has strong
privacy preferences that cannot be satisfied by the criteria
30 of the market maker’s privacy policy, the buyer leaves the
market maker’s Web site, at a log-off step 36. Preferably, if
the buyer has made purchases from this market maker in the
past, so that a privacy policy was already mutually agreed on
at a previous transaction and has not since been changed,
35 steps 32 and 34 can be skipped.

Once the privacy policy is concluded, the buyer browses



communi cating over electronic nedia, as a nore efficient alternative to
case-by-case confidential disclosure agreenents. 15 Fig. 2 is a flow chart
that schewaor/zaBdy illustrates a nethod for carryi ng out Pa@nigli®ein7oni c
transaction between buyer 22 and sellgf 28 through narket neker 24, -in
accordance wth a preferred enbodi mrent of the present invention. The
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15 delivery schedule can “be obtained. Depending on the
agreed-upon privacy policy, however, other portions of the
buyer’s private information may be hidden from the market
maker, preferably by encryption, and may be withheld from the
seller until the buyer has accepted the offer.

20 When the seller of the desired item has been identified,
the market maker must confirm that the seller undertakes to
abide by the buyer’'s agreed privacy policy, at a seller
privacy negotiation step 42.  If the buyer has a privacy
preferences that match the proposed policy 1listed by the

25 seller, the market maker can proceed with the transaction.
Otherwise, another automated negotiation must take place,
typically matching the policy proposed by the seller against
the alternative preferences listed by the buyer and by the
market maker. If no agreement 1is reached, the market maker

30 will not pass the buyer’s private information on to the
seller, and there will be no transaction concluded with this
seller. The market maker may instead attempt to match or
negotiate the buyer’s agreed privacy policy with another
seller offering the desired item. The possibility of losing

35 Dbusiness due to such failed privacy negotiations provides

sellers with an incentive to define proposed policies that are



sellers of the itemthat the buyer has requested, at a seller 10 search
step 40. O course, the market naker nust be able to wuse at |east the
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buyer 22 and market maker 24, in accordance with a preferred

embodiment of the present invention. Upon entering the market

maker’s Web site, the buyer is directed to a privacy handling

page in the site, at a page direction step 50. Preferably,

20 the market maker offers a number of alternative default

policies among which the buyer can choose, at a policy

browsing step 52. The policies define what elements of the

buyer’s private information will be submitted to the market

maker, and what elements can be submitted by the market maker

25 to possible sellers. The policies may also indicate at what

stage certain elements of the information will be submitted to

the market maker and/or to the seller, enabling a phased

disclosure as the transaction proceeds, as noted above. In

addition, the policies may specify the uses to which the

30 market maker and/or seller may put the information they
receive.

An exemplary policy for use in the setting

business-to-business (B2B) purchasing could be the following:
¢ No buyer financial information to be passed to any parties

35 other than the seller.



for the itemand shipping it to the buyer's address as appropriate.
Details of a preferred inplenentation of these steps are described

her ei nbelvoovomet7ke r ef erence to Fig. 5. if allowed by the pgrasdopiirvacy
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privacy preferences. (Of course, the buyer’s privacy

15 preferences may specify that no information is to be disclosed
to any party other than the seller.)
¢ The market maker and seller may not collect data on the
buyer’s procurement patterns.

e Final order details to be passed to the seller in encrypted

20 form (typically using the seller’s public key, as is known in
the art) and hidden from the market maker and all others.

This policy is listed by way of example, and alternative
policies will be apparent to those skilled in the art. For
example, the buyer might select a policy that allows certain

25 contact or procurement information to be passed to other
sellers, as well, in order to receive information regarding
new products and price changes occurring in the market of
interest. The market maker may also offer incentives to
induce buyers to choose more permissive privacy policies.

30 If the buyer finds an acceptable default policy, at a
policy selection step 54, the buyer submits the choice to the
market maker, at a policy submission step b56. The buyer can
then browse the market maker’s catalog or input details of the
desired item for purchase, at a browsing initiation step 64.

35 Alternatively, if none of the default policies offered by



after privacy policy has been agreed upon (at step 42, Fig. 5 2).

Busi ness intelligence analysis may be perfornmed by the market naker and
used by twWeoyzi7Ber and seller's partners, but by no ot hepCpadiiogs7 Vari ous
definitions of the seller's "partners’ may be used in this context. For
exanple, a 10 partner may be an entity that is identified as such by the

sel |l er d shares the seller’ jva oljcy or has a_.stricter policy.
At er nab TS e TS ad it anariayt acBar (HBroTey TETAF BITTTY 1 A nBavse
certai nspetietéa imighebuyer sprpfevaayepr ef etenteprdddsaiboussep t be.
buyer's r%vac 15 preferences may specify that no information is.to be
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usi n{: tﬁEa’%‘aTW r EleBLp?BIOP@ eyPPRE | s knyﬁ/ﬁgi n pﬁ#‘fsql)y'and&h‘? dt(j%%‘e?“?&m %/he
mlar ket ﬁ_ﬁ&ﬁ@idé@?_aa! |1iQiﬂ'Mf’|fngo-Ehi sypeki cyri thiélsdgg_cfa?/ i@yt o tna@X 3Pl alr:uiand
alternative, policies w e_apparent_to those skilled.in t arf. For
exanpl e?o%ﬁ%bg%yérecﬁip@ﬁntsgel%%t Egep&qfﬁflﬁa}ﬁo% | B éﬁsnr@? cBH¥&Et or
procur eggntghdd ofFatdn & benpassetl bwivghedhob&dd erfor asawl | [ fialar der
to receive, informati on regardi ng new products and price changes occurring
in the harketedt! PAtEfest. The market maker may al so offer incentives to

i ndyge puyer C 3;& e perm ssive privacy policies. 30 If the buyer
fi ngg an acggﬁ?{a&ﬁ gﬂ effault policy, at a policy selection step 54, the

buyer sabm tevdie shiicesd o the market nmaker, at a policy subm ssion step
56. The buyer can then browse the market meker's catal og or input details
of the edesiopdd ontaélrhyf ordimurictsas e sustj egthbr owsi ege niotri ampor sseppcbiieds
Alternatively, if none of the default policies offered by WO 02/21789

PCT/ 1803?]6‘?%;7/370115'17 the market maker meet the buyer's requirenments, the
buyer Preferably, the format provides for wvarious types of

15 conditions to be specified, and also allows the buyer to
indicate that he or she is willing to forego a given optional
preference as needed, 1if the market maker or a particular
seller is unwilling to accept it. Examples of conditions that

the buyer can specify include the following:
20 o A certain phase of the transaction has been reached.

° The seller fits certain criteria specified by the buyer,
such as size, wvisibility, affiliation with industry groups,
customer privacy protection record, etc. (It is assumed that
data regarding these criteria are available to the
25 marketplace.)
° The seller appears on a list of names of companies with
whom the buyer is or 1s not prepared to do business.
The market maker evaluates the buyer’s selected
preferences, at a proposal evaluation step 60. If the
30 preferences are compatible with general privacy policy
guidelines maintained by the market maker, the market maker
returns 1its acceptance of the proposal to the buyer, and the
transaction continues from step 64. On the other hand, if

there are points in the buyer’s preferences that are not



specifies his or her preferences, at a proposal step 58. Preferably, the
buyer's preferences are expressed in a standard format or | anguage, such
as an extveost/orisdf the P3P 5 standard nentioned above. MoBCT/pB&foes7abl y, the
format provides a listing of types or fields of information and possible
reci pients of the information, and allows the buyer to specify one of the

follow ng choices for egch [field recjpient] pair: 10 Al ways discl ose.
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phase ofPheSt Pandeite iaLHeert rB3thed! fe YelPer PYEESERNESFn OF
criteriafspeggingdoby the buyer, such as size, visibility, affiliation
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whom t he buyer is or is not prepared to do business, The_market maker
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gui del i nes mai ntained by the market naker, the market nmaker returns its
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at an dinitial submission step 70. This information is

15 necessary in order for the buyer to browse the market maker’s

on-line catalog, as well as for the market maker to locate the

sellers offering goods or sgervices that meet the buyer’s

requirements. If the agreed privacy policy allows, the market

maker tracks the buyer’s purchase needs and navigation in the

20 market maker’s Web site, at a tracking step 72. The market

maker can then present the buyer with targeted advertising,

help, discount coupons, etc., at a buyer assistance step 74,

as is known in the art. On the other hand, the privacy policy

choices offered by the market maker enable the buyer who does

25 not wish to receive these sorts of assistance to opt out of
them in advance.

At a purchase information step 76, the buyer inputs to
the market maker financial and delivery information necessary
for completing the transaction with the buyer. In accordance

30 with the privacy policy, the buyer may choose to provide this
information only when a seller has been located offering the
desired item with an acceptable price and terms. In any case,
the market maker provides the information only to the seller
with whom the transaction is to be made, unless the agreed

35 privacy policy allows the market maker to give all or part of

the information to other parties. Alternatively or



acceptable to the market naker or are expected to be unacceptable to
potential sellers, the market maker preferably pronpts the buyer to
renegoti ave@ovhespri vacy terns, at a renegotiation step 6BCT/Mo1tohi7e poi nt,
t he buyer has the 5 choice of nodifyi one or nmore of his or her
preferences or of logging off the site. Fig. 4 is a flow chart that
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to receive these sorts of _assistance to opt. out of themin advance. At a
pur chas¥Hftor fdvi G° stepL76S t Fer biPe™Si Mgt s TREOTRAELRAr KIOHEIRSG by

financi ghe apdyde! iiveryhd NEBLIBLEI OF NEELSSAEYiod OF iB0BRIRBLHIBRG I rith a
transaction wth the buyer. In accordance 30 with the privacy pollcy, t he
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any case, the market maker provi des the information only to the seller
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policy aldf¥be! heneankfle kel temdive MdnyoddtoOkhe seller during

the browsing stage, followed by disclosure of the buyer’s name
and address upon requesting a quote, with full disclosure of
buyer details provided only after a purchase agreement is

20 reached.
Once the buyer has accepted the seller’s offer, the
seller receives the buyer’s order information and decrypts any
of the data that are encrypted, at a decryption step 82.
Based on the order information, the seller charges the buyer’s
25 credit card or other account and ships the goods to the buyer,
at an order conclusion step 84. At an information re-use step
86, both the market maker and the seller are required to
determine whether the privacy policy agreed upon with the
buyer allows either of them to make further use of the
30 information provided in the course of the transaction. If the
policy forbids re-use of the buyer’s information, in whole or
in part, the market maker and seller must purge their records
of the forbidden information. Typical business practice,
however, provides that at least some of the buyer information
35 is to be stored, by the seller and/or the market maker, at a

storage step 88.



the information to other parties. Alternatively or WO 02/21789

PCT/ 1B01/ 01577 - 19 additionally, as noted above, the buyer may provide
the puroh@ss2i7ed ormation in an encrypted formthat can beCT/garnyptred only
by the selected seller. Further alterquLyely or additionally, if the
buyer has sufficient trust in the 5 market naker, the purchase information
can be provided the buyer with.the jnitial,information subm ssion, at
step 70,ir19§r£§b'%}%%Ve£¥n€%ﬁ$%é#% uéﬁu}?ﬁeQE%%%%%HQ9 When %ﬁ?

sui t abl ge$ékker ansl/bauncharkiey malen fpremfchar t bhbatesshedatieddlibgnce
illustrates a._10 t.hod _for concluding the transaction between buyer, 22
and seRteraEs 28 T KESPSFOIEPRy the TRT GPRAYEOR HEU dad by A¥hdSuyer
in the konowseiof theamsact itdn,s ianalocnrdarae provide psefelr édfemhadiisent of
t he present.inyentign. tionally, as _noted above, .t he huyer' rivate
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step 8OnaFket ey etot Hendneyey ghgirenmrriaronyooushd ostheegelirer tderi ng
the browsing stage, followed by disclosure of the byyer' s nane, and address
upon re%@tgg?ngaggqu%?e,oﬁf?ﬁ fEﬁF d??iﬁ8§urLaBQQtBaye?dﬁgFEFF%nﬁro@P d
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the seller!s offer, th sell.er receives the buyer's order infornation and
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card or. ot her account.and ihigﬁ t he goods, to the buyer, at an order
concl ust¥n EFTEES AFRERLLAFBRRR! it NE s eWiERp OHRT bBRRTLRE  mittkeP

maker agiathegseidqs ane requhéedt Dradet gdling wWeeklerabhe pé'ﬁéa@fiagl icy
agr eed %ﬁog?mnth { he bgyer allows either of themto nake further_ use of
the 30 Wit OF et bhoPBF o deldei Wt REMRBLPReCBT PReSPRERSagRAONL R WhAB.

policy forbids neruseref &tpprbuygtes |vhQE MiHoONpriefevhele embolimBatl, the
mirllget ggggz@iggg Saei‘nlolveer gy:gt c?iutregde t.br::feixrva{fecoofr dsexample, and that the
present invention is not limited to what has been particularly
shown and described hereilnabove. Rather, the scope of the
present invention includes both combinations and
subcombinations of the various features described hereinabove,
20 as well as variations and modifications thereof which would
occur to persons skilled in the art upon reading the foregoing

description and which are not disclosed in the prior art.



of the forbidden information. Typical business practice, however, provides
that at | east sone of the buyer information 35 is to be stored, by the
sel | er amvddor2t7Be mar ket naker, at a storage step 88. WOPORARANBD7
PCT/1B01/ 01577 - 20 In addition, if permtted by the privacy policy, the
sell er and/ or market maker perform business intelligence analysis of the
transaction, at an analysis step 90. As is known in the art, this analysis
can provi de useful information 5 on ¢teermsiyer's needs and preferences,
enabling the seller and market naker to inprove their service to the
seller in the future and to offer the seller targeted advertising and
pronotions. In addition, in accordance wth the privacy policy, the market

maker amd/ or At hemgehb@r ey stwterel Bigt sarl0 ddcHdigyd nfod mMihifermprawinded
by the §u¥er and gt t he reﬁults of the usingss inteILigenqe analysis with
ot her paFEVEED &t FATSEnRPFRY 8PEp395SCPRE PRIGYcy CRBPFdT 1Pt er abl y
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It will be appreciated that the _preferred enbadi nents 15 _described above
are cCi t861}59c§a3prcﬁfeé3€aé‘rﬁﬂse, AR EREIREh& e eI vERL 5n P 2FRE PP t ed

to whatyhas Jreaipparticdl atbys PHOWhandndesastbed her einaboyeioFaliher, the
scope of the, present invention includes both conbinati ons and

subconbFhat fdRECoPaFR¥  vari ous features described herei nabove, 20 as wel |

as variationgcapdvimgi f feahi opget hareghawhpahtypoukd gesews pk@oRer eNs 4
skilled in the art_ upon reading the foregoing description and which are
not 1&i sBF&¥eEYi P& Yor i dRrdigptingp waieHvalings Ps01rhesmecand 1packy Vs

1. A nptbRd foihreontd obbipgiani gycharga,d baf ehemtd i hiedgeeheds f bEst
party and a second party, conprising: 5 receiving fromthe first party a
set of BR8 6RERBFBLIBR{vacy preferences, indicating restrictions to be

pl aced on assessing compatibility of the privacy preferences with
the privacy policy;

15 if the privacy preferences and the privacy policy are
found to be incompatible, brokering a negotiation with at
least one of the first and the second parties so as to bring
the privacy preferences and the privacy policy into mutual
compatibility; and

20 . providing the information from the first party to the
second party only when the privacy preferences and the privacy

policy are found to be compatible.

2. A method according to claim 1, wherein the restrictions
25 indicated by the set of privacy preferences comprise
restrictions on disclosure of the specified items of the

information to third parties.

3. A method according to claim 1, wherein the restrictions
30 indicated by the set of privacy preferences comprise

restrictions on analysis of the information.



use of specified itenms of the information to be disclosed by the first
party; receiving fromthe second party a description of a 10 privacy
policy, wadbrat’Bhg undert aki ngs by the second party w thPerIRN®I1I70
restricting the use of the specified_ié ns of the information; assessing
conpatibility of the privacy preferences with the privacy policy; 15 if
the privacy preferences and the privacy policy are found to be

i nconpati.bl eA hetcked rgc@utdgat itat icmimth, avhetreast threset blie phiivsicyand
t he secaond pearti es sQ as .to bréngest he gri vacy. pr efgr(ﬁngfg and tge prti vacy
policy Pﬁﬁg matasr cgﬁbétfﬁillty; and® bOBr8vi§?ﬁ% The |n?o?H%P|SE f1%om
the firghiparthhd ofihet peebtpd widrll ypamhit whaae tfe giie vapgcphfbéédr éneess and

t he privyac oli.cy are found t.o be conpatible. 2. A nmethod according to
clai m 1,¥‘°\/\é8r glisﬁdt ﬁé’ Fggt PECOPSN®3T5% “i ndi cated by the set of privacy

prefjerences conprise restrictions on disclosure of the specified itens of
the “information to third parties. 3. A nethod according to claim1,

wherein_the restrictions 30.. ndicated, by the set of .privacy preferences
compris@- redt rIetiBhs ST AHRSI oofc}?‘i%mi ﬁf’or Wg‘teir@ﬁ. V\EﬁﬁZ/ and
PCT/ 1B0$£0dhdA7 par2lest. &kdaiedhgoel acher diimdg otrtmatliainm lviahesaei rombateet of

[ f i d inti f diti bj ect
whi ch ¢ RECMOFSe BRR AR her i - GrS o1 Her SPRCY rPet FEEHE="t 6°Be tiSed by

t he secordvpayt yoobidy Admitixkaceecdiingnigo ehal milefahenedsn tdiel fichst and
seCf(gd a(iti es exc?ﬁnge %he information via a conputer network, and

whet'ei nPPed&¥virng the B WSE??'preferences and the privacy policy conprises
receiving the preferences and the 10 policy via the network.

6. A method according to claim 1, wherein the second party
is one of a plurality of parties eligible to receive the
information, and wherein assessing the compatibility of . the
15 privacy preferences comprises selecting the second party from
among the plurality of eligible parties responsive to the
compatibility of the privacy preferencegs with the privacy

policy of the second party.

20 7. A method according to c¢laim 1, wherein providing the
information comprises conducting a transaction between the

first and second parties based on the information.

8. A method according to claim 7, wherein the transaction is
25 conducted in a sequence of stages, and wherein providing the
information comprises providing different ones of the
specified items at each of two or more different stages of the
transaction, in a manner specified by the set of privacy

preferences.

30



6. A nethod according to claim1, wherein the second party is one of a
plurality of parties eligible to receive the information, and wherein
assessi ngvohy2wehpati bility of the 15 privacy preferencesPCOIpMi0$F

sel ecting the second party from anong+he plurality of eligible parties
responsive to the conpatibility of the privacy preferences with the
privacy policy of the second party. 20 7. A nmethod according to claim1,
wher ei n9pr axi dueghddhe addtbn:ﬁimgi oo carnprinsed , comﬂlm:teim:g @xtowa'dsagti cnhe
betmeen.t?e f%rst and_secaond parties basﬁg on Pe |nfornat%g h nethod
accor di hg- "¢ a?ﬂ17C°WH£F§Fﬁ t B8 A¥sacti%n 15 O PR bbPucHBE TR a
sequencﬁnaérméag33y,amﬂumﬂereenepveyldmmg;@fmva¢yf@ﬂﬁ&bﬂ@mcesnpnu$e5he
providin? dlffer(g# ones % ﬁ? %led ite g each_of .two_or_nore

di f f er eRETEFEYe P Bt The 21T add ei 5n R a{l%%?ﬁe? 5BRci i ed 5y PREVESY of
pri\acyprpretenesgses.ardd WoH2/ Zﬁ;J?BQaE{QT/ B/ BAS57Ere 2BouRd A dwet hee
according to claim1l1, wherein providing the information conprises passing
t he infbgﬁﬁ?P%ﬁg%ﬂ%ough an intermediary, which receives the privacy
preferences and the privacy policy and brokers the negotiation if the
privacy 5 preferences and the privacy policy are found to be inconpatible.

10. A hod ac ing to claim er.ei n the. internediar ri,ses an
ol et onPe Ay REEHRH SR LT s Whocasith By BRETSIA rHie: IaHACERRORGY
parti eScMinﬁrﬁsGQrYE.ﬂt matﬁmmﬁlc ddrképpidwd vhtohdiirg dacedddndy vherein
aSSﬁs gg t he g ngati iIitﬁ.of t he rlvaCé refe ences with the privacy
pol ity Fi 3RS BSFABFi BAFHYSEnVi-At Fg p?? y8§ policy, 15 responsive
to the privacy preferences, subject to which the first party is to

communi cate. with the internediary, and assessing the conpatibility of the

| ntermed) ary, bl ¥acYs PUd Draild Mbhe PLiYacy, PohisY A LR850 paLty.
compatibility of the privacy preferences with the privacy
policy comprises establishing an intermediary privacy policy,
15 responsive to the privacy preferences, subject to which the
first party is to communicate  with the intermediary, and
assessing the compatibility of the intermediary privacy policy

with the privacy policy of the second party.

200 12. A method according to claim 11, wherein providing the
information comprises conveying the information wvia the
intermediary, wherein a portion of the information is provided
in an encrypted form, in accordance with the privacy
preferences, for decryption only by the second party and not

25 Dby the intermediary.

13. A method for electronic commerce, comprising:
establishing a privacy policy —restricting use of
information to be revealed by a buyer to an electronic
30 marketplace in connection with a transaction to be carried out
by the buyer through the marketplace;
subject to the privacy policy, receiving the information

from the buyer, including a description of an item desired to



20 12. A nethod according to claim1l, wherein providing the information
conpri ses conveying the information via the internediary, wherein a
portion o¥oohz78nformation is provided in an encrypted fpemMBaIMIFECOr dance
with the privacy preferences, for decyyption only by the second party and
not 25 by the internediary. 13. A nethod for electronic comerce,
conprisjing:_ establishing a privacy policy restricting use of information
to be r%%g%f%ﬁuﬁﬁda%ﬁﬁygpet§u¥ﬁrelectronic 30 marketplace in connection

W th a transastabingo dbeseal et ednoutomiyn i deet boty ekvitchr otigd mheksapketpl ace;
subj ect o t he pﬁ#vac% Bglicy, receiving the information fromthe buyer,

i ncl udi?l% YRSk pt F6A™6f an item desired to WO 02/21789 PCT/ 1B01/ 01577 -

24 Dbe procuredeivingh&rouyeatie | 96hléngan seldeettaklngonmainteat bat Wehle t he
mar ket pl ace _offering.the item , receivi from,the seller,an undertaking to
Tosthi CEEE et o IR 3 o P BB RPSE0 S oy P THEY pPPYAcY
policy;an@and providing the information to the seller, subject to the

undertaki ng, responsive_to which informatiaon the | 1 er ognveys the item
to the buyerl?r‘i't’)i)‘gﬁr.lgAtﬂ?& h%é%ﬁ%?h‘?%gtf)o i 7f ?rmhé“ruéjﬁc st'@bl FBRi ng
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nore privacy preferences with regard to specified itens of the information
to be proRYeEed Byt heSBuyer FR8nBUY8Fer ni ning 15 the privacy policy so as to
accq{d with the received preferences. 15. A nethod according to claim 14,
whetki n determning the privacy policy conprises assessing conpatibility
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privacy policy comprises receiving from the buyer a set of one
or more privacy preferences with regard to specified items of
the information to be provided by the buyer, and determining

15 the privacy policy so as to  accord with the received

preferences.

15. A method according to claim 14, wherein determining the
privacy policy comprises assessing compatibility of the
20 privacy preferences with policy guidelines of the marketplace
and, if the privacy preferences and the policy guidelines are
found to be incompatible, negotiating with the buyer so as to
bring the privacy preferences into compatibility with the

guidelines.
25

16. A method according to claim 14, wherein receiving the
undertaking from the seller comprises receiving privacy
proposals from multiple sellers 1in communication with the
marketplace, and selecting at least one of the sellers whose

30 privacy proposal accords with the buyer’s privacy preferences.

17. A method according to claim 13, wherein the transaction

is carried out in a sequence of stages, and wherein providing



found to be inconpatible, negotiating with the buyer so as to bring the
privacy preferences into conpatibility wwth the guidelines. 25 16. A

met hod acxopz2rigeto claim 14, wherein receiving the undepCukBM@i1s7Tom t he
sel l er conprises receiving privacy prgoposals frommltiple sellers in
communi cation with the nmarketplace, and selecting at | east one of the
sellers cords wi t.h the buyer's priyv
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di ff er enfAPR7E1GRs oF PRECFARBFalioR SPCdPFFAEREXt P8 E{Egs of the

transaction, in accordance with the privacy policy. 5 18. A nethod
according to claim 13, wherein receiving the information conprises
rec the_ informatio ted form.i naccessible
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to the ﬂgr ket pl"He ,chnacg(?ggll&gnctéow' r}r‘?ltnf‘neﬁgr’i v%%gifolﬂi Eﬁce&ﬁc}%eigﬁn
provi di hgfdheatishodmidrtndd tbeebelhgr acopprises prowittd ngnEbemengbypt ed
10 portion of the inforpation ta the seller, who i s enabled t decrypt the
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Apparatus for controlLing an exchange of information between a first party
and a s %%’Fﬁp'baﬁ:]f‘?,l’agﬂﬁ’?‘%?ﬂ@'an i nformati on exchange server to receive
fromthe first party a set of one or nore privacy preferences indicating
restrictions to be placed on use of specified itens of the information to

25 be dj gcl oged e tiishiRar Y, (qaigeehye Thomine $eeoding the
information comprises tracking and analyzing behavior of the

15 buyer while the buyer is visiting the marketplace in order to
derive purchase behavior data regarding the buyer, and
comprising limiting use of the data in accordance with a

restriction imposed by the privacy policy.

20 20. Apparatus for controlling an exchange of information
between a first party and a second party, comprising an
information exchange server to receive from the first party a
set of one or more privacy preferences indicating restrictions
to be placed on use of specified items of the information to

25 be disclosed by the first party, to receive from the second
party a description of a privacy policy, indicating
undertakings by the second party with regard to restricting
the use of the specified items of the information, and to
assess compatibility of the privacy preferences with the

30 privacy policy, such that if the privacy preferences and the
privacy policy are found to be incompatible, the server
brokers a negotiation with at least one of the first and the
second parties so as to bring the privacy preferences and the

privacy policy into mutual compatibility, and conveys the



party a description of a privacy policy, indicating undertakings by the
second party with regard to restricting the use of the specified itens of
t he i nf orw@02/21789 and to assess conpatibility of the priveCyIpn@igErences
with the 30 privacy policy, such that 44 the privacy preferences and the
privacy policy are found to be inconpatible, the server brokers a

ne.gOt ' afklh?grfﬂﬁayﬂoﬁt f&?ﬂls':th%n%igs&t E%xxfﬂﬁ SEO a@kge t Q%coﬁ&cﬁggtﬁﬁ{aﬁﬂﬁs wh2n?S to
bring the privacy preferences an e “privacy policy into ua
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i nformatio aEE%ﬂEthe first party to the second party only when the privacy
preferences and the privacy policy are found to be conpatible. 5 21.
Apparatus for maintaining an el ectroni c marketplace, conprising an

el ectronic commerce server to establish a privacy policy restricting use
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undertaking to restrict the wuse of the information in

15 accordance with the privacy policy, and to provide the
information to the seller, subject to the undertaking,
responsive to which information the seller conveys the item to

the buyer.

20 22. A system for controlling an exchange of information,
comprising:

a first computer, provided with a set of one or more
privacy preferences, indicating restrictions to be placed on
use of specified items of the information to be disclosed by

25 the first party;

a second computer, provided with a description of a
privacy policy, indicating undertakings by the second party
with regard to restricting the use of the specified items of
the information; and

30 an information exchange server, coupled to communicate
with the first and second computers via a computer network,
and to assess compatibility of the privacy preferences with
the privacy policy, such that if the privacy preferences and

the privacy policy are found to be incompatible, the server



privacy policy, indicating undertakings by the second party wth regard to
restricting the use of the specified itens of the information; and 30 an

i nf or mat ivod 0BxICBAINge server, coupled to conmuni cate w t hp€hveBdlionsy and
second conputers via a conputer networdg _and to assess conpatibility of
the privacy preferences with the privacy policy, such that if the privacy
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are stored, which instructions, when read by a conputer, cause the
conputer to receive fromthe first party a set of one or nore privacy
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arqsfoundformaglon to be disclosed by the first party, and to receive
from the second party a description of a privacy policy,
indicating undertakings by the second party with regard to
restricting the use of the specified items of the information,

and to assess compatibility of the privacy preferences with

20 the privacy policy, and if the privacy preferences and the
privacy policy are found to be incompatible, to broker a
negotiation with at least one of the first and the second
parties so as to bring the privacy preferences and the privacy
policy into mutual compatibility, and to provide the

25 information from the first party to the second party only when
the privacy preferences and the privacy policy are found to be

compatible.

24. A computer software product for electronic commerce, the
30 product comprising a computer-readable medium in which program
instructions are stored, which instructions, when read by a
computer, cause the computer to establish a privacy policy
restricting use of information to be revealed by a buyer to an

electronic marketplace in connection with a transaction to be



conpatible. 24. A conmputer software product for electronic comrerce, the
30 product conprising a conputer-readable nmediumin which program
i nstruct ivomg2/zx769 st or ed, which instructions, when read byrar/Ruompiwer,
cause the conputer to establish a privacy policy restricting use of
information to be revealed by a buyer to an electronic marketplace in
connection with a transak(l:ti nto WO 02/.21789 P]gJT 01/0157Zl - .28 v
carri ed“BUFI6Y OHE HKerRE nPBYUGH THE Mgkt JEa FaRI 0B eBPd CHURE
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information in accordance with the_ privacy policy., ang to ., provide._the
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i nf or mekkeaitbe fgehl @he l¥eTDaveyrs UhGekrtaRihg the duerict the use of
the information in accordance with the privacy policy, and to
provide the information to the seller, subject to the
undertaking, responsive to which information the seller

10 conveys the item to the buyer.



