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BACKGROUND OF THE INVENTION:

15 Data warehouses are computer-based databases designed to store records and respond
to queries generally from multiple sources. The records correspond with entities, such as
individuals, organizations and property. Each record contains identifiers of the entity, such
as for example, a name, address or account information for an individual.

Unfortunately, the effectiveness of current data warehouse systems is diminished

20  because of certain limitations that create, perpetuate and/or increase certain data quality,
integrity and performance issues. Such limitations also increase the risk, cost and time
required to implement, correct and maintain such systems.

The issues and limitations include, without limitation, the following: (a) challenges
associated with differing or conflicting formats emanating from the various sources of data,

25  (b) incomplete data based upon missing information upon receipt, (c) multiple records
entered that reflect the same entity based upon (often minor) discrepancies or misspellings,
(d) insufficient capability to identify whether multiple records are reflecting the same entity

and/or whether there is some relationship between multiple records, (e) lost data when two
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persi stent dzﬂkﬁge}{ However, the query tools of current systems use few, if any, of the transformation
and enhancement processes used to receive and process the received data, causing any
results of such queries to be inconsistent, and therefore inadequate, insufficient and
potentially false. |

25 Similarly, current data warehousing systems do not have the necessary tools to fully
identify the relationship between entities, or determine whether or not such entities reflect
the same entity in real-time. For example, one individual may have the same address of a
second individual and the second individual may have the same telephone number of a third
individual. In such circumstances, it would be beneficial to determine the likelihood that the

30 first individual had some relationship with the third individual, especially in real-time.

Furthermore, current data warehousing systems have limited ability to identify

inappropriate or conflicting relations between entities and provide alerts in real-time based



5 woul d be beneficial in various circunstances, including, wthout
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period of tdatg%'c) storing the processed data in the database, (d) receiving data queries for retrieving
data stored in the database, and (e) utilizing the same algorithms to process the queries.

The data comprises one or more records having one or more identifiers representing
one or more entities. The entities may be individuals, property, organizations, proteins or

25  other things that can be represented by identifying data.

The algorithm includes receiving data that has been converted to a standardized
message format and retains attribution of the identifiers, such as a source system, the source
system’s unique value for the identifier, query system and/or user.

The algorithm process includes analyzing the data prior to storage or query in the

30 database wherein such analyzing step may include: (a) comparing one or more identifiers

against a user-defined criterion or one or more data sets in a database, list, or other electronic

format, (b) formatting the identifier in accordance with the user-defined standard, (c)



It is further contenplated that the method, program and system woul d
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to an entity, and separating previously matched records if the particular identifier used to
match the records is later determined to be common across entities and not generally
distinctive of an entity. Such determining and separating steps may be performed in real-

25  time or in batch. The determining and separating steps may include stopping any additional
matches based upon an identifier that is determined to be common across entities and not
generally distinctive of an entity, as well as re-processing any separated records.

It is further contemplated that the received data is compared with at least one other
previously stored record to determine the existence of a relationship between the entities, and

30 that a relationship record is created for every two entities for which there exists a
relationship. The relationship record may include confidence indicator(s), indicating the

likelihood of a relationship between the two entities or the likelihood that the two entities are
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These and other aspects and attributes of the present invention will be discussed with

reference to the following drawings and accompanying specification.
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BRIEF DESCRIPTION OF THE DRAWINGS:
FIGURE 1 is a block diagram of a system in accordance with the present invention;
FIGURE 2 is a flow chart for process data in the System block in FIGURE 1;
FIGURES 3A-3C are a flow chart of the Process Algorithm block in FIGURE 2; and
25 FIGURES 4A-4B are a flow chart of the Evaluate Stored Analyzed Record block in

FIGURE 3.

DETAILED DESCRIPTION OF THE INVENTION:
While this invention is susceptible of embodiment in many different forms, there is
30 shown in the drawing, and will be described herein in detail, specific embodiments thereof
with the understanding that the present disclosure is to be considered as an exemplification

of the principles of the invention and is not intended to limit the invention to the specific
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e(.jgs., source system identification), is likely received in many data formats. Prior to being
processed by the algorithm 22, the received data 20 is converted into a standardized message
format 24, such as Universal Message Format.

Thereafter, as illustrated in FIGURES 3A-3C, the algorithm 22 receives the

25  standardized data 26 and analyzes 28 the received data 26 prior to storage or query in the
database by: (a) comparing the received data 26 to user-defined criteria or rules to perform
several functions, including, without limitation, the following: (i) name standardization 30
(e.g., comparing to a root names list), (ii) address hygiene 32 (e.g., comparing to postal
delivery codes), (iii) field testing or transformations 34 (e.g., comparing the gender field to

30  confirm M/F or transforming Male to M, etc.), (iv) user-defined formatting 36 (e.g.,
formatting all social security numbers in a 999-99-9999 format), (b) enhancing the data 38

by causing the system 10 to access one or more databases 40 (which may contain the same

SUBSTITUTE SHEET (RULE 26)



5to muintain the integrity of the original data. For exanple, if the nane
"Bobby Smith" is received in a standardi zed format 26, the nane "Bobby"
may be cowpasess4#® a root nane |list 3 0, standardi zed torCra/oams3l Robert "
and saved in a newWwy created field for the standard nane. Additionally, if
t he nanme and address for Bobby Smith is received 26, the system 10 can
access a conventional |ntenet-based peoplf’e finder database 40 to obtain
Bobby Smith's io tel ephone nunber, which can then be formatted in a
standard way based upon user - deflned criteria 36. Furthernore, the address
field may balgetitpeasdle first databasgthescausingthe Sitem acdess agitional databaskeita

"Street" ad dress S ar.e then
built 44 bg%g(ft %p’rn%e 261 ?%{?gtr@egaigat a f%é?? éf:h %ayrpév?limé‘"@f’g gEFiYsde) ds.
The system n!@laa())s‘mhldewlsuméempméndxsretewéddmazdjenqadc)lbnaldirtgmaﬁﬁ kéyoufhes 18, -

18n and 15 e I,t hm,22 t anal Z cess

recei ved qugé Iyie&ﬁ%ahhg @2@, %}ogﬂ{ed ki °“haa‘if83 Fﬂ’r% SEB'B‘B‘? '%nyt‘ﬁ"at"rdsp‘-’rl@cel ved
46, the sanm® maigtaim théime@Atyvolf mlmkongirmrmw (Hoz exthniphegif tﬂeaﬁﬁie\f‘Bdb 1th’ﬂ@bby to
t he name Ro

lze t yeried nane obby" to the

queried nant %ﬁﬂ)'@ atSLa"d"fr%'a%d% Q%g ‘gg,g%k%gx JRYPe£RmPEd faaTopkRame, e d
queri es 46 wéosmﬁammdmmm ‘GRabert 24hd siveid i anewlylereatb&ﬁélu Ibr tRe Stiddasdt | on
t he system 10 processes the

of the quer and, user u

recei veg quéﬂ’%s‘&%g%' el i @P@Wﬁ%a ??39" g‘i’@&ﬁﬁ‘ﬁh&t'ﬁ@ﬂv"ééﬁéﬁﬁ%?fmm such
as a publi ccdneeodssla ca@mm§lelnteh@t-6e1ssuipdasb§$na& dafabR3E ABtd SHain BEM Ymiupsul t's
94 may be br? ger th a}gl n’tSt C{']ﬁsg and may include rel atlonshsfp mat ches.
For exanpl eteleppoRe ich gan Ghen besoppafted i 4 fandandpyay based pppruser-defigd nay

i ncl ude receteia 3. F@@&ﬁio@e MQdmaéseﬁe!&ﬂ@ R pareid i adfel £t ?2 ¢&uflmgOr have

lived at Bobb ess. The al gorithm 22 also pertforns a

function upl?rf?’/‘? @E%lsﬂfeféﬂ‘?d&ﬂ? ﬁ*‘%&'& ofdlr Candardized address. (Hgshgeysarethor buikidd her

there is anb@&daﬁdnrtgeé;ﬂs;%aidatﬁlaﬁdk%ré@ﬁ)%@ﬁeaémtﬁemtChes the entity
correspondi ng to _such received data and () 1f so, matching the received

data to the exi stherfysternd@ alsreceiyes querigs#odion Qheplatagb'rqftsm%elt& i tR@sda group
of recongs (il MELa dgoritfDd id dnfilySe mﬁ ¥ pceQlind il dulifl4t! P atrel N

recei ved data) from the database can es and 5‘ Yyzes
the retrievife ayeryfer ‘BobbySmithsis regeived %tmhalﬁﬂalgwéhn 22 yihivh saindamzed thag

i ot ot | ve S e BORH R0 fuhe RIRRSHHPA B iOS BL JUBRRARR R X
anal yzes whi@ahby” torthe guerieeamer é’@bcltd” d@dw&ith&y&m}a 10doadoandSitiB&Treddifed SHEET
(RULE 26) V)03 %&é%epﬂéc%%é;l%?@% maﬁm%ﬁl‘”fqrsrﬁégﬁ@ (gghm edentifiers

56. If ther& were new or previous! y URKnowns rd © MFRSYSFTor i t hm
22 woul & anatdyuser. tAssucteas tbc systegy 1 pretegses tHemepaived dumbs 46, areau@&thﬂﬁnﬁy

update the %ﬂ%&h‘é?&zﬁﬂaﬁé% s%Lhags'aopn%Pc Redrds gata%ase 10 fl?lﬁ mlssmgpl n’;ﬂf&ﬁmnew or

previously t
Query results 94 may be broader than exact matches, and may include relationship matches.

For example, if the query is for “Bobby Smith”, the query results 94 may include records of
people who have used Bobby Smith’s credit card, or have lived at Bobby Smith’s address.
25 The algorithm 22 also performs a function upon receipt of any received data 26 to:
(a) determine whether there is an existing record in the database that matches the entity
corresponding to such received data and (b) if so, matching the received data to the existing
record. For example, the algorithm retrieves a group of records 48 (including identifiers
similar to the identifiers in the received data) from the database for possible candidates and
30 analyzes the retrieved group of records for a match 50 identifying an existing stored record
corresponding to the received data based upon generally distinctive identifiers 52. If a match

is identified 54, the algorithm analyzes whether the matched record contains any new or

SUBSTITUTE SHEET (RULE 26)



identifiers in the matched record, and determ ne whether any additi onal

mat ches 50 exist. 5 This process is repeated until no further matches can
be di scerwem3/oidae7 nat chi ng process would then assign all pofi/ushe41sat ched
records the sane persistent key 60. Furthen-nore, if no matches were found
for any record, the unmatched record woul d be assigned its own persistent
key 62. The records retain full attribufion of the data and the matching
process does not |ose any data through a mer ge, purge or del ete functi on.
10 For exanple, if record #1 has an individual's nanme, tel ephone nunber and
address, ardiongy gpknowp ideagfierh 86.H terauere nem ar previpest enkaew el idaniiises 36, One
does not k ecords
nmust be ke%%g Wé%g]ﬁnggiewgﬁll en }Ejzett&%wa&?reégorJ§ﬂgﬁ0@q§e\ég§%g% aﬁ?ﬁilfb%é{eng t he
i ndi vi dual 'the candidatg symdatipsshipreoerds 70lhasedeipn dhesnepvapee vipwsly @oknown #1) ,

t el ephone ¢ r se the
name, 15 telep %%gnstﬁél]ﬁ t@r?edrg gdd#ess #}Q%%qgnﬁ%q w%,ﬁﬂ?sh%%gggtem 10
may det ér nmilh®s prdvass i#fcpea@ﬂdwn#lﬁlcsﬁueheiamhﬂmamg)etdheerswghb mi'tohmguvaic;assso t he

al gorithm S recor The s stemc en re-runs t he
al gorithm ”%oﬁnﬁ nasmg{f ?llp()t#%? c%tc%drreecé)g?sdﬁ?fme iPER R ke&ﬁt Fur rere“é%r?dg ¥f the
candi dat e Ixna&hemeradmimﬂlf@rmay recadpthel 8nhdtetied irgvotdsdeuld demngﬂedarssm&l mlar to

the matched rec Because  t he nunb of nmat ched
ooor 0 e RAPERECeS 2 RES AT AP 10D Gt TS PR (G G146 TAGKGR HoBS ¢ hese
two recor ddodmdt RkSanyrdatachreagh aliférge, piftk Ohedlett Amotich.i s then run again
agai nst the can ditional records retrieved ing for

idate |i t or | oo
mat ches'®54 unt i ?Ofﬁé%‘?é f?ﬁ?@#i asgndndjidualis mame.tglepfiope ayraher agdad 5§—'§§t em 10
may det er mapErebiats2 hithé &G Hdfhe\WRd £ clefli€ Ofrd RGhbet. ORBESH 86t knb@IwiRNRABH €,
soci al securlty nunbers are consi dered generally distinctive 25 identifiers

for indivi 88dhe) ara kg stRGSdVERey Hhe FecS BpE bRKER! SR A BN dpa fPrisre S anme

soci al  segyjkd éyelﬁumaﬁdlnmmdual § ndnse (Bé}ﬁe%st}la&r& BB aRHEH (sHOREEcordl N
certain circunst ances, 1S | at er det er m ned be commbn across entities

and not gefidk iglaphonsi numberisameasgecoshi Dind erpdit %‘i‘ “u@b@énﬁﬁ@usedbﬁﬁw%r a dat a
entry oger ?etl%p%nm\ﬁ{ﬂ%ga dardﬁl%&rfgr # SladsThicnS e 's?s't EEMEY & t¥1as

required fiel'd, but the ta entry operator who d not nowt e SocCi aI
security nendt are flesgObing theisarn¢ wniiidablssothe elggrltbmtr@qt@@s reherd di viid #3 data.

"123-45- 6789 g’sﬂ:ﬁn RAGD eHhe théjédgérﬁh&l ”cgﬁmtléﬁxgrxléfqgﬁﬁﬁhe&x@?or&?‘ﬁ lyfth RCHKE! Ity

nunber woul commDnN across s e entities an | onger
a gener al | yecdids tof rhctChnde'xiatedtsn@ﬂ addigpndl cacotdh é@emplndh rderdlﬁratssmmdlm 058427

PCT/ US02/ 416&?(3%Fd re{;orﬁ‘c %géaclilse C Xz}mcféarli\%l C ﬁlaq carg |C1 n*a?cﬁ@recorg%? er woul d

be added t&"a conmon 1 ers an re pr ocesse%s woul d
not atte rrptthetrmmahd trediecard owntes of ecortl W2, thaa didat@ds ars hlso matchide Athés

relations hln%tct}leg recor is tgen r%%%gam g%pns't[ tlﬂe can(avgater?lst or aﬁél%%?reicéjrﬁg‘ ;[eitr]:eivgc[ , thus
looking for matches 54 until no more matches are obtained.
On occasion, the system 10 may determine that two records were incorrectly
matched. For example, social security numbers are considered generally distinctive
25  identifiers for individuals, and thus records often are matched based upon the same social
security number. Howeuver, it is possible that such number, in certain circumstances, is later
determined to be common across entities and not generally distinctive of an entity. For
example, consider a data entry operation having a record field for social security numbers as
a required field, but the data entry operator who did not know the social security number of
30 the individuals merely entered the number “123-45-6789" for each individual.
In such a case, the social security number would be common across such individual

type entities and no longer a generally distinctive identifier for these individuals.



stopping any future matches 64 and (b) any records that were matched based
upon that 5 erroneous social security nunber would need to be split to
reflect tweodass2prior to the match, thus requiring no prCerUsdzim3e oss. To
acconplish the latter objective, the system 10 separates any matches that
occurred based upon the incorrect assunptions 66 to the point prior to the
i ncorrect assunption pursuant to the fuaf'l attribution of the data, w thout
any loss of data. Thus, if record #1 for "Bobby Smth" (which had been
standardi zed to "Robert Smth") had 10 been matched with record #2 for
"Robert Sni\e¢prdinglyida) the new kegvay cosmoaridgntifier wondd ba addedtogylist efigommeinf f er ent
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the |ikel i AB®ar intagh. Fergheamers, the separated e mapbe wewhmitisd ayneyoisreiver and
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confi dence i ndi Betears al¥@ timesvbniyelaticaelrips, £yeadesd than ehvipisaelatiershiph geghtocess
30 describ r i, nabgve .SY.S: 0. al . cei ved data 20
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cer tain partuiipeist shdPEPIRERRER G Gl ok PRl BT B BT Pave o
conf i denceAcsuadiagly,ahe grseat Wrcotipams @l peadbdidatans aéccodt inahe aored data have a

gglpg'; :’;1'? In 22!: eatgsezf: r% a(tj10r|1sﬁlspsreclgorr]c?1 90 f%r Q\ge%g E}ueéfqlc%? 3 fgru“rzrltl)lgl”xr thgrfe isd s%g]reei\ggtio%fship

between the respective entities. The relationship record 70 would include relationship types
(e.g., father, co-conspirator), the confidence indicators (which are scores indicating the
strength of relationship of the two entities) 72 and the assigned persistent key 60 or 62. For

25  example, the confidence indicators 72 may include a relationship score and a likeness score.
The relationship score is an indicator, such as between 1 and 10, representing the likelihood
that there is a relationship between individual #1 and individual #2. The likeness score is
also an indicator, such as between 1 and 10, that individual #1 is the same person as
individual #2. The confidence indicators 72 could be identified during the matching process

30  described hereinabove.

The system 10 also analyzes the received data 20 and queries 46 to determine the

existence of a condition that meets the criteria of a user-defined alert rule 74, such as an



For exanple, the system 10 may include a list of fraudulent credit cards
that could be used to 5 determ ne whether any received data or query

cont ai ns womsmss47 card nunber that is on the list of frawedalusar/4wsedit
card nunmbers. Additionally, the user-defined alert rule 74 may cause the
recei ved data and queries to be reported. For exanple, an alert rule may
exist if, upon entering data of a new’Nendor, it was deternined that the
new vendor had the sane address as a current enployee, indicating a

rel ati onship between the vendor and the enployee that 10 perhaps the
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whi ch rmy - ROk e a: S fapr e ftlee itk ior b D PRk iR P8 e Vi o
an e-nmai | ard/ardaee heztadomsbipdecard lesshircapredsterniagd oemberwt Hegagss ahsephrptien nuner i ¢
beeper, pegson i.Ql assi.St. ol I one:. I based
apon & uSer SRR eBlen e {hec P RN ids BRECHHRR 10050t

r el at i onshigerooumf withehee enyi rechi edtdot ogqeay emtdinsarcraknocen nithbeotha inaxthedisn of si x

d f tion.78, th tem1 L tart with individual #1,
By, Tina aPf RCHEM STRG RS’ BETRRaht bisidinedRive 7k B Pt
i ndi cat or geeia¢ddatd dhdruerts @nbeepor(ed,) Fareahnigle, analldrt rafe rhdyexfst if, afposlegr ee of

separation indivjduals 80, and determne all individquals 82 re ed to 20
Do o Ly et B reafo Vst St M amortel s RrRERRESS not cat or

great er thaa &ererempidyednfdi€ihg b epgidhshipigetpécacisentdditand thelempReESthhthe Si X
degrees of separation paraneter 78. Th system woul d send el ectronically
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enabling further ~action. 25 Furthen-nore, the relationship records 70
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of each of the other databases and distribute the matched/rel ated/ anal yzed

records t &laphenedat abase nost likely to efficiently analyze the stored

anal yzgd recorchﬁ%xa Y %rug naZs%r-ﬁéfHJegaﬁeRﬁ\eHﬁah?e%ﬁﬁﬁtﬁa‘&f?ﬁ%%”y results
emanati ng fromthe other databases. 30 Finally, the processed data can be
t r ansf er r e ikéiBoedofaddiienshipabnfdiznhadetorigented thap esvem 76 tesswadinmy ofisikehouse
publication,list {-4TRY. iLlize.t ri et on a
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system would send electronically an alert 74 (that may include all the resulting records based
upon a user-defined criterion) to the relevant individual or separate system enabling further
action.

25 Furthermore, the relationship records 70 could be duplicated over several databases.
Upon receipt of received data 20, the system could systematically evaluate the nature of the
work load of each of the other databases and distribute the matched/related/analyzed records
to the database most likely to efficiently analyze the stored analyzed record 68. Any alerts
74 could then be issued from any results emanating from the other databases.

30 Finally, the processed data can be transferred 88 to additional databases based upon a
cascading warehouse publication list 86 that may utilize the same algorithm 92, either on a

real-time or batch process. In this manner, the transferred data 88 can then be used to match



5 algorithm92. Thereafter, the processed data resulting fromthe regional
dat abase may be transferred 88 to the national office. By conbining the

pr ocessedwodaBmss4n7 each step, especially in real-tine, or@amusat/iwas or
system users woul d be able to determne inappropriate or conflicting data
pronpting further action. Conventional software code can be used to

i mpl ement the functional aspects of the!'l10 method, program and system
descri bed above. The code can be placed on any conputer readable nmedi um
for use by a single conputer or a distributed network of conputers, such as
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record repesgeeinlly mgeaatlmle,ec&gatmzaﬁﬁls(mfr sya;tem use|wduid sefabinb ﬂétbﬁrﬁne utilizing an
algorithmto &rocess tqg regﬁ%ve 3 storing the processed data in a
dat abase; MEREPYIAG T §8REC ZﬂgoTHW% Wiher &Ry at | east a portion of the
data stored in Cbtﬁfentdﬁhladaﬁﬁl@r,e cadah Be udedltd ﬁmplgndnlﬂﬁheaiﬁlr&ﬁblhdl hepedtoofhocess t he

queri es, nmet hod of clajm| erei entltles are people. 3. The
met hod '8 &egiOﬁmmmF §ysERaesinerd pove l@cag? &orhgpl %?cb%?rwompwer The

met hod of edaaitR Bedf 6t e b2 siRAE SEFIer R Qagﬁﬂ)uteahawm&uf%ﬂguters Ssuchl4xe
method of claiml| wherein the entities are real property 6. The net hod

of claim | BlBF®FN the entities are organizations. 7. The nethod of claim1

wherein the entkbhafe RromBeifiviPbe &@m{ﬂﬂ%umel%us Jel?ﬁné@%h@%o@ﬂ?ﬁc&lo% m |
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intended or should be inferred. It is, of course, intended to cover by the appended claims all

such modifications as fall within the scope of the claims.



20 11. The nethod of claim| wherein the entities are bionetric values. 12.
The nethod of claim| wherein the entities are atomc structures. 13. The
nmet hod ofwoloaos47 f urt her conprising the step of converti rgTiUse2/s®sri ved
data into a standardi zed nessage format prior to utilizing an algorithmto
process the received data. 25 14. The nethod of claim 1l wherein the step
of utilizing an algorithmto process t A" received data incl udes retaining
an attribution of each record. 15. The nethod of claim 14 wherein the step
of retaining an attribution of each record includes retaining an identity
of : a source system provi di ng each r éde¥¥Sand 30 a uni que identifier
representi REHLREHCIRAPAED 1k the source system 16. The method of claim 14
wherein the step of retaining an attribution of each record includes
retaini ng an i dénmathogd ferf precegsies datasspmpapna g sigPpelit i cul ar user. WO 03/ 058427
PCT/ US02/ 41630 .- (=Y : utilizing
an aIgorithn1tomg%ggéggagﬂﬁ?gﬁgggg$ggeﬁg?ggrﬁgﬂngggggﬁgpggﬁkgR?ﬂg recei ved
dat a pr Bor recordgppresshting ab keagfeone of & pleralidaf aisiises and query in the dat abase.

18. The met hod I r anal yzing the received data
prior to one Qj?ﬁgggg%égmﬁﬂ% ﬁkaﬁ @Sﬁaégeg%% guery in the database

i ncl udes conparumguahepea$MﬁGMan@ﬂMMh&:|dentlfiers agai nst one of: a
user-defined criter.ion and at_.|east one ne of .a secondary

ot abase and a 1SS RuR ! s PG BREIR b Bodgh o Be 37F <Pird e Bipar ed

i denti fi er databage;aadre of at Ieast one of 10 the plurality of entities and
the data set is in a anes The net hod of claim 18 wherein
the confared |d‘étHlZi“Iglﬂéera $Q§‘ﬂ§ﬁt°a}2f8‘feéss@68‘fe”§? | east one of the plurality of
entities and th'l?hdiﬁ&tﬂocﬁ(ﬁtcldufﬁ 1|wheaeﬂn ﬂhédﬂit&iiSaﬂelpSchle 21. The nethod of claim18
wherein thg ste$ g arlngé@] st one of the identifiers against a
user - def i néd hegp fclaimdeheredh BaErtise 2 P RRL PIOBFY i dentifier in 15
accordancegw t hTﬁé&ﬁetumcqhe.%lzmresﬂ ABdartshal géperthnge vaRldQd of claim 18
wherein the steg of anal 2|nq the received data prior to one of storage in
t he dat abase or Thfieethod of claim lydiesmimtdie entifies g &%! BIORERCI ng t he recei ved

data. 23. Ehe mefid\pen@f ofchfin M vAZreM@E Bhdtiel B8 offafRa®hns.nhanci ng the received

dat a |ncludes
The method of claim 1 wherein the entities are chemical compounds.

8. The method of claim 1 wherein the entities are organic compounds.

9. The method of claim 1 wherein the entities are proteins.

10.  The method of claim 1 wherein the entities are biological structures.

20 11.  The method of claim 1 wherein the entities are biometric values.

12.  The method of claim 1 wherein the entities are atomic structures.

13. The method of claim 1 further comprising the step of converting the received data
into a standardized message format prior to utilizing an algorithm to process the
received data.

25 14.  The method of claim 1 wherein the step of utilizing an algorithm to process the
received data includes retaining an attribution of each record.

15. The method of claim 14 wherein the step of retaining an attribution of each record
includes retaining an identity of:

a source system providing each record and
30 a unique identifier representing each record in the source system.
16.  The method of claim 14 wherein the step of retaining an attribution of each record

includes retaining an identity of a query system and a particular user.



20 querying at | east one data set in one of the secondary database and the
list for additional identifiers for the received data, and suppl enenting
the receiweasdsst42r Wit h the additional identifiers. 24. Thecwaishwdiesd cl ai m
23 wherein the step of querying at | east one data set includes: at |east
one data set being in the secondary database utilizing the algorithmto
query 25 additional databases to |ocat® additional identifiers relating to
at | east one of the received identifiers; and supplenenting the received
data with the additional identifiers |located in the secondary database.

25. The nmelhod Bie m¢thodnfrinimbevheiein the aep plapiliaing am alggrthmdgo progess égei ved dat a

prior to one 3 f r. I r@gg,& - ry. | : abase

i ncl udes creati %&%%3%%‘2‘3@“%?‘35%5% ent | ? idg@gflg%&g.ox%h%tﬁggeﬁggkof claim1l
wherei n the st egntabhsewni lghery nthedataagior i t hm t o process recei ved WO 03/ 058427
PCT/ US02/ 41630 14 dat a includ tOr] i queri es
based upon}g usgﬁe-raeetg?&n%ﬁiaugrl ?Itw zlgﬁe%r{gg g‘%{).g()ﬂftﬁzg&%% ﬂ‘ggdﬁ%gl?&g?agﬂ{%\%g? erein

t he uses- def i neof sciragean ihodatatnse srdiepiegnin ¢heplatabise dnvluddatampatin®@ leafhme et hod
of claim1l wher efi refcei ving data conprising at |east one

tFeIh'%'fSteESi ng reg

record having aft PeSSFISREEIBERPT i er, each record representing at |east
one of a plurality afseredefinéd @Bericntandli zi ng an al gorithmto process the

recei ved data, and stPri nﬁ t he @Iroc%fsed dat a ir?)ﬂa dat base are perforned
inreal-time. 29. TH.R ANERAGIRMTE I ome of § SSRARTADY J14ba a0 83‘?' of receiving data
conpri singiat | E@sheBdtEof cléin 18 GAE@inBY Eddgparid illdafitr 100 Barhelemit iehit@he ofeach

record representing at | east one of a plurality of entities, utilizing an
al gori t!Am t o pr e 8R&litef eplissafd the Jalp st 1SRE "eMBt ORY/Stt he processed data in

a dat abasezgre pRIHQRGES clain B WHBreindRe cobfrddBadMalerad artAdike¥B ofl at Rastbhe
wherein the step of utilizing an algorithmto process the received data

i ncl udes: 15 r epfrtheplurlityrof gnfitieh andfhe dyased is4n a7 eddsessistaddi ti onal records
having i depjifiefSmediddidelcBhimt8 whBRin HERED b Biiparidy dt RGstoRE 6F HEMehtFeRS
anal yzing each identifier of the retrieved group of records for a match to
at | east a por tgaont ofser-gdinederétprandngledes formatting prgasgeneligepsifierdn por t i on of
the r eClgi ved da&&oﬁ@aﬁé@ with tllleeli%&t—de?i'ﬂ@d &Ma%zed
22. The method of claim 18 wherein the step of analyzing the received data prior to one
of storage in the database or query in the database includes enhancing the received
data.
23. The method of claim 22 wherein the step of enhancing the received data includes:
20 querying at least one data set in one of the secondary database and the list for
additional identifiers for the received data, and
supplementing the received data with the additional identifiers.
24. The method of claim 23 wherein the step of querying at least one data set includes:
at least one data set being in the secondary database utilizing the algorithm to query
25  additional databases to locate additional identifiers relating to at least one of the received
identifiers; and
supplementing the received data with the additional identifiers located in the
secondary database.
25.  The method of claim 17 wherein the step of analyzing the received data prior to one
30 of storage in the database and query in the database includes creating hash keys of
the identifiers.

26. The method of claim 1 wherein the step of utilizing an algorithm to process received



20 record of the retrieved group of records that is determned to reflect a
record having identifiers representing an identical one of the plurality
of entitiwe,03amabyzi ng whet her at | east one identifier ispcmaiSoded3on the
at least a portion of the received data that was not previously stored in
the at | east one analyzed record of the retrieved group of records that is
deternmined to reflect a record having rdentifiers 25 representing an
identical one of the plurality of entities; and re-analyzing each
identifier of the retrieved group of records for a match to: at l|least a
portion of the daaia¢lvded swrnaingheldatthascamedeysed dueries brsdd spon duser-dafingdved group
of records that jgsgidetermned to reflect a record having identifiers
representing an i1dentical one of the plurality of 30 entities; and storing
t he mat che@7.r ecBbredsethad dflekim 26 athersm thdser-Jefmedrertithiaeh iofludds an mx@@tigvher ei n
mat chi ng at Ieagag a portion of the received data with WO 03/ 058427
PCT/ US02/ 41630 "5 at |east one anal yzed record includes assignhing a
per si st ent 2&ey . TiAnetHddeof i @ dvhefeircthe staps3d revhieingidatatchmpstiggpatddastute | | zi ng an
al gorithmto proce the received.data further conprises. retrieving from
he dat abase. arSETT P IaSheBh KRR e P Rr g e bR PR el i ar to
the identifi er splualityf attitle§asitizifg Hodlgoridlim of prodess the ertivadldatgtad anthgt he
anal yzed record of the retrieved group qof records.that is determned to
reflect a recoreRLETHY aﬁ?éﬂtaidf“f"éagga‘ieé’ﬁ‘&‘é‘?@ﬁfrlﬁ “MPFi dentical one of the
plurality of. enfidrhéfod dicladh 1twhefelr BB XYZIf MG eRBBaiadBmblifih@it 16kt dnbe
retrieved group of records for a nmatch. 33. The nethod of claim 32 wherein
utilizilfg an al §&H DRTRE ¥ Is3ptame ddentiiss saghrerard depErseing phlepshePefés repeati ng:
retrieving frombigydataias Qiifizifs Mg@fihth @ERHESS thaRAkVEd B, @R Soritbent | fi er
of the retrieved group of records; nmatching at |east a portion of the
recei ved data; #aaIogessfaiiaearbase a‘l"é’é@?@ﬁ%@’ badntifier is included in the
at |east azpor tyQimQhod Jr1dife1 bELELWNEHndR! Gep fFRALiNRSa AorRRR Y RU&LY Stored;
retrieving fromthe database an additional group of records; and
re-anal yzi ng ea®hprdcejisern datq iseludss: t he retrieved group of records for a match
unti | addi ti onal : I 1 . . -of. . cl:al m 30
wher ei rrllgt he step of rﬁ@%ﬁ%ﬁ%‘g tgen&gﬂ%g%ﬁ otfgédﬁ?%ggrgg&?{:gﬂm% idéalifi?

similar to the identifiers in the received data;

analyzing each identifier of the retrieved group of records for a match to at
least a portion of the received data;
matching at least a portion of the received data with at least one analyzed
20 record of the retrieved group of records that is determined to reflect a record having
identifiers representing an identical one of the plurality of entities;
analyzing whether at least one identifier is included in the at least a portion of
the received data that was not previously stored in the at least one analyzed record of
the retrieved group of records that is determined to reflect a record having identifiers
25 representing an identical one of the plurality of entities; and
re-analyzing each identifier of the retrieved group of records for a match to:
at least a portion of the received data and
the analyzed record of the retrieved group of records that is determined to
reflect a record having identifiers representing an identical one of the plurality of
30 entities; and
storing the matched records in the database.

31.  The method of claim 30 wherein matching at least a portion of the received data with



20 received data includes: determ ning whether a particular identifier is
one of: common across records representing at |least two different entities
and genewealoByssdestinctive of a record representing a partrctaisaz4estity;
and 25 separating records that were previously matched based on a
particular identifier if the particular identifier is detennined to be
common across records representing at Fast two different entities and not
generally distinctive of a record representing a particular entity. 35. The
met hod of claim 34 wherein the step of utilizing an algorithmto process
the received daitessanelanalessd pacotditslydengssignipgaddisisieonleely. mat ches of records

based on as; 30 @?J&létﬁéﬁ HFe1dif S0 kit ihd &ed SRR L&Mg&{thmc?g&ési gk is
deten-nined to be commbn across records representing at |east two different
entities and notecaedsiagl futhed cormprises ierigviog fram thedasabdse anpddisiem grogp af

particul ar enti}e%(Ords\/BfVQné{igﬁ%ﬁﬁgrzsiﬁgytgﬁs)ezi/déﬂ' 3Q ;.- 16 36. The nethod of claim
step O I ori

34 wherein the zing an alg Mto process the received data
i ncl udes re-processianipattheogepaf bt edeivetdatadamdas recei ved data. 37. The

net hod of claim 34 erein the steps of determnin et.her a.particular
Tentifier i o one ofheuan BevdeERE i SELSEH el T LR BB o

di fferent edffletttaresrd bavarpddgifies adpregerding tih idehiicaboref of sherphiralitd of @pikiessent i ng a
particular entity and separati recor that were previqusly matched are
Performea i r eBor i e aBgne i MRBTRGA OF el et BhEr Ui HEehops. of
det er m ni ng3 whetiahetRodddcldig 3R ahereindRiliking b€ ilgbRh@NE p@tese HIMERivaE NS S

records representing at |least two entities and generally distinctive of a
record Pepr esentfHEES4CRFANRE cul ar entity and separating 10 records that

were previously nat gBggdyviag foRehd ABBE alglopredtorddd. The nethod of claim 30
wherein the step of utilizing an algorithmto process the received data

i ncl udes: conpari ng 3pEzipgeashideatifips ohthargtrevat eroun of reedrds:st ored record to

determne the exi st gRGhindPft 1AstaSoRih QP ERIReiv@Rdatd:> Creating a relationship
record for each stored record determined to reflect a relationship with at

| east a portion of tanelyrisgwheibat aglaashonegdentifinels msludediinghe aflleeistia @otiaptrdr ei n
t he st ep the‘ﬂédel\)e&hﬁgtlﬂpw?%r%ghﬂebigﬁgl)t QoRg:0cess the received data includes

creating at |east one con ce Indicator for each relationship record.
retrieving from the database an additional group of records; and

re-analyzing each identifier of the retrieved group of records for a match
until no additional matches are determined.
34. The method of claim 30 wherein the step of utilizing an algorithm to process the
20 received data includes:
determining whether a particular identifier is one of:
common across records representing at least two different entities and
generally distinctive of a record representing a particular entity;
and
25 separating records that were previously matched based on a particular identifier if the
particular identifier is determined to be common across records representing at least two
different entities and not generally distinctive of a record representing a particular entity.
35. The method of claim 34 wherein the step of utilizing an algorithm to process the
received data includes prohibiting any additional matches of records based on a
30 particular identifier if the particular identifier is determined to be common across
records representing at least two different entities and not generally distinctive of a

record representing a particular entity.



20 41. The method of claim40 wherein the steps of conparing the received
data, creating a relationship record, and creating at |east one confidence
i ndi cat orwarog/opsaef orned in real-tinme. 42. The nethod of e@lcaiusoz@ieamer ei n
the steps of conparing the received data, creating a relationship record,
and creating at |east one confidence indicator are perfornmed in 25 batch.
43. The method of claim40 wherein at '®ast one of the confidence
indicators indicates the likelihood of a relationship between: an entity
represented by the particular record having a relationship with the portion
of the reé@eivebhegagthod ofishinzd4 whereimthe siep f piibziageredlgdsiphr Feprpesss then of t he

received data. ééeiveﬁ%taﬁmgre%o&kﬂﬁﬁégﬁp%%ggéq?ﬁﬁtas 46\@/%§éd ABe of the

confi dence indicators | cates the at : 03/ 058427
PCT/ US02/ 43630 Thelethed efretaim $4 wbgremgbnttend obgeternenipawhétoanlagarticdenr d havi ng a

rel ationship w itd tltfilaFiS RAL 81' c%ﬁmg)& acrtogserego?gsgxieﬁxg%gglg %’lfiagtgglg g%?&&éﬁt%e

represented by the portion o e recelve
met hod &f cl ai nd@ewndiaglyalistintthve of & egponifrepresehting aygprtanlaatgoy artdsapargingr ocess 5

recei ved data i nClrh'sdt‘Es anal%zi ng t gl%rel ati gﬁ@dggtrerag_ﬁor ds to determ ne

whet her the relraronan p° PEESFHsTHErALE Ple &t el ationshi p not

previ ousl| y3glet Tl eahbd ¢fGlainl B¢ wiverkinahke adps of adterndGnyvkdtedra pattieulst ep of

anal yzing the rel ationship. records incl Hdes anal yzing rel ationship records
refl ecting at | S5ETeRREns Blromasn s eGP SAAtg 41540 O LI M e et hod
of claim 46 whegeabmllj dietikti @pofafrc@idlep®bdi@ng £paticaehiip anespideng ef | ecting
at |l east one level of degrees of separation incdleig%es anal yzing rel ati onship

recordd® neeti nGCALS e BRECH EMatRadiaFRRFrOFPEEP PBFN 48, * The method of

clai m 47 wher ei The h&hsd &R Iatth 3@ RAk¥AI thdstépRdfalkiliARS MM NgdrRIGN ESSrodBBEMENg at
| east one user-defined criterion includes limting the relationship records
anal yzed to 15seivRdbdeininhlydetiel of degrees of separation. 49. The method of

clai m 47 wher ei &ulifinSheRctilePdid! Wit 2%k EdndboRATEIRI hReRHRSe 18 8kisBikeat
| east one user-defined criterion includes |limting the relationship records

anal yzed t ef afeltigeshipagd p records that include confidence indicators
greatersthan a ddiin Y If@latﬁ'}fmﬁ'@f:ecord for each stored record determined to reflect a

relationship with at least a portion of the received data.

40. The method of claim 39 wherein the step of utilizing an algorithm to process the
received data includes creating at least one confidence indicator for each relationship
record.

20 41. The method of claim 40 wherein the steps of comparing the received data, creating a
relationship record, and creating at least one confidence indicator are performed in
real-time.

42. The method of claim 40 wherein the steps of comparing the received data, creating a
relationship record, and creating at least one confidence indicator are performed in

25 batch.

43. The method of claim 40 wherein at least one of the confidence indicators indicates
the likelihood of a relationship between:
an entity represented by the particular record having a relationship with the portion of

the received data, and

30 an entity represented by the portion of the received data.

44, The method of claim 40 wherein at least one of the confidence indicators indicates

the likelihood that:



20 50. The nmethod of claim45 wherein the step of utilizing an algorithmto
process received data further conprises issuing an alert based upon at

| east onewoxsnssdefined alert rule. 51. The nethod of cl aiPerTAGowmsB@i n t he
step of issuing an alert based upon at |east one wuser-defined alert rule

i ncludes having the alert communicated via electronic 25 comuni cati ons
means. 52. The nethod of claim51 wheréi’n the el ectronic comrunications
means conprise an e-mail system 53. The nethod of claim51 wherein the

el ectroni c communi cations neans conprise a tel ephone. 30 54. The net hod of
cl ai m 51 wher ei an enkey repressnied hy theporinulpn reeord bavingrieglagonsbipprithghe portigneefper .

55. The ne i,m 51 wherein the electroni c conmuni cati ons neans
conpri se ah&%&fj‘?{%g %fgaPCT/ US02/ 41630 personal digital assistant. 56. The
met hod of cl ai nans@tiptrepresentet he thetpepioobf hn adcyiréddnts dre theshme.i onshi p records

i ncl udes: pligati e, relationshi ecor. l t secondary
dat abase; gy'di Stri %%??d}% C}aélg 3?%} greﬁlgb%t{po&?l ﬁgﬁrﬁﬂ] aggosr{tﬁﬁﬁ%prggeg%ndar y
dat abase for anatereidslataasduties ampdyzing thuoelktidnobid reoidses dacrmamedviiestsuibag t he

alert neeting the .criteria, of .a user-defined.alert rule from.the at |east
one secondary r&%f’%’ﬁ ?é?coédf.reqﬁ?&é{ﬁ%af Oélareé#}locr:l?hé? Iﬁ%pievborugl%élemp%dren the step
of utilizing anTkmahdddfridim 4pmbeemshe stép dfaealyaaethy edatidashap fetsriher

conpri ses trans.fﬁrri ng t he s}oaﬁj‘. process d.datgﬁto a}l Ilea}ét one secondary
dat abase uti i ZPABIERE Y orlaP AN PIe O pel e e (Pa8TOnE PRI 89868 & ei n t he
step of transfedepirigont he stored processed data to at |east one secondary
dat abase is_perfornmed in real-tinme met hod of c¢laim57 wherein the

. 59. The !
step of!%t r 4hst eFhemghed e clam A8 dhpreddhsent gaslyzingrelagignship rpeordsreflioling

secondary dat abas&si che ROESTTdBRELs OR sdpatafibh inBlldesAniNpLiROR1akiOfshp OGR&S Ng dat a
conprising the steps of: receiving data conprising at |east one record

having at | east™@88pdesrt paq T dedardCririoBor d representing at |east one of a
YT A iy U821 BN Sk i
least one user-defined criterion includes limiting the relationship records analyzed to

15 a maximum level of degrees of separation.

49.  The method of claim 47 wherein the step of analyzing relationship records meeting at
least one user-defined criterion includes limiting the relationship records analyzed to
relationship records that include confidence indicators greater than a minimum
amount.

20 50. The method of claim 45 wherein the step of utilizing an algorithm to process
received data further comprises issuing an alert based upon at least one user-defined
alert rule.

51.  The method of claim 50 wherein the step of issuing an alert based upon at least one
user-defined alert rule includes having the alert communicated via electronic

25 communications means.

52.  The method of claim 51 wherein the electronic communications means comprise an
e-mail system.

53.  The method of claim 51 wherein the electronic communications means comprise a
telephone.

30 54. The method of claim 51 wherein the electronic communications means comprise a
beeper.

55. The method of claim 51 wherein the electronic communications means comprise a



simlar to the identifiers in the received data, analyze each identifier of
the retrieved group of records for a match to at least a portion of the
recei ved watoa/pssrat ch the at | east a portion of the recei vedrd®sba4msd h at

| east one analyzed 25 record of the retrieved group of records that is
determned to reflect a record having identifiers representing an
identical one of the plurality of entiti®es, analyze whether at |east one
identifier is included in the at |east a portion of the received data that
was not previously stored in the at | east one analyzed record of the
retrieved gr ouppwonﬁléb&mh@sm%ﬁ is detennined to reflect a record having
ldentlflerﬁs 307HSRE msa%%r@mﬁé&@aoﬁnaymg&l@?elm pgrﬁafewf of entities;
and re-anal yze each i1dentifier the retrieved group of recor s for a

mat ch to: the ia¢luflesast a portion of the received data and WO 03/ 058427
PCT/ US02/ 41630 oup of records
that is determcrll égﬁt&gﬁquga%ﬁgr‘{cg@g?g ga\% ng S?g%%:ﬁ[llgtgt?agérepresentl ng an
i dentical one O(ﬂlsttlhlﬁmlgh‘wea(bd tlata wfthe s dabttdne sgcondutly ddtdmsanfgr shatysiwhbehed

The net hod of claim 60 wherein the step of

records in the Vgglr aﬁcrlterla 8
utilizing g gori nclu es assigning a persistent key. 62. The nethod

of claim®60 V\/neusmnrg thdrdlers iregtingftheudritdriazif A gscadefidegaicrd rolffout thé etrlezoohar i Ses
retrieving fro({% dat abase an additional group of records having
i denti fi er 8°8R9HY % the identifiers in: 10 at | east a portion of the

received dat.a amit métRodstalaymetor Bodticgei0thetlsRp of eilizing\uadigafittio@focegcor ds
that is determnped to ref%ect a record havi ntg identifiers, representing an

i denti d8l one ofefaqeiVe datafurtpsy compises renskaringyhe gpred grocesseghdata oiahlgastach

identifier of t&ﬂsé&ﬁlﬂh?“ﬂdbggéw&l fing #eftichs. for a match. 63. The method of
claine 60 or 62 wherein the st utilizing an al gorithmincludes 15

repeat i ng: >%-et r esvnsied ofsiaim 5&3‘1*‘8‘1%}5‘%6 %ielﬁ?f&?BSf@flnéﬂﬁlsfqr?ﬂﬂPceréé grtgo

anal yzi ng each yQ@otdnt is&lon@ry tdiateat pérf¥REd B 0MRiInf records; matching at
| east a portl on of the received data; analyzing whether at | east one

i dentifier9s i Redmeibefl oficlaima7 athercindhs step ofdTapsferming the stapediprecepsed datg & dat a
that wag not pr ﬁ‘féa%t%ec%ﬁ@arr?gatabaw is performed in batch.

60. A method for processing data comprising the steps of:
receiving data comprising at least one record having at least one identifier, each
record representing at least one of a plurality of entities;
utilizing an algorithm to:
20 retrieve from a database a group of additional records having identifiers
similar to the identifiers in the received data,
analyze each identifier of the retrieved group of records for a match to at least
a portion of the received data,
match the at least a portion of the received data with at least one analyzed
25 record of the retrieved group of records that is determined to reflect a record having
identifiers representing an identical one of the plurality of entities,
analyze whether at least one identifier is included in the at least a portion of
the received data that was not previously stored in the at least one analyzed record of
the retrieved group of records that is determined to reflect a record having identifiers
30 representing an identical one of the plurality of entities; and
re-analyze each identifier of the retrieved group of records for a match to:

the at least a portion of the received data and



retrieving fromthe database an additional group of records; and
re-anal yzi ng each identifier of the retrieved group of records for a match
until no wodBvisazml matches are determ ned. 64. The net ho#Cofusel/aicsn 63
wherein the steps of receiving data, utilizing an algorithm 25 and storing
the matched records are perforned in real-tinme. 65. The nethod of claim63
wherein the steps of receiving data, uti%tizing an algorithm and storing
the matched records are perforned in batch. 66. The nethod of claim®60
wherein the step of utilizing an algorithmincludes: determ ning whether a
particul ar identifi ehedmglysereaird oB0e ctimyeheraer elsscordatbatdsdatapinedént i ng at
| east two diffe t t d
representing a {eg‘?‘%l cu%’f‘d Ha‘é*?lg?z{égnf]&?%ﬂe@nltl}{% at ?%ﬂtﬁgledgégcfjgl ﬂm{l% e
previ ously mat cd:mndedoambd on a part| cul ar identi f| er if the WD 03/058427
PCT/ US02/ 41630 -2n0 arg t?elérco ﬂ)t |d gasel s determned to be common across
records represe?%(t>r r%gj APAFEAdY f iM¥%&nt entities and not general ly
di stincsi vel.of ’ahernﬁam&bfrcezﬁmésamnehghastﬂsasftuuhnhgan alpdrithiyi inclElés asfigeinget hod
of claim®66 wherein thi step of utilizing an algorithmincludes prohibiting
any addi ti onal MR records based on a particular identifier if the
5 particul gp. i d’El:iEméth@i’oflc&de??mBieﬁﬁde §tep mtlﬁﬁmﬂalg@rtmaSummwﬁiﬁlses
representing at |east ifferent entities t| nctl ve
of a particul ar™EK¥eg{O "%g afphaseAn diorl SuR P CS%T ?/\PPé”hgl‘ e"f‘h%’yé
utilizing an al gqrd lam;ﬁlegqi, udes re- processing the separated recor ds as
received data. 69. The nethod of claim66 wherein the steps of determ ning
whet herl%a parti cul aratless aipgriepiof therecpiyeddata ¥ common across records
representing at | eashe §iRz&iYebdrl 86tha RkicvB@BRIFL e HisSthhneldimikh @ record
representing a particular entity and separatin records that were
previ ousl yT F'cﬂfé@“éh@"{géﬁﬁfr@ﬁﬁ@(ﬂer%eTFté‘ﬁlanﬂqeﬁ@,ﬂa T, Ofﬁﬁél‘ﬁé}t‘tﬁ@ﬁefﬁlﬁle%l ai m 66
wherein the ste or(?(tre Li§i Eﬂcﬂgde%ﬁérr&?fhe%tﬂévea'gfaﬁ*)%frecbtqgmr'afrﬂa%h is one of
conmon across records re resentin |l east two different entities 15 and
general |y @Bst i Hlegheteoddf C&ilmﬁe@(chﬁZrVé}@reels@mSﬁePlgf gilizmgan glgpethmanglidey and
separat ng reco ggatﬁ]%at were previously matched are perfornmed in batch. 71.
The net' od of c )0 wherein the step of utilizing an algorithmincludes:
conparing the recei vetiedag fromiatdatabase lagasp o adslitginakrecbrdsecord t o det er mi ne
t he existence of a relation h n tin rel.ationship record for
each stored record Cilé\?l zing cac c%egtlfl} efo?thegetﬁev%g grou o?recgrdg P

matching at least a portion of the received data;

analyzing whether at least one identifier is included in the at least a portion of
20  the received data that was not previously stored,;
retrieving from the database an additional group of records; and
re-analyzing each identifier of the retrieved group of records for a match
until no additional matches are determined.
64.  The method of claim 63 wherein the steps of receiving data, utilizing an algorithm
25 and storing the matched records are performed in real-time.
65. The method of claim 63 wherein the steps of receiving data, utilizing an algorithm
and storing the matched records are performed in batch.
66.  The method of claim 60 wherein the step of utilizing an algorithm includes:
determining whether a particular identifier is one of:
30 common across records representing at least two different entities and
generally distinctive of a record representing a particular entity; and

separating records that were previously matched based on a particular identifier if the



relationship with at [east a portion of the received data. 72. The net hod
of claim71 wherein the step of utilizing an algorithmincludes creating
at | east woe3pssti dence i ndicator for each rel ationship recomns$o2/#1830 The
met hod of claim 72 wherein the steps of conparing the received data,
creating a 25 relationship record, and creating at |east one confidence
indicator are perforned in real-time. 4. The nethod of claim 72 wherein
the steps of conparing the received data, creating a relationship record,
and creating at |east one confidence indicator are perforned in batch. 30
75. The nephoerlufiderifieris derminedds be CommSTOSHIFECTS repiesenting pf lepshicwe _
| ndi cat or's gifalifaifss aniSt Lonlsahy BOALIR ord bRk DRGNP BEKUAR RGN ent ity
represented by the particular record having a relationship with the portion
of WO 03/ 06842 7Tttt /clpig $0 wherRin-the $iep of agibizivgen dagerghmanrdpdgn entity
represented by i i 4ated-on 4 : : claim72
wherein at | eas]%rt}@ﬁ@g%%}?%gﬁ%gﬂpﬁ é‘gﬁggrl&% i"cat oroél aiqu%r iggg{ ggﬁtngﬂgﬂfei kel i hood
that: 55an ent i paytiquisp idegefidr éckdelpyminké todgrcomowh acropsgeanrds thpresengngat least
relationship w he rtion of [ iV .and an entity
represented by {wﬁeéltgeor?rﬁi%gé\neg m?'l"noé g%%gaélly \?gsgacéﬁgogf?ég%ugars? 3%%‘. 77. The net hod
of cl ai m 788.wheTle methdieofstaiip 66 wheitein the stepgofamlizthgar algdrithm mcdludde- anal yzi ng
the relationship records to %ter | ne_whet (far the rel ationship records
reflect at | east T oNe SPAILEBHERID " K *br&i ousl y deterni ned. 78. The
met hod of 69.ai NThe/matha) Hictuirh 66 wihtem thd stanRak yaemdanihfl@hedratpaniaslat p r ecor ds
i ncl udes anal yzj ng..rel ati onship records reflectin t | east one |evel of
dogree Bf . sepaldiihs Oheo! PRIt B U RN HAETEIR COHES SPp. of
anal yzi ng rel at gapaly istiR60d 6 &l Rptckdi@ing 4 parftuldr@atdy .0dseph@Med of degree
of separation incl udgs analryz,i ngﬂ rel ationshjp re_corﬁ;i neeting at | east one
user - def i ned cri_efcgf‘? Off. VBDPreYRR Wtﬁw 253 PEioNGH 7°AHBFei n the step of
anal yzi ng ngl at TRNA&h SrRERh @6 wiBRIH thdstéps of aaémamhs Wa&th& a faftichiap i ncl udes
limting the relationship records analyzed to a_ maxinmumlevel of degrees
of separation. PentgierisPRROTRONHRRP AGFOSTICETHS TPOFeHmEPRALIcasHY oSiEgsens iigigal y zi ng
rel atiqgshi p regQrdgerfIBALi{ROHR of a record representing a particular entity and separating
records that were previously matched are performed in batch.
71. The method of claim 60 wherein the step of utilizing an algorithm includes:
comparing the received data with at least one stored record to determine the existence
of a relationship; and
20 creating a relationship record for each stored record determined to reflect a
relationship with at least a portion of the received data.
72. The method of claim 71 wherein the step of utilizing an algorithm includes creating

at least one confidence indicator for each relationship record.

73. The method of claim 72 wherein the steps of comparing the received data, creating a
25 relationship record, and creating at least one confidence indicator are performed in
real-time.
74. The method of claim 72 wherein the steps of comparing the received data, creating a

relationship record, and creating at least one confidence indicator are performed in
batch.

30 75 The method of claim 72 wherein at least one of the confidence indicators indicates
the likelihood of a relationship between:

an entity represented by the particular record having a relationship with the portion of



user-defined criterion includes limting the relationship records anal yzed
to relationship records that include confidence indicators greater than a
m ni rum Womanss4282. The nmet hod of claim 77 wherein the strep/usb2/utedd i zi ng
an algorithmfurther conprises 25 issuing an alert based upon at |east one
user-defined alert rule. 83. The nmethod of claim82 wherein the step of
issuing an al ert based upon at |east orfd- user-defined alert rule includes
having the alert communicated via electronic comunications nmeans. 84. The
met hod of claim 83 wherein the el ectronic conmunicati ons neans conpri se an
30 e-nmmi | Hysiceiyed ¢8a, afhe net hod of claim 83 wherein the el ectronic

communi cati ons I - ; 058427 PCT/ US02/ 41630

-22 86. The mtﬁﬂéfrgﬁ%ﬁﬁ%améﬁg?ﬁh?lﬁgeceelygeac%%ﬁni C conmuni cations neans
conpri se a76.becPermetigid of Than iz wherdingf legdt ahg0f3Be winéideica indfvetoes inditateni ¢
communi cati ons . ise a personal digital assistant. 5 88. The

nmet hod of claim g‘%ﬂﬁ&ﬁ%’the step of analyzing the relationship records

i ncl udes: dupl i aaniirygepresenteébythe pagibnlpr re@cdhasngorrelationsbipstithahepgeaosfdar y
dat abase; thgirésgfvgcpggté rallgdrecei ved data to the at | east one secondary for
anal ysi s based upon d work load criteria; and 10 issuing the alert based
upon the user - dafdnfigdemtsetnitd bythe pbitionof the raative @as hre tiesamsecondar y dat abase.

89. The nethod of claim.60.fyrther. conprising .the step of nveriing the
Cocelved ahtal Tt Bodhr i ki Dahn R & Pphn R B s arab eBe of
utilizing an al@efdldtbfshiP@cordd e deeinineiwhdthe |t Blafiéhship eEdtdR réfleet Slap of

utilizing an algorithmincludes retai ni_nggn 15 an attribution of each of the
i denti fPers. 91oMeTHRNRshIP AR PETVIQUSLYidsicintther ei n the step of retaining the

attributi omg.of BRGRekRCHHIm 7TNehetdRShd REpAIMhAGEIRNhE ohdnyp REord@ Sour ce
system provi di ng each record and a unique_identifier representing each
record i n the sBtlpdss aaghxaingfelapensbip recprs reRacrgrt dastangieyrlod degies i n t he step
of retaining anegihddabuti on of each of the

79. The method of claim 78 wherein the step of analyzing relationship records reflecting
15 at least one level of degree of separation includes analyzing relationship records
meeting at least one user-defined criterion.

80. The method of claim 79 wherein the step of analyzing relationship records meeting a
user-defined criterion includes limiting the relationship records analyzed to a
maximum level of degrees of separation.

20 81. The method of claim 79 wherein the step of analyzing relationship records meeting a
user-defined criterion includes limiting the relationship records analyzed to

relationship records that include confidence indicators greater than a minimum

amount.
82. The method of claim 77 wherein the step of utilizing an algorithm further comprises
25 issuing an alert based upon at least one user-defined alert rule.
83. The method of claim 82 wherein the step of issuing an alert based upon at least one

user-defined alert rule includes having the alert communicated via electronic

communications means.

84.  The method of claim 83 wherein the electronic communications means comprise an
30 e-mail system.
85.  The method of claim 83 wherein the electronic communications means comprise a

telephone.



identifiers includes retaining an identity of a query systemand a
particul ar user. 93. The nethod of claim60 wherein the step of utilizing
an al goriwbmsiossasbudes anal yzing the received data prior troTarse2efe3st or age
in the database and query in the database. 94. The nethod of claim93
wherein the step of analyzing the received data prior to one 25 of storage
in the database and query in the databa®e includes conparing at |east one
of the identifiers against one of: a user-defined criterion and at | east
one data set in one of a secondary database and a |ist. 95. The nethod of
cl ai m 94 wher ei Fhermghedntglive 83 whergin the dectiogic gompppicyiong mepns £8MPBRE of 30
the plurality of..ghtities and the data set is in a names root list. 96. The
nmet hod of claim 94 wherein the conpared identifier is an address of at

| east one 8bf tHee mithedxifictaym 83 waereinttheglecimupic chmmyaitatione means cpmprase aaddr ess
list. WO 03/0584g§mﬁgmg&ﬁggg%%630 -23 97. The nmethod of claim94 wherein
the step of coﬂ%arlng t Teast one of the identifiers against a

user -def i n838 crTheandtiod of olimi 82 ehéreinrthd stépaf andlydiegtbe rabnienshiferstaorfls er i n
accor dance mﬁtqnagfmuser-defined criterion. 98. The nethod of claim?93
wherein the step of analyzing the received data prior to one 5 of storage
i n the dat abasedupiichtigp éryelationshipl sdcaldase at lact argascoaddradatainge;t he recei ved
data. 99. The t hod. of claim 98 wherein the step.of enhancing the received
ot i nol udes: e eaRl PSS ns "Sabdrbred it e Bet By y

dat abase andrkibgl dritgta; irdr additional identifiers for the received data;
and 10 supplenenting the received data wth the additional identifiers.
100. TH® net hod‘s%lr“ggi‘%g?ﬁ g@eméﬁ‘wsﬁ‘éﬁw‘é‘?‘gﬂeféf“'ﬁg%Werﬂjﬁ’*&ft °Peast one data
set incl udggondat ddtdag! one data set being in the secondary database

utilizing the algorithmto query additional databases to | ocate additional
i denti fi er 8- el H5Mghedt slaim 8 Sfrthgrromprising fheysicp of cayerting hgrsoeived data ang 15

suppl enent i ng tifiR 4 skl ﬁl@@s%%ﬁﬁht&ﬂ& @ edisteh @nadiliZimdentadotihs | ocated in
the secondary database. 101. e nmethod of claim93 wherein the step of
utilizing & al Bsrmethed of slim @ eheeindhs vigp ofwalxnwyAewsithm fnelydgerstaiinger s

102. The met hod,ofi6hn®r B2 h\ MRk Shdnslille step of utilizing an algorithm
includes storing in 20 the database processed queries based upon a
user - def i n8H crTheanpgthgs of claim 90 wherein the step of retaining the attribution of each record

includes retaining an identity of:
a source system providing each record and
a unique identifier representing each record in the source system.
20 92, The method of claim 90 wherein the step of retaining an attribution of each of the
identifiers includes retaining an identity of a query system and a particular user.
93. The method of claim 60 wherein the step of utilizing an algorithm includes analyzing
the received data prior to one of storage in the database and query in the database.
94. The method of claim 93 wherein the step of analyzing the received data prior to one
25 of storage in the database and query in the database includes comparing at least one
of the identifiers against one of:
a user-defined criterion and

at least one data set in one of a secondary database and a list.

95.  The method of claim 94 wherein the compared identifier is a name of at least one of
30 the plurality of entities and the data set is in a names root list.
96. The method of claim 94 wherein the compared identifier is an address of at least one

of the plurality of entities and the data set is in an address list.



103. The nethod of claim 102 wherein the user-defined criterion includes an
expiration date. 104. The nethod of claim®60 wherein the step of utilizing
an al goriwbmwsMssdther conprises transferring the stored proTassedesiata to
at | east one secondary database utilizing the 25 algorithm 105. The

met hod of claim 104 wherein the step of transferring the stored processed
data to at |east one secondary databas® is perfornmed in real-time. 106.
The net hod of claim 104 wherein the step of transferring the stored
processed data to at |east one secondary database is perfon-ned in batch.
30 107. A $kt hobhefrothasqizhazm Oty hpreiavhoiies of caaparingd!t lees onelsf, the identifistshod

conprising the [ i N : i ldentifier in at
| east one recor%%rngt%fuesglfeﬁfﬁ%&g@@ég%d%ﬁ%%l8 %ﬁ%{# ?5‘%%{?%@8%?&1630 - 24-
one entity is omeorddnce patmirrusaredefisgl qrdwonds representing at |east two
different gatit tge_sm%ﬁcgi of%%ﬂgbglw!hgréﬂ:}%% étgagésf'a%{ﬁéﬁﬁ%ﬁe Fe%&%djdartafpgro??oe@te' ng a

particular”éentity, separatin 0 re previo y nmatched
based om a par tofcurae in thedbtabaseand quetylie a Satplaast inclnkdesrenhaletgitlid received
detennined to be common across records representing at |least two different
entities and no atagener ally distinctive of a record representing a

parti cul ar9&nt i The. metHdiBof clive 98®hEen thd sted EienhdhOihg therrtdepred danpiciugesig

prohi biting any additi onal tches of records based on rticul ar

Pont it er i1 g4 onf Bl B el FEQUGR08T Aerter v BEi iman acr oss
records repddasalid@gifidrs@bith@fetdivedafataciid t1 es and not generally 10
distinctive of a record representing . an entity. 109, The nethod of claim
107 furfher coniyPPiEMARyingks regeiysd dpta withthepdditions] ddepiiersepar at ed  recor ds.

110. The mpdd10dTIRfm&thcd Fclihd 99MBERInThd §1&) SHqaRFin@lar Bk BRdA ROinWgher a

particular identifier is one of commbn across records representing at
| east two diff ettdsift eBpdpte pedeing i theecordapr dabysegitilitipg theialgarigm tg ke or d

representi Qi nRPdatdb&ddl & 108 ddaMiopdl GuenBRAL Aliding td RQALdRe bPAL retBil & _
previously matched are perforned in real-tinme. 111. The nethod of claim 107

wher ei n t hideriifigsg aed  det ermi ni ng whether a particular identifier is one of
common 1?§r055 r &x@ﬂ%ﬁl@ndn%%e%@e’i\teh Bra it tRARMi N idlnlifiG %@%tec?i'ﬂtthet! es and

gener al distin ve of a record representing a particular entity and
separ at i ngsezondagicdatabeset hat were previ ously matched are perfon-ned in batch.

101. The method of claim 93 wherein the step of utilizing an algorithm includes creating
hash keys of the identifiers.
102. The method of claim 60 wherein the step of utilizing an algorithm includes storing in
20 the database processed queries based upon a user-defined criterion.
103. The method of claim 102 wherein the user-defined criterion includes an expiration
date.
104. The method of claim 60 wherein the step of utilizing an algorithm further comprises
transferring the stored processed data to at least one secondary database utilizing the
25 algorithm.
105. The method of claim 104 wherein the step of transferring the stored processed data to
at least one secondary database is performed in real-time.
106. The method of claim 104 wherein the step of transferring the stored processed data to
at least one secondary database is performed in batch.
30 107. A method for separating previously matched records, the method comprising the
steps of:

determining whether a particular identifier in at least one record representing at least



112. A nethod for processing data in a database, the nethod conprising the
steps of: receiving data conprising at |east one record having at | east
one i dentwbioenis4emch record representing at | east one of paTpiSoz/aledty of
entities; conparing the received data with at |east one record stored in a
dat abase to determne 25 the existence of a relationship in real-tine;
creating a relationship record for eachrecord stored in a database
determined to reflect a relationship with at |east a portion of received
data in real-tine, and storing each relationship record in the database.
113. The nerdentitydbond efi m 112 further conprising the step of creating at

|east one 30 conf i dapee LGRS, Lot Aaa alalh ARRhPedReord [ n Teal

time. 114. The net ho aim1l erel east one con ence
i ndi cat or indi cat es gehaallyl diitmktive@bd rasbrdaepredeatingmpniiquldpentiggand WO 03/ 058427

PCT/ US02/ 41630 _ - an_en rticular. . aving a
rel ati onship w Steﬁgr? th“& recor<§s| thér;t “%?epﬂ’r?\ﬁ(glﬂbec%t%gg s%%l{% g,a tpgr;t;ﬁgu lgr:]ldgenﬁ?] %lgthlg

repr esent edarbyuldrh@npﬁems dﬂleroﬁneﬂItrebermenmepdrqdamaordifbﬁreséﬁheg ag¢dagdoof cl aim
113 wherein.at | east e confide kN di.cat or 5 Likelihood
that - an effftt FEBre R EEREy I RS RSaT G BTG Rt TG e plibaci onni p
with the poos.i oTheahethddef claira @0V fuskhetaomprisinglp@hibing atiy addejonsisenthesioby t he
portion of the received data are t of . clains 112 or
D ot her - Consrards bt fich S s oI yahe el Ko A HBF & Bor de ¢ o
det er mi ne whet h@mrhdtfackRb Akbranepiepentieg 9 pllfalityedfleliesahd h@ @sheraye

rel ati onship not previously determ ned. 117. The nethod of claim 116

wher ei 19t he st efstBrtyERf|afsiorlrepseenting sk $%Rshi p records incl udes anal yzi ng

rel ationshig. r ep HshsLdt cBehil0DfuRthed RADlisifg te lsRY 8F reQfrodM RS s e?f\rated _
separation. 15 118. The nethod of claim 117 wherein the step of anal yzing

rel ati onship re®€e®ds reflecting at |east one | evel of degrees of

separationjjgcl ggese tﬁ&@éﬁéﬂnﬂgo‘f @h@f&hm R of A& WRSdr APardbulieast one
user-defined criterion. 119. The net hod of claim 118 wherein the step of

anal yzi ng rel at idmgwrﬁme@mwmtqswcoré% repegepting pfdeagtve difésrenh evfities | t er i on
Includgg |imtipg a(;:eﬁe@ral f&&&k%%?h?e&)&ﬁ@ﬁrg&nm YA &iar 2ty SndBsePRYngUm | evel

of degrees of sep
records that were previously matched are performed in real-time.

111.  The method of claim 107 wherein the steps of determining whether a particular
identifier is one of common across records representing at least two different entities
and generally distinctive of a record representing a particular entity and separating

20 ~ records that were previously matched are performed in batch.

112. A method for processing data in a database, the method comprising the steps of:
receiving data comprising at least one record having at least one identifier, each

record representing at least one of a plurality of entities;
comparing the received data with at least one record stored in a database to determine

25 the existence of a relationship in real-time;
creating a relationship record for each record stored in a database determined to
reflect a relationship with at least a portion of received data in real-time; and
storing each relationship record in the database.
113. The method of claim 112 further comprising the step of creating at least one
30 confidence indicator for each relationship record in real time.
114.  The method of claim 113 wherein at least one confidence indicator indicates the

likelihood of a relationship between:



120. The nethod of claim 118 wherein the step of analyzing rel ationship
records neeting at |east one user-defined criterion includes limting the
rel at i onswom3nssaer ds anal yzed to relationship records thacTiusot/ugso
confidence indicators greater than a mninmum anount. 25 121. The nethod of
claim 116 further conprising the step of i ssuing an alert based upon at

| east one user-defined alert rule. 122:5The nethod of claim 121 wherein the
step of issuing an alert based upon at |east one wuser-defined alert rule

i ncludes having the alert conmunicated via electronic comunication neans.
30 123. The net#catiyireregniod bp thewasicdpiteeordhaingc relghenshiporith-thaprréer afon
neans COWEHe?@ce@Qddﬁaqﬁdl system 124. The nethod of claim 122 wherein the
el ectroni ¢ communi cat’i on neans conprise a WO 03/ 058427 PCT/ US02/ 41630 - 26-
t el ephone. 125.anEnétyreprbsstted by gk @ortion 2Pthosrseiz¢ddaidae el ect roni c

communi cat IIW rﬁﬁ?ﬂﬁetﬁo%@%la?rﬁl% WF ERGl leasg‘g'lﬁe colﬁgengg}nagggpmdﬂit 12.2 .
wherein the el ectroni ¢ communicati on nea sonal digital
assi stamt. 127.likehigoodebdtod of claim 121 further conprising the step of :
duplicating the re gt onshi on _at ast g can se;

di stributing r eteiV de%asteme?byﬁ'ﬁé)ar lful erﬁ%c’dléanve areféﬁ%‘bﬁ? Vﬂgia}ﬂ%% (Qa

anal ysi s bdseeteivepdna,wad k |1 oad criteria; and 10 issuing the alert rreeti ng
the criteria of a user-defined alert e fro 3 e at | east one secondary
dat abase. 128. *tf‘oern“%’r%@fgstegtfﬁig%rheﬁr’ﬁ‘(‘,’ﬁggfhﬁ&cﬁ%{%ga e PecsqPBut er readabl e
nmedi um cont gd. Ni Tig mRQIBTMiMNBEI204 Q13 fifGercOMpANAE tht s@P obyhabyzimg Ut er f or
perform ng the rising.the rece|V|n dat a

t.ho ste 5
conpri ¢Png at Irrérgg?nsg‘r?éecro d? get rt}?ert‘éheéﬁerﬁ'@ég{‘“"&flﬂ@p Fegends ff’lﬂie Atlegsig®e record

representing atreiaﬁ&ﬁhlp%ep@%o@sbp(hddérﬁiﬂeay of entities; utilizing an
al gorlthmto process the received data; storing tﬂrlle ggocessed data in a
e

dat abase; tECei Therpetpd o clyimed i@ whsrgip tt@éﬁ?@é%%&% PnsRiRgET¥dson of the
data stored in {hH6desARalfAtARABEshPekords reflecting at least one level of degrees of

separation.

15 118. The method of claim 117 wherein the step of analyzing relationship records
reflecting at least one level of degrees of separation includes analyzing relationship
records meeting at least one user-defined criterion.

119. The method of claim 118 wherein the step of analyzing relationship records meeting
at least one user-defined criterion includes limiting the relationship records analyzed

20 to a maximum level of degrees of separation.

120. The method of claim 118 wherein the step of analyzing relationship records meeting
at least one user-defined criterion includes limiting the relationship records analyzed
to relationship records that include confidence indicators greater than a minimum
amount.

25 121. The method of claim 116 further comprising the step of issuing an alert based upon at
least one user-defined alert rule.

122.  The method of claim 121 wherein the step of issuing an alert based upon at least one
user-defined alert rule includes having the alert communicated via electronic
communication means.

30 123. The method of claim 122 wherein the electronic communication means comprise an
e-mail system.

124.  The method of claim 122 wherein the electronic communication means comprise a



utilizing the algorithmto process the queries. 129. The conputer readable
medi um of claim 128 wherein the entities are people. 130. The conputer
readabl e wedswoss4of cl aim 128 wherein the entities are per ®amalSo2/preeperty.
25 131. The conputer readable medium of claim 130 wherein the personal
property are vehicles. 132. The corrput er readabl e nmedi um of cl aim 128
wherein the entities are real property:?® 133. The conputer readabl e nmedi um
of claim 128 wherein the entities are organi zations. 134. The conputer
readabl e nedi um of claim 128 wherein the entities are chem cal 30
conpounds. 135. teT!’h‘@“@orrput er readabl e nedium of claim 128 wherein the

entities aqg Or?{%r}hé‘thocf?& ?H@?gwhé%?n%e@e'é%ﬁz cEhrhld2h AEERLompAdk 21 36. The

conput er readab medi um o I'm 128 wherein the entities are prot ei ns.
137. The conput®epareadabl e medi um of cI aim 128 wherein the entities are

bi 0l 0gi cal 15 MHEIHGRSY or bl 175ERGONB Rlurb RRUARKEn G WELALcofib ALY 128

wher ei n the entities are nmetric ues e conputef readabl e
medi um 6f cl ai npeiR8aldnBrakaspistaite entities are atomc structures. 140. The

conput er ﬁipabfhel{qqgod.l%rpc&m%ﬂurrh §mpﬂ hgstéps‘{ nmet hod further conprises

t he step of “conver i€ Tecel'Ved andar di zed nessage for mat
prior to 10 utddphzatmg thenelatiqsiip tdentds on priesess sedfmd:{rgdahhaed data. 141. The

conput er readabl.e ereln g an

S oori thm to- prigalEntePe rd e e e FiBab P oty R onbBRfBut on o
each reconpbn iR loadRateai@mpdt er readabl e medi um of claim 141 wherein the
step of retalnln 5 attribution of eac ecord includes retaining an

i dentit' of: %‘l‘ﬂ'gége é%fné?ﬂ“ﬁrﬂﬂﬁﬁr’(ﬁ‘?rﬁd’fé&??ﬁ%%??&raif“éﬂ@ from the atdeasi Ment i fi er
representi Ekgoﬁ(ﬁﬁpd@bhﬂ: t he source system 143. The conputer readabl e nedi um
of claim 141 wherein the step of retaining an attribution of each record

i ncl udes r &t %@ Séﬁemé‘gﬂ?‘ﬁf"@fﬂafé apg@ FOMRUEL readpblp rediumEenigining cul ar user .

program instructions for execution by a computer for performing the method
comprising the steps of:
15 receiving data comprising at least one record having at least one identifier, each
record representing at least one of a plurality of entities;
utilizing an algorithm to process the received data;
storing the processed data in a database;
receiving data queries for retrieving at least a portion of the data stored in the
20 database; and
utilizing the algorithm to process the queries.
129.  The computer readable medium of claim 128 wherein the entities are people.
130. The computer readable medium of claim 128 wherein the entities are personal
property.
25 131. The computer readable medium of claim 130 wherein the personal property are
vehicles.
132.  The computer readable medium of claim 128 wherein the entities are real property.
133.  The computer readable medium of claim 128 wherein the entities are organizations.
134.  The computer readable medium of claim 128 wherein the entities are chemical
30 compounds.
135.  The computer readable medium of claim 128 wherein the entities are organic

compounds.



144. The conputer readable nmedium of claim 128 wherein the step of
utilizing an algorithmto process the received data includes analyzing the
recei ved watoa/ogs4eor to one of storage in the database an@#cuusoy4ieso t he

dat abase. 145. The conputer readabl e nmedium of claim 144 wherein the step
of analyzing the 25 received data prior to one of storage in the database
and query in the database includes comdaring at |east one of the
identifiers against one of: a user-defined criterion and at | east one data
set in one of the database and a list. 146. The conputer readable nedi um of
cl ai m 145 Wfer eThe conpuiebiepdableanedipam of qlaier128 avhgremgheeicndre grotdinsast one of

th | | i .t .S @ityo | ; i.st. 147.
e plural ity Oﬁgjeg‘%ff’gﬁfggﬁf@a% rﬁéag.lnqafcgalﬁlel% iwhetefh the ﬂgﬁgéaré %iogkcaﬁ

The conputer rea um of alm 145 wherein t onpared 1dentifier
is an address #fucigres] east one of the plurality of entities and the data

set 15 1N 88 A0 ahelioPleagah0 &%’iﬂﬁé&%ﬁ%&ﬂ@%ﬁgﬂ%ﬁ%e% iréBiohidflc The

conput er readabl e mediumof claim ereint conpari ng at
| east 6ne of tveuesdentifiers against a user-defined criterion includes

formatting | east one | tifier in.accerdance with a user-defined
standard. 156, SRSorBEreaRePara i of BRI SRR s dmAB R the st ep
of anal yzi ng t herubturescei ved data prior to one of storage in the database or

i t i ncl ud hanci ng t i ved 150 Th
domputer 1 4hanl CHmBD GHEA S LA SRS Mo ERL € PEob RrURRARBIAG t ne

recei ved dat a i thebwiglefconthigigth@@gcéted Rashioanandadiaedtéssige fomet pliorao dat abase
and list for additional identifiers 10 for the received data, and

] id
suppl ertBnt i ng tWEIZF‘@@EPI@%‘EH‘&?Brc\ﬁfsfﬁhetrﬁcé"v&ﬁ&?tf“i onal identifiers. 151. The

conput er 1 eadablie dsRfuMetdabll ddiind (cImeIng iwhelehhsePofafiiligidghyi Ng at | east
one data set includes: at |east one data set being in at | east one dat abase

( . g .
utilizing the at83Hhm Rrpessyibe Fepeivaddaiaigelidesseiriniggen ptydwson of qagh at e
addi tional idenfidijers relating to at | east one of the received
identifiers; and supplenenting the received data with the additi onal
i denti fi er $43- ocBhec@MPphtchieadaglednedig of clajnn Il grhatreinghe spmefactaingi anThe conput er

readablie medi umefuedrdrthchdbc o REREL rEtQﬁir%taﬁ@deﬁfity%@m yzing the 20 received
data prior to one of storage in the database and'query in the database
a source system providing each record and

a unique identifier representing record in the source system.

143. The computer readable medium of claim 141 wherein the step of retaining an

attribution of each record includes retaining an identity of a query system and a
20 particular user.

144. The computer readable medium of claim 128 wherein the step of utilizing an
algorithm to process the received data includes analyzing the received data prior to
one of storage in the database and query in the database.

145.  The computer readable medium of claim 144 wherein the step of analyzing the

25 received data prior to one of storage in the database and query in the database
includes comparing at least one of the identifiers against one of:
a user-defined criterion and
at least one data set in one of the database and a list.
146. The computer readable medium of claim 145 wherein the compared identifier is a
30 name of at least one of the plurality of entities and the data set is in a names root list.
147.  The computer readable medium of claim 145 wherein the compared identifier is an

address of at least one of the plurality of entities and the data set is in an address list.



i ncludes creating hash keys of the identifiers. 153. The conputer readable
medi um of claim 128 wherein the step of utilizing an algorithmto process
recei ved watoaossazt udes storing in the database processed gaenises4ichiased
upon a user-defined criterion. 25 154. The conputer readabl e nmedi um of

cl aim 153 wherein the user-defined criterion includes an expiration date.
155. The conputer readabl e medi um of cF®i m 128 wherein the steps of
receiving data conprising at |east one record having at |east one
identifier, each record representing at |east one of a plurali t¥

entities, US| iThengmantenteadnblermedivnnobriamads wherin the stpw efbonmaing ai leaging
storing the pro 156.
The conput er rea abFHeé lgnﬁgﬁ%%g%fnsg?g%%ﬂ%g‘gamﬁ e’?(grl{lfrqap E%ng'nghggn%%# re%%g%l; Vi ng
data conpri si nigewtifiet mastordmmee wiske anetrefiiedgtandard.east one identifier, each
rrecor d. 1 epq g il iRe0Ra it dfdi il R Aad Mdin e e fbe nfiRThe BIC of a
plurality of ‘entitie uttl1zing anagorlthmto es & ¥ ecei ved
data, amd st orlmgeiveldeiaprpuoe&smdoﬁaoraga in the ctmbabaseueaqumlabm-lmwesn bat ch.
157. The conputer reaolﬁl?i dd m of clainms 128 or 144 wherein the step of
utilizing an afgsh ’EeBClpr €dss the received data includes: 5 retrieving
fromthe das@basie @mpustiRadibleandiin ohdiimr i@ ehdsintay stagof chémicingiter s sim | ar
to the identifiers in the received data; analyzing each identifier of the
retrieved gr oupref)cf“'ﬁrdgéﬁrnb"éudgfjr a match to at |east a portion of the

recei ved data; gihGiY AAgaitonk @5 betdn GRIOf b Aialike irdidlist RE addieshaliaéifietst h at

| east one ?nal yzed 10 recqord of the retrieved group of records that is

det er mi'Red fr&heresa @ d2d adcor d having identifiers representing an

i dentical one OiupFllaﬁerﬁln!grtl@ ﬂeéeYvleda@mlihttheeaiidltl@ﬂﬁ'ldéﬁhﬂgs whet her at |east one
identifier is included in the at |east a portion of the received data that

was not pr évi-oubhacompBiceiradablerprdivgm of daimy 1 ety Serioh @EBing Bieastt he
retrieved group,Rfdafa&@eQhdsdeshat is determned to reflect a record having
identifiers 15 representing an identical one of the plurality of entities;
and re-anal yzi n¥j leasicie defe setibeing in afeaptnae depbapeyidiaingrten glewithn xdietls for a

match 4,9:  ,@didd g?@attabgsepQarlt)éa(?é]acﬁglohquernﬁﬁgk }ée% g?otzﬁ] Qt%nts laﬁt ?@LM&?C‘ record

of the retrieved group of recor t ha mne ct a record
havi ng i defdenfificss;9nd epr esenti ng an i dentical one of the pI urality of 20

entities; and supplementing the received data with the additional identifiers located in at least one

additional database.
152. The computer readable medium of claim 144 wherein the step of analyzing the
20 received data prior to one of storage in the database and query in the database
includes creating hash keys of the identifiers.

153. The computer readable medium of claim 128 wherein the step of utilizing an
algorithm to process received data includes storing in the database processed queries
based upon a user-defined criterion.

25 154. The computer readable medium of claim 153 wherein the user-defined criterion
includes an expiration date.

155. The computer readable medium of claim 128 wherein the steps of receiving data
comprising at least one record having at least one identifier, each record representing
at least one of a plurality of entities, utilizing an algorithm to process the received

30 data, and storing the processed data in a database are performed in real-time.

156. The computer readable medium of claim 128 wherein the steps of receiving data

comprising at least one record having at least one identifier, each record representing



storing the matched records in the database. 158. The conputer readable
medi um of claim 157 wherein matching at |east a portion of the received
data wi t hweto3hssast one anal yzed record includes assigni ngrPaTSDS#1$8ENT

key. 25 159. The conputer readabl e nedi um of claim 157 wherein the step of
utilizing an algorithmto process the received data further conprises
retrieving fromthe database an additi®¥nal group of records having
identifiers simlar to the identifiers in: at |east a portion of the

recei ved data and the anal yzed record of the retrieved group of records
that is deten- nitigast one of @plurabifyl o entitigs rusibieingl amalgoritymitelpioedss thereceivedr esent i ng

an i dent i cal ongpld ARl Ablakadl 0l by, ahlRimtOpiggAnal Y2 ng each

identifier of t r| e rou recor 0. The conputer
readabl e gl urr"ﬂm‘couipatemea@@le\m@umn pf aliink i128 orgl 4drwhategrothe sthproft utiliviie 88/ 058427

PCT/ US02/ 41630 rocess ta includes repeating:
retrieving froml%%gh"gt%%gcess &e?ec&?&?&a 1q?lg&ords anal yzi ng each identifier

of the setrieved groupedhg freﬁdrectmabamtgwupmg adxtmdrmb&tqras_ poirgiidntibérs t he

received data; 5 ﬁ nal ﬁlzi.%% r_at. t one identifier is included in
the at |east a POFtioH®d tifi fﬁ%‘ gc‘éec?}}éedl &gata that was not previously
stored; retrieving famm]ﬁgl&cﬁlateﬂdif&sefmarad@ieﬂTgﬂ;laﬁbf@mupfo@ﬁ nfaeaas asts; and

r e- anal yzing each identif] retrieved group of records for a match
until no additi 6#AR PAREPR tle e?F"é"@e‘ﬁ‘&‘rm ned. 10 161. The conputer readable

medi um of cl ai m 157 el 41 1daft@ pitRA oPtheWédelvied HAIYwaR at 18dsP6re dnllizddo process
t he recel ved data includes: determni ngﬁ whet her a particular identifier is

one of :19common KerdEthe strgvad 2roup pPhwestds thet is fetpraned @ frediamerdht ngnt i t i es

and generally ﬁbxﬁffie&%ﬁré’&en@fgaﬁ1&&&@&1%6&&5 ?ﬁﬂhiyﬂﬁeﬁhtié@rt' cular entity;
and 15 separating records that were previous mat ched based on a

particul ar identifi epalyging Wéeth%&ﬂf’i‘%alllea}ﬂeflt’@éhlﬁ ifcluded ndhgjdeastd RoEPt S be

conmDN acr 0SS I @eAlbged @a@c{ BREHs nBGrdiodsBARred iQhe Aidaf@he Mar2Bi fetcb@%fand not
generally distinctive of a record representing a particular entit 162

The conput er r ethdsievedrgidip af iofordd thatis degermyyisd teieeqt agecotddnvine lcmlmy 1§13 ng an
a0 B BRESA BEREAALoPL a0 o a0 ol
identifier is deterntaedysing dach identifier of the retrieved group of records for a match to:
at least a portion of the received data and
the analyzed record of the retrieved group of records that is determined to
reflect a record having identifiers representing an identical one of the plurality of
20 entities; and
storing the matched records in the database.
158. The computer readable medium of claim 157 wherein matching at least a portion of
the received data with at least one analyzed record includes assigning a persistent
key.
25 159. The computer readable medium of claim 157 wherein the step of utilizing an
algorithm to process the received data further comprises retrieving from the database
an additional group of records having identifiers similar to the identifiers in:
at least a portion of the received data and
the analyzed record of the retrieved group of records that is determined to
30 reflect a record having identifiers representing an identical one of the plurality of entities

prior to re-analyzing each identifier of the retrieved group of records for a match.

160. The computer readable medium of claim 159 wherein utilizing an algorithm to



common across records representing at least two different entities and not
generally distinctive of a record representing a particular entity. 163.
The conpuven3msaerabl e medi um of claim 161 wherein the stepcofUsav4iédei ng an
algorithmto process the received data includes re-processing the separated
records as 25 received data. 164. The conputer readable mediumof claim
161 wherein the steps of determining wether a particular identifier is
one of commobn across records representing at least two different entities
and generally distinctive of a record representing a particular entity and
separ ati ng recoprgeess areogweddaty i@gludasseneatingt ched are performed in real- 30
time. 165. The corrp%t%viﬂgﬁg,ﬂﬁeeda% W poqclré%ms,_’ml wherein the steps of
determining whether a pafticular i1dentifrer 1s one of common across
records representi ngnalyzihgesh idADifix3 o058 42iievRCEoOUBOLEddr680 - 31 t wo
different entities arﬁ‘agcl%?n‘?'ie%l aryPgﬂio%toif[h tsféc;éﬁg?]aa& record representing a

. . 71l .
particular entity an i recor Were previously matched are

CEpar at
performed i n batch. anil§fing Whehea anipast ene ideraidiabis énchreleld inrthodt l1ebkta porddniofwher ei n

the step of utilizi an al gorithmt ocess the received data includes: 5
conpari ng h‘féecrﬁbvg‘ifié}gg'ag‘é{?sa'%\aﬁ“tewoﬁﬁly “ﬁ%‘gg’t one stored record to deternine
the existence of a reebdhg hoshliedatabing aaeditionaggraup ef ratdr@aid p record for

each stored record determ.ned to rE%erfc% a .relation hlop %th at. | east a
portion of the receiGamIREEach Wentlippal the rainved sroun of IFFdS AR BACRf ¢l ai m
166 wher ei n t heursl 89 a@fitidsbl hitdtiep gre@Bterriedl gori thmto process the received
data includes creating at | east one caonfidence  indicator for each

rel at i dAshi®l-r eClsr@mPYisBreadabie medisn ebilaimelyd ahersimbe semeioitilgngai 167 wherein

the steps of CO&F&&&H%&B&% theeRbiveddfAainaud&r eating a rel ationship record,
and creating at least one confidence indicator are perfornmed in real-tine.

15 169. The conffiRreininewbealist a parselerridyifien iapes af67 wherein the steps of

conparing the re_Ceic\é%dﬂ_%f%ss r@&ﬁ@stljeﬂgseﬁtiﬁ tfl’éaist%_%'aifférén?@ﬁftigs afdnd creating
at | east one confidence indicator are pertforned in batch. 170. The

conput er readabl e mesgheralyodistictNernf 2 Gecoydyepresenting a pastéipsiar gpféy:@ndt he
gg”;indgﬁf?t i ”déeﬁﬁ%%rﬁsre dﬂ?ﬁs‘ thAlRre erﬁodsW!nti:l@a%gse foHQ bigkAh QORI Pir BRE Ween:
y represente y the particdlar recor aving a relationship
with the ppartii:ldatr iddntifier is determined to be common across records representing at least two
different entities and not generally distinctive of a record representing a particular entity.
162. The computer readable medium of claim 161 wherein the step of utilizing an
algorithm to process the received data includes prohibiting any additional matches of
20 records based on a particular identifier if the particular identifier is determined to be
common across records representing at least two different entities and not generally
distinctive of a record representing a particular entity.
163. The computer readable medium of claim 161 wherein the step of utilizing an
algorithm to process the received data includes re-processing the separated records as
25 received data.
164. The computer readable medium of claim 161 wherein the steps of determining
whether a particular identifier is one of common across records representing at least
two different entities and generally distinctive of a record representing a particular
entity and separating records that were previously matched are performed in real-
30 time.

165. The computer readable medium of claim 161 wherein the steps of determining

whether a particular identifier is one of common across records representing at least



the received data, and an entity represented by the portion of the received
data. 171. The conputer readabl e nedium of claim 167 wherein at | east one
of the cowbiodessse7 indicators indicates the likelihood thacT/&b2/amw3entity
represented by the particular record having a relationship with the portion
of the received data, and an entity represented by the portion of the
received data are the sane. 172. The cc'){’)rputer readabl e nedi um of claim 167
wherein the step of utilizing an algorithmto process received data
i ncl udes anal yzing the relationship records to 30 determ ne whether the
rel ationshi p revordiféerensfenisios apd ganegly digistiyepfarpeond reppesending a presulasus| y
determ ned. 173. %;gp‘“i i I netn the step
of anal yzi ng theenu%l(c)i% 05831%%%%1@'%%8%/6%%8%?%tzc%cg}ihg??%ns%\?% b(r%'teczzlords
i ncl udes ahefl. yzZTheggomphigt icadebkei medivne of damy lof mdiereimie siep dlandizingae | evel of
degrees of SeDaJlg&idg-ﬁtc{%}rZéles%EEQ?ec‘éﬁé’G)&h ehcl&adabl e medi um of claim 173 the
relatio

step of analyzin nship records reflecting at | east one |evel of
degr eessof sepasoatpaong tha cdceidedsdamwaithyatileagt onb stogldatdooh®hieprmise te dsister®t | Ng a
user - defi ngparce[aiﬁgnes l on. 175. The conputer readabl e nmediumof claim 174
wherein the step 0 panaq yzing relationship records neeting a user-defined
criterion incl udesingiamlitionghip teeordrfeleath wmshiepodeleermisedwatfiezed to a nmaxi num

| evel of degrees.of. separation. 176. The conmputer readable mediumof claim
174 wherei If t‘ﬁgﬁlél%‘@ﬁh 8@638?1%?%7%'}1%thefﬁceﬂvgpgl?ﬁabnshi p records neeting a

user - def i nesl. cr Theasoinpoitet Radabitatediinibi dlsig Hobevheret ¢ stomsthitizingaor ds anal yzed
to relationship . records that incl ,ud(g conf i éjence, i ndi catorsq%r eater than a

in
mi ni mut? amount . 2lEoFNM 4 rocesiibe fesF Ve dARIBFIRdSs SERR NG e8! OBF RPHNCEher ei n t he

step of utiliziggicadr forbLREIAIMRHiPrepsracess received data further conprises
issuing an_al ert based upon_at 15 | east one user-defined alert rule. 178.

The conput &9% r eSe9MBuisEEsRdARicgrediymphslaim 64ndetsinthe Heps<f epmping &€yi ng an

alert based upegiriy daﬁae%&atﬁgﬁraﬁ%sﬁﬁf&&_@sﬂmﬁ!c%a&ngMh&sﬂ'dﬁeké&#faﬁnéaavi ng the
alert communicated via el ectronic communi cati ons neans. 179. The conputer

readabl e nedi uningieatey ue psrioygediindeaditimet he el ectroni ¢ comuni cati ons 20
nmeans GONPiéFe AR Bidpilel red¥adieGMdium of claim 167 wherein the steps of comparing the

received data, creating a relationship record, and creating at least one confidence
indicator are performed in batch.
170. The computer readable medium of claim 167 wherein at least one of the confidence
indicators indicates the likelihood of a relationship between:
20 an entity represented by the particular record having a relationship with the portion of
the received data, and
an entity represented by the portion of the received data.
171.  The computer readable medium of claim 167 wherein at least one of the confidence
indicators indicates the likelihood that:
25 an entity represented by the particular record having a relationship with the portion of
the received data, and
an entity represented by the portion of the received data are the same.
172.  The computer readable medium of claim 167 wherein the step of utilizing an
algorithm to process received data includes analyzing the relationship records to
30 determine whether the relationship records reflect at least one relationship not
previously determined.

173.  The computer readable medium of claim 172 wherein the step of analyzing the



180. The conputer readable nmediumof claim 178 wherein the electronic
communi cations neans conprise a tel ephone. 181. The conputer readable

medi um ofwoloaioss4278 wherein the el ectroni c comuni cati ons PCTABNE41BRTPr | Se a
beeper. 25 182. The conputer readabl e nedium of claim 178 wherein the

el ectroni c communi cati ons neans conprise a personal digital assistant.

183. The conputer readabl e medi um of cl¥ m 177 wherein the step of
analyzing the relationship records includes: duplicating the relationship
records on at |east one secondary database; 30 distributing received data
to the at | eastrelsfianshipceeridyipcladss ardgaerelauenship yesords sefleeiing ayjses oae wor k | oad

criteria, and i gl PBedrdd oflephhiidiECli Ng the criteria of a user-defined
alert rule fromthe at” | east one WO 03/058427 PCT/US02/ 41630 - 33-

secondary &t abBrecompier reFiirblecoedim ef claimada hesstapedintatyziig relabgnskip128 or 155
wherein the st ex%c&tis H:htx#tfn la8astibhe lé’\leg&r debrd (gtc%e]garrﬁ%g?r? lL[dQ? nraﬁlg?thEd dat a
further conprises transterring the stored processe Jata 1At ®l east one
secondafy dat abakgonship reairdsgméeieg abgodefitedcri6ridi85. The conput er readabl e

medi um of i my184 wherein.the ste f. transferring th t.ored processed
ot s 1o at T5asiorm e Bl RedintBrdim LANBERYT h28ep Hopafft 7" 556,
The conput er r eathabhshiprechirdsmeting asernddfihéd whierien mclube Isdiege bé transferring

t he st d d, dat t | t o dat ab [ f d
i nbatch. 157 SRR R yRrbA R b7 BBS U PLaeHeb CLARA P bt abase and

a conput er 17@adaid @mplteARdddbie maindbfd14if 174 edierMm thestp oCinh@risg f or execution
by a conputer fogggeéforning the nethod co risjnﬁ tne,ste s of: receiving
dat a cdfipri si ngreitiopshipsecqsdsmeetipgp BseRERAngg ceripnwedes mnifingthe i fi er, each

record represenfelafignshlp @@ an@lygedad refatidhdbippletdrils @ht ifMidelcofdenttd i | 1 zi ng an
algorithmto: 15 retrieve froma database a group of additional records

havi ng i dent i fi BAKatos;gEgafes fhap @ MIBEUMARNNE j ers in the recei ved dat a,

anal yze eag¢im.i demtdohp@ler RhddbtEmédinh bEMAM 192 AHRreR thé §EPLARIIERL af MatCh to at
| east a portion of the received data, match at | east a portron of the

recei ved data whlggrithm to pragyss e veditiaraforher cemmprisgs isguingn aldiebaseskymorgled gr oup
of recokds that g ofeienedatPdief! ect a record having

178. The computer readable medium of claim 177 wherein the step of issuing an alert
based upon at least one user-defined alert rule includes having the alert
communicated via electronic communications means.

179. The computer readable medium of claim 178 wherein the electronic communications

20 means comprise an e-mail system.

180. The computer readable medium of claim 178 wherein the electronic communications
means comprise a telephone.

181. The computer readable medium of claim 178 wherein the electronic communications
means comprise a beeper.

25 182. The computer readable medium of claim 178 wherein the electronic communications
means comprise a personal digital assistant.

183.  The computer readable medium of claim 177 wherein the step of analyzing the
relationship records includes:
duplicating the relationship records on at least one secondary database;

30 distributing received data to the at least one secondary database for analysis based
upon a work load criteria; and

issuing the alert meeting the criteria of a user-defined alert rule from the at least one



identifiers representing an identical one of the plurality of entities,

anal yze whether at least one identifier is included in the at |east a

porti on oWO oshss4eecei ved data that was not previously storea/tsn/4teso at

| east one anal yzed record of the retrieved group of records that is
deten-nined to reflect a record having identifiers 25 representing an

i dentical one of the plurality of entities; and re-analyze each identifier
of the retrieved group of records for a match to: at |east a portion of
the received data and the anal yzed record of the retrieved group of records
that is deseepdanedntabase. reflect a record having identifiers representing an
i denti cal o j . hbd &Sy L hed
records i nqt e g%%%ﬁlggleewe%dgseyn%ﬁ{éunégﬁ%ﬁ?‘ér&% g?ggﬁhgre%@% Bﬁ\gggfln@fg?%w?
wher ei n the st eggwithmte progdshthe ageeingl ¢3d (WBBA 2ZPmPaSEs UBBErdns®e stored4 al gori t hm

to the received ' t t - ' des assigning a
per si st ent key.prggeg%d%%n%%&%%ﬁgré S?%ggaégpﬁg%e@ﬂ%ﬁg?ﬂ 6%1%4?%#87 wherein the
st ep of 5ut i1B3.zi Higg c@mpul gadablemedium phdaimcl@Apheasthe gtp ofavansfgrringdm t he

dat abase an addj.ti onal r of . 5 records havinag identifi.ers simlar to
Che i dont 1 or g re@Bpesttihh Gut ey SRLdnfort BLBe | pERLAIH RaBurfl

anal yzed r é8®r dTlafcotripeter ehdabiavweetiwgh ofipaiof 184 edtereitsthé ktep of wansfetrmg thened t o

reflect a recorq h(?vi n& i dent i filers reFreﬁentdi an i&enti ca{) %ne of the
plurality of ent?tfREC Bf‘rdicg’FatPé“ FET AIFSFSPLHY SN |SPEHPTeddR 03¢0 ¢ he
retrieved g8nUpF&fa syead fetprdoassing daatind and @ albasthad & ool readgaelabl e
medi um of clains 187 or 189 wherejn the step of utilizin n a% orithm
i ncl udéd repeat MAYU™ CRTRPEG PHREFH B‘ﬁﬁr‘éfua’é&falb‘g@‘éu"gné?’éﬁﬁml%‘f TR oo AR

records; anal y#tR@theaebnpeipthé {egs pf the retrieved group of records;
mat ching at |east .a portion of the received data; 15 analyzing whet her at

| east one i dent [eF5IERS flaia cIpTISHE A lepst Phrareeard having atieagone fsAtifisr c2¢the 1 ecei ved

data that YRs:dNBiresthiidl £1a40ons b Atkality®k EARE;Ng from the database an
addi tional group of records; and re-analyzing each identifier of the

retrieved groupudringdBeledsdthmip: a match until no additional matches are
determpged. 20 191. Jgt?igveci%ﬂ?%ﬂdgtﬁbarsgégl%%szﬂiﬁgi'oi{zmr&%rcﬁ'h%ﬂé Heinperein the

steps of receiving
similar to the identifiers in the received data,

analyze each identifier of the retrieved group of records for a match to at least
a portion of the received data,
match at least a portion of the received data with at least one analyzed record
20 of the retrieved group of records that is determined to reflect a record having
identifiers representing an identical one of the plurality of entities,
analyze whether at least one identifier is included in the at least a portion of
the received data that was not previously stored in the at least one analyzed record of
the retrieved group of records that is determined to reflect a record having identifiers
25 representing an identical one of the plurality of entities; and
re-analyze each identifier of the retrieved group of records for a match to:
at least a portion of the received data and
the analyzed record of the retrieved group of records that is determined to
reflect a record having identifiers representing an identical one of the plurality of
30 entities; and
storing the matched records in the database.

188.  The computer readable medium of claim 187 wherein the step of utilizing an



utilizing an algorithmand storing the matched records are perfornmed in
real -time. 192. The conputer readabl e nedi um of claim 190 wherein the

st eps of wewmeksdsmy data, utilizing an algorithm and stori RgTiUse2/sm&sahed
records are perfon-ned in batch. 193. The conputer readabl e nmedi um of
claim 187 wherein the step of utilizing an 25 algorithmincludes:
deternmining whether a particular identi¥ier is one of: conmon across
records representing at least two different entities and generally

di stinctive of a record representing a particular entity; and separating
records that wedlgorjihmeye basdopivemhdatheith ¥ deasiPng analyzsd racpsiipelvdes dssigningiaer i f
the 30 particul ar.ideptifier is determned to be cormpn across records
representing at |east t different entities and not generally distinctive
of a recor d8% epfles@nipuegreadgblerthédiurn af clamt 87 whereiroe stdhef widinpgter readabl e
medi um of cl ai 9 i st.en. . izl n .03 8427
PCT/ US02/ 41630”3151%@11&31?%({)11% Sorbeiic S Bl fﬁ% it bt ﬁ%%f‘a‘? PBEE ¢ ches
of recosds basedcads avingaddntifiers similadenlid iflergifieisfin:t he particul ar identifier
is determned to be n _acro reco representing at |east two
different entities fﬁg%tpoglé’ﬁé)f%ﬁrefel fs?a?an%r%%i ve of a particular entity. 5
195. The conput er r abdahalygediechrd of tié retdeatdprbfBoivbenrdy hartiddetGinged of

tilizing a al gorithmi.ncludes re-processing, the _separated_ records as
ecel ved dntet g TR eiIES To Sa B FE CRRURLCGE T B S5 1 n -t he

steps of det er Nprivr Agre-anh9Ling Each ideatifidr ©Btha fetti€l@d gidup OF rekSrd O a @fatceONMON

acr oss recogds representing at least two entities and generally.

di sti ndfi vé?bi Thecopprigr reafableanstiym gf claims 181 e 83 whersin the stgmef uHigngapar at i ng
records that wefigorfilif Yichidsd pémhghed are perforned in real-tine. 197. The
conput er readable nmedium of claim 193 wherein the steps of detennining

whet her a parti cul arefigupg frem@databasg g @rayp of pditionaldes s recor ds

representing at | eashalybinPeRRidehlifs ofMd rGRORE oY offfesdrifict i ve of a record
representing a parti cu?lar entity and separating records that were

previously matched apaichirg Ftdnasracortpnightheticceivsd d8. The conputer readabl e
medi umgf claim 187 aW@?E'ﬁ% Whhe 2P ot iatlirikt # 5I28LdBRin i 49 k&gﬁ&ﬁdﬂ%“d?&
ed data W th at P st d to deten-nine

conparing the receiv _ east one ored recor
t he exi st etheaecetyfd data thaawasores biepioushnglored;eat i ng a rel ati onship record for

each stored record %&ig%g%ﬁg&l theaateBhide Gl bdMriortalerbf) b RENh M W Lh at Teast a

portion of the receive
re-analyzing each identifier of the retrieved group of records for a match

until no additional matches are determined.
20 191. The computer readable medium of claim 190 wherein the steps of receiving data,
utilizing an algorithm and storing the matched records are performed in real-time.
192.  The computer readable medium of claim 190 wherein the steps of receiving data,
utilizing an algorithm and storing the matched records are performed in batch.
193.  The computer readable medium of claim 187 wherein the step of utilizing an
25 algorithm includes:
determining whether a particular identifier is one of:
common across records representing at least two different entities and
generally distinctive of a record representing a particular entity; and
separating records that were previously matched based on a particular identifier if the
30  particular identifier is determined to be common across records representing at least two
different entities and not generally distinctive of a record representing a particular entity.

194. The computer readable medium of claim 193 wherein the step of utilizing an



199. The conputer readabl e nmedium of claim 198 wherein the step of
utilizing an algorithmincludes creating at | east one confidence indicator
for each weloapnssagshi p record. 200. The conputer readabl epPoediSomieBo cl ai m
199 wherein the steps of conparing the 25 received data, creating a

rel ati onship record, and creating at |east one confidence indicator are
performed in real-tinme. 201. The conput¥®r readabl e nedi um of claim 199
wherein the steps of conparing the received data, creating a relationship
record, and creating at |east one confidence indicator are perforned in
batch. 30 202. apeitenmsindes prekibidaghey addiionshmstchey efirprotddagddanei n at | east

one of the Conffga‘i’t"r‘éﬁ?a?1deh&¥?9r?facﬂé315a§ndu'i‘a‘i“m%ﬂ&§e3 %&?&nhin%@ dﬂ%%%ﬂmpgbﬁl afross

rel ati onshi p between: an entity represent artic record havi ng

a rel ati onshi p wrarfs tehesepting atdeastaivoWDicaSH @BBI&SZ%dI?@T g@@@zy 4680 ve of36- t he

recei ved dat a, r;tgcu Q)%Ity represented by the portion of the received

data. 203. The orrp &r Yeadabl e medi um of cl ai m 199 wherein at |east one

of the econfl9denTie conmdtemaadnbk Ihauldiim:aitcéaimtmé “IhieteewlthqudoﬁdniaitingEn an entity

represented by the. IE)art'!ig1 ecor avin ons with the portion
it inelydi A

of the recei velEAHH Nl rﬁrPr%cﬁ?S“{ h?%B?rgtggﬁetcgrg B EHEYSEPt i on of the
receive dau%.ar’Ehetd@elpaamadaB%edﬁhﬁommuQerwhreeaﬂaé:)i;tepsr&detuﬂmm"hgcI aim 199
wherein the step, of uti ing a orjthm i ncl udes anal n

e LCT e o+ cBisbes Lok e RO a MR dcros gesaf P e R [ Bitor d
reflect at | eastworngtidseh@bénenshuRtifndile Bl £36b6t Sdpyesélifting b phdtietlar e266-andhe
corrput er readabl e nmedi um of claim 204 wherein the step of analyzing the

rel ati dhshi p r e¥BFAUNE TREOIYPIRA VWEFFARTGYPYIY ‘P@F@E‘l%ﬁ%“etdé’éfﬁahgm? efl ecting at

| east one 1yEVerhon}e@F REdBle HQRA 8t dIARM- 193 WherelBe GEPTVIUSEMIiRALAb] e medi um
of claim 205 wherein the step of analyzing 15 relationship records

reflecting at | wheher gpartipgirdflensfierdis geef coMmOB IerPEs TEeHKAS TRRIPIFHERE at 598l yzi ng

relationship regRrdlaidiBal gaﬁraﬁy disﬁée%we B Erebi5i8 fepHREAE Y partichiS! dnfif)- and07- The
conmput er readabl e medi um of clai m 206 wherein the step of analyZing

rel ationship rewatdanerecordsibat averpse viekshi masehed arersripmiediimbateiles 1imiting the

rel ati gash r I separ ati on.
20 208q9Thg§8co%%[%§lprﬂga§¥%I%feéI{rlrélgi Ium o% cglﬁggé%ﬂé%%ﬁg{lﬁﬁ?lﬁggstep of

anal yzi ng algorithm includes:
comparing the received data with at least one stored record to determine the existence
of a relationship; and
creating a relationship record for each stored record determined to reflect a
20 relationship with at least a portion of the received data.

199. The computer readable medium of claim 198 wherein the step of utilizing an
algorithm includes creating at least one confidence indicator for each relationship
record.

200. The computer readable medium of claim 199 wherein the steps of comparing the

25 received data, creating a relationship record, and creating at least one confidence
indicator are performed in real-time.

201. The computer readable medium of claim 199 wherein the steps of comparing the
received data, creating a relationship record, and creating at least one confidence
indicator are performed in batch.

30 202. The computer readable medium of claim 199 wherein at least one of the confidence
indicators indicates the likelihood of a relationship between:

an entity represented by the particular record having a relationship with the portion of



rel ationship records neeting a user-defined criterion includes limting the
rel ati onship records analyzed to relationship records that include

conf i dencwo oBash4ent ors greater than a m ni mum anount. 209PCThSoDowpULt er
readabl e nedi um of claim 204 wherein the step of utilizing an 25 al gorithm
further conprises issuing an alert based upon at | east one user-defined
alert rule. 210. The conputer readabl &®nedi um of clai m 209 wherein the
step of issuing an alert based upon at |east one user-defined alert rule

i ncludes having the alert comunicated via el ectronic comunications
means. 30 $hexeceivaddaippdit er readabl e medi um of clai m 210 wherein the

el ectronic comm{gng@t&ﬁgs%ntegg?gﬁpgg{mromgr&givgdm_l system 212. The

conput er readabl e meédium of claim 210 wherein the el ectronic conmmunications
WO 03/ 0584203. PCTiHeysop) @1 63drble-gediumebeigmcighphdreia ablease brpdfoheeconfid@ice The

conput er readab%ﬁbﬂ&g%Hﬁh%%g%ﬁ%%ﬁh%&gmwherEi” t he el ectronic communi cations

means conprise a beeper. e conputer readable nmedium of claim 210
wher ei n5t he el estengtyirepressnigd hy dwtpagiaslar Bcaré bnvsngroeariosbipawigeths porédn ofi gi t al

assistant:ﬂ%%qﬁhgggmg%myuter_readable npdiunlof'clain1209_mherein the step
of anal yzi ng FRe“ e aPlonshlp records includes: duplicating the

rel ati onshi p r eaoindey represzhtetl bpgte ponen 9€the netaivy dadat@bldssamedi st ri buti ng
received d to the at le ong secqndar or. anal ysi.s .based upon a 10
wor k | oad ?b?t e FTeLOmRHtT Teg‘%?f}eﬁﬁe ‘H%oa‘ﬁﬂ?lt 9%5&%8‘“@505ﬁ%t9§8t'€7§’&@defi ned al ert
rule fromthe ailgdridiastinchides araBemp drrylaitakkip agerds ldeterthite vaemputher readabl e
medi um of claim 187 further c rising the step of convertin he recei ved
data TH0o a ot ARHAPHPatE SR Le G e TG BORREs 1o gt 5

al gorithm 204.7. TH®@npoRPibEbld RafkaR becl Ao MhefeircthabBp dhhaMiags Blen the step
of utilizing an algorithmincludes retaining an attribution of each of the

identifiers. 218latekBipIerAsiRiBtludes Apphysing relalinnsiNp srcords K tlertngat IR 0BS n t he
step of retaini RGIbhgegrRldrkdgattiben of each record includes retaining an

identity of: 20 a source system providing each record and
206. The computer readable medium of claim 205 wherein the step of analyzing

15 relationship records reflecting at least one level of degree of separation includes
analyzing relationship records meeting at least one user-defined criterion.

207. The computer readable medium of claim 206 wherein the step of analyzing
relationship records meeting a user-defined criterion includes limiting the
relationship records analyzed to a maximum level of degrees of separation.

20 208. The computer readable medium of claim 206 wherein the step of analyzing
relationship records meeting a user-defined criterion includes limiting the
relationship records analyzed to relationship records that include confidence
indicators greater than a minimum amount.

209. The computer readable medium of claim 204 wherein the step of utilizing an

25 algorithm further comprises issuing an alert based upon at least one user-defined alert
rule.

210. The computer readable medium of claim 209 wherein the step of issuing an alert
based upon at least one user-defined alert rule includes having the alert
communicated via electronic communications means.

30 211. The computer readable medium of claim 210 wherein the electronic communications
means comprise an e-mail system.

212. The computer readable medium of claim 210 wherein the electronic communications



a unique identifier representing each record in the source system 219. The
conput er readabl e nedi um of claim 217 wherein the step of retaining the
attri butiwooebsssach record i ncludes retaining an identityPofi/isoguesy system
and a particular user. 25 220. The conputer readabl e nedium of claim 187
wherein the step of utilizing an algorithmincludes analyzing the received
data prior to one of storage in a databdse and query in the database. 221.
The conputer readabl e medi um of claim 220 wherein the step of analyzing the
recei ved data prior to one of storage in the database and query in the

dat abase 30 i n@fandeempigpadi¢nhgnaat | east one of the identifiers against one

of : a user fi i I : t i at abase
o st A T BT RhEEIARRAN of GARIBIRSAA fo Sohih B Hleafind?

medi um of cl ai Mngans colhpriseialbeepae conpared identifier is a name of at |east

f th ' Pties:. tol S, : list.
one Of p£ M2 U B iyl BRI AN AR ABSBRF L Bcliho ARIERLAGE |
identifber is amecamddomeprseapemonal digaal asamtanof t he plurality of entities and

the data s i s N _an addr st .2 he. c ut er readahl e medi um of
clai m 221" aher Tl AR EPEARER mbino cmcfho bR RTRE BB Her T er
agai nst a user -dhtiomaib recordsénidlades:i ncl udes formatting at | east one

identifier in accaordance wth the user-defined crjterion. 225. The conputer
readabl e ngléﬁq’ﬁ%i“ﬁftﬁecrleﬁf‘?ﬂs Lok r°8iaﬁl%?%8“esst68?i%6rfy Jéﬁ‘ﬁ‘fsﬁ’zi ng the received
data prior to odigribitingreehgeddtntottheat datainaseonddy i efatysisbageddpbabase

includes 10 enhancing the received data. 226. The conputer readable nmedi um
of claith 22’8ﬂ€$ﬂ%‘f‘?§lt‘ﬁla‘tﬂ}§1 step of enhancing the received data includes:

querying at | easduinBe slak Bass@lipdnlihmser-@ffindd Saik Al EEm Attht kdasiloné Or addi ti onal
identifiers for the received data; and 15 suppl enenting the received data

with the a¥fdPrdebndatabpifentifiers. 227. The conputer readabl e medi um of claim

226 wher ei p1d. heTit @mpfer RUAHYIRDIR of @A5t187 @il tepudes: at | east
one data set being in at |east one database utilizing the algorithmto

query addi t i ongnveiirabaseevedslaagpigiastaadatizebmessagedermat piierte uiligingdnng t o at
| east qpe of t hﬁgd‘r%ﬁj ved 20 identifiers; and
217.  The computer readable medium of claim 187 wherein the step of utilizing an
algorithm includes retaining an attribution of each of the identifiers.
218.  The computer readable medium of claim 217 wherein the step of retaining the
attribution of each record includes retaining an identity of:
20 a source system providing each record and
a unique identifier representing each record in the source system.
219.  The computer readable medium of claim 217 wherein the step of retaining the
attribution of each record includes retaining an identity of a query system and a
particular user.

25 220. The computer readable medium of claim 187 wherein the step of utilizing an
algorithm includes analyzing the received data prior to one of storage in a database
and query in the database.

221. The computer readable medium of claim 220 wherein the step of analyzing the
received data prior to one of storage in the database and query in the database

30 includes comparing at least one of the identifiers against one of:

a user-defined criterion and

at least one data set in one of a database and list.



suppl enmenting the received data with the additional identifiers |located in
at | east one additional database. 228. The conputer readabl e nmedi um of

cl ai m 220wotwss4e7 t he step of utilizing an algorithminclpadasozsmadi ng
hash keys of the identifiers. 25 229. The conputer readabl e nmediumof claim
187 wherein the step of utilizing an algorithmincludes storing in the

dat abase processed queries based upon &8user- defined criterion. 230. The
conput er readabl e nmedi um of claim 229 wherein the user-defined criterion

i ncludes an expiration date. 30 231. The conputer readable nmedium of claim
187 wher ei #22 heThgtcoppoter igadaplenadimpf claimgdd vthareinf the edreparasiodentifierds a
transferring t t or o P dat abase
utilizing the a S%rﬁqtaﬁgqaspé%c(g%%gggg%%%E%%fﬁs%{lg/q ﬁ%%é%&?tsélggg%qﬁgg%onput er
readabl e n@2f. unThefconipaterme2Biblevihasliva of dléim 221 eyhewin the eomsfaeadridengjfiehiean st or ed
processed data i tf.or in.

real -tinme. 233%d(aﬁe§%a°écag%%%Jttog‘lf]gfrtgg@gg‘ﬂg%@‘?&%@f&% P%? %%%ﬁ al\?\,ﬁ(g%r%asfg HStt he step

of transf ek24. ngThehvemplitor eadapleonsisse df datn22i evhatein tbasitp offvenpedyrd dast
dat abase i s perfar rfxﬁlcé i&elill ratin

patch. 5 234. For. a systemfor se
previ ously mat ched recorag?r aéalgscg%‘ﬁ?rééfl?egﬁgéeﬁﬁOEYann@ﬁ %’W%@?g%ileﬁftﬁ’ﬁ progr am
i nstructions f oidemifiecitatanddaye aitic hiemstralkfifiedrcrigeibfi.or m ng the net hod
conpri si ng e steps of: d rmning. whether a particular identifier in at
| east one ?gc]or@’ercg’m%@re'i‘??‘fa}ig r%etd“inégfs“tla‘mﬂg Wé‘ﬁi"ﬁ‘t‘%)e i %Tar?é’alléf’?’g conunon
across records fkefivedsieipriottodhe beasthgd imthediafabak and qeny inta R&badnchgiener al |y

distinctive of a record representing a particular entity; and separating
recordd®t hat wefbamaogesVedfatiched based on a particul ar identifier if

the particppar Tigaphiphtfleadabledfd@imbN@AmIRS RO PET AicRGY dS
representing at least two different entities and not generally distinctive

of a record repFededididdgnciidssirticul ar entity. 15 235. The conputer

readabl e medi unyRfyigd AidAt2AE dfchl b fPSne P WRAL s O ghdRs Ridididhe AeireAdi ti onal
mat ches of records based on a particular identifier if the particular

i denti fi er farshegeqesiefridiecindo be common across records representing a
R L o e S
further codphi sThegotrpuatesteadablsfmedeum ofclpm@P2e sdierein thhefe efpperyingdt leegtor ds.
one data set includes:
at least one data set being in at least one database utilizing the algorithm to query
additional databases to locate additional identifiers relating to at least one of the received
20 identifiers; and
supplementing the received data with the additional identifiers located in at least one
additional database.
228. The computer readable medium of claim 220 wherein the step of utilizing an
algorithm includes creating hash keys of the identifiers.
25  229. The computer readable medium of claim 187 wherein the step of utilizing an
algorithm includes storing in the database processed queries based upon a user-
defined criterion.
230. The computer readable medium of claim 229 wherein the user-defined criterion
includes an expiration date.
30 231. The computer readable medium of claim 187 wherein the step of utilizing an
algorithm further comprises transferring the stored processed data to at least one

secondary database utilizing the algorithm.



237. The conputer readabl e nmedium of claim 234 wherein the steps of

determ ning whether a particular identifier is one of commbn across
records rwprieessizing at least two different entities andpgensoziicgo

di stinctive of a record representing a particular entity and separating
records that were previously matched are perforned in real- 25 tine. 238.
The conputer readabl e nedi um of claim 284 wherein the steps of determnning
whet her a particular identifier is one of conmon across records
representing at least two different entities and generally distinctive of
a record ré&presBetdomguigr isagablecugdim ofeglaimid3 1 athgreetprsten ofripnefeivede t hat were
brevi ous! ¥ MRl Clagtl fHoCesRRl B S Reds orR A hdarf dasfiiRe 1 pHo S XSG !
processing data i dat abase, a conputer rea Ium contal ning
program i ng3x ucThemwmpﬁbrreedaébumdoml biyclam@3iieem tflmteqo@‘rtfa@sfmrmg thehe net hod

conprising the s%rg{() STOQgSSCd\QQtaqg éﬁéa\%?%n;e sgci%y %gg%tlaé%e 1%% e}dlugga%hw ng data

conprising at ecord one ird each record
represefti agy. athreassstteml’te sqfaraampbmw'ahily ylatahechnad:ords esompme:rpeadnhﬂg t he

recei ved data vvit(p at Itea,st one ol g to S a} & tdet‘errri ne
the existence of @ T&PELTEREHED ““HS EdP Pﬁfé‘“‘%‘o‘é %SF?’H%“%{ PRGBS hi p
record for eachthéﬁﬁthbdlc&ﬁp}tse@thdkt@sd&t abase detennined to reflect a

rel ationship wth at 8 | recei ved dataén real-tlr’{E

storing each ré é‘-‘t”i“lﬂ’f%‘iv “}eé& ?IBC‘I‘H ‘??S‘Bf‘ﬁfd{‘ AEBEONCIHErd RIS TG AY Bt s

readabl e negb dnityas ofd ¢t m 239 further conprising the step of creating at

| east one confidence indicator for each relationship record in real tine.
10 241.1The conput er®PERAAHPE rﬁ%’ﬂ‘?ﬂﬁﬁrﬁﬁtnﬁ%ﬁtﬂﬁa§4ﬁoﬁk§@e§f #Ntiges 3¥ast one

confidence indicat Qendrilfi Gainesvelone récbkﬂlzﬂ)r@@ﬁﬁln% padidufk 8hdtPRsAi p bet ween:
an entity represented by the particular record having a re atlonshlp W th

the portion of SePHalnederdsdbpt digteprevipilyanatehsd baspd P%ﬁﬂ’é‘é’é‘ﬁt‘réée"é‘?ert‘ﬁg‘eport| on
of the recsarﬁafiar@@etnaﬁerlédezéauneaf&ﬁbec&mmnearcrds@@9&94 &px@%klygméasptw m 240

wherein at | east one confidence indicator indicates the kel i hood t hat:

an entity fifisreasaitiesangyiot gracrply diptingtivg of agecordirengsantpg aparb¢waried¥hi p wit h
the porgi 083 df T NQupGEElYSII ang 1%32 r'tHeVJ fsfng priH YanyN€ portion
of the rece? ved atapareet(%e esamemZO a2143 e c%r‘%’%ﬁtse?%r eg(gt“% gglmadl um of
cl ai ns 239 or 2aditionalnrechesofirpeordsihagedidng mtt@plaofdentlﬁer if the particular

identifier is determined to be common across records representing a plurality of
entities and not generally distinctive of a record representing an entity.

236. The computer readable medium of claim 234 further comprising the step of re-

20 processing the separated records.

237. The computer readable medium of claim 234 wherein the steps of determining
whether a particular identifier is one of common across records representing at least
two different entities and generally distinctive of a record representing a particular
entity and separating records that were previously matched are performed in real-

25 time.

238. The computer readable medium of claim 234 wherein the steps of determining
whether a particular identifier is one of common across records representing at least
two different entities and generally distinctive of a record representing a particular
entity and separating records that were previously matched are performed in batch.

30 239. For a system for processing data in a database, a computer readable medium
containing program instructions for execution by a computer for performing the

method comprising the steps of:



anal yzing the relationship records to deten-nine whether the rel ationship
records reflect at | east one relationship not previously determ ned. 244.
The conpuwer3mssaeabl e medi um of cl aim 243 wherei n the stepcofusanaleyxi ng t he
rel ati onship records includes analyzing relationship records reflecting at
| east one 25 level of degrees of separation. 245. The conputer readable
medi um of cl ai m 244 wherein the step of*%anal yzing relationship records
reflecting at | east one | evel of degrees of separation includes analyzing
rel ati onship records neeting at | east one user-defined criterion. 246. The
conput er r eadabieecivingidatheapiprisingiahieasy snaeard havingas legstepe slentifieslopel ng 30

rel ati onshj . L - ser-defined criterion includes
limting thegogdﬁgé}ésglﬁ%ﬁ?ﬁe%ﬂr%g%%fré selgﬁzﬁggnetgégo a maxi mum | evel of degrees
of separation. @npariiibe onped data witladddsiseongeatiodntaéd wmlaajamb@e o ddvamaien t he

step of an 'e%%fs 9ce\%?a9giét%§1§ﬁ$¥n£a-{mléSOZI41630 -41 rel ationship records
%I {% ne “user-de ’

neeting at Teast o I'ned crrterion includes limting the
rel ati ofishi p r egeatulg a asialopghépirecardifed eath woshisforedee o datsbasddetermivet wal e

confidence__ ndi cator reater than a mni. nount .. 248. The conputer
Feadabl o mEAFUA SR RP HS 5 RH ¢ PRae” ebiir T LhE T HE GPE s [ ssuing. 5 an
al ert based uposioriig caetrnglationipuiseid meahd dvedasel ert rul e. 249. The conputer

r eadabl e {um.of claim?248 wherein. the p of issuing an alert . based
ipon at 1 o8t oHE soehtetisrsamiedna g B Seing P TBBhek Ry Srr alaine

communi cat ed Vi & 1@kt coifidenceandithidrFatdacirelEamsip ré@d inkba tigenput er readabl e
medi um of ¢l aim 249 wherein the el ecironic conmunication 10 neans conprise

an e-maPl &Yt efhe computenisadable i of daipm-A90 vhassH i dragione FATEE49 wher ei n

the el ectroni c mERIYNhESLERe liERASS &Q@ﬁﬁ&%i?bét@«ké‘@hone- 252. The conputer
readabl e nedi um of claim 249 wherein the el ectronic conmunication neans

conpri se a beep#yentiygeprssented iy the pagsigrlar repasd faiinege ssistiprpmporithctheperionof
wher ei n t hg.gl&RkH Q4th GngOMMuUNI cation neans conprise a personal digital
assistant. 254. The conputer readable nedi umof claim 248 further

conpri sing the ateaytygepresegigp by dwtroritpnohde reseed daishi p records on at | east

one Seqondayy IFfARARGLr i Bl hialih B BOADNAE Al ol Rk ehifibndocaSt_one

secondary dat abase anal ysi s base 0 upon wor oad criteria; and
indicator indicates the likelihood that:

an entity represented by the particular record having a relationship with the portion of
the received data, and
an entity represented by the portion of the received data are the same.

20 243. The computer readable medium of claims 239 or 240 further comprising the step of
analyzing the relationship records to determine whether the relationship records
reflect at least one relationship not previously determined.

244. The computer readable medium of claim 243 wherein the step of analyzing the
relationship records includes analyzing relationship records reflecting at least one

25 level of degrees of separation.

245. The computer readable medium of claim 244 wherein the step of analyzing
relationship records reflecting at least one level of degrees of separation includes
analyzing relationship records meeting at least one user-defined criterion.

246. The computer readable medium of claim 245 wherein the step of analyzing

30 relationship records meeting at least one user-defined criterion includes limiting the
relationship records analyzed to a maximum level of degrees of separation.

247. The computer readable medium of claim 245 wherein the step of analyzing



I ssuing the alert neeting the criteria of a user-defined alert rule from
| east one secondary dat abase.
WO 03/058427 PCT/US02/41630
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relationship records meeting at least one user-defined criterion includes limiting the
relationship records analyzed to relationship records that include confidence
indicators greater than a minimum amount.

The computer readable medium of claim 243 further comprising the step of issuing
an alert based upon at least one user-defined alert rule.

The computer readable medium of claim 248 wherein the step of issuing an alert
based upon at least one user-defined alert rule includes having the alert
communicated via electronic communication means.

The computer readable medium of claim 249 wherein the electronic communication
means comprise an e-mail system.

The computer readable medium of claim 249 wherein the electronic communication
means comprise a telephone.

The computer readable medium of claim 249 wherein the electronic communication
means comprise a beeper.

The computer readable medium of claim 249 wherein the electronic communication
means comprise a personal digital assistant.

The computer readable medium of claim 248 further comprising the step of:
duplicating the relationship records on at least one secondary database;

distributing received data to the at least one secondary database for analysis based

upon work load criteria; and

issuing the alert meeting the criteria of a user-defined alert rule from the at least one

secondary database.



