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CROSS- REFERENCE TO RELATED APPLI CATI ONS This application clains irotTty
fromUnited States Provisional Applications S/N 60/297,681, filed on June
12, 2001, and S/ N 60/365,533, filed on March 20, 2002. The conplete

di scl osure of each of these provisional applications, including draw ngs,

is hereby incorporated into this application by reference. BACKGROUND OF
THE INVENTION Field of the Invention This invention relates generally-to
the field of secure electronic nessaging and in particular to nanagenent
and transfer of COBERTIFICATESMANAGERTENTCAND TRANSTER SSTEM ARIDIRETIROACT i ption
of the State of the Art Mdst known secure nessaging clients, including for
exanple e-mail software applications operating on desktop conputer
systens, maintain a data store, or at |east a dedicated data storage area,
for secure nmes<GROSS REFERBNTE PO RBLATEOAPFIACATIONSt es ("Certs"). A Cert
nornal 'y includes the public key of an entity as well as identity
information that is bourttistapplidagorpeiiins prideRYfrobh UhitedrBRates Pmﬁﬁnﬂmﬁﬁ)lfcailons
signatures. |In Secure Miltipurpose Internet Miil Extension (S/

messagi ng, for SN0 202684 filguldn June HE)200$, andeiN 50/388,554, Yiled oiNréRD0, SD@Rat ur e
on a received secure nessage and to encrypt a session key that mas used to
encrypt a nessdie complete dismdsurd of cadtiud thesepravisionarapsliegiions, ischuaiiRia sl .C
keys may be used to encrypt data or messages. If a public -1 3 0 2005
key i s not avaiheedblyéncatpardted mbsthsgipplication bytefavbeee. r equi red for encryption
or digital

BACKGROUND OF THE INVENTION

Field of the Invention

This invention relates generally to the field of secure electronic messaging
and in particular to management and transfer of Certificates between secure messaging

clients.

Description of the State of the Art

-Most known secure messaging clients, including for example e-mail
.software applications operating on desktop computer systems, maintain a data store, or
at least a dedicated data storage area, for secure messaging information such as
Certificates (“Certs”).. A Cert normally includes the public key of an entity as well as
identity information that is bound to the public key with one or more digital signatures.
In Secure Multipurpose Internet Mail Extension (S/MIME) messaging, fér example, a
public key is used to verify a digital signature on a received secure message and o
encrypt a session key that was used to encrypt a rﬁessage to be sent. In other secure

messaging schemes, public keys may be used to encrypt data or messages. If a public
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signature verification, then the Cert nust be |oaded onto. the medshdiw 2085
client before these operations can be perfornmed. Normally, each nessaging
client establishes comunications with a Cert source to obtain any
required Certs and manages its own Cents and private keys independently of
ot her nessaging-clients: However, when a user has-nore-than one nessagi ng
client, operating on a desktop or |aptop personal conputer (PC) and a

wi rel ess nobil e comruni cati on device, for exanple, then Certs nust
typically be | oaded onto each nessaging client fromthe Cert source.

Ther ef ore, t hekay is ewhaveilable méde Mmessagingesisctgiiren retyiiesdt fomendryatioGanr tdigital
managenent and transfer nechanismthat sinplifies Cert managenent and

| oadi ng.  Thersignaturaivatdficatiore liwnde Ged dusbbe lmaat entoriteayessaging shant befatt ng
system and net hod. SUVMMARY A net hod of Cert managenent and transfer between
a first nessagihage opérabions candbeapartarond Mssmally, egchc micesagirigsclignbestatdighesthe
nmet hod may include the steps of establishing conmunications between the
first nessagi neproninicatioasdith di€edsowneto ohtais agy tequitid Garts and etarauesils ove or
nore Certs stored on the first nessaging client for transfer to the second
messagi ng cl i eGets antiprivatenkays indepgndently elotbertragssaging slientsp nilgwever.fwhesta
messaging client to the second nmessaging client. A systemfor Cert
managenent anduger hagmere Hae pae Megsgdinastienteemasgling@n acdaskiop o laiop RSl
messaging client is also provided. The system may conprise, at the first
nessagi ng cl i esampuerfiPEsanchawielossmabilecommynication devicgefor exaraple. theh@ediir ed
to store Certs, a first Cert synchronization (sync) systemconfigured to
access the fir@usidgrigally be padedieRio eagpmessaging cligitdrom the Cit SOB¥Runi cat i ons

interface. At the second nessaging client, the system . .
Therefore, Theré remains a need for a messaging client with a Cert

management and transfer mechanism that simplifies Cert management and loading.
There remains a related need for a Cert management and loading sysiem

and method.

SUMMARY

A method of Cert management and transfer between a first messaging
client and a second messaging client is provided. The method may include the steps of
establishing communications between thé first messaging client and the second_
messaging client, selecting one or more Certs stored on the first messaging client for
transfer to the second messaging client, and transferring the selected Certs from the
first messaging c!iént fo the second messaging client.

A system for Cert management and transfer between a first messaging
client and a second messaging client is also provided. The system may comprise, at
the first messaging client, a ﬁrst'memory comprisirig a first Cert store configured to

store Certs, a first Cert synchronization (sync) system configured to access the first Cent
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may include a second nenory conprising a second Cert store configyreg gozgﬁs
store Certs, a second Cert sync systemconfigured to access the sgc ﬂ

Cert store, and a second comunications interface conpatible with the
first conmmunications interface. The first Cert sync systemis nmay al so be
configured-to transfer Certs stored-in the first - Cert store fromthe first
nmessagi ng client to the second nessaging client when a comrunications |ink
is established between the first nessaging client and.the second nessaging
client via the first communications interface and the second comuni cati ons
interface. A fistdrbgmdsyfisdteommimicationa imsdriace. AghadCachsl hedsagingiclient; thepydtem
systemand a wreless nobile communication device, is also provided. The
system may i nclmaleinaludes arseabndpmemosysongirisingch sdcbhd Ced stepotfiguraslyotstone a
nobi | e device cradl e connected to the serial port, the nobile device
cradl e having drerisnaeedandd;erizaync systam codigdeedite acdass thefsecendhCSerbstiost, addwi t h
the wirel ess nobil e communi cation device and conpatible wth the interface
of the nobil e deedrgbcamradhicatioBantesfacs amephtible withdheclirinormenunicativemintesiace.be
transferred to the wirel ess nobile comunication device when a :
communi cat i ons Theifingt Ged sy syblemdhedy blso e eonfigheeddotignsiesCesty stoead i tiv firste

W reless nobile comrunication device by placing the wirel ess nobile
conmuni cat i on desnt slers fiomHee firsh Fiaseaging, Cliset &r thel second wiessagingscliepbwhen a
comuni cation device is also provided, and may conprise a wireless
transceiver, a GPE¥RHdfatieNsIipk iscastablisheddgtwasnttihacfirgl megsagiag clienbangtibe segonda
communi cations interface, a Cert store configured to store Certs,. and a
Cert ‘sync syst dReE89pY elignt da thg érsteammuiieatiansdeigrageand Biepaeondcompnwications
interface. The nessaging system may be configured to store Certs received
via the wirel eddtefasa ranscei ver to the Cert store, and the Cert sync system

Is configured to store Certs .
Afurther system, for transferring Certs between a computer systemand a

wireless mobile communication device, is also provided. The system may include a
serial port associated with the computer system, a mobile device cradie connected to
the serial port, the mobile device créd!e having an interface, and a mobile device
interface associated with the wfreless mobile communication device and compatible
with the interface of the mobile dévice cradle. Certs stored atthe computer system may
e transferred to the wireless mobile communication device when a communications
ink is established between the computer system and the wireless mobile
communication device by placing the wireless mobile communication device in the
mobile device cradle.

A Wireless mobile communication device is also provided, and may
comprise a wireless transceiver, a messaging system coupled to the wireless
transceiver, a communications interface, a Cert store configured to store Certs, and a
Cert sync systerh coupled to the Cert store and the communications interface. The

messaging system may be configured to store Certs received via the wireless
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received via the communi cations interface to the Cert store. BRI EF

DESCRI PTION OF THE DRAWNGS Fig. 1 is a block diagram of an exenplary
nmessagi ng system Fig. 2 is a block diagramillustrating a secure e-nail
nmessage exchange in a nessaging system Fig. 3 is a block diagramof a

wi rel ess- mbi | e- communi cation device -and an associ-ated conmputer- system

i mpl ementing a Cert managenent and transfer system Fig. 4 is a flow
diagramillustrating a nethod of Cert nmnagenment and. transfer between
messaging clients. Fig. 5is a block diagramof a wteless nobile

comuni cat i on ieetelveras i Cere ¥R lafd e BolBFRAGisiten Bldodfidurd otbC&KSt ens
and net hods according to aspects of the present invention may be

i mpl ement ed. Fiegeivddl visthe dohmpikicdiiGi@riate adotiRgCavsterwanpl e communi cati on
system Fig. 7 is a block diagramof an alternative exanple conmmrunication
system Fig. 8 is a block diagram of another alternative comunication
system DETAILED DESCRI PTI ON A secure nessage is a nessage that has been
processed by aBRIEFDESCRIPTIONOF THE DRAWIRGE an i nternedi ate syst em bet ween
a nmessage sender and a nmessage receiver, to ensure one or nore of data
confidentiality, data iFi.ddsablocRdihgtmest arpakehphriry maidaging sGsiemon t echni ques
for secure messaging include signing a nessage -4 with a digital signature
and/ or encrypting a nmedqgds a Hock dixgramlilistrating acutite ewntl agesagiyciimgain
nmessage t'’hat has been signed, encrypted, encrypted and then signed, or

si gned and t hemmessagingtsgstetny a nessage sender, according to variants of
Secure :

Fig. 3 is a block diagram of a wireless mobile communication device and
an associated computer system implementing a Cert management and transfer system.

Fig. 4 is a flow diagram illustrating a méthod of Cert management and
transfer between messaging clients.

Fig. 5 is a block diagram of a wireless mobile communication device as an
example of a messaging client in which systems and methods according to aspects of
the present invention may be implemented.

Fig. 6 is a block diagram showing an exarﬁple communication system.

Fig. 7 is a blbck diagram of an aiternative example communication
system.

Fig. 8 is a block diagram of another alternative communication system.

DETAILED DESCRIPTION

A secure message is a message that has been processed by a message
sender, or possibly an intermediate system between a message sender and a message |
receiver, to ensure one or more of data confidentiality, data integrity and user

authentication. Common techniques for secure messaging include signing a message
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systemon which it operates to receive and possibly also send

Messagi ng clients may operate on a conputer system a handheld device, o
any other system or device with conmunications capabilities. Mny
messagi ng clients al so have additional non-nmessaging functions. Fig. 1 is a
bl ock di agram of an exenpl ary nmessagi ng system The system 10 includes a
Wde Area Network (WAN)" 12, coupled to a conputer system 14, a wreless
network gateway 16 and a corporate Local Area Network (LAN) 18. The

wi r el ess net womith galigitaksjgnaBire andidbremcyptingscmeskage. Boneixamplesssavaramessagéi on
network 20 in which a wireless nobile comuni cation device 22 ("nobile
device"), is chiibgua egssage toadaatbeen Sigaed; empiypted, encsipéad dntl thery sigeed or
desktop or laptop PC, which is configured to communicate to the WAN 12,
the Internet f&ignekangithen eceptad inhaaressagmpender, aspwtingtd 4ariants nhSbouraccess
the Intemet through an Internet Service Provider (I1SP), Application |
Servi ce Provi dMultippgose iiterpeidvail Regensions (S/0iMBr.at e LAN 18 is an exanple of a
net wor k- based nmessaging client. It is normally |ocated behind a security
firewal | 24. Wthin theAdoRssaging elienpnllons a sygterfeaiswijeh & eperates 2Greceivennd i ng
on a conputer behind the firewall 24, acts as the primary interface for
the cor por at i oROtPIEenEandanassagesy Messrging dipatamay eprsate pna eomputensystem; &

ot her external 'nessaging clients via the WAN 12. Two known nessage servers
26 incl ude, fohaﬁﬁfﬂgﬂ%’,cew&ﬁ%&#’ﬁﬁﬁ@%@ﬁ&ﬁg’@wsemﬁbrcowmf@t!w papilidas: -
e0C5 -5 These %Flvers are often used in conjunction with Internet mail

Miul tipurpose Internet Ml Extensions (S/MM). A nessaging clie ggggégvxﬁﬁg
;

routers that tYE¥HessagnGclienrRisohaye gddinnahemmessgeiBe dinstions. r out e and

deliver mail. The message server 26 na
_ _ Igig. 1S isa b?ock diagra_n¥ of an exemplary messaging system. The system

'10 includes a Wide Area Network (WAN) 12, coupled to a computer system 14, a

- wireless network gateway 16 and a corporate Local Area Network (LAN) 18, The
wireless network gateway 16 is also connected to a wireless communication network 20
in which a wireless mobile communication device 22 (“mobile device”); is configured to
operate.

The computer system 14 may be a desktop or laptop PC, which is
configured to comfnunicate to the WAN 12, the Internet for example. PCs, such as
computer system 14, normally access the Internet through an Internet Service Provider
(ISP), Application Service Provider (ASP) or the like.

The corporéte LAN 18 is an example of a network-based messaging
client. ltis noﬁnally located behind a security firewall 24. Within the corporate LAN 30,
a message server 26, operating on a computer behind the firewall 24, acts as the
brimary interfacé for the corporation to exchange messages both within the LAN 18,
and with other external messaging clients via the WAN 12. Two known message -

servers 26 include, for example, Microsoft™ Exchange Server and Lotus Domino™.




al so provide additional functionality, such as dynam c dat abase st@rﬁag‘@yf 2@5
data like calendars, todo lists, task lists, e-mail and docunentafiof”*T
nmessage server 26 provides nessaging capabilities to networked conputer
systens 28 coupled to the LAN 18. A typical LAN 18 includes nultiple
conput er systens 28,-each of which inplenments a nessagi-ng client, such as
M crosoft Qutl ook, Lotus Notes", etc. Wthin the LAN 18, nessages are
received by the. nessage server 26, distributed to the appropriate
mai | boxes for user accounts addressed in the received nessage, and are
then accessed Ohese sesars abioftensedl in cEHERIOMNGitCIhieat ma Riutdrs Hhat §picallyeesput er
system 28. The wirel ess gateway 16 provides an interface to a wreless
network 20, t hiNiXiphsedSarkinei potgeks torryitdendeicieanaitdrie ridssagesddr 26 fhayi ce
22. The nobile device 22 may for exanple be a data comruni cation device, a
voi ce conmuni catsbgmovidieadditiepaldfunbiiahality decic asrignandadatarasd esiorage fovdhtadike oSt
nodern cel lul ar tel ephones having both data and voi ce conmuni cati ons
functional ity, calepdars,dodd listh, task lists aesmiad hadhtocufreBilioenabl ed for wirel ess
comunications, or a |aptop or desktop conputer system wth a wreless
modem Such functions adhadwssagsi seyves26tpievidesbnéssagiey icepablifies ennetatorkgd or
ot herwi se transform ng nessages for wireless transm ssion, and any ot her
requi red i ntecprapeef syatamoAs cagledtn therlfAlt A8.d Atypichicdl Al 118lindiglegandtigly 16.
The wireless gateway 16 may be configured to operate with nore 'than one
Wi r el ess net wofRmp@er systemgtZiSeeach g whichimplémesitsasieszagingaiert Gunhgs Micssoft
determine a nost likely network for |ocating a given nobile device user
and possi bly t Padrok)sdradusNotep ey elco afithintibe bAN-18, owgegesae seceivet\byrtke. Any
conputer systemw th access to the WAN 12 may exchangl;be
1

message server 26, distributed to the appropriate mailboxes for user accounts
addressed in the received message, and are then accessed by a user through a
messaging client operating on-a computer system 28.

The wireless gateway 16 provides an interface to a wireless network 20,
through which messages may be exchanged with a mobile device 22. The mobile
device 22 may for example be a data communication device, a voice communication
device; a dual-mode communication device such as most modern cellular telephones
having both data and voice communications functionality, a personal digital assistant
(PDA)} enabled for wireless communications, or a laptop or desktop computer system
with a wireless modem.

Such functions as addressing of the mobile device 22, encoding or
otherwise trénsforming messages for wireless transmission, and any other required
interface functions may be performed by the wireless gateway 16. The wireless
gateway 16 may be configured to operate with more than one wireless network 20, in

which case the wireless gateway 16 may also determine a most likely network for

locating a given mobile device user and possibly track users as they roam between




‘nmessages with the nobile device 22 through the wirel ess network gaBefelQy 2002
16. Alternatively, private wirel ess netwrk gateways such as w rel ess
Virtual Private Network (VPN) routers could also be inplenmented to provide
a private interface to a wreless network. For exanple, a wireless VPN
impl-enent-ed in the LAN 18 may -provide a private interface from.the .LAN.18
to one or nore wireless nobile comunication devices 22 through the
wirel ess network 20. Such a.private interface to wreless nobile
comruni cati on devices 22 via the wirel ess network gateway 16 and/or the
Wi rel ess net worckumtBed @ heldgis. ef fectivel y be extended to entities outside
the LAN 18 by providing a nessage forwarding or redirection systemthat
operates with the nessagg AR syftemSWRR RcERSRA | i mis
disclosed in United Stat eg Pzgt entS%No. 6, 219, 694, %i Yz‘ﬁ@{ g?ﬁgéﬁ%;&%ﬁb@
i ncor porat ed i miedsadusswitpitld Aabildetive Lof MFRIGR Ghe Wildlckinzndole Yarlvay Ve, em
i ncom ng nessages received by the nessage server 26 and addressed to a
user. of a nobi lAtethatvele pEidatar wirdkeslt ndtioRUGHIeWA8 WichedsCaBelB& VMUKl Private
interface, either a wireless VPN. router, wireless gateway 16 or other
interface for Nateorp(¥RN)troutelecoold SEbsinitdnieridd Rrandh 4 privdiinkiRte fo 4obi | e
device 22. Another alternate interface to a users mail box -on a nessage
server 26 nay bdrelesi\hemlods s For’gpaimpigtd aitele$sOVPR AmplevdRieddatieVBXN 1Bihaygh a
WAP gateway, a |list of nmessages in a wusers mailbox on the nessage server -
26, and possi bipyovisiech privaaipertace drgnorthé AMNTS RAGNKe MR SHEGEWIrEB3s Rdobgent to
the nobile device 22. Several exanple comunication systens are described.
in further det abinmeicetion daviees 22 tbesigh tewmircles? Aetnorkad, Syctiepivaiister@esages
to and fromnobile devices 22 via RF transm ssions between base stations
and nobi | e deviweles2@obifreemnunBalorN@vicas 88 viaitiicokiedsss netwotk dat@yng\antor
exanpl e be: (1) a data-centric wireless network, (2) a .

the wireless network 20 may also effectively be extended to entities outside the LAN 18

by providing @ message forwarding or redirection system that operates with the
message server 26. Such a message redirection system is disclosed in United States
-Patent No. 6,219,694, which is hereby incorporated into this application by reference.
In this type of system, incoming messages received by the message server 26 and
addressed to a user of a mobilé device 22 are sent through the wireless network
interface, either a wireless VPN router, wireless gateway 16 or other interface for
example, to the wireless network 20 and to the user's mobile device 22. Another
alternate interface to a user's mailbox on a message server 26 may be a Wireless
Application Protocol (WAP) gateway. Through a WAP gateway, a list of messagesina
user's maiibox on the message server 26, and possibly each message or a portion of
each message, may be sent tq the mobile device 22. Several example commﬁnication
~systems are described in further detail below.
A wireless network 20 normally delivers messages to and from mobile

devices 22 via RF fransmissions between base stations and mobile devices 22. The




voi ce-centric wireless network, or (3) a dual-node network that cpm EQﬁp?ﬁﬁﬁ
both voice and data communications over the same infrastructure.” Re t
devel oped networks include: (1) the Code Division Miltiple Access (CDWVA)
network, (2) the Goupe Special Mbile or the dobal System for Mobile
Comuni cations (GSM- and the General Packet Radi o Service (GPRS),- both-
devel oped by the standards conmttee of CEPT, and (3) third-generation
(3G networks |ike Enhanced.Data rates for G obal Evolution (EDGE) and
Uni versal Mobile Tel ecommunicati ons Systens (UMIS), which are currently
under devel opnovitelesGifieBvark 26 ni@t for exanplayeo(l) bafat@tertiewiabst natgodeSd) a

w reless network, which is used operating in virtually every country in
Eur ope. Sone olvw&e-certinplirelesofietwdid or-(8ndual-motde henkk thatekt deppobiibottaraicen ot
limted to: (1) the MobitexTrm Radio Network ("Mobitef), and (2) the

Dat aTACTM Radi anNelatecrornfurisatiaTsA@s) the Bamerifestriadture nBacently dévetoped nbiwotksdat a
net wor ks i ncl ude Personal Comruni cation Systens (PCS) networks |ike CDMA,
GSM and Ti ne Dbhchds: O thetFadeflidsigeidaliple ATERIA) CBMA) Bstworkh(@) thh &re.pedpecial
avai lable in North America and worl d-w de for several years. The nobile
device 22 may Hdohiledutthe Edohal Gystam on Mbbilé Communicatics (G3Vinamd thet Gemeral
device, or a nmultiple-node device capable of voice, data and other types
of conmmuni cat i dtesketRadinS@ensca(GPRB)both dewalopas Iy 2hé staskdessds ¢dmrdittee of QEPTier
detail bel ow. Perhaps the nbost common type of nessaging currently in use
is e-mail. In a@ds@)atﬁtﬂtaweéatm(m}swwem likenErhanagd Dategatag foriGlobad Rvoltjonan
e-mai | sender, possibly through a nmessage server and/or a service provider
system and ty;ﬂEE@IEI) yandoUpiversalt Mpbileg heleemmmunieatioas Systeorse(WBITSio mdiadesrsage
receivers. E-mail nessages are normally -8 sent in the clear and use

tradi tional Si FyeNtdendeygiopaentr ot ocol (SMIP), RFC822

GPRS is a data overlay on top of the existing GSM wireless network,
which is used operating in virtually every country in Europe. Some older examples of
data-centric network include, but are not limited to: (1) the Mobitex™ Radio Network
(“Mobitex”), and (2) the DataTAC™ Radio Network (“DataTAC”). Examples of known
voice-centric data networks include Personal Communication Systems (PCS) networks
like CDMA, GSM, and Time Divisioh Multiple Access (T DMA) systems tﬁat have been
available in North America and world-wide for several years.

The mobile device 22 may be a data communication device, a voice
communication device, or a multiple-mode device capable of voice, data and other

~ types of communications. An exemplary mobile device 22 is described in further detail
below. |

Perhaps the most common type of messaging currently in use is e-mail.
In a standard e-mail system, an e-mail message is sent by an e-mail sender, possibly
through a message server and/or a service provider system, and typically routed

through the Internet to one or more message receivers. E-mail messages are nommally




headers and M ME body parts to define the format of the e-mail rresga%ei‘.%aq n(@ﬁa
recent years, secure nessagi ng. techni qgues have evolved to protect both

the content and integrity of nmessages such as e-nail nmessages. S/M Me and
Pretty Good Privacy.. (PGPTM are two public key secure e-mail nmessagi ng
protocols that provide for -both encryption, to protect data eontent, and
signing, which both protects the integrity of a nessage and provi des for
sender authentication by a. message receiver. Secure.nessages may al so be
encoded, conpressed or otherwi se processed in addition to being encrypted

and/ or si gned.sehi ig.the2clesr andalsethadiioAgIrSimpic! l\hélﬁtr&ﬁéféﬂ_&oﬁc§lgsm1¢’)ﬁ#@éé2
nmessage exchange in a nessagi ng system The systemincludes an e-nail

sender 30, coupkdetstod MIMBNoIR paréstd dafitié theliemmt 6Rhe vavaillfdessaie.ch provi des
an interface between the WAN 32 and a  w rel ess network 36. nobi | e devi ce

38 is adapted to oper atleragebtyears, becunt hdsesging rREfMGUDSs habe efdigs BIIv@RE N
Fig. 2 is a conputer system 31 associated with a nobile device 38 or a
user of the niisth dedontestar8Bintegritders ardsbagbsi suci s ehrdil ledsabbs. PSIMINIE arite
conput er system 31 has a caommunication link 33 to an interface or connector
35 through wiiretty Geddorivacy' (P@RY) hee teoqiualigey satdrb ot messhging fowrs 38,
as indicated by the dashed line 39. The e-mail sender 30 may be a PC, such
as the systemthat grovidgd fpr bbth encriptionrity plodech datat cumtdot,caminsigningl widep bbgr |,
such as conputer system 28. The e-nail sender 30 may al so be a nmobile
devi ce on whi @otectsrdhe integritagbs message andnpogides farneindemauthdritieatibhNbys 2,
w rel ess gateway 34, wireless network 36 and nobile device 38 are
subst anti al | y tep6agaiigeeives. Seedre mebsadeabwlylalsd be enpmied tompiressEd gr otierwise
According to secure nessagi ng schenes such as SSMMe and PGP, a -9 3 0 ~@
2005 processed in addition to being encrypted and/or signed.
Fig. 2is a block diagram illustrating a secure e-mail message exchange in

a messaging system. The system includes an e-mail sender 30, coupled to a WAN 32

and a wireless gateway 34, which provides an interface between the WAN 32 and a

_wire!ess network 36. A mobile device 38 is adapted to operate within the wireless

network 36. Also shown in Fig. 2 is a computer system 31 associated with a mobile

device 38 or a user of the mobile device 38 as described in further detail below. The

computer system 31 has a communication link 33 to an interface or connector 35

through which information may be exchanged with the mobile device 38, as indicated by

the dashed line 39.

The e-mail sender 30 may be a PC, such as the system 14 in Fig. 1, or it

may be a network-connected computer, such as computer system 28. The e-mail

sender 30 may also be a mobile device on which e-mail messages may be composed

and sent. The WAN 32, wireless gateway 34, wireless network 36 and mobile device

38 are substantially the same as similarly labelled components in Fig. 1.

According to secure messaging schemes such as S/MIME and. PGP, a




message i s encrypted using a one-time session key chosen by the g-{miQy 2003
sender 30. The session key is used to encrypt the nessage body and is then
itself encrypted using the public key of each addressed nmessage receiver
to which the nessage is to be sent. As shown at 40, a nessage encrypted in
this way includes an-encrypted nessage body - 44 and an -encrypted session . .
key 46. In this type of nessage encryption schene, a nessage sender such
as e-mai|l sender 30 nust have access to the public key of each entity to
which an encrypted nessage is to be sent. A secure e-muil nessage sender 30

typically si gnsméssaGSBRB6ryBid LBkl Abn-tinf 488bn Réy dHHBeNBP ERUEMANSordicl80.NT
the digest using the sender's private key. A digest nay for exanple be

generated by pehkeessiditkey isuted ko sidfipt (Y éldsSaddBdE BTs thehitesiKenchipidusilg sonme

ot her. preferably non-reversible operation such as a hash on the nmessage.

Thi's di gest is thdpublic kgt dattyaddissse@message sdcaiet 10 WhaMEiahessaps istehesdhey -
The private key may be used to performan encryption or other

transformati on Apshcwniadi0,eimedshge ehaigidd i hisyely@iohides aﬂn@dw;wﬁﬁeésagwddyr e. A
digital signature including the digest and the digest signhature 1s then
appended to t hel4cardgm eigrypesissegsion key 461 dintthie fypeaf Gaisbagef enchipiors seidate, awhi ch
includes the sender's public key and sender identity information that 1is
bound to the puidssagkssnderduch ase-naail sonder 3dingist ladve acgpsa taithe publiidy pheshbl y
any chained Certs and Certificate Revocation Lists (CRLs) associated with
t he senders Cerentitgrialwhizhynehaypied néssage istybesdepd be attached to a secure
message. The secure e-mmil nessage 40 sent by the e-mail sender 30 may
include the digital sidretuce-MalmessagesdndasdQ tgicaliy sigypa mdssage bpgkingady 44
and the encrypted session key 46, both of which are signed. The sender's
Cert, any chai mswnMesmas@ge@nésumngﬂwsilmsslmmﬁneaemer’b@nvmekegde%idrgastt he
nmessage 40. In the SIMME secure nessaging technique, Certs, CRLs and
digital signat unaydorgxemplerbeegengragaddyegrfanmingrchetk-sum, Cyclic Redundancy Check

(CRC) or some other preferably non-reversible operation such as a hash on the
message. This digest is then signed by the sender using the sender’s private key. The
private key may be used to perform ‘an encryptiqn or other transformation operation on
the digestto geherate the digest signature. A digital signature including the digest and
the digest signature is then appended {o the outgoing message. In addition, a Cert of
the sender, which includes the sender’s public key and sender identity information that
is bound to the public key with one or more digital signatures, and possibly any chained
Certs and Certificate F{évocation Lists (CRLs) associated with the sender's Cert and
any chained Certs may also be attached to a secure meséage.

| The secure e-mail message 40 sent by the e-mail sender 30 may include
the digital signature 42, as well as the encrypted message body 44 and the encrypted
session key 46, both of which are signed. The sender's Cert, any chéined Certs and
one or more CRLs may also be included in the message 40. In the S/MIME secure

messaging technique, Certs, CRLs and digital signatures are normally placed at the
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L3 3 NOV 2005 begi nning of a nessage, and the nessage body is included KDY aZhns
file attachnent. Messages generated by ot her secure nessagi ng schenes nmay
pl ace nmessage conponents in a different order than shown or include

addi tional and/or different conmponents. For exanple, a secure nessage 40
may include addressing infermation, -:such as "To". and-"From" -emait -w o .
addresses, and ot her header information. Wen the secure e-mail nessage 40
is sent fromthe e-nail sender 30, it ~is routed through the WAN 32 to the
conput er system 31, which in nost cases will be either a PC associated
with an e-mail bagmniagof f2omessa@e, dndtheamasdayedodg &N meriHed it 8k hedchment.

wor kst ati on whi ch accesses a nail box on a nessagi ng server. The conputer
system 31 repadhagages fencssieding 6RSS 8¢urd tndsbiging Bolinet magi placenmestspe and
forwards the repackaged nmessage to the wireless gateway 34. The repackaged
message i's t hemompendnts iir aulifferériteordérn e Shovwe ovircludsd Gadditiohditeanavdyi difeerggtvi ce
38. At the nobile device 38, the electronic envelope is then renoved from
t he repackaged compsngds. titor exanaie a dehare nasssgia v madaciide audesaing ird@matitin,ch
may then be processed on the nobile device 38. This nessage repackagi ng
may i nvol ve suchclopeflat’ amdSFam: congl elkisasees, aad othgpheaaier inbonslatiorc odi ng, and
will typically be perforned by a software nodul e or application operating
at the comput er syst em Yihentheseautde maid measage 49ysionhir@d theecemait sender 8@,dti ved
e-mail on a nessagi ng server however, the repackagi ng operations may be
performed at t hierowtesidmgiighythe &Y Add 82 bo thposmplteysyatent Bk whiohdn ewsogesavwillbg | n
conjunction wth the nessaging server. At the nobile device 38, inverse
oper ations ar e e#thed & KO gssopisietioviteah Bymailiaddmsadeagdand o8 tnetwask-cewtectedr e
nodul e. Al though the conputer system 31 is shown as receiving the secure
message 40, repQORHET workstaomuielnapsesaes ammihoxenathessaging senegra thegmobulerssage
to the nobile device 38 in the illustrative exanple systemof Fig. 2,

ot her i npl ements¥$tewid repackages the secure message 40 into an electronic envelope and forwards

the repackaged message to the wireless gateway 34. The repackaged message is then
sent through the wireless network 36 to the mobile device 38. At the mobile device 38,
the electronic envelope is then removed from the repackaged message to recover the
original secure message 40, which may then be processed on the mobile device 38.
This message repackaging rh_ay i_nvolve such operations as compression, encryption
and encoding, and will typically be performed by a software module or application
operating at the computer system 31. Where the computer system 31 accesses
received e-mai.I ona messaging server however, the repackaging operations may be
performed at the messaging server or possibly another system operating in conjunction
With the messaging server, At the mobile device 38, inverse operations are similarly
performed by an unpackaging system or software module.

Although the computer system 31 is shown as receiving the secure
messﬁge 40, repackaging the message and then sending the repackag.ed message to

the mobile device 38 in the illustrative example system of Fig. 2, other implementations
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-11 are al so possible. For exanple, the nobile device 38 may be adéﬁgsﬁg%lgmﬁ
directly, in which case the nessage 40 is routed to the wrel ess gateway

34 instead of to the conputer system 31. The w rel ess gateway 34 then
perfornms any required address translation, encoding or simlar functions,

i-f any, and sends the-nessage through the wreless network 36 to the

nobi |l e device 38. In addition, the nessage may be routed or forwarded to

the nobil e device 38 through other transport nmechani sns than the wirel ess
gateway 34. For exanple, -routing to the wireless network 36 may be

acconpl i shed usdrggisa pokdisié.eBsr e‘)(E}NBreme@:ﬁobiléﬂ@\@@é %8 @by b hddrbdabR-divetly, mender
30, or, in the case of a nessage being received at a conputer system 31

and t hen forwarwdch tasetthe masbadecadl BvioaRd3IB thewirdledshgatewaypsy ivstead$ teethe3 1.
Each receiver of a signed nessage, both the conputer system 31 and nobile

devi ce 38 in Figmpiierspstemedli fThetWimleads gatodlay S giveat parforid? aty regainet addreg a
di gest of the nessage body 44 and encrypted session key 46, extracting the
di gest from t herandlation, @hcalignatsimitar Afhctiarsnii any, mgd sbedsghe ereasagd thioggls thewi t h
t he digest extracted fromthe digital signature 42, and verifying the
di gest si gnat urwiralesstniatwadk 86 todhe siohimdevice 382. The di gest al gorithm used by
a secure nessage receiver is the sane as the algorithmused by the nessage
sender, and may be speciif additidnpthe messdeamaybearonted selgavandatide theamobilgdesdnebl vy
in the digital signature 42. One commonly used digest algorithmis the so-
cal | ed Secure Histhiatgh athgotranshatt necBatians thahttwigtlesst dJatewayi e Stor axapoplét hns
such as Message-Digest Algorithm5 (MD5) may al so be used. In order to
verify the di gerouting igitie wreess network8e say derastamplishedwging 2 wireless/ PN rouger
sender's public key and verify the signature on the digest in the digital
signature 42 Asspeatedwith Hig eamaibsandee3q, paiirsthe caseraf grinessagakeing geejved ata
signature. For exanPIe, if the
computer system 31 and then forwarded to the mobile device 38, with the computer.
system 31.
Each receiver of a signed message, both the computer system 31 and
mobile device 38 in Fig. 2, may verify the digital signature 42 by generating a digest of
the message body 44 and. éncrypted'session key 46, extracting the digest from the
digital signature 42, comparing the generated digest with the digest extracted from the
digital signature 42, and verifying the digést signature in the digital signature 42. The
digest algorithm used by a secure message receiver is the same as the algorithm used
- by the message sender, and may be specified for example in a message header or
possibly in the digital signature 42. One commonly used digest algorithm is the so-
called Secure Hashing Algorithm 1 (SHAT1), although other digest algorithms such as
Message-Digest Algorithm 5 (MD5) may also be used.
_In order to verify the digest signature 42, a message receiver must retrieve
the sender’s public key and verify the signature on the digest in the digital signature 42

"by performing a reverse transformation on the digest signature. For example, if the
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-12 3 0 NOV 2005 message sender generated the digest signature by 3 0§ NOY 2005
encrypting the digest using its private key, then a receiver would use the
sender's public key to decrypt the digest signature to recover the

original digest. If a secure nessage includes the sender's Cert, then the
sender's public key may be extracted fromthe Cert. The sender's .public key
may i nstead be retrieved froma local store, for exanple where the public
key was extracted froman earlier nessage fromthe sender and stored in a
key store in the receiver's local store. Alternatively, the public key may

o b TR el b et i U8 MO
25501 2000 4 PR A 1M BT RN P IGRDY B, BRI BB,

e S
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function that uces a unique outpu every unique input. There

if an original OR{I&DEorh InRHARY FibsLige ﬁ&wtméwfaer SRERoéREn q%g%ior@ﬁnﬁéat ed

by the receiver wll be different fromthe digest extracted fromthe -

digital signat WRivePSfcRistal AfidmdiRely 1hePubiRikel ARy dbosReteadiflomn thBRERILTS
di gest algorithnms are publicly known, however, it is possible that an

entity may alt @endf it ROAHe] iTBIRIGEHE siofls; W Fdinta PURIRWK Y SEARr émsy. hepabtiened
nessage, and forward the altered nessage to any addressed nessage

receivers. |n igbiverthaSSnorkiaty S4s86ated with AR ste@utiois (CAFRIN ¥hicRA CeRtorbasi s
of the altered nessage will nmatch the new digest that was added by the
entity that al taregty! eludRg #agentifdpulslickeslis alagrbleUrePKh audhtirsside within a
. corporate LAN such as 18 (Fig. 1), or anywhere on the WAN 32, Intemnet or other
network or system through which message receivers may establish communications
with the PKS. A sender's Cert may be loaded onto a mobile device 38 from an
associated computer system 31, as described in further detail below.

A digest algorithm is preferably a non-reversible function that produces a
unique output for every unique input. Therefore, if an original meséage is.changed or
corrupted, then the digest generated by the receiver will be different from the digest
exiracted from the digital signature, and signature verification therefore fails. Because
digest algorithms are publicly known, however, it is possible that an entity may alter a
secure message, generate a new digest of the altered message, and forward the
altered message to any addressed message receivers. In this case, the digest
generated at the receiver on the basis of the altered message will match the new digest

that was added by the entity that altered the message. The digest signature checlk is

intended to prevent verification of a digital signature in such a situation. Even though
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intended to prevent verification of a digital signature in such a3 § MOy 2005
situation. Even though -13 .3 a NOV 2005 the generated and new di gests mﬁl?
mat ch, since a sender signs the original digest using. its own private

key, the entity that altered the nessage cannot generate a new di gest
signatur-e that can be verified with .the sender's.private key. Therefore,.

al though the digests in the altered nessage match, the digital signature

w |l not be verified since the digest signature verification will fail.
These mat henati cal operations do not prevent anyone from seeing the

content s of L BREHICA HBASAARes i AR FARE & shite SRRSAOSIIRPaBR BREN |

tanpered wt nce 1t was signe y the sender, e nessa

si gned by theﬁso&&ﬁﬁﬁ\/at@%yj ﬁeiemqﬁat%eﬁeh%de‘ Jﬁgggage&rﬁio ”%&ierétés g. Wen

the digital signatlre 42 has n verified, -Sonet 1 nes even | I gital

Si gnature Vergibhgialel thal Ja%?e?&riﬁ%@wﬁ%ﬂéﬁ@&s%@ﬁ@ﬂ@y.bﬂ%fefﬂifb. Aidugh s be

decrypted beforfe it can i splayed or further processed by a réceiving -

nmessagi ng cl Hi@éﬁts iﬁth@alﬁé?é@l%é‘éagéYrﬁ%t&m%%ig’ftﬁ%iérﬁﬁ:rémﬁ?hbﬁ)e%ﬁii&%i&%tlilé‘ Fig. .
2. A nessage receiver wuses its private key to decrypt the encrypted

session key 4§gaqtdignBRMe Wslsatoh vl BRCT ypt ed session key to decrypt the
“encrypted nessage body 44 and thereby recover the original nessage. ‘An

encrypted nessage that ThéseafthEfisRAl bsbraivhs db Rafprevedt AReAE HBM stRlgdhe
i nclude an encrypted version of the session key for each receiver that was

encrypted usidifledtd 6f o Bbdure kR¥sAe, biRiol PR aic\RY meEagh haSAGIDEEH talRpdred
performthe sanme digital signature verification operations, but would

decrypt . a di f v Sinde iONEs Sfnddty tRNSINABK, @Ad thaBiRE nessage \as sighatibyitheparstn
private key. Therefore, in a secure nessagi ng system a sending nessagi ng

client as indicated on the ‘From’ field of the message.

" When the digital signature 42 has been verified, of sometimes even if
digital signature verification fails, the encrypted message body 44 must then be
decrypted before it can be displa&ed or further processed by a receiving messaging
client, the computer system 31 and the mobile device 38 in Fig. 2. A message receiver
uses its private key to deCrypt the encrypted session key 46 and then uses the
decrypted session key to decrypt the encrypted message body 44 and thereby recover
the original message.

An encrypted message that is addressed to more than one receiver would
include an encrypted version of the session key for each receiver that was encrypted
using the public key of the receiver. Each receiver would perform the same digital
signature verification operations, but would decrypt a different one of the encrypted
séssion keys using its own private key.

Therefore, in a secure messaging system, a sending messaging client
must have access the public key of any receiver to which an encrypted message is to

be sent. A receiving messaging client must be able to retrieve the sender’s public key,
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must have access the public key of any receiver to which an encry@ &gy 78033
nessage is to be sent. A receiving nessaging client nust be able to
retrieve the sender's public key, -14 3 0 NOV 2005 which nay be avail abl e

to a messaging client through various mechanisns, in order to verify a

di gi-tal- signature i-n- a signed-nessage.. -Al though-the -nobile device 38.is.a
recei ver of the secure nessage 40, the nobile device 38 may be enabl ed for
two-way conmuni cations, and may therefore require public keys for both
message sending and nessage receiving operations. Public keys are comonly

B e s e e
Gort | curren: Moty ol Sohéuksih bbb lon s oSN rionig SERES a0 1 BSY, O
are typically ysef of the %%r@ﬁesﬁ% 3P§tﬁ§ nioBlid Govitleldd o SHable¥ 1ol d-Ragt

format. Systens and net S acc ng to aspects of ‘the present Invention

nmay be used %an%%aﬁénsgﬁlﬁﬁﬁ ﬁtﬁ@%@r%w@ﬁﬁbﬂe s%lbbth%eééﬁé\@%eeﬁdg@?ﬁﬁm

a
Cert, both currently known type as othérs that nm el oped.

The digital Sinﬂiééédgﬁ':%céi{?inéo@réﬁods.s generated by the issuer of the Cert,
and can be checked by a nessage receiver substantially as descri bed above.

A Cert sonetines incl pdgf @fs SeRibmohlyBovifed W EE, A% daséribed absveTa bBich a
nmessaging client my determne if the rt has expired. Verification of

the validity @dr ahyGedriiculYerfitySpichllyViRbides! thd Cni'sPpiie il Iapatitétnfidabh
t hrough a Cert chgiqrjg whi ch ityrsfgﬁludgsI a usser' S Cg;sflpas vvgll als p(;ssi bly

ot her Certs t ehiM@ndtiby tHabig bolidifto HeeRubliciRN with d dRjithRfiaife. SoveRil fpdlycaltso  be
checked against a CRL to ensure that the Cert has not been revoked. If the

di gi tal si gnatUfiéntyin widésrbad e, iRcID@IRG fof eitaiplEXEDY BeltSwhioth ad typiday Useat has
not expired or been revoked and the issuer of either the Cert or a chained
Cert is in SIMIME. PGP uses Certs with a slightly different format. Systems and methods
according to aspects of the present invention may be used with any of these types of
Cert, as well as other types of Cert, both currently I;ﬁown types as well as others that
may be developed. The -digital signature in-a Ceft is generated by the issuer of the
Cert, and can be checked by a message receiver substantially és described above. A
Cert sometimes includes an expiry time or validity period from which a messaging client
may determine if the Cert has expired. Vérification of the validity of a Cert may aiso
involve tracing a certification path through a Cert chain, which includes a user's Cert as
well as possibly other Certs to verify that the users Cert is authentic. A Cert may also
be checkéd against a CRL to enéure that the Cert has not been revoked.
| If the digital signature in a Cert for a particular entity is valid, the Cert has
not expired or been revoked and the issuer of either the Cert or a chained Cert is
trusted, then the public key in the Cert is assumed to be the public key of the entity for

which the Cert was issued, also referred to as the subject of the Cert.

Certs may be available to a messaging client from several sources. When
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trusted, then the public key in the Cert is assumed to be the pubRi W®y 2887
the entity for which the Cert was issued, also referred to as the subject
of the Cert. Certs may be available to a nessaging client from several
sources. Wien -15 3 2 NOV 2005 a Cert is attached to a received nessage,
the Cert. can be extracted fromthe nessage and stored by the nmessagi ng
client. Otherwi se, Certs can be requested and downl oaded froma PKS on a
LAN, the Internet or other network with which a requestor nay establish
comruni cations. Alternatiwvely, according to an aspect of the present

| nventi on, 4 THERRE ﬁ@cﬁéd t8Qtrecgﬁ%db%gg?@g{h%o%rgr{cg%gbpﬁ'ct@qwn? Egﬁeggébea PKS.

Many nodem I ces are con connection to a

connect |19 SUotd: sl b A el Apflo MBihGHiGe ChRs Viah o PENBLEA! and

connection such as a se por over-the-air er of

Certs may be r&%@gﬁd 'Ier,SaL%@né’t‘b(ﬁ,itﬁé‘inté}ﬁéc}%?&hb%mdfwhﬁﬁﬁ’mﬁQrécﬂt@ ol res

for entities to a usSer expects to send encrypted nessages,

these Certs negdy RohniA IMMUNRAHSH. W%&Oﬁ%ﬁ’ﬁ%&&ﬁm%& 3R E§5RbPhk Prd@nf ent

to any of these entities. A user nay sim oad Certs for any entities
from whi ch si gpgéhtioREs AREARIA ReMAAbEI ChRs PEm AR Y REes thHs B FKBRIMEnI T al

signatures may be verified™ even if ‘'one of these entities does not append

its Cert to a modBRIndHRE ABEEs drd ciligbdINSdoRRBatioR BYa FET By BdRtedify SRMULSt ed
froma Cert source and stored on each nessaging client. "Certs are not

normal Iy shar edeisWe 8PORSRMNI0AE Cefts VR ShysR¥EIDNIEGRIBN bikéh 485 &kl pert 6f | ent s
are associated wi'th the sane user. In the 'systemof Fig. 2 for exanple, if

user A requi r egSB poR/dvef-te-aiRhEeF of Trsinay begeducBd. Psudhetiphysitd) ommemet er
system 31 and the nobile device 38, then user B's Cert nmust be requested

and | oaded tw Rised R16&1 Caris fbhumting o wWhith a6t Siped i@Rmhdagaiyptell atestdyesnobi | e
device 38. Using a Cert managenent and transfer system however, user B's
Cert then these Certs need not be downloaded when encrypted messages are to be sent to
| any of these entities. A user may similarly load Certs for any entities from which signed
messages are expected to be received, such that digital signatures may be verified
even if one of these entities does not append its Cert to a signed message.

In known systems, any Cert must be requested from a Cent source and
étored on each messaging client. Certs are not normally shared betwéen messaging
clients, even when the messaging clients are associated with the same user. in the
system of Fig. 2 for example, if user A requires a Cert for another entity, user B, on both
the computer system 31 and the mobile device 38, then user B's Cert must be
requested and loaded twice - once for tﬁe computer system 31 and again for the mobile
device 38. Using a Cert management and transfer system, however, user B's Cert
need be requested and loaded on only one of the computer system 31 and the maobile
device 38.

Fig. 3 is a block diagram of a mobile device and an associated computer

system implementing a Cert management and transfer system. In Fig. 3, only the
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need be requested and | oaded on only one of the conputer systen13ﬁ gnHGVhéms
nobile device 38. Fig. 3 is a block diagram of a nobile device and an
associ ated conputer systeminplenenting a Cert managenent and transfer
system In Fig. 3, only the -16 conponents directly involved in Cert
managenent - and transfer-operations are shown. It should be apparent..to
those skilled in the art that a nobile device and conputer systemw |
typically include further conponents. The conputer system 31 and a nobile
device 38 are illustrative exanples of afirst nessaging client and a second

messagi ng  bet ygamoidRis gﬂegﬁ,r.mw@wn 'gﬁ .fnae Rk &5 traHafer bpératiordnie SRAMNT

nmessagi ng cllents cou SO possi wo nobile devices or two

conput er syst effishodld bapErenfiothse Sdlldd TR A tHhe ¥ R6hiIRRIeViaEe AhBRLAPLIRY a
Cert nmanagenent and transfer system conprises a nenory . 52, a nessaging

system 60, a Cgydtem wwd'trawinéﬁaémnnér%éﬂ@bnéa§tm6b5r%putarsy§@m d1ingkiibie (U)
64, a wireless transcel ver 66, interface or connector 68. The

menory 52 pref aeadd 38 4r8 mhsteh%ﬁe éxa‘iﬁﬂés?&%ﬂ?eft Axssdgiig dlediaintl aSbedrR n5élssa§i§g wel |
as possibly other data stores such as an address book 56 in which

nmessagi ng cont getwebNivhichBeHOMal Be BAridtebd. TAGlfidNariRBtIriahdseagiftpdionts bollage
area 58 which stores data associated with software applications on the

mobi | e devi ce' 3Bo pbisditsly b tvity sbiGletides SBwakemblteki§istantd. ve exanpl es of
stores that nmay be inplenented in a nenory 52 on nobil e device 38. The

menory 52 may al so be useshdwnifFRES, adtobile devicy 38 iacEpomtimpeiCént manigenidmse
shown in Fig. 3 to store other types of data. The nenory 52 is a witeable
store such as an®RAfdnsfet aystiincdongirises a dewiofe 520 apoessaghgnystem 6D ad@ed. The
Cert store-54 is a storage area dedicated to storage of Certs on the
nobi | e devi ce Sghchfomizaom@ynd)aysiéraceda usertidterfaer(U)Sdoa irBléss manschigerf@fl, mat
I n which they are received, or may alternatively be parsed or otherw se
and an interface or connector 68. - The memory 52 preferably includes a storage area
for a Cert store 54, as well as possibly other data stores such as an address book 56 in
which messaging contact information is stored, and an application data storage area 58
which stores data associated with software applications on the mobile device 38. Data
stores 56 and 58 are illustrative examples of steres that may be implemented in a
memory 52 on mobile device 38. The memory 52 may also be used by other device
systems in addition to those shown in Fig. 3 to store other types of data.

The memory 52 is a writeable store such as a RAM into which other
device components may write data. The Cert store 54 is a storage area dedicated to
storage of Certs on the mobile device 38. Certs may be stored in the Cert store 54 in
the format in which they are received, or may alternatively be parsed or otherwise
translated into a storage format before being written to the store 54.

The messaging system 60 is connected to the wireless transceiver 66 and

is thus enabled for communications via a wireless network. The Cert sync system 62 is

connected to the interface/connector 68 to allow communication with the computer
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translated into a storage format before being witten to the stor §4ngh§ﬁs
nmessagi ng system 60 is connected to the wirel ess transceiver 66 and

t hus enabl ed for conmunications via a wireless network. The Cert sync
system 62 is connected to the interface/connector 68 to all ow

communi cation-wi.th the conputer.-17 3.0 NOV 2005 system 31, through.t.he.
cooperating interface/ connector 35 and connections 39 and 33. The U 64 may
i ncl ude -such U conponents as a keyboard or keypad, a display, or other
conponents which may accept inputs fromor provide outputs to a user of

t he nobil e de id> shoul d
be apparent %ﬁge?ngﬁ%éééﬂgﬂgg&\kpggﬁ 'ty&?%’%'ﬂ%hﬁah%%ghﬁ%@gﬂﬁ %ndgr?e u,
and the U 64 is therefore intended to represent one or nore user
interfaces. The conputer system 31 includes a physical connection 33

through which Certs nfy @I%Jrﬁésmf:lﬁ&é sni cBr'ﬂBorYBﬁ@ A3sea KESBb&R o?ﬁeyﬂaé ghe

i nterface or connector ug shown in as "an external

conponent, t hgishi} eF (f)tﬁéﬁ./oﬁ%ﬁéﬁi Rhick ﬁla%b,{cepﬁhbtﬁé ﬁé\‘h oY SoVid®Sutht Ry \@er t 0 the

conput er system 31. Like the nobile device 38, conput er system 31
includes a Oeéﬁth&)fﬁtﬁbtlé)t@%@sﬁo Alweuélhshcﬂvrf%h sln@lé' 6RO G085t Mduld bde a
software application. The Cert sync system 70 interfaces with a U 71,

whi ch may lnsgbpad@mtﬂma%bn@a@mmw i0d1R irRIUdRY ofINBA BEAUE andl R WI@ARECt i on
33 and the Cert store 72. The Cert store 72 could possibly be any conputer

storage nmedi UfRerdfére iitghded b AipreseBoiY & niorb QSaintBddodsdi sk drive or ot her
menory unit. Certs, which are public information, could also be shared

bet ween conput er syste’mzeountdmtems?atérﬁtswdadémphyemrdsprhrmcnmeﬂ"thﬁobgﬁwmlae store
72 is external but accessible to the conputer system 31, for exanple on a

network file enysany béhensersat he misiealzvido 38 viacthametard draochmddor Ishe Cert
store 72 and the communi cati ons subsystem 76.
Although shown in Fig. 3 as an extemal component, the interface/connector 35 may
alternatively be internal to the computer system 31. Like the mobile device 38, the
computer system 31 includes a Cert sync system 70, which in most impiefnentations will
be a software application. The Cert sync system 70 intérfaces with a Ul 71, which may
include one or more input and output components, the connection 3_3 and the Cert store
72, The Cert store 72 could possibly be any computer storage medium, including for
e#ample a local hard disk drive or other memory unit. Certs, which are publié
information, could also be shared between computer systems within a network for
_ example, such that the store 72 is external but accessible to the computer systerﬁ 3,
for example on a network file server. The messaging system 70 is connected to both
the Cert store 72 and the communications subsystem 76.
A messaging client implementing a Cert management and transfer system
~ may still preferably retrieve Certs in a conventional manner. This is represented in Fig.

3 by the connections between the messaging systems 60, 74, Cert stores 64, 72 and a

communication system, either the wireless transceiver 66 or communications
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A nessaging client inplenmenting a Cert nmanagenent and transfer sys{emnynEs
still preferably retrieve Certs in a conventional manner. This is
represented in Fig. 3 by the connections between the nmessagi ng systenms 60,
74, Cert stores 54, 72 and a comrunication system either the wirel ess
transcei ver -66 or- comruni-cati-ons -18 30 NOV- subsystem 76. - Theref ore, - when

t he nmessagi ng system 60 on the nobile device 38 requires a public keyfora
sender of a received nessage or an addressee of a nessage to be sent, a
Cert may be requested and received, froma PKS for exanple, through the

wi rel ess transgpiydime: WERRR, (T b SABRGYIEAIR 6 oh BEFHUR dRRSage. the

nmessagi ng system 60 may extract the Cert e nessage and store the

Cert to the Gephirsldudl fJJ&%eﬁ@éﬁb‘f‘&?éce%&ﬁq@gga'éé?%deﬁérsééydﬁa%é%ég‘ér
operations to obtaln any equired Certs. A user of a Cert storage and

transfer syste@Lasesthaver iy bk tquidsté@Bnd¥etBved) frehAIFKY fir S@hDRL thedidh tHeanst er
Certs to a nobile device 38 fromthe conputer system 31, or fromthe

nobi | e devi ce gfelbst frARCEIEN6E. eWRtsharerBiks aphefded BT imeBsdgeNthe
est abl i shed between the interfaces or connectors 68 and 35. The interfaces

or connect or SmeSsaaiig sPSteit @0 InthylkRtrad Yheaberbirdh theMdsbaigetdndeasip teidirgo Bhat a
transfer conponents, "1 ncluding for exanple optical data transfer

interfaces sucQemstote¥4. arRctonipaten syt Gil aidyPRrioim SMjlardpetationtodetain any
short-range w rel ess comunications interfaces, or wred interfaces such

serial or Uni vgqaiaédﬁ@fsj, al Bus (USB) and connections. Known short-range
W rel ess communi cations-interfaces include, for exanple, "Bluetooth"
modul es and 802. 11 noduh eserata Qedistugadeardhanbusisteat 45 siowB @2Fid.13 can also
specifications, respectively. It will be apparent to those skilled in the
art that Bl uet pefdmatiynski&dandiiansite Cottetosahabile tieqeedSiffornahd campiteraysieh 8| e
fromthe Institute of Electrical and El ectronics
or from the mobile device 38 to the computer system 31, via a communication link
established between the interfaces or connectors 68 and 35. The interfaces or
connectors 68 and 35 could be any of a piurality of compatible data transfer
components, including for example optical data transfer interfaces such as Infrared
Data Association (IrDA) ports, other short-range wireless communications interfaces, or
wired interfaces such serial or Universal Serial Bus (USB) and connections. Known
shori-range wireless communications interfaces include, for example, “Bluetooth”
modules and 802.11 modules according to the Bluetooth or 802.11 specifications,
respectively. It will be apparent to those skilled in the art that Bluetooth and 802.11
denote sets of specifications, available from the Institute of Electrical and Electronics
Engineers (IEEE), relating to wireless LANs and wireless personal area networks,
respectively.
Since communications between the computer system 31 and the mobile

device 38 need not necessarily be via a physical connection, references to connectinga

mobile device to an associated computer includes establishing communications
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Engineers (IEEE), relating to wireless LANs and w rel ess personaﬁ Rri@v 005
networ ks, respectively. Since conmunications between the conputer system
31 and the nobile device 38 need not necessarily be via a physical
connection, references to connecting a nobile device to an associ ated
conput er includes establishing cormmunications -19 3 0 OV 2005 between- a--
conputer system and a nobil e device through either physical connections or
wirel ess transfer schenmes. Thus, the nobile device 38 could be connected to
the computer system 31 by placing the nobile device 38 in a nmobile devi ce
cradl e connectbetiveen accosputes byshem anda nohite degiop thraigh sijtslr phgsidal cobyections or
positioning the nobile device 38 such that an optical port thereof is in a
| i ne of sight ofirelessitianbiar s¢hemesofThukethe onghile elevice $8 tceuld B, coanedbad to the
physi cally connecting or arranging the nobile device 38 and conputer
system 31 i n seempotensystawndt by suadingmthedmbbilendgvidec3a irc hamofele. devive cradle
particul ar operations involved in establishing comrunications between a
mobi | e devi ce @eanectectiomsatialipog s thermomiputer systatept iy eotitianinarihe mebiteydesive of

i nterfaces and/ or connectors. Referring again to Fig. 3, when the nobile
devi ce 38 is cc¥rueh Bt amoptisal pasighgraelds ingaylive ehsight of 2 Binilgepart céymosgps:teum 70
is preferably automatically started. Qther operations may al so be

automati cal | y &ystem3ddorkiyehysieally pensiectingnsarrengirgghe mobilerdevice 88 and eompluter
conmputer system 31, preferably in accordance with user-specified settings
est abl i shed at Sﬂﬂémcgwcmeg 8t Byannar sothat datidimay heeeichanged, W msiaularThe
Cert. sync system 70 may access the Cert store 72 to determne which Certs
are stored t herO@PWt'Oﬂ%@V@éﬁq ingpfablishing eammienicalans betwpen amapile dpdemprdag
list of stored Certs on_ a referably a display screen, on the

conput er - syst effPAPUteEaysiem &VELP%F% figrs pen i types ahipledaces 3T SPRNSFITS whi ch

they are stored in the
y %e fernng agaln to Fig. 3, when the mobile device 38 is connected to the

computer system 31, the Cett sync system 70 is preferably automaticaily started. Other
operations may also be autométically executed when the mobile device 38 is connected
to the computer system 31, preferably in accordance with user-specified settings
established at the computer system 31, the mobile device 38, or both.

The Cert sync system 70 may access the Cert store 72 to determine
which Certs are _stored therein. The Cert sync systeni 70 then preferably generates a
list of stored Certs on a Ul 71, preferably a display screen, on the computer system 31.
Certs could be listed for example in the order in which they are stored in the Cert store
72, in order of frequency of use, in alphabetical order of the name of the entity for which
the Cert was issued (i.e. the subject name) or any oth_er default or user-configured
order. In this list, Certs are preferably identified by subject name, or if contact
information for the subject of a Cert is stored in an ;'stddress book or similar contact
information store on the computer system 31, a Cert could alternatively bé identified

using a portion of the contact information such as a familiar name for example.
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72, in order of frequency of use, in al phabetical order of the namd BfiNEhedls
entity for which the Cert was issued (i.e. the subject nanme) or any other
default or user-configured order. In this list, Certs are preferably
identified by subject name, or if contact information for the subject of a
Cert is stored in an address book or simlar contact -information-stoere-on-
the conputer system 31, a Cert could alternatively be identified using a
portion of the contact information such as a famliar name for exanple. -20
3 6 NOV 2005 A user may then choose which of the Certs stored on the
computer system 31 shoWl dsdpandyr thes foboosedwhioh bhthen®értd stocddvirctheI®mpusgerng a
nmouse, keyboard or other input device that may be inplenented as a U 71
associ at ed wi t lsystam Jaipuld be trassietredioltie mohite device 8BadirQer meuse, keybberd or
transferred to the nobile device 38 via the connections and interfaces 33,
35, 39, 68. A Gerinpubdevicerthaipeaydid implameptddas ebliafipdssociited aith dvdcoopetant i on,
to add selected Certs to the Cert store 54 on the nobile device 38, an
updat e oper at i ¢listeicil. elengsilastadoCertgpdra dheratmansiguied dol théanobilerdervice 38oia thet or e
54 on'the nobile device 38 with a selected Cert or to replace a | ess
frequent |y usedoutrgationg and ialadacesPdi 35, 39068. | & Cex parsferppewtiormay fas ekamplgent | y
used, or a replace all operation, in which all Certs in the Cert store 54
on the nobile d@anaddggerglien tnaddiselecied Certhto theCed slot Manitke mabile devier 38 t o
the Cert store 54. Qther types of Cert transfers are al so possible and may
be sel ect abl e G updpieiogaration. éorgsamplethiepiase an expired Segindhe ot siorrS4nrthesync
system 62, or both. On the nobile device 38, Certs are received by the
Cert sync syst diRhie devigrBSvitaselectedoartnrde ieglacealase freqyeativysedCerayiaone -
operation selected by the user to store transferred Certs to the Cert
store 54. Trandh@dis¥ds Lxpeeted IoeRe meredgaerntly ysech er ateglage phopesatian: inshich@ll add

operation) or i steaclj‘ oé (u{g)date operation) Certs already stored i r& t he
ernts in the Cert'store 54 on the mobile device 38 are deleted and the selected Certs

are stored to the Cert store 54. Other types of Cert transfers are also possible and may
be selectable or configurable using the Cert sync system 70, the Cert sync system 62,
or both.

Cn the mobile device 38, Certs are received by the Cert sync system 62
and p.rocessed according to the type of transfer operation selected by the user to store
transferred Certs to the Cert store 54. Transferred Certs may be added to the store in
addition to (add operation) or instead of (update operation) Certs already stored in the
Cert store 54 or after the Certs in the Cert store 54 have been deleted (replacé all
operation). When Certs are transferred to a mobile device 38 in this manner, a
message sender or an intermediate system through which messages are sent to the
mobile device 38 need not send Certs along with secure messages to the mobile device
38. An intermediate system, if present, may also strip Ceﬁs and possibly other
relatively bulky information from a received secure message before it is sent 1o the

mobile device 38 if the Certs have already been transferred to the mobile device 38.
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Cert store 54 or after the Certs in the Cert store 54 have been derfi @tEQV 200
(replace all operation). Wen Certs are transferred to a nobile device 38
in this manner, a message sender or an internediate systemthrough which
messages are sent to the nobile device 38 need not send Certs along with
secur é nessages to the nobile device 38. An internediate system if
present, may also strip Certs and possibly other relatively bulky _
informati on froma received.secure nessage before it is sent to the nobile
device 38 if the Certs have already been transferred to the nobil e device
38. -21 3 0 NOV 20U5 Si fiinee menmry55a@n & mohilenddidess8dendsde b8 8mitadh dstatstorbe
limted, data stores such as the Cert store 54 nmay have sufficient space
to store only auchastthé feristobebs olay haer suffician epacelie stCreraniysa certairbaumiserfof| | |

no new Certs can be transferred fromthe conputer system 31l to the Cert
store 54 unl es§ette WhemibecCarkstord A isChilt o inawt GretsGantbe tanaferraslfromdhe
overwitten or deleted. Cert store 54 overflow could be handl ed by either
the nobile devFeBPerIysegnE tofhe Gent slote Thienlesswpa pemomyexisting Certe indymerty st em
70, or both. For exanple, the Cert sync system 62 in the nobile device 38
may be confi guPe& 54@eioﬁﬁl‘@ﬁ@fh9r@'Qt@%s@eﬁ%‘@@rﬁl‘*l%vem‘é@m@ﬂk@)“aﬁ@ﬁﬂl biceithent
policy in the Cert store 54, whereby a |east recently used Cert will

aut omat i cal |y B reRipdeyiee Gt sYnceyeieln @2 the qoapuier syer 68 SIGHSie™ 7 ofobi | e
device 38 when the Cert store 54 is full. Alternatively, the Cert sync
system 62 may B@thcBwqxawpl@dth@&e&@mwﬁw Q?éﬁfhegwwegwee'%ﬁnmhercmﬂw%rt
store 54 is or bec?mes full Il e device 38 an uter system
31 are connecli®iP %I%‘P?Stdﬁﬁﬁr@yéﬂsg% (lcﬁu)l iqelaesme dolien i rﬂi‘l"e&:réﬁcf’tqrﬁé_"‘(:ert

sync system 70 user te s tQ add a rtto a full Cert tore 54.
'n thi s case, B @feﬁga?eaébﬁpwt{v Al bar "Bt g yeQyign fedieu{SRts o

Ot b adutdiazind pad s Mol devite Yeurin BE o Sk 5 il KRmatieahd'©

Cert sync system 62 may be configured to alert the Cert sync system 70 if the Cert
store 54 is or becomes full while the mobile device 38 and computer system 31 are
cpnnected. An alert could also or instead be returned to the Gert sync system 70 when
a user attempts to add a Certto a full Cert.sto,re 54. In this case, the user could then be
prompted viaa Ut 71 to choosé whether or not a Cert in the Cert store 54 should be
replaced with the Cert to be added and if so, possibly to select a Cert that should be
replaced. Such a scheme may also allowa userto abort an add operation when a Cert
- store 54 is full.

The Cert sync system 70 on the computer system 31 may also check
each Cert in the Cent store 72 to ensure that only valid Certs are transferred to the
mobile device 38. This may involve checking one or more CRLs, an expiry time or
validity period, and possibly submitting a status inquiry to an external system (not
sﬁown) for each Cert. Any Certs that have expired or are no longer valid may be

deleted from the Cert store 72 and are preferably notinciuded in the Cert list generated
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repl aced. Such a schene nmay also allow a user to abort an add opgr@mﬁgpzmﬁl
when a Cert store 54 is full. The Cert sync system 70 on the conputer
system 31 may al so check each Cert in the Cert store 72 to ensure that
only valid Certs are transferred to the nobile device 38. This may involve
checki ng one or nore CRLs, an expiry tinme or validity period, and possibly
submtting a status inquiry to an external system.(not- shown) for each
Cert. Any Certs that have expired or are no longer valid may be deleted
fromthe Cert store 72 and are preferably not.included in the Cert |ist

generat ed - 22,0ye CRR 8@?{ dysten 0. Detdabh 6fan EBIr&FriRAIPERIN 18X Ok SBrO72

invalid Cert 1'n the store 72 may also'trigger either a request for a

new Cert for Fnﬁf’a%ﬂttﬁggﬁr bifhRPhirdduRet foPa hBR CuttbAasé entitp Rnfifed!ih i dubplcd of
the expired or invalid Cert, or a user pronpt to select a further action,

such as requegdméoP R ffefd bf 1BE eRpifad of ifRIIGCRrtl bea B3R ipr@Aptab skldkEd fultheer t
W t hout - requesting a new one. |f the nmessagi ng system 74 or. anot her

conmponent i n denCRRRYS fquedis N CaloRamplo dbltt thy egiied pintdli Gdrawitmuef  al |
stored Certs, then a status check by the Cert sync system 70 m ght not be

necessary evefequédtiig atnd@torehe nobile device is connected to the conputer
system 31. In either case, a user can be assured that Certs transferred

fromthe conputer systiemedessayiidessemzidaaniéreempéhentia theabmpuiat systeen t i me
of transfer. However, due primarily to the size of CRLs, processing |oads

associ at ed w 8hpéydicallpétadcks thehwatiss olalbstored @evtoythien atstahsychsblehy €erCerst at us
I nformati on nust be requested froman external source, Cert status
checki ng on asymbiidtendowiigie ndBod rexcdssaryevaey tinpr thhil teemmbbite dentde idtoneé¢cded i s
not commonly perforned. Although valid at the tinme of transfer, Certs in
the Cert st or i thdlcdrivateraygibmel. hreatherscask ediser cdndeamssuredithat Cettsdfangferredie ti ne
of transfer m ght not always be detected on a nobil e device 38.
: from the computer system 31 to the mobile device 38 are valid at the time of transter.
However, due primarily to the size of CRLs, processing loads associated with Cert
status checking and network latency when Cert status information must be requested
from an external source, Cert status checking on a mobile device 38 tends {o be
problematic and therefore is not commonly performed. Although valid at the time of
transfer, Certs in the Cert store 54 that expire, are revoked or become invalid after the
time of transter might not always be detected on a mobile device 38.
Cert management systems and methods may alleviate this problem of
expired, revoked or invalid Certs in the Cert store 54 of the mobile device 38. The Cert
sync systems 62 and 70 can exchange Cert information between the mobile device 38
and computer system 31. The Cert sync system 62, similar to the Cert sync system 70
as described above, is preferably configured to access the Cert store 54 to generaté at
least a list of Certs stored in the Cert store 54 when the mobile device 38 is connected

to the computer system 31. Depending upon the information required by the Cert sync

system 70 to check the status of a Cert, a copy of the Cetts in the Cert store 54, notjust
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Cert managenent systens and nethods may alleviate this probl em of 2 %ggh{ exlgs
revoked or invalid Certs in the Cert store 54 of the nobile devic8 he
Cert sync systens 62 and 70 can exchange Cert informati on between the
nobi | e device 38 and conputer system 31. The Cert sync system 62, simlar
to the Cert sync system 70 -as described above, is preferably.configured to
access the Cert store 54 to generate at least a list of Certs stored in
the Cert store 54 when the nobile device 38 is connected to the conputer
system 31. Dependi ng upon the information required by the Cert- sync system

70 to check ARt RLHS, @éeyr@eﬁa%e&dmh&@ensg@cgﬁ@ Pnd I8t bGonfpdih chgr e 54,

not just -23 a |st 0 be pass tot Cert ~sync system 70. The
list or conpl gy beisSed e '@%nrggﬁéeﬁtérﬁ 70Mn Jtorﬁaﬁzﬁuwssher&pws@w ger

automatically o response to request to Cert 'sync system 62 from
the Cert sync@)&é&t%ﬁh&%ﬁ%b@@s{éﬂi & ﬁ‘@fﬁlr%rbérfbyné g&%}iér;’l;/ 36. QsingRfdrPatichiinvel |

as any CRLs, expiry tinmes Or validity periods an information from

external sour gsidfor@idl B8 el £ aRPIORLSY BRISYEHETOY dalkitg Gefioddiand taayus  of
each Cert. If a &Jerc'tr on the nobi | egﬁew cg §p8§,| s expi redﬁwfdg\ﬁoked or y

invalid, the GesdnatiGyism SMsiBlEotRedFedqRIradine CalsyheMRPrt7 0\ HECKARS sthilis
repl ace the expired Cert, fromeither its own Cert store 72 or an external

Cert source. Néﬁ]m_vely, a user may be pronpted (via a U 71 or 64) to
sel ect whether the Cert should be deleted fromthe Cert store 54 or a new

Cert shoul d be retrievrd.Celén theiobily 6vicy/SS ie RxBirbd haokei drievalidaheCer or
replaces the expired, revoked or invalid Cert with a new Cert fromthe

conput er syst epcdyster 20eetetably refibidse: e atiodéplate thé exphedDeticirors gititem 31
preferably maintains a record of at |east the nost recent Cert check for
Certs on the ibivheCedetorec#? ora ;extsmahcemmurttdﬂ@\Itémmm;nayasexfmﬁdvapromwld| ng
for Certs stored on the nobile device 38 is
{via a Ul 71 or 64) to select whether the Cert should be deleted from the Cert store 54
or a new Cert should be retrieved. The Cert sync system 62 then either deletes or
replaces the expired, revoked orinvalid Cert with a new Cert frpm the computer system
31.
Either the mobile device 38 or the computerA system 31 preferably
maintains a record of at least the most recent Cert check for Certs on the mobile deviée
38, such that the frequency of Cert checking for Certs stored on the mobile device 38 is
controflable. When the mobile device 38 is connected to the computer system 31, this
Cert check record is accessed to determine if the Certs stored in the Cert store 54
should be checked. |
Coordinated operation of the Cert sync systems 62 and 70 also provides
for further Cert management functions. Since the Cert sync system 70 has access o
both its own Cert store 72 and, through the Cert sync system 62, the mobile device Cert

store 54, separate lists of Certs stored at the computer system 31 and the mobile ‘

~device 38 may be generated and displayed to a user. The user can then easily
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control |l able. When the nobile device 38 is connected to the conpu%é}Egﬁgggm
31, this Cert check record is accessed to determne if the Certs stored in
the Cert store 54 should be checked. Coordi nated operation of the Cert
sync systens 62 and 70 al so provides for further Cert managenent

functions. Since the Cert sync system 70 has -access-to both-tts own Cert -
store 72 and,- through the Cert sync system 62, the nobile device Cert

store 54, separate lists of. Certs stored at the conputer system 31 and the
nobil e device 38 may be generated and di spl ayed to-a user. The user can

then easily - 2detd¥heOwRRROCHE RS el BB Abddedhame BbTaaile beste Beaded

onto the nobile device 38. Alternatively, Certs that are stored in the

nobi | e devi ce AeinativbipCGerldhdlare di6rel @AY athbild dsvbd et dibretb4ahay@ribmotdint are
stored in the Cert store 72, such that only those Certs available in the

Cert store 72 fdiatheAlise oNOértsSthar £4 stofed eths Wit stord 2] sueh@edttondt those Oditar e
di spl ayed for selection and transfer to the nobile device 38. If a |ist of

Certs stored igvalldise imake Cert stexd ahilelré notstored brthé mobiicsduvivgabristora54user on
the conputer system 31, the user is better able to manage the Certs in the

mobi | e devi ce ditgyedddr. seleatioreargitRingfer & the emobildevied 3t a Cert fromthe
device list for deletion, and can also determ ne how many Certs are stored
on the nobile device 38falsdf Gastdtyinlteemobiledevize Oertiskore Barisidispiaged to & he
Cert store 54. Certs may also be transferred fromthe nobile device 38 to
t he conputer s9esbethddompiserdgstem Jie theatiser és bditer hblehie neoape trerCatssndim 31
and the nobile device 38 may retrieve Certs froma variety of sources.
When t he conpumebilesiesice stoBd 54 rftbrehamplapbises iy select B8eth fremdlapdgvinedisifor
addressabl e for exanple, they nmay receive secure nessages fromdifferent
senders and t hdeletioagand eandilsofdeterminedemt vamoCertsoare storachen the mobile device 38

and possibly how much space is remaining in the Cert store 54.

Certs may also be transferred from the mobile device 38 to the computer

system 31. As described above, both the computer system 31 and the mobile device

38 may retrieve Certs from a variety of sources. When the computer system 31 and the

mobile device 38 are separately addréssable for example, they may receive secure

messages from different senders and thus require different Certs to process the

messages. Different Certs may also be required to send secure messages to different

recipients. If a required Cert was not transferred from the computer system 31 to the

Cert store 54, then the mobile device 38 may retrieve the Cert from another source via

a wireless network for example. In this case, the mobile device Cert store 54 contains a

Cert that might not be available in the Cert store 72 of the computer system 31. Sucha

Cert may be transferred from the mobile device 38 to the computer system 31

substantially as described above.

Similarly, where the mobile device Ul 64 includes a display screen and

one or more input devices such as a keyboard, thumbwheel and the like, Cert
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nmessages. Different Certs nay also be required to send secure nmessafedly o005
different recipients. If arequired Cert was not transferred fromthe
conputer system 31 to the Cert store 54, then the nobile device 38 may
retrieve the Cert from another source via a wreless network for exanple.
In this case, the nobile device Cert store 54 contains a - Cert . that m ght
not be available in the Cert store 72 of the conputer system 31. Such a

Cert may be transferred fromthe nobile device 38 to the conputer system 31
substantially as described above. Simlarly, where the nobile device U 64

includes a dis ' '

ceyboar d, _t numiuaegr g g Hafsref iferlond 6 bERHCHRILAGE CRHEM A om o2,
transfer operations coulghdofinhd eh‘%ﬂt&%r&ti’aﬁs %m@é’t@?oog'}’tﬁéﬁﬁbﬁ?devic en
Cert nmanagenent operations are co ete, both the nobile device 38 and the

conput er syst erg3hdRREESHRRENSYERHPS T plofordblRVERto HREHRI biBatifedBode. fif fhe
Cert sync systens 62 and 70 are enbodi ed as software applications, the

applications s dfe ws@ﬁﬁ@s@énmar{e%ﬁ{b%@féd%@loﬁ&&n@B’?lib&tﬂinbyth@ﬁé;ﬁi’catﬁﬁ%eﬁ ed
Certs have been transferred. The Cert sync systens 62, 70 may al so be

configured to shay be @k¥d ohefhy PBBad®endatfontftichiyeariy Relesia ey idveitbeaked
by a user instead of automatically when the nobile device 38 is connected

to the conput ertrapyfeiredn e Chit Qync‘kgétén@ 6b! ndy agé BaTHifigusttasianeng wiehhod
of Cert managenent and transfer between nessaging clients. In Fig. 4, a

nobi | e devi ce amd oRefuhGPtHoRYnGHBIcRAB is MvekedBH A ussr ihdidddsif habindlicdiyahpi e of a
first messaging.client and. a second nessaging client which inplenent a Cod

management and. méte gbdte 3BtcdAMcted folthelgbmaserdgstemidied above in

conjunction with Fig. 3, Certs may al so be exchanged between nobil e devices

or between nultiple commiy.earis ayfkiwediagram illustrating a method of Cert management and
transfer between messaging clients. In Fig. 4, a mobile device and a computer system
are used as illustrative examples of a first messagiﬁg client and a second messaging
client which implement a Cert management and transfer method, although as described
above in conjunction with Fig. 3, Certs rmay also be exchanged between mobile devices
or between multiple computer systems.

| The method begins at step 80, when a mobile device is connected to a

computér systém. Step 80 involves establishing communications between the mobile
device and the computer system, for example via a physical link such as a serial or USB
connection or a wireless link such as an optical, Bluetooth,!802.1 1 or other short-range
communication link. At step 82, the computer system may check the status of any
Certs stored in a Cert store on the mobile device, and possibly retrieve a new Cert for
each expired, revoked or invalid Cert in the mobile device Cert store, as described
above. Step 86 may be automatic or may altematively be dependent upon a user

. response to a prompt or alert generated when one or more of the Certs stored on the

mobile device are found to be expired, revoked or invalid.
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The met hod begins at step 80, when a nobile device is connected t§ B NGy 2005
conputer system Step 80 involves establishing conmuni cati ons between the
nobil e device and the conputer system for exanple via a physical link
such as a serial or USB connection or a wreless link such as an optical,

Bl uet oot h, 802. 11 or -other short-range conmunication link. At step 82, the
conputer system nmay check the status of any Certs stored in a Cert store
on the nobile device, and possibly retrieve a new Cert for each expired,
revoked or invalid Cert in the nobile device Cert store, as described

above. Step 86 may be Ui EREhe CRks TR heAhSIAE Balibe/ Sk xPiRdIRNERARA InviREN 2

user response to a pronpt or alert generated when one or nore of the Certs

stored on the wHERWCERMHAEB bRER of Wl ME BoreRRvEXRY BRFsuch et itio dtatal i d.
-26 If none of the Certs on the nobile device are expired, revoked or

invalid, whernBaWsbEfdrmed ftCeRsSidredlontihd thotiRidelage, tifind IRVE Cohte EtoRstin GUCh
Certs, or if no status check is perfornmed for Certs stored on the nobile

device, then gdristbre@h tﬁ‘@éérﬁpmér%yﬁdmii@gémeréféd&ncﬁdi%m@ealtb thBaseoaTEEgs. Sy st em
is generated and di splayed to the user, at step 88. As described above, a

list of the Cetd gesthibsEdbde, QABH ORS8Ot gtofdd SNéachiBiestAgingi ciphtaygdbbo a
user. The user may then select one or nore stored Certs fromeither of the

lists at step diplaedid HescreTRE Ls nzgtiich slcet dricnffosd steddi0engfromesithessfagi ng
client to the other nessaging client at step 92. Steps 90 and 92 may be

repeat ed for eahelists siStapcdtethddies seleotdd Cardaire walsierred fromaomemmossagih@dientio
plurality of Certs at step 90 and transfer each Cert at step 92 w thout

requiring furtthebthae iieesaging tleat stastdép od. Steps 99@nd 92Thay ke rapetateddafeachat
step 92 may be fromthe conputer systemto the nobile device or fromthe
nmobi | e devi ce delectdueCabmpitemativelys taeuser Baytselel 2 pluraity ofnCerts ainstée R0 sindps 90
and 92 nmay be repeated as often as necessary to performdesired Cert
transfer operisnstensachBert abstop 82 witbodtirequiringriddtien gcinmydyethe paftiofjtheaisies, f or
exanpl e according to

The Cert transfer at step 92 may be from the computer system to the mobile device or

from the mobile device to the computer system. Cert selection and transter steps 90

and 92 may be repeated as often as necessary to perform desired Cert transfer

operations. Cert store overflow handling may be configurable, for example according to

an LRU replacement policy, or in response to a further user selection to replace a

stored Cert or abort the Cert transfer operation.

Since a computer system normally has faster and more powerful

processing resources and access to a much higher-speed communication link to a PKS

or other Cert source than a mobile device, Cert loading from a remote source to a

computer system is a relatively fast and simpie process. Therefore, most Cert transfers

at step 92 will likely be from the computer system to the mobile device be to the mobile

device. However, Cert transfers between computer systems is- also possible, when

Certs are to be managed and/or shared between computer systems. Sharing of Cersts

between computer systems within a corporate LAN for example would minimize
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an LRU repl acement policy, or in response to a further user selection to
replace a stored Cert or abort the Cert transfer operation. Since a
conput er systemnormally has faster and nore powerful processing resources
and access to a nmuch hi gher-speed conmunication link to a PKS or other
Cert source than a nobile device, Cert |loading froma renote source to a
conputer systemis a relatively fast and sinple process. Therefore, nost
Cert transfers at step 92 will likely be fromthe conputer systemto the
nobi |l e device be to the nobile device. However, Cert transfers between

conput er Syst egfmhnicdtivhs WRPStdth& PKUIJRotheRtdrBsoRfc@s fdP aREC M IRATRVEDEHOT
shared between conputer systens. Sharing of Certs between conputer systens

Wi thin a corpofeiteRed Mnfts exdx@atoarcad B d coinputst #ten2vitiomaupNzat i ons with
external PKSs or otherCert sources for any - -Certs that have been retrieved

fromthe external sourcegt isindlers AEBIH @2 MNPARTTSoM AU Oertd® 4-Obt sfre bn a
transfers at step 92 may add selected Certs to a Cert store on a nessaging

client or repl messaginyg céntat teplice lahg oG8N 4f3he Oetdir tiealdrt stoeion the nteksaging
messaging client, as described above. Al though not explicitly shown in

Fig. 4, other Ernt, asTessgbe® rboapeAlkougn ot Raplicligrdhotvn anskigr 4, other Cesb be
performed after lists of stored Certs are generated and di spl ayed at step
88. For exanpl manfgenicnt opeyatives fahdertednifers majallwtbeperfomentditer listye strécdons
than transfer to another messaging client. Fig. 5 is a block diagramof a
wi r el ess nobi | Getvamyeneaatedand displaged atstepids. Esranpinplepferts mastsasplactpddbr ent
I n which the present invention may be inplenented. The nobile device 500
is preferably deletiom-orather operatinnsahandrandter tacandtieey megsagind aiest  voi ce and
data communi cation capabilities. The nobile device 500 preferably has the
capability to communi caFig. 5is alblook Hiegraomfputirelessmebilecemownichionidevies aan
Depending on the functionality provided by the nobile device, the nobile
devi ce may be exdmeple etia ressaging client in which the present invention may be implemented.

The mobile device 500 is preferably a two-way communication device having at least

voice and data communication capabilities. The mobile device 500 preferably has the

capability to communicate with other computer systems on the Internet. Depending on

the functionality provided by the mobile device, the mobile device may be referred to as

a data messaging device, a two-way pager, a cellular telephone with data messaging

capabilities, a wireless Internet appliance, or a data communication device {with or

without telephony capabilities). As mentioned above, such Qevices are referred to

generally herein simply as mobile devices.

The mobile device 500 includes a transceiver 511, a microprocessor 538,

a display 522, Flash memory 524, RAM 526, auxiliary input/output {I/O} devices 528, a

serial port 530, a keyboard 532, a speaker 534, a microphone 536, a éhort—range'

wireless communications sub-system 540, and may also include other device sub-

systems 542. The transceiver 511 preferably includes transmit and receive antennas

516, 518, a receiver (Rx) 512, a transmitter (Tx) 514, one or more local oscillators (LOs)
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a data nmessagi ng device, a two-way pager, a cellular tel ephone mngh ck
messaging capabilities, a wireless Internet appliance, or a data® g
comuni cation device (with or wthout tel ephony capabilities). As

menti oned above, such devices are referred to generally herein sinply as
nmobi| e-devi ces. -The-nobi |l e device 500 includes a transceiver 511, a

m cr oprocessor 538, a display 522, Flash nenory 524, RAM 526, auxiliary
i nput/output (I/0O devices 528, a serial port 530, akeyboard 532, a
speaker 534, a microphone 536, a short-range wireless comunications

sub-syst em 540, 51@”Qnd@)ﬁlgfl€§§]gfhé?%db@§sd?t(lbsp) S8/ PathmURe Fashimsmoy 424, e
transceiver 511 preferably includes transmt and receive antennas 516,

518, a recei verm§dts deHde s0Pproferabiindit@ds o plovhiith dfsoftdars rAbdudy 524AB2N that
oscillators (LOs) -28 .1 0 hov Z-005 513, and a digital signal processor

(DSP) 520. W't hyaR Heraeabt@@by frRITRICopRddssot bS8 (dialr it DISK 626), hoRding efveicabl v
L ncludes a plurality of software m)dul es 524A-524N that can be executed by

the m cropr oces@aiminidtio@ndtae sthe, D%Ha bafihunicawnutodige SP4BBA@a plurality of
conmuni cati on nodul e 524A, a data ‘cormmuni cati on nodul e 52413, and a

plurality of ditherropepsiomdl ndales BR4N for Sadbidd\bodterpiwrality yi ottier fondtioas.pl ural ity
of other functions. The nobile device 500 i.s. preferably a two-way

communi cati on device hatbengobliei desica 300 taprafetabiyra ve-aby comampehiidn dévies.
Thus, for exanple, the nobile device 500 nmay communi cate over a voice 3
net wor k, such dwmvingyvoitle dridedaaabmgquoicatiingedpabilitiese| Thuisafar exemnpler ke, mabie may
al so communi cate over a data network. The voice and data networks are
depi cted in Fi glevise590 trlag coomumicate avérarvoice wetwob suctisesy oitbe sraleget difitala
net wor ks may be separate conmuni cati on networks using separate

i nf rastruct ur e, cefulstnetaarks apd ey aish copmunieataorer agtata naivorér The waies andélafat hey
may be integrated into a single wreless network. References to the
netvvor k 519 showtwork$atesiepictediineFig it tyithe eamraunieation tower 519. These voice and data

networks may be separate communication networks using separate infrastructure, such
as base stations, network conirollers, etc., or they may be integrated into a single
wireless network. Referenceé to the network 519 should therefore be interpreted as
encompassing both a single voice and data network and separate networks.
Thercommunication subsystem 511 is used to communicate with the
network 519. The DSP 620 is used to send and receive communication signals to and
from the transmitter 514 and receiver 512, and may also exchange control information
vﬁth the transmitter 514 and receiver 512. If the voice and data communications occur
at a single frequency, or c!osely-spacéd set of frequencies, then a single LO 513 may
be used in conjunction with the‘ transmitter 514 and receiver 512. Altemnatively, if
different frequencies are utiized for voice communications versus data
communications, then a plurality of LOs 513 can be used to generate a plurality of
frequ'encies corresponding to the netwo;k 519. Although two antennas 516, 518 are

depicted in Fig. 5, the mobile device 500 could be used with a single antenna structure.
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enconpassi ng both a single voice and data network and separate net$uy Ksiy 7ii®

The comruni cati on subsystem 511 is used to communicate Wth the network
519. The DSP 520 is used to send and recei ve conmunication signals to and
fromthe transmtter 514 and receiver 512, and may al so exchange contr ol
information wth the transmtter 514 and receiver 512.-1f the voice and:
data communi cati ons occur at a single frequency, or closely-spaced set of
frequencies, then a single LO 513 may be used in conjunction with the
transmtter 514 and receiver 512. Alternatively, if different frequencies

are utilized f qiforviRiti6R vRIITHEN R ot VoidsadrdiufataialomnatingEomaRinicated.to ahen a
plurality of I-Gs 513 can be used to generate a plurality of f requ encies

correspondi ng frémtihe corimuidatisnl Shodblet BoLgha hvipk ashessrathebDEP 5308 aad ahe
depicted in Fig. 5 the nobile device 500 could be used with a single

ant enna struct miceopredd@sdris3er mat i on, whi ch includes both voice and data
information, is conmmunicated to and fromthe conmmunication nodule 511 via
a link between the DSP BiOdanitbd Hesignrot thepeaaressicatiob 3ibsysten ddt aslidhdasliesi gn
of the comuni cation subsystem 511, such as frequency band, conponent
sel ection, powiequeasebandetamponsnt Seidationcpever éavel, efoarwill be depandrotipoatthen
network 519 in which the nobile device 500 is intended to operate. For
exanpl e, a nobcdremdmvatios nEOGK Fi%emwbith the ropEe dedce S00HS itendhd mperataironar ket
may include a communication subsystem 511 designed to operate with the
Mobi t ex or Daeli, rrobobile désica 500 imtemdeciab ioparateeineolarth Américarsmadielsngned t o
operated with any of a variety of voice comunication networks, such as
AVPS, TDMA, CDwpiud@@Somsnunicationisubsystera Sirbidiesignatets eper@e ovithnthe Mdpbitex 6F use
in Europe may be configured to operate with the GPRS data conmuni cation
network and t hBaldSACvabiedais commupigatiannetwarkswndealsatiasisned ppeserated witheay and
voi ce networks, both separate and integrated, may

of a variety of voice communication networks, such as AMPS, TDMA, CDMA, PCS, etc.,

whereas a mobile device 500 intended for use in Europe may be configured to operate

with the GPRS data communication network and the GSM voice communication

network. Other types of data and voice networks, both separate and integrated, may

also be utilized with the mobite device 500.

Depending upon the type of network 519, the access requirements for the

mobile device 500 may also vary. For example, in the Mobitex and DataTAC data

networks, mobile devices are registered on the network using a unique identification

number associated with each device. in GPRS data networks, however, network access

is associated with a subscriber or user of the mobile device 600. A GPRS device

typically requires a subscriber identity module (“SIM"), which is required in order to

operate the mobile device 500 on a GPRS network. Local or non-network

communication functions (if any) may be operable, without the SIM, but the mobile

device 500 will be unable to carry out any functions involving communications over the

network 519, other than any legally required operations, such as ‘911’ emergency
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al so be utilized with the nobil e device 500. Dependi ng upon the t @ gé
network 519, the access requirenents for the nobile device 500 rréf/ afvd 2005
vary. For exanple, in the Mbitex and DataTAC data networks, nobile
devices are registered on the network using a unique identification nunber
associ ated with each device. In GPRS data- networks, however, network access
is associated with a subscriber or user of the nobile device 500. A GPRS
device typically requires a subscriber identity module ("SIM), which is
required in order to operate the nobile device 500 on a GPRS networ k.

Local or non- n%m@_k comuni cation functions (if any) may be operable,
without the SIM but the nobile device 500 will be unable to carry out any

functions invol ving CONAHg tddRied m&ﬁ&gﬁ’strafm{maha{iﬂr%rodéﬁbﬁé hideeany
| egal |y required operations, "such as '911' energency -30 3 0 NOV 2005

cal ling. After camplefeddte mabir@aw&sg@maéftééhhim i@EeiRe bbrMuhieatidpr SgrRaB)r es
have been conpleted, the nobil e device 500 may send and receive

comuni cati on gig&abl§ incluBingbethdlelck ahdahtd@ignals ebihywdteerk 819l Sitar rédelieal s,
over the network 519. Signals received by the antenna 516 fromthe

conmmuni cati on R tHOAermk% @ ffori i @nrheniédten mMeBRINY 819 are iduteit t racensrdes
for signal anplification, frequency down conversion, filtering, channel

sel ection, et c512ankictimpyovitles Cop sigialcemsiifiodtion, fraquiingy tevn comersion, diterisiyal og

to digital conversion of the received signal allows nore conplex

conmmuni cat i on khaiel seection,sate.hardsmey gisb provitiznarditdgad dighalaodvalgioadimipgtto be

performed using the DSP 520. In a simlar manner, signals to be

transm tted t o digital cortassiokofiidreacieedsigret alad maracdmpkxvgmmunibaticn funaions)d

encodi ng, for exanple, by the DSP 520 and are then provided to the

transm tter 514uétoas digital dainotddationcdndgiecoding tsbopesrfomedjusing thelpSR 620« dm 8i on, .

filtering,
similar manner, signals to be transmitted to the network 519 are processed, including
modulation and encoding, for example, by the DSP 520 and are then provided to the
transmitter 514 for digital to analog conversion, frequency up conversion, filtering,
amplification and transmission to the communication network 519 via the antenna 518.
Although a single transceiver 511 is shown in Fig. 5 for both voice and data
communications, it is possible that the mqbile device 500 may include two distinct
transceivers, a first transceiver for transmitting and receiving voice signals, and a
second transceiver for transmitting and receiving data signals.

In addition to processing the communication signals, the DSP 520 may
also provide for receiver and transmitter control. For example, the gain levels applied to
communication signals in the receiver 512 and transmitter 514 may be adaptively
controlled through automatic gain control algorithms implemented in the DSP 520.
Other transceiver control algorithms could also be implemented in the DSP 520 in order
to provide more sophisticated control of the transceiver 511.

The microprocessor 538 preferably manages and controls the overall
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anplification and transm ssion to the comuni cati on networ k519 vgyﬁhﬁﬁa 5
antenna518. Al though a single transceiver 511 is shown in Fig. o] gogﬁ]
voi ce and data comunications, it is possible that the nobile device 500
may include two distinct transceivers, a first transceivr for transmtting
and receiving..voi ce signals,..and.a second transceiver for..transm.tt.ing and
receiving data signals. In addition to processing the comuni cation
signals, the DSP 520 may al so providefor receiverand transmtter control
For exanpl e, the gain | evelsappliedto comunication signals in the receiver
512 and trans fﬁi})ézhﬁcﬁn &1 b MBRiclHRviaE 80, NSy Xypes enhicRIprREsddis SusibrodsHtRNE: i C

a

gain control gorithnms inplenented in the DSP 520. Qher transceiver

control al gorichiitiBe ©ed Bera) @rpalté@ndtiﬁﬂ*,%ﬁ@l@ﬂspfmb!&SUIE)SE’ ub@dtoi dafy deithet O
provi de nore sophisticated control of the transceiver 511. The

m cr opr ocessofurafiéhsut eeamrdpyocdBsa Ges. iande v BomMLAICAS fovibad, inchudihg at
operation of the nobile device 500. Many types of m croprocessors or

m crocontrol | ¢gast detand Jadceus@einingications)rare pletiemrial thioall thea DSPgHCeinDRE 520
could be used to carry out the functions of the m croprocessor 538.
Low | evel comwansceder &itf Ottedr] bighslevehcbmehiun@gatidn apgliasiondakactand a/ avice
communi cations, are perforned through the DSP 520 in the transceiver 511.
O her, hi gh-| evmhmucisatimdpplidation524/ land a dears mnaunicatiasapplication 8248 may be
conmruni cation application 524A, and.a data comuni cat.i on application 5246
may be st or edtorad in tes Aibshahemens 24 fob @xdechition tytieemicioproceysor 628. Rocexappbs essor
538. For exanple, the voice comunication nodul e 524A may provide a
hi gh-1 evel usé#eoiteenfanmicali@r mbdue 5244 roaygmevide a higidlevel osdrinterizoe operalale | s
between the nobile device 500 and a plurality of other voice devices via
t he network 51i@trarginii analk egeive Weicaloalls bebvaenrihe mobideving d09 argizpluradity gbr ovi de
a high-level user interface operable for sending and receiving data, such
as e-mai | nesotgeyoice dedess ig thermeavark Bh9.o Bimilariprine ditecommugicaisadals |
etc.,
- 524B may provide a high-level user interface operable for sending and receiving data,
such as e-mail messages, files, organizer information, short text messages, eic.,
between the mobile device 500 and a plurality of other data devices via the network
519.. On the mobile device 500, a secure messaging software application, incorporating
software modules corresponding to the messaging system 60 and Cert sync system 62
in Fig. 3 for example, may operate in conjunction with the data communication module
524B in order to implement the techniques described above.

The microprocessor 538 aiso interacts with other device subsystems, such
as the display 522, Flash memory 524, random access memory (RAM) 526, auxiliary
input/output (I1/O) subsystems 528, serial port 530, keyboard 532, speaker 534,
microphone £36, a short-range communications subsystem 540 and any other device
subsystems generally designated as 542. For example, the modules 524A-N are
executed by the microprocessor 538 and may provide a high-level interface between a

user of the mobile device and the mobile device. This interface typically includes a
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bet ween the nobile device 500 and a plurality of other data devices lv&BY: B&3
network 519.. On the nobile device 500, a secure nessagi ng software
application, incorporating software nodul es corresponding to the messagi ng
system 60 and Cert sync system62 in Fig. 3 for exanple, nmay operate in
conjunction-wth the data comruni cati on nodul e - 524B in-order to inplenment-.
the techni ques descri bed above:. The m croprocessor 538 also interacts with
ot her device subsystems, such as the display 522, Flash nenory 524, random
access nmenory (RAM 526, auxiliary input/output (I/0O subsystens 528,

serial port 530grakR¥RRBMPoRIEproviBEdtNFSugh &b displyERoRINARA inpafleutBut&BBpéndnnge

communi cati ons Subsystem 540 and any ot'her device subsystens generally

desi gnated as 5g%vid5@fnr@gﬂm Rixilib SO BXBUkS Bodrd 482, Mpadi@r 58K 6aHicRBhée 3382

m croprocessor 538 and may provide a high-level interface between a user

of the nobile deichmtéfdet AR daighhied dendram: astnied it Riges.f ace typically
includes a -32 3 0 NOV 2005 graphi cal conponent provided through the

di splay 522, and an i npugémusbité saryseme showriin il Sipstdrcomgtunicatioratetated ar y
1/0 528, keyboard 532, speaker 534, or mcrophone 536. Such interfaces are

desi gnat ed genef@lishsash&dedother §ibgystéms Hagpraidet“haidenb oy sh-eesics hmetiorisn
Fig. 5 performcomunication-related functions, whereas other subsystens

may provide "rebothbl) somesulsgsteme, fuchakikeytoard 562 @l displaBaR mayby ssehir
such as keyboard 532 and display 522 may be used for both
conmmruni cat i on- r pbtatcesinfunisatidnemiaiedsurcliorassieh e entaringa téx riessagedardgrnsroission
transm ssion over a data comuni cation network, and device-resident
functions such aseradatd @oirindratioonetvarkkard deviceresitentiundioAs sugheish cakedlatoons .
Qperating system software used by the m croprocessor 538 is pref erably
stored i.n a per of Blkelit osotbeePBAbpedunchibmsh menory 524. In addition to the
operating
Operating system software used by the microprocessor 538 is preferably
stored in a persistent store such as Flash memory 524. In addition to the operating
system and communication modules 524A-N, the Flash memory 524 may also include a
file system for storing data. A storage area is also preferably provided in the Flash
memory 524 to store Ceris, address book entries and possibly other information
required for messaging, shown as data stores 54, 56.and 58 in Fig. 3. The operating
system, specific device applications or modules, or parts thereof, may be temporarily
{oaded into a volatile store, such as’ RAM 526 for faster operation. Moreover, received
communication signals may also be temporarily stored to RAM 526, before permanently
writing them to a file system located in the persistent store 524.
An exemplary application module 524N that may be loaded onio the
mobile device 500 is a personal information manager (PIM) application providing PDA
functionality, such as calendar events, appointments, and task items. This module 524N

may also interact with the voice communication module 524A for managing phone calls,

voice mails, etc., and may also interact with the data communication module 5248 for
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system and comuni cati on nodul es 524A-N, the Flash nmenory 524 may 3W?%WV 2005
include a file systemfor storing data. A storage area is also preferéﬁly“
provided in the Flash nenory 524 to store Certs, address book entries and
possi bly other information required for nessagi ng, shown as data stores

54, 56...and 58 in Fig.. 3. The operating system specifi.c device .
applications or nodules, or parts thereof, nay be tenporarily |oaded into

a volatile store, such as RAM 526 for faster operation. Mreover, received
communi cation signals may al so be tenporarily stored to RAM 526, before
permanent|ly wWgif.l hen £l - id h S tore

rdainh@g%{e Wc&tﬂm%mfc%t&ﬁ?xg %ﬁ%ﬁﬁ}t iﬁ&ﬁétﬁ%éﬁ%ﬂ%.Oglgfgr?tlgﬂf.tgﬁﬁ]tgé

524. An exenpl ary Ication no at may be

mobi | e devi ce W‘Qti&ﬁ.\!ilg r?Zi%fefm cdnﬂﬁ@ﬁé%&lh% IRNBAA andRhdtaRRRirnRHidaftn

provi ding PDA functi y, such as cal endar events, appol ntnents, and

task items. ThiggdiRA2hE el intBEitedlifs thd iRl Mednet h the voice comunication
nmodul e 524Af or managi ng phone calls, voice mails, etc., and may al so

interact with the data ¢ReMiBh GG 5B PibiBraBBARolifds a il SysRnNeY/t4Emaagi Ny
e-mai | conmmuni cations and other data transm ssions. Alternatively, all of

the functi onalsidragedt Pi @ataGichiR &Qﬁé‘ﬁéﬂié‘e@#h@ﬂhﬁﬁ?ﬂicﬁti&%@fe@dﬂﬂk hfigdedaha
comuni cation nodule 524B may be. integrated into the PIM nodule. The.

Fl ash nmenory 524iighe béiddidresdirvdAeRerds, feithar ByHSEIE Br intcdnfdtlidn vithethe 9biee age
of PIMdata itenms on the device. The PIM application preferably includes

the ability t@ngaae camehuhrRamintBodlidsB24ACHEB, Gh tHealirdmssinbe@I 5190Thé RIM
conjunction with the voice and data comruni cation nodul es 524A, 524B, via

the wirel ess nehiadiensSag prefbrablPlsbhmidsdipintdgeared, adyacitonizal ail ypdeeaiviadse y
i ntegrated, synchronized and updated, via the wreless network 519, with a

correspondi ng s#relesd nelwbik 511 9,avith asoaesbnding astivddatatians storel osassbeisted wittngut er
system thereby creating a mrrored systemfor data itens associated

host computer system, thereby creating a mirrored system for data items associated

with a particular user.

The mobile device 500 may also be manually synchronized with a host
éystem by placing the mobile device 500 in an interface cradle, which couples the serial
port 530 of thé mobile device 500 to the serial port of the hdst system. The serial port
530 may alsobe usedto enabi'e a user to set preferences through an external device or
software application, to doWnloe{d other application modules 524N forinstallation, and to
manage Ceris on a device as described above. This wired download path may further
be used to load an encryption key onto the device, which is a more secure method than
exchanging encryption information via the wireless network 519.

Additional application modules 524N may be loaded onto the mobile
device 500 through the network 519, through an auxiliary I/O subsystem 528, through
the serial port 530, through the short-range communications subsystem 540,.0r through

any other suitable subsystem 542, and installed by a user in the Flash memory 524 or

RAM 526. Such flexibility in application installation increases the functionality of the
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with a particular user. The nobile device 500 may al so be nanual
synchroni zed with a host system by placing the nobile device SOOyﬂhNQH 2005
interface cradle, which couples the serial port 530 of the nobile device
500 to the serial port of the host system The serial port 530 may al so be
used to enable a user to set preferences through an external device -or-.

sof tware application, to downl oad other application nodul es 524N for
installation, and to nanage Certs on a device as described above. This

wi red downl oad path may further be used to |oad an encryption key onto the

device, which i foBild@éviceSs00WHRI B} Provids RARanced GRARELS Binelishsy drhManication-
I'nformation via the wreless network 519. Additional application nodul es

524N may be | oaggsle@fihtionssr oM Fér exalapb GRcdd Gorhinumicadion b jdicativhamal ofdifle
t hrough an auxiliary I/O subsystem 528, through the serial port 530,

t hrough the shobfectt@inOeniaeiod Rincidrisang dhdrsyat fimBdiransadtibnotdie peafoymed her
sui t abl e subsystem 542, and installed by a user in the Flash nenory 524 or

RAM 526. Such f using thelmdbite idevieeopdd.cati on install ation increases the
functionality of the -34 3 0 NOV 2005 nobile device 500 and nay provide
enhanced. on- devi ce funct Whes theanebiiekievied 5Qis operhtivigda data commosicatiam nisadeh .
For exanpl e, secure comrunication applications may enable electronic '
comer ce functi emscebved sighflesuchiasa téxtnsassagd ortarveahgmge dowdoad, ildee recdseedred
using the nobile device 500. Wen the nobile device 500 is operating in a
dat a communi cat byptherteceivea 51 ¢ anil pextided dmtie, mistoptocessondb 3t whichwelb prgterably a
web page download, will be processed by the transceiver 511 and provided
to the m croprobuthsopro&ss thaveteivedsigrial for efitpuidbihe display SRaroratlenadiely, tean
received signal for output to the display 522, or, alternatively, to an
auxiliary 1/ 0 deuxilasy BQ8jevize 8Bt A Eedireeaivedybyt the transnelyeehbrin Basponsento a
response to a '
request to a PKS or attached to a secure message for example, will be processed as
described above to add the Cert to a Cert store in the Flash memory 524 if it has not
already been stored, and to extract and store contact information in a new address book
entry in the Flash memory 524 if necessary. A user of mobile device 500 may also .
compose data items, such as email messages, using the keyboard 532, which is
preferably a complete alphanumeric keyboard laid out in the QWERTY style, although
other styles of complete alphanumeric keyboards such as the known DVORAK style
‘may also be used.  User input to the mobile device 500 is further enhanced with a
plurality of auxiliary IO devices 528, which may include a thumbwheel input device, a
touchpad, a variety of switches, a rocker input switch, etc. The composed data items
input by the user may then be transmitted over the communication network 519 via the
transceiver 511.
When the mobile device 500 is operating in a voice communication mode,
the overall operation of the mobile device 500 is substantially similar to the data mode,

except that received signals are preferably output to the speaker 5634 and voice signals
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request to a PKS or attached to a secure nessage for exanple, will ge¥§y %ﬁﬁ
processed as described above to add the Cert to a Cert store in the S
menory 524 if it has not already been stored, and to extract and store
contact information in a new address book entry in the Flash nenory 524 if
necessary.. A -user of nobile device 500 may al so. conpose data itens, . such ..
as emai | nessages, using the keyboard 532, which is preferably a conplete
al phanuneric keyboard laid out in the QMNERTY style, although other styles
of conpl ete al phanuneric keyboards such as the known DVORAK style may al so

be-used. User if&pﬂénshﬁssiid?leaf@aéﬂe‘?atg@ﬂgcg Vﬁ@%ﬁhéné( 858 hep, Qdﬂﬁﬁﬂc‘?ﬁ%%&ﬁ}ﬁa

plurality of auxiliary |I/O devices 528, may | nclude a t hunbwhee

i nput _devi ce, fneshaWiNd) RRAniqlesY sl MovBWhight A&t neRed hiigh 18 Wolceh.
etc. The corrposeec? ?'a% itglﬂns ® i nput by 0t he l1gser n%yetéﬁgﬁeeh%nsmwﬂcgd

over the comuibmiunRatichs! Aeatid foivd ér dubR udma?éi@hsﬂ%hcﬁé%avd{%@meéme

nobi | e device 500 is operating in a voice comuni cation node, the overall

operation of thscofdy bubsga¥inCRapaido b iiplesbaet ionlihy/ mabid dévicetzdot Athdigha
node, except that received signals are preferably output to the speaker

534 and voi ce sbigaat sudidSigRd oM i2 PR%erhisly abdoMpRREIiRfarifi tBroBigh Blodbegkdly a
m crophone 536. I'n addition, the secure nessagi ng techni ques descri bed

above m ght noG3garedispiay 522 gy aqbd 1BEd topryidEsh indieATTHIDE 1 ideAMt of a calling
Al ternative voice or audio |I/0O subsystens, such as a voi ce nessage

recordi ng subsyaitghe domytioal ¢ a vbiee carp bestrariveide eall delatedinirhatiode Foceahipls,
Al t hough voice or audio signal output is preferably accanplished primarily
t hrough t he spéameicropti®4dssar B8, ih copjuaytidad@thieyvoidesombrinicatioh adufiy S2AGadan
indication of the identity -of a calling party, the duration of a voice
call, or ot her theodopeatogl dystesl sufterdre, nfayrdeiect the. caaridentidicgtioa infotninion of an
m cr oprocessor 538, in conjunction with the voice communi cation nodul e 524A
and incoming voice call and display it on the display 522.
A short-range communications subsystem 540 may also be included in the
mobile device 500. For example, the subsystem 540 may include an infrared device
and associated circuits and components, or a Bluetooth or 802.11 short-range wireless
communication module to provide for communication with similarly-enabled systems
and devices. Thus, Cert management and transfer operations as described above may
be enabled on the mobile device 500 via the serial port 530 or other shoﬁ-range
communications subsystem 540. More than one such interface may be used,
depending upon the type of messaging client with which mobile device Cert
management and/or transfer operations will be performed. For mobile device to
computer system operations, the serial port 530 may be used, whereas for mobile
device to mobile device operations, another short-range communications subsystem
540 could be used.

Although an example secure message transfer has been described above

in the context of a communication system as shown in Fig. 2, Cert management and
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t he operating systemsoftware, may detect the caller identificati g ¥y 7685
I nformation of an 1incomng voice call and display it on the display 522. A
short-range conmuni cati ons subsystem 540 nmay al so be included in the

nobi | e devi ce 500. For exanple, the subsystem 540 may i nclude an infrared
devi ce -and--associated.circuits and conponents,..or. a Bluetooth or 802.11
short-range wireless comrunication nodule to provide for comrunication
with simlarly-enabl ed systens and devices. Thus, Cert managenent and
transfer operations as descri bed above may be enabled on the nobile device

500 via the sqfirgler Ry bisEHE kP Uifor YR bf CARAABILHANASL | 0N subsyst em

540. More than one sug I nterface my used, ependi ng upon the type of

messaging client with whj el MBI Badi8ishSuiRg hh oxdMIIGEHIRBicAIRH sierh! ANST er

operations wll be perforned. For nobile device to conputer system

operations, t &g $etiend is BRGVin PSPy HStekhiRP; a WIN 686 cbrpbrafibin 606 kW Ce t O

nobi | e devi ce operations, another short-range conmuni cati ons subsystem - 540

coul d be used.a Yo UENaRBOEMABRESINFEQHICRISBRE AF8lesd NSRS 6 1B IR and
descri bed above 1in the context of a conmunication systemas shown in Fig.

2, Cert nanagafistile devides 636 sad DY, TR Jr4ta DANSDE MBMdE SRefBgssaTate20,3 Ot her
types of conmunication systens. Fig. 6 is a block diagram show ng-an

exanpl e conMmuniigidssodNAYEHEEstdnh 628 §.dafa stohe €7 irtiuaihgnat lBastcaTplitity 6tySt em
602, a WAN 604, corporate LAN 606 behind a security firewall 608, wreless

i nf rastruct ur en&ilbdxes819¢h Gssktopebmpuics syl 62xhdving.a canthunication Iink dipsctigs 616
and 618. The corporate LAN 606 includes a nessage server 620, a wreless.

connect or systamobikHevize datteassthaiugh PAyidanednngctivg 624 td aminterfacpbroonhédigr of
mai | boxes 619, a desktop conputer system 622 having a communication |ink
directly to 626,andawireless VPN rout'er 632. Operation of the system in Fig. 6 wiil be described
below with reference to the messagé‘s 33, 34 and 36. |
The computer system 602, like computer system 14 in Fig. 1, may, for
example, be a laptop, desktop or palmtop computer system configured for connection to
the WAN 604. Such a computer system may connect to the WAN 604 via an ISP or
ASP. Alternatively, the computer system 602 may be a network-connected computer
system that accesses the WAN 604 through a LAN or other network. Many modemn
mobile devices are enabled for connection to a WAN through various infrastructure and
gateway arrangements, so that the computer system 602 may also be a mobile device.
The corporate LAN 606 is an iilustrative example of a central, server-
based messaging system that has been enabled for wireless communications. The
corporate LAN 606 may be referred to as a “host system”, in that it hosts both a data
store 617 with mailboxes 619 for messages, as well as possibly further data stores (not
shown) for other data items, that may be sent to or received from mobile devices 616

and 618, and the wireless connector system 628, the wireless VPN router 632, or

possibly other components enabling communications between the corporate LAN 606
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a nobil e device such as through physical connection 624 to an mgqf 29455
connector 626, and a wireless VPN router 632. Operation of the system I'n
Fig. 6 will be described belowwth reference to the nessages 33, 34 and
36. The conputer system 602, |ike conputer system14 in Fig. 1, may, for
exanpl e, be-a- |l aptop, desktop or palntop conputer system configured for .
connection to the WAN 604. Such a conputer system may connect to the WAN
604 via an ISP or ASP. Alternatively, the computer system 602 may be a .
net wor k- connect ed conputer “systemthat accesses the WAN 604 t hrough a LAN

or other netwogy or%@&%nﬁ@%‘dﬂ:le BBALd 5 BT, ﬂ’fﬁno?e’@%l%@'tefnﬂé act%f‘%'t%nﬁ’” to

a WAN t hrough various infrastructure and gateway arrangenents, so that the

conputer syst emafGe Hﬁé’ oo RBm uiaﬁfabhi iy ﬁeassz SidnOWRP WRlcR 4 ANeREE 1S

an illustrative exanple of a centr server- based nessagi hg systemt hat

has been enabl gehrcblor ¥stet B%ﬁer‘éﬁrﬁ’ﬁ“i'ﬁe%?do%é LANBGG is 6RE prefertd ellnl.%\blﬁ@ﬁt dqray be

referred to as a "host” systent, that it hosts both a data store

Wi th mail boxesaﬁéﬁs& émnﬁmma@ho@,ssyé@n{ is @SeRBFSIMHuer FiHNINARAith A cd aﬁées
(not shown) for other data itens, that nay be sent to or received from

mobi | e devi cespéihdrk andrdasBnt @p@lratuhgfz behingl 856 pFABAGE AT atS 1ALE Bh® Zcuthe -
wireless VPN router 632, or possibly other conponents enabling

conmmuni cat i ons céamUAIEatidnS readil 1808 ADBhdr ARG cemtral AOSE s9KEME InciidleeSPORGH €
devices 616 and 618. In nore general terms, a host system may be one or

nor e conput er sasd othi defvict provider 8Gil §listedib. wuhdmnga:dbsaop\cmﬁimwtaﬁ Bagct or
systemis operating. The corporate LAN 606 is one preferred enbodi nent of

a host - syst em and inMafach/cotweeche B26siay &8 located satsidersucio most Systems)wineesed t hi n
a corporate network environment operating behind and protected by at |east
one security cammunicatoni cpestibng mapbé stlidr toGhdeerdepattedibelowcent r al host
systens include ISP, ASP and other service provider or mail systens.
Al t hough the desktop cofiptaporaipd ARIA06 2vplements the wireless connector system 628 as
| an associated wireless communications enabling component, which will normally be a
software program, a software application, or a software component built to work with at
least one or more message server. The wireless connector system 628 is used to send
user-selected information to, and to receive information from, one or more mobile
devices 616 and 618, via one or more wireless networké 612 and 614. The wireless
connector system 628 may be a separate component of a messaging system, as shown
in Fig. 6, or may instead be parﬁaily or entirely incorporéted into other communication
system components. For example, the message server 620 may incorporate a soﬂwére
program, application, or compbnent implementing the wireless coni;lector system 628,
portions thereof, or some or all of its functionality.
The message server 620, running on a computer behind the firewall 608,
acts as the main interface for the corporation to exchange messages, including for

example e-mail, calendaring data, voice mall, electronic documents, and other personal

information management (PIM) data with the WAN 604, which will typically be the
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and interface/ connector 626 may be | ocated outside such host syst&n@,ﬁ@ﬁ 2005
W reless conmunication operations may be simlar to those descri bed bel ow
The corporate LAN 606 inplenments the wirel ess connector system 628 as an
associ ated wi rel ess conmmuni cati ons enabling conponent, which wll normally
be a - software program a software-application, ora- software conponent

built to work with at |east one or nore nessage server. The wrel ess
connector system 628 is used to send user-selected information to, and to
receive information from one or nore nobile devices 616 and 618, via one

or nore wir el eferhigt WhE%a@éZ?eﬁ\géi‘ iSditbn u5a8 idrfInefch wiltPRRAL: ﬂ{aiﬁ%l?%u% 628

may be a separate conponent o messagi ng system as shown 1n , or

may instead bequd dddPdeliverfiesSalids! Fhy paiGRArRREmicakd gie?atfah@a{d&mﬁm&’émt i on
system conponents. For exanpl e, the nessage server 620 may iIncorporate a

sof tware progpafepctiabhtiupah trRspediic G0 A28 geldBRRTREINaASMS Bfd NG keas
connector system 628, portions thereof, or sone or all of its

functionality. whith mgasagacrs ekotRhgéd Gnd HEIEFoRhA8 ndt BE¥dNoRh iPPigl 8dThee
firewall 608, acts as the main interface for the corporation to, exchange

nmessages, i ncl figicighafifrof tex atseb&ycCsdidri20 @ay eridad ibBgordidiassay® iseRdin@iahd
el ectroni ¢ docunents, and other personal information managenent (PIM data

with the WAN 6@eiving] srbviting budhyfeators by dipfintid@atatife Stobadd@f dafilike takRIzRLt . A
nmessage server is often used in conjunction with Internet mail routers to

route and del i weib liswsaeigRss, eThail farddconkatation) ke Hessgibad eb@ger at i ons and
conputers wll be dependent upon the specific type of nmessage delivery

mechani sns and net wor ksMesgagewbivels sues aagetnamealiemaintirge pluratitydf tatscaker e
have not been shown in Fig. 6. The functionality of the nessage server 20
may extend beyétlinnessagenrs elathi stiogreanach st for agsh yseokavihgan swotntfomahelr es
as dynam c dat abase storage for data |li ke cal endars,
server. The data store 617 includes mailboxes 619 for a number of (“n”) user accounts.
Messages received by the message server 620 that identify a user, a user account, a
mailbox, or possibly another address associated with a user, account or mailbox 619 as
a message recipient will typically be stored in the corresponding mailbox 619. if a
_message is addressed to muliiple recipients or a distribution list, then copies of the
same message may be stored to more than one mailbox 619. Altematively, ihe
message server 620 may store a single copy of such a message in a data store
accessible to all of the users having an account on the message server, and store a
pointer or other identifier in each recipient’'s mailbox 619. Iniypical messaging systems,
each user may then access his or her mailbox 619 and its contents using a messaging
client such as Microsoft Outlook or Lotus Notes, which normally operates on a PC, such
as the desktop computer system 622, connected in the LAN 606. Although only one
desktop computer system 622 is shown in Fig. 6, those skilled in the art ﬁill appreciate

thata LAN will typically contain many desktop, nofebook ahd laptop computer systems.

Each messaging client normally accesses a mailbox 619 through the message server
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todo lists, task lists, e-mail and docunentation, as described a%o%%m, G805
Message servers such as 620 normally maintain a plurality of maiFb &g @?5
in one or nore data stores such as 617 for each user having an account on
the server. The data store 617 includes mail boxes 619 for a nunber of ("nJ
user accounts. -Messages received-by the nessage server 620 that identify a
user, a user account, a nmailbox, or possibly another address associ ated
with a user, account or nmilbox 619 as a nessage recipient will typically
be stored in the corresponding nail box 619. If a nessage is addressed to
mul ti pl e reci pi6edtathougheindomiersybtgins pf nessdging diem rmapee®icdirdchgccesafethe
nessage nmay be stored to nore than one nail box 619. Alternatively, the
message server déRGtoregiBamatemailok 6y9 stomaplyeradn Isthdideskimpssmpater Systortleda
store accessible to all of the users having an account on the nessage
server, and st dvlessagepoansler bedowdibadedifbenthe datrstira 6 Ioedl idaiasstdre $not
mai | box 619. In typical nessaging systens, each user nmay then access his
or her mai |l box seawn)andhé deskiopraompuier spdterg 682.messagi ng  client such as

M crosoft Qutl ook or Lotus Notes, which nonnally operates on a PC, such as
t he desktop conputer sy¥iihin 8@2corporatee LARIEA6 thehavirclabs @0Bneckirt dystegh 6081 v
one' desktop conputer system 622 is shown in Fig. 6, those skilled in the
art will appreépgates in eppjungtionaithihe messagecsivey 620 rithai wireles s gonhestor system
notebook and | aptop conputer systems. Each nessaging client normally
accesses a mai IGE@)WGB’IQSIQ%%MWSWC%@Q@MSW&%WG-WSGQ@meSﬂﬂughmian sone
systens, a mesis;%%i nl%gql ient may enable direct access to the data store 617
and a mai | box agibgriplemerted O aiifferaat apmplutes pystemp Goliware ymplemestia, the
Messages may al so be down| oaded fromthe data store 617 to a |ocal data
store (not ~sh¥HRlPSDROANGEIoH systers 28 dnpLielee bepattial enentirely integratefl avitbdheor at e
LAN 606, the wirel ess connector system 628 operates in conjunction with
the message sefFEFAUSSETVeTER0. Jihediirgless canngelet wypteqyfBand the message server 620

are preferably designed to cooperate and interact to allow the pushing of information to
mobile devices 616, 618. In such an installation, the wireless connector systerﬁ 628is
preferably configured to send information that is stored in one or more data stores
associated with the corporate LAN 606 to one or more mobile devices 616, 618,
through the corporate firewall 608 and via the WAN 604 and one of the wireless
networks 612, 614. For example, a user that has an account and associated maiibox
619 in the data store 617 may aiso have a mobile device, such as 616. As described
above, messages received by the message server 620.-that identify a user, account or
mailbox 619 are stored to a corresponding mailbox 619 by the message server 620. If
a user has a mobile device, such as 616, messages received by the message server
620 and stored to the users mailbox 619 are preferably detected by the wireless
connector system 628 and sent to the user's mobile device 616. This type of
functionality represents a “push” message sending technique. The wireless connector

system 628 may instead employ a “pull” technigue, in which items stored in a mailbox

-
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628 may reside on the same conputer system as the nessage server @20, 7055
may instead be inplenented on a different conputer system Software

i npl ementing the wreless connector system 628 nay al so be partially or
entirely integrated with the nmessage server 620. The w rel ess connector

" syst-em 628 and the-nessageserver -620 are. preferably designed to-cooperate.
and interact to allow the pushing of information to nobile devices 616,
618. In such an installation, the wireless connector system628 is
preferably configured to send information that is stored in one or nore

data stores omi9Qefé aéieo HMridbild ARieH1BE Rl Bsdond ile
devi ces 616, 618, through tIhe C(Ierorate r}?ﬂﬂg?ﬁ%@u%%r%@g@%ﬁ%r% 604

and one of thenadd @iRfthe ntBI¥BEKE, BAmEddnbifatibn 8KEIRt@NniAudtser that has an
account and associated mailbox 619 in the data store 617 may al so have a

nobi | e device, such as m&seeeaﬁmba%momﬁeremw@&n{e@&%ilrg%sis@m the

nessage server 620 that identify a user, account or nmail box are stored

to a corresporigiiinng@inebige8Rehs2oith Be BREFRAS BRI ¥&th BéPs mbhile RvidEBTehas a
nobi | e devi ce, such as 616, nmessages received by the nessage server 620

and stored to @l8hasacsess tEtdrb mebdYeaorthOmeiaigs bbivob2oe Alteslghthd )Stetis! el ess
connector system 628 and sent to the user's nobile device 6?6. This type of

functional ity andpnetbads deseribeaumiin BRI gRtrResAIHoRY foeOfRh®Ma6ed Ebrniyid, @l ess
connector system 628 may instead enploy a "pull”™ technique, in which itens
stored in a nandrbaletaildd des@ipiENo2NBABasdPmaesghghayt iSe four@ i Usitddiestate 616,
618 responsive to a request.or access operation nade using the nobile
devi ce, or sorRated B854 oefepénded ahotes ahdindueiloWthe corpendiig andiioneh@sp
connector 628 thereby enables a nessagi ng.system including a nessage
server 620 to dywedtindnd SthteoPatheit Applictious, el of which hee itédte 164694 Patdt:has
access to stored nessages of the nmessage server 620. Al though the systens
United States Patent Applications S/N 09/401,868, S/N 09/545,963, S/N 09/528,495,
S/N 09/545,962, and S/N 09/649,755. The complete disclosure of the ‘694 Patent and
each of these applicaﬁons, including drawings and claims, is hereby incorporated into
this application by reference. This push technique uses a wireless friendly encoding,
compression and encryption technique to deliver all information to a mobile device, thus
effectively extending the company firewall 8 to inciude the mobile devices 6186, 618.
As shown in Fig. 6, there are several paths for exchanging information
with a mobile device 616, 618 from the corporate LAN 606. One possible information
transfer path is through the physical connection 624 such as a serial port, using an
interface or connector 626. This path may be useful for example for bulk information,
" such as Certs and CRLs as described above, or updates often performed at
initialization of a mobile device 616, 818 or periodically when a user of a mobile device
616, 618 Is working at a computer system in the LAN 606, such as the computer system
622. The physidal connection 624 may also be used to transfer other information from

a desktop computer system 622 to a mobile device 616, 618, including private keys
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and met hods described herein are not restricted solely to a push-bas8dNY 7305
technique, a nore detailed description of push-based nessagi ng may be

found in United States Patent 6,219,694, referenced above, and in the
foll owi ng co-pendi ng and connDnIy owned United States Patent Appllcatlons
all of which are related to the '694 Patent: United States Patent . :
Appli.cations S/ N 09/401, 868, S/ N 09/545,963, S/ N 09/528,495, S/N

09/ 545,962, and S/ N 09/ 649, 755. The conpl ete di scl osure of the' 694 Patent

and each of these applications, including drawi ngs-and clains, is hereby

i ncorporated i rsuch a IprigateeRbl/EiRh QBigMAtUE késaREGoiatdd Wkh VS BedkRIpEUnPiRerUS €S
a wreless friendly encoding, conpression and encryption technique to

deliver all infsystenig22n to a nobile device, thus effectively extending the
conpany firewall 8 to include the -nobile devices 616, 618. As shown in Fig.

6, there are several patHisatetey exobhageishg 4 pHysicaRbhtsttiomb2hardl dophédier gtevi ce
616, 618 f rorn the corporate LAN 606. One possible information transfer
path is througlintetiacefi2gsillows a opmiselptkion cdputatybteM®22 ane hickile §6Vide 6165drNg an
interface or connector 626. This path nay be useful. for exanple for bulk
information, dl8Ho shar€at legstandideRlity fancemssingial edcrahiod and/arsighedatiatis Tkt en
performed at initialization of a nobile device 616, 618 or periodically
when a user of @efﬁﬂﬂSkbpdeIVIPMQrsystbﬁl,GEmdmbu@niéude@mbrﬁaiBmarrmetehyaism)"eem in
the LAN 606, such as the conputer system 622. The physical connection 624
may al so be usaiged to manmgs hiod trandferprivaié beysasd tbat cithenthe Fostigsskino 22 ommekiler
system 622 to a nobile device 616, 618, including private keys -41 such as
private encryptdevige 616 of @Weaanrmoqeey secuss e sages atdresset he theasket o maitongurt er
system 622. Private key exchange using a physical connection 624 and
connector or |5\¢9W9%§'962®539¢mef26295ers desktop conputer system 622 and
nobi | e device 616 or 618 to share at |east one identity for accessing all
encrypt ed and/ or si gned ihgiown “ymghronization” type wireless messaging systems, a physical

path has also been used to transfer messages from mailboxes 619 associated with a
message server 620 to mobile devices 616 and 618.
Another method for data exchange with amobile device 616, 618 is over-
 the-air, through the wireless connector system 628 and using wireless networks 612,
614. As shown in Fig. 6, this could involve a Wireless VPN router 632, if available in
the network 6086, or, alterriatively, a traditional WAN connection to wireless
infrastructure 610 that provides an interface to one or more wireless networks 612, 614.
The Wireless VPN router 632 provides for creation of a VPN connection directly
through a specific wireless network 612 to a wireless device 616. Such a Wireless VPN
router 632 may be used in conjunction with a static addressing scheme. For example, if
the wireless network 612 is an Internet Protocol {IP) based wireless network, then the
new IP Version 6 (IPV6) should provide enough IP addresses to dedicate an IP address
to every mobile device 616 configured to operate within the network 612 and thus make

it possible to push information to a mobile device 616 at any time. A primary advantage
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user's desktop conputer system 622 and nobile device 616 or 618 chfl Nﬁgrgmﬁ
al so be wused to nanage and transfer private keys, so that either the host
system 622 or nobile device 616 or 618 can process secure nessages
addressed to the user's nmail box or account on the nmessage server 620. In
known-"synchr oni zati-on" type w rel ess nessagi ng- systens, a physical  -path -
has al so been used to transfer nessages from nail boxes 619 associated with
a nmessage server 620 to nobile devices 616 and 618. Anot her nethod for
data exchange with a nobile device 616, 618 is over- the-air, through the

W r el ess connecbiusingyshissleSAP NIl 6823 tNatitebald HeBAONANESh& VRN cdigbnefs
shown in Fig. 6, this could involve a Wreless VPN router 632, if avail able

in the networ kwbidb would nallréqiroatifelesh ynfragtriictard it DO AV PMAIINGEUNDR eidy Uetd
wireless infrastructure 610 that provides an interface to one or nore

wi r el ess net wor KganémBsios DontrolTRretodéirarke s (TUPNPT ouUser Ma2gramrobes dver IP
creation of a VPN connection directly through a specific wreless network
612 to a wirel ef4DRIWR)icorneslion toSlativer medbages elirsctly®Nand frorh erm@3i2 deviye 616.used
in conjunction with a static addressing schene. For exanple, if the

wirel ess network 612 is lp winetees NEN rbutet 8820k nfll dRpildide, dicknia lirdd te asVAN 1609 K ,
then the new IP Version 6 (1PV6) should provide enough I P addresses to
dedi cate an | P pennady dhe dnderaoleriy anedniheniy ased eosddticn mi¢ahanien thet opgrim e
within the network 612 and thus make it possible to push information to a
nmobi | e devi ce 6e@plvedhy thenwireloss monneotsyr syshemri2geTo handid thesaddgesaingiof $heess
VPN router 632 is that it could be an off-the-shelf VPN conponent- which
woul d not -requi Febilg devicesd 6iant eay oihes resusedinterfage (prtidsnwisdessonfrasliyctuee a
Transm ssion Control Protocol over |IP (TCP/IP) or User Datagram Protocol
over P (UDP/ | PI0igprairiably eed: Ongerarvelp ohpwiselepsdnferisiraeiuled10 i thggatiewai o

mobi | e device 616, If a Wreless VPN router 632 is not available, then a
link to a WAN 6iFig. 1. The wireless infrastructure 610 may also determine a most likely wireless

network for locating a given user, and track users as they roam between countries or
networks. In wireless networks such as 612 and 614, messages are normally defivered
to and from mobile devices 616, 618 via RF transmissions between base stations (no.t
shown) and the mobile devices 616, 618.

A plurality of connections-to wireless networks 612 and 614 may be
provided, including, for example, Integrated Services Digital Network (ISDN), Frame
Relay or T1 connections using the TCP/IP protocol used throughouf the Internet. The
wireless networks 612 and 614 could represent distinct, unique and unrelated networks,
or they could represent the same network in different countries, and may be any of the -
different types of networks described above in coniunction with the wfreless network 20 |
in Fig. 1,

In some implementations, more than one over-the-air information
exchange mechanism may be provided in the corporate LAN 606. In the exemplary

communication system of Fig. 6 for example, mobile devices 616, 618 associated with
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normal ly the Internet, is a comonly used connection nechani smtBaf Ky 285
enpl oyed by the wirel ess connector system 628. To handl e the addressing of
the nobile device 616 and any other required interface functions, wreless
infrastructure 610 is preferably used. One exanple of a wreless

I nfrastructure 610 is the gateway 16 in Fig. 1. The wreless T

i nfrastructure 610 may al so determne a nost likely wireless network for

| ocating a given user, and-track users as they roambetween countries or
networks. In wreless networks such as 612 and 614, nessages are nornally
delivered to difg¢shayingmsiboxes §a9 pssesiaBreyithdiser agceuniron thanessagsiserver 628t ween
base stations (not shown) and the nobile devices 616, 618. A plurality of
connecti ons t o HFFenfigyedieoperaiesorsdiffergniwiglass meivats 618randi6déd If thengiralelisng,
for exanple, Integrated Services Digital Network (1SDN), Frame Relay or T1
connecti ons usiM§VeTkE1Feyppprs IvErddiessing derthe wirgers PN neater 632magke usede

w rel ess networks 612 and 614 could represent distinct, unique and

unrel at ed net woWidBe wirgless serpesigr sisiera ﬁgéiféﬁ’é‘?hﬁll’f&e dedanivith apyvenoRile devitiefG16r ent
countries, and may be any of the different types of networks described
above in conj urﬁﬂe}/aé'ﬁg\‘mﬂi“ therydrefiss BPWOIK §le: IBe irelgss netwark §14 ray ey ditierent

I npl enment ati ons, no e,t@an one over-the-air informtion exchange mechani sm
may be provi deowﬁ’eho[ wirelest peerie Noxveipsuch as tthe Mabite naiwerk, 4o whinki easei on
system of Fig. .6f for. exarg}),l e, ani I%lfgevi ces 616, 618 associated with -43 3
0 NOV 2005' usdPSMRHOR AV BSIPHbRE Sx¢nooed Wik pgicbie dpYiee 18 eperaindouiisthen t he

nmessage server 62 are configured 1q operate on different wreless
networks 612 and' ﬁ_neﬁyorlf HL‘I‘&Y g wielesseanpeder %ﬁ?“&%ﬁ%‘ﬂ??§°ﬂ%°ﬂ to the

connect or syst SHEFR1 S BENIREE RRIGHE oy wobi 1 o devi ok 616 o

| Operation of the system in Fig. 6 will now be described using an example

of an e-mail message 633 sent from the computer system 602 and addressed to at

- least one recipient having both an account and mailbox 619 or like data store

associated with the message server 620 and a mobile device 616 or618. However, the

e-mail message 633 is intended for illustrative purposes only. The exchange of other

types of informatibn between the corporate LAN 606 is preferably also enabled by the

wireless connector system 628. _

The e-mail message 633, sent from the computer system 602 via the

WAN 604, may be fully in the clear, or signed with a digital signature and/or encrypted,

depending upon the particular messaging scheme used. For example, if the computer

system 602 is enabled for secure messaging using S/MIME, then the e-mail meséage
633 may be signed, encrypted, or both, and processed as described above.

E-mail messages such as 633 normally use traditional Simple Mail

Transfer Protocol (SMTP), RFC822 headers and Multipurpose Interet Mail Extensions

(MIME) body parts to define the format of the e-mail message. These techniques are
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operating within the wireless network 612. The wirel ess network 1% Fr% 4@@3
a different type of wireless network, however, such as the Mbitex
network, in which case information may instead be exchanged with a nobile
device 18 operating within the wreless network 614 by the wrel ess
connector system 628 via a connection to the WAN 604 and the w rel ess

I nfrastructure 610. Operation of the systemin Fig. 6 will now be descri-bed
usi ng an exanple of an e-mail nmessage 633 sent fromthe conputer system 602
and addressed to at | east -one recipient having both an account and mail box
619 or |ike dateliwell bnawn tassoiitke artl Thsteambheessmge 8Fardersat theG@dsagaiseaaverobi | e
device 616 or 618. However, the e-mail nessage 633 is intended for

il lustrative p®2poshich detegminchintoenttittamgibaxbs 61hthe e-mygibmessageia3B showid iben

bet ween the corporate LAN 606 is preferably also enabled by the wreless
connect or syst élrgRgAs daseriedrabiove, arasssgee 888 as fera-mail mastage 68D mpyinetudsy st em
602 via the WAN 604, may be fully in the clear, or signed with a digital

si gnat ure and/ GUSEIRATNG Beder acdeynbrdnaitpoy jsientificher pthet typeidfidentitar dhzad mag bechene
used. For exanple, if the conputer system 602 is enabled for secure
nmessagi ng usi ndtapPRe e particuiar gaeoust ergssocigted mgilox §3Bbyrthy nisssagegentsr 620.
encrypted, or both, and processed as descri bed above. E-nmil| nessages such
as 633 nor nal | yoUdeernaildnessagrp3dGireginientsare typigaly identiiedrysingsconil adivises
RFC822 headers and Ml tipurpose Internet Mail Extensions (M ME) body parts
to define the PB?’W”G‘FQF%U%&V#E?QU”F@%E‘Q%?WB%GE%Chni ques are -44 NOV
2005 all well known to qQne in the art. The e-mai|l nmessage 633 arrives at
the message server 620, NRHYIECIPSE COBRRRINYSIeAt B2RBPIS PramiNigEsia 8 Mdrelass

e-mui | nmessage 633 should be stored. As descrjbed above, a nessage such as
the e-mail rrgs g&@@ri@@%’ e 4, ﬁ%rrqtyagser-selected data items or parts of data items fr%m the

corporate LAN 606 to the user's mobile device 616 or 618, preferably upon detecting
that one or more triggering events has occurred. A triggering event includes, but is not
limited. to, one or more of the following: screen saver activation at a user’s networked
computer system 622, disconnection of the user's mobile device 616 or 618 from the
interface 626, or receipt of a command sent from a mobile device 616 or 618 to the host
system to start sending one or imore mességes stored at the host system. Thus, the
wireless connector system 628 may detect triggering events associated with the
message server 620, such as receipt of a command, or with one or more networked
computer systems 622, including the screeh saver and disconnection events described
above. When wireless access to corporaté data for a mobile device 616 or 618 has
been activated at the LAN 606, for example when the wireless connector sysfem 628
detects the occurrence of a triggei.'ing event for a mobile device user, data items
selected by the user are preferably sent to the user's mobile device. in the example of
the e-mail message 633, assuming that a triggering event has been detected, the arrival

of the message 633 at the message server 620 is detected by the wireless connector
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a user nane, a user account, a mailbox identifier, or other type of3 § Wiy 705
identifier that nmay be mapped to a particular account or associ ated
mai | box 619 by the nmessage server 620. For an e-mail nessage 633,
recipients are typically identified using e-nail addresses corresponding
to a user account and thus a mail box 619.- The w rel ess connector system 628
sends or mrrors, via a wireless network 612 or 614, certain user-selected
data itens or parts of data itenms-fromthe corporate LAN 606 to the user's
nobi | e device 616 or 618, preferably upon detecting - that one or nore
triggering eveYst®nhgas.oddia mey besaccomglighetintyr evamplei by mogisringbaert quesyingt
limted to, one or nore of the follow ng: screen saver activation at a
user's net wor KB&OXeHHH assodgied aith ranesspge satvas 60,0, ibhe teesageseen®2d | e
device 616 or 618 fromthe interface 626, or recei pt of a conmmand sent
from a nobi | e F@Migeseft Bxhanga servey, thae theouiteless pepnasiar sysiem 628 smaydegigieone or
nmore nmessages stored at the host system Thus, the wreless connector
system 628 nayfoH@H¥Wse sypesyg@vidag tyibat Miceosel dessagingiAphlicatien Rrewemgingser ver
620, such as recei pt .of command, or with one or nore networked conputer
systens 622, "H[?rfjag? H@“‘i"ﬁ@ bereby feceipdotitications whesmaew Mmegsadedasiorelded i bed
above. When wi reh%ggggccess to corporate data for a nobile device 616 or

618 has been A& d at the LAN 606, for exanple when the wirel ess
UL LT AR AR S LN
SN TRV LI . .
b e AT MR E MR R
eV 0_ Tl A BRE AT ke TR RS Bl
connect or systa%@ a@%gssrﬁé’ al ﬁ%i !?ots%ystem, LAN 606 in Fig. 6. One preferred repackaging

method includes wrapping received messages to be sent via a wireless network 612,

614 in an electrqnic envelope that corresponds to the wireless network address of the

mobile devipe 616, 618 to which the rnes-sage is to be sent. Alteratively, other

repackaging methods could be used, such as special-purpose TCP/iP wrapping

technique_s. Such repackaging preferably also results in e-mail messages sentfroma

mobile device 616 or 618 appearing to come from a corresponding host system account

ormailbox 619 even though they are composed and sent frbm a mobile device. Auser

of a mobile device 616 or 618 may thereby effectively share a single e-mail address

between a host system account or ma'ilbox 619 and the mobile device. A

Repackaging of the e-mail message 633 is indicated at 634 and 636.
Repackaging techniques may be similar for any available transfer paths or may be

dependent upon the particular transfer path, either the wireless infrastructure 610 orthe

wireless VPN router 632. For example, the e-mail message 633 is preferably
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for advise syncs provided by the Mcrosoft Messagi ng Application 3 0 Nov 2803

Programm ng Interface (MAPI) to thereby receive notifications when a new
nessage is stored to a nmilbox 619. Wien a data item such as the e-nail
nmessage 633 is to be sent to a nobile device 616 or 618, the wrel ess
connector system 628 preferably repackages the data itemin-a manner--that-
Is transparent to the nobile device, so that information sent to and

recei ved by the nobil e device appears simlar to the information as stored
on and accessible at the host system LAN 606 in Fig. 6. One preferred
repackagi ng nmephpbssetdnddmsryptedpgithegbefecar aiter heingsaprekaded 40634 enthewiby a

w reless network 612, 614 in an electronic envel ope that corresponds to

t he wirel ess neffagively pdrideder seture transfetb itheanalsieidedica 8. Gabdressionhvidirceshe
nessage is to be sent. Alternatively, other repackagi ng nethods could be
used, such as d$pediaadwidiiy peguire®ClRY 1sBndr thepimegsagee clindrepse SNCISplidn reppamkagi ng
preferably also results in e-mail nessages sent froma nobile device 616
or 618 appear i fgnfidentidifeoffany messagasras offen dhforgatios serd yo ehileadevingatt 16 and

mai | box 619 even though they are conposed and sent froma nobile device. A
user of a nobifBll8 Bepnisast Messagesdrapsiaagd vinaVEbyowde6a2 mightdnly béreamepresseiingl e
e-mai |l address between a host system account or mailbox 619 and the nobile
devi ce. Repack&@gfirgt grerypied.sinegia VRNsenagectios Fstablishedi byathe PN rater 6820is636.
Repackagi ng techniques may be simlar for any available transfer paths or
may be dependdMeraipsesuie Mapsades aks therehy speyrely sent, viajcithrirencryption aldthess
infrastructure 610 orthe wreless VPN router 632. For exanple, the e-mail
message 633 i s “HEEFRFAEGoL Systeabah: whish mayibg censidsypd a gon-slandard Pt peel or

after being repac at 634, to thereby effectively provide for secure
transfer to th&" Prl[(}%ﬁe' @‘ed-‘l?{)ﬁ“%?@o%ﬁ.e"%ﬁ‘ﬁr @sbe ¥R Nr’@@@f:@gzr 1q mebiipgryidea o

required to send . th ssage, whereas encryption ensures
9 and %1 § lﬂ%ess? messages usnsng a mol%lg device 616 or 618 is thus no less secure

than accessing mailboxes at the LAN 606 using the desktop computer system 622.
When a repackaged message 634 or 636 arrives ata mobile device 61‘6
or 618, via the wireless infrastructure 610, or via the wireless VPN router 632, the
mobile device 616 or 618 removes the outer electronic envelope from the repackaged
message 634 or 636, and performs any required decompression and decryption
operations. When the original message 633 is a secure message, further processing
may also be performed by the mobile device 616, 618. Messages sent from a mobile
device 616 or 618 and addressed to one or more récipients are preferably similarly
repackaged, and possibly compressed and encrypted, and sent to a host System such
as the LAN 606. The host system may then remove the electronic env'elope from the
repackaged message, decrypt and decompress the message if desired, and route the
message to the addressed recipients. |
Another goal of using an outer envelope is to maintain at least some of the

addressing information in the original e-mail meséage 633. Aithough the outer
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confidentiality of any nessages or other information sent to nobi I@{ﬂ@@h}cé&ﬂi
616 and 618. In contrast, nessages transferred via a VPN router 632 m ght
only be conpressed and not encrypted, since a VPN connection established
by the VPN router 632 is inherently secure. Messages are thereby securely
sent, via either-encryption-at the w rel-ess -connector system 628, which
may be considered a non-standard VPN tunnel or a VPN-|like connection for
exanple, or the VPN router 632, to nobile devices 616, and 618. Accessing
nmessages using a nobile device 616 or 618 is thus no {ess secure than
accessi ng nai | leoxaspeatsediie rduAdNinfdithation tegndtile daeisdd ©16, OB RUMRIFesSYS Using 822.
When a repackaged nessage 634 or 636 arrives at a nobile device 616 or

618, via the winebtogls sidirebs af tanecdrumeres dbiled Heviees, titee ovler @neslspd/Bfcrabiyer
632, the nobile device 616 or 618 renoves the outer el ectronic envel ope
from t he repacleagagsulatesdba getiré Mgioal £B6i meashgedidBoinniediag vt leastoneedidress
deconpressi on and decryption operations. Wen the original nessage 633 is
a secure nessadeld, pagsiblydn cgmpreesssi ang/or eagryptibd torine This mflowseriginay “Toh éFmaili | e
device 616, 618. Messages sent froma nobile device 616 or 618 and

addr essed t o oreddECherddressas pii batemail engssadeeb3blioy beididplayed whendpaokibged,
and possibly conpressed and encrypted, and sent to a host system such as
the LAN 606. Teavélepsis mmavedandithemeassagedsdisrlayedonal reekile device 636webt@dher om
the repackaged nessage, decrypt and deconpress the nessage if desired, and
route the mesderpekaging #leo alldmisaende ohepeagep fodie delivexac taddrepsad resipiantd, mithan
outer -envelope is to maintain at |east some of the addressing information
in the origi natheTrmmfielsetiastec @paidregsohihamebilndevingtiuser's arrownwemeihoxgsed t o
route information to nobile devices 616, 618 is addressed using a network
addr ess of . one thghasbsvstesh pihpa thedutas eavelapeof sigpackagen eutenieg Pessres sask fom

encapsul ates the entire original e-mail nessage 633, including at |east one
addr ess a mobile device is removed by the wireless connector system 628. Using the users

account or mailbox address from the mobile device 616 or 618 allows a message sent
from a mobile device to appear as though the message originated from the user's
mailbox 619 or account at the host system rather than the mobite device.

Fig. 7 is a block diagram of an alternative exemplary communicatién
| system, in which wireless communications are enabled by a component associated with
an operator of a wireless network. As shown in Fig. 7, the system includes a computer

system 702, WAN 704, a corporate LAN 707 located behind a security firewall 708,
network operator infrastructure 740, a wireless network 711, and mobile devices 713
and 715. The computer system 702, WAN 704, security firewall 708, message server
720, data store 717, mailboxes 719, and VPN router 735 are substahtially the same as
the similarly-labelled components in Fig. 6. However, since the VPN router 735
communicates with the network operator infrastructure 740, it need not necessarily be a
wireless VPN router in the system of Fig. 7. The network operator infrastructure 740

enables wireless information exchange between the LAN 707 and mobile devices 713,
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field, possibly in conpressed and/or encrypted form This allows ofifgindl 2405
"To", "Fronmt and "CC' addresses of the e-mail nessage 633 to be displayed
when the outer envelope is renoved and the nessage is displayed on a
nobi | e device 616 or 618. The repackaging also allows reply nmessages to be
delivered to addressed recipients, wwth the "Front field reflecting an
address of the nobile device user's account or nmail box on the host system
when the outer envel ope of a repackaged outgoi ng nessage sent from a

nobi |l e device is renoved by the wirel ess connector system 628. Using the
user's account 74, resaedtively assdiatesvithrtbercanhmutersipsteres dRande’58 86d oonfigli@ddd | ows
a nessage sent froma nobile device to appear as though the nessage

ori gi nat ed fronPRaiete thin the wigdlegsoneteok i1, abr thentANI707,ha phoaltty sf desldop
rather than the nobile device. Fig. 7 is a block diagramof an alternative
exenpl ary comuffreRitiersistersy 42 b2 are shieworeash haviegs physivalsenaentipe #46, 66 to
enabl ed by a conponent associated with an operator of a wreless network.
As shown in Fi gan interiapporopaneniari7AB) Tide 4 virelosapennertor syplomefa4y 054 is vpetating!, a
corporate -LAN 707 | ocated behind a security firewall 708, network operator
i nfrastruct ure 9%, ingoRipnclipr wih pacheamputer systamd 43052 e devi ces 713  and
715. The conmputer system 702, WAN 704, security firewall 708, nmessage
server 720, data store erq'ﬁﬁpem@@@rmsemaﬁ@ VBAMay be simitast taq:yare[ess
substantially the sane as the simlarly-1labelled conponents in Fig

However, since ?%QGWI\?VP'@UI%%B dPg@beé'@l‘?ﬁ‘iﬁﬂrt‘Q?’éEemnﬁh'etdﬁ@ ileaSnRHR aéﬁe'ﬂ@.'{ or
mfrastructure 740, Wgﬁ not n cessarllal wi_rel ess VPN router in

t he system of Fqnsssages olhes Hagrd Btp%faéf%‘? Pﬁ?@'ﬁ%’ferstféf)tﬁr@ peagibly sataitesas
wrel ess i nfor

"8 30 Nov 715, Ipied R BRI B arenia e %@kra%@ﬁ'?b%éc?ﬁﬁ%g%zzéﬁd

;g; agdpfap;: Ig,l[J @eg*e cgeé(g:ﬁ%) zi)é?l %S\MIrE Pig 7 Qv%e\ygrr é%gt%vog(egpvé?ator infr astructﬂre Pfo LAN

provides an interface between the mobile devices 713, 715 and the LAN 707. As
above, operation of the system shown in Fig. 7 will be described below in the context of
an e-mail message 733 as an illustra'_tive example of a data item that may be sentto a
mobile device 713, 715.

When an e-mail message 733, addressed o one or more recipients
having an account on the message server 720, is received by the message server 720,
the meésage, or possibly a pointer to a single copy of the message stored in a central
mailbox or data store, is stored into t_he mailbox 719 of each such recipient. Once the
e-mail message 733 or pointer has been stored to a mailbox 719, it may preferably be
accessed using a mobile device 713 or 715. In the example showﬁ in Fig. 7, the e-mail
message 733 has been addressed to the mailboxes 719 associated with both desktop
computer systems 742 and 752 and thus both mobile devices 713 and 715.

As those skilled in the art will appreciate, communication network

protocols commonly used in wired networks such as the LAN 707 and/or the WAN 704
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conputer systems 742, 752 are shown, each having a physical connecdibmC7agits
756 to an interface or connector 748, 758. A wireless connector system
744, 754 is operating on or in conjunction with each conputer system 742,
752. The wirel ess connector systens 744, 754 may be simlar to the wirel ess
connect or’ system 628 descri bed above; in that they enable data itens; ~such
as e-mail messages and other itens that. are stored in nail boxes 719, and
possibly data itens stored in a local or network data store, to be sent
fromthe LAN 707 to one or nore nmobile devices 713, 715. In Fig. 7
however, the n@eViist RUIIDE: it eamnatible ydthrwitsless etk corpmunigaiioniotoenle et e

bet ween the nobjle devices 713, 715 and the LAN 707. As above, operation
of the system YH¥hirelesngtworksysygh pe 7dds cForyeampla, amnmunication: §apdwidthof  an
e-mai | nmessage 733 as an illustrative exanple of a data itemthat may be
sent to a rmbP"PE’CB'éWP%'@a‘H@ nepyerk lajgnoy, whichargarimansancegs ivwielessagiveodsed to
one or nore recipients, havi an account . on the message server 720, is
recei ved by thgpngfgg@g@@ng,é}rgggssmzﬁcaph@ wiredsngdworky,  wiiers ipisally Bavsagnueher to
a single copy of the nessage stored.in a central, mailbox_or data store, is
stored into t NRIRRICRRRRLY ?ﬁfgswdgaa@m*gei}éﬁ nelwerks; Ehareforg,pobiedevices fiand -
nmessage 733 or inter has peen stgored to . a mailhox 719, it nma referably
be accessed u—éﬁﬁa@oﬁﬂlﬂfm@@d@??%%ﬁgatﬁrSt‘?'YSn7I a'reicﬂlé ehenfrtwolk oRGRatPR K .
7, the e-mail . sage h been addressed tq the numil bgxes 9

associ ated w t'ﬂﬁ%af”ﬁ 6%2%@8’8%8%%9%? %Vg?ré%’be WIERSS Rg ?ﬁhﬁgﬁ'ﬁ%t h
nobi | e devi ces CZ?B and 715. As those skilled in the art will appreciate,
comuni cati on ?I twork protocols conmmonly used in wired networks such as
the LAN 707 and/or the

W rel ess network conmun E{q@?ﬁm Bé%?%gﬁfr%%}ﬁ'g@@ %4&%%1%%#8@% t?’lélg%a%}t’{s

such as 711. FQr. XA &nngath%N%T%Q@M R Hean 704, and may, for example,
be oberated by an operator of the wireless network 711 or a service provider that
provides wireless communication service for mobile devices 713 and 715. In a puli-
based system, a mobile device 713, 715 may establish a communication session with
the network operator infrastructure 740 using a wireless network compatible
communication scheme, preferably a secure scheme such as Wireless Transport Layer
Security (WTLS) when information should remain confidential, and a wireless web
browser such as a Wireless Application Protocol (WAP) browser. A user may then
request (through manual selection or pre-selected defaults in the software residing in
the mobile device) any or all information, or just new information for example, stored in
a mailbox 719 in the data store 717 at the LAN '707. | The neiwork operator
infrastructure 740 then establishes a connection or session with a wireless connector
system 744, 754, using Secure Hypertext Transfer Protocol (HTTPS) for example, if no

session has already been established. As above, a session between the network

operator infrastructure 740 and a wireless connector system 744, 754 may be made via
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protocol overhead and network |atency, which are prinmary concerns 38 MoV 2005
w reless network comunications, are less significant in wired networks,
whi ch typically have much higher capacity and speed than w rel ess

networ ks. Therefore, nobile devices 713 and 715 cannot normally access the
data store 717 directly:. The network operator -infrastructure 740 provides
a bridge between the wireless network 711 and the LAN 707. The network
operator infrastructure 740 enables a nobile device 713, 715 to establish
a connection to the LAN 707 through the WAN 704, and nay, for exanple, be
oper ated by amtygieal WAN caphettive onthraigh diee VRN wotds 735lilavaltabie. Yehe tivee delayei der
that provides wreless communication service for nobile devices 713 and
715. I n a pul betwegserebing eraquest iobi 4 mobliavdavize 713, 7 1Bldndrielivering adyjuestbd a
communi cation _session with the network operator infrastructure 740 using a
wi rel ess net wiHeMaiapbackie the devieerare to he minimzetidhenctyorkopemiirinfastseture e
schene such as Wreless Transport Layer Security (WLS) when information
shoul d renai n788@ddbatwiegless pannectol systamss 74 754bmeyder conligited soaha ael ess
Application Protocol (WAP) browser. A user may then request (through
manual sel ect CBMMEPICAIAL GBNEetioB derainsopansonica establishefit ware residing in the
nobi | e device) any or all information, or just new information for exanple,
stored in a mail box 74¥dheaystereotie.d. sauesss qriginating trem mohile deyice ATHE andt wor k
operator infrastructure 740 then _establishes a connection or session with
a wirel ess coﬁ?@cﬁ weuld bo seahioha wireksas copsieplgr systeme 744 ped Vo4 trespestivslyer

Pr ot ocol (I—FI'TBS) for. exanple, if no session has already been established.
As above, a s §QPEﬁ?ew@ﬂ\ﬂg@fﬂwﬁeﬂﬁ@ﬂﬁﬁmfromdbiea%tarprkwﬁerﬂa)smfra@mtuéem and a

wi rel ess connector system 744, 754_pmy be made via -50 3 0 NOV 2005 a
typi cal WAN c&HREST PERePr DRIeaLH: T Pibretienes reayestedinfigrmation fram adhtastorghen

tinme del ays . .
y For the e-mail message 733, the wireless connector system 744, 754 retrieves the e-

mail message 733 from the appropriate mailbox 719, typically through a messaging
client operating in conjunction with the computer system 742, 752, which may access a
mai[bpx 719 either via the message server 720 or directly. Alternatively, a wireless
connector system 744, 754 may be configured to access mailboxes 719 itself, directly
or tﬁrough the message server 720. Also, other data stores, both network data stores
similar to the data store 717 and local data stores associated with each computer
system 742, 752, may be accessible to a wireless connector system 744, 754, and thus
to a mobile device 713, 715.
If the e-mail message 733 is addressed to the message server.accounts
or mailboxes 719 associated with both computer systems; 742 and 752 and devices 713
and 715, then the e-mail message 733 may be sent to the neilwork operator
infrastructure 740 as shown at 760 and 762, which then sends a copy of the e-mail
message to each mobile device 713 and 715, as indicated at 764 and 766. Information

may be transferred between the wireless connector systems 744, 754 and the network
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bet ween receiving a request froma nobile device 713, 715 and deliv@r@rdy 2815
requested information back to the device are to be mnim zed, the network
operator infrastructure 740 and the wireless connector systens 744, 754
may be configured so that a communication connection renmains open once
established. 'I'n"t'hée systemof Fig.” 7, requests -originating from nobile -
device A 713 and B 715 would be sent to the wirel ess connector systens. 744
and 754, respectively. Upon receiving a request for infornmation fromthe
network operator infrastructure 740, a wreless connector system 744, 754
retrieves requelralgr phaguehre o0 via ethes adanaectiomtodhe WAN 784er the NENIroutes sage
733, the wireless connector system 744, 754 retrieves the e- nmail nessage
733 from the approffiheathe paiverk orerpi® infragisucarel A0 chmougisates withdbe witgles | i ent
operating in conjunction with the conputer system 742, 752, which may
access a mai I%ﬁ‘eﬁﬂwyéfq“%%?% anbthgaaobilg deeas\idB, 7itviadiffgrantprotogols,
Alternatively, a wireless connector system 744, 754 may be configured to
access mail box'é%“sylgi'gn Ppefafiqns reay ke perormeg by Hegipinork ipperatos infistreatiine 8407 20.
‘Al so, other data stores oth network data stores simlar to the data
store 717 and agng ?C&'%@%%% baud hatveendhe W‘rélﬁﬁfiﬁﬂ"é*ﬁd%%g@mh742,
may be ac Lble to a wirel ess connector system 744, 754, and thus
t7 gzé Tobi | 6 de@f”éZé‘g"’i"é‘,‘}"?E%EWOWP?W@f@fWﬁwct%ﬁ%éedPe@eﬁgem%lgé@wq% t he
nessage server nt or i | boxes, 719 associated with both conputer
syste?ns 742 anﬁ@gggﬁwﬁtt‘aé\? NZIEOF’?‘?[%torQHﬁSt'T’PB‘,’eT‘?%n the e-mai| nessage 733
may be sent to the net i nfrastructure 740 shown at_760 and

762, which then sends Qﬁé%ﬁggsgéf%%%* 9'HW?"‘°H’€§§BUE)"EB"@§@%§%W§' _fﬁﬁli cg '
i ndi y d 766. 1 t].on. e transferre
between ¢ o w 1ay BEbOR SR Biasimiy Bnd Yineuth Bionlcin BRe ke8! o°Now

2005 a mobile device 713, 715 to the network operator infrastructure 740.  The network

operator infrastructure 740 may then send the information to a wireless connector

system 744, 754 for storage in a mailbox 719 and delivery to any addressed recipients

by the message server 720 for example, or may alternatively deliver the information to
.~ the addressed recipients.

The above désbription of the system in Fig. 7 relates to pull-based
operations. The wireless connector systems 744, 754 and the network operator
infrastructure may in‘stead be configured to push data items to mobile devices 713 and-
715. A combined push/pull system is also possible. ‘For example, a notification of a
new message or a list of data items currently stored in a data store at the LAN 707
could be pushed to a- mobile device 713, 715; which may then be used to request
messages or data items from the LAN 707 via the network operator infrastructure 740,

It mobile devices associated with ﬁser accounts on the LAN 707 are
configured to operate within different wireless networks, then each wireless network

_ may have an associated wireless network infrastrﬁcture component similar to 740.
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operator infrastructure 740 via either a connection to the WAN 704} & k0ie 7535
VPN router 735. Wien the network operator infrastructure 740 communi cat es
with the wirel ess connector systens 744, 754 and the nobile devices 713,
715 via different protocols, translation operations nay be performed by
the network operator infrastructure 740. Repackagi ng techni ques may al so’
be used between the wireless connector systens 744,754 and the network
operator infrastructure 740, and between each nobile device 713, 715 and

t he network operator infrastructure 740. Messages or other information to
be sent from a nobile ddthosgh FaBirateidedioatad wieelgss cornasiad sysiems g4hi7baare
manner, wth such information first being transferred from a nobile device
713, 715 to t Hhowatoinarh spepulensystent r43 768 i the ystern of Fige?, wae womere o §ee at or
infrastructure 740 may then send the information to a wirel ess connector
system 744, 754ireless eanppetgesysieras At Bk My Prefp@bliche oenfiguied tafpetatriitessed
recipients by the message server 720 for exa or may al ternatively

del i ver the i rfiRgHgroKthmoreian onggpmpyiehsystad r%‘?eﬁ@% or tpigecefs @datadiare pf pt i on
of the systemin Fig. 7 relates to pull-based operations. The wrel ess
connect or syst'Bﬁ'ibo’f%zig aasaciaied withemae: R8P IONG FOMRUIRT SYSIAMY aEQr eremplee thiay

i nstead be confjgured to push data items to nobile deviges 713 and, 715. A
conbi ned push/¥ qassscgg@eg,l@,sgstgmgyB@ggpgraéltedlagges,é%mgl!b%eq%p,a|s§qp§{t¢q)n of

a new massage r'&Pa}bHSt of data itens currently stored in_a data store at

the LAN 707 I fogtRuteT Eystem 78 and iesemputer sstem 752. pues fffialen be
AR, S Y S
SEronts o e g i ol el T B b
wireless net méol& | muéa?'%sr H&N‘égﬁ the LAN 767 Ean& ihe mc%ﬂetd%vgésp 713 an2d 715 without
requiring a desktop computer system 742, 752 to be running for each mobile device
user. Awireless connector system may instead be implemented in conjunction with the
message server 720 to enable wireless communications. |
Fig. 8 is a block diagram of another alternative communication system.
The system includes a computer system 802, WAN 804,' a corporate LAN 809 located
behind a security firewall 808, an access gateway 880, data store 882, wireless
networks 884 and 886, and mobile devices 888 and 890. The LAN 809, the computer
system 802, WAN 804, security firewall 808, message server 820, data store 817,
mailboxes 81 9, desktop; computer system 822, physical connection 824, interface or
connector 826 and VPN router 835 are subs&anﬁatly the same as the corresponding
components described above. The access gateway 880 and data store 882 provide
mobile devices 88 and 90 with access to data items stored at the LAN 809. In Fig. 8,a

wireless connector systemn 878 operates on or in conjunction with the message server

820, although a wireless connector system may instead operate on or in conjunction
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3 0 NOV 2005 Although separate, dedicated wirel ess connector syst@gnk :Fa4, 2555
754 are shown for each conputer system 742, 752 in the systemof Fig. 7,
one or nore of the wreless connector systens 744, 754 nmay preferably be
configured to operate in .conjunction with nore than one conputer system
742, 752, or to access a data store or - mailbox 719 associated with nore

t han one conputer system For.exanple, the wreless connector system 744
may be granted access to the mail boxes 719 associated wth both the

conput er system 742 and the conputer system 752. Requests for data itens
from either nolithengevimeee deskiop compBtey swsterag/initthreebABEODr ocessed by t he

W reless connector system 744. This configuration nay be useful to enable
wi rel ess conmuni cat i ondhpevirgless comnecloaRysten &8 wravifes deydransfed ef datadtems3 and
715 without requiring a desktop computer system 742, 752 to be running for

each nobi | e dewidted atfelANBY} jocneser raergraehile deviges 848, 889 Thesadarialiiems
impl enmented in conjunction with the message server 720 to enable wrel ess
communi cat i ons Prefeigblydngludee-mriberserags stormdn malbaxes 81%inthe dataistase 817, as
conmmruni cation system _The systemincludes a conmputer system 802, WAN 804,
a corporate LANEH @9 Ppesilly etfer ifRan stered inslee Q?tﬁtslpr ¢ Betanpthgometwark datacsdere
gat eway 880, data store 882, wireless networks 884 and 886, and nobile
devi ces 888 and®’ 8d5al 4 SIORAPIFOPMAURY SYYRPIUER a5 8%t em 802, WAN 804,
security firewall 808, nessage server 820, data store 817, .nmail boxes 819,
deskt op conputer syst em §325CH0( apeva. ap GHRAELPEIFAIBSH aqdiessedl fpeng,pr more
connector 826 and VPN rquter 835 are substantially the sane, as the
correspondi ng "eSRIBYR LAY FRCPIHAR! %@?Q%Fé"eé@%gg THSR SRy BeBessagedat a
store 882 provide g%)bi | e devi ce 8 a 90, Wi.t h access.to data itens
Stored ai {ne. SANCHBE mafpdstyediio Be riiper il enRuet eriap dBHRBREIRY at oo
on or in conjunctiop with th SS serv 820 | t hough .a wirel ess
cConnector Syt G Aol o BRTEPETEE AR STlEBl g Bl o8, Bk
synchronized with, the data store 817. PiM information or data stored at data store 882
preferably is independently modifiable to the PIM information or data stored at the host
system. In this particular configuration, the indepéndently modifiable information at the
~ external data store 882 may maintain synchronization of a plurality of data stores
associated with a user (i.e., data on a mobile device, data on a personal computér at
home, data at the corporate LAN, etc.). This synchronization may be accomplished, for
example, through updates sent to the data store 882 by the wireless connector system
878 at certain time intervals, each time an entry in the data store 817 is added or
changed, at certain times of day, or when initiated at the LAN 809, by the message
server 820 or a computer system 822, at the data store 882, or possibly by a mobile
device 888, 890 through the access gateway 880.
In the case of the e-mail message 833 for example, an update sent to the

data store 882 some time after the e-mail message 833 is received may indicate that

the message 833 has been stored in a certain mailbox 819 in the store 817, and a copy
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-53 1 0 NOV 2005 with one or nore desktop conmputer systens in theBLﬂ\I‘N@b&ﬂﬁE‘
The w rel ess connector system 878 provides for transfer of data itens
stored at the LAN 809 to one or nore npbile devices 888, 890. These data
items preferably include e-mail nessages stored in mail boxes 819 in the
data store 817, as well as possibly other itens storedin the data store
817 or another network data store or a local data store of a conputer
system such as 822. As described above, an e-namil nessage 833 addressed to
~one or nore recipients having an account on the nessage server 820 and
recei ved by t oéthemsmaimessage willibe&editna dgrespaing storhge arba imthe dbtast@dé 9 of
each such recipient. In the systemof Fig. 8, the external data store 882
preferably ha$8a sMftiehathesémailt message,83@8ntlas eren rsbored \imdhe onailberesniBif, t he
data store 817. PIMinformation or data stored at data store 882
preferably i s conespoodidete thg mobil dévides 888 and 820 B ekamyfie ona OF eresopitstal
stored at the host system In this particular configuration, the

i ndependent | y tiwpetnfail aidssage fnsiioatedi ah 892 and 884 inekg.c, mdll belsant te aod stog®dn may
mai ntai n synchroni zation of a plurality of data stores associated with a
user (i.e., dapuespondingslorage atresocmailbgresindie datgriere88al ATehawm epdaias orhone,
data at the corporate LAN, etc.). This synchronization may be acconplished,
for exanpl e, copiesolkfiorapiriarmationdn theidgtasiere a7 may be pentisthe gotastre fif2 Wpess
connector system 878 at certain tinme intervals, each time an entry in the
data store 817 fangelipadodhe WA A8 @r tha VBN rerlen 885 nEer exanppis, the wikgiess
initiated at the LAN 809, bg/ t he message server 820 or a conputer system
822, at the d&pEnestssEsten 75 mry pesd updatss arptosedipigrmation g resauiga i thedya

t hrough the access gat ewa%_l_880. In the case of the e-mail rressall_?lﬁ_ 33 for
exanpl e, an uFtRie 885vpan HATR pestregsest Aftespativelypa sesiie Rpieee! srehars g |

nmessage 833 i s _recejved | ndi cate that -
g - Secure Sockets lr.TaHQér {S%(B may be used. Those skilled in the artwill appreciate thata

single copy of a data item stored in more than one location in a data store at the LAN
.8b9 may instead be sent to the data storé 882. This copy of the data item could then
be stored either in more than one corresponding location in the data store 882, or a
single copy may be stored in the data store 882, with a pointer or other identifier of the
stored data item being stored in each corresponding location in the data store 882.
The access gateway 880 is effectively an access platform, in that it
provides mobile devices 888 and 890 with access to the data store 882. The data store
882 may be configured as a resource accessible on the WAN 804, and the access
gateway 880 may be an ISP system or WAP gateway through which mobile devices
888 and 890'may connect td the WAN 804. A WAP browser or other browser
compatible with the wireless networks 884 and 886 may then be used to access the
data store 882, which is synchronized with the data store 817, and download stored
data items either automatically or responsive to a request from a mobile device .888,

890. As shown at 896 and 898, copies of the e-mail message 833, which was stored in
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t he nessage 833 has been stored in a certain mailbox 819 in the st%rﬁei’@@%??“?
and a copy -54 3 0 Nov 2005 of the e-mail nessage will be stored to a
correspondi ng storage area in the data store 882. Wen the e-nail nessage
833 has been stored in the mail boxes 819 corresponding to the nobile

devi ces 888 and 890 for exanple, one or nore ‘copies of ‘the e-mail nessage,
indicated at 892 and 894 in Fig. 8, wll be sent to and stored in :
correspondi ng storage areas.or mailboxes in the data store 882. As shown,
updates or copies of stored information in the data store 817 may be sent
to the data st dhed@sztore 817, may basenitd the maebile evitts\888GaMd 8201 Aatatartpre duater
835. For exanple, the wireless connector system 878 may post updates or

st ored i nf or matshewnken eachanbile devicen8ash §9Q¢ may thesahyrbe sgachrotizedamth-ATPtipRst
request. Alternatively, a secure protocol such as HTTPS or Secure Sockets
Layer (SSL)- naysuble agaduribpn8td of RidatacgtorerB 17 e aearpatplel LAdb PR cChangesiae a
single copy of a data itemstored in nore than one location in a data store
at. the LAN 809n¢kilp deyiee dald stoee way similarly brereflegted inttn datg gtoresiffizanddiiy. of t he
data itemcould then be stored either in nore than one correspondi ng
location in the data st dwilld@oappseciated dhai dhe abeysydepgyption wiatesety prefarid dat a
store 882, with a pointer-or other identifier of the stored data item

bei ng stored i rerekedimenttbyogyohenample oty varations ogiiedrveptipnuwitboobvigys
access gateway 880 is effectively an access platform, in that it rovi des
Tobi 1 & devi ces {8HesRpvilgee i the fkt ane sichbvigus weralieneare i HeschRR of
store 882 may e, confi %ured S.a resource accessible on the WSN 804, and

the access gat'8h&ye880 Fagsqred and dgimedsyhsthesor paexprasaaestRedugh whi ch
LR e R S TR A
be used 10 access e - GR1 oSHBLPa8%R0 S hessaghl GRARI Sl f BRo02 2
- applicable to other messaging clients, including those operating on desktop and laptop
computer sys;ems, networked computer workstations and other types of messaging
clients between which Cert management and fransfer, to allow sharing of Certs for
~ example, is desired.
It is also contemplated that other Cert-related information may be

managed and transferred between messaging clients substantially as described above.

CRLs, public keys and private keys could similarly be managed and/or transferred.
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data itens either automatically or responsive to a request froma§ goﬁpﬁezmm
device 888, 890. As shown at 896 and 898, copies of the e-mail nessage
833, which was stored in -55 3 0 NOV 20 51 the data store 817, nay be sent
to the nobile devices 888 and 890. A data store (not shown) on each nobile
devi ce 888, 890 mmy thereby be synchronized with a portion, such as a
mai | box 819, of a data store 817 on a corporate LAN 809. Changes to a
nobi | e ‘'devi ce data store may simlarly be reflected in the data stores 882
and 817. It will be appreciated that the above description relates to
preferred emod%ilgﬂhﬂ&@mmmw_hsy. Many variations on the
invention will be obvious to those know edgeable in the field, and such

obvi ous variations are within the scope of the invention as described and
cl ai red, whet her_ or not e§fr2§sj%édescribed. For exanpl e, although a

wi rel ess nobile LonmftdPERS Yregiivate £5418 mapaggament andragster Betweairricaesitari bed
as one of the ne | ng. ¢l i he .invention is also applicable to other
nessagi ng cl i ent%’,é%lg-lnc i iéng'@{ %%%ira Sﬁ%rrlﬁtﬁﬁﬁcﬁ BN yuedesroarynicalingisvice

conput er syst emBenaBRhWy E&ﬁﬂuﬁﬁgﬁﬁg'ﬁ b wYP&Eé%Séo%Huﬁ@% oﬁﬁgi%mlglé?iiﬁt? %E%V%Elggecg%p oW

nmessaging clients between whi rt mahagene e [

sharing of . Cert sddi®transpetanBlife dofpBfd Wit the! ftrﬂid%taaljra%gfe?% 2P gﬁ{{)ﬁgth%gat

other Cert-related informati on nmay be nmanaged and transferré etween
nmessagi ng cl i entenguikisg twetsieps by as descri bed above. CRLs, public keys and
private keys could simlarly be managed and/or transferred. 2005 WHAT IS
CLAI MED AS .THE ‘| NVENg#H@shi®) cdnmunicatietshiotwedh thie tdrgutaralQerh @ad the wiRniggenent
and transfer between a conputer systemhaving a first data transfer

i nterface and a SAmM@nicgtio hevie hetlirs datd reiste interface and the second data transfer

interface;

receiving user input to select one 6r more Cerls stored at one of the computer
system and the wireless communication_device for transfer to the other of the computer
system and the wireless communication device; and

transferring the selected Certs frqm the one of the computer system and the
wireless communication device to the other of the computer system and the wireless

communication device.

2. The method of claim 1, wherein:
the step of establishing communications between the computer system and the
wireless communication device comprises the step of establishing a communications
link between the first data transfer interface and the second data transfer interface; and
the communications link is selected from the group consisting of: a physical

communications link and a wireless communications fink.
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enabl ed for comunications in a wirel ess conmuni cation network and Uwa?%ij%@'ﬁ%
second data transfer interface conpatible with the first data transfer
interface, the method conprising the steps of: establishing comunications
bet ween the conputer systemand the wireless comunication device via the
first data transfer interface.and the second data transfer interface;
receiving user input to select one or nore Certs stored at one -of the
conputer system and the w rel ess conmunication device for transfer to the
ot her .of the conputer system and the wireless communi cation device; and
transferring thg)sel'@@t’%ﬂh%ﬁ’fpbﬁ'mﬂdHﬁ'MéOfﬁméif@ﬁhetﬁ’m@S@brrput er systemand the
wi rel ess conmuni cation device to the other of the conputer system and the
wirel ess comuni cat998ﬁraa'%g/?g‘ét.c’ffe”?ﬁ@’%?tﬁ%o@ﬁ ofdh@ peRutengygiemiand thére step

of establishing nj i.oRn et ween the conputer systern and the
wirel ess comni@%@%ﬁdﬁeﬁ%ﬁg% P 855 the step of establishing a

comuni cations i nlgigbgyw@% %Jﬁ%raﬁ%ﬁ?f}of%%ﬁ@ transfer interface and the
face; an

second data transfer inte e conmmuni cations link is selected
fromthe group c@@Rdishb 08erHout B aRBMSHIHf the%ﬂ%ﬂ&@@eh?ﬂ§mltﬂééﬁ?s gy Rt
Wi rel ess. communi cations link. -57 30 NOV 2005 3. The netho @wc?gﬁm 1,
further conprising the steps of: generating a list of Certs stored at the
one of the conputer systemand the wreless conmunication device; and
di spl ayi ng t he denerBteeadkethadsdf clafm Gewtesgin:wherei n the user input is a
sel ection of the one or nore Certs fromthe displayed |ist.
the step of displaying comprises displaying the generated list on the one of the
computer system and the wireless communication device; and
the selection of the one or more Certs from the displayed list is made via a user
interface associated with the one of the computer system and the wireless

communication device.

5. The method of claim 3, wherein:

the step of displaying comprises displaying the generated list on the other of the
computer system and the wireless communication device; and

the seiection of the one or more Cerls from the displayed list is made via a user -
interface associated with the other of the computer system and the wireless

communication device.

6. The method of claim 3, wherein the step of generating comprises the steps of:
identifying the Certs that are stored at the one of the computer system and the

wireless communication device;

identifying the Certs that are stored atthe other of the computer system and the
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4. The nmethod of claim3, wherein: the step of displaying conpri se%g WOV 2003

di splaying the generated |ist on the one of the conputer system and the
Wi rel ess comuni cation device; and the selection of the one or nore Certs
fromthe displayed list is nmade via a user interface associated with the
one of the conputer systemand the wireless conmunication device. 5. The
met hod of claim 3, wherein: the step of displaying conprises displaying the

gener at e%ikéiéésq%%rﬂﬂﬁca?ﬁ:ﬂ%%ﬂi%; Je conputer system and the wirel ess

conmuni cat i on Vi ce; an é'sel'ection of the one or nore Certs fromthe
di spl ayed |i stgeaneratmgen lidtafdheiSerts thatt e fshored asyost tht echevdftthe tchmpoteher of

of i af myeegy E54 PR ety Enthh FloEld oSRT MR Rl hCle e G ing coliel™ "

i dent i f yisygtethanddhetvarefdsatcomnsinitatioedevdite.t he one of the conputer system and
the wreless communication device; identifying the Certs that are stored
at the other of the conputer systemand the -58 3 0 NOV 20195 w rel ess
comuni cak.i on Trevinethpd ah diage n efusthemepnaprisirgt the ktephef stoeint shd belectad Certs or ed

only at t; t he, co ter, systemand the wireless communi.cation

Govi co. arl 808 e ial B AR o, EYREY BUtem et b e O Pt
comuni cadaviee. device. 7. The method of claim 1, further conprising the step
of storing the selected Certs in a data store on the other of the conputer
system and the wirel ess comuni cati on devi ce.

8. The method of claim 1, further comprising the steps, after the step of
establishing communications, of:
at the computer system:
checking the status of each Cert stored at the wireless communication
device to detect expired, revoked or invalid Certs in the data store;
retrieving a new Cert for each detected expired, revoked or Invalid Cert;
and _ |
transferring each new Cert from the computer system to the wireless
communication device;
wherein a transferred new Cert is used to handle data or messages
received or to be transmitted through the communications enabled for the

wireless communication device in the wireless communication network.
9. The method of claim 8, further comprising the step, after the step of checking, of
prompting a user when an expired, revoked or invalid Cert is detected, wherein the

steps of retrieving and transferring are responsive to an input from the user.

10. The method of claim 8, wherein the step of retrieving comprises retrieving a new
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8. The nethod of claim1, further conprising the steps, after thegs{Lq@\pr[&ﬂS
est abl i shing communi cations, of: at the conputer system checking the
status of each Cert stored at the wirel ess comuni cation device to detect
expired, revoked or invalid Certs in the data store; retrieving a new Cert
for each detected expired, revoked or Invalid Cert; and transferring each
new Cert fromthe conputer systemto the wirel ess comunication device;
wherein a transferred new Cert is used to handl e data or nessages received
or to be transmtted through the comunications enabled for the wreless
communi cat i on debpiBon g Rukke KeyrSehes ©KSpmuni cati on network. 9. The met hod
of claim@8, further conprising the step, after the step of checking, of
pronpting a user when an expired, revoked or invalid Cert is detected,

wherein the ste of _retrieving and transferring are responsive to an
i nput fromthe ugfjr t”l’?).me{lqﬂgOM'Hddﬂﬂ?eréP’ﬁPrﬂﬁ’r@,th%%ﬂ%fh the step of

trievi [ ey 8 Nov 2005 Cert f Public K
Server (PRS) . 11, TnE SR &k 8o o o Yiess Cant i AgR ABLREDE of
recerving user | Etfhﬁiutér@ys?&ﬂ %f&th@ﬂf?el@sfs c%%ﬁrtligﬁa{)ﬁ ge\ﬁée%ﬁ%& te&tg)%%sﬁtggﬁﬁﬁof the

conput er system and the w reless communi catlon device t he

one of the conpednuteXFi@muRtle W8ed ofhRABRATEMAL GAYi on device; and
transferring the selected one or nore Certs stored at the other of the

conmputer  system andtriiiteriig thé SR UNMERBIGAB sBRMIE BelblRPbiiiecaiphey of

t he conputer system and the wi reless comruni cation device to the one of

t he conputer sys#wstemeand tiiehwgreless communication device from the other of the computer system
and the wireless communication device to the one of the computer system and the

wireless communication device.

12. The method of ctaim 11, further comprising the steps of:

generating a list of Certs stored at the one of the computer system and the
wireless communication device;

displaying the generated list of Certs on the one of the computer system and the
wireless 6qmmunication device;

generating a list of Certs stored at the other of the computer system and the
wireless communication device; and

disp]aying the generated iist of Certs on the one of the computer system and thé
wireless communication device,
wherein the user input to select the one or more Certs stored at the one of the computer
system and the wireless communication device is a selection from the list of Certs
stored at the one of the compuiter system and the wireless communication device and

made via a user interface associated with the one of the computer system and the
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L)

Wi rel ess conmuni cation device. 12. The nethod of claim 11, furtheérll OV 7505
conprising the steps of: generating a list of Certs stored at the one of
the conputer systemand the wreless comunication device; displaying the
generated |list of Certs on the one of the conputer systemand the wreless
conmmuni cation device; generating a list of Certs stored at the other of the
conputer systemand the wreless conmunication device; and displaying the
generated |list of Certs on the one of the conmputer systemand the wreless
comuni cation device, wherein the user input to select the one or nore
Certs stored at Yirpessgempinicaiien denigsu st whessis thensarminbut teeselstirtbd ersesor more
comuni cation device is a selection fromthe list of Certs stored at the
one of the conput®® ¥sd ehihgrither I9E thyi corpulss systament batwielessewtmeication made

via a user interface associated with the one of the conputer systemand the
-60 3 nov~2005. %VPEI'Se%§§%?B?Hr@?W UstiFt Caas siered abthg SiRESIdhe camputep sisfer nput

(0,5 EhEEL, L1E o0 R Bt A3l G e e SBTREA yY> o

and the wirel ess conmuni cat'i on evi ce 'l

Certs stored at HB8nObMRL cdilpuld? Syt HE wRMSE: ST nnfdRdaton@eitd &l ess

communi cation device and nade vi aS a user i1 nterface associated wwth the one
of the conputer system and the w rel ess comuni cation device. 13. The

met hod of claim1, further conprising the steps of: generating a list of
Certs stored in t8 daTke stibodofadairh hefuaiidiesmprisidghee agrgust er system and the
Wi rel ess conmmuni cati on device; displaying the generated list of Certs on

t he one of the conpug#neraingadim eiribrit lsred in a data store at the other of the computer

system and the wireless communication device;

displaying the generated list of Certs on the one of the computer system and the
wireless communication device;

receiving user input to select for deletion from the data store one or more Certs
from the displayed list via a user interface associated with the one of the computer
systemn and the wireless communication device; and

deleting the selected one or more Certs from the data store on the other of the

computer system and the wireless communication device.

14. The method of claim 1, wherein the computer system is selected from the group
consisting of: a desktop computer system, a laptop computer system, and a wireless

mobile communication davice.

15. A system for Ceriificate (Cert} management and transfer between a computer
system and a wireless communication device, the system comprising:

at the computer system:
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wi rel ess comuni cation device; receiving user input to select for3 @ekgyi Pafii
fromthe data store one or nore Certs fromthe displayed list via a user
interface associated with the one of the conputer systemand the wreless
comuni cati on device; and deleting the selected one or nore Carts fromthe
data store on the other of the conputer systemand the wrel ess.

comuni cation device. 14. The nethod of claim1l, wherein the conputer-
systemis selected fromthe group consisting of: a desktop conputer
system a | aptop conputer system and a wireless nobile comunication

devi ce. 15. A system f or afist mempyspep (e a jreranaieeeontigand idstaeSkes; bet ween
a conputer systemand a wireless conmunication device, the system
conprising: at the conpufdist §9s eughronigation (ynploysien@nfiguredite poogemtbe jirst
conprising a first C@% Store configured to store Certs; a first Cert
synchroni zation (synt§" €& ¥ configured to access the first Cert store;
and a first communicatio | f . and. . at the wreless comunication
devi ce: a second nenory gﬁﬁ%ﬁﬁ%n}%go%sé@%&lfe@}dt store configured to store

Certs; a_second Certa kS LaGABLLAUERY, L0 access the second Cert

store; a wireless transceiver that enables the wirel ess communi cation

device for conmuni cati 0OBSetdhd@nethdrf b@Biskg HaLRbRPG O RoREIWRIKEd tB3f:&
second comuni cations interface conpatible with the first
Cerls;
a second Cert sync system configured to access the second Cert store;
a wireless transceiver that enables the wireless communication device for
communications in a wireless communication network; and
a second communications interface compatible with the first
communications interface,
wherein the first Cert sync system is further configured to transfer Certs stored in the
first Cert store from the computer system to the wireless communication device when a

communications link is established between the computer system and the wireless

communication device via the first communications interface and the second

communications interface.

16.  The sysiem of claim 15, wherein the second Cert sync system is further
configured to store Certs transferred from the computer ‘system to the wireless

communication device to the second Cert store.

17.  The system of claim 16, further comprising a user interface at the computer

system, the user interface being configured to accept user inputs to select one or more
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comuni cations interface, wherein the first Cert sync systemis f|§rghg‘é$v 2005
configured to transfer Certs stored in the first Cert store fromthe
conputer systemto the wirel ess conmunication device when a comruni cations
link is established between the conputer system and the wirel ess
communi cation device via the first communications interface and the, second
conmuni cations interface. 16. The system of claim 15, wherein the second
Cert sync systemis further configured to store Certs transferred fromthe
conputer systemto the wireless comunication device to the second Cert
store. 17. The sdtec@ersfst@bdinrthd Brst Cert 5ibRI wheBIRRMieSicRGted GRS rd tHingefage at
the conmputer system the user interface being configured to accept user
i nputs to sel ectfragnige gempuieresysted tofhetwiele@ecdrenistaati@tdevicet he first Cert
store, wherein the selected Certs are transferred fromthe conmputer system
to the wrel ess comunication device. 18. The systemof claim 17, wherein

is further configured to transfer Certs stored

t he second Cert nc_systemi [

in the second Ceﬁa%/ gﬁ?)r/@m?er"b P'ﬁ@" \M"r M‘"é@'ﬁ th%ﬁﬂ‘fﬁﬁﬁi(&i&ﬁ@ﬁ sgemde fyrihet he
comutor syat em SHEREER, SO RSB AR bt srcare et b Sorea o BS pipeps
conmuni cations i ; 0 nications interface.. 19. The
system of cl ai md%@ﬁ{u&ﬁgtfog?&r}@{ch*gs&@egg I nt%r%‘r'gg(é:@ a%e?ﬁ? %O(S%Lfﬂcgﬁo'?)@%éﬁn is

further confi gure@biPedBa@bin HE BEmpIIEYSerhQ étﬁl&%ﬁ&le@ﬂ: mPhunfBof dQlicdif Certs
stored in the second Cert store, wherein t.ﬂe sel ecte rts are

transferred frorhd firet comiriinieatons GiETELE b ihk @Bcor8 ¥bhRutiSatibiEneAsgeut er system
20. The system-of claim 15, wherein the first Cert sync systemis further

configured to check the status of each Cert stored in the second Cert
store to detect expired, _
19. © The system of claim 18, wherein the user interface at the computer system is
further configured to accept user inputs to select one or more of the Certs stored in the
second Cert store, wherein the selected Ceris are transferred from the wireless

.communication device to the compuier system,

20.  The system of claim 15, wherein the first Cert sync system is further configured
to check the status of each Cert stored in the second Cert store 1o detect expired,

invalid or revoked Ceris stored in the second Cert store.

21.  The system of claim 20, wherein the first Cert sync system is further configured
to retrieve a new Cert for each detected expired, invalid or revoked Cert in the second
Cert store and to transfer each new Cert from the computer system to the wireless

communication device via the communications lnk.

22.  The system of claim 15, wherein the computer system is selected from the group
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invalid or revoked Certs stored in the second Cert store. 21. The g8t BV ofil5
claim 20, wherein the first Cert sync systemis further configured to
retrieve a new Cert for each detected expired, invalid or revoked Cert in
the second Cert store and to transfer each new Cert fromthe conputer
systemto the wireless comuni cation device via the conmunications. |ink..
22. The system of claim 15, wherein the conputer systemis selected from
the group -63 consisting of: a desktop conputer system a |aptop conputer
system and a w reless nobile conmunication device. 23. The systemof claim
15, wherei n t he sfihsigling 98 actsaiiemeaanutes sy den.i adeptpscariutas sstem,fand mviilelesgr oup
consisting of: a data comuni cation device, a voice comunication device,

a dual - node comfiXh'e SPMBHNERION E8vitPavi ng bot h data and voi ce comuni cati ons
functionality, a cellular tel ephone having data comrunications
functionality, a personal digital assistant (PDA) enabled for wreless

conmunicati 915, A1 9040 e B SVIRM oI o B oo

nodem 24. The system o arm

system a first fRspHYGNY c_%xsciét@gqu:@&jat@cgﬁmrﬁéﬁtﬁﬁme?g%i%'ts,orﬁMQrﬁé/a%ér? 21 and

at the wireless conmuni cation dévice: a second nessagi ng systeny an

second communi Cadehiof$ dbisHRCERMUMBRDE bélick R&vidg tofldatBne R BmmRicQIdhs S
configured to store Certs received via the first comrunications subsystem

to the first Cerfundivretiy, acaubhtelesRne ReviNEREAGHAAINBITINE intonanRabb@brigd to
store Certs received via the second conmuni cati ons subsystemto the
_ digitat assistant (PDA) enabled for wireless communications, and a laptop or desktop

computer system with a wireless modem,

24, The system of claim 15, further comprising:
at the computer system:
a first messaging system; and
a first communications subsystem; and
at the wireless communication device:
a second messaging system; and
a second communications subsystem, |
wherein the first messaging system is copﬁgured to store Certs received via the first
communications subsystem to the first Cert store and the second messagihg system is
configured to store Certs received via the second communications subsystem to the

second Cert store. .

25. The systern of claim 15, wherein the first communiéations interface and the

second communications interface establish a physical link between the computer

-64 -




second Cert store. . 25. The systemof claim 15, wherein the first d { NV 2005
communi cations interface and the second comruni cations interface establish
a physical link between the conputer -64 30 NOV 21305 system and t he
Wi rel ess communi cation device. 26. The system of claim 25, wherein the
first communications interface and the second communications interface are
sel ected fromthe group consisting of: seri al ports ~and Uni versal Seri al
Bus (USB) ports. 27. The system of claim 15, wherein the first
communi cations interface and the second comrunications interface establish
a wireless |ink 9stenexy thawiradessisomeunicalipg devigeand t he wi rel ess conmmuni cati on
devi ce. 28. The system of claim 25, wherein the first comrmunications
interface and the second comunications int erface are selected fromthe
roup consisting,of:_Jnfrared Dat sociation (IrDA rt Bl uet oth
Toul es and 80235 maRGFBET SposiR 2 shERH Bt ol hubaicaRy bR
(Certs) between nic t|on
device, the sys t%ﬁ?@%ﬂﬂf%ﬂ&%%%@ga%sd&t oﬁtﬁgﬁ%ﬁﬂ%%mgtﬁﬁgrﬁena ut er
system a nobi | e;gaviicRsaf E& gu§@,@g?5,§ d to the serial port, the nobile
device cradle having an 1 nterface; a nobil e device interface associated
wth the wireless nobile conmuni catlon device and conpatible with the '

interface of the nobile device cradle, wherein Certs stored at the conputer
system are trans#arr &he systdnnef saimel £ skersithé éirst coOnMudatiods BRrdeyamethshen a
.comuni cations link is established between the conputer system and the

wi rel ess nobil e essamdinpromunicationteintaciacd psipbliale iangreldse link betwes's the computer

system and the wireless communication device.

28. The system of claim 25, wherein the first communications interface and the
second communications interface are selected from the group consisting of: Infrared

Data Association (IrDA) ports, Bluetooth modules and 802.11 modules.

29. A systemfor transferring Certificates (Certs) bétweén a computer systemand a '
wireless mobile communication device, the system comprising:

a serial poﬁ associated with the computer system;

ar mobile device cradie conngcted to the serial port, the mobﬁe device cradle
having an interface; and

a mobile device interface associated with the wireless mobile communication
device and corﬁpatible with the interface of the mobile device cradle,
wherein Certs stored at the computer sysferh are transferred o the wireless mobile
communication device when a communications link is established between the

' computer system and the wireless mobile communication device by placing the wireless
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-65 3 0 NOV 2005 nobil e comuni cation device in the nmobile device Br&gyeldls
30. A wireless nobile comunication device conprising: a wreless

transcei ver; a nessaging systemcoupled to the wireless transceiver; a
communi cations interface for exchanging data with a conputer system a
Cert store configured to store Certificates (Certs); and a Cert

synchroni zation. (sync) systemcoupled to the Cert store and the

comuni cations interface, wherein the nessaging systemis configured to
store Certs recei Ve'E?. via the wireless transceiver to the Cert store, and
the Cert sync syZPRIRPIMBIGRIgTFEee et doitasadia-ecei ved from the
conputer systemvia the communications interface to the Cert store. 31. The
wi rel ess nobil e comruni cati on device of claim30, wherein the nessagi ng
systemis furthegqyconf .Public Key Server
(PKS). 32. The w§? el g\svg'g;}rgosgHmB&c%%ﬁ%%@%ﬁé%ée{#ce f claim 30, wherein
the comunications aRilbagsstavese! ected fromthe group consisting of: a
serial port, a Universal Serial Bus (USB) port, and Infrared Data

Associ ation (IrDA) pamigssayiry sygb@@blibled@aid @refrd raic&®fd; 11 nodul e. 33. The
system of claim 30, wherein the wirel ess nobile communi cation device is

sel ected fromthe greupmownisatdts ntpriete foaexiairgingdaawihaabmpaiedgeieae, - a voi ce
comuni cati on device, a dual -node conmuni cati on devi ce having both data and
voi ce -66 conmmuni cat |a&?§SFQﬁ¢|@Qﬁf*ﬁma¢iOt9}0re Gerldatasl(Gerishieindphone havi ng dat a

communi cations functignalit a personal digital assistant (tPDA) enabl ed
for wirel ess conmuni éa@?rbﬁgnc ronization (sync) systemn coupled to the Cert store and the

communications mterface,
wherein the messaging system is configured to store Ceris received via the wireless
transceiver to the Cert store, and the Cert sync system is configured to store Certs

received from the computer system via the communications interface to the Cert store.

31.  The wireless mobile communication device of claim 30, wherein the messaging

system is further configured to request Certs from a Public Key Server (PKS).

32. The wireless mobile communication device of claim 30, wherein the
communications interface is selected from the group consisting of: a serial port, a
.Universal Serial Bus (USB) pot, and Infrared Data Association (IrDA) port, a Bluetooth

module and an 802.11 module.

33.  The system of claim 30, wherein the wireless mobile communication device is
selected from the group consisting of: a data communication device, a voice

communication device, a duai-mode communication device having both data and voice
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and a | aptop or desktop conputer systemwith a wirel ess nodem

communications functionality, a celiular telephone having data communications
functionality, a personal digital assistant (PDA) enabled for wireless communications,

and a laptop or desktop computer system with a wireless modem.
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