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WD 2009/ 123562PCT/ SG2008/ 000106 PROACTI VE W RELESS
NETWORK MANAGEMENT SYSTEM Fi el d of the Invention
[ 0001] The present invention relates to a wreless
wietowerkse2l n particul ar, the 5invention rel apegs&oRonoios
system and nethod for nonitoring a wrel ess conputer
network that are connected tq at | east one access
poi nt/router/gateway. Background 10[ 0002] Unli ke wi red
net wor k, whi ch requires physical connection to each
deViPGO AQTIBR B ' ' y
vul nerable to ﬁgﬁm%]?‘F(S?g?];?gYQ@ gzgmg@mgﬁg\;sygggy
not need to physically connect to the network. It is
possi bl e for any devices within the coverage of the
wi rel ess network to cdneldef thelmyestion wi t h t he necessary
nt i caty Lf - . However, the common wireles
ol o ang breptt (ARl RUT ot it 8o du Pty Impetadar the
dovduging rdates o Bsempndmeeticdl HEGibhitbohdd SRR SRYREAhetwork
&E%n Sour c?d tilities such as Aircrack-ng, weplab,
AFARRIETCA AP PERSHPnC QST hROINSRHteV BB ak in to a
secured wirel ess network. [0003] Countl ess network
security systens and nethods are available in the 20
mar ket . Some may even redigck@oeteldi cat ed devices to be
depl oyed to protect the wirel ess network. Most of
t net secukity syst and. net hods require
1B8EE 07" cohmS S etk VRS AT UV SRyt cach
dodne f:cemmtcdetrt]mtm wkfsasx uai»vb{k?x@ Gor® Rulddhblé dbRthaki ilﬁtmsions
Ver,. Suc etwork,survyeillance is not practica
A Rt plEAE D R cRaep oy ek Tt s possble forany
[d8ack] wrniar @k B@kleustiale WikRld G&wok KPSl mbRRAL WifiSthe
provided al ong wth access points (including wreless
SEEEE FehFRiCHtiars db appr  Hewwiork ther oerewmbi ovireldFhgsetocols and
j I 4 -0 encryptiaon, \C.I D
PR oty W38 e iEeethlhont By AR sed iy eRen. severa
ppeaf ontse [ubifjésragclamoA etrack-iH) esplab S WMBPCRS K Ga N | FRdeEal YeYused

E)%f@fﬁ(czg > ae gecarlgscri %Iijrgfgss network.,

[0003] Countless network security systems and methods are available in the
market. Some may even require dedicated devices to be deployed to protect the
wireless network. Most of these network security systems and methods réqiifre trained
technical personals to operate it. Some may even require network survéiﬂance on
24/7/365 basis. However, such network surveillance is not practical for small
office/home networks (SOHO).

[0004] General SOHO usually relies on security features provided along with
access points (including wireless access points) used for network protection. These
features include the built-in encryption, MAC ID filtering, static IP address filtering,
network traffic logging and etc, These features can generally be accessed through
common web-browser, such as Internet Explorer, Mozilla Firefox, Safari, etc. by

keying-in an IP address assigned to that access point in the URL bar. User or
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30common web- browser, such as Internet Explorer,
Mozilla Firefox, Safari, etc. by keying-in an |IP
address assigned to that access point in the URL bar.
st;fal])/gl}sz\D 2009/ 123562PCT/ 5(32008/ 000106 2 PCT/SGZU()S/U(}OIO()
adm ni strator of the access point can then configure
and control the access point wia a graphical user
interface shown by way of dynam c web pages. However,

th e, necess
MR s R e SR e
agepusl peic itterfakh ehcaﬂcleﬁ@a)ptm dthangio veb gafieat HORSveANEbst Bftnmon
network traffi Cd5' rmati on a{dg shown passwely when
e SGUR abl Bt Jull Beteespuaka inf buoeiescinconmams ad
t mamghfgeth& ReceRy pdthe Wh@ﬁ&@é’ssp(ﬁ{tecoﬁﬁ%ﬁtfoﬁg ahd tl{garﬂa't@&&(%rafﬁc

and periodically nonitor Wreless activities vi
WA Gy g shopmmars iy Whenghodmams ywbquigdied: ipdawdc ess

poi nt's manufacturers; or some security products

provide 10 conmon graphic user interface to do

VIo#asl ess d eiina\eﬂs nfedmnmtort@l\w theprbbleint @heW 4ret@sFed Whhanually

t have sone |imtation:
A BRI TSl 108 BT aik wibe ek mepjoring
desiragne prohied be QRRELHinREH R e Sond Sec88H @({ucéé rovide
not undeﬂé‘& ood by and usable to common home W're 5

usghuitefase fofe ddrshise deviqee sqnaing Evt@rhrﬁmad erelcss
t@mrﬁmﬁal dox I af [e. additi
e g ol Ry BBl B Bl b X oin
avabf ’él‘r@éﬂﬂ@e meaammibﬂébswfedvﬁor sckisl gecens! p@mahtns gehfilly not

e blnterfaelsadewce centri

qnféxgc?f%tb&? bg lt’l?io Sapr o 8 e%ognm@fhgo%wfelqﬁ%élagvoak user who are non-
usabnicelgrople.c Epsnofoe ashitilly haine pabdmals, MEPLESiTe ditional time in
gont r ol sers sl n% his Wrel ess network.

W%g]f ML & fordiFiRientclransiigedel of r‘q‘glfek?é?p Aegess points.
s tRing Soded Bieh qn@ﬁﬁ&y 155291215\)’\@5 @enfn%r mmﬁﬂ)? Rlen] e}ﬂlgcess The

securi ngﬂ/horre net wor k nager %orrrs
OYREH RABY @ usegickntrie @r@yssckevmtoe/sqntnoh ptoud;ts mcg cmmemers using his
R ALS ssively listening to surrounding |P data
palcr:(get gp%‘?ﬁ@ HoneNet Manager is able to identify a

devi ce manufacturer |ID based on a MAC address of the

?@é ces. [? }ig Net Manager 25 requires to manually
an t he PRt danagergpaketedunderisingleglioki Systegs l%@ﬁ"@d@fﬁy
SEMWNRE ttdrNGarta@in %h&d NREWH:KhomENGet HOMIE Ngd i M 395{53 géi"sfe‘?foﬁns a

| P address conflict nethod for blocking a devi
EGA R dischgT el nsargedpiess, ingtudingt dvcess peintsoll; patsblecllﬂdrmhblt; fo

MaRAd a d esstht the.d

to begg% gggg% ?éctkgtgl n"gi?é”rglghlsll\r%gg{aﬁ%m &V a t%éded’g | n pice

pypnyfheiuieeifviaied dur tNMAE, addiess bbmel\htncb@nage HoSf0R6 Muftager
dress . to .the bl ocked 30 devjce to

Hﬁyégéé’r%? oftaTEHRER ezl Jalct biaie hE! frstssp pacmecting t

fﬂelnstwmlt hDke HomeNerMitganlsys HFofldtsyBamid %tﬂ&%ﬁﬁbcmng a

g%nager IS active. \When the HonmeNet Manager 1s s

WiT Connfsting Banstvy Wit thismathodt be éIOIMetMamt bromdcasts a
Yinfe Pt R K dev [H ki BEBlocked is using, causing the device be decline by

the network. Further, the HomeNet Manage issues an invalid [P address to the blocked
device to prevent the device to be connected to the network. This method however is
only usable when the HomeNet Manager is active. When the HomeNet Manager is

shut down, the blocked device can restore the connection with the network. Further,
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WO 2009/ 123562PCT/ SG2008/ 000106 3 when the | P address
of a device to be blocked is set at a static IP
address, HonmeNet Manager may not be able to block the
wierigsgye to the static I'P address. [0007] b&rdSuosm00106
I nperative that owners of wreless network, especially
the honme 5Snetworks, are inforyted who are the connected
users at a given tinme in a sinple and user friendly

. [ 0[,0008] L. n,accordance w th one aspect,

C R e L o O P 55 BRSO S fh 1 e g Fomene
syEtaer nay nadeabkitnBloaNtha dERESI R Me sGaNTeRtilcRg at
| east one client device to forma network. The network
managenent system conprises a software agent for
r @se-qi ng at : [ ' .
ngf t7\?var e aé%%ﬁ@ﬁaggiggg Ioglﬂf&g%sf e‘ﬁ%‘é‘ﬁgﬁ gtkv%ﬁcy Sgedr%a? ig(fhe home
| tyerkgarpatened wbe e tharonhetaoses st pgvanttingnd atsnple and user
egg%e;@?&lmrl%revant data 15 regarding status of the
net wo connections fromthe hyper text |anguage pages
and a graphical user interface for listing all client
devi ces connecting the network based on the extracted
rel evant data, the graphi CY¥™E¥r interface conprises
controls for authorizing or blocking client devices

$yaect i ng r V. ; )

P ar e aubn VSRR AR b, FeaRRuRiibon BB apqryons
anangepnend efstane Br tapeessin2M §066 Phinh cameainganeest whé Hicandovice
' h f.Lware agent may search for er
AT T ronk " B PR Sl Salhon & p RS agen for
rredidugat theey Wastdeme cYierdt, device) he 3bBRarP Qg B SpetBRtolsBfch for

j]oftvvare agent search for hyper text [anguage pages

YRCr, Igatugxg SHREES sigred lﬁrtg? GEE5S Poinh agd de (s&tract relevant data
&%ﬁ&ﬂhgﬁ&hs of DR R dREAURE lroPde Ripdr 3G (l:afn%gaﬁte pages and a

rel evant 25 data regarding status of the

dEphicakusgf irtierfase) firdisties pit eBeit dnviods qoehestion the loeywwok Hased on
Y& 0 di he soft e agent. na

ext regg?&f{ahga%flg\rﬁgﬁt e Bkep Lcﬁgrua? n H‘\P%faﬁ? MBFiSEs pgpntrols  for
abihentinglevblodsngy/élanr dgites tameai@ro MtkBrkvio theGedess point. The

0010] 1 n accordance w th another enbodi nent, the
Ay ﬁgelr}gm%@ relevant data automatically at a predefined time.

[0009] In accordance with one embodiment, the software agent may search for
hyper text language pages with regular expression of relevant keywords. Yet, it is also
possible that the software agent search for hyper text language pages via requests under
HTTP protocols. In another embodiment, the software agent may extract the relevant
data regarding status of the client devices with regular expression of relevant keywords.
Yet in another embodiment, the software agent may extract the relevant data regarding

status of the client devices via requests under HTTP protocols.

{0010} In accordance with another embodiment, the network management
system may further comprise a device library for storing information regarding access

point of different models. The information regarding access point of different models
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30system may further conprise a device library for
storing information regardi ng access point of
di fferent nodels. The infornmation regardi ng access

wWaphd/ 120462 di fferent nodels WO PCTISG2008/600106
20091123562PCT/ S62008/ 000106 4 may further | ncfuo?e

pointers for appropriate hyper text |anguage pages and
the data regardi ng connection status. [0011]In

' nbodi t h I t
R e rcthd ok Bl PRRT BT g PR G e

dexgideg coornest stows. st at us, a nodel and brand of the
access point, a MAC address, a |IP address and a device
nanme of the client devices. [0012]1n accordance with

y@b11anot heln esdeEdhaBRAth a Mﬁeﬁ%%f%e@ﬂ@&%ﬂgj{xta may include

system may further conprise a user l[ibrary t
i BEQrraden sepgrdinaall ihsrelioft derieescdonrgstion Qdmy,iaoesiel and brand of the

i c he network. [00131ln :
R N RO Rl R R o BB dovices
invention, there is provided a nethod of accessing an

s poi nt connecti at | east one client device to
ﬁg(ﬁ%fa net 3‘2)???()? a?cen‘ﬁ'ﬁgé?trf@o "é?‘ﬂ}é‘%%?% e mstork synagement
Tystemehio GurdRARbMEER a LSer IARLS NhRSni0esBin YRS ont §8%%he client

| anguage page for |ogging on to the access polnt;

| GYEPIRtRizEblotcRRnes e dhegiepigitet wi t h user nane and
password; searching for other hyper text |anguage

pages stored in the access point; extracting rel evant
deg1al r egar Ui agosteateuwithfanothere adpectesi the predMNBEEtON, there is

f e text. | anguage pages; listing all_ the .
|“.9‘2?r’f{dr}’a’é‘€}¥§§§f ERE BT R Trheh S visFnecH 4 g s dvie to
fsmr a nttewflader BaRRMOhet hawe katile@bn. 20rHeehemad teorprises
datﬁﬁ afth?%%2|%g or blocking client devices _
CHHHELE 1°hg BRI [198vags PRes o8 lagrias a8 de 8 agesisnpoint; logeing on
U5 AN b&Rts PSRl witht REf 8GRe aﬁ@g)];l%%gf,lﬁgrcﬂing He lof?l\éran}/per text
data automatically at a predefined’tine.
language pages stored in the access point; extracting relevant data regarding status of
client devices connection from the hyper text language pages; listing all the client
devices connecting the network on a graphical user interface based on the extracted
relevant data; authorizing or blocking client devices connecting to the network via the

access point via the graphical user interface; and updating the relevant data

automatically at a predefined time.

{0014 In accordance with one embodiment, the searching for the hyper text
language pages may be by way of using regular expression of relevant keywords. Yet,
the searching for the hyper text language pages may be based on requests under HTTP
protocols. In another embodiment, the extraction of the relevant data regarding status
of the client devices may be by way of regular expression of relevant keywords. Yet in
another embodiment, the extraction of the data regarding status of the client devices

may be based on requests under HTTP protocols.
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[0014] I n accordance with one enbodi ment, the searching
for the hyper text 25 | anguage pages may be by way of
usi ng regul ar expression of relevant keywords. Yet,
woBeseakehi ng for the hyper text |anguage pﬁ§ﬁ§ﬁﬂ@Mmﬁﬁa
based on requests under HITP protocols. In another
enbodi nent, the extraction of. the rel evant data
regardi ng status of the client devices nmay be by way

0 ul ar ,expressi on.of rel evant keywords. Yet in
ool g BB APHETHE B st EpHE CrpogEnah dhegespod may further
r egairidésn gtosih@tidSrahtidoD Gepaldir@Nhedv b%ts 0B QiifTB¥nt DR RES €drhe

on reqyests under HTTP protocols.
218108 EREpENESapasEs POIDD PO 6liBerpis 0msddln may ciorlddn peinters for

Wil AR EAET j thad. ey, J urt her
cgﬁpffse§%§?oriﬁgggﬁggéﬁgg%%ﬁggﬁagﬁ:F%ﬁeagﬁ%%%mﬁ%ﬁﬂ?mam&
of different nodels. The information regardi ng access

' of different nodel incl ude poinpters for
A8 or1 at & RS  Beraiat Gifelot 1 i oy dvelude
dafoanitegatghidigy 610 HRRGEAURvisdsabfectioh 480 §liddel and brand of the
accordance with a further enbodi nent, the rel evant

ST RUYE f WMo address pPrddicsrand egayies magexifithe dhientaleviesst
devi ces connection status, a nodel and brand of the
access point, a MAC address, a | P address and a device

of th ' vi.ces. 101001711 n yet anot her
TELY L St uE e SRR e Pl s Ry e asent o
dgenting @icesa poms Sirmgpnitctgssetpak tbndfeCionbist OThi Bftware agent is
ngky &ke queﬁtiﬂn.status. The software agent is
FECTT ed'CaTOTRETTHS FRVIET; Wik anrleyter computgeipr aatelnek eprappter. The
userEdi @se D5infloREIORKnGARPHhthe wiBRsURBEss P8Rt Mo/ reject any
S|Q%Ie click to instruct a home wrel ess access point
CEPEL Keviess e dte spivare Atrat isadamed foetomatipallysodnt andsearch for
AgeRtedt g L Q. au ' I and search for
1gﬁ€pgr ?g%%&%gﬁguaae %gg%é%%@%8y¥%r%ggégngh%m“Spomtami
SHFct eptivverkistutusafatat fiven thediess tgxolanguagapagext ract net wor k
status data fromthe hyper text |anguage pages. Brief
Description of the Draw ngs

Brief Description of the Drawings

[0013] This invention will be described by way of non-limiting cmbodiments of

the present invention, with reference to the accompanying drawings, in which:

[0019] FIG. 1 illustrates a computer network having a network management

system in accordance with one embodiment of the present invention;

[0020] FIG. 2A exemplifies a screenshot for logging into the access point in

accordance with one embodiment of the present invention;

[0021] FIG. 2B exemplifies a screenshot of the network management system in

accordance with one embodiment of the present invention;
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20[0018] This invention will be described by way of
non-limting enbodi nents of the present invention,

with reference to the acconpanying draw ngs, in which:
wWdPRPhEe | il lustrates a conputer networ Kphgyd gk @oios
networ k managenent systemin accordance w tﬁ one

enbodi nent of the present inyention; 25 [0020] FIG 2A
exenplifies a screenshot for logging into the access

PR in a ce W.t.h one enpodi of  the present
PROZA, | one 90 B 0BG TEY o S Becrr Shgotiar GOGLbIBIGY oF e netvork
[ BR22pkbBsy2éh exRIRHdck 86thanSRHRADSBiRtenPdf 1Be Fhden MO
of the network managenent systemin accordance with

anot her enbodi ment of the present invention;

]FI G i §; - di ' k :
oot ‘S5 it et Sl AAhOmR R BRI SRR fprom o
ofccotdancy vathent cinbybBmeitof the[pedad]iFleBiod il ustrates a
fl ow di agram show ng the network nonitoring process in
accordance wi th one enbodi nent of the present
i ovznt i on; FIQ[ Q0RRLthkés: a Fiowl LilastahAbRswidg fhd WetdbATABMXoring

showi ng a process for creating a new
process i accordance with one embodiment of the present invention:

[0025] FIG. 5 illustrates a flow diagram showing a process for creating a new

device entry for a device library in accordance with one embodiment of the present

invention; and

[0026] FIG. 6 illustrates a flow diagram showing a detailed process for network

monitoring in accordance with one embodiment of the present invention.
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device entry for a device library in accordance with
one enbodi nent of the present invention; and
[0026]FIG 6 illustrates a fl ow di agram showi ng a

witeidd 8¢, process for network 15 nonitoring bET&Gmmwmmm(
accordance with one embodi nent of the pr esent

i nvention. WO 2009/123562PCF/ SG2008/ 000106 7 Det ai | ed
Description [0027]In line with the above summary, the

foll ow ng description 9; WA nber . of specific and

al ternative enbodi ment & 5V'& ﬁ?%&?%%u to understand the
inventive 5 features of the present invention. It

S be a rent to one skilled in the art, however
tﬁ%t hi s IhUaRPEAh heaRpvp SUiBmAY ihe ol axiing deserintionivf a number

seregietific Lt ﬁteh?a{w@%o@ﬁneh@ rgg)tr(ﬂ)l(!lcﬁl ESBM%%%hnBeme inventive

described at |ength so as not obscure
i fotres Pbie prsentdaation. Ir gl be apmrenc anorerskilied e Sl ag, however

Wﬂﬁetﬁﬁlrz%emukrl ?)“? bygi%gtxé " hosﬁ%;h %pggxlﬂg Ifdgélrlg zm%ofttge details

referring to e or '8
tIhw rﬁqt Qel dmnbeli(ht 19@28hhk Got & obdchidshid MU @SioR KR BRYbEFeference,

éoo hav twor k managenment system 110 in
cggg?o&arﬁ fenge fl“mf(‘fglé vgﬁﬁ:g&s%ﬁgoug]pou@ ke figugasariten referring to the

| same oF siditar £A8reS OSRMLE fo ﬂﬁ@h@@&( 100 can be a snall
| ocal area network that conprises an access point 112,

a desktop conputer 114, a Iaptop conmputer 116, a

| d e, devi ce
ISP arie B SUBLAREEs EnddPbeitt (o Ebh borsbyork

trernagrmeat sees bl 1ntdcdol’d’ant:e withoie EhHBodMaEWRF khe pEBNt invention.
cted to the access point

55 b AR RY G5 100 s b« Sl et e (06 yompri o recss
Ipaiat @ P2, QEpkib® borkdifterdNd, Blﬂé?)t PRBmbeRr (& ac&Ps%geﬁtcﬁ& atsﬁqtance

t he access pol nt via wrel éss connecti ons
Wirel bds %&ﬁb&cvs b, 116 andsugggwmbezmvawhmdomaed to the

‘ﬁ’bcre?é 94 ﬁ%ﬂ S 1%
phics B3 A3 PRAE L STULERS THEPestihe 2gelE (o byt e
aceespitthidRetion natvetrheablé (}at@ﬂ’ﬂéd enaddti¥nPivhile the laptop computer
#2 (ﬁg bﬁg? . Therefé t he access point 1f

§ LB ATIMGHIFOED theAcCes QUM v raless cornsetions. Due
to the wireless capability, it is possible for any other wireless equipped devices such as
an intruder 150 located within the coverage of the access point 112 to access thereto,
whether intentionally or unintentionally. Thercfore, the access point 112 is required to

be configured for security protection.

[0029] Still referring to FIG. 1, the access point 112 can be accessed via
launching a web browser of anyone of the devices connected thereto. Different models
of access point may have different configuration layouts/interfaces which may not be
easy for users without any relevant technical background to configure and manage the
same. Therefore, a network management system 110 is provided in any of the devices
114, 116 and 118 for configuring the access point 112 and managing the computer
network 100. The network management system 110 is adapted to access any brand or

model of the access point 112. In operation, the network management system 110
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[0029] Still referring to FIG 1, the access point 112
can be accessed via 25 |launching a web browser of
anyone of the devices connected thereto. Different

wPERd £39h access point nmay have different  pergarnisinooios
configuration layouts/interfaces which may not be easy

for users without any relevant technical background to
configure and nanage the sane. Therefore, a network

. I8 provided in any of the
e ATy SR B P2 B R st e S PPl Ay e e
paicads b2 14Rds famagibethetiiek GiFpetheht SQtehel WOFdsest@0he access
The nftwork manag}errent system 110 is adapted to access

R 2 apd SRR BIS RFcesHE ixét‘@@ézgign.peﬁ keim window 201 as shown in

OPRG.Al 2Rk t ; : i
2009/ 1235%05& Pﬁ/%&é%ﬁ%ﬁ%ﬁ%ﬁ% %Q?ésa’“?%ﬁietgP}%‘r]sgi“ﬁﬁgaaé%"é%%o‘“t
pbiZnt Whep thehizser vomnerct pasgvirti erecemifiod e beedlnbisykthd Qcess point
access point 112 is found, the network

IS RS el SR sl ueidonects opbT R 112

and extracts the necessary information. A |login w ndow
201 as shown in FIG 2A is shown to pronpt for user
N4 and pdLEwsPashrdr %sweasion @t tthie newerks mapasioment Fstem in

1deord MRE Nyitth Bnd S8ho AR &NGe %%g:?@iﬁlgeen%%g . ﬁeLgcire%gsh%P shows

be valid by the access point
riv g pRaRECtiops pethpibyBlcn odwedesctsheoatod edsa poipié ghpfcal user

[; Fl ws a screenshat of. the_network .
el s8R S SR Bons Y R 2L o et wislow
t4d, priesedt ldghieohi206. a Fb&es ﬁfgﬂﬁﬂ&h 918 SlI0Mexit Batton 220, The
devi ces c%gnecti ons, and praovi des network access

C

BRLFBI™ Vingo 247 displeysit!bibh devses camectehiodhs ensess prine12. The
SBhARNGTRIndSH MRS 1iSE St Rak QABAE ds (5ot 999&%&%&, &adsggmd P

di spl ay wi ndow 214, an intruder 10g button
Hddrerse and oy Afunddsess2 The dendecarserminte, Hudddesss 22DMAThaldress are

tion w.ndow . 212 di splays all the devices .
RN R W RO Briietay oy (B medivi tac wer
wioh tbomd 2l (e lusatitbray df @RSict@orl @YAnG Lt e 5ysRATEL), BhedRVICE Gser
name, an as‘i’lgg!?ed | P.15 address, and a MAC address.

TATC fetPwa oWy nelhe dpvigeieiesis a parere pADealguice sssizaedby the
HeOtCEid whilt 3R del iR, ist

system 110. 1 For o?e\?i cger;y‘?lﬁga{s %‘P’g%ﬁs\é@%’%&{gﬁﬁﬁg network
Gepgeiept wrtpmof 10t HiherlBtaddneks camba getomaticatly sisstamed b9 the deeess

A6 GF ubks QLa s :shown * Unknown”. ﬁh_e; devi ce na .
%s d name - of ? Eg' ?f@viﬁb‘%"eég F ﬁ%gheb syiees 1B Rpdrdevice
Wshidiguetvri thirdib incieyorls eTheVIRE dddreds B APRIAGRI@REHeDY chdhllevice
user o[} tpe. n((ftvvorlﬁ o, )

and can be obtained from the device. The device name and the MAC address are
captured from the device when the device is connected to the access point 112. The list
of devices showing on the connection window 212 is selectable for connection control.
The log display window 214 displays the connection activities of the access point 112.
The log display window 214 is updated automatically. The information displayed on
the log display window 214 is archived as a log data, The log data is stored at the local
computer running the network management system, of which user can access it anytime
as desired. The intruder log button 216 is used to list a list of intruder devices or

unknown devices accessed to the access point 112, The blocked log button 218 is used
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20 managenent system 110. The | P address can be
automatically assigned by the access point, or user
defined I P. Wiich ever case it is, the |IP address
wasshaned,t o each device is unique within th :
Theiﬁgﬁgéddress is the unique identifier toﬁggc 6 dSoros
devi ce and can be obtained fromthe device. The device
nane and the MAC address are captured fromthe device

n,the vi.ce is connected to the acgess point, 112,
%S“SF pf 00182’5“8?3 IR g e T ¥ e M Eh R R log button
e redemihd blocked Bl tReloal18 if Pres®@NDBGH QR RO Qhot shiGn) will
| og dlsp[ay wi ndow 214 di spl ays the connection
2y e displap pll theeardisdgafopaation. The exiThistondgo dinss wyd to quit
W%@Q&Wo&%%mhgmﬁQQﬁ%ﬁﬁaaUtO”BtiCa"y- The information

I e

di spl ayed on"t og di splay wi ndow 214 is archived as
a log data. The log data is stored at the | oca

C ter r [ t he network nagenent syste of

mﬁ?@ﬁ user WG Qe R %@a%”ﬁ‘é’é‘ﬂ?‘éaga qifle network
| dhdagetfént lsREabIA Ot dAbE Wit Jns @SR 1R Prdssht iMfention. The
i ntruder_ devices or unknown devi ces accessed to the

aXCEsaohisishewn when ayeons of dixedrvicsyinghe tigef fegonnectisedindow
1 0 | ].st ist o

Ve 1330 R RO 0ONS Sk kb 8 o

i dhicking ¢he $elpgtetd wievioes 246 tioy lidthvin bbaatedddvag. bt ticoBUR Mhdow

iSaPressed, a separat ed, w ndow (n ). Wi ll appear
t%odl{hg SIEE® TS fhieessieps] We?)“%i“?ﬁ? é‘?‘ﬁ’g‘F ﬁ‘g‘gm‘?ﬁr@”’e‘ﬁisg’”w“ on the
brotce@n TR Osef aNthD QetiSadmb apaidblt sifien QR WRb WRARAIEIEMblock
2¥§g§£] 5 [0031] FIG 2C shows anot her screenshot of a

V30 Aofset REMf EWRFK biraignediin asyyreferned. n'When the
ackatd anss Whicbkns R L FBRL Qfort &ﬁna%ﬁrﬁérﬁ @%stem, t?e ell]ected
| nv_entl on. The scréenshot Is shown e any ne o % e
dsvice's MR addeess iwdll bof addhé actomatadly ontovihe dday RIMRsofilter list

FILG. 2B | s egted and e uted. The .execut ed, |

gl Biah b SR AD RaBE TR B 4 AR R et biothe plocked,

dis/ hetesrkf maitgbhient IshSém \ticesees ROMAID-RUrHE Vil tedhg K off MR access
t he device nane, the assigned |IP

GU wi ndow 230 C S :

26 éég af&ﬂ'@p‘efﬁbe favesedDoseddsasi MAGHddissd inte Fie asegsepeint 112 to
. n

PRRU BT il DSl RRARGIED EXSLETh ARMER0BRR 11,

€sen athso the nalswily megtagament agsyem ghetlen devicdNheninghthe network

I N A Wi

adasesdntvilL lat ktiaddehe RILOBRIréS 3 hy blddkel dRReMGIso archived
adqﬁﬁss ilter list provided originally by the access
B PFReEr 1Qg afich G’é‘v'i""cé*SP@Y"éieY‘ég‘l‘%&et‘t’@kb@a@ﬁ@é%@y“em as
thevingatmey kg menagenent system accesses a MAC- addr ess
filtering list of the access point 112 and i nput the
device ID (such as MAC address) into the access point

to bl t evi ce per ent | i,nce e device
3%13 st o?lggh g %aﬁge& 8%08’3’ tg%?%‘{‘ceiﬁ‘,‘ﬁég a Q/H}; T
may W rekamplaage taiittisy S tefuadrstbhethdee Geedsd PAbN G173 bR have
net wor, k nagﬁggﬁg system is shut down, the device to
BT POIEK 88158 il diferRdtclBEs fonbe censiesterb st srch o riblat1BCs,

gimAk kodsb BB - Vol EhMEC [ﬂgglfa?éﬁné?{s it l@cked devices is

also archived inh the intruder | og, which can be
di spl ayed via the network managenent system as shown

hﬁ:l:ﬁ G 2Bi“he‘2?ccess point 112 illustrates herewith in a wireless router that

provide both wired and wireless connection to .the devices 114, 116 and 118 to form the
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[0032] I n the enbodi nent above, the devices 114, 116
and 118 are provided by way of exanple, not
l[imtation. It is understood that the access point 112

weRlo2pyg, nor e ot her devices of different typ@ﬁséﬁmﬂﬁomc

connected thereto, such as tablet PCs, gam ng
consol es, Vol P phones, Interpet Caneras and the |ike.
30 WD 2009/ 123562PCT/ SG2008/ 000106 10 conput er

n k 100.. 1t also integrated with a nodem t hat
Rt o R0 o SR hGHREGHM b eRdRmebe: Hlvribe computer
| miresiRao o 034} Thge pi@aant i nvention provi des an
internedi ate user-friendly graphics 5interface for
renotely controlling the access point. [00351FIG 3 is

igpl i fi di howi_ng._how t he net.wor .
et T2y 2t et AL Rl Ry R P S B sraphics
dotetfee fpoiemptelyl@nirplliag teradascmimi t h one enbodi ment  of
the present invention. The access point 112 conprises
an access 10 point information 312, a data query 314

goassp HTTPFEES Bets 318mplii&l B6LLSEaRfh NtholWiLhIBt I8 network
312 conprises the network connection status

i TgRGRNt Bitemaeichadevissilhé moaiters fig apassopointlild i acomdance with

[ ! 1d] on the devyife nodel
(e LB e Pl R, "B B RO EEorRoR  acces
oo rihfetusatipn {332 natiata Hveye3 ldCmd SSHPDP RbrviNS 07, MRthd Qtesd hdint

be. prasent ed by way of the web pages provided b
(RGeioR 12" Cular 4T GEFick oot Hads Tabarasgnyasyeroin
exttia i fbinetioRr fsep idf@RBuagand $LCDERNANE oRNAe E?&é &, the
via the data %uegy 314. The web pages are prefornmatted
AfPssednteptognationed 13 de pyidedimits preprichm fadveh Tlee wakss point

i d e access poin
AR 1909150 A-oh SIS R TEESSHBEA by e e
2610086]'8tich dreredfestible by way of kenstle tackupaisMlide, such as XML

. t t 10 [ trol t 302
AR T i 3R Gy o e wEEbseury PatmaTHd e n the
agest pod21 12Sarddiinedle kb GREALIL 3heic® fla,g g&tésf?éhs (¥ sk Dint

HTTP server 316 of the access pol nt ased on a
stformstiew2 By pisplerdsche weupdzgeas HTTP 1.1

specification. The control agent 302 scans the web
pages and obtains relevant information fromthe access
PosGt 112.StlseRmingko G¥F. Halicenenddtk r@nsRiReckyaBE 100 comprises

lgorith e used for scanning _and obtaining the
B LRl b Dol B ok flor B e Gel/S AP r Rt septrol aeer i
cHaprl ay @taBlBht daendakibns3R L ti@ﬂm@@:&%&l 398 he 3Qbesh ﬁ?int 112

urther adapted to send command to the access po

aped piya SARHEEHT B Perdesel sudhais T TPOT srpuifiatican Lhanchttobagent
T 5 MR LAl SRR S R RHET o P RS Seo: 112
Adnkndvat dagt oinizgdetisdand algorithm can be used for scanning and obtaining
the required information. The obtained information is then displayed on the GUI 304.
The control agent 302 is further adapted to send command to the access point 112 to
change the access point configurations and to control the network connecting through
the access point 112. The access point configurations include administrator and user

settings, IP address settings, encryption settings, firewall settings, etc. The control of

the network includes obtaining a list of devices connecting to the access point 112 for
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30settings, |P address settings, encryption settings,
firewall settings, etc. The control of the network
i ncludes obtaining a list of devices connecting to the

waceess;Rei nt 112 for WO 2009/ 123562PCT/ SC ZO0&/ 9003586

11 nmonitoring and bl ocki ng/ denyi ng devi ces connecti ng

to the access point. These cgptrols can be perforned
through the GUI 304. [0037]FIG 4 illustrates a flow

dj S noni tor.i n rocess
ag]ggl?&d@%cg&m){agk B%&ng%mg&}r(rceeﬁtcoo %p?lgsé?ﬁass point.  These
|ﬁvmnbwwmbemménﬁhumﬂﬂgagmamnkHMlIIustrated in
conjunction with the network managenent system of FIG

3. The network monitoring step conprises establishing

C ctionpg, atg I [

1155t stop 20 et g ) AR GREESE; Bhfbing
AO°CS il AEFdnpR Withpelel cahediment 6f the mresputi m/entxoat fheepilow

A RS, DR SRR B 80 e

er@outve:u‘k amditaﬂtgasbdpl itiphigesCRADRGNzQBnWcAdh 4t BRp A¢6,968xing in
412. Once the connection is

qgttgﬁo?ﬁcgﬁﬁé’a‘“‘ t‘lthg aBer AU detsentigopdcjsemedal Hetepud3p; creating
hRiEmP&d@nY, i8hRoghhtt, af Bp A%, a&ﬁhtmgﬂg%m%_gé%orkq (?’ctegs &4 Step

in the HTTP server of the access poln used
é@@e§§ﬂh@5@hé4&db%sgﬂpdfnmnﬁiﬁmnﬂﬁmmmxgemﬂnaﬁhydaﬁHﬂEMng

t he oi nt
P e M L o] 1P SO PR TR DR Py csablished
r’fbmcumcrpl apemi we@pame&saungmmqmg@m&g 4001 The defedit hBBR page is
I 302 us s the HITP protocol requests,
S e d Pl Tt B eccmunng HE e sccassh fne aceess poin
qpecithi sakiaQPa HCTCI‘P p%@@ﬂﬁhfn@ﬁxf@&lg'erom aggel&% Bcﬁﬁtdﬁf?.aplﬂ(!;\;ldcd to

home page assi gned by the manufacturer
5% 10 fpfEsparigyationeamd merdtot devicay-abeesding thé ecmmxs 112. The

ri ate user
O e B St O RRRIePreafisirio s B0 G ptestuspde e
wmsbspwdmnm thrpasshiRg dnd@bpeain@RhddadaulTHHhAGEE SRigned by
12 matches the input user name and password at

eéﬁa%%%mr%{n drtitke sten 140 éhe Ysplels geired © lpg-inoipdle acgess point by
@ﬁﬁrﬁﬁr% b @pREHRSS uRPindine 1hd- pa%%?’cg] A idolo % b {v' 1n%85\9n to

, once t he user name an assSWor
PPy @rtthfeusam@ysarﬂ@am@r@@mmzpo iThe ac’bil:s% plomt au ﬁmﬁes the

i ; r.k n stem
8 SR 3R TR G s Sl T R ) B
#8@¢ccebhmianer ol agent 302 obtains a nodel and brand

i nformati on of the access point 112 fromthe default

hone page at step 432. A signature-base

foosupt ent - basaekrB@its FE0R a
t he nodel and b?g%é |nforHE?FEﬁqm%ﬁgnﬁgﬂg?ggWéaﬁﬁghﬁkﬂmi
Ik the arcRttp die dceesaeiohbid iiatiower, thevonteo! lajzént aﬂyof mla @etwork

ﬁ%gﬁfé QrﬁeAt d%%t%ydfitng{nﬁ%s 6he egfrcgﬁrtn?(ﬁzﬂ Fh[‘ggte&;% stffpo?.'}{) the
@manhagagt 3eobtains a model and brand information of the access point 112 from
the default home page at step 432. A signature-base (content-based) detection method
can be used to obtain the model and brand information. The model and brand
information is matched with a device library. The device library stores information of

known access point models. The information includes pointers for scanning the
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WD 2009/ 123562PCT/ SG2008/ 000106 12 rel evant data for
network nonitoring. The information for each device
can be stored in the device library in a formof entry
wdWod hgscslevi ce ibrary can be updated and expg
needed. When the nodel and brand information Igﬁﬁﬂmﬁ§m(
mat ched with an entry of the,gdevice library at step
434, the control agent 302 initializes the entry S
extracti dpformation fromt
%@%’é@% i "“9‘{“0 RPHGREE ﬂ%éﬁg’f‘ﬂ@wﬁtf‘&‘éiac%‘a"%rc%ﬁe stored in
i rhlfe(de'ﬂaﬁt il!ﬁﬁryd@es?orﬁﬂdf el &l tH@Nev@d&tlﬂbVarPEantblé% 48xd 48 cxpended
I|brar%f step 434, or the control agent 502 i's not
fi

afy weed “é'F’Fymﬁﬁfd énd prgdpisarationfie mﬁfthr:@ wmhranmm@y of the
sa@n: 43%a ! e”

AR dBRrRy 0L g R B TR o
cmat:tem mfdmat@imnﬁrqmlth@@em p32 ai népt 438, | Wasn tHa_endlieW.nnd brand

ormation for tr n nformation from

b Sor 89S BTG aps i he, 85 ce [t oQeep 434, or th conto
r@feﬁmozng o ablkGo fthd @AY BdRPaftPlrand REGRRLE G th’%gs.@ébt 432, the
302 extracts the relevant information fromt
OBBRIS12H0 HE crepdes warcwrnty i He dswice ybransf airsmt44@n Onam the new
Gy i0f QLR | d. ousl
: uE’gt iy coed ;&P gtlé ro?)ﬁgerﬁcjlﬁ mﬁ a% g/y (é%]i'yr . g‘fo"ﬁ’élg?“ for
rm;ra@matimfohnattiha ﬁdemhemessq:nmemtthmgeﬁm access poi nt
112 with the GU 304. [0040]FIG 5 is a flow diagram
illustrating a process for creating a new device entry

flomsof he desiilt @ctbiiBlf & ¥IG.Y, A€ S0P 456)GRe Wkl ARt 302 extracts the
enbodi nent of theﬁﬁresent i nvention. The new device

SRIFYARt indorgiagian Bamvihetrcesi@omnbhll bischige Hie e80R informlatiomand the
rf%ﬁﬂatmgomaex'ﬁgagé c@fé&%uﬁﬁs@yn% %nEJ%taWn}lIylrfgl rré)d t%cgg;23zvhen

brand i nformation o e "‘access poln
@fsifes,@sedmaytongolghe &8%es tdnaecﬂmgtltecﬂcc@g paiht QQ2vier tBaGES 304.
a new entry to be stored in the device library. At

step 501, the control agent 302 scans for an URL |ink
fiocaop t he dEf@W & alond dx@?ﬁﬁ SRR Ao QUCR  BRati é{]&vj device

or the like are genera y used for 'URL |inks w
KRy ﬁfa&%ﬁ‘s devige §pwp Hpaccardpachvrith pargesrrtbh@smenhefm present

dv@Ktldd nﬂﬁ%qlebvsdev géerﬁ S{gat 1§r¥ t%F c%‘gro’! ag F%@ont fd not match

agent scans |nc
wmddlchartdrtgamlt quiry watiaehe @odﬂ andn erakéwmmaombemfa atmab pdidte 12
and URLs are_recorded as

S t he ke S
par? ?‘Pf’ Eg et & ?Qé\gog'ntf‘? youto! agen 38 greatpp @ neyniniyto be
ag&ﬂtm IR RY | z%ﬁhaﬁ Ahgek syt ntsl 4p8ntaRY SBJ}@VP& an URL link
%H?ar expression natchlng technlques The contro

¢ defoult Ry n9s¢-eKarrds such gpf btthF?LOIi the kiké gre generally used
oy as }i@@rlnl& Wilin ﬁtﬁ{l ggg& &tcsﬁéé@()ﬁ nﬁgﬁé etﬁatggerF(L Mfed is

URL Iink is avall coh
peemkd.t @\t§te@pﬁ950met®ns«ﬂ&rgerﬁtdiﬂzadchnst foe keywords (mcludmg “http://™)

SR P RS g D30 B S bl
URLs are recorded as part of the new device entry at step 504. The control agent 302
may scan the keywords using any known regular expression matching techniques. The
control agent 302 then determines if more URL link is available for further scanning at
step 505. If more URL link is available, the control agent 302 loops back to step 501 fo

scan for all the available/possible URL links and record URL links for monitoring and
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13 configuration. Upon conpletion of URL |inks

scanni ng and new device entry creation, the contro

agent 302 perforns the initialization of device entry
wasobdesstep 435 of FIG 4. In the | oop froméhesi@Boios

501 to the step 505, the control agent 302 not only

scans the URL link in the default html page, but al

the URL |inks available in the htm pages 5of the

L
S CmpaA LN HOR of ORP, ERTRAER RS Bhles eney grpaton,
%Lm cotrtepl %fzm ﬁ%llj%@fognedwnm?d;ﬂaemﬁmmaaldpu?tk& s'f:&rpetss of FIG.
u a ow adgram i ustratlin a
d‘gt gnl frg éo Wr'd fl%’éélgj Slt(i?réoﬁ df \%"r*ﬂe BriepigPtiagens ?%“Qﬁ%@%mﬂs
FhGUR. link :ﬂ@ﬁ&fe@ﬁ&%%a%@ RNl @iétlﬂ‘{’i!, H@@tavﬁfabfet?@gpgé\tml pages

present 10 invention fter the control agent

i i the sapsrddURhdinkre vihsdoemeanyplétes whenmleasilabfe/fokable &yml pages

t DEhik QRLL all identi

L R B s BRI AR BE R Bl el Wil e

the device entry at step 602. At step 604, if the user
system wants to bl ock any

e net k mana
Fe’{\);‘l E es Co:ﬁﬂétpllﬁ § aé]&d]élé‘?gaw midetpifesd propgss for network

andtitoghg age@p 4803¢ pr@ms ifa®BRGh I R
addressgfllt%rlng PrOV|aeé by the ﬁggg%%essﬁ%%?%fw@ﬁsaﬁm

TRETNAE Aberrthaeongp 392 [ind6alizgd thevicdiee witrlylin Hep mwm 4,

LR r a oint 1

st?% r@(t)[Mr%e@J g%?ﬁﬁg / {rﬁc‘?{(%i l&gﬁ (Ijgagé} 19 16 o(%af%ﬁs 00&8%/0 leg\l\fle access

Fobe dflbrsed yo tfﬁtde&bemtﬁﬂﬁ steploez. camtépbmagem us&Oéf th@@d@@ork
ively to updates the dev

back to 602 re
Bt Brayin Gtlodhans dbues CﬁB‘N‘iE“‘glchea%CC‘*‘éS point 112, the
Roge@faperd02 bpinb & spebiiR HhESRE rfladAt aml & fﬂtcnﬁ% g@?eg&j gy the

or | ess woul be sufficient and 20can e cons

rers Priffel Be afe MPGDalrese of Hy slveteprodeswill bdmidnettm IMAC
t data f t
SRR SISO 102 BRI R PR

[dEﬁd,cS]silbscqa.rmtljneAt enepcﬁmﬁnam corttm aagettvmnklowewwgtep 602
ste acces%ﬂg %.qg}mork access point 112 and
6 UPhtes h3REEEso 4iShi S0gReetipg éatus ek the) aasefsapdntpbifest a

peeddfidearindfg SR NEddred ﬁ&%?gs(?f PQISHds %} E:ss whBd E@ EWRESnt and

managenent system provi des a devi ce rary t

Stoheonsidered Arepel-me pegar di ng access p0|nt of different

nodel s, the entries in the device library is then used

to assist the network managenent systemto

BOddt er m ndwrirtghtbe procas,ithasetobrkt dimapangit kR eni stk Ok dRIataOfom
t.he network connectlgﬁart status. By that,

[ o)l S et PGS s R ocH Tearioasi 1y 1
WD 2009/ 123562PCT/ SG2008/ 000106

[0043] In another embodiment, the network management system accesses a
network access point 112 and operates based on scanning a hyper text language pages
used for accessing the access point 112. The network management system provides a
device library that stores information regarding access point of different models, the
entries in the device library is then used to assist the network management system to
determines the locations of the required information regarding the network

connections” status. By that, the network can be monitored and controlled easily. In
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14 the event that no record of an access point nodel
is found, the network managenent system automatically
search rel evant hyper text |anguage pages and rel evant
weeywn8s2regarding the field of interest fre@tbRosoooios
hyper text |anguage pages to generate a new device
entry for the access point nadel in the device
library. 5 00441Further, the network management system
PERWVERSh@ HoSGHr8 oY 8n la&%& ﬁtﬁﬁr‘rﬂbﬁ@ iPHOREE R ctwork management
automatically. Upon each | o0 ere i's'a sh
dBISER awerasically spashaelavmt byper &56 Iangleff@,o paget hed mm«ﬁnt |k0y3«}30rds
Stk r.ef stan a real -
Ry, (0RO el bR RERDETH el 1aES egenerare a new
né&wa@rektryrﬁmalgﬂlmt peiyishedel inthabdeedBrakf) extract
information fromthe access point of different nodels,
user of the network nanagenent systemrequires to
vooks 1N ONRrARDIEALOI RRMALCAAE AR bibnidBd weursive loop
under st andi ng t Feratlon and configuration i
ofCRETRE preews guipmriallpf Ugph fachdnep, tpukelss: shet tinog delay, such as 5
oft ent t at r
e SE st g e ot oo B bR B Y ar e
rrg@ze@@gg iic Yrpspeeific ap;ihcp)u[coz\/lzﬁke&eallemdr@nﬁﬁuéement system is able to
gﬁa% catlon of .the connectgd devi ces, ﬁ

tTus 0(5?“ PRIshE §oest Paing ol @iff ‘i“?“l‘ré""d‘?lﬁseusﬁé of tll?aﬁetWOFk

Ltﬂmagerﬁcmﬁgdyﬁe@ tegHirdsOtol WSk Ut ofe lﬂ%ﬂﬁat‘ﬂnr Eivﬁ-éﬁm@}ﬁctﬁﬁys and
poi,nt tﬁ bl ock/ reject any connected devi ces.

[Lb‘é%t]ai’ ng thopgAtie drd Kondfisyratien anebers mevess pphe of different

(mgngnagaﬁgggent system can be configured to send
alerts to t user of the network managenent system

via any avail abl e communi cati on nmeans, such as E-mails
Mss alerts, .The netwgrk connections to the access
30| n]ts 112 grlg & pods |a{/€e%lgegm F SYEd o grtvest grent dejess. sush as
[ded4af] tampune oabﬂkeﬁo&e&ﬁ{ﬁuﬂil AprolA6s &]Sﬁs%@“idémﬁ@zﬁ%ﬂ? BF the
gsten1re uire enlng per text |anguage pages for
SRS iRy Fa RS cthfr tiryse ﬁéé‘%ﬁ%‘ﬁ@dat%é ghenvtiord Heensgesmentse a

%%?Irﬁi[}cg Qggtﬁséth{l&m\.e 2 Lﬁé)ﬁ{%r wh8¥s 4389 Y8f %%%ﬁ/r%@cq any connected
evices.

[0046} In accordance with another embodiment, the network management
system can be configured to send alerts to the user of the network management system
via any available communication means, such as E-mails and SMSs alerts. The

network connections to the access point 112 are archived and logged for later usage.

[0047] In the above description, the network management system requires
opening hyper text language pages for extracting data. It is possible the network
management system opens the hyper text language pages and extracts data without
actually showing the hyper text language pages. These operations are generally

performed at the background of the device hosting the network management system.



actual ly showi ng the hyper text |anguage pages. These

operations are generally 30 perforned at the

background of the device hosting the network

“qgﬁ t system WD 2009/123562PCT/ S Q20

?8§%§?Vhile speci fic enbodi nents have beg(g'ﬁg)((?"%’g‘)"”"6

described and illustrated, itsis understood that nany

changes nodi fi cati ons, varlaglons and conbi nati ons
invention wthout

of co t he
d pa ting h@}n@ th% Igcc%g,bé)dmenfsﬁé ﬁv@hfi?sﬁﬂ edgandqifustrated, it is

Chadenssocl]. fat GAYL BEindagt Wlﬁcﬂﬁﬁagﬁ%mﬂssﬁt &Mihions, thereof
8%@% ng a. conputer network havi ng an access poi nt
Cc

Nﬁ@deafo theagResegh dnventican withewj departing drogothsusaope of the
NeL¥K 5 managenent system conpri Sing: a
software agent that resides at the at |east one client
device, the software agent is operable to access the
access point to search hyper text |anguage pages
stored in the access point, wherein status of the
conputer network connecting to the access point is
extracted fromcontents of the hyper text |anguage
pages; and 10a graphical user interface is operable to
list all client devices connecting the conputer
network based on the extracted rel evant data, the
graphi cal user interface conprises controls for
aut hori zing or blocking client devices connecting to
the computer network via the access point,
wherein the software agent periodically updates the
rel evant data automatically 15at a predefined tine
t hrough extracting the relevant data fromthe hyper
text |anguage



10

15

20

25

30

pages stored in the access point. 2. The network
managenent system according to claim 11, wherein the
software agent is operable to search for hyper text

| anguage pages with regul ar expression of 20rel evant
keywords. 3. The network nana&énent system accor di ng
to claiml, wherein the software agent is operable to

search for hyper text |anguag alﬁ%fges Vi a requests
under HTTP protocols. 25 4. The network managenent

system according to claim1, wherein the software

agim is GPERIBIEI Yk gRimagemenihey stesp domnenaganga computer network

r | s} ] devices with reqular

e S bR PEp Sk o R Bl B et 8 e Piouter metwork

management sysmaonpcisopdi ng to claim 1, mhere:n t he

software .agent is operable to extract the relevant

data rdgHrt '%a%epmhagre ot Hdhe pi kAt cae vliewslevicy the software agent

r g6 'égérhﬁe 4H @é‘dess!‘[ﬁz%e&%@ﬁ&ﬁpiosseaé@ggateﬂ I%ﬁ%m%é E?%ﬂ’lé\gtored in the

17 . The network, managenment system accordifig

clagbess point.uwhdrein stowspodi the ngmputdendtoarit b@mad‘,tylfgﬁ@ fthe access point is

storli Lnfornation regardi ng access point o

Gi P BT ORLRTats o e Bie toat Wib Rk ERGGe Rt syst em

accor digngrapBicAll @M ferrabB 8 h&rabReol M Oa'ilnafehpﬂevi es fonnecting the

5regardi ng access point of different nodels Inc udes

p SPRPEIES nepyork desasipen dieeetiyaotd tebvint datguthg %rqqﬂms uaf(ﬂnterface

t anding cennection. status... 8. The network .

kS ESR0UE G abRBRARR ST et peigs nowRectng o the

r ebeamt netalosk vinGhditesssipBer mati on regarding al | the

client devices connection status. .

wherein the software agent periodically updates the relevant data automatically

at a predefined time through extracting the relevant data from the hyper text language

pages stored in the access point.

2, The network management system according to claim 1, wherein the sofiware
agent is operable 1o search for hyper text language pages with regular expression of

relevant keywords.

3. The network management system according to claim 1, wherein the software
agent is operable to search for hyper text language pages via requests under HTTP

protocols.

4, The network management system according to claim 1, wherein the software
agent is operable to extract the relevant data regarding status of the client devices with

regular expression of relevant keywords.

5. The network management system according to claim 1, wherein the sofiware
agent is operable to extract the relevant data regarding status of the client devices via

requests under HTTP protocols.
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10 9. The network managenent system according to
claim1l, wherein the relevant data includes a nodel
and brand of the access point. 10. The network
management system accor di ng £6 claim1: wherein the
rel evant 15dat a |ncludes a MAC address; a | P address

11, Th "
e vor ¢ TeaSyRRET H}a“%%fé]%eé%sh%% B 1158 o i tbrher comprising o
f Lt?etvhembcamﬁ(ﬁzi sshifig) ifoisRTioN teRhiding dcb&k YIRS of dlf‘f@feﬂ?ﬁl'og&s.
of the client devices authorized to connect to

network. 20 12. The nethod of accessi ng an access

poi Nt cpNRGL 61@%%}agé1ﬁéﬁtsb§%§ ?%Oég Eltgrtég ﬂ‘é]? f o&ﬂé Sformation

conmput er networKk nmana

ccu‘:g'aﬂe«tfl:lh;3 ancest peimmref BifferanmpdeRi iNGudes pointers for appropriate hypel text
software agent resided at the at I|'éast one

ecutin
CHTEHEE GRS 814 BC A EASRHING COBEEeB 82ipbi i |
searching for a hyper text |anguage page stored in the
access point for logging on to the access point;
| ggi ng hemetworkhmampemsst poicni akt\&oﬁdh‘n%ls(etrclaii}ﬁme vAdlein the relevant
sswor.d, searching for,. ot er tex anguage
Sggtéémé‘t‘%erséﬂgf??a?‘?fgw&%‘ dueal piia? ﬁ%(@m denisascasncchen Status.
rel evant data regardi ng status of client devices
connection fromcontents of the hyper text |anguage
pﬁges TheImhmhkgnmngmabm.&h@nnhumnhngaywmﬁﬁ]Q@ﬂﬁﬁﬁhnﬁ@remvmn

b d h
L Ofte TROUES PSS af RRPA Bk PP ey 2007 on the

10, The network management system according 1o claim 1, wherein the relevant

data includes a MAC address, a IP address and a device name of the client devices.

I, The network management system according to claim 1, further compriéing a
user library includes information of the client devices authorized to connect to the

network,

12. The method of accessing an access point connecting at least one client device to
form a computer network for managing the computer network connection, the method
comprising:

executing a software agent resided at the at least one client device 10 access the
access point;

searching for a hyper text language page stored in the access point for logging
on to the access point;

logging on to the access point with user name and password;

searching for other hyper text language pages stored in the access point;

extracting relevant data regarding status of client devices connection from
contents of the hyper text language pages;

listing all the client devices connecting the network on a graphical user interface
based on the extracted relevant data;

ANENDED SHEEY
WEAIAL



10

15

20

25

30

i pakitai 18 authorizing or blocking client
devi ces connecting to the network via the access point
via the graphical user interface; and updat i ng
periodically the relevant data automatically at a
predefined time through extractd ng the rel evant data

fromthg hy ! Anguage pages stored in the == .
5acce525ﬁl S&M% ' %gﬁ%ﬂéﬁ%’éfeﬁggeﬂe o"ro&{’%"g’-“{%go Bicahevk via the access
wherieti via tm@raﬁﬁrathéeﬂgﬂérﬂfceié}ﬁil hyper text | ang}yage

ages i s by way ,of using regular_ expression o _ .
Pelgevan‘ipdﬂ J yH%‘.iicafib’lliTFhée]‘?ﬁi’{nhdhwa@@f@ﬂ@i!ﬁ’é]}’t ot @l piedefined time
124 i 0the ' f, de Ltext | anquage .
P e PG ERL B Rl B s (P bp PR 8rca in e
15wceeRgomet hod according to clai m 12, wherein

extraction of the relevant data regarding status of

the client devices is by way of regul ar expression of

r el'S?Varﬂthell%léﬁlM&\@E&?ding ]té'c_lz;m]e]%T,E\Rrﬁ&gigaﬁ)g%zghﬂg%.tf& the hyper text
claim 12, wherein extraction of the data regarding
stlangyegopagehis byl wane! woniregdai expbasied ofreleagueserds.

under HTTP protocols. 2017.The nethod according to

claim 12, further conprisin.g storing informtion

regar diTng 186B6S Scdd@ding 18fclain| {2t iN0de lséar%hing £dBthe hyper text
The nethod according to claim 17, wherein the
i AEEPARR Rages PdgeaddingqueeawdepdTAP podtotil.f er ent nodel s
i ncludes pointers for appropriate hyper text |anguage
pages
15, The method according to claim 12, wherein extraction of the relevant data

regarding status of the client devices is by way of regular expression of relevant

keywords.

16. The method according 1o claim 12, wherein extraction of the data regarding

status of the client devices is based on requests under HTTP protocols.

17. The method according to claim 12, further comprising storing information

regarding access point of different models.

18. The method according to claim 17, wherein the information regarding access
point of different models includes pointers for appropriate hyper text language pages

and the relevant data regarding connection status.

19. The method according to claim 12, wherein the relevant data includes

information regarding all the client devices connection status.

20.  The method according to claim 12, wherein the relevant data includes a model

and brand of the access point.
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25and the rel evant data regardi ng connection status.
19. The nethod according to claim 12, wherein the
rel evant data includes information regarding all the
client devices connection statd8. 3020. The net hod
according to claim12, wherein the rel evant data

l Ud 16%?9%&&&&?9]@%2\8?%&1?ll?gr\]x%i%%ﬁ 2 pﬁ%g data includes a MAC

amddreds,rag]’taddﬁdsﬁmm ddevidh@nel T hd8ichEh&YRNt data
i ncludes a MAC address, a | P address and a devi ce nane

of the client devices. 22. The net hod accordi ng to

clai m LL S d MAC. add
2 S5 LD FBTR 0 AL, BB CEHESE S s
t hé aadieasdevpai into MheACtadereed TiRAInpARY o€ ehel scd@ PGt when the client

bljogked. o be blocked.
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