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ASECond node receives a first communication request sent by a frst node, where the first communication S 1 01
request includes a digial certificate of the first node, and the digitai certificate of the Wirst node 18 stored i 3 14
niackchain that includes the first node and the second node

The second node verilies, Dased on the first communication reguast and certificate valigity information, whether S 1 0 3
the diital ceriificate of the first node i3 valid, where the certificate validity information is stored in the blockchain, 17
and is used to raflect vaiigiy status information of & digital certificate of anode

When the digital cerliicate of the Tirst node 18 vaiid, the second node defermines whether io eslabiish
communication connection to the first node )V S 1 05

FIG. 1
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Raceive a digital cartificate of 3 nog

" ang vallaity status information of the digital certiicate | - SP(01

:
are sentby a CAcanter

Determine, based on the validity status information of the digital certificate, certificate validity | - S203
nformation used to reflect the validily status information of the digital certificals

stors the digital certificate and the certificate validity information in 3 blockohain, where the digital
certificate and the Certinicate valiaity information are used to verily, afterasecond node inthe - | - 5905
stockchain receives a first communication request sent by a first node, whether 3 digital
certiicats of the first node that i includad in the first communication request is valio
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Communication request receving module 1101
Validity verification module 14 103
Communication connection establishment module 1 105

FIG. 5
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Communication request receiving module 1-101

Validity verfication module 1L 103
Communication connection establishment module 1-105
1107

Communication request sending module

FIG. 6
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Certificate information recenving module 1201
Certificate validity information determining module 1-203
Storage modul 1205

FIG. 8
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J

Receive, at a second node in a blockchain, a first communication request sent from a first node in the blockchain, wherein the first 1 10 2
communication request includes a digital certificate of the first node, and wherein the digital certificate of the /
first node 1s stored in the blockchain

Accessing, by the second node based on the first communication request, certificate validity information ) Ve 1 1 04
associated with nodes in the blockchain

Verify, by the second node based on the first communication request and the accessed certificate validity information, whetherthe ~ |—17(06
digtal certificate of the first node is valid

o Uniclirectional
Bidirectional or bidirectional verification
for Inter-node communication? \

1108

Unidirectional

Establishing a communication connection between the second node and the first node L 1 1 1 0

Verify, by the first node based on the second communication request and the accessed certficate validity information, whetherthe ~ 1—717716
digital certificate of the second node is valid

Accessing, by the first node based on the second communication request, certificate validity information associated with L~ 1 1 14
nodes in the blockchain

Send, from the second node to the first node, a second communication request, wherein the second communication request includes | —141 7
a digital certificate of the second node, and wherein the digital certificate of the second node is stored in the blockchain

FIG. 11



