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METHODS AND SYSTEMS FOR SHARING AN AIRSPACE WIDE UNMANNED
AIRCRAFT SYSTEM DATABASE ACROSS A PLURALITY OF SERVICE
SUPPLIERS

CROSS-REFERENCE TO RELATED APPLICATIONS
The present application claims priority to (i) U.S. Patent Application Serial No.
15/997,556, filed on June 4, 2018, and (ii) U.S. Patent Application Serial No. 62/515,262, filed

on June 5, 2017, the entire contents of both of which are herein incorporated by reference.
BACKGROUND

An unmanned aircraft system (“UAS”), which may also be referred to as an

autonomous vehicle, is a vehicle capable of travel without a physically-present human operator.
A UAS may operate in a remote-control mode, in an autonomous mode, or in a partially
autonomous mode.

When a UAS operates in a remote-control mode, a pilot or driver that is at a remote
location can control the UAS via commands that are sent to the UAS via a wireless link. When
the UAS operates in autonomous mode, the UAS typically moves based on pre-programmed
navigation waypoints, dynamic automation systems, or a combination of these. Further, some
UASSs can operate in both a remote-control mode and an autonomous mode, and in some
instances may do so simultaneously. For instance, a remote pilot or driver may wish to leave
navigation to an autonomous system while manually performing another task, such as operating
a mechanical system for picking up objects, as an example.

Various types of UASs exist for various different environments. For instance, UASs
exist for operation in the air, on the ground, underwater, and in space. Examples include quad-
copters and tail-sitter UASs, among others. UASs also exist for hybrid operations in which
multi-environment operation is possible. Examples of hybrid UASs include an amphibious
craft that is capable of operation on land as well as on water or a floatplane that is capable of

landing on water as well as on land. Other examples are also possible.
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SUMMARY
In one aspect, a system is provided. The system can include:

a first unmanned aircraft system (“UAS”) service supplier computing system,
wherein the first UAS service supplier (“USS”) computing system provides service to a first
service area, wherein the first USS computing system is operable to:

(a) receive, from UAS operators, first operation data for a first plurality of UASs
operating in the first service area, wherein the received first operation data comprises, for each
UAS in the first plurality of UASs: a unique UAS identifier, location data, and time-of-day
data corresponding to the location data, respectively;

(b) receive, from a second USS computing system, second operation data for a
second plurality of UASs operating in a second service area, wherein the received second
operation data comprises, for each UAS in the second plurality of UASs: a unique UAS
identifier, location data, and time-of-day data corresponding to the location data, respectively;

(c) maintain the first operation and second operation data in a UAS database,
wherein the UAS database does not include owner information; and

(d) provide a publicly accessible application interface for obtaining at least a

portion of the first operation data and second operation data from the UAS database.

In another aspect, a system is provided. The system includes an unmanned aircraft
system (UAS) registry comprising a plurality of UAS accounts, wherein each UAS account
comprises (a) owner information data and (b) a unique UAS identifier. The system also

includes a plurality of UAS registration computing systems operable to create UAS accounts
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for the UAS registry and control acoess o the plurality UAS accounis via an suthentication
provess.  The system alse inclodes a plurality of UAS service supplier {LIRS) computing
systems that cuch provide service to one of g plurality of service arcas within an sirspace,
Gach USS computing system s operable &y {83 receive, from UAS operators, operation daty
for FIARs epx\:mting iy the service area served by the USS computing systeny, wherein the
received operation data identifies data Tor each UAS withva anigue UAS identifier assigned to
the UAS, {b) receive, from the other USS computing systems for the airspace, operation data
for LASS opaating 1 the other service arsas served the other USS computing svstems,
wherein the operstion data for the other service areas identifies dota for sach UAS with a
unigue UAS wdentifier assigned to the UAS, () combine (i) the operation data received from
the UAS operators for the corresponding service arca, withy () the operation data received
from the other LIRS computing systems for the other service areas in the airspace, o maintain
an airspace-wide UAS database, wheretn the UAS database identifies operation data for each
UAS comprising the unigue UAS ientifier assigned to the UAS, and (d) provide a publicly
accessible application interface {or obtaining awspace data based o the AN database.

In another aspect, method operable by g plurality of UAS gervice supplier (LSS
computing sysiems that each provide servies o one of a plurality of wnmanned aircvalt
system (UASR) service arcas within an girspace is provided,  The method ncludes (8)
receiving, from UTAS operators, operation data for UASs operating in the service area served
by the LSS computing system, whereln the recetved operation data dentifies data for each
UAS with a unique UAS identifier assigned to the UAS, (b) receiving, from the other USS
pomputing systems for the sirspace, operation data for UASs operating in the other service
areas served the other USS compuling systems, wheraint the operation data Tor the other
service arcas wdentifies dati for each UAS with o wrdgue TAS 1dentifier assigned to the UAS,
{c} combining (i) the operstion data regeived from the UAS operators for the corresponding
service area, with (3t) the operation data received from the other USS computing systems fr
the other service arcas o the aivspace, to mamntain an airspace-wide UAS database, wherein
the UAS database wdentifies operation data for cach UAS comprising the unigue UAS
identifier assigned to the UAS, and () providing a publicly accessible application interface
for obtaining airspace dals based on the LAS database.

These as well as other gspects, advantages, and alternatives will become apparent 1o
those of ordinary skill in the ant by reading the following detailed deseription with reference
where appropriate ¥ the acconypanying drawings. Furcther, it should by andersiond that the

3

-



0

WO 2018/226661 PCT/US2018/036007

deseription provided in this sunumary scetion and elsewhere in this document is intended to
Hustrate the claimed subject watier by way ot example and oot by wayv of Hmitation.
BRIEF DESCRIPTION OF THE DRAWINGS

Figare 1A 18 & simplitied  dlustration of g UAS, according to an exanple

plementation.

Figure 1B 3¢ a simphified illustration of o UAS, according to an example
implementation.

Figure 1C v a siplified dlustration of a UAS, according 0 an example
implementation.

Figure 1D 8 ¢ sioplified dhustration of a UAS, according o an exanple
wHementation,

Finwe 1E i g simplified ilustation of 3 UASN, according o an example
taplementation.

Figure 2 18 a simphified block diagram dlostrating components of g UAS, accerding ©
an gxample inplementation.

Figore 3 iy a simplified block dimpram hmtating a UAS deplovment system,
according 1o an Ssample implomentation.

Figire 4 illustrates an example fowchart for verifying an wentity of a UAS,
according 1o an example implementation

Figire § shows a state dlagram lustrating operations caried out by a computing
device and/or a server, according to an example implementation.

Figure 6A tlustrates an example architecture for a UAS registry system, according to
an gxample emboditment,

Figure 68 Hostrates an exanple architecture for a UAS service supplier system,
according to an example embodiment.

Figurs 6C ilustrates a plurality of UAS service suppliers in communivation with ong
another, according (o an example embodiment.

Figure 7 illustrates 8 schematic diagramn of g conputing dovice, according 0 an
example inplementation,

Figure 8 iliustrates a schematic diagtam of a server, according o an example

implementation.
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DETAILED DERCRIPTION

Exemplary methods and systems are desertbed berein. It should be enderstood that

the word “excraplary™ s used hercln v mean “serving as an oxample, Instance, or
Hlustration™  Any  implementation or featyre described  herein as Vexenplary™ or

3

“Hustrative™ is nol necessarily 1o be construed as preferred or advaniageows over other
aplementations or features.  In the Bpures, similar symbols typically dentify stmlay
components, wless context dictates otherwise.  The example implomentations described
horein are pol meant o be lmiting. 10 will be readily understond that the aspects of the
present disclosure, as generally described hevsin, and lusirated i the fgures, can be
arranged, sobstitoted, combined, separated, and designed @ 2 wide vanety of different
configurations, all of which are contemplated herein,

L Overview

Example implerpentalions may refate to 4 registration and 1dentity sysiem to establish
g trapeable ok between an unmanned acrial system (UASY and a UAS owner when
conducting flight operations in an airspace, thereby enabling public public visibility of UAS
operations while protecting owner privacy.  Such a hak would encowage responsible
operations by establishing a Currently~nuissing layer of accountability. This hnk could enable
both public awarcness of UAS operations, as well as increased monitoning, auditing, and
enforcement capabalities. The system desertbed herem establishes UAS user accounts with
protected vwner information {narwe, address, sted, and a separate unigue UAS identifier.
Thas structure provides link between the private owner identity and the public unigue UAS
sdenttficr provides g traceahle and verifiable Hink betweeh an oporating UAS and a designated
responsible eulity.

In example embodiments, a systenmu architectore weludes s phavabity of LIAS serviee
supphier (USS) computing systems that each provide service to one of a plurality of service
arcas within w larger sispace.  Jadividusl UAS operstors can communicate with a USS
syster to provide operation dats for a LIAS they are operating m the LSS systom’s service
aren. Further, the USS systems may have g foderated architecture, and voay all exchange data
for thetr individual service areas with one other, so that each USRS can maintain ifs own
airspace-wide UAS database. Imporiantly, the USK organizes the TIAS database using the
umque LUAS identifiers assigned 10 UASs operating in the airspace.  As will be discussed in

greater detail below, the use of vnigue UAS identifiers by USS systems, combined with
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separate systems that Hnk each unique UAS identifier to corrssponding owner information,
allow for mublic access to certain UAS information that has not been available heretofore.

For example, a USS can provide a public interface (and perhaps an applicstion
progranuning interface { APH Y that allows UAS operators and other members of the public to
request or access information based on the UAS database for the aimpace. This allows fora
publicly accessible graphical user (GU) nterface in which 8 aser can select 3 UAS on the
GUIL and can receive the public unigue UAS demsifier. Such an arrsngement alse sHows
UIAS operators to learm of and avoid/plan around other LTASS operating nearhy.

In a further aspect, an example sysiem architecturs tnchudes 4 UAS registty fog.,
federated registrar systoms) that stores owner dentity information aud provides traceable link
o such owner identity nformation via the unigue UAS identifiers. The UAS registry 13
sepavate database from UAS database. The svsteny may also include o phaslity of UAS
registration. compuling systems operable 1o create UAS accounts for the UAS registry and
control access fo the plurglity UAS accounts vig an authentication process. Such a structure
allows for public visibility of UAS oporations {by way of the USS and public interface that
ouly utize wauque UAS wdentiflers, separate from owner information), and facilitates
monpitoring and enforcement of abrspace rules (by way of registry tracing umigue UAS
wlentifiers o corresponding owner information), while also protecting ownet privagy
{through scparation of the registry that traces unique UAS identifiers to owasy information,
from the public-facing USS systems).

fn addition, the federated USS architecture described above provides for redundant
UAS databases.  In particular, informiation receved by one USS i shared with all vther
subsenbing USSs, such that the sate of the awspace can be kdown at all LSS participants
{even though each USS only serves a ceflain area i the larger aimspace). Such an
arrangement helps ensure that there is not g single point of fatlare, and enables fudependent
splementations with different types of public access Interfaces to the alrspace-wide UAS
data {e.g., a UAN serving an area with government-owned land might provide a cuostonmized
wmterface for government offictals, while a UAS sorving another ares without government-
owned land might not).

., Hustrative UASs

Herein, the terms “unmanned airerafl systeny”™ and “UAS™ refer fo any astonomons or

semi-antonomons vehicks that is capable of performing some functions without g physically

present human pilot.
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A UAS can take vartous forms. For example, a UAS may ke the form of a fixed-
wing airevaft, a glider atroralfl, a tal-sitter airgraft, a jet awcrall, 8 ducted fan atrerall, a
lighter-than-air dirigible such as a blimp or steerable balloon, ¢ rotoreradY such as g helicopter
or mutticopter, and/or an ornithopter, among other possibilities.  Further, the terms “drone,”
“unmanned atreraft vehicle™ (UAVY, or “unmanned aerial system®” (UAS) may alio be used to
refer toa UAS,

Figure 1A s an momednic view of an example UAS 100, UAS 100 includes wing 102,
booms 104, and a fuselage 106, Wings 12 may be stationary and may generate Bt based on
the wing shape and the UAS s forward airspesd. For instance, the two wings 102 may have
an aifoil-shaped cross section fo produce an acrodynamic Torce on UAS 180 In some
embodiments, wing 102 may cary horizontal propulsion units 108, and booms 104 may carmry
vertical propulsion units 1100 In operation, power for the propulsion units may be provided
from a battery compartment 112 of fuselage 106. In some embodiments, faselage 106 also
wcludes an avionics corvpartment 114, an additional battery compariment {not shown) andfor
a delivery unit (not shown, eg, 2 winch system} for bandhng the pavioad. I some
cobodiments, fuselage 106 15 modular, and two o more compartments {e.g., battery
compartmoent 12, avionics compartment 114, other payload and delivery compartients) are
detachable from each other and securgbie to cach other (e.g., mechanically, magnetically, or
otherwise) to contiguously form at least a portion of fuselage 106.

fn some embodiments, booms 04 terminate in rudders 116 for tmproved vaw control
of UAS 100, Further, wings 102 may terminate in wing tips 117 for improved control of 1ift
of the UAS.

In the ustrated configuration, LIAS 100 mcludes a structural frame. The structural
frame may bereferved fo as a "structural H-frame" or an "H-frame" (not showay of the UAS,
The H-frame may include, within wings 102, & wing spar {not shown} and, within booms
104, boom carvicrs (oot shown} In some embodiments the wing spar and the boom ¢arriers
may be made of carbon {iber, hard plastic, aluminum, Hght metal alloys, or other materials,
The wing spar and the hoom garriers maay be connceted with ¢lamps. The wing spar may
mclude pre-drilled holes for horizontal propulsion units 108, and the boom camiers may
mchude pre-drifled holes for vertical propulsion units 1

In somic embodiments, fuselage 106 mav be removably atiached to the H-frame {eg..
attached 10 the wing spar by clamps, configured with grooves, protrusions or other features to
mate with correspunding Heframe features, efo) o other smbodiments, fuselage 106

6
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simitlarty miay be removably attached & wings 102, The removable attachment of fusslage
136 may tmprove guality and or modularity of AR 10 For example, slectrical/mechanicat
conponents and/or subsystems of fuselage 106 may be tested separately from, and before
being attached o, the H-frame. Stmilarly, printed clrouit boards {(PCBs) {18 may be tested
sepavately from, and before being attached 1o, the boom carriers, therefore eliminating
defective pans/subassémbhies prior to completing the VAR For examiple, components of
fuselage 106 {c.g., avionics, battery unil, delivery units, an additional battery compartment,
£1C.3 may be electrically tested before fuselage HI6 i mouted to the Hedtame. Furthermors,
the motors and the electronies of PCBs 1R may also be elecirically fested before the final
assembly. Generally, the identification of the defective parts and subassemblies carly in the
assembly process lowers the overall cost and lead time of the UAS. Furthermore, different
typevimadels of foselage 106 may be attached to the Heframe, thersfore ymproving the
modularity of the destgn. Such modularity allows thesy vartons parts of UAS 100 to be
upgraded without & substantial overhaul to the manufacturing progess.

In some embodiments, a wing shell and boom shells may be attached to the H-frame
by -adhesive clements (o.g., adbestve tape, double-sided adhesivetape, ghae, sie . Therefore,
multiple shells may be attached to the H-frame mistead of baving & wmonolithic body sprayed
oaty the H-frame. In some embodiments, the presence of the multiple shells reduces the
stresses induced by the coefficient of thermal expansion of the structural frame of the UAS.
Agaresalt, the UAS may have better dimnensional acenracy anddor mproved sehiability.

Morsover, in at least some embodiments, the same Hframe may be used with the
wing shell andior boom shells having different size andior design, therefore improving the
madularity and versatiiity of the FAS designs. The wing shell adddéor the boom shells may be
made of relatively Hght polyroers {e.g., closed cell foam) covered by the barder, but relatively
thin, plastic skins.

The power anddor contra! signals from fiselage 106 may be romted o PCBs 118
through cables runping through foselage 106, wings 102, and booms 104, In the illusiraied
crbodiment, UAS 100 has four PCBg, but other mumbers of PCBs are also possible. For
example, UAS 100 may include two PCBs, one per the boom. The PCBs carry electronic
components 119 jncluding, for example, power converters, controllers, memory, passive
components, etc. In operation, propulsion vnits 108 and 110 of UAS 100 we electrically

connectad to the PCBs.
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Many varfations on the lustrated UAS are possible. For instance, fixed-wing UASs
may inclade more or fewer rotor anits {vertical or horirontal), andfor may utilize a ducted fan
or mnltiple duocted fans for propulsion. Further, UASs with more wings (2., an “wwing”
configuration with four wingsy, arealso possibie. Although Fipore 1A lustrates two wings
102, two booms 104, two horivontal propolsion unis 108, and six vertical propulsion unils
110 per boom 104, @ should be appreciated that other vaviants of UAS 100 may be
implemented with more or less of these components.  For example, UAS 100 may molude
four wings HIZ, four booms 104 and more or lesy propudsion units {horizontad or vergeal).

Simitarly, Flgure 1B shows another example of a fived-wing VAR 1200 The fixed-
wing UAS 120 inchedes a foselape 122, two wings 134 with an airfoil-shaped cross section o
provide B for the UAS 120, & vertical stabilizer 126 {or fin} o stahilize the plang’s vaw
{hurn feft or right), @ honzontal stabilizer 128 (also reforred to as an elovator or wilplane) w
stabilize pitch (th up ov down), landing gear 130, and a propulsion unit 132, wihach can
wictude a motor, shaft, and propeller

Figure 10 shows ao sxampleof a UAS 140 with a propeller in o pusher configuration.
The term “pusher™ refers to the fact that a propulsion unit 142 s mounted at the back of the
UAS and “pushes” the vehicle forward, in contrast to the propudsion umt being mounted at
the front of the UAS. Smular to the description provided for Figures 1A and 1B, Figure 1C
depicts common stractures wsed i a pusher plang, including o fuselage 144, two wings 146,
vertical stabilizers 148, and the propalsion unit 142, which can nelude @ motor, shatt, and
propelier.

Figure 1D shows an example of a wilsiier UAS 160 In the Hustated example, the
tail-sitter LAS 1640 has fixed wings 163 to provide Ui and allow the HAS 160 o ghide
hortzoutally {e.g., along the x-axis, in a position that is approximately perpendicudar o the
position shown in Figare 1), However, the fixed wings 162 also allow the tail-sitter UAS
160 to take off and land verfically on s own,

Por example, at a laonch stie, the talsitter VAR 160 may be positioned vertically (as
shown) with its fins 164 andior wings 162 resting on the ground and stabilizing the UAS 160
in the vertical position. The tail-sitter UAS 160 may then take off by operating s propeliers
166 & sonersie an upward thrust (2.9, 8 thrust that s generally along the y-axis). Once ata
suitable altitude, the tail-sitter UAS 160 may use its flaps 168 io reorient itself in a horfzontal

position, such that ity fuselage 170 is closer o being alipgned with the x-axis than the v-axis.
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Positioned horbzontally, the propeliers 166 may provide forward thrust so that the tail-sitter
UAS 1680 can fiv i a similar manner as a typicad abrplane.

Many variations on the iustnted fixed-wing UASs are possible. For instance, fixed-
wing UASs may include more-or fewer propeliers, audior may utilize a ducted fan or muitiple
ducted fans for propulsion. Purther, UASy with mote wings {e.g., an “sewing” configuration
with four wings), with fewer wings, or even with no wings, are also possible.

Ax noted sbove, some tnplementations may mvolve other types of UIASS, in addition
o of in the allernative 1o fxed-wing UASs. Por tustance, Figure 1E shows an example of a
rotorerafl that {s comymonly refirved o ay 3 multicopter 180, The multicopter 180 may also
be referred 1o as a quadcopter, as & includes four rotors 1820 1t should be wnderstood that
example implementations may velve a rotoreraft with more or fewer rotors than the
mufticopter 180, For example, a belicopter typically has two rotors. Other examples with
three or more rotors are possible as well,  Herein, the term “moulticopter”™ reférs to any
rotorcraft having move than two rotors, snd the torm “helicopter™ refers to rotoreraft having
W TOLOES,

Referring to the melgcopter 180 in greater detadl, the four rotors 132 provide
propudsion and maneuverability for the nmulticopter 180, More specifically, each rotor 182
includes blades that are gtiached o a motor 184, Configured as such, the retors 182 wmay
altow the multicopter 180 to take off and land vertically, to mancuver in any direction, andfor
to hover, Porther, the pitchof the blades may be adjosted as o group andfor differentially,
and may atlow the multicopter 180 to control ity piteh, roll, yaw, andior altitude.

1t should be understood that refersnces hersin o an “unmanned”™ actial vehicke or
UAS can apply equally o aufonomons and semit-autonomous aerial velncles.  Tnoan
autonomous implementation, all functionality of the aerial vehicle is aptowmated; e.g, pre-
programuned or controlled via real-ime computer functiouality that responds to tnput from
various sensors andior pre~detenmined information. I 3 semi-mionomous implementation,
some. functions of an acvial vebicle may be controlled by a buman operator, while other
funetions. gre carnied out sutonomausly. Further, in some implementations, & UAS may be
configured to allow a remote operator to take over functions that can otherwisg be controlled
swtonomeusiy by the UAS.  Yet futher, 3 given type of Riction may be controlied remotely
at ome level of abstraction and performed astonomously at another fevel of abstraction. For
example, a ramote operator could control high fevel navigation decisions for g UAS, such as
by speeifving that the UAS should travel from one locationr to another (s, from 3

9
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warchouss i a suburban area © a delfivery address i a neaby ¢ity), while the UAS™s
navigation system agtonomuoushy controls wore Hue-grained navigation decisions, such as the
specific route to take between the two locations, specific flight consrols to achieve the route
and avoid obstacles while navigating the route, and so on

More generally, it shonld be undeistood that the example TIASs desoribed herein arg
not imtended © be limibing.  Example tmplomentations may relate to, be implemented within,
or take the form of any trpe of unmanned aerial vehicle.

i, IHustrative UAS Components

Figure 2 i3 a sumplified bock diagram illustrating components of a LJAS 200,
according to an example implementation. UAS 200 may take the form of, or be similar in
form to, one of the LASs 100, 120, 140, 160, and 180 descnbed i reforence to Figorss 1A~
1R, However, UAS 200 may also take other forms,

UAS 200 may inchude varions types of sensors, and may include o computing device
configured to provide the functionality described horein, i the Hlustrated implementation,
the sensomyof UAS 200 nclude aninertial messurenent wmit (1MUY 202, wdirasonic seasor(s}
204, and 8 GPS 206, among other possible sensors and sensing systems,

in the Hustrated implementation, UAS 200 also includes one or more processors 208
A processer 208 may be a general-purpose processor or @ special purpese processor {eg.,
digital signal provessors, application specific suegrated eireuits; ey The one or more
processors 208 can be confipured to execute computer-readable program nstructions 212 that
are stored i the data storage 210 and are executable 1o provide the functionality of a UAS
deseribed hevein.

The data storage 210 way mclude or take the form of one or more computar-readable
storage wedia that can be read or accessed by at least one processor 20R. The one ormore
conyngter-readable. storage media  can include  volatle andfor nonevelatile  storage
components, such as optical, magnetic, organic or other memory or dise storags, which can
be mtegrated in whole orin part with st least one of the one or more processors 208, In some
mplementations, the data storage 210 can be fimplemented using a single physical device
{e.g., one opticsl, magnetic, organic or other memory or dise storage unit), while in other
implementations,. the data storage 210 can be nplemented nsing two or more physical
devices.

As noted, the data storage 210 can include computer-readable program lnstructions
212 and perhaps additional data, such as diagnostiv data of the UAS 2000 As such; the dats

10
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storage 210 may nclude program instructions 212 to perforny o facilitate some o all of the
UAS functionabity described herein, For instavce, v the illustrated implamentation, program
nstructions 212 include a navigation module 214 and g tothey control module 216,

As Sepsors

focan sthatrative implementation, IMU 202 may inchude both an accelerometer and a
gyroscope, which may be used topether © determine an orientation of the UAS 2000 In
particular, the accelorometsr can measure the onlentation of the vehicle with respect to sarth,
while the gyroscope measures the rate of rotation around an axis.  IMUs are commercially
available in low-cost, low-power packages. For instanee, an IME 202 may take the form of
o include 8 ministurized  MicroBlectroMechanical  System (MEMS) or a
NanoElectroMechanical System (NEMS). Other types of IMUs may also be utilized.

An IMLU 202 may inclnde other sensory, i addition o sceclerometers and gyroscopes,
which may help lo better determine position andior help to increase awtonomy of the UAS
200, Two cxamples of such sonsors grte magnetoneters and pressure sonsors.  In sone
implementations, 8 UAS may include a low-power, digial 3-aus magnetometer, which can
be used to realive an orieotation independent electronic compass for accurate heading
information.  However, other types of magnetometers may be utihzed as welll  Other
examples are alse possible. Further, note that o UAS could melode some or all of the above-
described mmertia sonsors a3 separate components fromyan IMLUL

UAS 200 may also mclude a pressure sensor o barometer, which can be used w
determine the altitude of the UAS 200, Alternatively, other sensors, such ag sonic altimeters
or radur altimeters, can be used to provide an indication of altituade, which may help o
ymprove theatouracy of andfor prevent daft of an IMLUL

In a funther aspect, UAS 200 may include one or wmore sensors that allow the UAS 1
sense obiccts in the envivomment. For instance, in the illustrated implementation, UAS 200
meindes ultrasonic sensor(sy 204, Ultrasonic sensor{s) 204 can determing the distance o an
object by gescrating sound waves and determiung the time interval bebween fransmission of
the wave snd recetving the corresponding echo off gn object. A typical applicgtion of an
wltrasonic sensor for UASs or IMUs is low-fovel altitude control and obstacke avoidange. An
altrasonic sensor can also be used for vehicles that nesd to hover at g certain height or need i
be capable of detecting obstacles.  Other systems can be wsed to determing, sense the

presence of, sndfor determine the distance 1o nearby ohjects, such as a light detection and
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ranging {LIDAR) system, laser detection and ranging (LADAR) system, andior an infrared oy
forward-looking infrared (FLIR) system, among other possibilities.

in some implementations, UAS 200 may also include one or more imaging systom(s),
For example, one or wmore stifl and/or video camergs wmay be utilized by UAS 200 fo captare
image data from the UAS s envivomrtent.  As a specific example, cHarge-coupled device
{CCD) cameras or complementary metal-oxide-semicondactor ({UMOS) cameras can be used
with UASs. Such imaging sensos(s) have numerous possible applications, such as obatacle
avoidance; localization lechniques, ground racking for wore acourate navigation (g2, by
applying optical flow techniques to Bnages), video feedback, andior image recognition angd
processing, among other possibilities.

UEAS 200 ny also inchude g GPS recaaiver 206, The GPS recetver 206 may be
eonfigored o provide data that in typical of wellknown GPS systemss, such as the GPS
coordinates of the UAS 200, Such GPS data may be utihized by the VAN 200 for vanous
functions. As such, the UAS may use iis GPS recetver 206 to help navigate to the caller’s
focation, as indicated, at least in paet, by the GPS covrdinatey provided by their mobile
device, (Other examples are also possible.

B.  Navigation and Lecation Determination

The navigation module 214 may provide functionality that allows the UAS 200 ©,
e.g. move about #1s covivonment and reach a destred location. To de so, the navigation
modute 214 may control the altitude anddor divection of flight by controlling the mechanical
teatures of the UAS that affect flight {e.g., v rudder(s), clevaton(s), aileron(s), andior the
speed of s propelice(s)).

In order to navigate the LIAS 200'10 a target location, the pavigation modude 214 may
imploment varous havigation wechuigues, such 8¢ wap-based navigation and localization-
based navigation, for instance, With map-based navigation, the UAS 200 may be provided
wiih 2 map of s snvironment, which may then be used to navigate to & paticular location on
the map. With loushzation-based navigation, the UAS 200 may be capable of nravigating v
an unknown environment using localization.  Localization-based navigation may volee the
UAS 200 building its own map of its environment and calculating s position within the map
and/or the positing of objects iy the environment.  For oxample, as a UAS 200 moves
throughout its epvironment, the UAS 200 may continuously use localivation to update sts map
of the eovironment.  This continuous mapping process may be reforred o as simaltangous
localization and mapping (SLAM). Other navigation techniques may also be atilized.
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Insome implamentations, the navigation module 214 may pavigate using a technique
that relies on waypoints. In pasticular, waypoints are sets of coordinates that identify points
in physical spasce.  For instance, an air-navigation wavpoint may be defined by a certain
fatitude, longitude, and altiiude. Accordingly, navigation modafe 214 may canse UAS 200 10
move ffom waypoint to waypoint, in order to ultimately travel o a finad destination (8.2, 2
final waypointin g sequence of waypomis).

ina further aspect, the navizstion modole 214 anddr other compononts and syatoms
of the UAS 280 may be configured for “localization” {0 more precisely navigate to the scene
of a target focation. More specifically, # may be destrable iy cortain situations for a UAS ip
be within a threshold distance of the target location where a payload 228 is being delivered
by a UAS (e.g., within a fow feet of the target destinstion). To this end, s UAS may use g
twosttered approach in which i uses & morg-general location-delermination {fechnique 1o
navigate {0 a general area that IS asspciated with the target Tocation, and then use a move~
refined location-deterniingtion technigque to identify andior navigate o the target Incation
within the peoeral area.

For example, the TJAS 200 may navigate 1o the general aren of ¢ target despnation
where a payload 228 is being delivered using waypomnis andfor map-based navigation.  The
UIAS may then switch to'g mode in which it utihizes a localization process © locate and travel
o & more specific location. For instance, if the TUAS 200 is 1o deliver a pavioad to a usst’s
home, the UAS 208 may need 10'be substantially close 10 the tavget location in onder to avoid
delivery of the payload to undesired aress (e, onto a roofl into s pool, oo a neighbor’s
propety, sied, However, a GPS signal may ouly get the UAS 200 so far (o, within & block
of the wser’s howmel A more precise ncahion-deternymation techmgue may than be ysed o
find the specific farget focation.

Various types of location-deternunation technigues nray be used to gccomplish
Iogalization of the target delivery location onee the UAS 200 bas navigated 1o the gengral
arga of the farget delteery lovation. Por instanee, the UAS 200 may be equipped with one or
MOre. sensory systems, such as, for oxample, wltrasomic sensors. 204, infrared sensors {not
shown), andior other sensors, which may provide isput that the navigation module 214
utilizes fo navigate autonmmously or semi-autonomeousty 1o the specific target lovation.

As another example, once the UAS 200 reaches the general area of the target delivery
focation {or of a moving subject such s a person or their mobile devize), the UAS 200 may
switch to a “fy-by-wire™ mode where # s controlled, at least in part, by 3 remofe operator,
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who can navigate the LIAS 200 to the speoific target lovation.  To this end, sensory dat from
the TTAS 200 may be sent fo the remote aperatorto assist them iy navigating the LIAS 200 0
the specific location.

As et another example, the UAS 200 may invlude 2 modale that is able o signal o8
passer-by for- assistance in reaching the spedific targel delivery location.  Fov example, the
LIAS 200 may display a visual message requesting such assistance in a graphuc display, with
the visual message possibly indicating the specific target delivery location, among other
possibilities. Iy another example, the 1FAS 200 may play an audio message or tone through
speakers {0 indicate the nead for sunch assistance, with the audio message or fone possibly
indicating the specific target delivery location, anong other possibilities. In practice, such a
feature can be useful in g scenanio in which the UAS 15 unsble to use sensory functions o
another focation-determination tochiigae to reach the specific target location. However, this
feature 18 not Hmited to such scenarios.

o sonte wplormentations, once the UAS 200 grrives at the general ares of o target
delivery location, the UAS 200 may utilize a beacon from a user’s remote deviee {2z, the
wier’s mobile phone) o locate the remote device, person, or locationn. Such a beacow may
take vartons forms. As an example, consider the scenario where a remiote device, such as the
mobile phone of a person who requested a UAS delivery, is able to send out directional
signals {o.g., via an RE signal, & light sipnal andor an audio signaly In this scenario, the
LAS 200 may be configured to navigate by “sourcing™ such divectional signals ~ in other
words, by determining where the signal is strongest and navigating accordingly. As another
gxample; a mobile device can omit & frequency, cither in the human range or outside the
human range, and the UAS 200 can histen for that fréquéncy and navigate adcordingly. Asa
related example, 1Wihe UAS 200 is listening for spoken commands, then the UAS 200 could
utifize spoken statements, sach gs “Um over here!™ 1o source the specific location of the
person requesting deltvery of a payload.

In an alierabive arrangement, 8 navigation module may be implemented al a remote
computing device, which communicates wirelessly with the UAS 2000 The remote
computing device may recsive data indicating the operational state of the HAS 200, sensor
data from the UAS 200 that allows it f© assess the environmental conditions bemg
expenienced by the HAS 200, andior location information for the UAS 200, Provided with
such infonmation, the remote computing device may determine alutudinal andfor dircctional
adjustments that should be made by the UIAS 208 anddor niay determine how the UAS 200
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should adjust s mechanical features (eg., its rudder(s), slevaton(s), atloronis), andfar the
speed of ity propelies(s)) I order o effectuate such movements.  The remote computing
device may then conmnunicste such adjustments to the UAS 200 so 1t can move i the
determined maer.

L Communioation Sysicms

fn a fortler aspect, the LIAS 200 includes one or more commumication systems 218
The communications svstems 218 may include ong of more wireless inforfaces andior sng oy
more wireling mderfaces, which allow the UAS 200 {fo commuuicale via one or more
networks.  Such wireless interfaces may provide for comimunication under ong or more
wireless communication protocols, such as Bloetooth, Wilt (e, an IEEE 90211 protocel),
Long-Tern: Evelution (LTE), WiMAX (e.g., an IEEE 902,16 standard), a radio-frequency 1D
{RFID} protocol, sear-field communication (NFCQ), andfor other wircless communication
protovols. Such wireling interfaces may imclude an Bthernet interfhes, a Uhversal Serial Bus
{USB) interface, or similar interface to commumicate via a wire, a twisted pair of wires, a
coaxial cable, an optical Hnk, a fiber-optic Hnk, or other physical connection fo a wireline
network,

{n some mplementations, 8 UAS 200 may include communication systems 218 that
alfow for both shors-range conmmunication and long-range comnunication. For example, the
UAS 200 may be contigured for short-range communications using Bluetooth and for long-
range commuanications under a CDMA protocol. In such an implementation, the UAS 200
may be configured o function as a “hot spot]” or in other words, as a gateway or proxy
botwesn a fomote suppoft device and one or more data networks, such as & collular nstwork
andfor the Internet. Clonfipured as such, the UAS 300 may facilitate data commuanications
that the remote support device would otherwise bewnable o perform by itself

For example, the UAS 200 may provide & WiFi connection 1o a remote deviee, and
SOEVE 3% & proxy o gateway to @ collular sorvice provider's data network, which the UAS
pught connedct to under an LTER or a 3G protocol, for instasce. The UAS 200 could also serve
a5 a proxy of gateway 1o g high-alttude balloon network, a satelliie network, or a
combination of these networks, among others, which a remote device might not be able to
otherwise acosss,

B Power Systems

In a funther aspect, the UAS 200 may include power systeni(sy 230, The powsr
svstem 220 may nclade one or more batteries for providing power fothe TIAS 200, Inone

15



0

WO 2018/226661 PCT/US2018/036007

exanypde, the one or more batteries may be rechargeable and each battery may be recharged
vig 2 wired connection betwesyy the baltery and a power sapply andfor via 8 wireless charging
system, such as an inductive charging system that applies an esternal Hime-varying magnetio
freld 1o an internal battery.

E. Pavioad Delivery

The UAS 200 may emplov variows systems and configurations 1 order 1o transpont
and deliver a paviead 228  In spme implomentativas, the payvipad 228 of a given LIAS 200

may include or take the form of 2 “package” designed 0 wansport various gonds o a tarsst

detivery location.  For example, the T/AS 200 can inchide & compartment, in which an tlem
ot ftems may be transported. Sach a package may one or more food items, purchased goods,
madical Homs, o any other object(sy having 8 wze and wight suitable 1o be fransported
between fwo locations by the UAS. In other impleomentations, & pavicad 228 may dmply be
the one or more Htems that are being delivered {o.g., without any package housing the ftems).

fn somie implementations, the payvioad 228 may be attached to the UAS and located
substantially outside of the UAS during some or all of o {light by the UAK. For example, the
package may be tethered or otherwise releasably attached below the UAS duning fhght to a
target location. In an implementation where @ package carries goods below the UAS, the
package may include varipus features that protect its Contents from the exvironmens, reduce
aerodynamic drag on the system, and prevent the contents of the package from shifing
during UAS Hight

For mstance, when the pavioad 228 takes the form of a package for transporting
ftems, the package may include an outer shell construvted of water-resistant cardboard,
plastie, or any other Hghtweight and water-resistant material.  Fudher, inorder to reduce
drag, the package may feature stoooth surfaces with @ pointed frout that reduces the frontal
cross-sectional arca. Purther, the sides of the package may taper fom a wide botiom to a
narrow top, which allows the package to serve as a narrow pylon that reduces interfersnce
effects on the wing(s) of the AR, This may move some of the frontal arca and volume of
the package away fromt the wing(s) of the UAS, thereby preventing the reduction of Hift on
the wing(s} cause by the package. Yot further, in some implementations, the outer shell of
the package may be consiracted from 2 single sheet of mtorial iy order 1o reduce air gaps or
extra. material, both of which may incrgase drag on the system.  Additionally or altematively,

the package may mclude a stabilizer to dampen package flutter. This reduction m flotter wmay
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allesw the package 1o have a less vigid comnection to the UAS and ey cause the contents of
the package to shift less daring fight.

in order to deliver the payload, the UAS may meclnde 2 wineh system 221 controlled
by the twether contral module 2164w order 1o kwer the payload 228 1o the ground while the
UIAS hovers shove. As shown in Figure 2, the winch systony 221 may include a tether 224,
and the tether 234 may be coupled {o the payload 228 by o payload coupling apparates 226
The tether 224 may be wound on a spool that 1s coupled to o motar 222 of the UAS. The
motor 222 may take the form of a DO motor (eg, & servo motor) that can be actively
controtied by a speed controller.  The tother control module 218 can control the speed
controtier to cause the motor 222 fo yotate the spool, thereby unwinding or relracting the
tether 224 and fowering orraising the payload coupling apparstus 226, In practice, the spesd
controtier may outpat a desired operating rate (e.g., & desired RPM) for the spool, which may
comespond {o the speed at which the tether 224 and payvload 228 should be lowered towards
the pround. The motor 222 may then rotake the spool so thet § msintaing the desived
aperating waie,

In order to control the motor 222 via the speed controller, the tether control modude
216 way receive data from @ speed sensor {eg., an encoder configured to convast a
mechanical position 10 a reprosentative analog or digital signal.  In particular, the speed
sensor may inclade @ rotary encoder-that may provide mformation related to rotary position
{andior rotary movement} of a shafl of the motor or the apoeol coapled 1o the motor, among
other possibilities.  Moreover, the speed sensor may take the form of an absolute encoder
anddor an incremental encoder, among others. So in an example mplementation, as the
motor 222 causes rotation of the spood, a rolary encoder may be used o measare s rotation.
In doing so, the rotary eocader may be used to convert a rotary position to an analog or
digital electronic signsl used by the tether control module 216 1o detenmine the amoant of
rotation of the spool from a fixed veference angle andior to an analog or digital electronic
signal that s representative of a new rotary position, among other options.  Other examples
arg also possible.

Based on the data from the speed sensor, the tether control module 216 may
determine a rotational speed of the motor 222 andfor the spood and responsively contrel the
motor 222 {e.g., by horeasing or decrenssing an electrical current supphed to the motor 222}
to canse the rotational speed of the motor 222 to match 8 desired speed. When adjusting the
motor guerent, the magnitude of the curvent adjustinent nmy be based ou a proportional-
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istegral-derivative (PID) caleulation using the determined and dessted spoeds of the motor
2220 For mstance, the mapgnitude of the current adjustment may be based on a present
difference, a past difference thused on sccumulsted crror over thme), and a future difference
fhased on current rates of change) betwea the determined and desired speads of the spool
fnsome implementations, the tether controd module 216 may vary the rate &l which
fhefether 224 and pavicad 228 are lowered 1o the ground. For example, the speed controller
may change the desired operating rate according 1o & varisbie deployment-rate profile andior
in response o othey faclors I order o change the rate at which the pavioad 228 descends
toward the ground. To do so, the tether control modude 216 may adjust an amount of braking
or an amownt of friction that is applied to the tether 224 For exanple, o vary the tether
deploviment rate; the UAS 200 may melude friction pads that can apply a vanigble amount of
pressure to the tether 3240 As avother example, the UAS 200 can inclade a wotonzed
braking system thai varies the vate al which the spool Tets out the tether 2240 Such a bisking

system may take the form of an electromechanical system in which the motor 222 operates to

slow the rate at which the spool lets out the tether 224, Further, the motor 222 may vary the
amount by which it adjusts the speed {e.g., the RPM) of the spool, and thus may vary the
deploywent rate of the tether 224, Other examples are also possible.

In some implementations, the tether control module 216 may be configured to Tt
the motor current supplied o the motor 222 to a maximun value. With such & limit placed
on the motor current, there may be situations where the motor 222 camnot operate: at the
desired operate specified by the speed controller. For instance, as discussed in more detail
helow, there may be situstions where the speed controlier specifies § desired operating rate at
which the motor 222 should retract the tether 224 toward the TIAS 280, but the motor durrend
may be Tinited such that a large enough downward force on the tether 224 woald counteract
the retrscting foree of the moter 222 and cause the tether 224 1o unwind instead. And as
further discussed. below, a limi on the motor currend mayv be imposed anddor altersd
depending on an operational state of the UAS 200,

v some implementations, the dether contrel modole 216 may be configured to
determine a statas of the tether 224 andfor the payload 228 based oa the smount of current
supphed 1o the motor 222, For instance, H 2 downward force 15 apphed o the tether 224
{eg., if the payload 228 is attachied o the tether 224 or if the tether 224 pets snagged on an
objeet when retracting toward the UAS 200}, the tether control module 216 may need o
ineredse the motor current in order 10 cause the determiined rolatiomal speed of the motor 222
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andéor spool 1o mateh the desired speeds  Simtlarly, when the downward forge is remuoved
from the tether 224 {og, upow delivery of the pavioad 228 or removal of & tether snag), the
wether control module 216 may seed 1o decrease the motor current m order 10 paunse the
determinesd rotational speed of the motor 222 andior spool © matel the desived speed. As
such, the fether control module 216 may be eonfigured to monitor the current supplied fo the
migtor 222, Por istants, the lether contred madale 216 could déternnine the molor castent
based on sensor data reeeived from a current sensor of the motor or @ current seasor of the
power systenty 220, 1n any case; based on the current supplied W the motor 222, determine if
the pavisad 228 i3 attached to the tether 224, i someong or something s polling on the tether
324, andior if the paviead coupling apparatus 226 1 pressing against the UAS 2080 after
retracting the tother 224, Other examples are possible as well.

During delivery of the payload 228, the payload coupling apparates 226 can be
comfigured to secure the pavioad 228 while being lowered from the UAS by the ether 224,
and can be further configured fo release the paviead 228 upon reaching ground level. The
pavioad coupling apparatus 226 can then be retracted to the UAS by reeling in the tether 224
unine the motor 222,

In some mmplementations, the pavioad 228 ay be passively released once it ig
fowerd o the ground.  For example, a passive release mechanism may include one or more
swing arms adapted to retract into and extend from a housing. An extended swing armmay
form a hook on which the pavicad 228 may be attached.  Upon lowering the release
mechanism and the payload 228 o the ground via g tether, a gravitational forde as well ss a
downward imertial force on the release mechanism may causs the paviead 22810 detach from
the hook alfowing the release muchanizm to be ratsed upwards toward the UAS. The release
mechanism oy forther inchude a spring roechanism that biases the swing aro o vefract inn
the housing when there are no other external forces on the swing arm. For instance, a spring
may exert a force on the swing arm that pushes or palls the swing arm toward the housing
such that the swing arm retracts info the housing once the weight of the payload 228 no
fonger forces the swing arm to extend from the housing.  Retracting the swing arm wto the
housing may reduce the likelibood of the release mechanism snagaing the payload 228 or
other nearby objects when raising the release mechaniam toward the UAS upon debivery of
the payioad 228

Active payload release mechanisms are alse possible. For example, sensors such as g
barometric pressure based altimeter anddor accelerometers may help to detect the position of

A
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the release mechanism (and the payload) relative to the ground. Data fromy the sensors can be
communicated back o the UAS anddor a control systent over a wireless Huk and vsed to help
in deternuning when the release mechanism has reached ground level (g, by detecting g
measurentent with the accelerometer that is characteristic of groand fmpact).  Iu other
examples, the UAS may determing that the pavload has reached the ground based on a weight
sensor detecting a threshold fow dowmvard force on the tether andfor based on a threshold
fow measurement of power drawn by the winch when lowering the payioad.

Cither svstems and fechmigues fordelivering 2 pavioad, in addition or v the aliernative
toa tethered delivery syetent are also possible. For example, 3 UAS 200 conld include iy ain-
bag drop system or a parachuie drop system. Alternatively, a UAR 200 carrying a payload
cotld simply land on the ground at s debivery location.  {her examples are glso possibie.

IV,  Hiustrative UAS Deplovment Systems

UAS deployment systems may be implemented o order o provide various UAS-
related services, I particular, UASs may be provided at & number of differeut launch sites
that miay be in conununication. with regional andfor central control systems,  Such a
distributed UAS deplovment systenn miay allow UASS 1o be guickly deployed 1o provide
services across @ large geographic ares {e.g., that is much larger than the Might vange of any
single UAS)  For example, UASY cgpable of carrying payloads may be disiributed at 8
number of lannch sites acrosy a large goopraphic arca {(possibly oven theoughout an entirg
country, or even worldwide), i order to provide on-demand transport of variony Hems ©
locations throughout the geographic area. Figure 3 s a simplified bloek dingram illustrating
a distnibuted UAS deployment system 300, according to an example implementation,

In the Hustrative UAS deployroent systam 300, an access svstem 302 may allow for
inferaction with, control of, andfor otlization of 4 network of ARG 364, In some
implementations, an gecess system 302 may be g computing device that allows for human-
controlied dispateh of UASs 304, Ayx such, the control systenm may iaclude or othenwiss
provide a user interface through which a wser can access andfor control the TIARs 304,

fuosome baplemontations, dispatch of the UASs 304 may additionally or alteraatively
be accomplished via one or more avtomated processes. For instance, the access system 302
may dispateh one of the UASs 3 to transport 3 pavicad to a target Iocation, and the UAS
may swtonomensty navigate 1o the target location by vulizing various on-bourd sebsors, such

as a GPS recetver andfor othey vanious navigational sensors,
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Further, the access system 302 may provide for remote operation of @ UAS. For
instance, the accesy system 302 may allow an operator to control the flight of a UAS via uts
user interface. Asa s;:scciﬁc» example, an opergtor may use the access sysiem 302 1o dispatch
a UAS 304t a target location.  The UAS 304 ntgy then autononously navigate o the
general area of the target Jocation. Af this point, the operator may use the stcess system 302
- take control of the WAS 304 gand navigate the UAS fo the target location {eg., to 3
particular person fo whom a payvioad s being travsporiedy  Other examples of ramote
operation of F UAS are also possible,

In an ilestrative implementation, the UJASs 304 may take various forms. For
exarple, each of the UASs 304 may be a UAS such as those ilhestrated in Figures 1A-IE,
However, UAS deployment systeny 300 may alse ulilize other types of UASs withowt
departing from the scope of the invention. In some implementations, all of the UASs 304
may be of the same or a similar configuration. However, in other implementations, the LIARs
304 may include a number of different types of UASs, Far instance, the UASs 304 may
include & number of tvpes of UASs, with each typoof UAS being configured for a differst
type or types of pavioad delivery capabilivies.

The UAS deployment systemn 300 may further inclade a remote device 306, which
gy take varioys forms. Generatly, the remote device 306 may be any device through which
a direet or indircot réquest to dispateh 2 UAS can be made.  (MNote that an indireéet réquest
may involve any communication that way be responded 1o by dispatching a UAS, such as
requesting a package defivery). In an example implementation, the remote device 306 may
he & mobile phone, tablet computer, laptop computer, personal compuiter, or auy network-
conpected computing device. Further, in some mstances, the remote device 306 may not bea
computing device. Ag an example, o standard felephone, which allows for communication
vist plain old teiepfhmze service (POTS), may serve as the remote device 306, Other types of
remote devie also possible.

Parther, the remote device 306 may be configared o communicate with access systom
302 vig one or more types of conununication network{sy 308, For example, the remote
device 306 may conununicate with the access systent 302 (or a luman operator of the access
system 312) by commupicating over a POTS metwork, a cellular network, andior a data
network such as the Intemet.  Other types of networks may also be utslized.

In some implementations, the remote device 306 may be configured to allow a useria
request delivery of pae or move Hems to a desired location. For example, 3 user could request
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UAS delivery of a package to their honie via thelr mobile phone. tabist, or laptop. As anothey
sxample, 8 wser could reguest dynamic delivery to wherever they are located at the tinme of
delivery. To provide such dynamic delivery, the UAS deploymient system 300 may receive
location information (g, GPS coordinates, o) from the wser’s mebile phong, or any other
devics on the ¥ser’s person, such that a UAS can navigate o the user’s location {as indicated
by their mobile phonel.

Inan Hustrative arrangemens, the central dispatch systom 310 may be a seyver or
group of servers, which is configured to veceive dispatch messages requests anddor dispatch
instructions frony the access system 302, Such dispatch messages mav requsst or instruct the
central dispatel systens 310 1o coordinate the deployment of UASS o varjous target locations,
The central dispatch system 310 may be further configured to route such requests or
nwstructions 1o one or more local dispateh systems 3120 To provide such functionality, the
ceptral dispatch gystem 310 may commumicate with the access systern 302 wvia & data
network, such ag the Internet or a private network that is established for conuntnications
botwesn access systems and antomated dispateh systems.

In the ihatrated configeration, the contral dispateh system 310 may be counfigured o
coordinate the dispatch of UASs 304 from a number of different local dispateh systems 312,
As such, the central dispatch system 310 may keep track of which UASs 304 are Tocated at
which tocal dispatch systoms 312, which UASs 304 are currently avatlable for deployment,
and/or which services oroperations each of the UASs 304 s configured for {in the event that
g UAS fleet includes multiple types of UASs configured for different services andior
operations). Addonally or slternatively, cach locat dispateh system 312 may be configured
to track which of its agsociaied UIASS 304 are cudrently avadable for deployment andior are
currently in the mudst of Hem transpart.

In some cases, when the contral dispatch system 310 receitves a request for UAS-
related sorvice {e.g. transpont of an Hemy) from the access svatom 302, the central dispaich
svsteny 310 may select a specific UAR 304 o dispatch. The central dispateh system 3160 may
accordingly instruct the focal dispatch system 312 that 1s associated with the selected UAS to
dispatch the selected UAS. The local dispatch system 312 may then operate its associated
deplovaient systems 314 to launch the selected TIAS,  In other cases, the central dispatch
system 310 may forward a regaest for s UAS-refated service to a lova! dispatch system 312
that is near the location where the support 18 reguested and feave the selection of & particular
11AS 304 to the focal dispatch system 312
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in an example configuration, the local dispatch systam 312 may be nplemented as a
computing device at the same location as the deployment svsteny(s} 314 that it controls. For
exsimple, the local dispatch system 312 may be implemented by a computing device installed
at g building, such as ¢ warehouse, where the deplovmuent systeni{s) 314 and UAS{s) 304 that
arg associated with the particolar local dispatch system 312 are also located.  In other
tmplementations, the Jocal dispatch systern 312 may be implomented at a Tocation that is
ramote o its associated deployment system(s) 314 and UAS{(s) 304

Numerous variations on and alleratives to the dlastrated configuration of the UAS
deplovment svstein 300 are possible. For example, in some implementations, a user of the
remote device 306 could request delivery of a package directly from fhe central dispatch
svstem 31 To do so, an application may be implomented oo the remote device 306 that

altows the userto provide information regarding a requested delivery, and generate and semd

a data message to request that the UAS deployment system 300 provide the delivery. Insuch
an implomientation, the central dispatch system 310 may include sutomated functionality to
handle requests that are generated by such an application, evaluate such requests, and, f
appropriste, coordinate with an appropriate local dispateh system 312 1o deploy 8 UAS.

Further, some or all of the funchionality that s attributed berein o the contral dispatch
system 310, the locat dispatch system(s) 312, the access system 302, and/or the deployment
svstemis) 314 may be combined i a single svstem, implemented in @ miore comaplex dystam,
and/or redistributed among the central dispatch sestem 318, the local dispateh system{sy 312,
the access system 302, anddor the deployment system{s) 314 in various ways.

Yet further, while each focal dispatch system 312 18 shown as having two associated
deplovment systems 314, a given local dispaich system 312 may allernatively have more or
fower associated deplovment systems 314, Sindlarly, while the central dispatch systen 310
is shown as being in comnunication with two local dispateh systems 312, the central dispsteh
system 310 may alternatively be in commuunication with more or fewer local dispateh systems
312

foa further aspect. the deplovioent systoms 314 may take vavions forms. In general,
the deploviment systems 314 may fake the form of or include systems for physically

faunching one or more of the 1TASs 304, Such launch systenss may include featares that

provide for an automated UAS launch and/or features that allow for a human-assisted UAS

faunch.  Futher, the deplovment systoms 314 may vach be confipured © lsunch one
particular TIAS 384, or to launeh nisltiple UASs 304,
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The deplovment systems 314 may further be confizured to provide additional
functions, incloding for example, disgnosticrelated fonctions such as veritving system
functionality of the UAS, varityving functionahity of devices that wre housed within g UAS
{e.g., & pavioad delivery spparatus), andfor makvnining devices ov-other iams that are hoosed
i the UAS {e.g., by mopitoring a status oF a payload stch as s temperature, weight; ey

In some implementations] the deployment systents 314 and thetr corresponding LIASs
304 {and possibly associated local dispatch svstemss 3123 may be strategically distributed
throughout an area sueh as a city.  For example, the deplovment systerns 314 may be
strafegically distributed such that each deployment system 314 18 proximate 1o one or more
payload pickup locations (e, pear a restaurant, siove, or warchouse), However, the
deployment systems 314 {and possibly the local dispatch systems 3121 may be distributed in
otherways, depending upon the particudar implementabion. As an additional example, kiosks
that allow Wsers to tansport packages via UASs may be istalled in vaviows logations. Sach
kiosks may include UAS launch systems, and may allow a user o provide then package for
loading onto a UAS and pay for UAS shippimg servives, among other possibiiies.  Other
exanples are also possible,

In‘a further aspect, the UAS deployment system 300 may include or have access 1o @
user-aecount database 316, The user-account database 316 may include data for a number of
user accounts, and which are cach associated with one or more person.  For a given user
aceount, the wer-account database 316 may include data related © or wsefied in providing
UAS-related services.  Typically, the user data associated with each user account is
optonally provided by an assoviated user andéor 18 collected with the associated user’s
peLassion.

Further, i some implementations, a person may be requirdd o vogister for & aser
account with the UAS deplovment systen 300, if they wish 1o be provided with UAS-relsted
servives by the UASs 3 from UIAS deploviment systam 300, As such, the user-account
datebase 316 may include autborteation wlormation for a given user account (v, a
username and password), sndfor othet information that may be used o authorize access o a
aser account:

In some implementations, a person way associate one o more of their devices with
thewr user account, such that they can access the serviges of UAS deployment system 300,
For examiple, when a person uses an associated mobile phone, eg, o place @ call 1o an
opetator of the avcess system 302 or send & message requesting a UASaelated service v a
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dispateh systens, the phone may be ideptified via a unigue devics identification numbsy, and
the call or message may then be attributed to the associated user account. Other examples are
also possible.

¥. Hlustrative Mathods

As noted, disclosed herein iy o method for vesifving an identity of 8 UAS: The
method may be performed by a server, by g computing device, by the UAS, by o UAS
detection svstem, O by 3 combination thereot.  The server could be incorporated as pant of
the access system 302, the central dispateh system 318 the local dispatoh systeny 312, andéor
the deployment system 314, among-other options. In practice; the computing devics could be
a remote device, such as remote device 306 or stance, that is o Sommmunicaiion wili the
sepver at dssug, Thus, the server could have access to account information {e.g., stored in
gser-account database 316) associated with the computing device at issue, such ag
mformation about the sowee location associated with the computing device andfor
sformation ghout Hems {o.g., respective weights of itms) sssoctated with the souree
location, among others.  Yef further, in some implementations, the server and the computing
device could be incorporated into a single system or device.  Note that the server and the
computing device are described 1n maore detail below.

Figure 4 15 g flowchart illusirating 2 miethed 400, actording to an example
mplementation.  {linstrative moethads, such a3 method 400, may be carried out In whole or in
part within an artangement invelving, for example, the computing device 700 of Pigwe 7
andfor the server 800 of Figure § (or more particularly by one of more componemts or
subsystems thereef, such as by a processor and 8 non-transitory computerreadable medium
having nstuctony that e executable fo capse § syvsten fo perfonn fimctions deseribed
herein). However, it should be understood that example methods, such as method 400, roay
be carried out by other entities or combinations of entities as well as in other arrangements,
wiihoat departing from the scope of the disclosure,

Method 400 and other processes and methods disclosed herein may include one or
mere operations, functions, or actions as thustrated by one or more of blocks 402-408 for
instance,  Although the blocks are Hustrated in sequential order, these blocks may alsoe be
porformed in parstiel, andior-in a different order than those desoribed hercin, Also, the
various blocks may be combined into fower blocks, divided into additiona] blocks, andior

removed based upon the desived implomentation.
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In-addition, for the mathod 400 and other processes andancthodsdisclosed hersin, the
flowchart shows functionabity and operaion of one possible implementation of present
inplementations. In this regard, cach block may represent a module, a segnent, or a portion
of programn code; which Includes oue or more instructions exectiable by a pracessor for
aplementing specific logical functions of steps in the process. The program code way be
stored ‘on any type of computer readable medium, for example, such as a storage devies
mchuding a disk o bard drive. The computer readable niedivm may inclade non-transitory
computer readable medinm, for example, such ag compuier-readable media that stores data
for shot periods of time like repister memory, processor cache and Random Access Memory
{RAM}. The compoter readable mediom may also include pon-transitory media, such as
secondary of persistent long tenm storage, fike read only memory (ROMY, optical or magnetic
dizks, compact-dise read only memory (CIR-ROM), for example.  The computer readable
media may-also be any other volatile or non~volatile storage systems. The computer readable
medivm may be congidered a computer readable storage medium, for example, or @ tangible
storage deviwee. by addition, for the method 4 and other processes and methods disclosed
heren, each block in Piguwre 4 may represent cireuitry that iy wired to perfony the specific
fogical functions in the process.

At block 402, method 200 involves recetving an indication of a location and av
altitude of a UAS at @ time of dav. fo'one example, g computing device may receive the
mdication of the location and altitnde of the HIAR from the UAS stself. In another example, 2
UAS detection system mcluding radar or some other detecting means may detect the location
and altitude of the UAS and transmit the detected focstion and altitude to the computing
device, In another example, awser may wpul a locabon, altitude, and tune of day mfvrination
of the TIAS nto a graphical oser interface on the computing device.  Othier examples are
possible as well.

In vet another example, determining the location of the TAS comprises determining
the Jocation of the LJAS with respect to a geofence. A geofonce is a virtual region specified
a relation tooa corresponding geographical region. For example, a geofeonce that encircles at
least part of an increased auntherization location can be specified with a fatitude and longitude
pair and a given xadius. In other examples, polygons, such as triangies or rectangles, or other
shapes gan be used o spicify 2 geotence. Tn such an example, the method 400 may further
myvolve detecting & breach of the geofence mn response to detection that the UAS has entered
or exited a region bounded by the geofonce.
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At block 404, the method 400 fpvolves trabsmitting the location of the UAS, the
attitide of the UAS, and the time of 'day toa UAS database. In one example, the UAR
database includes UAS operation dita including location, altitede, and time of day data fora
pluraiity of suthenticated UASs. Inanother example, the UAS database includes additional
mformation, such ag owner Wformation for the UAS and flight plan information. Other
nformation may also be incleded in the UAS database. A UAS becomes authenticated when
it s registered with a UAS registrar, as discussed in additional detail below. Such an
autherticated UAS i3 then added o the UAS database and assigned a umigue UAS identifier
associated with the UAS. An authenticated UAS may then provide flight information (o the
UAS database {o.g., realtime position and operating data).

At Block 406, the method 400 tnvolves deternuning whether or not the UAN 18 ene of
the pheradity of authenticated LIARs based on o companson of the gansmutied location,
altitude, and Hme of day of the UAS with the data in the UAS database. In pavticular, i the
ransmitted location, altitude, and time of day of the UAS matches with a location, sititade,
and time of day data of a8 VAS in the UAS database, then 3 determination can be made that
the UAS is anthenticated.  bn contrast, i the transmitied location, altitude, and time of day of
the UAS does not match with ocation, altitude, and time of day data for any UASs in the
LIAS datibase, then g determination can be made that the UAS &5 not suthenticated. I &t s
determined that the UAS Is not authenticated, then the method 400 may further involve
providing for display of av-alarm message or other form of alert. Such an alarm message or
alert may include an andio component in addition o a visual component.

At block 408, the method 400 nvolves, in response 1o a determination that the UAS is
one of e phuality of authenticaied UASs, () deternuniug a unique UAS denntier
associated with the UAS, and (i1} deternining whether or nat the UAS Iy authorized 1o be
present at the location. The unique UAS identifier may be & unigue identification number, or
may be alphanumenc. o one example, the determined UAS identity may then be transmitiad
to the computing device for display on a graphical vser interface. In such an exaple, the
unique UAS identifior may be displaved fo identify the UAS. In avother cxample, an
authorized user (e.g.. s public safety bedy or regulatory body) mey reguest further
information associated with the unigue UAR identifier of the identified UAS. For example, 2
separate database may detennine and convey information that relates the umgue UAS

wdentifier o the UAS owner andfor the UAS operator,
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The detenmination of whether or not the UAS s authorived o he prosont &b the
focation may take a variety of forms. In one evampile; determining whether or not the UAS 8
authorized to be present at the location comprises comparing the detenmined operator of the
LAS with aunigoe UAS identifier whitelist, The unigue UAS ientifier whitehist tnnprises
A Hstof one of more sgue TAS wdentilicls associated with e o mwore TTASs that are
guthorized fo dperate af the ocation. I stoved local to the computing device, the anigue UAS
sdentifier whitelist may be stored in 2 local volatile or non~volatile memory of the computing
device. I such an embodiment, a registered user may populate the unigue UAS identifier
whitehist with unigque UAS identifiery associated with UASs that are authorized 10 operate at
the location. In the event that the whitelist is stored remote from the computing device, the
unigue UAS identifier whitelist may allow a registered user 1o remadely acesss and populate
the untque UAS ddentifier whitehist,  Alternatiesly, the conyuting device may retrieve the
remotely-stored wnique UAS identifier whitelist via a fle trapsfer conpection.  Other
possibifitics exist as well.

In another sxample, the method 400 further involves, i response o a determination
that the UAS 46 one of the plosality of authenticated UASs, determining an operator of the
UAS.  The operstor information may be sssogiated with the determined umigue UASR
wentifier, An operator of the UAS is the entity actually conducting operation of the UAS i
the atrspace. 1o most cases, the registered ownerand operator of the AR will be one and the
same, however there are many gse-cases where the operator is 8 distinct entity (e.g,, renals,
leasing, i¢).  Special suthorization may be reguired to access operator data, such as
regulatory body or pubdic safety agency. As such, the general public does not have sccess
the pperater mformation assogiated with the determmed anigue UAS dentifier. 1o one
example; delermtining whother or aot the UAS & asthorized 1o be present at the lovation
comprises comparing the determined operator of the UAS with an operator whitehist, where
the operator whitelist comprises a Hat of one or more operators authorized to operate UASs at
the Jocation. Por example, i the delermioed operator 18 8 large, well-kuown global company
that frequently uses UASs to deliver their goods, then such an operator may be added to the
operator whitelist, Ciher examples for determining whether or pot the UAS is authorized to
be prosent at the location are possible as well

The wethod 400 may further mvolve, i response 1o g dotermipaiion that the UAS s
not one of the plurality of authenticated UASs, providing for dispiay of an glert,  Such an
alert myay be displayed on a grapbical user interface of the computing device, for example.
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Fuarther, such an alarm message may include both an audio component and a visual
component.

The method 400 may further involve, in response to a determination that the UAS s
one of the plurality of acthenticated UASs, deleting data corresponding to the focation of the
UIAS, the altitude of the UAS, and the time ofiday ol tha UAS. Assuch, the system may only
have the UAS data for only enough time to vartfy the identity of the TIAS and viertfy that the
UAS 15 authorized to operate at the location, and then deletes the UAS data.

YI Increased Authorization Lecation Example

Figure § next shows o state diagram 500 iHustrating some-of the operations that the
conyniting device anddor the server way carry oud 1 accordance with the present disclosure,
such as thoss introdupged by the method 400 sbove, among others.  Although the present
disclosure is often described herein o reference to the state diagram SO, it should he
anderstood that stafe diagrasy 300 s not meant to be limiting. For example, although vavious
sgtes are tustrated in g particulsr order, these states may dlso vecur in g differcnt order than
that described bergin.,  Furthermore, certain states ny be combined into fower states, divided
into additional states, andfor removed based upon the desired implementation,

As discussed sbove, certain increased suthorization locations sy be particalarly
sensitive to UAS traffic, such as correctional facilities, national parks, sirports, or stadiums,
ay exanples. Such ncreased authorization focations pay wclude UAS detection systoms
{e.g., radar) to help dentify LIASS that approach or enter thelr afrspace. When such a UAS
detection system detects a UAS at 8 panticular location, having a particular altitude, st a
particular tine of day, that information may be compared with the UAS tracking data in the
UAS Jdafabase to delermune whether or not the UAS 6 authensicated {e.g., registered).
However, fust because 3 LIAS is authenticated doeg not mean that the UAS s authorized tobe
operating o that particalar location.  Therefore, i # is determined that the UAS s
aunthenticated, the TJAS detection sysiem may determine the unigus UAS identifier associated
with the UAS, and further determive whether or not the UAS is authorized 1o be present at
the focation.

At state 302, an indication of 2 location and an altitude of 3 UAS at a time of day is
received by a computing device., As discussed above, the computing device may receive the
indication of the location and altitude of the UAS from the UAS iiself, from a UAS detection
system including radar or some other detecting means, oF a user may mput a location,
altitude, and Ume of dav information of the UAS bnto a graphical user imterface o the
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computing device. At state S04, the computing devics determines whether or not the UAS is
authenticated, as discussed above The computing device may make the determination of
whether or not the UASR s amhenticated using any of the examples desenbed above in
relation o method 400 IF the computing device determines that the UAS ® not
anthenticated, then the computing device may-display an alert, as shown at state 336, Wihe
compuating device deternnnes that the UAS Is authenticated, then the compuating device may
displayv a umgue UAS identifier of the UAS, gs shown at state S08.

At state 510, the computing device further determings whether of not the UAS 18
authorized o operate gl the location: The computing device may make the defermination of
whether or not the UAS s avthorized to operate at the location using any of the examples
described above in relation to method 400, I the computing device deternnnes that the UAS
s wotanthonzed fo-operate at the location, then the computing devies may display an alert, ag
shown at state 512, 1f the computing device determines that the UAS i3 anthorized to operate
at the location, then the computing dovice may display an “all clear™ message, ay shown at
state S14.
¥H.  UAS Network Architecture

The mitial phase of UAS airspace wdentity s registration: the capture, verification, and
managerent of identity information for both owners and UASs. This information helps to
provide a link botwiesn an operating UAS and a desipnated responsible party. To manage the
processing of this information across participating parties, wa network of independent UAS
registrars may be ntilized.

Figure 6A illustrates an example wchitecture for o UAS registry system 600,
accordmg to an example ambodimient. AS shown in Flawre 64, the UAS regiatry system 600
may nclade a plurality of UAS owners 602 that register their UASs with one or a plarality of
registrars 64, An owner 602 refers to UAS owners st all fovels, from hobbyists to large-
seate commercial services. An owngr 602 could be a single porson with & single UAS, or s
commpany with a flect of thousands of UAS.

The plorstity of registrars 604 may comprise g plorglity of UAS rogistration
computing systems operable too (1) creation and menagement of UAS accounts 608, (in)
capture, verification, and validation of UAS owner informaton 610, (i) assignment and
management of upigoe UAS dentifiers 612, and {iv) federation of UAS gecount data hetween
the registrar 604 and g central UAS registry 614, Any imterested entity could implament 8
UIAS registrar 604, provided they comply with a registng acereditation agreement defining
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aunhmwm oriteria for participation. A cooperative network of registrars 804 helps ensure no
single point of fallure i the registration and identity system, and potentially allows for
“value-added” services (e.g. fleet management, airspace roue management, ete). In serving
registration requests, the registrars 604 would interface with the contralized UAS registry 614
operated by an appropriate regalatory body.

Axshown iy Plgwre 6A, the TJAS sccount 808 may inclade onvvner wiornation §10
corresponsding to 3 papticudar UAS owasr 602 Owner information 610 is personally
identtflable information (PH) provided by the UIAS owner 602 during registration.  This
information could include ttems such as: lepal name, phong mumber, mailing address. amail
address, as examples. The information provided should be sufficient 1o enable identification,
angd provide s vahid point of contact for a responsible party dunng UAS opemations {e.g.,
phone pumber, matling address). Verification and validation of the provided information s
strongly encouraged, as this helps to prevent deliberate misuse of the systemn. Validation
could be achioved through varicus mcans, such as challonge-response (e vig SMS, amail,
or phivsteat mail), or through 3 thisd party {e.g eredit card or bank accownt). Falure by the
registrant {LIAS owner 6023 to provide verification within 8 reasonable timeframe should lead
{0 suspension of termination of the registration.  Perlodic verification of owner infonmation
810 {e.g. vearly) may be regquired by the registear 504, to ensure ongoivg dccuracy.

The UAS account 608 enable the UAS owner 602 to manage and validate ther
provided owner information 13, and manage their assigned wigee VAS identifier 612 with
their chosen UAS registrar 602, Access to an UAS Account may be protected vig an
suthentivation process, such as a login and password, In one example, the suthentication
process requires  an unplementation of iwosfacior awthentication {e.g via SMS or
authenticator application).  The UAS account 608 Iy the interface through which a LIAS

owner 602 may provide vehicle information, as well g8 transfer ownesship of a anigue UAS

identifier 612 to another UAR owner. This interface also snables the UAS wmwnsr 602 1o

arant tse permissions to a UAS operator for 2 given unique UAS identifier 612, The UAS
account 608 may also include UAS operator information.  An opervater of the UAS is the
entity sctually conducting operation of the UAS in the aftspace. In most casey, the registered
UAS owner 602 and operator of the UAS will be pne and the same, however there are many
use-cases where the opemtor is a distinet entity {e.g., rentals; leasing, i)

Onece g UAS owner 602 15 registered by the UAS registrar 604, the UAS mav be
assigned the ynique UAS identifier 812, Theunigque UAS identifiers 612 are globally wnique,
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human-readable identifiers used © publicly Wéntify an operating UAS, traceable 1o a given
owner fhwough the UAS repistey 61 The ondque UAS ddentifier 612 may be & unique
sdentification number, of may be alphanumence. The anigue UAS identifier 612 may e
physicaliy affixed o the UAS, and may optionglly be broadeast via an REF technology {e.g.
ADS-B, or similad). The unique UAS identifier 612 may also be linked (0 a specific vehiele's
manafactarer identity {e.g. serial mamber). The UAS resistry 614 may inclade a plarality of
such registered UASs, and thew associated unique UAS Wentifiors 6120 A given UAS owner
&7 may be aesigned one or more wsgue VAN identifiens 612, depending on thely oporationud
needs. For-examplea bobbyist with several UASs could be assigned a single onigue UAS
wentifier 612, In this case, the UAS owner 602 may only operate a single UAS with that
unigue UAS identifier 612 at @ given times 1o another example, & larger-seale operator may
have many wnigque UAS identifiers 812, assignable to any vehicle sy their tleet, They may
conduct operations with several vebicles simultaseonsly, each with a separate unigue UAS
identifier 612 during operations.

Figure 68 Hustrates an example architecture for a UAS service supplier (LIS}
systom 650, according to an example embodiment. As shown in Pigure 68, o pluality of
UAS service supphiers (USS) 652 may commumcate with multiple entities in the USS vysie
630, including g plurality of independent UAS operators 654, a UAS database 656, 1 Bl ghi
Information Management Svetem (FIMS) 658, amd the general publc 660, The UISSs 652
may (i} accept-operations data from LAR operators 654 using awnique UAS wdentifier 612,
{11} provide airspace data to other UAS operators 634, and (i1t} federate operations across the
FIMS 638 to other USSs 632, The USP 632 may also provide rouwte validation for 8 UAS 662
and tertace with manned au trathic control, amony ofher services,

Each USS 652 provides service 1o one of a phuality of service areas within an
airspace. A piven USS 632 may accept data input from an operating UAS 662 through
connnunications with the UAS operator 634 {e.g. through 8 mobile device or other computing
device). Such operations data received by the USS 852 identifies data for each UAS 662
with a unique UAS identifier 612 assigned to the UAS 662, The ownper information 610 is
not recetved by the USS 652, such that a given UAS 662 is only identifiable by the USS 652
via the anigue VAN identifier 612,

The opetations data input may be as stmple as an 1 am fhying i this area” notification
from an opsrater 632 (g, using & mobile apphication). The unigue UAS identifier 612 may
ther appear on g shaved public map for the duration of their opengtions. Optionally, the UAS
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662 could provide periodic elomstry updates o the USS 632 via operator-provided
connectvity {e.g., using 3 mobile phone application). Inanother example, the operations data
mpwt mgy mclude real tme position klemetry, and planned d-dimensional rowtes {e.g.. xyva
data} submitted for validation against ather known routes.

Each LISS 852 may alsoreceive, from the other USSs 652 for the atrspace, operation
dath for UASs 662 operating in the other service areas served the other US8s 852 The
operation data for the nther service areas identifies data for sach UAS 682 with 3 nnigue TIAS
identificr 612 assigned o the LIAS 862, Esch USS 632 mav then combing {1} the dpetation
data recetved from the UAS operators 634 i the corvesponding sevvice area, with {1} the
operation data recerved from the othor USSs 652 for the other service areas in the airspace, 1o
mamisin an aispacoewide UAS database 036, wherein the UAS datgbase 656 identifiss
operation data for each UAS 662 comprising the unigue UAS identfier 612 assigned to the
{IAS 662, The UIAS database 636 for each USS 632 mav or may not be physically co-located
(2.2, 1t 15 possible the USS 652 could interface with the TAS database 656 via a network), In
addition, smbodiments where some o all of the 1I8Ss 652 sccess the same UAS databage
636, and coordingte o mamtain g common database, arealso possible,

Another role of the USS 652 may be 1o provide nformation about the airspace in
which UAS operations ave gonducted. This wibrmation will be presented 1o the participating
UAS operator 634 via the USK 652 twoughout the operations of the UAS 662, The
mformation provided way inctade (1) airspace class, (i) temporary thght restrictons, (1Y)
locations of atrports, nationa! parks, and other critical infrastructure which may impose flight
restrictions, ahd (vi daia abowt other operating UASS 662 {eg., real-timp posiion or
opsrating area).  The airspace data may alse mehude real-time weather, terain obstacle
inforivation, and cooperative long-range route validation between pavticipating LIAS
operators 654

As-shown in Figure 88, the USS 652 may provide information o the public 660,
Such mformation provide a publicly accessible applicabon intertace for obtaining awspace
data based on the UAS dutabase 656, The process of providing airspace dita to the public is
performed by sach USS 632 o the USS system 630, so there are redandant points for public
access to LIAS information. The structure described sbove allows for a publicly accessibie
GUI interface in which a user can (i) spot & UAS 662 flying shove their house or other
faciity, {1) seloct a UAS 662 on the GUI, and (i1} receive the public unigue UAS identifier
812 Such an srrangement also allows UAS operators 634 o learn of and aveld/plan arsund
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other LTASs 662 operating teartyy. In apother case, 4 homsowner or resident may hear or see
a UAS 662 flying above their restdence, and wants to know i the TAS 662 is sapposed to'be
there and perhaps who 1o contact 1if they have a complaint, In sach a case, the USS 632 may
provide g Gight plan via the GU o the user,and the user can conparg the Sight plaw to what
they are actually observing to ses i the TTAS 662 18 i i3 expected location. 110 is not, the
aser may contact an appropnate regulatory authority, possibly through the GLHL

The structure described above allows for public visibility of UAS operations (by way
of the URS 652 and public interface 660 that ondy utilies unigue UAS identifiers 612,
separate Brom owner information), and fheilitates monitoring and enforcement of airspace
tles (by way of registry fracing unique UAS identifiers 1o cowesponding owner
wiormationy, while also profecting owner privacy {through separations of the UAS registry
614 that traces wnigue LAY identifers 612 1o owner information 610, frons the public-facing
LIS svstemsy 658).

Figure 6B also iHustrates a supplemental data service provider 668 in conumunication
with the USSs 632, The supplemental daty service provider 668 may inchude radar and other
info used to track LUAss, weather reports, map daty, other data used o keep track of the
environment and use of the airspace. Figure 6B also iHustraies o national airspace system
{NAS} 670 in conununication with the FIMS 658 and NAS dita sources 672, The NAS daty
sourees 672 provides NAS data to the FIMS 638, the NAS 670, the supplemental data servies
provider 668, and the USS 632, Such NAS data may be used to adjust flight plans ov other
operations data.

Figure 6 tllustrates 3 phurality of USSs 652 in commumication with one another,
accordmg 10 an example embodiment. Dats may be shared between the plurality of USS8 via
an inter-USS contmimication and coordination module 664, The inter-LISS communication
and coordination module 664 is configured to aggregate infonmation from all of the USSs
632, and farther interface with manned ai traffic control. The inter-UISS communication and
coordination wodule 664 1s based around an agreed-upon protocol defimition, commaaicated
using scalable internet techoologies {eg. Hypettext Transfor Protocol Secure (HTTPSH.
Information received by ong USS 652 1 published vig the inter-USS communication and
coordination module 664 to all other subsceribing UISSs 632, such that the state of the airspace
i shaved. geross all participants. This belps cnsure no single point of fatlure, as well as
enabling independent implomentations, with the potential for value-added fimctionality in the
future.
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When the operation daty i shured betwesn USSs 632, cnly the unigue UAS identifier
612 is shared. As sach, no details inclading operator data, owner data, airerafl type, sic. is
shared between USSs 632, Funther, the operation data may be delesed after a predetermined
period of thne {oig, every one mimute; every five nunites, or overy fon mintes ag nag-
Hmiting examples). As such; nvone example the operation data may only be stored on the
LISS 652 for encugh time to vertly the identity of the LIAS 662, and then the operation data
may be deleted.  In one particular example, sach LSS 632 comesponds to a particnlar
titudelongitude orid cell below the airspace.  The inter-lISS communication and
coordination module 864 may supply fight data fo each USS 632 vig the agresdeupon
protocol. In one example, the tight data s supplied by a pull-based repheation of the Bight
data stored in cach LSS 652, The flight data may be shared via JavaSeript Obiect Notation
LISONY HETPS, in one particudar example.

In one example, each USS 052 comprises or 15 communicatively coupled o one or
miore detection systems for chiaining information relating to operation of UASS in us serviee
ares. NSuch detection syatems may include radar or some other detecting means that detect the
focation and altitude of the UAS and transmit the detected location and aftitede to the LSS
652, Insuch an example, the USSs 652 may (1) compare the information relating to operation
of a given UAS received from the one of more detection systems with the operation daty
received frony the UAS operator for the given UAS, and {11} based on the comparison,
determine whether the givenn LJAS 18 operating in accordance with one or more anspace
parameters. In response 1o o determingtion that the given UAS Is not operating in accordance
with the operation data recetved from the UAS operator, the LSS 632 may fransmif an alert
to the UAS operator associated with the given UAS. In ong example, the one or more
airspace parameters comprises a flight plan of the given UAS. The airspace parameters may
comprise other operation data as well, such as ghtitude, air speed, or noise levels as examples.

In apother examyple, the LSS 632 s operable to (1) receive an indication of a location
andan alttude of & VAR 662 at g thme of day, (i) transimit the location of the UAS 682, the
altitode of the UAS 662, and the time of day fo the UAS database 636, where the UAS
database 636 mcludes location, altitude, and time of day data for g plurality of suthenticated
UASs, and (i1} In response to a determination that the UAS 662 45 oue of the plurality of
authenticated UASs, determine whether or notthe UAS 662 g suthorized 1o be present at the
focation. In suech an example, determining whether or not the UAS 662 is authorized o be
present at the location way comprise comparing thy unigue LTAS wdentifier 612 of the UAS
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662 with a usigue UAS idemtifier whitelist, The unique UAS identifier whitelist comprises &
st of one or more unigque UAS dentifiers associated with ope or morg LARS that are
aunthonzed to operate at the location, I the umigue UAS identifier €12 of the UAS 662 s on
the whitehst, 8 detormingtion that the UAS 662 t¢ authorized 0 be at the location can be
made:
Vil Example Cowputing Device

Figure 7 v a block diagram showing components of an example computing device
70 Generally, the computing device 700 may take the form of a desktop computer, a
faptop, 2 fablet ‘a wearable computing device, andfor 2 mobile phone, among other
possibilitics.  Nonetheless, ay shown, the compating device 700 way inclade one or more
pocsssors 702, data storage 704, program instractions 700, conununication inferface 708,
display 710, Input Method Bditor {(IME} 712, and audio outpul device 714, Note that the
computing device 700 15 shown for Hostration purpeses only and computing device 700 may
wiclude additionsl components andior have ong of miore comypronents remioved  without
departing from the scope of the disclosure.  Fuorther, note that the various components of
computing device 700 may be-arranged and connected in any manner

Processor(s} 702 may be a general-purpose processor o & special purpose processor
{e.g., digital signal processors, application speciiic integrated cireuits, eic). The processe(s)
702 can be confipured to execute compuier-readable prograny instructions 706 that are stored
i the data storage 704 and are execwtable fo carry out varions functions deseribed herein,
among others

The data storage 704 may include or take the foom of one or mawe computer-readable
stovage media that can be read or accessed by processor(s) 702, The one or roore computer-
readable storage medig can include volatile and/or non-volatile storage components, such as
optical, magnetic, organic or other memory or dise stevage, which can be iutegrated in whole
or i part with processor(s) 702, In some implementations, the data storage 704 can be
vuplemented using a single physical device {o.g., one optical, magnetic, organic or other
memory of dise storage unit), while in other implomentations, the data storgge 704 can be
implemented using twoe or more physical devices,  Further, i sddiion to the compuer-
readabie program mstructions 706, the data storags 704 may include additional data such as
diggnosne data, among other possibilities,

The communicstion interface 708 may allow computing device 700 to communicate,
using analog or digital modulation, with other devices, servers, acvess nebworks, andier
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transport netwaorks,  Thus, communicstion interface 708 owy faciitale clrowisswiiched
andfor packetswitched communication, such as plain old twelephone service (POTS)
conununication andior Internet protocol {IP) or other packetized commumication.  For
instance, communication fivterface 708 may nclude @ chipset and antonna arranged for
wireless communication with 3 fadio access network or an access pelat.  Also,
compumication intecfice 708 may take the fonn of or twehude aowireling interface, suchas an
Ethernet, Universal Serial Bus (USH), er High-Definition Multimedia Interface (HDMI) port.
Communication mterface 708 may also take the form of o include a wireless interface, such
as a Wifh, BLUETOOTHR, global positioning system {(GPS), or wide-area witeless interfice
{e.g. WIMAX or 3GPP Long-Term Evolation (LTE). However, other forms of physical
{aver iterfaces and other types of standard or proprictary communication protecols may be
gsed over commmuenication inderface 708, Furthermore, conwnunication merface 708 may
comprise  multiple  phlysical  comnuunication  interfices {eg. & Wil interface, a
BLUETOQOTH® interface, and a wide-area wircless interface).

P
}-‘

Display 710 may teke on any form {e.g., LED, LCD, OLED, etc). Further, display
T may be a touchsereen display {e.g., a touchsoreen display on a tablet). Display 710 way
shovw @ graphical user interface (GUT) that may provide an application through winch a user
gy interact with the systems disclosed herein

Further, the computing device 700 may receive user input {&.g., from the user of the
computing device 7003 via IME 712, In particelar, the IME 712 may allow for interaction
with the GUT such as for scrofling, providing text, andfor selecting various features of the
application, among oiher possible interactions. The IME 712 may take on various forms. In
ong example, the IME 712 may be a pointing dévice such a8 a compuling monse used for
cotttrol of the GUTL However, iF display 710 3¢ s touchsereen display, nser touch input canbe
recetved {e.g., such as using g finger or g stylus) that allows for control of the GUL In
anather example, IME 712 may b a text IME such as @ keyboard that provides for selection
of mumbers, characters andior symbals o be displaved via the GUL Fov instance, in the
arrangement where display 710 is a touchsarcen display, portions of the display 710 may
show the IME 712, Thas, touch-input on the portion of the display 710 including the IME
T12 may result In ussr-inpul such as selection of specific sumbers, characters, anddor symbols
to be shown on the GUI via display 710, In vet another example, the IME 712 may be a
voice IME that may be used that receives andio input, such as fronea user vig 2 microphone
{not shown) of the computing device T, that is then interpretable using one of various
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speech recognition wohniques o one or wore chasacters than may be shown via display
T Other examples may also be possible.

Yet further, sudin output device 714 may include ong ot mong devicss configured 1o
convert elecirical siguals into audible signals {eg, sound pressure waves).  As such, the
andio mitpuet device 714 may take the form of headphones (o2, vver-the-car headphouss, oo~
car headphones, ear buds, wired and wireless headphones, £10.), one oy more Toudspeakess, or
an interfice 1o such an sudio output device {eg, a W7 or 148" tip-ring-sleove (TRS) port, a
USB port, ete). In some implementations, the audio output device 714 may include an
amplifier, 2 communication interface {eg., BLUETOOTH interface), andior a headphone
Jack or speaker output ternvinals, Other systems or devices configured to deliver percetvable
awdio signals to @ user arg possihle,

IX.  Example Server

Fimwge 8 illustrades a schematic diagtam of a server 808, according to an example
mplementation. The server 800 includes one v more processor(s) 802 and dats storage 804,
such as a non-transitory computer readable medivm,  Addinonally, the data sorage 804 is
shown as storing program fstruyction 8306, which may be executable by the processor(sy 842,
Farther, the server 800 also ingclades g conunonication interface 808, Note that the various
conponents of server 800 miay be arranged and connected it any manner.

Morcovey, the above deseription of processor(sy 702, data storage 704, and
communication interface 708, may apply o any discussion relating o the respective
component being used in another system or arrangements.  For instance, as noted, Figure 8
sHustrates provessors, data storsge, and & compunication inferface as being incomporated in
angiher avangement.  These components at Issue may thas fake on the same o7 sinilar
characteristios {andfor forn) as the respective components discussed above i association
with Figure 7. However, the components at issue could also take on other chamcteristios
{andior form} without departing from the seope of the disclosure.

In practice, a server may he any prograw andior device that provides funclionality for
other programs sndfor devices {e.g., anv of the sbove-described deviees), which could be
reforred to as “clients™. Generally, this ammangement may be referred to as a client-server
model, With this arangement, 8 ssrver can provides various ssrvices, such as data andior
resource sharing with a chent andfor carrying out computations for a client, among others.
Muoreover, a single server ¢an provide services for one or more clients and a single client can
regeive services from one of more servers.  As such, servers could take varicus forms
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{ourtently knovwn or developed in the future), such as a database server, a file-servear, a web
server, andior an application server, among other possibilities.

Generally, g client gnd @ server may interact with one apother i various ways. In
particalar, a client may send g request or a8 instruction or the ke to the server. Based an
that request or mstruction, the server may perform one or mote operations and may they
respond to the client with a resolt or with an scknowledgement ov the fike. In sonie cases, a
server may send a reguest or s instruction or the ke to the client. Based on that requestov
instrpction, the cHent may perfonm one of mure operations and may then respond to the
server with a resull or with an acknowledgement or the Hke.  In either case, such
conmnunications between a client and a server may ocowr via a wired connection or via a
wircless connection, such #s via a network for instancs.

X. Conclusion

The parheular arrangements shown in the Figores should not be viewed ag Timiting. It
should be understood that other nplomentations may include more or less of each element
shown in 8 given Figure. Further, some of the lustrated eloments may be combuped or
omitted. Yot futher, an exemplary implepentation may inchide elements that are not
Hustrated in the Figores,

Additonatly, while varfous aspects and implementations have been disclosed Herem,
other aspects and implementations will be apparent to those skilled v the art. The various
aspects and unplementations disclosed heretn are For purposes of dhastration and ave not
mntended to be limiting, with the true scope and spint being indicated by the following clains.
Other implementations may be utilized, and other changes may be made, without departing
fromy the spint or scope of the sulyect matter presented herain, 11 will be readily wnderstond
that the aspects of the present disclosure, sy generally deseribed herein, and illustrated in the
figores, can be arranged, substituted, combined, separated, and designed in 8 wide vanety of
different configurations, sll of which are contemplated herain,

Where example embodiments involve information related to a person ora device of a
person, the embodiments should be anderstood to include privacy controls. Such privacy
controls mclude; at legst, anonymization of device entifiers, transparengy and user controds,
including functionality that would enable users o modify or delete information relating to the
user’s use of g product,  Such privacy controlled data nught inciude (without hinutation)

mformation velated 100 an individual’s identity, and individual’s location, an individual's
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order history, a LAS'S identity, 2 UAS'Y location, & UAS's flight bistory, a business’s
sdentity, o business’s location, andfor & business’s order history, among others”

Accordingly, in situations 1n which systeny(s) collect sndéor make use of information
about entities {e.g., individuals, UASs, andfor businesses), data may be'treated in ong or more
ways beforg it i stored or wsed, so that personally identifiable Information &8 removed or
otherwise cannot be discovered by an pnauthonzed entity/system.

In ong example, an entity's 1dentity anddor geographic location may be reated so that
no porsonatly identiftable information can be determined for the entity. To-do o, a sysiem
may ransmit andfor recetve data in the form of anonymized data streams. Thai is, data
representing information related to one or more entities may not provide any imformation
rolated fo vospechive identities andior locations of the one or more entities, thereby
maintaiing privacy.

fn another example, when data i3 set to inclode nformation reladed 10 an eality's
identity andior location, the data could be aranged so that this information is specified in
such a way that only an suthorized entity/system could ascertam a particular identify andfor a8
particafar location of mventity, To do 3o, & system may transmit anddor receive doata in the
form of coded datg streams i which the information takes the form g code interpretable only
by an authortzed entity/vysteny,

In yet another example, data reprosenting mforomtion related to an entity’s identity
and/or location may beencrypted so that only an sothorized entityfsystom conld oblain access
i the mformation. For instance, sn authorized entity/system could obtain sccess to the
wformation only through use of a previously-obtained security key that enables access to the
nforiiation.

In yet another example, data representing information related to an entity's identity
amfor location may ouly be available teroporarily.  For iastance, a system could be
contigured o store such daty for a cerigin time period and to then permanently delete the data
gpon detecting expiration of thig tume peried., Other examples are possible as well.

Further, in situgtions in where embodiments discussed bergin collect personal
imformation about users, or may miake use of parsonal information, the users may be provided
with an opportuity to control whether programs or featpres collect-pser information {e.2.,
information about a user’s medical history, soctal network, social actions or aetivities,
profession; a usst’s preferences, or @ user’s current focgtion), or 10 conwrol whether andior
how to recgive content frony the content Server that may be more relevant o the wer. In
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additton, certain data way be treated i one or morg ways befbrs it is stored or used, so that
personaity sdentifiable nformation 8 removed. For example; @ user’s identity may be treated
s that no persenally identifiable information can be deternuned for the user, or a user's
geographic ocation may be generalized where tocation nformation is oblained {such a5 101
city, ZIP code, or state lgvel), so that a particular location of a user capnot be determined.

Thus, the user may have control over how information is collected abont the wser and ased by

a conlent server.
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CLAIMS
1. A system comprising:

a first unmanned aircraft system (“UAS”) service supplier computing system, wherein the
first UAS service supplier (“USS”) computing system provides service to a first service area,
wherein the first USS computing system is operable to:

(a) receive, from UAS operators, first operation data for a first plurality of UASs operating
in the first service area, wherein the received first operation data comprises, for each UAS in the
first plurality of UASs: a unique UAS identifier, location data, and time-of-day data corresponding
to the location data, respectively;

(b) receive, from a second USS computing system, second operation data for a second
plurality of UASs operating in a second service area, wherein the received second operation data
comprises, for each UAS in the second plurality of UASs: a unique UAS identifier, location data,
and time-of-day data corresponding to the location data, respectively;

(c) maintain the first operation and second operation data in a UAS database, wherein the
UAS database does not include owner information; and

(d) provide a publicly accessible application interface for obtaining at least a portion of
the first operation data and second operation data from the UAS database.

2. The system of claim 1, wherein the first USS computing system is further operable

to provide the first operation data to the second USS computing system.

3. The system of claim 1, wherein the first USS computing system is further operable

to receive, from a detection system, third operation data for a third plurality of UASs
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operating in the first service area, wherein the received third operation data comprises, for each
UAS in the third plurality of UASs: location data and time-of-day data corresponding to the
location data, respectively, wherein the third plurality of UASs may include some or all the of the

first plurality of UASs.

4. The system of claim 3, wherein the location data associable with third operation

data includes altitude.

5. The system of claim 3, wherein the first USS computing system is further operable
to:

for a given UAS in the third plurality of UASs, compare the respective third operation data
for the given UAS with the first operation data; and

based on the comparison, determine whether the given UAS is an authenticated UAS,

wherein an authenticated UAS is in the first plurality of UASs and has a unique UAS identifier.

6. The system of claim 5, wherein the first USS computing system is further operable
to:
if the given UAS is an authenticated UAS, determine whether the given UAS is operating

in accordance with the first operation data for the given UAS.

7. The system of claim 6, wherein the first USS computing system is further operable

to:
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in response to a determination that the given UAS is not operating in accordance with the
first operation data, cause an alert to be transmitted to a UAS operator associated with the given

UAS.

8. The system of claim 1, wherein the first USS computing system is further operable
to:

receive an indication of a location of a given UAS at a time of day;

for the given UAS, compare the received indication of the location of the given UAS at the
time of day with the first operation data; and

based on the comparison, determine whether the given UAS is an authenticated UAS,

wherein an authenticated UAS is in the first plurality of UASs and has a unique UAS identifier.

9. The system of claim 8, wherein the first USS computing system is further operable
to:
in response to a determination that given UAS is an authenticated UASs, determine

whether the given UAS is authorized to be present at the location.

10.  The system of claim 9, wherein the first USS computing system is further operable
to:
in response to a determination that the given UAS is not authorized to be present at the

location, cause an alert to be displayed.

44



1. The system of claim 9, wherein determining whether or not the given UAS is
authorized to be present at the location comprises comparing the unique UAS identifier of the UAS
with a unique UAS identifier whitelist, wherein the unique UAS identifier whitelist comprises a
list of one or more unique UAS identifiers associated with one or more UASs that are authorized

to operate at the location.

12. The system of claim 1, wherein the owner information comprises personally
identifiable information of owners of each UAS in the first plurality of UASs and each UAS in the

second plurality of UASs.

13. The system of claim 1, wherein each unique UAS identifier in the first operation
data and the second operation data corresponds to a UAS account maintained in a UAS registry,
wherein the UAS registry is separate from the first USS computing system and the second USS

computing system.

14.  The system of claim 1, wherein the unique UAS identifier comprises a unique
human-readable identifier that is traceable through a UAS registry to an owner associated with the
unique UAS identifier, wherein the UAS registry is separate from the first USS computing system

and the second USS computing system.

15. The system of claim 1, wherein the publicly accessible application interface

comprises a map displaying a location of one or more UASs operating in the first service area.
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16. The system of claim 15, wherein the publicly accessible application interface is
configured to receive a user input selecting a given UAS of the one or more UASs operating in the
first service area, and responsively display a unique UAS identifier associated with the given UAS

on the publicly accessible application interface.

17. The system of claim 1, wherein the publicly accessible application interface

comprises a map displaying a location of one or more UASs operating in the second service area.

18. The system of claim 1, wherein the publicly accessible application interface
comprises a map displaying a location of one or more UASs operating in the first service area and

the second service area.

19. The system of claim 1, wherein each USS computing system is further operable to:

delete the first operation data and the second operation data after a predetermined period

of time.

20.  The system of claim 1, wherein the location data associable with at least one of the

first operation data and the second operation data includes altitude.
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