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SUMMARY
[0004] In one aspect of the disclosure, a machine-readable storage medium may be

encoded with instructions that may be executable by a processing system to perform a
method for providing network driver injection into a target image. In one aspect, the method
may transform the target image to be compatible with one or more source machines. In one
aspect, the method may facilitate operating system streaming over a network.

[0005] The instructions may comprise code for some or all of the following: facilitating
access to a source system registry file of a source machine; facilitating access to a target
system registry file of the target image, without copying the target image; determining
whether one or more source network interface cards of the source machine are compatible
with the target image; and if the one or more source network interface cards are not
compatible with the target image, performing network interface driver injection. The target
image may comprise an operating system.

[0006] The operation of performing network interface driver injection may comprise
some or all of the following: determining one or more source network components associated

with the one or more source network interface cards; determining source network



[ 0006] The operation of performng network interface driver injection may
conprise sone or all of the follow ng: determ ning one or nbre source
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3 some or all of the following: determining one or more source network components associated
with the one or more source network interface cards; determining source network
configuration of the one or more source network components; determining target network
configuration of one or more target network components of the target image; determining
whether the source network configuration conflicts with the target network configuration; if
the source network configuration conflicts with the target network configuration, adjusting
the source network configuration so that the source network configuration does not conflict
with the target network configuration; and injecting, to the target system registry file, the

source network configuration of the one or more source network components.



[0011] In yet a further aspect of the disclosure, an apparatus may conprise
sone or all of the follow ng: a processing system and a machi ne-readabl e
st orage mEdi20mvwegs6ded with instructions executabl e by PAE/USR@es3RPNg
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nore source nmachines into a target image. In one aspect, this may transform
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one aspecwo 2btgecagspar at us nmay facilitate operating syst @GraiSe@amBsIzgo over a
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image of the first computing machine; building a second virtual disk image that is compatible

with the first computing machine and the second computing machine; booting the first
computing machine using the first virtual disk image; extracting first system registry
information of the first computing machine after booting the first computing machine using
the first virtual disk image, the first system registry information comprising configuration
values for the first network interface card based on the first virtual disk image; booting the

first computing machine using the second virtual disk image; extracting second system



vari ous operating systemregistries that may be utilized by a Wndows OS on
a machine or Source Platform [0024]FIG 3 is a conceptual block diagram

i 1l ustratwogonreessanpl e of a network system [0025] FI G PATIUGS2@ 10828@pt ual

bl ock diagramillustrating an exanple of a machine. [0026]FIG 5 _

Il lustrates an exanple of a screen shot _of a registry editor 500 show ng
various operating systemregistries that may be utilized by a Wndows GS on

a machi ne or. Source Pl atfor [0027] FIG 6A is a conceptual flow diagram
il lustrat |rﬁ§“°’té5hm§3f5‘ﬁ5?’b°fgg g}sﬁ%(inlliﬁ‘&% Brching afisr bpatingdhs it computing ppehinegB | s

a concept ugingf thoWeetinagviamli dibiu shid! kHd0se8shde ¥R Seo@iry2infRIBGch EQhprising
stream ng. 6 [0029]FIG 7 is_a conceptual flow diagramillustrating an

exanpl e of “CAIEERIAIVF e T theoking prywenk lp'ﬁffé@t cagd iy fhef sepend ek, igterface
I nject DriV@kd Hafedr 68 p@l95§05& LiRP RESAGH AR G&Qerﬁ)ﬁnufé S} P)?ﬁ}r(eé]rggfqy;h% 8 is

a conceptual block diagramillustrating exanples o rs from
sof t war e t®MPapNiabesed ronadifigtenpasebetyemath Hirgs sydteins registyninépmation hhdthe

di agram i ldeUslyr §fdeRO e RREEHA afa Baldaod, fr(%rlstrles that do not affect network

functionalities; injecting the network driver injection components into the first virtual disk
image; and producing the computer program based on the network driver injection
components.

[0020] It is understood that other configurations of the subject technology will become
readily apparent to those skilled in the art from the following detailed description, wherein
various configurations of the subject technology are shown and described by way of
illustration. As will be realized, the subject technology is capable of other and different
configurations and its several details are capable of modification in various other respects, all
without departing from the scope of the subject technology. Accordingly, the drawings and
detailed description are (o be regarded as illustrative in nature and not as restrictive.

BRIEF DESCRIPTION OF THE DRAWINGS
[0021] FIG. 1A is a conceptual block diagram illustrating an example of stages of

operations.

[0022] FIG. 1B is a conceptual block diagram illustrating an example of a process of
building a software program for providing network driver injection. |

[0023] FIG. 2 illustrates an example of a screen shot of a registry editor 200 showing
various operating system registries that may be utilized by a Windows OS on a machine or
Source Platform.

[0024] FIG. 3 is a conceptual block diagram illustrating an example of a network system.
[0025] FIG. 4 is a conceptual block diagram illustrating an example of a machine.

[0026] FIG. 5 illustrates an example of a screen shot of a registry editor 500 showing
various operating system registries that may be utilized by a Windows OS on a machine or
Source Platform. '

[0027] FIG. 6A is a conceptual flow diagram illustrating an example of a method for
driver injection.

[0028] FIG. 6B is a conceptual flow diagram illustrating an example of a method for

streaming.



perform ng a check NI C conpatibility function (e.g., CheckN CConpatility)
in response to the operation 760 of FIG 7. [0032]FIG 10 is a conceptual
fl ow di agwarnivieesssr at i ng an exanple of a method for perCoUSRIIG/OBEZPMOr K
interface driver injection (e.g., Inject WBMNIC) in response to the
operation 770 of FIG 7. [0033]FIG 11 is a conceptual block diagram
illustrating an exanple of various netwlrk- rel ated software | ayers and a
net wor k-rel ated hardware physical |ayer on a machine. [0034]FIG 12A is a
concept uallogvgck HCagr ¥nd icPhegRpplaflow gliagrrne iiysrang pn gxanpleiohg methad ifthshi p

among net V}&Pférrﬁiih%\éﬁ ligeQirReShh&N B, enehbedePa Fe@;ﬁon@lz & fheopidfb g3 ndowns
XP. [0035]FIG 12B is a conceptual Dblock diagramillustrating an exanpl e of

a bi ndi ng K6t i onshi p anong network drivers on a Source Platformusing

W ndows Vigsyor M@T‘@%"@ccﬁlﬁl{t&@ %@th%am]iﬁustljaﬁng é’)él?’lpiﬁ@ 0@9{2‘%&%}; %;I&S fro

conceptual” flow diagranms illustrating an exanple of "a net per%norm' ng
net wor k i rio8whigde hatdivorsrin p njaglong-on (e.g., InjectWBMNIC) in response to the

oper ati on (G of FicGo £ LOREILA B Lhahho EMGEPLIBRLOC LAy
illustrating an exanpl e of a hardware configuration for ‘a machi ne-readabl e
medi um [ Q@8BiHhGa checki NG cooprtibpity finclidrow.gli GlgpeNIGCdmystility) imgspmsetoanpl e
of a net hqg {)Ig)r%%éo%bg%%'getmrk driver injection. [O039]FIG 20 is a

0

concept ual brloc i'agram 1 l'lustrating an exanple of a hardware

[0032] FIG. 10 is a conceptual flow diagram illustrating an example of a method for
performing network interface driver injection (e.g., InjectWSMNIC) in response to the
operation 770 of FIG. 7.

[0033] FIG. 11 is a conceptual block diagram illustrating an example of various network-
related software layers and a network-related hardware physical layer on a machine.

[0034] FIG. 12A is a conceptual block diagram illustrating an example of a binding
relationship among network drivers on a streaming enabled Source Platform using Windows
XP.

[0035] FIG. 12B is a conceptual block diagram illustrating an example of a binding
relationship among network drivers on a Source Platform using Windows Vista or Windows
7.

[0036] FIGS. 13, 14, 15, 16 and 17 are conceptual flow diagrams illustrating an example
of a method for performing network interface driver injection (e.g., InjectWSMNIC) in
response to the operation 770 of FIG. 7.

[0037] FIG. 18 is a conceptual block diagram illustrating an example of a hardware
configuration for a machine-readable medium.

[0038] FIG. 19 is a conceptual flow diagram illustrating an example of a method for
providing network driver injection.

[0039] FIG. 20 is a conceptual block diagram illustrating an example of a hardware
configuration of an apparatus.

[0040] FIG. 21 is a conceptual block diagram illustrating an example of a hardware
configuration of an apparatus.

[0041] FIG. 22 is a conceptual flow diagram illustrating an example of a method of

building a computer program for providing network driver injection.



configuration of an apparatus. [0040]FIG 21 is a conceptual bl ock diagram
illustrating an exanple of a hardware configuration of an apparatus.

[ 0041] FI avo2p1tis28s6concept ual fl ow di agram il | ustrati ngPam/uS2@antpbeIof a

met hod of building a conputer programfor providing network driver
injection. 7 [0042]FI G 23A illustrat eg an exanpl e of a screen shot of an
Add/ Edit Virtual Disk Uility dialog. [0043]FIG 23B illustrates ialn exanpl e
of a scree ot D skl mageCreation wi ndow. [0044]FI G 23C illustrates
an exanpl efagi a s]g{GegﬁXsﬁlﬂftraé‘?s UhCHERPIEDT £ SUeFR fﬁ‘ﬂ[t opiagiAdd Edit trtenl Rigg.
DETAI LED DESGRABIJGON [ 0045] The detail ed description set forth belowis

i ntended as a description of various configurations of the subject

t echnol ogyl®8hl i sFlikbt23Bnilbistees ep xappleseint sersen shoty ol 8nY Pipliireaseoreatiom

whi ch the gihpwct technol ogy may be practiced. The appended draw ngs are
incorporated herein and constitute a part of the detailed description. The
det ai | ed d@8¥li pt Flén 2BRcillugietessameeiafiple diet abeen st of he Add/bdis & imfal Brigvi di ng
a thoroughgus (a{a§(;gandi ng of the subject technol ogy. However, it will be
apparent to those'skilled in the art that the subject technol ogy may be
practiced without these speci fRETASLEDIDESARIPIFON | nst ances, wel | - known
struct ur es[084fd coflpodataited dereipsibiowet forth beloekis ditagdedmsfodesctiptionr afevaribes avoi d
obscuring t

obseur 15 AHAGSRRGFP 18 skl hetia BEI0 SE e AC P OMBRRTILR. 48
configurations in which the subject technology may be practiced. The appended drawings are
incorporated herein and constitute a part of the detailed description. The detailed description
includes specific details for the purpose of providing a thorough understanding of the subject
technology. However, it will be apparent to those skilled in the art that the subject
technology may be practiced without these specific details. In some instances, well-known
structures and components are shown in block diagram form in order to avoid obscuring the
concepts of the subject technology. Like components are labeled with identical element
numbers for ease of understanding.

[0046] Overview

[0047] An aspect of the disclosure provides using driver injection to enhance an existing
virtual disk image to support multiple heterogeneous platforms for streaming,.

[0048] Since it is very rare that there is only one type of platform in any OS streaming
deployment, it is desirable to have a single virtual disk image streamable to multiple client
platforms bearing different hardware characteristics. In one aspect, such a virtual disk image
may be sometimes referred to as a “golden” image.

[0049] In one aspect, the subject technology enables a user to inject OS streaming related
drivers and configurations into an existing virtual disk image to support multiple
heterogeneous platforms for OS streaming. The resulting virtual disk image becomes a
“golden” image.

[0050] The importance of a golden image may be exemplified in the scenario described
below:

[0051] On an OS streaming deployment, a customer may have 100 client devices
scattered in nine branch offices. The 100 devices are purchased from 10 different

manufacturers/models. If a golden image is not available, the customer needs to create 10



[ 0046] Overview [0047] An aspect of the disclosure provides using driver

I njection to enhance an existing virtual disk inmage to support nultiple

het er ogerwousiple2gsbor ns for stream ng. [0048] Since it | #CTASYMABEIL hat
there is only one type of platformin any OS stream ng depl oynent, it is
desirable to have a single virtual disk_imge streamable to nultiple client
pl atforns bearing different hardware chdracteristics. In one aspect, such a
virtual di i mage y be sonmetinmes referred to as a "gol den" inmage.

[ 0049] I n &i&er%ﬁg@{aﬁéhé‘n% <BEh SYPBEIAB RIS harMeE Rlatiewy A &P g&lskos_

st ream ng inebek@0GHIA YigE.s and configurations into an existing virtual disk
i mage to support nultiple heterogeneous platforms for OS stream ng. The
resul ting [9‘5) ual Tieploy P gecapdreotreall brandigiffiess: the gesgemer meedsdg Fsaibutesdlr t ance

of a gol dep VHREEnIRY Bf GX 8ERLhddedolall filerrSkENARIQ. d85GE iped bR Oy
[ 0051] On an OS stream ng depl oynent, a custoner may have 100 client devices

scat t er ed %08 GB akd#a favdhingfonivdees whiphds DOiraie Jivebandwidth ghanshlas 8o Keepthel0
different ; f rS: [ . val t.he
cust oner - raas BabUELHITRER S by, Gh IFThe P65k Sphith nBR' Bobfomda

suppor t i ndren theibgedsjuhersiwihechahgdsfappliad ok dlly il inaige Db gk thenmged fosbel@@Rdi n

size. [ 0092118 1) 8O0t SN Aol chafieinch of fi ces, the customer
needs to |s%r| ute a

[0053] If a golden image is available, the customer only needs to create a single virtual
disk image supporting all 10 platforms (and 100 client devices). To deploy OS streaming on
all branch offices, the customer would need to distribute only one VDisk image from the
headquarters to the nine branch offices. That is 10GB * 9 = 90GB of data traveling on wire,
which is ten times less than without a golden image. To keep the image up to date with latest
OS patches, the changes need to be applied on only the single golden image and distributed to
the branch offices subsequently.

[0054] Obviously, the capability to create a golden image supporting multiple
heterogeneous platforms greatly improves the usability of OS streaming, and truly achieves
scalability on an enterprise level.

[0055] Illustration of Various Approaches

[0056] A first approach enables a user to create a golden virtual disk image to support
multiple heterogeneous platforms for OS streaming. This approach, however, requires
installation of a common network interface card (e.g., a network adapter) on each source
platforms during the virtual disk creation process. It involves opening up each source
platform and finding a spare bus interface slot to accommodate the new network interface
card. It is challenging to common users and often not feasible on platforms where a spare bus
slot is not available, which is the case on most laptops. It is also not desirable because
opening up a computer chassis may void the manufacturer’s warranty. This approach also
requires all source platforms to have OS installation that uses the same hardware abstraction
layer (HAL).

[0057] An aspect of the subject technology overcomes the drawbacks of the foregoing
approach. For example, an aspect of the subject technology does not require a common
network interface card among different source platforms, does not require a user to open up

each source platform, and does not require a spare bus slot to insert a new network interface



10 VDi sk images fromthe headquarters to all nine branch offices. That is
10 * 10 * 9 = 900 GB of data traveling on wire, which is typically
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pat ches, each of the 10 VDi sk i nages needs to be updated fromthe
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approach enabl'es a uUser to crea en vir ge to support
OS installation on a hard disk that uses the same hardware abstraction layer (HAL).

[0060] An aspect of the subject technology overcomes the drawbacks of the foregoing
second approach. For example, an aspect of the subject technology does not require multiple
hard disk partitions on any source platforms, does not require copying of an entire hard disk
image onto a source platform, and does not require copying of an entire operating system
image onto a source platform. In addition, an aspect of the subject technology does not
require all source platforms to have the same HAL. In accordance with one aspect of the
disclosure, while the foregoing features are not required, the subject technology can also
function in the presence of the foregoing drawbacks.

[0061] A third approach utilizes a process to create a common virtual disk image between
a physical device and a virtual machine. This method can create a common virtual disk for
only a single platform and a virtual machine. It does not achieve the goal of creating a single

virtual disk for any number of heterogeneous hardware platforms.
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[ 0066] I n accordance with one aspect of the disclosure, the subject
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aspect ofwOheligwegsect t echnol ogy can enabl e a user to embaASR0IAN3IER0 St i Nng
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| anguage, labduab8eous U eatjed @EMRGILOIYs h&t MAlted tICHEntiCaf st ARHeC &0 older
witten in other programm ng | anguages. Sone exanpl es of subroutines,
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are referr@gintOark 3S¥n delbvl, Ah$ shSEHHRSH AR referred to later in this disclosure.

#define Net Device class // This is a global unique identifier (GUID) for Net
Device class devices as defined by Microsoft

#define NDIS LAN class // 'This is a GUID for NDIS LAN class devices as
defined by Microsoft

// type of NETNODE

enum nodetype t  {

ntype NIC, // physical network interface card

ntype OSMNS, /I OS streaming driver
ntype UPPER // other OS network component such as an NDIS intermediate
driver that is bound to OS streaming driver on the
upper edge (e.g., packet scheduler driver);
35

typedef struct NETNODE  {
struct NETNODE  *pUpper; // pointer to upper bound NETNODE
nodetype t  nType;



#defi neNet Device class// This is a global unique identifier (GU D) for Net
Devi ce cl ass devices as defined by Mcrosoft #defineNDIS LAN class// This
is a GUI Dvban1iNBR&S6LAN cl ass devi ces as defined by M cr @sofus2¢11/0812p@e of
NETNCDE enum nodetype_t { ntype NIC, // physical network interface card
ntype OSMNS,// OS stream ng driver ntype UPPER// other OS network conponent
such as an NDIS internediate driver th I's bound to OS stream ng driver on
t he upper edge(e, q.... packet scheduler driver); 1 ; 12 DWORDdwBusType;//
bus type CStri ﬁpgwg%pon‘é‘ﬁrf}‘l‘%;ﬂ’?? Conpofiets tPer egi stry val ue

CString csComponentID; // Componentld registry value

CString csGUID; // NetCfgInstancelD registry value

CString csDriverDesc; // DriverDesc registry value

CString csOldInfPath; // inf file (driver installation file) name used in source

platform

CString csNewlnfPath;// inf file (driver installation file) name to be used in
Target

CString csOldNetClassSubKey; // subkey under “class\ <Net Device class >

in source platform
CString csNewNetClassSubKey; // subkey under “class\<Net Device class >*
in Target

BOOL bToBelnjected; // This is 1 if this node is to be injected into Target

CString csEnumKey; // Enum key path,

CString ¢sOldBusSpecificlD; // Enum subkey in source platform

CString csNewBusSpecificID; / Enum subkey to be used in Target, for PCI
device this does not change, for others it may
change to a different number

CString csService; // service name

CString csOldDeviceClassKey; // subkey under “DeviceClasses\<NDIS LAN

class>*
CString csNewDeviceClassKey; // if csOldBusSpecificID is the same as
csNewBusSpecificID, this value is
csOldDeviceClassKey.

Otherwise the

“#<csOldBusSpecificID>#" token is changed to
“#<csNewBusSpecificlC>#” token
CString csDevicelnstancelD;

}NETNODE, *PNETNODE;

typedef struct INSTANCES {
DWORD dwOrigLastInstance;
DWORD dwNewLastInstance;



CStringcs@ID;// NetCfglnstancel D registry value CStringcsDriverDesc; //
DriverDesc registry value CStringcsOQdinfPath; // inf file (driver

i nst al | atworrofi/t6e8sename used in source pl atform CStri ngeshasorfiathg // i nf
file (driver installation file) nane to be used in Target _
CStringcsA dNet O assSubKey; // subkey unpder "class\ <Net Device class >" in
source platform CStringcsNewNet Cl assSubkey; // subkey underf"clhass\ <l(;|et
Devi ce cl >" in. T t BOOL bToBelnjected;// This is 1 if this node is
to be inj 33%@3 i :%ﬁﬁgﬁtf\@%i ngcsEnunKey; // Enum key pat h,

CStringcsd dBusSpecificlD; // Enum subkey in source platform
CStringcsNewBusSpecificlD;, // Enum subkey to be used in Target, for PCl
devi cet hi sC1ep&d0RGt change, for others it may change toa different nunber

{
public:

CString m_SrcDir;  // drive letter assigned to the System volume of a Source
Platform OR a path where the system configurations, driver binaries and installation files of

the Source Platform can be found. (e.g., “c:\”)

CString m_DstDir;  // drive letter assigned to the System volume of a Target VDisk
OR a path where the network component information of the Target VDisk can be found
(e.g., “f:\")
CString m_csSrcSysKey; /l registry key root path under which the Source
Platform’s system information is
loaded.
CString m_csDstSysKey; // registry key root path under which the Target
VDisk’s system information is loaded.
DWORD m_InjectCount; // number of NIC from the Source Platform to be
injected to the Target
CPtrList m_SrcNICNodeList; // linked list of PNETNODEs from Source
Platform
CPtrList m_DstNICNodeList; // linked list of PNETNODES from Target
VDisk
CMapStringToPtr ~ m_EnumInstanceList; // map from Enum key string to
PINSTANCES
CMapStringToPtr ~ m_NetworkInstanceList; // map from Network Description
to PINSTANCES
}
Clnject();

virtual ~ClInject();

int CheckNICCompatibility(LPCTSTR srcKey, LPCTSTR dstKey, CString&
errMsg);

BOOL EnumWSMNIC(LPCTSTR csSysKey, CPtrList& nList, CString& errMsg);



CStringcsService;// service nanme CStringcsd dDevi ceC assKey; // subkey
under "DeviceC asses\<NDI S LAN cl ass>" CStringcsNewDevi ceC assKey; // if
csA dBusSpecnfiiseddi s the same as csNewBusSpeci ficlD, tRCS/US2010031290

csd dDevi ced assKey. Ot herw se the "#<csO dBusSpecificlD>r token is changed
to "#<csNewBusSpecificl C1l1" token CStr | ngcsDevi cel nst ancel D; } NETNODE,
*PNETNODE; typedef struct _|I NSTANCES { wOr i gLast I nst ance;

DWORDdwNewt ast lﬁéﬁ&%gﬁlCﬁ'gdeEﬂP Sf-léél\“lﬂ%%g}’/sgel}?,l (lj\lPStII',Ai\sl\tlchnSIjist, CString& nicGUID,

CString& errMsg);

BOOL FoundMatch(CPtrList& nList, PNETNODE pTargetNode);

BOOL InjectDriver(const CString& winDir, const CString& dstDir, CString&
errMsg);

BOOL Inject WSMNIC(CString& errMsg);
private:

PNETNODE BuildNetNode(nodetype t nType, LPCTSTR classSubKey,
CRegKeyEx& classKey);

void FreeNetNode(PNETNODE pNode);

BOOL FindEnumEntry(LPCTSTR csSysKey, LPCTSTR key, PNETNODE pNode,

DWORD recurseLevel = 1);

PNETNODE FindUpper(CString& csSysKey, PNETNODE pNode, nodetype t
upperType);

BOOL FindDeviceClassEntry(CString& csSysKey, PNETNODE pNode);

DWORD FindLastSubKey(LPCTSTR regKey);

void AssignNewNetClassSubKey(PNETNODE pNode, DWORD *dwLastSubKey);

BOOL AssignNewBusSpecificID(LPCTSTR csSysKey, PNETNODE pNode);

BOOL AssignNewDeviceClassKey(PNETNODE pNode);

BOOL TallyNetworkDescriptionInstances(LPCTSTR csSysKey, PNETNODE
pNode);

int FindLastStringValue(LPCTSTR regKey, LPCTSTR regValue);

BOOL AssignNewInfPath(PNETNODE pNode, CString& dstDir, int
*pLastOEMInfCount);

int FindLastOEMInf(CString& csDir);

BOOL CopyInfFile(PNETNODE pNode, CString& csSrcDir, CString& csDstDir);

BOOL CopyDriverFile(PNETNODE pNode, CString& csSrcDir, CString&
csSrcSysKey, CString& csDstDir); |

BOOL MergeNetClassSubKeys(PNETNODE pNode, CString& csSrcSysKey,
CString& csDstSysKey);

BOOL MergeDeviceClassesSubKeys(PNETNODE pNode, CString& csSrcSysKey,
CString& csDstSysKey);



class Clnject public: CStringmSrcDir;// drive letter assigned to the
System vol unme of a Source Platform OR a path where the system

conf i gur avpans/16e856ver binaries and installation files @®CTUS201B08120¢€
Platform can be found. (e.g., "c:\") CStri ngmDstDir;// drive letter
assigned to the Systemvolune of a Tar VDi sk OR a path where the network
conponent information of the Target VD k can be found (e.g., 4f:

CStringmcsSrc e nder which the Source
Platform s sysw me(‘ﬁeﬁﬁi“%g I{%' @é&é@%‘%ﬁﬁﬁ%éﬁ?wg&%%&@w& Striggkst ry
key root pabksSyadsy, which the Target VDi sk’ s systeminformation is |oaded.

DWORDmM nj ect C ount;// nunber of NIC fromthe Source Platformto be
injected to t h&OREs YR e@f’?ﬂ%"&%#&ﬁ“@ﬁﬁd%ﬁ??ﬁl{FrFS'r‘t?I?ﬂ?(eHKFEYst of

PNETNCDEs HrysestibRey o TRITat cis@S‘dEKeyPath, CString& errMsg);

LONG MyRegCreateKey(HKEY hRootKey, CString& csKey, PDWORD
pdwExpectedDeposition, PHKEY phKey);

BOOL MyRegChangeValue(HKEY hKey, LPCTSTR subKey, LPCTSTR
valueName, LPCTSTR oldValue, LPCTSTR newValue);

BOOL MyRegChangeValue(HKEY hKey, LPCTSTR subKey, LPCTSTR
valueName, DWORD oldValue, DWORD newValue);

BOOL MyRegChangeValue(HKEY hKey, LPCTSTR subKey, LPCTSTR
valueName, CStringArray& oldValue, CStringArray& newValue);

LONG AddLinkage(PNETNODE pNode, CString& csRefGUID, CString&
csSysKey);

LONG AddLinkage(PNETNODE pNode, CString& csRefGUID, CRegKeyEx&
Key);

LONG AddLinkage(PNETNODE pNode, CString& csRefGUID, CRegKeyEx&
rKey, LPCTSTR szRegValue);

LONG AdjustLana(HKEY hSvcKey);

LONG AddSvcInterfaces(tPNETNODE pNode, CString& csRefGUID, CString&
csSrcSysKey, CString& csDstSysKey);

LONG AddSvclnterfacesDo(CString& csNewGUIDKeyName, LPCTSTR szSubKey,
CString& csSrcSveXParamKeyPath, HKEY hDstParamKey);

int FindRefSubKey(HKEY hKey, LPCTSTR csSubKey, CString& csRefGUID,
CString& csNewGUID, CString& csNewGUIDKeyName);

LONG AddRemoteAccessInterfaces(PNETNODE pNode, CString& csSrcSysKey,
CString& csDstSysKey);

3

[0069] Illustration of Terminology

[0070] In accordance with one aspect of the subject technology, some of the terms are

described below with examples.



CPtrLi stm Dst Nl CNodeList; // linked list of PNETNODEs from Target VDi sk
CMVapStri ngToPtrm Enum nstanceList; // map from Enum key string to

Pl NSTANCBS8oCMaps28Ss NngTOPt r m_Net wor kIl nst anceli st;// map PCOMShELNGr2R0
Description toPlI NSTANCES Cinj ect(); virtual -CInj ect(); i nt
CheckNl CConpati bility(LPCTSTR srcKey, LllgCTSTR dst Key, CString& errMsg);
BOOL EnumASMNI C( LPCTSTR csSysKey, CPtrList& nList, CString& errMsg); 14

SO0 AN e LTI, ootatel  TLrel & T, SdaslaGhPL

BOCOL | nj eqkidnpleas {0t pabiQlt tdg8inWhidd dn,a BAINSTe sGeH dsiatfidntAsVilk fo enelSik HieN0&

errMsg); BOOL I nject WBMNI C(CString& errMsg); ,
machine t0 communicate with an OS streaming Sérver over a network, so that the machine
can be booted from a virtual disk image that resides on the network. An example of a
streaming component is the WSM Client software, which is a streaming manager product of
Wyse. Another example is Citrix’s provisioning server product, called the Master Target
Device software.
[0072] Compatible: In one aspect, the term compatible may be used to describe a
relationship between multiple entities, such as between a virtual disk image and a client
device. Two entities may be considered compatible if, for example, one entity can be booted
using the other entity. A virtual disk image and a client device may be considered to be
compatible if, for example, the client device can be booted from the virtual disk image
through OS streaming. Two entities may be considered incompatible if, for example, one
entity cannot be booted using the other entity. A virtual disk image and a client device may
be considered to be incompatible if, for example, the client device cannot be properly booted
from the virtual disk image through OS streaming.
[0073] Source Platform (or Source): In one aspect, a Source Platform, Source, source
platform, or source may be a device or a machine, and in one aspect, it can be a physical
device or machine, or a virtual device or machine. For example, it may be a computing
machine or a computer, which a user would like to make a virtual disk image be compatible
with. In one example, it may be referred to as a client device or a client. In one aspect, a
Source Platform may be referred to as a source machine. Sometimes the terms platform,
device and machine are used interchangeably in this disclosure.
[0074] Target Platform: In one aspect, a Target Platform may be a device or a machine.
For example, it may be a server on which a Target VDisk resides or a server from which a
Target VDisk is streamed to a Source Platform(s). In one aspect, a Target Platform may be
referred to as a target machine. In one aspect, a Target VDisk does not necessarily reside in a
Target Platform. For example, a Target VDisk can appear as a file residing in a Source
Platform or on a Development Machine. Thus, a Target VDisk may reside on a Target
Platform (e.g., 304 in FIG. 3) or on another machine. In one aspect, the term “target” may
refer to a target in a general sense (e.g., a component that is being handled currently by a

process).



private: PNETNODE Bui | dNet Node( nodet ype_t nType, LPCTSTR cl assSubKey,
CRegKeyEx& cl asskKey); void FreeNet Node( PNETNODE pNode); BOOL

Fi ndEnunBwmory(1BEF&ETR csSysKey, LPCTSTR key, PNETNODE pROwAS20W0BR290
recurselLevel = 1); PNETNODE Fi ndUpper (CStri ng& csSysKey, PNETNODE
pNode, nodetype t upperType); BOOL Fi ndDevi ced assEntry(CString& csSysKey,
PNETNCDE pNode); DWORD Fi ndLast SubKey(LPCTSTR regKey); void

Assi gnNe assSubKey( PNET de, DWORD *dwLast SubKey); BOOL .

ASSi gnmmégéeci ?r(,ng}éfPFsé%S‘T%aﬁ%?gi/ SPGB PNEESt P ) Largsdjarget Vdisk,

Assi gnNewDemisk efdoas v 5a¥( SNarbbICEsKOMNRE 8dscribe a virtuBQfbk or a virtual disk image. A
Tal | yNet wor | cDescr.i ptionl nstances(LPCTSTR csSysKey, PNETNODE pNode); I nt

Fi ndLast St itk iepeporstr for grasple..aofianre imegyaita ayhichapport for a Source

Assi gnNew mfiRata6 RINGETNGRE PhRdge Vi%&lrdiﬁg&geséag%eonﬁﬂoﬁﬁhwg&@%%&nt )

i nt FindLast OEM nf (CString& csDir),; BOOL pyl nf Fi | e( PNET

CSt ring& c8&fum r In omy pipAg&2 clanest NIk may be reRoell togpyADieraek imidee (TINETENODE
DA LR, ET D YIRS 4400 SR IR SR
csDst SysKeYpisk may be ug@dpr dvbveymRetittaClassestubKeys( PNETNODE pNode, CString&
csSrcsys Ke(5076§:8t rf)&gi%p?r?emt %%lﬁ%) ; Inl%ne aspect, a Development Machine or a
development machine is a physical or virtual device or machine. For example, a
Development Machine may be utilized to perform driver injection (e.g., the driver injection
stage 101B of FIG. 1). A Development Machine may be a Source Platform or another
machine. In one aspect, a Development Machine may even be a Target Platform.
. In one aspect, a Development Machine simply needs access to certain system
information of a Source Platform and certain associated network file(s). Accordingly,
in one aspect, a Development Machine does not need to be the Source Platform (even
though it may be the Source Platform). In one aspect, a Development Machine does
not need to store a disk image of the Source Platform (even though it may store the
disk image). In one aspect, a Development Machine does not need to store a copy of
the system information or the associate network file(s) needed by the Development
Machine or any other information or file of the Source Platform (even though it may
do so). In one aspect, the system information of a Source Platform may include
network configuration of the network component(s) of a Source Platform (e.g., the
network configuration information under HKLM\SYSTEM\CurrentControlSet\ and
certain other network configuration information such as the location of the associated
files). In one aspect, the associated network files may include driver installation
file(s) and driver binary file(s) of the network component(s) of a Source Platform.
o In one aspect, a Development Machine simply needs access to certain system
information of a Target VDisk. Accordingly, in one aspect, a Development Machine
does not need to store a copy of the Target VDisk (even though it may store the
Target VDisk). In one aspect, a Development Machine does not need to store a copy
of the system information of the Target VDisk, any associate network file(s), or any
other information or file(s) of the Target VDisk (even though it may do so). In one

aspect, the system information of a Target VDisk may include network configuration



BOOL Mer geEnuntSubKeys( PNETNODE pNode, CString& csSrcSysKey, CString&

csDst SysKey) ; LONG MyRegCopyTr ee( HKEY hSrcKey, LPCTSTR srcSubKey,
HKEY hDstWw0RBEY16285SPCTSTR dst SubKéyPat h, CStri ng& err MsgPCT/US2011/0B2NG
MyRegCr eat eKey( HKEY hRoot Key, CString& csKey, PD WORD

pdwExpect edDeposi ti on, PHKEY phKey); BOOL MyRegChangeVal ue( HKEY hKey,
LPCTSTR subKey, LPCTSTR val ueNane, LPCTSTR ol d Val ue, LPCTSTR newval ue);

BOOL RegChangeVal ue EY hKey, LPCISTR sub , LPCTSTR val ueNane, DWORD
ol d v'a\ﬁy ue, tl??éwt‘%jr ﬁ%!jll?onegf(s) of %ﬂgeﬁ\iﬁ@ga%n BUEPORK(IRESIAIZY,  LPCTSTR
subKey, LPCTSTRafahatRNanger FIUNVI NIRSTEYVE ) @lodiYalsbeox\ Gl tdrpabihayd&vgpival ue) ;
LONG AddLi nkage( PNETNODE pNode, CStrilil;%SZ csRef QUI D, CString& csSysKey);

LONG AddLi nkagePpigrafopinignpriion sestasithiglecatiopef bpppociare §ls) Hr ane &gt
LONG AddLi nkagePNeJNeEE Mo GilesGly ihl8de &RBehGidhon ERRY ﬁﬁ% %ﬁ\lﬁéér bRy

LPCTSTR szRegVal ue); LONG Adj ust Lana( HKEY hSvcKey);
AddSvcl nt er f ac d8¢ENE RtV pksaaporest(®ioh g &atesREPEKI D, CStri ng& csSrcSysKey,

CaNevcl Doy N o Bikrae pERE AR Bl i e ARl e, e
hDst Par anKey) ; informationmi theificiRedyheliKe follbiKEY: fitsty it ciiPLTSTiRtedBSditiNey
G S core! B A B R B BRI R o
CStri ng& csDst Syageyhe;sydtem information or the files, the updated disk image, system
information or files can become automatically available to a Development Machine,
without the need to update the copy on the Development Machine.
[0077] NIC: In one aspect, a NIC may refer to a network interface card. In one aspect, a
NIC can be a physical hardware, or a virtual hardware when a Source Platform is a virtual
machine.
[0078] Network component: In one aspect, a network component may be a component
relating to a network(s). A network component may be, for example, a network driver
interface specification (NDIS) miniport driver 1110A (e.g., an NIC driver), an NDIS
intermediate driver 1110B, an NDIS protocol driver 1110C, an NDIS protocol driver 1110C,
or a network service 1160, as shown in FIG. 11. In one aspect, a network component is a
software module or a software driver related to a network interface card, which is hardware.
In one aspect, a network component resides in a layer between a physical hardware layer and
an application layer. See FIG. 11.
[0079] System registry file: In one aspect, a System registry file or system registry file
may be system information. For example, a system registry file may contain configuration
information, setup information or system registry information. In one aspect, a system
registry file may be editable. In one aspect, a system registry file may contain at least some
of network configuration. In one aspect, a system registry file for a source machine may be
referred to as a source system registry file. In one aspect, a system registry file for a target
image may be referred to as a target system registry file.
[0080] Network configuration: In one aspect, network configuration may include
configuration information associated with network component(s). An example of a

description about network configuration is provided below with reference to operation 1020



[0069] Il lustration of Term nology [0070]In accordance wth one aspect of

t he subject technol ogy, sone of the terns are described below wth

exanpl es.wOD2611)168858] St r eani ng conponent: I n one aspect, PATAISR@EABT20
conponent may include, for exanple, a software package to be installed on a
machi ne such as a client device to enab)e the machine to conmunicate with
an OS stream ng server over a network, So that the machi ne can be booted

froma virt i sk jmage that resides on t etwork. An exanple of a
st r eani ng IBE@JE'ogl@nPn‘ieé t ‘héu{’kﬁﬁﬁh@? ?i{str%téﬂnt 9\’2%8‘?“\%‘?%: ANefwork @Eqr%%fhpﬁ’der

manager priggegdn’of Wse. Another exanple is Citrix's provisioning server

pr oduct, ﬁ@l%ed the Master Target Device software. [0072] Conpatible: In one
aspect, t O_Ié_r m BHWa*‘U?ﬂt'é’“hJé‘ymBésﬁf’gfeﬁlett?f“ﬂ@’éﬁﬁlwéaamr%Idélt’?rdh@ﬁ_ioﬁ Bt ween
nul tipl e egfel td £BrocdHehirf&tiRebNEE mére Yibtwor@lortlopkntd CorM nfbr& HEeM or

device. Two entities may be considered conpatible i for exanple, one
entity carPI6ET BOH EHCULIPRPIENS. dp By exemplet giter Applying thas pratesk fromeheSanet a

client deviigeRBihtdE Tﬁ%@?VWk?gletrquﬁﬁl\%ﬁ%?%ngﬁ)gék?Eé}{ %é&%tcﬁégﬁﬂdq%eegﬁk tﬁ%

client device can be booted fromthe e

st reami ng.Sopys Blatiomi. esTheapragess coms iinkotvedinjest ampatbinpdtioni 6f, sdlatedenaiwptke, one
entity ca HS) r. enti irtual disk i e .and a
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conput er, W€ poaasdgeg&(’&%&rGOIF%tR’éeStrgg%ﬁCE@ %W@ék Oging‘ile?‘%g@le%mcwre
conpat i bl enay lidve ficlds Giive nRy BB tHetchBMyteiick @i EhinEHg tQathsp 6F itEAtwERVI Ce

or aclient. In one asEéct, a_Source Pgéatform nmay be referred to as a

sour ce machmpanenE s otersnetpark  COMPpENS). £ gPrrri’Xé‘Hé‘i‘?’ dis sHBctig chdhEclde aused

i nt er changiglyynahie, hBitpedbiSelcaade s, 4 Q@Bﬂ]uﬁﬂfﬁg%enﬁﬁ@té(sﬁ%ﬁ@d dy'thOBFer@fiRECt . a
Target Platformnay be a device or a _nmachine. For exanple, it may be a
server on SHFEMC herappetenyicdisivlbdpu bl wed & il ibe driyadenihis shmacrrat gt
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may be referred to as a target machine. In one aspect, a Targe sk does
not necesdarpeter MeNgde piruciiry ayhicdy this| epnfrenent iFbeundxtaripites operatime gastenysi sk
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Machine. Thus, a Targe y reside on a Target rm(e.g., 304 in
FIG 3) orstraeiusgmempértypedehstrist NRINAPESspett, the term "target” may refer
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a Target bkstolufawhet anTapegeing Vhtsk's system files and system information reside. For
example, in Windows OS, this is where the kernel binaries and the system registry hive file
are located.
[0084] HKLM: In one aspect, the term HKLM may refer to
HKEY_LOCAL_MACHINE (see item 210 in FIG. 2). For example, in Windows OS, this is
a pre-defined registry handle under which settings specific to the local computer is stored.
. In some examples used in this disclosure, the current system registry hive name of a
Source Platform may indicate a registry key path under which a Source Platform’s
system information is loaded. For example, the current system registry hive name of
a Source Platform may be referred to as “HKLM\SYSTEM\CurrentControlSet.”
“HKLM\SY STEM\CurrentControlSet” may be sometimes referred to as

“SYSTEM\CurrentControlSet”. In another example, the current system registry hive



VDi sk, target VDi sk, or target vdisk may describe a virtual disk or a
virtual disk inmage. A virtual disk imge nay be, for exanple, a software
i mge i ntwowhicte2ssapport for a Source Platformis to beraddsdoizosthat t he
virtual disk inmage can becone conpatible with the Source Platform In one
aspect, a Target VD sk nmay be referred as a target inmage. In one
exanpl e, a Target VD sk may be an inmag (hle stored on a network. In one
aspect, a Target VDi.s or dri ver i njection and/or streani ng.

used
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Machi ne may even be a Target Platform In one aspect, a Devel oprment
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network files nﬁé include driver installation file(s) and driver binary
file(s) of°MR8"%Etwork conponent(s) of a Target VDisk. In one aspect, some
of the advEny RgesonGhaynelke ®opiubgarhinetedlt Sk i mage, the systeminformation or
the files may be the following: First, it can accelerate the driver
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one aspectTarget Vgiiyor k conponent is a software nodule or a software driver
related to a network interface card, which is hardware. In one aspect, a
net wor k conmponent resides in a | ayer between a physical hardware | ayer and
an application layer. See FIG 11. [0079] Systemregistry file: In one
aspect, a Systemregistry file or systemregistry file may be system
informati on. For exanple, a systemregistry file may contain configuration
information, setup information or systemregistry information. In one
aspect, a systemregistry file may be editable. In one aspect, a system
regl stry flle may contaln at | east sone of netvvork conflguratlon In one
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[ 0080] Net wor k configuration: In one aspect, network configuration may

i nclude configuration information associated with network conponent(s). An
exanpl e ovoaodewsessept i on about networ k configuration isPprTas2aded3tzeé ow wit h
reference to operation 1020 19 in FIG 10 under the subheadi ng
“I'l'lustration of Perform ng Network I ntqrface Driver Injection.”

[0081] Driver Injection: In one aspect, ?the termDriver Injection or driver

i njection furefer to t&g ”(SHS of injecting one or nore network

conmponent sﬂ? getion gpay tgfe PHYEFE™Sor one or nore driver conponents). In

one exanple, iRy N Miyee & Riekupkoegasdd dthepiSlossyeenPndinh@fidh @RL,0 a
Target VD sk, the ?esultljﬂ Ta rggrp Qﬁ@ﬁ Dd}% cone cog}patl bl e vmt(h@t he

Source Pl at f or AHKHAE {pY¥E Hﬁ?ﬂtfﬂ%@m )qs?ﬁ’éf‘@%ﬁpgml F¥ovmati on of sel ected
net wor k qurpon%{;bk% vPIESRR bd Qre%m 9'1&5}51%‘:1? l At éd%cf@l*m?o?mas s]}?tEﬂ%fothK The

sel ect ed net wor npone e referred to as "to-bé-injected
conponents. [0082] WKMY%TEM{QW@COMO@P@ @epitan 23kiadhGskodtsmed/ Oriet wor k
conponent of t urce Platformand Target VD sk nay be described by an
instance of this data structure referred to as Net Node (or sonetines ,
referred tthisSindonNeDEctorm 1ef fadstetherWise,s structure may have fields that may

descri be the characteri n Iatl hip,of its network
Conponent nt t h GPHGEURLERSTR BRERHAIE 3+ Sedie BT s i BB i e ray
i ncl ude a di splvaulma]m;atmgeﬁype of interface bus, a global unique

identifier assigned by the operati n% systemto t he con&onent t he
instal lati%n filf Ié%@%’ﬂ“%f allNICs i the feurgs PREPIT g syrposed BripohEBset, t he

registry kgys Ratdds i esstihing RratacNelsLibnhe siNgenefiertiftl whieRBRMRAE can be
found, a pointer to another NetNode structuré which this conponent is bound

to in the lsperf A INPREsdeseriingdreaning relatad retwark @)@ﬁm@ fotheasw&q\?d@r@
structure dn%w%QWD?sp%%eb{‘ﬁ §7L+ code within the structure naned "typedef
Y

struct _NET stemvolune: In one aspect, a System vol une
(or a systl@f88iol uhmdct YESVINEC:t lneowti spestolthisrdunctien dnjget WSPENKS iy injest &% s
systemfil i I "

his is wigeaina SIGRAG RefREs Mng FhESs Sf AR Bro A IPHR ST,

| ocat ed. [Mdet]welKhlmrylﬁhe mm&p@mer mtstlaﬁattoertm bt émay:e rtteﬁ déargeto HKEY LOCAL

pre. det i neitt SarePryaRiE s e B ST AP LR B Rkl 2, ©
conput er illed:or ed. I n sone exanples used int h| S d| scl osur e, the cur r ent
systemr eg.i str >;n_}y.r(\:i%r,Ql?'_r]?stlglfr, n?'_csSrcSysKey, m_csDstSysKey, m_osvi: In one aspect, these
variables are predetermined and set before this function is performed.
. m_SrcNICNodeList, m_DstNICNodeList: In one aspect, these variables are
constructed and filled with streaming related network component information before
this function is performed.
This function may return TRUE if succeeds, or FALSE if fails.
[0089] Below describes examples of some of the helper functions for the functions
described above:
[0090] EnumWSMNIC: In one aspect, this function Enum WSMNIC may enumerate the
registry csSysKey to get a list of NICs whose drivers are currently bound to a network
component such as the OS streaming driver. It constructs a NETNODE for each NIC found
and adds it to “nList”.
This function may take two input parameters:
o csSysKey: This may be a registry key root path in which the Source Platform’s or

Target VDisk’s system information is stored. (e.g.,



Source Platformmay indicate a registry key path under which a Source
Platforms systeminformation is | oaded. For exanple, the current system
regi stry wowvelvmesseof a Source Platform may be referredPCo/£2011/031290
"HKLM SYSTEM Current Control Set." "HKLM SYSTEM Current Control Set" may be
sonmetines referred to as "SYSTEM Curreng,Control Set". In another exanple,
the current systemregistry hive 20 nd of a Source Platform may be

referred to as .} STE C)(" S an jnteger.
In one aspect, Pﬁ%?@% W%ﬂ%‘rg %%Rnh(é@‘ E? cHoR Faap éﬁ(@ff%&@dﬁb}e@
Platforms sysnﬁmmamfoﬁmmrmmpaﬂstd @&d@dﬂ@&dﬁd Bsodaned Beverd@f@magdd it is not
limted to the above exanpl e exanpl es used in this disclosure, a

current sy'st em“P%lT%lﬂer?aWi’e\Pelu}lfﬁ%Sté’ff NéT?%Q o wipls the gyt isfgbe addeda registry

key path ungefindinGhiaytBRmPR OB MEISHs, §rﬁéﬂ§$l§mfblﬂf ormation is |oaded. For
exanpl e, the current systemregistry hive name of a Tar%t VD sk may be

referred tlB0Hd " HkwildNeGYsi=Mn opcogspecs Sais obnetionyBarldNsiNpde anay reresggera (or  x
is the " S@h@monﬁeﬂmssxwye eéﬂiemeacééﬁm R lih%s wder i % T§ TE'V' |

\ Control Set 00x" may be sonetinmes referred to as

\ Cont r ol sé&lmncthnnnayrt&eabq@emputman@nﬁm of the registry key pat h under

whi ch a Tgrget st em i nf i s | oaded can, b ot her nane,

and it is not Ic?é%lfgdf%lgx}a%%eaﬁe&ser ex%np eund%wﬁeh thierru1 0 g §§B%&§t limlt may
be preferabl e boe hspad, (Cllamdwshduhalmvbbe@tdpb@d Wlltlereﬁﬂ)wceﬁ Platform s system

i nformati on and t t VDi sk' s te on gnto a Devel opnent
Machi ne, i'n an(gl[aﬁ%ublg Sm%ym?aé& gft ?H"r éi}%sﬁléﬁﬂi‘aﬁlfiﬁr (#€ti on and

the Target VDi 5KK11\&\S§§t@ﬂ\lOuf}EIQC8ﬁEdISB1\ mmethwevsaeczua@&\@omx@ Devel opment
Machi ne. [0085] Bel ow descri bes exanples of sonme of the major functions of

the Clnj ect chazee: Thposw]hesjcertay pirqdetypp téhs, BspeC) t he | nj ect Dri ver
function rmys Qﬁctbﬂ%%&u%ﬁmﬁt&@%‘n@@lﬂ cﬂeagcﬁeln% 11§ N%%Oﬁqﬁrdc%g ctDriver

function can check conpatib %/ between multiple entities such as a Source
Pl atform e{ﬁdlea?x%ﬂap]géhoméw, thff iglheoftaE BN DE stryctarearafdieddenpat i bl e, this

funct i on YPEOLOL TURDRPEONSL hAEP I ASALERT LD ke the tuo enc (i es

conpati bl e unction may ta I nput par winDir may be the
drive | et tcewUHg siatpeeend: foon h‘écl@yléft}é’ﬁwmtalrmﬁamella” Sgiwrge Platformor a path

where the SYRhAPLEOMIIM AR IS Sk G il fOLg Fomponent [ nformat i on),

driver binaries and installation ource Pl atformcan be found.
dst Di r mayesGenpdrentdiDi waduel redd feom dsdasgled-\\ContpheenByd tegivtryol une of a Tar get

b o AT AP GPERAAR T OL gL o o Lhe Target VD ok

[ 0087] ChealpRalupatuadid inpwt padameenaeTyrpect, the function

CheckN CC%QBEIHe%ILS?S&XbKey: value equal to input parameter classSubKey

[0092] FindEnumEntry: In one aspect, this function FindEnumEntry may find an entry

under the “Enum” registry key where a network component described by pNode belongs.

This function enumerates all keys under <csSysKey>\Enum, reads the “Driver” registry

values under each subkey, and tries to find a match on “<Net Device class >\<pNode-

>csOldNetClassSubKey>“

This function may take three input parameters:

. csSysKey: This may be a registry key root path under which the source platform’s or
Target VDisk’s system information is stored (e.g.,

“HKLM\SYSTEM\CurrentControlSet\”. This value stays the same on each recursive

call.



may check conpatibility of NIC between nmultiple entities such as a Source
Platformand a Target VDisk. 21 This function may take two i nput

par anet erw0O 200gt6&Sy: This may be a registry key path toPaTse@eo3ND sk' s
systeminformation (e.g., "HKLM {_SYSTEM} \Control Set001") (see item 530
in FIG 5) srcKey: This may be a registyy key path to a Source Platform s

systeminformation (e.g., "HKLM SYSTEMCurrentControl Set") (see item 230 in
FIG 2 or |tem570|n FI 5). This function return -1 if fails;
ot herwi se,*® it KyTHemgy he%FFé‘SFbﬁts‘él? *Hupdsa vhigh t% seareh ghopldprgie el at f or m

that is not Cogéﬂﬁﬂe@r@hz\ﬂgé@od\ﬂa@ﬁ rdcOrsive BAIl %@fngr deder FRYdERL WD 1 “Ehugb! N Cs
in the Source Platformare supported in the Target This function can

construct m Sr dREENDERSLI st and m Dst Nl CNodeLi st, which are |inked |ists of
NETNCDEs dgscr i Rijag. Bhid & %é‘agg&ﬁﬂe%%%@ﬁﬁ?ggégfﬁ%%@{c&%ﬁ}ﬁ% ar{g%i%e&?otﬂﬁce

Pl atform and Target VD s pectively nj ec n one aspect,
this function loepgerddEMNI C may i nject OS streamng and NIC rel ated

registriesyf té}?%t%et%% go?n;kﬁgﬂ drf%{nqg bhe f:ll,;h(llqsOPa% I O}[[]l{u?lﬁw afltl al SOE%X% NLC

driver binaf I'e"and Iver ins I to a
Tar get . mSQIdBmSpacﬁ'mIm;aySereiquﬁelds sodeawhicabl es in the Clnject class be

set correct b fore h e r cSysKey,
m csDst Sys‘ifeé e}(’)]g??e: FE:“H o%&y 5%%&3'P{HT? He get\wlvgﬁ—%pggerg,l%flo dg’det ermined and
set befor ecsOﬂtl]EBJsSpHaiﬂci]DEB thSsydRef eMdFREEENuMK Sy Ghbrehpae hbtilork éan%hé\ﬂt@\lodeu st:

I n one as&% t hese variables are constructed and filled with stream ng
related n Wﬂ)qﬂk conponent information before this function is perforned.

Thi s functdsgevivays e{ﬁﬁﬁg%@%ﬂl&sﬁmc@m@?ggﬁande@r FALSE if fails. [0089]Bel ow
descri bes <ec)§an?(legikgstmsxr?lrIE%yg\chOlgB\TsSper:)celftlcl}c)gnCt 'ons for the functions
[0093] FindUpper: In one aspect, this function FindUpper may find the upper node of a
target network component. The upper node is the network component currently bound to a
target network component from the upper edge in the operating system’s network stack. This
function looks into the Net Device class key and locates a subkey which “RootDevice”
contains target node’s GUID.
This function may take three input parameters:
. csSysKey: This may be a registry key root path under which the source platform’s or
Target VDisk’s system information is stored (e.g.,
“HKLM\SY STEM\CurrentControlSet\”).
o pNode: This may be a pointer to a NETNODE that describes a target network
component of which the upper node is to be located.
. upperType: This may be a type of resulting upper node. If found, the function creates
a new NETNODE for the upper component, fills in the content of the NETNODE,
and returns a pointer to a newly created NETNODE.
Otherwise this function returns NULL.
[0094] FindDeviceClassEntry: In one aspect, this function FindDeviceClassEntry may
find the Device Class registry entry for a target network component. This function looks into
the NDIS LAN class key and locates a subkey value that matches a target node’s GUID. The
parent key of the above subkey is the Device Class entry.

This function may take two input parameters:



descri bed above: [0090] EnumASMNI C. I n one aspect, this function EnumASWMNI C
may enunerate the registry csSysKey to get a list of NICs whose drivers are
current | ywbaondieegs6a net wor k conmponent such as the OS stPcgaiseog/osrover. |t
constructs a NETNCDE for each NIC found and adds it to "nList". This
function may take two input paraneters:., csSysKey: This may be a registry
key root path in which the Source Platfdrm s ('\)/{ Target VD sklg s%/s';em_l_h
information is s ed. 22 "HKLM SYSTEM Current Cont r ol Set\" e
function EhumnS k l%%ir bt eegishy kenieet Rafth Wi@ewhichihs spuempledoEys pact NI C

and associ at ed Icifgevvmskrsrgy%mﬁﬂoﬁﬂatlonﬂsl—dt&{ed (e T%I s may be a linked |ist of
NETNODE to which the result is to be added. I's function may return TRUE

i f succeeds, or HBAMEYSTEMCprretGorgoi i) dNet Node: I n one aspect, this
function Buil d:}l‘ﬂfoh@dﬁnmx & 1&6&0%‘&%’[}{& bdsSribdd attgget%gtﬁ\% nt according

to val ues under cl assKey reg| try ction may ee i nput
paranmeters: clcawpdeept offhiish thaPebige @laseggszyntlQelytmmldbaeedJnder whi ch t he

et 1o SR L PR, SRR R G R B D
handl e (e. @ETNOHEIIMI@mteank@nanﬁmﬁemlswt}Se“ﬁﬁcnon ketidas FARSE.ce cl ass>\ 000x")
nType: Thi [ﬁﬂﬁ y bﬁnﬁLgﬁg%ﬁg Ir(1) gnené)sgggt y'[BlS func(tlofl gin’dLasté(L%%ey m;)y find the last
subkey index under regKey. This function may take one input parameter:
° regKey: This may be a string describing the registry key of which the last subkey is to
be returned.
This function returns a numeric number indicating the current last subkey under regKey.
[0096] AssignNewNetClassSubKey: In one aspect, a function AssignNewNet
ClassSubKey may recursively assign the next NetClass subkey number to a to-be-injected
network component and its upper nodes.
NetClass is a subkey under registry key
“HKLM\{_SYSTEM_}\ControlSet00x\Control\Class\<Net Device class >“. Each functional
network component registered to the OS is represented by a subkey under such key. Subkeys
are arranged in 4-digits consecutive numeric strings (e.g., “0000”, 00017, “0002”,...). A
new network component registered to the OS occupies the next number up subkey. A
network component at a Source can be injected to a Target by copying its NetClass registry
trees from the Source to a valid unused NetClass subkey in the Target. This function finds
out the valid unused subkey to be used in Target.
This function may take two input parameters:
. pNode: This may be a pointer to a NETNODE whose new NetClass subkey number is
to be assigned.
. pdwLastSubKey: This may be a pointer to a buffer storing the last NetClass subkey
index used.
This function may assign the last NetClass subkey index + 1 to the csNewNetClassSubKey
field of NETNODE pointed by pNode then increases the last NetClass subkey index. The

same operation may be performed to a target net node and its upper nodes recursively.



This function may return a pointer to a newy created and filled NETNODE
structure. In the exanple shown below, the fields of a NETNODE structure
are fill edoi2o11/16283i ver Desc: val ue read from " <cl assKeyPCTUiSpvg0BR29¢"
registry cs@JD: value read from -<cl asskKey>\\ Net Cf gl nst ancel D' regi stry
csA dl nfPath: value read from "<cl assKey>\\InfPath" registry csConponent| D:
val ue read from "<cl assKey>\\ Conponent | t" regi stry dwBusType: val ue deduced

from™ <c| y>\\ BusType egistry nType: value equal to_input paraneter
nType csO a aéé%gf@/eé'gﬁ %ﬂtcaféd’éq{slacrnetaapq%ﬁm Lﬁaﬁl%\ln%%S&nNewﬁggsmﬁ

[ 0092] Fi nalRy ndentsively hRighNRwBnRSekifictiMits af ddetihjedted h@%%@gﬂ%&ﬁénm fid nd an
entry under the "Enuni registry key where a network conponent described by
pNode bel o#¥§L nofss-s function enumerates all keys under <csSysKey>\ Enum
reads the lgé?feké’rﬂ[ge 15Q}@ih&&&yog’%élﬁﬁmm%%%y%ﬁi&nM‘%ﬁé/ subﬁé}g o @éﬁ%o find a
mat ch on " <Net vi ce cl ass >\ <pNode>CsU dNet Cl assSubKey>" I's function
may take thprdearp agropongels agempyter useg sk Keyses thi isformstiango allqceglrs&onsnekey r oot

pat h under VDi sk's systeminformation
is stored \gq 6%& %Lﬁ%\}g@g%}kt%&%ﬁf%g{?o é%ﬁ Thi s val ue stays the
sanme on eaEmhrcenimll@rb@tEmhas its 9@n sidyy uiider ﬁlerﬁ‘ﬁyurb’éka (legginﬁryR@ﬂE]’(ky under
whi ch the Al [ ane! changes on_ea ecursive
call, goi n?dge@gegmﬁld%g%rg gtricy ?Or%l%eﬁpqug'gl Wy FEGS n%on?PereP ““HNode: This
may be a p@nmoeentnmemoﬂﬁEafmm:Ebsi.rEmhm eqlépmérit mgrea;ntearbgatregiﬁtw\lmyk
conponent .

under the PCI subkey, bearing the manufacturer (or vendor) and product ID of the equipment.

Information of a specific PCI equipment instance is stored under a subkey representing the

bus locations. Hence, the full path for hardware equipment under the “Enum” registry key is

constructed by its bus type (PCI), hardware ID, and bus specific ID. If a to-be-injected

network component is a PCI device, its bus specific ID stays the same after it is moved to the

Target because the component sits on the same PCI bus slot.

The “ROOT™ subkey contains entries for legacy, non plug-and-play hardware. Equipment

instances under the “ROOT” device subkey are arranged by 4-digits consecutive numeric

string (e.g., “0000”, “0001” etc). Such numeric subkey string is its bus specific ID. If a to-

be-injected network component is a ROOT device, it occupies a new bus specific ID bearing

the next number up subkey in the Target.

This function may take two input parameters:

. csSysKey: This may be a registry key root path under which the Target’s system
information is loaded (e.g., “HKLM\{ SYSTEM_}\ControlSet00x\”")

. pNode: This may be a pointer to a NETNODE whose new bus specific ID is to be
assigned.

This function returns TRUE if succeeds. It also fills in the csNewBusSpecificID field of the

NETNODE pointed by pNode.

[0098] AssignNewDeviceClassKey: In one aspect, this function

AssignNewDeviceClassKey may recursively assign the csNewDeviceClassKey value to a to-

be-injected network component and its upper nodes.

If a target network component’s csOldBusSpecificID is equal to csNewBusSpecificID,

csNewDeviceClassKey value is the same as csOldDeviceClassKey.



If a target network conponent is found, the function FindEnuntEntry fills up
csEnunKey, c¢sO dBusSpecificlD, csService fields in pNode, where csEnunkKey
is the "BNOrb1keessander whi ch target network conponent PETusQed/031290

csA dBusSpecificlD is the subkey under csEnunKey where target network
conponent is found, csService is a strlzgg val ue of "Service" registry under
<csSysKey>\ <csEnunKey>\ <csd dBusSpeC| fi [ 0093] Fi ndUpper: I n one

aspect, t functi Fi.ndU d the per. of rget network
corrponent %ﬂ?“?{g‘sﬁ ]bee %ggg?gg?‘ﬂ@ F?(“ Wﬁl?fﬂg'%ecﬁ? C%ﬁ&ﬁ%‘ﬁfq ?YanE"teo a
target netlmahgmwmmwﬁn@pb&xﬂamw@ke@dxglechl Bedhe @Q@N@nillbé\gceﬂﬁﬁl%(}l
network stack. This function | ooks |nto the Net Device class key a

| ocat es avéhlﬁkey whi ch "Root| | evice" contains target node's GU D. This

function rmys fiakRn iy IR Wp upge[rgﬁag,ers csSysKey: This may be a registry
key root path under which the source platforms or Target VD sk's system

i nformati @n i sPhpdy: ddis(reaycpe a poHKen® & 1% wheset s avPoyigkilyssKey ispiNorde:

This may be aWE gi nter to a NETNODE that describes a target network
conponent of Ich the upper node is to be |ocated. upperType: This may be
a type of cs@kiBusIpegifichpard asddeBudSpedihelPchf tarpes NEINDIDD must lsat esengenew
NETNODE f L 0 nent, fills in the content of the NETNODE, and
returns aQDp(f)Oltr%%Hkl%qgirSg&nﬁﬁ&ﬁy created NETNODE. Ot herwi se this function

ret urns NUlbfs fuh8d84¢tEine TR&IH if eldcasls. ErsNeywDelineOlaesKasg peatget NETSODIist | on

Fi ndDevi c gssEntry may find the Device Class registry entry for a target
net wor k c?ﬁﬁ filknt. This function | ooks into the NDI'S LAN cl ass key and

| ocat es a [safdkey BalyMetwdikDesmiptioamstintat gelondagdres R ctidhTapaianbkkey of

the above SUbkeY. euhlTe UG8 gen SV Il TUncLL R Ry LS o
whi ch the T wnsnkl et Ofdttisg @methrgdmpdbbking its Yippe@ Mol hf amieth@dnistrst or ed
(e.g.. * Hl?lll_e 1nfso¥r§ja|—t|1£o'\r/xl 1%rs‘[rﬁlgttc?ggﬁltre?rlngggu\lg" l)lst m_NetworkInstanceList.

During driver injection, information in m_NetworkInstanceList is used to update the

“Descriptions™ registry key under “<System registry hive name>\Class\Network\<Net Device

class >“ registry key at Target.

This function may set up m_NetworkInstanceList to prepare for the update.

This function may take two input parameters:

. csSysKey: This may be a registry key root path under which a Target’s system
information is loaded (e.g., “HKLM\{ SYSTEM_}\ControlSet00x\”). This function
looks up registry under this key to determine the current number of instances for
target network components.

. pNode: This may be a pointer to a NETNODE describing network component to be
injected.

[00100] AssignNewInfPath: In one aspect, this function AssignNewInfPath may set the

csNewlnfPath field of a to-be-injected net node. This is the path where the OS would find

the installation file for a target component after it is moved to the Target.

Windows OS stores all driver installation files under “Windows\inf folder of the system

volume. Windows’ native drivers bear a unique name that is different than others (e.g.,

netpsa.inf for a packet scheduler driver). Installation files provided by third party vendors

will be renamed to, e.g., oemx.inf, where x is a unique number that exists in the current

device.



pNode: This may be a pointer to NETNODE that describes a target network
conponent of which the Device Class registry entry is to be located. If
found, tHhwof2oneteesss returns TRUE and fills in the csA dPeviuse@iasebey fiel d
of the target NETNODE to the parent key name. O herw se, the function
returns FALSE. [0095] Fi ndLast SubKey: Inz,Pne aspect, this function _

Fi ndLast SubKey nmay find the | ast subkey®i ndex under regKey. This function

oy stry KO SIeurBR R bk neTBRGReneS GG UG PHEL MBS | o
returns a diffeRni cenDinfh@hber Afércabyingibhe SouFdead b T]En%ﬁtt. mﬂfﬁﬁasﬁoam%ge Wey-

[ 0096] Assi gnNewNet Cl gssSuhKey: I n one aspect, a function sign

Cl assSubk Str?ﬁ?“?é‘h‘\‘ﬂ%f w?wéﬂ?@ﬁtﬁ%as R thenpsicuder wrfok thy dﬁéi??_oer to a

t 0- be- i nj e@teubiRAINOsia 6 DIRYERY neAREtK ichRpHRBEANINRBFer nELCl ass is a subkey
under registry key "HKLM/_SYSTEM | \ Contr ol Set 00x\ Control\d ass\<Net Device
class >". BHtHweiticmpbiaks Trretinp Raradeieshent registered to the 08 is
L s Sl U T L
net wor k conponenjectedgi st er ed to the 05 océ:upi es the next number up subkey.

A network conpo tat a Source n be.iniected to a Targe copying its
Net Cl ass r'egingtdrgﬁﬂf‘r@lessm?yﬁ)gﬁCfrwgq%gﬁ?@ar%% Sﬁ%ﬁ?W@“ﬁ’ﬁﬁé%ﬂ”&l@?‘éﬁE subkey
in the Target. diivesinftaliution fites bi thd Tamat VDI cudbd thubdused sualégy t_(l)_hbe usedb
in Target. This fu ion, may _take two i pput paraneters: p e: is my be
a poi n'? er Yo a %En&%g%Th’éWaNé’Félpég’éeré‘&Bk‘é@erﬁ[?ﬁ‘B%Fheil%StE"Hnﬁéc i si gned.
pdwLast SubKey: nlhibsr f68xd BRleAdgOi-Nt er to a buffer storing the |Iast NetC ass
subkey index used. This function nmay assign the |ast NetC ass subkey index
+ 1 to t helisNaghenrelussIRIFKEyucredsd pipdaEsNopnBeh i Eisdiy £ koifer nofred

i ncreases gyhg k@giviNetddndRSipsdilkey index. The same operation may be
performed to a target net node and its upper nodes recursively.
[00101] CopylInfFile: In one aspect, this function CopyInfFile may copy a driver

installation file for a to-be-injected network component from a Source to a Target unless an
inf file already exists in the Target. The inf file name at the Source is recorded in the
csOldInfPath of a NETNODE structure. The inf file name to be used after copying to the
Target is recorded in the csNewInfPath of a NETNODE structure.

This function may take three input parameters:

. pNode: This may be a pointer to a NETNODE describing a network component
whose driver installation file is to be copied.

. csSreDir: This may be a root drive to copy a driver installation file from (e.g., “c:\”).

. csDstDir: This may be a root drive to copy a driver installation file to (e.g., “f:\).

[00102] CopyDriverFile: In one aspect, this function CopyDriverFile may copy a driver
binary file for a to-be-injected network component from a Source to a Target unless the
driver file already exists in the Target.

This function may take four input parameters:

J pNode: This may be a pointer to a NETNODE describing a network component

whose driver file is to be copied.

o csSreDir: This may be a root drive to copy a driver file from (e.g., “c:\”).
. csDstDir: This may be a root drive to copy a driver file to (e.g., “f:\”).
. csSrcSysKey: This may be a registry key root path under which a Source Platform’s

system information is loaded (e.g., “HKLM\SYSTEM\CurrentControlSet\”).



25 [ 0097] Assi gnNewBusSpeci ficlD: In one aspect, this function

Assi gnNewBusSpecificl D nmay recursively assign newBusSpecificlD to a

t o- be- i njwotzet/wessaor Kk conponent and its upper nodes. F®CTAR20M1081290 n
W ndows OGS, the Enumregistry key contains the subkeys for specific
har dwar e conponents a conputer uses. Tt}g OS uses this information to
all ocate resources (e.g., JO addresses “and i nterrupt nunbers for the

corponent sy £l sl Lg e DR PR, N5, UL S U SR MRARL ey Erum

pl ug- and- pb @xd equiiperEié ndie andaRet. pher al conponent i nterconnect (PCl) bus.
Each PCl equippent is_represented by a registry key under the PCl subkey,
bearing t H@Wﬁhufl‘&&&ﬁ%ﬁwéu%wam ORH ASH5Flo diiE o MergeN e lasiriRheys

| nf or mat i GRayOfefse SBE CL{SrEsyRky\EHYNRNBNDeVifks LRRC 8« i sEbledy 0@ Ghd NEL8E-ifecidbk ey
representing the bus |ocations. Hence, the full path for hardware equi pnent
under t he MeRyfikPomRAPEHARA ifsaiprers) odissdet-uct ed by its bus type (PCl),

har dwar e |15 @RGioR Wy $RES ihe f&lgwih%: a to-be-injected network conponent is
a PCl device, its buS'specific ID stays the sane after it is noved to the
Tar get because 1t Heopy aegpeinydrae “sitreSyshex\entedaspeNetldeviesicdass The " ROOT-

subkey contai ns eRL{ <O - rg\é@f) : L pmrent
i nst ances under tﬁe&p%efaéées\ﬁ/?%%lﬁ‘gkg@&g%Kg}??gﬁg@gl%%a- |§‘fl%es%%g
consecut i ve nuneriecsdewNatl{ssSupKey>0000", "0001" etc). Such nuneric subkey
string is its Quswspecific |ID Lf t.Qbe- L njegt ent is a
ROOT devi ce, i?' chhc?g eiljgélsa Hagw t}ﬂlgl%tshpg%oﬁfcé Fcﬁ)nfg)g%lrgs(?é&?ﬁgﬂﬁg%ﬁg%é%er up
subkey in the Tarmgetregidthyi leyfanifetgeon nay take two i nput paraneters:
csSysKey: Thi be reqgistry key root path under which the Target's
system i nf%‘ﬁé?%ﬁ N t%&@%ﬁln@y@r?gﬁﬁhM f SYSTEM I\ Cont r ol Set 00x\ ")
pNode: Thies miﬁNb&:c’Ih@Qﬁdytt%l’a pomntér tHl NYIRE D a&erikiawa AesvosP@sigohént! D is to
be assigned. This function {)eturns TRUE if succeeds. It also fills in the
csNewBus Speci f MEPES FHENGISST PE RETSRIETNCDE poi nted by pNode.

[ 0098] Assi,gnNewievd cRE: anskeyy 3%@@‘[5?&%1 robt a8l HHAEL WR&e Source Platform’s

Assi gnNewDevi ceC assKey may recur si vel ﬁ assi gn the csNewbDevi ceC assKey

val ue to a tobéysie BEragtioreisuendrd g EM\Sugigigeentrideres)- |1 f a tar get
ot k , o A . . ficID.
CoNowDovi Go0) acaitsysRE IRIARPREL I ELPLLroBR ulr SRPEUBIASPESIGE) [ i se

the "#<csO dBusBpauwtibn &llEekd (¢ pkEMKIMLhISH ST o (nusiStliDev). ceCl assKey val ue
S Changed o AR SIBH PR LILEME Y FAE Dl gh Decomes Tts
[00104] MergeDeviceClassSubKeys: In one aspect, this function

MergeDeviceClassSubKeys may merge the NDIS LAN class subkeys of the to-be-injected
network component (and its uppers) from a Source to a Target.
This function may perform the following:
1. Copy registry tree “csSrcSysKey\Control\DeviceClasses\<NDIS LAN
class>\<csOldDeviceClassKey>* to “csDstSysKey\Control\DeviceClasses\<NDIS
LAN class>\<csNewDeviceClassKey>*
2. if pNode->csOldBusSecificID != pNode->csNewBusSpecificID, replace:
a. “#<csOldBusSpecificID>#" token to “#<csNewBusSpecificID>#" in
“symbolicname” value of the #<csGUID> subkey
b. “<csEnumKey - “Enum\”>\\csOldBusSpecificID” token to “<csEnumKey -
“Enum\”>\\csNewBusSpecificID” in “Device Instance” value

This function may take three input parameters:



This function may take one input paraneter: pNode: This may be a pointer
to a NETNODE whose csNewDevi ceC assKey is to be set csO dBusSpecificlD and
csNewBus Spocnfl/weddeof target NETNODE nust have been set Po@fuse@1mai2bé ng thi s
function. This function returns TRUE if succeeds. csNewDevi ceC assKey of
target NETNODE is filled in. [0099] Tal L%Netmr kDescri ptionl nstances: |In one
aspect, this function TallyNetwork Desctl ptionlnstances tallies the nunber

of Driver Description.instances that will appear_in a Target VD sk after
i nj ecting % nethOA% Thdripenkmt poinier PRrNEIPIHEPE dersbing pReeV K eRERBALSt or es t he

i nformation inwho8d fesREY Qo POMRLRH. Mappi ng |ist, m Networkl nstancelLi st.
During driver injection, information in m NetworklnstancelList is used to
updat e t he* " Des8¥ipisKerslhis mgy b 2 egisty kephidet patke@yder which e Giostee PlaHprne’s

name>\ C ass\ Nets?ﬁérﬁ \in ati@f:fY | 1?5168 g«,ﬁ% ,s"Pﬁ(LWﬁﬂM\dﬁﬂX?@r‘g)mgﬁggﬁ%d aTh s

function may set up m Networ Kkl nst eList to prepare te. This
function may t akRstSysKeynphis mpabameistirg key ooSyakeyder Which aayeebie syatanegi stry

key root path under whi.ch Tar get: i pf ti ig | oaded (e.g.,
" HKLMV_SYSTEM IS HIPdY Gaftg e %%Kﬁ'ﬁﬁé%ﬁw&g&%ﬁg%ﬂﬁ\ Fegistry under
this key tThidéihetion raterdsTR GLITseRtedUMAIESE atherwisgt ances for target network
conponent s, - This e poi nter tq.a NET descri bi net wor k
conponent [p?)m%ib ?ﬁ‘ﬁe&%@&?’f’%g%ﬁo?n RBS GRIEWS Baegion | efé%h‘ﬁéﬁ%@%, B s
functi on As&bgaeRiudisiBkdys B YhSRtbetiR 1S Netdonit E’@ﬁlﬁorfehtedaﬂd 013 u@?ers) from a

to-be-injected net node. This is the path where the OS would find the
i nst al | at i YWEi? 8 TRgEt a t ar get conponent after it is nmoved to the Target.

W ndows OS154 fh&fondhdy sirfoMB the 08dvahg:at i on files under "Wndows\inr fol der
of the system vol une. Wndows' native drivers bear a unique nane that is

di f ferent t han lot fetys Foamg regisietksy fraiusfand gl sepkpxn Kiem s¥tvetup arlatet-ver ) .
Instal | ati on fil e%upéeqyduﬂ‘?gtbp%/ r}amerigin%@}dﬁu\éﬁ%gfﬁ'ém.Wl“elréct%u &0 Gata@

e.g., oenx.inf, where x is a unique nunber that exists in the cufrrent
devi ce. 27 The disinvesNewBysgickiicllbn file for a network conponent from a

third party vend i.{fe i ngna%r . ing froma
Source to a Ta?gg{f.c @ﬁyg@?&ﬁ%b%%f{;%gh%@hé{sﬁéb 5t gtee%élﬁgy f}a&%yber used in
the Target, and ad¥ignh’ frére “AlxtDaviseislss wrsO6I0IdGlessdnbKet’ t¢ frd¥aDeatceon fil e

of a to-be-inj ethEist gﬂ&%ﬁﬁe&@l%@ﬂﬁ@éy”a”d its upper nodes.

3. If csOldBusSpecificID != csNewBusSpecificID, update registry value “Device
Parameters\Instancelndex” from csOldBusSpecificID+1 to
csNewBusSpecificID+1

This function may take three input parameters:

. pNode: This may be a pointer to a NETNODE describing a network component
whose registry is to be merged.

° csSrcSysKey: This may be a registry key root path under which a Source Platform’s
system information is loaded (e.g., “HKLM\SYSTEM\CurrentControlSet\”).

. csDstSysKey: This may be a registry key root path under which a Target’s system
information is loaded (e.g., “HKLM\{ SYSTEM_}\ControlSet00x\”).

This function returns TRUE if succeeds, or FALSE otherwise.

[00106] AddLinkage: In one aspect, this function AddLinkage may enumerate all

“services” registry keys at a Target. If a subkey’s existing “linkage\bind”, “linkage\Route”

and “linkage\Export” values contain csRefGUID, this function constructs a similar string by

replacing csRefGUID to ¢sGUID of the to-be-injected network component, then adds a new



This function may take three input paranmeters: pNode: This may be a
pointer to a NETNODE descri bing a network conponent to be injected.
dstDir: TWD0nmen28%¢ a drive letter of Target's system veCufsS2an/oazpat h
where the driver installation files of the Target VDi sk can be found
pLast OEM nf Count: This may be a point er3to a buffer storing the | ast
oeminf file nunber found under dstDir his function returns TRUE i f

succeeds. Node h | ed,i n

pLast OEM é&ﬁn‘ﬂf" l\ﬁ%ﬁ‘i@&a 163 ROBSp g 1,3@@@@8% ﬁ%glséré/ pVé"E‘{é Thipds
function G@lb)ﬂdl’tflé:hdveNI(ByncE@ﬂMt\@rﬂEd)rﬂﬁﬁnehtﬁ&'ﬂ@bé aivienn. file for a

t o-be-injected network conponent froma Source to a Target unless an inf

file al reaHV F%‘tnsm?yﬁa]f%t@re?é‘?%‘éParal?ﬁérsl nf file name at the Source is
recorded iy thengalwi sfl%?}aﬁéh qgmt@r @%ﬂ@ﬁ)ﬁ%@&hk’ifnga&%rk E'(gm;gdnleﬁ name to

be used after copying arget is recorded in the csNew nf Path of a
NETNODE st r uct uyhich HFFQ lse 1mlfﬂd:tfit<b¢?ﬂ$¥ﬁlﬁ neayosk seryieas in pgatechar amet ers:  pNode:

This may be a %gk Dt ?hlé‘m'\‘ﬁ@‘ga%clgﬁ Iegéﬂ&‘ecs @%ﬁ%tﬁﬁ%ﬁhe%ﬁgg%%kemose

driver installa |Ie|s be a root
drive to copy applxmpmﬁcnetwsﬂ@ehadesunthéThgetfrom (e g., "c:\"). csDstDir:

Thi b t d d t file to (e.q.,
T Ob1021 BB B RrRS bY b e Kk st e paRt Rk Tre st ver Fi 1 o
may copy a dri wemnbatmnyloﬁdeldQegerﬁLM{ tsefsmqt@ﬂltramtem&k)corrponent froma

Source to a .Target unle the |ver flleg%'éready exi sts {1 t he Target.
This funct HBhIUREYO IEREST or ap RfeeedeHifdlsay be a poi nter

to a NETNCi@EmEs CAu@sﬂ%@rm@smrdﬁeca@;m@p RGO Fun¥iRSLddbvE MBS fabds Bayl Shutr@rake
copi ed csSr r: This may be a root drive to copy a driver file from

(e.g., "ciV bleys updqns paryiees” Tegisryeeys e Taredotl e koenans wyphesdhassReEVID | e to
(e. 9., "fiJalde; thiCRRESORYDEEMrcts il iBey REmR fBreagia%eE m@%y rérqaﬁngt)@sk@femﬁr

whi ch a Source Platform s systemlnfornatlon i s 1oaded
" HKLM SYSTENR@eh NKrs G3HPr ol8efiyncyion then looks for this key from a Source If found, the

function copies the whole key from the Source to the Target
This function may take four input parameters:
. pNode: This may be a pointer to a NETNODE describing a network component,
which is to be linked into existing network services in the Target.
. csRefGUID: This may be a GUID of a reference NIC.
° csSrcSysKey: This may be a registry key root path under which a Source Platform’s
system information is loaded (e.g., “HKLM\SYSTEM\CurrentControlSet\”).
. csDstSysKey: This may be a registry key root path under which a Target’s system
information is loaded (e.g., “HKLM\{ SYSTEM }\ControlSet00x\”).
This function returns ERROR_SUCCESS if succeeds, or an error code if fails.
[00108] AddRemoteAccessInterfaces: In one aspect, this function AddRemoteAccess
Interfaces may add an interface to a Target’s Remote Access service registry key to represent
the new NIC. This function may perform the following:
1. Find a registry subkey containing registry value “InterfaceName” that is the same
as the target NIC node’s GUID under “Services\RemoteAccess\Interfaces” at a
Source.
2. Find the last subkey number under “Services\RemoteAccess\Interfaces” at the

Target.



28 This function reads the "I nmagePath" registry value of a "Service" key
for a target conponent to find the driver file name and path. [00103]

Mer geNet Gva=8Bullsk&s¢s: | n one aspect, this function Merg@NeUS2EIHBBKeys nay
merge the "csSrcSysKey\ C ass\ <Net Device class >" subkeys of the

t o- be-injected network conmponent (and i%s uppers) to Target. This function
may performthe follow ng: 1. Copy regi ]trytr{ae ad g SUbK

" csSrcSysKey\ trol\ Cl ass\<Net Device class, >\ <c Net Cl assSubKey>" to "
csttSyZKey%/Oo 'réPRy §§e§?sgmé’f‘fuﬁqe§ﬂdc§8b V%lgé‘n@?gé% °Cl assSubKey>" 2.

Change registry vedamdcesiRUnfoadAtcedsInBRaes Jastisbieatid>11 & trCBdNes nf Pat h> under
new regi stry key at Tar](get This function nay take three input paraneters:
pNode: Thi SHFERCHR mayakethese BRpt BIRETRIGDE descri bi ng a networ k conponent

whose regi $try iNgdbOrhemiBrog intept%%fr@m&Eide&?i%&gmnP&k @orﬁﬁt?xieﬁtt, ry key
root path under whose Source Platforms systeminformation is |oaded (e.g.,
" HKLM SYSTEM Curtighis Gob #ddedtna Rymote As@st Byseceip:theTRirgetmay be a registry key

root path uynder ' . ' - I nf tion is.| qaded .. HKLM
OSvaTem ) 1 Corte s oGPl fEY bfe SRR BRPRIR bR ke RO pleleds. or
FALSE ot herw sesyst{nﬁ(ﬁlif@m}atilkfbﬁ@eﬁkd(m@ﬂﬁﬁ%ﬁﬁmwmnﬂmﬁgrp&ﬂﬂe,t\t’?i 51;] unction
Mer geDevi ced ass Keys. merge the NDI'S LAN cl ass s ys of the
t o- be-i nj ett ed Cﬁﬁwycﬂﬁ%ﬁlﬁﬁﬁ?a(%ﬁm ikf%r%bbagli‘ ES‘&F Wé‘l‘ﬁﬂé‘ &Y a
Target. This fupthadniBa@ed o ARG { S¥ KPRV YControlSet00x\).

This function returns ERROR_SUCCESS if succeeds, or an error code if fails.

[00109] Organization of Illustrations

[00110] Now referring to FIG. 1A, in one aspect, the disclosure below provides, for
example, a description relating to three stages of operations: a computer program building
stage 101A, a driver injection stage 101B and a streaming stage 101C. In one aspect, the
computer program building stage 101A is described, for example, with reference to FIG. 1B
and FIG. 22. In one aspect, the driver injection stage 101B is described, for example, with
reference to FIGS. 6A, 7, 9, 10, 13-17, and 18-21. In one aspect, the streaming stage 101C is
described, for example, with reference to FIG. 6B. The computer program building stage
101A may utilize two or more physical or virtual machines. The driver injection stage 101B
may utilize one or more physical or virtual machines. The streaming stage 101C may utilize
two or more physical or virtual machines. In one aspect, the machines utilized may be
different among the three stages 101A, 101B and 101C. In another aspect, some of the
machines utilized may be the same among stages 101B and 101C, or, possibly, among stages
101A, 101B and 101C.

[00111] Illustration of Process for Building Software Program for Driver Injection

[00112] In one aspect of the disclosure, a Driver Injection process involves injecting
information of selected network components present in a Source Platform into a Target
VDisk. By doing this, the operating system in the Target VDisk, when boots up on the
Source Platform, will recognize the network component(s) present in the Source Platform,
knows where to find the driver binary for such component(s) and how to bind such
component(s) into its network stack. The result is a functional chain of network drivers

(network stack) capable of performing normal network activities as well as OS streaming.



1. Copy registry tree "csSrcSysKey\ Control \ DeviceC asses\<NDI S LAN
cl ass>\ <csA dDevi ceC assKey>" to "csDst SysKey\ Control \ Devi ced asses\ <NDI S
LAN cl asswO<0siNeddevi ceCl assKey>" 2. if pNode->csO dBus8€tiUseelilb312¢0
pNode- >csNewBusSpeci ficl D, replace: a. "#<csO dBusSpecificlD>r token to

"#<csNewBusSpeci ficl D>1.1" in "synbolicpane" value of the #<csGU D> subkey
- "Enum ">\\csd dBusSpecificl D' token to "<csEnunKey

b. "<csEnunKey

take thr cdOTHALt B

descri bi npudimeebeleik conponent whose registry is to be merged.
csSrcSysKey: This may he a registry key root path under which a Source
Platform s -syst%?FTVﬁfa&fir‘?ﬁl“ily&ﬁ: Péffqr?}ﬁ%%faf(‘%% gystems store information related to

" HKLM SYSTEM Cuyefv@fit CstibdnentSaid thdir bindmBPe1SycnKiaYs in BfGedi@mRe Far S@MpRt ry key
root path under_ which a Tar%et' S systeminformation is | oaded (e.g., "
)

f SYSTEM | \ ConVindpwepfateres
th i 001 E : : PR oY i 0
ot herwi se [001Q3]). Mer gsEnHRYRKEY: Th@sﬁ)f/k?n %gﬂ?ﬁgw?gs{\%%eflﬂéﬁ'%é&garg file

Mer geEnunSubKey may nerge t he EnunsubKeys e-i1njecte

he irformatiqine vREeYs FeRITIHFSI YRS §YBteB jegiaE s,

et wor

SpecificlD' .in "Devjice Instance" value This function may
SIS ablerd Puibe HROGRT TS ey BT S POTE RTNGDE

HKLM
FALSE

k

conponent (and thatsesisigparthy sysieonvodunsoefitbedish Borfanupethe infhinsatibunmayibon may

performthe fo

froma Source to a
csd dBusSpeci f ite biBervEdwgeticiEn{mmastidykie yecnalee ini t8rgenO8,shidwidugsSpeaitlyivdlaD. 2. | f

%éqé/fog):esc%%lgg%}ga%%sSubKey, update registry value "Driver"

csO dNet Cl assS
from"<Net Dev

|| 0w ng: " L 1 Rgi : bk
P 8y SRR SR SR, U ey

1ce C

C &?'assSubKey" to "<Net Device class

>\ \ csA dNewCl assSubKey"

Now referring to FIG. 1B, an example of a process of building a software program for

providing network driver injection is described below based on Windows XP OS, as

an example. The subject technology is not limited to Windows XP OS, and the

subject technology may be used for other operating systems. The exact tools to use

may be different on different OS.

a.

b.

Select at least two devices (e.g., a first device 102A and a second device
102B) which has exactly the same hardware except that the network interface
cards (NICs) on the two devices are different. A device may be a machine
(e.g., a computing machine, a computer, a platform, a source platform or a

client device).

For example, the motherboards, processors and video cards of the two devices
are the same, but a network interface card (NIC) 112A of the device 102A and
a network interface card (NIC) 112B of the device 102B are different or have
different attributes, such as different manufacturers, different models, different
revisions, and/or different bus slots into which the NICs are plugged .
Preferably, the hardware characteristics of the two devices are as close as

possible so that the differences between their registry values are minimal.

Build a virtual disk image for device 102A. This image is called VDisk_a.



3. If csAdBusSpecificlD != csNewBusSpecificlD, update registry val ue

"Devi ce Paraneters\Instancel ndex" from csO dBusSpecificlD+l to

csNewBus Syocnfliwedd61l This function may take three input Ppanseet®esro pNode:
This may be a pointer to a NETNODE descri bing a network component whose
registry is to be nerged. c¢sSrcSysKey:,,This may be a registry key root

pat h under which a Source Platforms sySsteminformation is |oaded (e.g.,

"HKLM SYSTEM Curr en trol Set\"). sDst SysKey: .This, ma registry key
oot pat h under v i Yapdiskihass BR FRRT R BT R R BaR k€Y St i
{ _SYSTEM \ Cont r ol Seti®fe\102B uding 3 thadifichd]l airthod telg . Nthe 5&IJhd bpprodth deeeibed or
FALSE ot herwi se. [0010 AddLi nkage: 1. e aspect, thjs.function

AddLi nkage may enun%t?oé(g)]éoéﬁate"as@? (}gi‘a(?@@? ‘&arg?lslgék}%‘méﬁl%— arget. If a
subkey's existing "linkage\bind", "linkage\Route" and "l|inkage\ Export"

val ues contain csRefGUI D, this function constructs a simlar string by

repl aci ng csRef QY DBPY thstissh d5vise 0@ fiogl Yaiskfi ect ed net wor k conponent, then
adds a new 30 string into the "linkage\bind", "linkage\Route" and

"linkage\ Export™ regi stry values. This is to bind the new NI C and/or
net wor k conponente-t bxtrasbthe fise systene segistryiiinformaptien il 33 phtjic daviee t0BAEe] hput

pararet ers: pNOde: o ThidnER:oPExRO kY8l irhioy EONERNREAPSSLclk Bk @oinet wor k

conmponent, which is e I'nto existing network services in a
Target. csRef QU D: torxpert theyHigeY d Q@UAD MACAINEf(HKEéMesyNe@ redisity estoal r eady

Thi s my be arobl SERy Ry Pont Taat AT ok Be el B IR maf SRR T ey
information is | oadmedy becautginddHiKthdtext fiBYSTe&M } \ Control Set 00x\"). This
function returns ERROR SUCCESS if succeeds, or an error code if fails.
FIG. 2 illustrates an example of a screen shot of a registry editor 200 showing
various operating system registries utilized by a Windows OS on a client
device. The registries include four types as shown in FIG. 2:
IIKEY CLASSES ROOT,IIKEY_ _CURRENT _USER,
HKEY LOCAL MACHINE, HKEY USERS, AND
HKEY_CURRENT_CONFIG. In one aspect, only
HKEY LOCAL MACHINE (HKLM) is necessary for the subject technology.
The HKLM system registry hive may refer to

HKEY LOCAL MACHINE\SYSTEM 220.
f. Referring back to FIG. 1B, boot the first device 102A from VDisk ab

g. Extract the second system registry information 132B of the device 102A after
the operation f. For example, use Window’s regedit.exe tool to export the
HKILM system registry hive to a text file AB.reg. In this example, the system
registry information 132B may be contained in the text file AB.reg.

h. Determine network driver injection components 142 based on the differences
between the first system registry information 132A and the second system
registry information 132B and based on registries that do not affect network

functionalities.



[ 00107] AddSvclnterfaces: In one aspect, this function AddSvclnterfaces may
enuner at e subkeys under "services" registry keys at a Target. If the key
nane mat chextw28ss Ref GUI D val ue, this function constru®CI/us2&L08129¢ key
nane for a target NIC by replacing csRefGQUID to target NIC s GUD. This
function then | ooks for this key fron1q380urce. I f found, the function
copi es the whole key fromthe Source to‘&he Target This function may take
four input paraneters: pNode: This may be a pointer to a NETNODE
describing a network conponent, which is to be |inked into existing network
services in the Target. DesReh&hBL sctdf fegl¥Bies Peg.fa Sdblsetoff rayist@dsg e NI C.

csSrcSysKey: This may be egi stry key root path under_ which a Source
Platform s systemi Ilngar’rﬁ‘%l fléﬂﬁﬁqf}@ dfisenses Regvepn the registries of the first system

" HKLM SYSTEM Cur r ent iy ligfoedtion )1 32A @8Rk i eKeyihe Tofd gg@wnﬁ%éﬁw egistry key

root path under which a Tar?et's systeminformation is | oaded (e.g., "HKLM
{ _SYSTEM \ Cont r ol Sefdosatatipn 1338.s f uncti on returns ERROR SUCCESS i f
succeeds, or an error code if fails. [00108] AddRenoteAccesslnterfaces: In
one aspect, this function AddRenoteAccess Interfaces may add an interface
to a Target's Renot &orgemple, swraile eomprgisen fopl lk@pmpye Aeg enbAB reqeEmisiv NI C.

This function may per.f.ot: owW.:ng. i I: S

cont ai ni ng regi st ry‘ﬁ{/ear %12& }}'{lﬁ%%%egb%grgraen‘gettﬁg%db?gsgttifg%slg{l%%géy e?/P‘tdar get
NI C node' s GUI D unddrto VBasky i cesliRdmminkdAl Diksh tommtibroet'thasecandSrwicee. 2.
Find the | ast subkexoﬁ?nber under "Servi ces\ Renot eAccess\Interfaces” at the
Target. 31 3. Copy the registry values and subkeys found at the Source
to "Services\ Renpt eAccess\ | nterfaces\<last subkey #>+1" at the Target. This

function may take three jnput. paraneters: de: Thi .be ointer to
2 NETNODE doscr bi ndoa: nBRaBrRE R SRTEhEher reaRhen e o il Rt b B Remot o
Access service in thgeclarigetVDisk apradQyley filithhs outhlyorh eheafirktegi Streyistiiey r oot

ath under which a Source. Platform s D
P %mse registries that do not affect network functionalities.

For example, this process may be achieved by removing one or more registries
of the first set of registries from the second system registry information 132B
obtained from VDisk_ab one by one (e.g., reverting the change from the
registry list obtained in the operation h1 on VDisk_ab one by one), then
attempting to boot the first device 102A and the second device 102B from
VDisk_ab without those registries that have been removed. If the first device
102A and the second device 102B functions correctly on VDisk ab with the
modified registries, such those registries that have been removed are irrelevant
and can be taken out from the final registries to be injected into VDisk a.

This process may be repeated until all registries that are irrelevant to network

functionalities are eliminated.

The network driver injection components 142 may consist of (i) the second set
of registries (e.g., the final registries to be injected into VDisk a) and (ii) the
associated files (e.g., driver installation files and driver binary files associated

with the final set of registries to be injected into VDisk a).



systeminformation is | oaded(e.qg., "HKLM SYSTEM Current Control Set\").

csDst SysKey: This may be a registry key root path under which a Target's
syst em i nvoroaticess6i s | oaded(e.g., "HKLM {_SYSTEM } \ CeaTskBensn ") .
This function returns ERROR SUCCESS if succeeds, or an error code if fails.
[ 00109] Organi zation of Illustrations EPQ 110] Now referring to FIG 1A in
one aspect, the disclosure bel ow provides, for exarrpl e, a description
relating to thr st ages,.of erations; a caonputer ram bui | stage
[O1A | o drfver TerRtcRmRogy 408 Tos R v S Bk g evage g e VERdoR

aspect, the corfouteimp, agéragmmungmbmlgtcﬁwg@nés%ﬁgm péﬁﬁ@ﬂth@@nﬁjectfoﬁr exarrpl e,
with reference to FI G 1B§E | n one as the driver in ectlon

stage 101B is dedEplbpayYDis %%dﬁﬁfyéhawl?lﬁkﬁéﬂf@rtg?&w% drivegnjeghion 192 9, 10,

13-17, and 18- 2}n nbk bOAEhASRES  ice 1 DBA 8hd B2 BBEd %v@&elOiﬁlﬁox' 1§stgr§>§ct§doped for
exarrpl e, with reference to FIG 6B. The conputer program buil ding stage

101A may util i Zke figodegice AB4 upng Yiid a yith thernetrark deivaiiimediontha aif i ver

i nj ecti on stag%eée%ﬁewmwvblsﬁea @nﬁth%em;@drwa/ﬁf &alm 5 4 cBﬁxb‘fﬁiblerWﬁ i nes.
The stream ng sta g@ utilize two or nore physica tua

machi nes. | n orke b@c’tce 19% byrdeth¢tingsvhgthet ihzédotmﬂlab@%drrtd property. dmong t he
three stages 1 p qgﬁ machl nes
utilized may bod%&hlgl}goégngﬂggn%é}gdlﬁvgaggfqg%gg{/%%ig%&h T pcgrégfl anong
st ages 101A 10djectand 5200 CdeteGihd Whethéd Uik & altWIGl’thCJflethOﬂ@ch/sr i’ngnctnBulizdi ng
Sof t war e Programfor Lver. 1 n on 12].1n.on spec

di scl osure, I:ljls'comep emcttlh%sne’Jc r(%ci:eé”scg llb%%% é‘letsculnﬁj Z’E@ ‘ﬁtg %%c(ﬁ hﬁ%l on of
sel ect ed net V\ordccurmdmmreﬂysRmeesmaforegM@ dpetatios PindtX @r nfeividtiter deviegsget

VDi sk. By doing this, the operating systemin the Target VD sk, when boots
up on the Source Platform w |l recognize the network conponent(s) present
in the Sow.ce Rkﬁief‘zﬂi’zﬁ’lthd@]ﬂﬂgesv\betéﬁmh@afdglsdyﬁﬂj&tidﬁipm&l’rn PANBIpYicdb toSUE N
conmponent (s) and how ind such conponent(s) into its network stack. The
result is a furféfiond e 8% of network drivers (network stack) capable of

perform ng nor mak et@ipl®) blsed6h khel dbbRSoR et dnddBscfatidhd, @edlicB d regisky [ 00113]
An exanpl e of huilding a software program for performn these features is

outlined bel ow ! WEtioyPalsR ﬂ&hbﬁlwﬁalw ény F5Vice &§- én%“yc%‘éﬂ“é’t‘:i%@) @yRled ¥t or e
information relabgd o 1ﬁk@c{n\9@rahe%g?@%qﬂé SoRB ApdetRIn oR iftiphddvlat i onshi ps
in different forns. For exa ndows ILt)orestheln formation in
various regi st rqe@ém’@ﬁé]vé‘?th‘éﬁée Sy SINEPEEY; \ga@qey framase dedee(s)eopflict witlpthen FI G,
2). The systeme&gghg;egxtrwseslf@onpa&ﬁﬁe%@»qc ‘?ftf?é Batoh réé&%ﬁﬂ%s c&mides in
t he system vol une di sk. For LI nux e i nformafion e stored as
configuration fthingbergifchetteed Feadjust %16@?glsﬁlﬁrV@bleﬁiOraé@lﬂéh%ﬁonﬂl@hcé regitiey first
step is to obs f r

anal yze exactl?ﬁjv\ﬁlolﬂ% g[?g?%ﬂss&a{tﬁob%géﬁé %gﬁgées {)rgﬁl%ﬁge? va Sl'gﬁ{e fsn%ﬁéw%gng to
FIG 1B, an exa/rahlbearmifcoaﬂptsoélessoromutctrmrcbgmrmgerarasezﬁm\bl@ma)emnogﬂé)nhowoﬁle

provi di ng net ndows XP
05, as an exaV\KfP&tlgﬁslhs\ﬁ@lg %Risgg?&[ 9/%‘1 ?SQ§1§0%G¥QS§ égﬁ%%n%w% ss eC 8{1?/5 XP CS,
and the subj ectexareplhmfl sony ofrﬁlys ﬁlue:tmmexdnt[anrbasﬁdkmrthmgnsay mj\@tlslypzttensMSThe
exact tools to use may be different on different OS. a. Select at |east two
devices (e.g., a first device 102A and a second devi ce 102B) whi ch has
exactly the samrobadedvaitpueorqaprank &l pdrive me wijedtionnBasddamesosdiodst 6Nl Cs) on
the two devices, afe djfferent devi ce may be a nacréza(oﬁé .g., a conputing

machi ne, a conplft Breeoms SPHRERIS s ATCYER TEOMHUE PEOSHTY WRitgovi ce).

application). This computer program may be based on the network driver injection
components 142. It may further be based on the registry injection pattern 145
described above. The computer program can then be encoded onto a machine-

readable storage medium.



For exanpl e, the notherboards, processors and video cards of the two
devices are the sane, but a network interface card (NIC) 112A of the device
102A and worretnvwedsei nterface card (NIC) 112B of the deviPCe/UBQ®@B/0ar280
different or have different attributes, such as different manufacturers,
different nodels, different revisions, d/or different bus slots into
which the NICs are plugged. Preferably,”the hardware characteristics of the

two device as, cl ose sposs' ble sqQ that the differences between their
registry V@Pﬁ@j ammms L ystgms Erameedaal  di sk i mage for device 102A.

Thi's i nmageoos1sjal FES YDillgkrates a 3dmplifiddUdlagrath \Ofr 4 Wdlnpdies knetwirl esyklat id S
conpati ble with both device 102A and device 102B using a traditional nethod
(e.g., the*Sedars MPANGRSt ABePrEatdistlsVeE) to create a gol den VDi sk. This

image is cablr VR sdn@lter fbtwBR0%ysteRe 300 medy HRNIHE SndO0RE 60 MebleS Kadee €
Extract the first systemregistry information 132A of the device 102A after
t he oper atFlaworas gy ineseampingcationvith alargehnBlaidmm gek viyndowok p&geli pnexe

tool to exppd:, thg'?all'g'@ : % flﬁ'c:rre(:l%(lah@w SUn&E g@:s'élg)g% %}Egﬁ%eﬂb‘%%&:&%@% text

file A reg. In this exanple, Ir'st systemregistr ormation A may
be cont ai nwesi¢ns) thereireusers cdneaghesseqpplications and [filagsu the ckargat Riottompl 4oy a

h i } 1 rl rati .Syst em
oot st ooogiing b % BhEX pEflhe b0 SO AR, U SRR MR EAFEL
i ncl ude f oastabtistpd sisiag ashafmavdral velllkno®m téchiigiesGuASSHESe RGGHte Desktop Protocol

| | KEY_CU ER,. HKEY, LOCAL MACH NE, HKEY_USERS, AND
HKEY_CUR%&%“?‘HS‘B%% 32P8ct, only HKEY LOCAL MACHINE (HKLM is

necessary 00117 heBg wajy exftilliseationodndgyot lidietidilaNM csiyst adrag 03tday réprasenty
refer to HKEY thL %PICH NE\ SYSTtEM 220. f. Ref grri n%@?@ck to Fér%] 1B, . boot
the first GEAEE LGPRF PORIS/B BRORISOTPUES (& B8t Spwee Llalgre spere digdirktry

i nf or mat i oa3sidBARPOA )L ahpm‘lf.lﬁlﬂ «b@lplxazgédaiﬁdegaaH VIerl\i/l]al DRETIR, ioﬂé]_sﬁitabl%&{]e_v% a«;ml £, t us;a
W ndow s regedit.exe tool to export_the systemregistry hive to a tex
file AB. reggcqswrt | oneRXae, a ces%{%@m Ggisst PATTARPRT (Fet léhor@séedrm be

cont ai ned pHané, Bladk®¥iry,fetd. B MEbert&l-coRfigPRIoBE, M SQIrOEPM@En S50 MBI reprBde8CEd ON
components 142 based on the differences between the first systemregistry

i nf or mat i CHYIC3PIAYANY SAHE CERVENE WStderh fayPEes ynidvlior drickon ViESo Beding Dased

on regi st rhglindebAt ddeNot adddvRet cap SN ksuppiRGtd AN@hhddiBS to a3fbmote Target
Platform. In one example, a Source Platform 302 can be mobile. In another example, a
Source Platform 302 can be stationary. In one example, a Source Platform 302 may be a
device having at least a processor and memory, where the total amount of memory of the
Source Platform 302 could be less than the total amount of memory in a Target Platform 304.
In one example, a Source Platform 302 does not have a hard disk. In one aspect, a Source
Platform 302 has a display smaller than a display supported by a Target Platform 304. In one
aspect, a Source Platform may include one or more Source Platforms. In one aspect, each of
the Source Platforms 302 may be the same (e.g., the same system configurations and the
same network component configurations) or different (e.g., different system configurations or
different network component configuration).
[00118]  In one aspect, a Target Platform 304 may represent a computer, a laptop computer,
a computing device, a virtual machine (e.g., VMware® Virtual Machine), a desktop session
(e.g., Microsoft Terminal Server), a published application (e.g., Microsoft Terminal Server)
or a suitable device with a processor. In one aspect, a Target Platform 304 can be stationary.

In another aspect, a Target Platform 304 can be mobile. In certain configurations, a Target



hl .Determne a first set of registries (e.g., a superset of registries),
which is obtained fromthe differences between the registries of the first
syst em r eyD20ryI62856 or mat i on 132A and registries of the PETASAIIPIL200M
registry information 132B. For exanple, use a file conparison tool to
conpare A.reg and AB.reg. Enlist the regjstry differences. This can be the
superset of regi stries to be injected ifito VDisk_a in order to make VDisk a
conpati bl Z:Pl th 3th cond .devi ce 102B. h2. Beter ne a second set _of
registrie t‘téoral FioAA o iceghicn E8reset BSOPRF Blofig | age grsesa jreet

obt ai ned umatffdrhltﬁmlmmﬁde dne @PmbheTdridt Platehs. Of registries, those
registries _that do not affect_network functionalities. For exarrple this

process mel O] aclyi g sxprpple. Adifehrerige srismate t%?@"?‘%@‘ivé‘terw% ths firstsvicRisst set
of regi st ri®girtdRMchhR 386 Wsce¥it &Videe Th Dhé )éxan{m@rarmfsﬂ Rihole3&BiRhal ned
from VD sk_ab one by one (e.g., reverting the change fromthe r |stry li st
obt ai ned i§negseeddparsaeandricrice eyer miogrEiSaBerengsyoRsHEFh ag hbﬁcaéﬁr@nbg@tmgc to
boot the fdnsf), g@,\{aecgre;%t%wgggvg ‘?1%9@91&11%\( & 102B from VD sk_ab wit hout
those registri'es that have been reénoved. e first device 102A and the
second dev[i%@ﬂlozwhfblm SouronBlafonny &&t ang adhlrgstDPl@kfombMﬁ 4ri retnimge wishlrdspestito

registries Le |r nt and
can be takeeaﬁ out %?gﬁrﬂg? Eﬁ%l na‘?f&%%?(gﬁ[‘il?#géslgg %% tg)l{lt%{%c@qd) %\6@
Thi s procefss erayplbevieepeatden comhedtioa) b Inzelgl @®hnécgion tlhlfaﬁdlﬂg ehe E[k&hevamta to

networ k functijon ar.e i e | ver. inj ectl
conponent ;t) szf CﬁWAé\y)ﬁ%nlng tog mc(h{f%m% Pgﬂs é[q tﬁ?er RN AR aemﬁghe t he
final reglr&thbrEs:ommcbm lmjuelﬁtge@SMnGPR\%mS}k V&Maartd c(thdr)netxh&k&ﬁﬁmmat ed files
(e.qg., dri vg 15%% E iles .an river nar 1f| | es a}(ssocizlat ed with
the final &Y ¥ AEYY PEOH B‘E}WP 8 WIS Sk ngfyvor gy For m
i nj ecti on:indritjeest othé}eleﬂﬁirk\loIAkndﬂWbﬂk@O&rﬂiHyelﬁ&lhworféQfmmeMlﬁer@@ rbiting A4l sk a.
regjstries to jnject, performthe

For exanple, after | ist of

i nj ection %Vﬁ%faﬁoyrcgﬁ’ av%fng% Igi/%{ﬁf&raﬁéﬂaffg)r%af% Iyt péevac%etgh SoHwse KiAtiRER«
driver injBReidtPmtbar) 620 nBriPRaY bt AGirtistSby dRvir ﬂ&@ﬁl@wérktdm@re%geg@ald
devi ce 102B. For instance, boot the first device 102A using VDisk a with

the net wor® Rt gEMiSH teca Igsrnes protospl IRedrer. A Inkpras memeDivandons itemet he
net wor k drda\ﬂ’ersehm NE) nhRé, & JoR@RRAMr &t s afkbr Sﬁheﬁei‘flhﬁﬁtel%é by
det ecti ng whet her e booting has occurred properly. In addition, boot the
second de\ﬁxé’é\Plfé)ZBtQJé‘P‘r‘ing[ﬂeSl@e anayj pehroppee freengbiek dGYIPQ/quVﬁF@ctHCOWbJ}?QZ and
det erm ne tmgf@{, St ﬁ}ﬁg@dwtﬁgeg%fn&tmr k driver injection 152 is
conpatible wth™the second device 102B by detecti ng whet her the booting has
occurred pfBIRdl | yln dRepenset aftile disslesysi mSoper Retfams niy dadomegnesacfeavd tot her
devi ces. t he t e ttern
145 appi i oS5l e pndthnt AoscBiR VRN 8 LB P e SOLTO Yol BENLB1RE

above operSinilens aflirgh PéatioanT ong bedeubunmesarequstb ry ai tajgechladornp attgetn t hat
can apply él%)h%@y Qe? SFw@ sz any client device) coupled io any VD sk. For
i nst ance, ter’ ap ??ue above operations on nultiple devices,

det erm ne | ﬁméltzmerlntdme eemc&tthﬂgermeg‘ilc&alf’)an\iahlﬁﬂefaremel@ﬁl& aews, cald %) samaf | i ct

with the tin val uesfr anot.her. device i sting
registry %iﬂi %8% %‘“X’f{ht n*Y AP rgé)“%?e n@%téorfnooﬁaj %%Qtotet ﬁ%“rFf‘eg’ 1Ly,

val ues to c&}éﬁidﬁlgtdﬁﬁwmlﬁ’ﬁcrlal Whirce Rldtgh 3¢ ﬂ@écﬂlﬁﬂd&ﬁim i Soaick @1difodd 3ide dp fI’@ﬁi
gener at ed lt%aﬁ.ed o]a t he eXaI uat i on of tge exi.sti n regi stry val ues and
confl i cts. D dagelpies eplrﬁa?cé‘r’ﬁn]éeﬁém Bl 2] ﬁ"r&eh latfpya sy OR TR BvES 2t he
functions ise Tagst MesdrgniNewiabel Tass SPibitaYh, agfnding be ANENBUESPeGET PIgkdmar e

exanpl es of sone of the functions witten based on the registry injection
pattern 145 desgribad fem, ths TareebRiatioray sids ydroamt Bonrpellniéorm tidre rospgei¥elyon. Based
on some orjogid3] of ntdhe bice UeliBG RSN Bhiatirck FlattdPh QfICE o2 afe@lwo%e(jwdogr am
162 (or a software application). This conputer program imay be based on the
net wor k drdixgetly forg %@tr%ﬁ*iafé@mbﬁmém gnejappther ysipgayir¢sgriwienlessly) mas bel reerradne
registTy |l G8daP BeRAL Lo (3P SULDLRAARY End HHECAIRUL GinREGILARCAN

e storage medi um

t hen be enco onto a nmachine-rea
Target Platform. Similarly, devices placed on a Target Platform side (e.g., devices connected



36 [00114] Illustration of Systens for Driver Injection [00115] FIG 3
illustrates a sinplified diagramof a conputer network systemin accordance
with an aspeotl/wissbhe present di sclosure. [00116] A conmpGTAS20a032ek System
300 may include one ore nore renote Source Platfornms 302 in conmuni cation
with a Target Platform 304 via a network 306. In one aspect, the Target
Platform 304 is configured to allow rentte sessions (e.g., renote desktop
sessions) wherein users. can cess applications, and files on the Target

Pl at f or m 3t Ct[?'ytol %ﬁﬁ%ﬂg’l%ﬁ?{%&f ﬂretOT‘é{’reg'lg?tll‘?’l BV 175384 lfetkﬁm’bm@ég? &Ledat f or m
302. Such t& as (raEddvies withyrehiRcent ADhrpsi et fdimi 4@ RMYteOdeviey Rithlredpeltl to known

t echni ques suc? as the Renote Desktop Protocol (RDP) on a W ndows-based
server. [OOVF9 kﬁ@“ﬂay of illustration and not linitation, a Source :
Pl at f or m 30@2apn FIEPY @SEdMhcéptEP PR hgrad iMRRRIE MNQIBBpledFh ARERR..CONPUt er, a
thin Source Platform a personal digital assistant (PDA), a portable

conput i ng [BSLe, A anaghing 40 maschs. fer exmple, auPauass Blatfewn. ce TovgethPlatfpme@essor .

I n one exaimLRpmentIOHERc, B 8lubQr Pade, 25 tafed PRIKPROR G ofiRe FnachinEn

Andr oi d phonejmglackberrﬁflefk.)ﬂﬁln éerf%%n$%gn |burgtign§? g’SgB%.g

Pl at f or m 302hpare deyplopmeritmahingakomnnytagy wachize, ganmpeitnsiolies, axlicairerias, a
cancor der,, gRaudi 9 c%ﬁ%hféﬁ’ The hflfifhe IRY! G8) iRl x%?e‘l%jﬁ‘ qz‘{én%‘?mg.o "R

devi ce capabl e of supporting a connectionto a renote a%g tPlatform I n
one exanplpeqcessiBoiystem 40P at dapabie 80@nuamidagomwish kecceivar Afant ertraesusingd 49 a
Source Pl gt f n Lonany.. |l n.ope anpl e urce Platform
302 may bgﬁrg8 g%ﬁ%§0%§69%§r%@%%5§§¥d%”%?o%ég%%gé%ﬁgkﬁéﬁﬁﬁﬁg°%H@P@°%H@ tota
anmount of nmenootrercthart bessSavnideeRitifizédowith 882ichutddcdndEghtsnst ITan ptdeessingt al
amount of nmory,in a Target,. Pl atform.304. In one exanpl a Source

Pl at f orm §g§e’8§é% “‘Ho¥"R teaugl%éﬂ?d O’dplgbme‘fl'ﬁ’ a(’J’H/ '§ EEyﬁ’fr’Tsp(éfe%@Lngg PEVAteor m
302 has a tditeptadymisiepdd9ebr ¢dh@urbcatibs.pinayddBiop et fop didey, néuliaéGe andbadth@r m

304. In one aspect, Source Platform pgy include one or nore Source
Pl at f or ms VA% OB G REEECeiEd ahthg focEHE" ShLIndTRIcatH B Mie PO SHAG YBEM ATR- same

(e.g., thqomasp SHRipREBesMY dysmatdd ang iselietaRn&BNFurp&E WRIKssEOSRAPE Hic-
configurations) or different (e.g., different system configurations or

di ffer ent PHELNOPIOCESHp BRRECEBA IIYYFERT oHY pobithe] ekl renadinsaradableTar get
Pl at f or m 3Q4iuiRY 19, 8REESLNY 0116 QFRYE-6latild niedRIrP o QO &lta 2R/ GANRMELANE
device, a virtual machine (e.g., VMvaree Virtual Machine), a desktop

sessi on (dogoltwieareEsne e iptiiationsewlhish yay de pigisdiin hewckippraadais wadipa. g. |

M crosoft 4T8aR/Bad 19565y 8¢ txdlite@ by HelRR&illaViER 40b tt&'ccﬁatr@[}&fﬂ%zﬁﬁge adcBssOne
aspect, a Target Platform 304 canh be stationary. In another aspéct, a

Tar get Pl &¢ ther yarisuunetwarkbeasnsdll fseprovide et egmmunipdtiogand rresassingaluietioget 37
Pl atform 394 ih&Y..£ I r I In one
aspect, a Te_lrlget CP(&';?? %,r ?rl?% %ﬁﬁ%g@rﬁgﬁ%eﬁ)@%ﬁ@g& mn%rlgg%gérhggeg S%Ma’? ?ionrfoﬁs.

[ 00119] | aueus wsrminidréace defipgss suctiensi € displsy HéPmne atleypads étlondhe exdcesinghen
the first | LS F i t he,Se d vice. |n.one
exarpl ¢, & g0p a2 by Bfudlah ikl Yort PDRRE SR bR AP TN R Bl ret s
comuni catahdthenaitpuo pkrt 334 maysindudeom®| or Anea pdiet. WblidinputAN)t 422 adfl diee Aitpa

5 Target - HACPATRY SoiearEe pembt S R By P el source
Pl at f or m 30®2mpy Thernmertsii@sdtekas@eimaPbathpleiiedOd ugne kofbvai€ tharflars3 @6 a f or
exanpl e, via,a nodem connection, a LAN connection including the Ethernet or
a b?gad bar‘fammﬁp%ﬁﬁéo@?'i g?ﬁ Nk qu}l?&?fﬂéeﬁéﬁ Proggssing sysipm 8 may; hgdmpisarented

W -Fi, or vathnohd bemded pRtkseonneGlrdddsot RealyUsh 8 GekdpM putleS misGproW¥shlix 2 or

ot her network connection. A network 306 can be a LAN network, a WAN

net wor Kk, é‘”“fiﬁof’@“@g%ﬁ A& Rignghaogessas (HY); amAPPraHam specHic Ipteawted{dianir k. A
net work 3Q8SIgYa Flatd PideraRiteabR GADME: @A aPREarERMbBID G o iR ITvRE (MBS o SOUr Ce
PlatfornEQang?%r Targe?aPlatfornE. zyggintéadef?ce (e.g?g Soarcg PIé?form
Tar get Pl &enterlls). aovatemaehing EricAdgeih disagth nsdveate Bympenents @ spp athenglitablewor k
addr ess, - 0. A cal Berif calduliibtor!cher AlnbIRLASAGE MLARAGE! (1 P) address, an
I nternet nane, a W d%ms I nternet nanme service ( nane, a domai n nane
or other system name. These illustrate sone exanples as to how one device
may be renpte to another device. However, the subject technol ogy is not
limted to these exanples. [00121] In one aspect of the disclosure, a
"Source Platform may be sonetinmes referred to as a source platform a
source machine, a source, a client, a client device or vice versa.
Smlarly, a "Target Platfornf nay be sonetines referred to as a target
platform a target machine, a server or vice versa. [00122] In one aspect,
the terns "local"” and "renpote" are relative terns, and a Source Pl atform
may be referred to as a local Source Platformor a renote Source Platform

e s - 1 ... r - ~



directly to a Target Platforn(s) or to one another using wres or
wirelessly) may be referred to as |local devices with respect to a Target

Pl at f or mwaiooriewesse devi ces with respect to a Source Pl acfrarsee11/od2®4] FI G
4 is a conceptual block diagramillustrating an exanple of a machi ne.

[ 00125] A machine 400 may be, for exan‘pjj a Source Platform a Target
Platform a Devel oprrent Machi ne, a souré)e platform a target platform a

source nachj a, tar ne, .a devel opnent nmachine,.a co ti

machi ne, Oﬁ}ﬁbutr n‘é‘a r@%‘falgla? Btefhelﬂ’t SHLPECHIE g JUQHF JRachije-rgada térp g‘f‘l The
nmachi ne 4G faye $hatlbddendrupd BLRASIYI O gheal SHsGTHHAE,. dafd)er PiyoeREShdlgn SséEm 402
i s capabl e of comrunl cation wth _a receiy gg 406 and a transmtter 409

through a ‘ifgheagategpd & Resolyrge fifpuareop! O[Ol ST o JEERD 00
that comupigatd, @R ofRANSe. OllitictiohamalP UihRR ©as!(de. bR dotiick ica@d fornbt) binRs

di scl osed configurations. The processi % syst em 402 can generate audio,

vi deo, mulacreumat cxasupble codefermatyqsesy eheitable Brpet gheeddlded to the
transm tt epofa9 f%cﬁmﬂbf@trﬂe‘aﬁ @8, addj tn'raB/n anc‘mﬂg' Qora¥d dRQ rafEHl ;n'ttgmad' a,
and/ or ot her types of data can be recer ved at the receiver 46

processed Hygeesieg pistsoe seibrag night kentha ozse ‘YIMZIS?ICT Mamm@@@bmnwg (%gn 402
may inclu 0 i 0 r for
oLt 1 g L B B B P B A
419, such Msmary(BAM), héashrmﬂmrwamdi Ordy ivemory (ROM), adirogrammablla Readfuilyor

i nstructigps for i 0St I (e tored
n°a machi e SHEROND B ErEiRatB0N, (RO R E £hiRg gt Py PR s
processi ngplemretm BDYD, bOargan]her@httamjstcrmgtag:elcacheaﬂshtton mMmreamctabk nmelianor ks,
as well as g}rov' ge grt her. co ni cati.on an %roce?ssrg% f.uncti an. llh‘ﬁ

st ruct | Y BEYIGH BESIdRERE EPTE TV eBaECy gy gl SRgR skl
syst em 402hé aft M&I’ri:(mgﬁizuﬁew Hektt toriingeetictie Qieﬁ:rlbﬁchﬂllﬂctaﬁlaﬁtydbsﬂﬂeqyoo@%@nd a
keypad 414. The O% ess ystem 40?2)“[13 c ude a %b ortd422 and an
out put por¥SEB402EaRF08 m e OPh BRRECtp &‘?ﬁ o8RG % H’é %ﬂ P %2 S ray

i ncl ude 0r@n%te@é’aﬁatﬂ@hieﬂlumﬂﬁﬁoddamﬂstd?w Wltﬂrﬁ%tradiﬂ)ﬁ Elﬁi Rutddipufed tlehddt, May
be the sane l?i -directional port) or e different ports

[00127] Th‘él“blrl &e@ea a»tg% eéctnf%etzm%weéelrtwrarlewe‘eﬁtwn P AULEt e, the

har dwar e, Q¥ ﬁt&%%érﬂ%l’u@l’ﬂ &hidnd ﬂstr@ﬁoﬂ‘@k’ur@ﬁot%‘iﬁf@ b8 realiR®. R OEESPEAG
system 102 may be’i Terren{)e with one or nore processors. A processor may
be a generIaPQhWrrS%ﬁﬂ?b eninediBpr 5 ce syshine-geagalle stoseerBrdien, Hisyggions mas; b al
Processor (RSR)ble, a8 éPaE’A;Jl é)ﬂla§9§§tefg 0sdlﬂteeaaa&apopr5@w na&atst%%t by Fl eld
Programuabl e Gate Array t'anmmabl e Logi ¢ Devi ce

cont r ol | erprogessingsysterraeit Swrceg}’aftt@dml%g"ﬂtget Hﬁ@@netlestwarmaebeémﬁeﬁ s, or
any ot her t n perform cal cul ati ons or ot her

mani pul atr%zngslﬁ@?ér%m%oa\r{ﬁn%%}ugﬁ% °° ég [ 00128] A machi ne-readabl e medi um can be
one or nor @01 hi ntsrfageederbinterfaedicards $bf masrte abidlpe beintsfase puddharresidd y to
mean instr e%vée%%%g ogﬁggo ggnegfg%hc?\?m' lﬁéthoﬁ Hﬁ%%a%%m W&?Eﬂ@gge rfgrf %ﬁtgfé to as
sof twar e, m leware, m crocode, har dwar e descri t|on

or ot her wi aeintdrfest noichd owsideraworidn@l gr,de neodek (iEerdace danl soan detenmﬁeetﬁwrkrat
DAy BRI BRI ADLe ROl Rl e 0T B RL DS, S ARG LREME O
code) . [OOTﬁC%cEWr FehEaBt 8" nedi e ( 21‘151) el ude™ sPorage

i nt egr at edbibek a0A nmyoleplsesdnn@nsyﬁtredsrb tmu@dmvas Hh@hﬁchb&aﬁsb@v@&ﬁ&y wichlean

ASI C. Machi ne- re medi.a ( may ] cl ude st.ora er nal
to a proce€syKy g ‘eﬁfra‘%sﬁliﬁer g 9aAFfa‘HBtB%P‘? d‘@g@ Fﬁr;ﬂ/a ?rﬁ%i\slfmgé tnéé‘r?
Menory, a iepse mtefné\@mw pbiOlVbof a eecBlveggapdtien deatmnitir 4 pyrtioP ROV |

an Erasabl e PRO\/I( , registers, a hard disk, a renovahle disk, a
CD-ROM a BVEf lawearl@bleomrrérmédptamre%%r digelandlA. eortn ofadieypahitls. ora
machi ne-r ee&a&t &r A edadda 6] MBVidSeRal ARRM SRR, BRAchihdfa fl’ncﬁtd@@ﬁl&'s@rhe vave

t hat encodes data signal. Those skilled in the art w recogni ze how
best to ingl eﬁ@ntelmtswégwn ith BH5-fAundthashieindy inglpde pierpileipads peigheyys irem
402. Accor ¢ i i ne-readabl e nmedi um
's 2 compurisr e Ane ARt mbiC ! e e Bt Ut i ons and [ 5 a
conputing el enent, which defines structural and functional

interrel ati onshi ps between the instructions and the rest of the system
which permt the instructions' functionality to be realized. In one aspect,
a machi ne-readabl e nediumis a machi ne-readabl e st orage nedi um
Instructions may be executable, for exanple, by a nmachine (e.g., Source
Platformor Target Platform or by a processing systemof a Source Platform
or Target Platform Instructions can be, for exanple, a conputer program

i ncluding code. [00130] Interfaces or interface cards 416 may be any type
of |nt erface and may resr de between any of the conponent s shown in FI G 4.

Y o o o o Y M T .



41 may reside in a machi ne-readabl e nmedium (e.g., 419, 410 in FIG 4) and
may be executed by a processing system(e.g., 402 in FIG 4) of the

Devel opneWwO 2MHCIORS%6é 625. | n one aspect, the Devel opnent PRRAISR2018/08R90 be a
Source Platform(e.g., 400 in FIG 4 or 302 in FIG 3) whose network
conponents are to be injected into the4 xi sting Target VD sk (e.g., the
Target VD sk obtained fromthe operation 1 under this subheading). In

anot her vel o chi ne 625 may be any ot her machine (not a
Source Pl 3@?‘3& M@Q@M am 615 resides, and this

machi ne mwollsa}/e ACEREPId 6f PRV 8 pElfeniiY dHver MEIUOH ﬁroﬂ‘aQﬂE@f\ﬂiﬂie Source
i nformatl %épg&rr]ngthe associ ate river installation fil es and

driver ige)a Tergpt Vs idissléz‘tﬁ@éeénl%elw oV B8 5BFhWhE gretlpd gy be
injecti 0n1peﬁ'01§9:blr§ aPb@hh & piosraa @8 8RatdS thNie D?ﬁé@iteﬁmmes&@ehldﬁeeﬁaé and

references are made to a Source Platformrather than a Devel opment Machi ne.
But it shaétithgadiee UfdErasionatiProrss forhildiae vofbyeiefeogopmdordpimeadersien” feer

driver injQetiy@r fSelm caqtea Y@Gsk![rﬂé%@?éa%h é&%&%&%w By %r% &'g;thw th
the term Deve oprren? Machi ne can be a Source PI at orm no

machi ne, Wnihis sxasnie. dbe wethed wkizes WindyweXPt Heoveyerp theesubjsriogelaneiogy 5s hagi ns,
a nodul e of_; C@Jg’?ld r 1 y i hate t| t ar get
VDi sk as glfnggrepstg uIn(g gg@?%g@éﬁs%eglﬁ f }A{:lgdél“%svée)gl e I[T%HQ elg]eg t the Sp %e;E f:1).
Thi s capaltéchielygsi snayebre paictigedantdizingbdtberi twokn p@rMmmgrﬂamgxamsooiuoparatinlg this
case, the ?'{ t VDisk is only nounted as a drive volunme, the Target VD sk
itself is o{ copied onto the Source Platform See operation 620 in FIG
6A. Alter rw{tlBSi}eI WRefaring er Fitih 3makes aA)&Bs 7s8,emarrded], ah reyarhiplk of dfe hétrodlAr get
VDi sk reacha e the e ramb C i the. file fr Tar get

VD sk 1o dhBves v ey BRI EL gy SHATY oFEH Rlonelioan i SeHidEMATS o
410 in FIG 4). In one aspect a m)dul e of the corrputer pr ogram may
facilitat the the fi The llena a few nega bytes
in size ( Aﬁ%&%ﬁﬁem@w% n§i(g&nit %@F%é The ackipe gy | | n
this case, t hebs Yot XEinpRYA Shright Ifldtfo@m|3$4 ﬁpmeg oeattdﬁletr R BOnPLR g M

W t hout copyi ng the entire Targ e of the corrputer

program 615 mag et VRksihbe Tﬁ*tgﬁhY]e‘S]E 32‘1 1 Ftlf}a:i Ewtirfi%thp Apeest Flaiformeod
exanpl e, a nmody] soffer b8 FQAAYERS VDTSQ%@% aﬂ?mz( MPrSkIIBAREK £&h 'aﬁ&hé}xe) may

call the nodule InjectDriver, passi n% he dr| ve |etter assigned to the
syst em vol une Wchl%s‘sbﬂ??é@rsﬂbplatﬂ?f&% (éndgiopleé’“) the Jagget Platform 3 ot ter
assi gned to thgsysLemoMR! H%e%pel@(vﬂﬁé 1t}ﬂg'y%% € ifis pos%ﬂfl%{eo ds@omEdtlyy m dri ve
i njection. See operation 630 " A nodul e e conputer program
615 (e.g., |nj &ewpy Pladprmsidy tq.)eqmm thf@@rgst %Dlskland@sfethatéoﬁm Pliipmy302See

operation 710 hn, ﬂtrget Platform during Driver Injection (e.g., 630 in FIG. 6A). In one example, a

Target VDisk may be located at the same platform during the Driver Injection (e.g.,
630 in FIG. 6A) and during streaming (e.g., 670 in FIG. 6B). In another example, a
Target VDisk may reside in one platform during the Driver Injection (e.g., 630 in FIG.
6A) and then copied to another platform for streaming (e.g., 670 in FIG. 6B). A
Target VDisk may reside in a machine-readable medium (see, e.g., 324 in FIG. 3 and
419, 410 in FIG. 4) of a platform. In one example, the Target VDisk may consist of
an operating system. In another example, the Target VDisk may consist of an
operating system and one or more software applications. In yet another example, the

Target VDisk may consist of a copy of the entire hard disk of a platform.

2. A computer program 615 in FIG. 6A for driver injection (e.g., VDiskImageCreation)

may reside on a Development Machine 625. For example, the computer program 615



a. Load the systemregistry file of the Target VDisk to a current registry
on the Source Platform For exanple, for a Wndows OS, use Wndows' system
appl i cat w0 2prigigessam ng i nterface (API) to | oad Target YDrals2¢i189yepem ‘
registry hive file (e.g., 520 in FIG 5) to the current registry of a
Source Platform Use a registry hive nazﬁe different fromany existing
registry hive nanme. For exanple, call it "{_SYSTEM 1" (see 590 in FIG b5)

to distinguish it from"SYSTEM 220 in Fl 5. See 0 tion 720 in FIG 7.
b. Determne t &Y ﬁn&ﬁna(chwe-ﬁ%aﬁh‘aleBﬁdw@e@ur‘*ﬁ%rﬁ%ﬁ@ﬁ? BB i on of
the Target VD skecuk@by@Xaodebdng sfy@t%mt(ag., Yngaus. H%f iR HdvepbmsatMadhikyst em
information is | ocated at "Control Set 001" 530, a second_set of system

i nformation i s %2éck @ agect dsieslopgegdsechzirmaydig Sonwe Pasoae (o1 €Yt ry
val ue 550 i ndi qq@.eé§ox"@lﬁ%i#ﬂ?f(t}.'gm&eq{e%&g&%péégts‘éhre to SO HERlaSpb 2" 540 i's

the current set. Thus, for this exanple, find the set of registry under
{ SYSTEM 520 tehisting areetBDisks @eb-wibre hargedi VdRislhelseiged o yhel apptaiipgy 1 bedes t he
"Sel ect" registg: 5 ’ ‘53135 ¢ i.Str 0.
Construct a reg@g#@%@ﬁpg}%%ﬁgf%%gﬁ%@%et %I@&%m%e;@?ﬁngyib\rélfaﬁf@??on,
e.g., "HKLMW_SY8ThEndt @sntncoPBH0OOXN! wieditle coniputer hgtaBeb otsidesegidghisy

val ue 550. See i 30 in. F . Al X r nted here
iaes a Sour co AraTrs p el el Ruld Rk ot SRR B B ST

Machi ne i s not thdassdavel fBiss telye dSoerrioealBtian fites apd droadbinhy f8es3t em regi stry
file of the Source Platformto a current registry on the Devel opnment

Machi ne. For exanple, for a Wndows OS, use Wndows' system application
progranmm ng i ntRer fhecksc(BRhy plodidedBelow ier dDotr iaRctinak Souirod BlatfM is chosen

2011/ 162856PCT/ US2011/ 031290 . 43. system registry hive file to_the current
ogi sty of € hé BEVENGIRBRE WLHE LS. e ren e e i SR HTTY or ent
from any exi stirfi@edtBg SDEWIIpNEt MasHEne. Bk iteK@NPbEundeatdodithat tHe SRENCRIEM _I "
to distinguish it from"SYSTEM 220 .in FIG_ 5 or {_SYSTEI\/I}. See operation
734 in FIG 7. detfopmpespigdder driyer ingsetien 6% dgivergaietionstase hRIBURYERFt syst em

i nformation of (bhgcIUHhGR: RHADERITPmBPNRERHE bwidch @0bS b KYukEPlaldiliot 0 the
Source Platform's systeminformation, e.g., "HKLM{ SRCSYSTEM }

\ Cont r ol Set 0Ox"anothgf mgghineeydgy plaled o RIVIRE- L SRCSYSTEM \ Cont r ol Set 0Ox" may be
referred to as <Current Systemregistry hive nane of Source Platfornr. See
operation 738 in FIG 7. e. Determ ne whether the operating systemof the
Sour ce Pl at-f or nWVhen e pgranutdsipeogiam Rl beginspemadyle gf hy seraprtefpregiem P4 pay

VDi sk. For exampl; S i Of.: WER heh : tform
and the Target r@ﬁﬁ? quéuglﬁ%% b{thée@grggrglﬂrrlglf ?)%é)%b\?l . Thleégfgs gglggggl/%\i’ ndows
drivers typi callbtier og.not ondo). KItacsapsbslittiif femeraty avaiable 108 P8virgiuns (e. g., XP
and W ndows 7' i . I L ti . . t e
metvor k. compondht- it arf efe JO TRRVC BRI Rl s QP FIFRO T TakllP,
driver injecti onDivkésddfis oot capied ofitaithe Scordelttetformon Semopektion 2@ et F1GE 6Ahe maj or
OS version between the Source Platformand the Target are different. See
operation 740 in FIG 7. f. Determ ne whether the hardware abstraction

| ayer (HAL) f orAltdneatiVely geiseMiainSkaki shel spwermn rédiary, filoof thb @agaimMeDRBE reatdldHAL of

the Source Platform For exanple, detect Lf the HAL d in the Target

VDI sk i's |ower WHATCOHPE BRI OY FE e HE feBFece MY i SAT ndows CS
usi ng/ a speci fiRlatfdih‘x?%glgg?t%hndéﬁme@@ﬂﬁﬂaﬂe&iuﬂaﬂ!)rc])_klﬂ)lh(ﬂﬁ\FIGﬁ@. \gﬂﬂbﬁﬂhsbélflﬂ, basi c
i nput/ out put system supports the sane or higher ut not | ower.
Hence, a Tar get? UR¥Wkohths fompyter peogsast @ay et ths cadihee b flr Eﬁiﬁﬁm@r
driver injectiaoR dnfydfRe o Rs Bl dtef @M1 LisSMBH insRUBST Ed:altdhaibyEalget 10- See
operation 750 in FIG 7. FIG 8 is a conceptual bl ock di agram show ng
exanpl es of di f30&FRnt In|this 62ss. the sysicsbreginky Eletis copigdaiie Be Saurse Ralpinhe 800.
The top layer 8L@,Jiayopl glt%de%ﬁre\@rg&%jig@%SGPCT/ US2011/ 031290 44
applications that may fesSide in the machine. In one exanple, a HAL 820 may
be descri bed as a | oadabl e kernel -nbde nodul e that provides the | ow 1 evel

interface o th ' i ng. mis
uni ng. - The. Har "ROBE AT L8 SBREML IR ARt e el RRELB PRAY

i nterfaces, i ntigectipt Fooerampld, e nedaladf thelcomputecgsgam comruni cati on

mechani sns, e.g., any functions that are architecture-specific and

machi ne- dependent. The HAL 820 nay conmuni cate with the BI OS 820 and the
har dware 820 of the machi ne 800. For Wndows XP, sone exanples of different
HAL | evels are provided below fromthe | owest to the highest (in terns of
the level of functionalities): Standard PC



Advanced Configuration and Power Interface (ACPI) PC ACPlI Uni processor PC
ACPI Ml tiprocessor PC Sone exanples of different HAL | evels on

Vi st a/ W rlows11716285¢ pr ovi ded bel ow from the | owest to tRETRISQIE981200 n t er s
of level of functionalities): Advanced Configuration and Power Interface
(ACPI') PC ACPlI x86-based PC ACPI x64- ba4szed PC ACPI | A64-based PC g.

Det er m ne whether the network interface™“card(s) (NIC(s)) of the Source
Platformare c a jble with the Tar VDi sk. [For .exanp t he
CheckNI CConpat (BPrd WAgLHHAHPHA) RAY e e TrrchtPﬁéerseﬁaﬁ%lnﬁﬁ%@rf‘@r m's

NI C(s) are conmpsidet ﬁﬁs%n&l tfohhé etedfolithe MthSEougceMH4cth (.88 Joﬂ)fﬂftﬁé beRs 760 in

FIG 7 and 910.in FIG 9. If the network interface card(s) are not

conpati bl e wit Hettehéssrea?(b@tthwsw vohEng riargse VNeRKe B ek foRreeform iy

i njection. For j6xamRA! See bferdiidf ¢SO fAatformis not conpatible with the
Target VDi sk, call the Inject Ws1VINI C function to inject OS stream ng and

NIC related registries, and to copy the 45 NIC driver binary file(s) and

the NI C drgd ver Tar get
e 0 Cdrdver A shal b et fidk o B0 i SPHCES By BLABATIGR 08, T

syst em r egi st r yf fhielfellayfing. heeeTapegton MOiisKIG.rlom t he current regi st ry on the
Source Platform For exanple, unload the Target VD sk's systemregistry
hive file fromthe current registry. See operation 780 in FIG 7. If the
Devel opnent Machim:eLbsl the)tsystdneregatm ﬁh@oft}kBeTaSgnﬂNd?eslﬁbatchﬂemregiﬂiyamdhé he
systemregistry fil

ce Pl tfor nt registry on
t he Devel opnent Macﬁ?%%e f’lggf% af & Whndiéb 7“566 i R&S SNt er
program 615 facili tamﬁﬁatwmrmugﬁmmglgdﬁtetfm (Aangetoa¥Dagist VDaMstshgerpour ce
Pl atform For exarrpl e, . the ¢ uter, pr || ed VD skl Creati on. exe
unnounts the Tar get "9B¥ l?“’%gg? eﬁrzgt“? ]8125 2?6’ tF‘I‘?‘ICLIfTeé? regiatry gFg ®Tar get
VDi sk now has the dPla’trfomlUbeﬁeCﬁeg@ﬂy Bﬁgnéuﬁe aﬂa@m fr&m Shy @amntg@egm hpRUr ce
Platform For exanple, the Tar be streanmed to the Source

Platformas shown aPBHeFRErEmp 8:'FGIY|“ “{Jﬁ@ B8 e 6P bl Ssiutitewsat f or ns

302 in FIG 3 may regehvesytdmENarieh PP sksed3ferfificimoa idgr@et Pl atform 304
in FIG 3 via stream ng over the network 306. Stream ng may be acconplished

using a separate conputer programafter the conputer programexits at

operation 650 in ¢l ﬁete%neﬁ{etlgéaﬂaﬁ {O¥ Phik) otttf?@cﬁféﬁpéys@ﬁq 1Hfo?rgcr1tﬁmo@%i§ shown in
FIG 6A may include a nodule for stream ng. 8. Sone or all of the processes

descri bed above in ThgctopRiskt F@r%amphehfpbtbgw&’mdwm‘éiﬁ a fiyst ngﬂf’éﬁ@hng
"Illustration of 'Vbh{i:&qhheﬁ 1s%da¥e%r ‘I‘ @x%%%@l”gﬁyﬁp&oﬁ@p&?asgte&or ot her

Source Platfornms wt e sane Targe e sane rget Platform
(in which case, theindprertion sdochtadsit Skantotsej002’Ab40e pimhthe V8dlsct” wgivey walual | of

the processes may begsg gﬁ@%?%%tﬂéf “%%Htf&%%@q{“’%%o B A SIS otht Buis " T er ent

Target VDi sk and/ or ren arge
current set. Thus, for this example, find the set of registry under

{_SYSTEM_} 520 that will be used when VDisk boots up by looking into the
“Select” registry value 550 under “HKLM\{ SYSTEM }” registry key 520.
Construct a registry key path to the Target VDisk’s system information, e.g.,
“HKLM\{_SYSTEM_}\ControlSet00x” where x is the “Select” registry value
550. See operation 730 in FIG. 7.

c. While the example presented here uses a Source Platform as the Development
Machine, if the Development Machine is not the same as the Source Platform,
load the system registry file of the Source Platform to a current registry on the
Development Machine. For example, for a Windows OS, use Windows’

system application programming interface (API) to load the Source Platform’s



46 [00134] Illustration of Checking NIC Conpatibility [00135] An exanple of
a nethod for determ ning whether the network interface card(s) (NIC(s)) of
t he Sour c®ORbHU6R8SM are conpatible with the Target VD skCraspéiosesat ed

bel ow. An operation 910 for checking the NIC conpatibility is shown in FIG
9. The operation 910 represents, for exanple, the operation 760 in FIG 7.
In one exanple, this operation 910 is ¢® led the CheckN CCompatibility

function, and it may erformioma or all of the follow ng operations: 1.
Det ermi ne one or nor¥FRRiaRsHK hive s Pdbecusgpiregsiy eithe Bevaipnest Maehing. nor e
operating system st 1RaRdp&udhive@hame LAk én!@@r RO CQistal % x@Jpl e,
call the EnumASMNI C func(%?golg assin er Oe slslstlémg(ragee 1| st rlvgﬁer?/gpat h of
the Source Pl atfor nfF¥a@Rie calt IIIKEW rf@ﬁltsméﬁ’qltsh@ﬂfgemi‘s)’sl“lﬁ\/lﬁm(alnn a
list of NICs whose @{dwesS SVETEM (€ Jols] CS stream ng drivers
in the Source Platform Sra{ch a |§¥ ?ése eorglg%l{lﬂr%ﬁég?m CNodelLi st. See
operation 920 in FIG 9. In one aspect, a NETNCDE contains information
about the whole N Cp b st ndete | ich NNICis
to be included into teﬁ%lln%g}%,lo%ﬂgn ﬁurgétg%fvtﬁéc S ?ySteNI OBP?Q %(ﬁ{l and

det erm ne which NI CSmrwala(f@r)n dastount b egyidtry ldeppaitd td mesbﬁc@aﬁbﬁneam ng

drivers. 2. Determ m)re ne S bo nd to

one or nore operati %S“ %E‘ errrrrl]até ﬁgﬁw «Fgﬁtﬁg@ﬁ@gé %?5’ ISFor

exanpl e, call the Ew&wﬂpﬁVﬁHKLmncﬂRGﬂYsms}l\(D@tﬂometdﬂ)@” ﬁM?b@FEfér%'t@E:Ey key
EM\ControI Set 001\") to obtain

path of the Target YV Y.

alist of NIGCs V\/nosegﬂrf?regyﬁg%?eglsgﬁhvgﬁj{(’w Egﬁ‘ﬁ&e Plgtieme- Sse epsrasinni 77§
drivers in Target. muUal.a list is stored in m Dst Nl CNodeLi st. See operation
930 in FIG 9. 3. Determ ne whether the one or nore network interface cards
of the Source Platformare the sane as the one or nore network interface

cards for the TargebDeidfhiskwhéBér t%@éﬂi’ciﬁ sPRYch Hﬁt‘h@g&ﬁ@é’ﬂnllgﬂf&:ﬂ a
m_Sr cNl CNodelLi st and_determne if such ﬁlﬁ i s already presenlt C?nﬁpatlble

m Dst Nl CNodeLi st by VB HSAPFiAYnS fretemsittharkaget YRiske Jor eRmrSp detedtiitthDOsal ues.
Mat ches on bot h val ugsomBetwEBARe s&&&ﬁé@&ﬂﬂﬁdtﬁ rgé’wﬂ\ﬁl&ﬁ gufltﬁega[i%,mthe
sane nmanufacturer or vendor, are of the sane nodel; are o sa
revision, and are | et BeldatThisiebecanss Windows éﬂthGrSI typital byt dvarot wedresrssch NI C

in the Source Pl atf gl eration
940 in FIG 9. 4. For eaecﬁrnagfé@?%lévﬁl%rscl\l%&g%ﬁt st&%%ssgt%%%ﬁea?%n%c 39’ val ue
to 1 if it is not cewputibl) dnwne sspedicthdastyetk ovbipskent &e‘@r((spmpaetdlfmm 850 in

FIG 9. [00136] ThegfQLed i 2 sel.ect

Source Platformto |SnUJQeect9[lf eﬁ%gigﬁ‘%sgﬁg?%‘%erﬁ&\)ﬂl s%er%tlondveplézﬁ rﬁj“ctt’ﬂ‘éoﬁ\ll C(s)
that are currently tlhoﬁmgetléthlehrw@@%mrsmrbeﬁvgedlrthe/&amr@tPlﬁﬂftem&ndltl(bel“d?geat form
There are, however o] l.e NI C(s). For exanple, (i)
pronpt a user to se?rggpﬁgeﬁlg%eg %Dra O’Nﬁ@( %%Pgsent in the Source Platform
(ii) select the NIC(s) of specific characteristics (e.g., all Ethernet
NICs), or (iii) select all t he Source Pl atfaormregardl ess, of
their characteri Zt |]§e§temﬂ?€f‘é{ et%ﬁ%eecl}afdrwr? fhstraciion ey ciésfor i Targer VDisk
driver/configurati OlBldWe(DlmahhﬁtlﬁOdafrﬁes I?haHAQrom}{e@oh&@ PlAlERT FMQx&IﬁFMS' ng the

nmet hods descri bed | i g’ﬁﬁl osdu an OS Streamng driver to bind to
the newy inject ed gf?" Heedya iy arg?E]VQkSk iylomer tham opsayalte thapimthe get

VDi sk that is COWDGSdubde@léthﬂmSWWHBWs@StL@n% a%ﬁawlﬁ@lel?él%?mlﬂﬂanka%ll In
one aspect, the driver injection stage 101B can perform %ﬁo er hout

havi ng a streani ng ¥°F WRdeviGss &hSBerdJéSIPI”H’th/ oHtpyt SX%‘?I@éBIOQ wpors tha same
Devel opnent Machi neyr hﬁg‘heﬂI{KErlﬂﬁhot\{gvéﬂ( H9es aﬁ%}gep@b?sk@w?%Bﬁ%rHFMO% t{//eDlr K
S

then a stream ng driver can be added to (or copi ed onto arge
and be made to bi nct YTEIRtEERiadeedrivet inRckortid thsciearse PHfoon itdfdowWar get VDI sk

before stream ng tk;@A'Lr@{agefta%\gp ﬁéﬁ;’&a?%bs%éﬁ (II]PI7at form(e.g., before the

stream ng operation 670 I n |'ustration of Perform ng
Network Interface Driver Injection

FIG. 8 is a conceptual block diagram showing examples of different layers

from software to hardware in a machine 800. The top layer 810 may include



[00139] An exanple of a nethod for perform ng network interface driver
injection is illustrated bel ow. An operation 1000 for perform ng network

i nt er f acewonouérms2$saj ection if the network interface car @C3)USarig/osno
conpatible with the Target VDisk is shown in FIG 10. The operation 1000
represents, for exanple, the operation 770 in FIG 7. In one exanple, this
operation 1000 is called the Inj ect WBMMYC function, and it may perform sone

or all of the followi ng operations. This operation is illustrated bel ow
with reference to FRREECatpns gat may sgside jn the yaphipgd Im o exampleja BALSR A t he
net wor k_conponent ( She a&eddat @ loadhib ihe- rﬂ&fe‘ﬁ‘ﬁﬁdlﬁle'tﬂét%‘}gﬁ&gtli%alf)g-(léx)el of the
Source Platform where such network interface card are not conpatible
with the Target VD Bferfageto thpbirdwarsplatiomn 82Ghorrwitch apoparsingsysiemlie, for each
to-be-injected NC Ahhig! The AR DS HRRYEAWBlalbaldh HBHELMAS /DN, O
stream ng driver instance and net conponent | nstance I's bound to
its upper edge in tWéerf?é‘twek’YWtmrl@mll@rm@m@lcproscp;emmmamO@nor( NDI S) driver
stack. These are th k. g0 0 urat.i.ons. an flles are
to be injected int oglt ﬂ%&r e% {%qnlﬁ(:%%ﬁgg&aarrgh pggcrlpﬁmg CFI MEdG et ai |
with reference to Fddp8ndeht, ThbﬂAhrS@lO fiﬁBcdmﬂnom'VcatFMEa tHeIBIOS &20caadept ual

bl ock diagramill us various |ayers that nmay reside in
a machine (e.g., égr%r’vgrgggﬁdt &fmé 1§e g(io 410 in FIG 4) that utilizes a

W ndows OS. The NDI Sinterface |ayers 1110 may include an NDI'S m ni port
driver(s) 1110A, an B&S i nt rredl ate d § &sr) 1110B and an NDI S @}ot ocol
driver(s) 1110C The “go?ﬁ; pUTRC T ?? ‘{ PEGAL Ingeyelséren\mr@ww N's) for
network interface chod(is)lohd&o thelidhbst iasiEe oheidvel SRRty er -

Exanpl es of the NDI S m}émraegjr&ée drivers 1110B may include OS strean ng
driver(s) and packet sc river(s). Exanples of the ND S protocol
drivers 1110C may i ncl ud@dvEQEEdFC&mgmﬁ&rﬁand%@ei\ﬁt#ﬂécg A@/ﬁ%ﬁ»é) In this
exanpl e, the upper edge of an NDI'S miniport driver(s) 1110A is bound to an
NDI S i nternediate driverdSH UnipOReSSTHE upper edge of an NDI'S i nternedi ate
driver(s) 1110B is bounda¢er iiidN.Sspr @t ocol driver(s) 1110C. The upper
edge of an NDI' S protocol driver(s) 1110C may be bound to network service(s)
1160. Exanpl es of network services 1160 nmay include Wnsock, LannmanServer,
LanmanWor kSt at i on, ' be at

t he application Iay%@%%%%%? ?d@l‘% %L lﬁgtsv\% 1&2)37?@%\&%5 & g(ﬁ/%%ﬁ Sour ce
Pl atform or a Tar getel® fomcheromsyt th&méllghﬁstr(lnemamﬂf®vell Qﬁfercﬂomlmd)ar to

al| of itens 11108 1110t ArTger S ytBY roREL et CIGARETE. i "2 hachi ne

operates with a differemCRI86thaemd RE nay have different types of |ayers
and different types of r}gélyiom% b%gl s. FIG 12A is a conceptual bl ock
diagramillustrating an exanple efd a binding rel ationshi p anong net wor k
drivers on a Source Pl atA@PImAGgibagdWhdows XP. In this exanple, an upper
edge of a network interface card (NIC) driver 1230A is bound to 49 an OS
stream ng driver 1220A. An upper edge of the OS stream ng driver 1220A is
bound to a packetg. slo&te;duhewrldner\tmnel\ad:ﬁmerﬂaewd@y (Ve $) §BhIsourde?30A,  1220A
and 1210A) are the wor k co ssociated wth an NIC on the Source
Platform In this e}ﬂé fredre ¢ a(t,‘B Wlﬁtfg%\%r?réﬁ‘ﬂ%*akfﬁr%amﬂﬁ» qHéheni C dri ver

1230A, the confi gur@idcRNIGETYIndatibBiSy fuétidhNRhiPdStdieRMeDurleiPYRfork220A, and
the configuration and files for_the acket schedul er driver 1210A are to be

injected into the ﬂ%@tar‘*\ﬁﬂ’%ﬂ@“b}i’ﬁww‘? Vuey VIDISoaNIGGER Oke anerati@sGA) iray be
exanpl es of the drimer$addddbsn A&1PB and 1110C in FIG 11. A Target VD sk
may have FIG 12B is a conceptual block diagramillustrating an exanpl e of
a binding relationship anong network drivers on a Source Pl atform using

W ndows Vista or yW etwork
interface card (I{Ill Cl?q%\ﬁé%orrk kr{zeeégagé éarg(gg%gh&w% H’?g%t{lﬁ%g%rggt@rl Ver 1220B.
An upper edge of th@rmlsctwemnnmacﬁdwrlnjbm@ﬁ Hos exemyrie) 1itthe8mrl:entra Site

(e g 12308, 12208 ARAHodcie TRPEsh pith SR, Biskpioudft BriedB8Ricea witn

an NI C on t he Sour clend®oattd mjet OSmredmmgmdammrel,ateﬂheglaﬂm gl abpyoe and fil es
for the NIC driver 1230B, the configuration and files for the OS stream ng
driver 1220B, and the configuration and files for the | SATAP driver 1210B
are to be injected into the Target VD sk. The drivers 1230B, 1220B and
1210B nmay be exanples of the drivers 1110A, 1110B and 1110C in FIG 11.
2.Determ ne the network configuration of the network conponent(s) of the
Sour ce



Platform See operation 1020 in FIG 10. For exanple, determ ne detailed
information related to each network conponent found in the foregoing
oper at i orw@ 28tionse8sander t he subheading "Il 1 ustration of PUEUSOE1/081290
Perform ng Network Interface Driver Injection.” A network configuration may
be configuration information, setup i nf rmation or systemregistry
information for a network conponent. etwor k confl guration may incl ude

nstal lation {11 niie T TS ?@@aﬁwﬂﬁ Ric St B FbT el oriver

binary file name andoidsPlagfe@t ioahe Taggvabiat. Suicpeatiodent id Fie. 7@, a bus
type (e.g., peripheral corrponent i nterconnect (PCl), systemroot), a PCl
bus | ocation (PCl Nl“tfl@‘hlg) , an instance index, etc. Please note that this
may not be an exhaustive list. 50 For a Wndows OS, at |east sone of the
network configuration information may_ _be found, for exanple, at the system
registries under » Hkinkaad YTEapouegisnt e Af the Taet VDsk diom he mresbregitie] G 2
or item570 in FIG pipe dddr@PRarRRRE Gor ep?atmdl@ﬂﬁﬂ)a@{hle T8fgel VBisks@Y&erh i St ed
above may be found at the systemregistries under

"HKLM SYSTEM Cur r entre@styrhbyedde from the cubenitegisiie  $dseoppationo’d0 indHpohent (s)
associated with the network interface card(s) for the Target VD sk, and
determ ne the network configuration of the network component(s) of the
Target VD sk, as peéithsdeyelofBemt Maelriad isant the$0nd a3 thd Jurck@lathrmeetiod si ni | ar
to those descrl bed i,n the for. [ Y. [ Wndows
CS, the network comﬂlesq r%%s'%%of:; orgt;rtgl?s%{?]lE Pla& m§o¥q%%pr§ntre%}§§' ound

for exanple, at themy&bﬁmme@chm6|$eomdmh 79BIIﬁLM(G SYSTEM

\ Control Set00x\" (see, e.g., item530 or 540 in FIG 5). 4. Determ ne

whet her the network configuration of the network conponent(s) for the

Sour ce Pl &.f or mheedibitet ﬁrog&iatnlﬁls e ilnet ko g bighas Rirgarvibisk frbfehelar get

VDi sk. See oper tlo:ll {) n FI G 1@ For exa ]fgterm' ne whet her any of
the network co P’@fﬁ 1atio, ar%@plab PR RS ri“ﬂea regoi ng operation 2
need to be adj usbgknbeéCraidnhaY udheuntstheTiget ViDkR. shaplariget4MRIFsk. 60 avoid
any conflict with the existing values in the Target VD sk. 5. If the
network configuration of the network conmponent(s) for the Source Platform

conflicts i thfRerapRt Wik fo@tab eHdldabéaniebtRn dnb s rEafyA6 bt SMhe Sflirdest the
networ k configuration of the network component(s) for the Source Platform

so that the netRifrme §nr egimple e aeet VREkmeiskeastge femopssy Plasior pe
Source Pl atform,does: d%@?aﬂ%f?@‘?d inGIGWE Nohdi&: n%?le %Bﬁr@QPIa%mrslﬁz%Pﬁfd aurAt i on
of the Target VD sk. See operation 1050 in . For exanple, if there
is a conflict, receiverthe RergeieXiPiviapifelsom éfl“atgﬁel’lhfé@vm?r% ig GHf-i3gus stsamngof t he
net wor k conpon i

exanpl es of pofogtral{t?% %twog{)intf%[ ﬁg%n?llggne?%?i@ngn 1%3%2% %a%#e%qs&u%ﬁese are
sinply sone examras a(tﬁtothe amnmmavmanwexﬂsiasoperatmcﬁﬁ rel1§. fy Abferr@tw@}',
potentially co ne I:

instal lation fqu“i & a‘lul{]eq plt—c’d(‘f‘&él]&ﬁ)%F5 S‘:hI%QVL 119?'{(9% ﬁlgl|[J§165 a?#lgfoérgr Snane for
a network conponent for the Source Platform | s CEMK.inf, and OEM. |nf

al ready exjsts dn the, Target VDis r .apnother, driv en rena OEI\/klnf
of "the’ soubce oo IR Ghest e s BEHAT T b R TRL A ORF e T 1
copied into the;uﬂ}wagm‘g “malsﬁeinon'ﬁhMeﬂﬁwmaDmveEﬁMcnbmf msﬁbwdeﬂealml far fthand new
file name that oes not alre exi 5 et V S of
et or o ng. ahetHee Heras hER D ERE Trigel WAk ARt res T RS EIORE B ire
nane may be perd‘aw ﬂﬁd}p@ﬁétl@@ﬁiscsﬁipﬁ&l t hﬁeﬁaﬁ@@ sMﬁk SKall &t pro&eSE Glaly e the
W ndows\i nf folder, which is one of the system f ol ders I%j and determ ni ng
f

whet her the fi IT8Psaiedder qibgsoppe Blaﬁemﬁowl %@ﬁ%@ﬁbﬁree)\f k andéor adiffeeent
Platformare alygagyegd on the Target VDisk. b. Instance index: As

anot her exanple, if a network conponent's current instance index value is
two in the Source Platform and the sane instance index is already used in
the Target VDi sk, then a new instance index (e.g., three) needs to be used
for the network conponent that is unused in the Target VD sk. 6. Inject the
networ k configuration of each of the network conponent(s) for the Source
Platform (after making any adjustnents needed to the network configuration
as described in the foregoing operation 5) into the Target VD sk. See

. operation 1060 in FIG 10. For exanple, copy the network configuration of
each of the network conmponent(s) for the Source Platform (after any
adjustnent) into the systemregistry file of the Target VDI sk. As an
illustration, copy certain regi stries under

HKLM SYSTEM Current Control Set\... 570 in FIG 5 into registries under
HKLIW SYSTEI\/} \Control Set 00x\ . 530 or 540 in FIG 5, whichever one is

o N o




7. Inject the files associated with each of the network conponent(s) of the
Source Platforminto the Target VDi sk. See operation 1070 in FIG 10. For
exanpl e, wopyittteessdri ver installation files and driver PCRASg01i081E290
associated wth each of the network 52 conponent(s) of the Source Platform
into the Target VD sk. 8. Adjust the network configuration values of the
Target VDi sk as necessary. See operation 1080 in FIG 10. For exanpl e,

update th em registry val ue .,..1.he nunber of instances of a

net wor k csﬁ%ﬁint lugthtion of' PMpaUbiity) o of the Target VDisk as

necessary.[o@L35Bi neh thenplewt ¥ ndth@icloe detoRhinme KyReH¥P aReRiN Sk iBfkrthdtecaRyyr ce

Platformto the appropriate higher-Ilevel network conponent éﬁl)t{rat t he Target
S

I
VDi sk (e. gNICEPE doPowes Viatera) arg ramprtitie pil the Saest Yiaick s Hed tdoet
VDI sk) . Segh onesdhiorn rkQ8&KidY the KRIC L0mpdt®ilitf 1AKBWE in BRI, 6C tThatonJé@@&% 91@ne

networ k conponent of the Target VD sk as a reference network conponent
(e.g., a refreseaiscr Rrampe.ithepneratpat 6 rip FEG + helneste srpmplebihisdinsgtier P4 isonshi p
bet ween t : j <

component (o) R A and R ISR e bPL P

bet ween t peiatipesct ed net wor k conponent (s) and t he higher-level network
conponent (s) of thc Target VD sk. [00140] Detailed Illustration of

Perform ng Network Interface Driver Injection [00141] A detail ed exanple
of a nethdd foDegpemineront ngmoetnaovdik intdréacé cecd didvers/lgrund o ectar arore veening he

network interface card(s re t,C atibl.e wi.th the, Target VDi sk, is
illustrated bel W%?t{%&rlegfcg“rvgrnscgrtthgggﬁ%{?géf%m' f?.exaﬁpée’r%l?ﬁigd descri bed
wi t h ref er ence EnomM SBENIA Bmetichy paseivig firethe eweini registip key et af thedowescri pti on

of the method ri bed w to FIG..10 142]. | e aspect of
t he discl osur e?’?‘%ﬁgn &%‘h%&m%\g\%&rﬁﬂt%ﬁ@&%%@[‘fq’galﬁ‘%ft %@Hgﬁﬁgi’%e

met hod descr: bad vk Eﬂa cugélyedaed fo&hé:?@&reahﬁng dedvérdiavie Sdﬁfbe]tmzltfdﬁw Sgch

exenpl ary rel ationshi p. .An ex e of the operation 1010 of FIG 10 is
illustrated as?2aift Iéﬁt@Feéltl? Bhgﬁ’@g&@fle t(:geel%"’.eraﬂﬂn &HRSIHE- Bf the operation
1020 of FIG 10 is illustrated as an operation 1320 of FIG 13. An exanple
of the operation 1030 of FIG 10 is illustrated as_an operation 1410 of

FIG 14. An exahwpreerspicteiEOePhcreags xoun abnyabpgbde ook NEC, n¢f jpsg the

illustrated as NPkt AenldZfmintfb3PhicH dfOisan e hdhlePhtdthGistIéhe AU ANPI €
of the operation 1060 of FIG 10 is illustrated as operations 1530, 1540,

1550, 1620, 163tenHidNI{edyeds). mdastermmezyidchBIC djy el apeureatly bernddpeeat i on
1070 of FIG 1@y Sgre%jng%;i(,@g.ed as operations 1510 and 1520 of FIG 15. An
exanple 53 of the operation 1080 of FIG 10 is illustrated as an operation
1610 of FIG 16. An exanple of the operation 1080 of FIG 10 is illustrated

as an operat i 0@)6#@1%916%@16 gxl ﬁore:'n@twd?l?_ ng%ﬁlg?L%? g_{fivei%@oal‘lﬁg & @I;ei o??no%‘% g eia(;if{lélzl G

10 is illustrated as an operation operati , 1720
and 1730 of FI Gysta& streafr@d@ldtBfrsifor thhilsrgetKahisk eForteliemplet datl dheplirowm WESMNICnor e

detail ed descrigpti. .t |.ni.ect WoMNIL € f tkon e e.g., 1310 in FIG
13, 1000 in F GHCigh pggfﬁ‘ginﬁﬂf%g‘?)‘e%%%ﬁ?% oE AR 1SREE VDR ko (e.g. .
302 in FIG 3, “HBOMG_$¥SIEM) N\GoittdlZat00) ' tddnadowsis@BNINowhoef diveisag to
FIGS. 12A and ]él:j’rréntlj}'/z)burgcp t% t}%eéggtcriea%Xg (?r‘lavre];sqrrl arsggtrTPSu(c)}rla?lLtlis st]:)reyi]ne fol low ng

oper ati ons:
m_DstNICNodeList. See operation 930 in FIG. 9.

3. Determine whether the one or more network interface cards of the Source Platform
are the same as the one or more network interface cards for the Target VDisk. For
example, evaluate each NIC in m_SrcNICNodeList and determine if such NIC is
already present in m_DstNICNodeList by comparing the csEnumKey and
csOldBusSpecificID values. Matches on both values may mean, for example, the two

NICs are from the same manufacturer or vendor, are of the same model, are of the



1. For each NIC driver (e.g., 1230A in FIG 12A) in m_ SrcN CNodeLi st, call
Fi ndUpper function to find the network conmponent bound to its upper edge.
Thi s may We,20fiac28kanpl e, an OS stream ng driver (e.g., PC2ABMIOIRPG 12A).
Cal | FindUpper again to find the network conponent bound to the OS

stream ng driver to its upper edge. This, may be, for exanple, a packet
schedul er driver (e.g., 1210A in FIG 12B). Set bToBel nj ected value to 1

for the NETNODE of all th k th
e e Coer e i e BEbBE eSS o ot ot aboet

al | network cormarne Mdfot idenipaiisle vl te Tuigd: VaDisio Wee 8pth@dn @0M FIE. ohe
Target VDi sk has been determ ned. See operation 1320 |n FIG 13. 2. cCall

Fi ndDevi ceC assEntry for each to-be-injected NETNODE. See operation 1320 in

FIG 13. 3. CalHor Eddﬂqu-l@ﬁh&@@Mcmdﬁlﬁ%ef@ﬁ)ﬁeﬁﬁéct&%&lﬁfeﬁon'i'ﬁp%rnopf the Net
Device class registry ke%fcﬁ the Target VD s g., under the registry key

path HKLM f_Sysmenihls eihtheolagst Ydisk. S%@%@ﬂ&éﬂ@h‘b‘@% in FIG 14.

NE' TNODEs fromthe Source Platformmay be injected into the Target VDi sk

usi ng the next subkey nunber up. For exanple, it may be injected into a new
subkey und@P1iohe Nest forxgpingeopetations ¥ engh 3 salgct NICfshérosy@S@mer Elgtfslmy) gyt

e.g., HKL S o) e <iry
val ue 550 I\{?l%r{ll_:‘?té Jg%gé}v@)} s 1%%%&@%@?/ ﬁg%g i‘?ﬂ‘{,ﬁ%%@‘? 1§4¢°§’ﬁ& o 16 ¥

t 0- be-i nj edreandingldivanet thesSaupeblatfiuiesThiere aneShawivehodkdri rs¢thoda. ofGaletbtinghe
Assi gnNe a fan Ssi t he subkey .t o,be used
S NG TR e ISP ST b BRRIAE oS MERFAST T dedses Oy
t he Assi gniNenvBos Spesldet dieDNIA(s)cdfi pacifio chssitgistithe.giesl Busmspsods)) or (i) to be
used by thi t VDis See operation i.n FI G, 6 14.
Sl The Tere RO bt Rrst ekl PRl RBi Met oo d0ea e

i nst z;nce r‘ﬂerebled NI debeticINEENGR ﬁf)ﬂh&hea Séurtf]i)hﬁ%ﬁcme Taitget VDSKB@EQ?{C

VDi sk. See operatio 440 in FIG 14 t he si gnNewl nf Pat unction
to set thén%tgﬂ%\,\ﬁeﬁ?%g%ﬁnftfll& discloppites afl¢ ap t@ﬁgﬁﬁmﬁg r{V§‘969Ng\Pért° tHe 8 MPYat i on
file afterinfebies NNEENGDDE T@rgétW[@l@lE eThié enGrédiee 4 Faet VI shat is2BMp@E @td oNn
1450 in FI G 1@{1“0 For h to-be-injected NIC and its upper nodes in

m_Sr cNI CNoW&# é‘soééﬂelp M copy I nfFil e function to copy a driver

instal | atioid7! emf 6:mg; & QUBGRr RhRbddr fhd0 1611 ARHe86mYBtopkrly SBfhout
operation 1510 in FIG . .The driver installation file name may have been

changed bd¥¥teartedping BQYf‘dt”F 8r¥ouas Blagprog  Targey VDisk or a Development Machine. If

a Target VDisk does not have a streaming driver, then a streaming driver can be added to (or
copied onto) the Target VDisk and be made to bind to appropriate network component(s) on
the Target VDisk before streaming the Target VDisk to a Source Platform (e.g., before the
streaming operation 670 in FIG. 6B).

[00138] Illustration of Performing Network Interface Driver Injection
[00139] An example of a method for performing network interface driver injection is

illustrated below. An operation 1000 for performing network interface driver injection if the
network interface card(s) are not compatible with the Target VDisk is shown in FIG. 10. The
operation 1000 represents, for example, the operation 770 in FIG. 7. In one éxample, this
operation 1000 is called the InjectWSMNIC function, and it may perform some or all of the
following operations. This operation is illustrated below with reference to FIGS. 3, 4, 5, 10,
11, 12A and 12B.



b. Call the CopyDriverFile function to copy a driver binary fromthe Source
Platformto the Target VD sk. See operation 1520 in FIG 15. The driver
file namewD=onate28shanged. c¢. Call the MergeNet O assSubKegs/useeaosno t o
merge the Net Device class registry key of the to-be-injected node fromthe
Source Platformto the Target VD sk. Se 8operati on 1530 in FIG 15. This
operation nmay be based on the operations 1420 and 1450 of FIG 14. d. Call
t he MergeDevic assSubKeys function to nmerge the ND S LAN c| ass gistry
key of the to- ggt‘?rﬂ]“éectg%ﬁyt?f%&OWB?ﬁ“f(ﬁ)eaS%ﬁﬂ?@e‘“g the PRIk Igtertacs © éf[(éé’tf
VDi sk. See opertaé $@icelB4@orind whtrSsuchmetWdik snt&RLE aérﬂgﬁargﬂ&{t deprasiedimd he
operation 14301%1;gFI G eEnuntubKey_ function to merge
o]

.14, e. Call the Mer . L
the Enum regi st A8k &Pigs SFF]8p°cr‘%}_l°Be1-Oil%}%@Fego-n](:fﬁéx?r?ﬂ?nf_f’lfleé‘d&ﬂ]l?ec’_é‘ﬁqeétf rm
to the Target M@CSdfiveSR6n aRESALdeMatfopa Oddidimiile@he &Y strdiiSe QRRY HstaAlk HRY be
based on the operation WO 2011/162856PCT/ US2011/ 031290 ‘%55 1430 of FIG 14.
6. Enuner at e m NSEVRK ROARINSRCBIanSe thafisbowundly it yppey cddfos ehensiak €rivest ance i s
not equal to OiglasdelsPSliRAGEn CUPERHRYESALISt Test it M J@@I&W h
\ Cont rol Set 00x \ Cont rsgl \'Net wor k\ <2Iet'v!5evi ce class >\ Co <[r)1rePt\§g( *Besc>
val ue to a nul teonBgurativgs ozd files whitache ingpicd dunths Targst WPikadh¢sasteatesaibed] ue
(e.g., "1 2" ->" ") o i i 6. This operation may
be based on themg%é%%%%‘ﬁ“@%ﬁ%%?Eﬁf&\%ﬂﬁfﬁ%%%ggrl%%lﬁ%t o-be-injected NIC
node in m SrcN CNodeList: a. Copy the registry \
HKLM SYSTEM Curg;gn nt r ol \.Cont r.ol \ r.k\ <Net vigce cl ass >\ <csGU D>
registry key (vP;It Uelclgra]‘& Olgcﬁgﬁgélybg%ktdéagr?—rﬁﬁMgg?t%\?gf‘ﬁ\lﬁ?ﬁe Ofvarlousaﬁlyers thal
\ Cont r ol Set 00x\nGontsidd nNehavhink (e<et 020304 & ElGaS or #10<@FB0I Dthat ubkgss@per at i on

1620 in FIG 16,,.h. y-4.h rvice reqi ke) al d.subkeys) from
the Source Pl af\?’ H@Wf;cﬁgaﬁ‘%glpigf"ﬁer&ﬁﬁgy grtsﬁﬁ:{(i‘é‘?y %‘86’&6 an NDIS miniport

HKLM SYSTEM Curdiieai($ant 64laBetDIS ifiterngedia@gdrdier(y) mcélre &nd ﬁeNEBS/prla@tlzlglngLM .

f _SYSTEM I\ Cont r ol Set or. e Target. VDi sk. See operation in

16. c. Copy th r‘r"%@%é??@%l—i&ﬁ\%@&ﬁ? 0%.&‘?’8'??)(55}1% Bt Ve Ay gE{€csauU D of
pNode> t 0 HKLMnefwobl Sldeided car@@Nt 150 DRitD XSO MeGBsiict B9, xahpriedez. See

operation 1640 in FIG 16.
P NDIS intermediate drivers 1110B may include OS streaming driver(s) and packet

scheduler driver(s). Examples of the NDIS protocol drivers 1110C may include
TCPIP driver(s) and NetBT driver(s). In this example, the upper edge of an NDIS
miniport driver(s) 1110A is bound to an NDIS intermediate driver(s) 1110B. The
upper edge of an NDIS intermediate driver(s) 1110B is bound to an NDIS protocol
driver(s) 1110C. The upper edge of an NDIS protocol driver(s) 1110C may be bound
to network service(s) 1160. Examples of network services 1160 may include
Winsock, LanmanServer, LanmanWorkStation, NDISUIO, and NetBIOS. Software
applications may be at the application layer 1170 far above the network service(s) 160.
A Source Platform or a Target Platform may have, for example, layers similar to those
shown in FIG. 11. A Target VDisk may include, for example, some or all of items
1110A, 1110B, 1110C and 1160. In another example, if a machine operates with a
different OS, then it may have different types of layers and different types of network

drivers.

FIG. 12A is a conceptual block diagram illustrating an example of a binding
relationship among network drivers on a Source Platform using Windows XP. In this

example, an upper edge of a network interface card (NIC) driver 1230A is bound to



d. If <csService> key already exists in the Target VDisk (e.g., in a

regi stry under the key path HKLM{ SYSTEM } \Control Set00x\), no need to
copy t he wWoyolrfieegs6may be because the NI C al ready exi st #Criseoig/oIepget

VDi sk but is located on a different bus slot. 8.Delete the network
configuration registry value in a regisiyy under the key path HKLM
{_SYSTEM }\ Control Set 00x\. See operatioff 1650 in FIG 16. This is so that
the operating s reco that ch e been nmade to the
current system? ?ﬁﬁ SF%‘E’%‘&?“W%@TQP@’BP“\?% ‘Pﬁh‘i:@%l SESARHRE Fivef f204\ist em
registry file adbuidwe a'baélg:etchb’&iﬂ&{ﬂrﬁ&yljlaxeTb@%@rl%}él&gg‘dlBﬁﬁelmwaﬁﬁl on 1650
in FIG 16. Preg}gre to insert new NIC drjver romthe Source

Platforn) onto 6112 i%)tﬁr‘h giWoris gorgpongits psserdatest with %NI% Pi’ v@rsé)u‘&ﬁ dlagferor k

services at than iy §@pMDins konfigubsifon bhdHled for &3 1910 B8N Bodr inger fromthe
Target VDi sk as reference. For exanple, any N C driver currently bound to

an OS streani nGoRfigwasionjapd filse for dhey@d stymming ‘é’!&’ﬁr K204, prdk the eepdigunfion end ver .
Set csRef GUID tgeshs: tﬁg He?ékett @hécﬂﬁar Hd & IQTOA Q@ S & fe@ﬂ%ﬁ gltl)\l{hg ﬂfé Y@bwksee

operation 1660 in FIG . For each to-be-injecte
m_Sr cNI CNodelLi sthe dﬁVerW%Ata ﬁ&%@ﬂ&h lrilk@z‘g@af/lbn@mnmiesmf ﬂmih‘l\flenellﬂ@& lddwwbonent s

fromthe Sour ce, P atolal, 10 IJ stry key of various network
servi ces at thenTarget @H}ni ee gg@%gltgl o%ﬁ%)'?lo in FIG 17. b. Call the

AddSvcl nterfaces function to add the NIC corrponents fromthe Source
Platforminto gy ces |ist of var .0us network

O t r
services at the ‘?‘?&%&%5%‘%&%@@% e |§lrs1tr $§Gne}ﬁarﬁl%iofalbfn e call the
AddRenot eAcces $¢laticm|sﬁiaamng oetebikahivee oadd&otuhe POt osipg MandosvsTrigiot he
Source Pl atfor ar interfaces list of Re Cess
Service at the gr%"é ?\}Sﬁl%ggex g & SPEPRY gﬁ’?of‘?é’ﬁwfoﬁk ﬁteﬁg‘ci‘?ﬁgg@\g@gﬁﬂ&%l eting
t he foregoi ng dpsoBaisibomsd 1B ad Ok sh@axdmg@mmadz@momupﬁéaedgeqiﬂﬂwmg may occur.
For exanple, referr.i Nl C driver 10A and/or a
correspondi ng Rg ?ﬁr%(‘)‘f?ér]lﬁoﬁsﬂ‘i@éoéghﬁﬁ %@A&ﬁorﬁﬁ‘ ?qn@%}rﬁ S#Pg ver 1220A
and a packet S(Phﬂ@h:bll EBATNPY efivek 32008, TS R ELoMidEE 1508 &R BhetfHE minto
the Target VD s can be nmade to bind to a_correspondin ngnt ocol driver
t=1

1110C and a COFWC&BWHFWBPW@P%?SIQ%@?\‘i”@é(lé\ﬁlcl’%]@ Sy t hethisef er ence

NI C driver. Pl @ﬁz&@pl@Qﬁeﬁc&h@&raﬁoﬂ“ﬁh\m&l@oﬁt@m@@@ﬂ%r@.‘i’o@%é@ﬂﬁ hiid tO _
anot her network_conponent that is not imediately adjacent. lg—“or exanp in

FIG 12A, a N &lfpvbe O sBemninagrives Latithe apdthp corfiguetian pag Rlss fos éh@‘edul er
driver 1210A. oA FAfdridel 12808 NOtSbanRAtito q{e"[\é?éet %’wmﬁrlpﬁ%@g% to bind

to a network service 1160 or an NDI S protocol driver 1110C escri bed
as Ol auses) [ 08AUBndTIRA0R iy de exarertenmd|tsglyivess 1il10AsilA 0B entl 1 16€ ekl e,
according to vafious aspects described bel ow. Various exanples of aspects
of the subject technol ogy are descri bed as nunbered cl auses for

conveni ence. These are provided as exanples, and do not Iinit t he subj ect

br esent ed f or LSERnt 4L B0 BOERE S b Plhe bRl iR PN Re “ana
code for the oﬁ’laeﬁorml Seesmpsratiam 1029 ip FES.eift Edr emn@les ddf'tbﬂnane dendileér .
information related to each network component found in the foregoing operation 1
above under the subheading “Illustration of Method for Performing Network Interface
Driver Injection.” A network configuration may be configuration information, setup
information or system registry information for a ﬁetwork component. A network
configuration may include (but not limited to), for example, some or all of the
following: a driver installation file name and its location, a windows service name, a
driver binary file name and its location, a global unique identifier (GUID), a bus type

(e.g., peripheral component interconnect (PCI), system root), a PCI bus location (PCI

NIC only), an instance index, etc. Please note that this may not be an exhaustive list.



1. A machi ne-readabl e storage nedium (e.g., 1800 in FIG 18, or 410, 419 in
FIG 4) encoded with instructions (e.g., 1815 in FIG 18) executable by a
processi Mo Htwessfe. g., 402 in FIG 4) to perform a neP@dStan/oprevi di ng
network driver injection into a target image (e.g., 324 in FIG 3) to
transformthe target inmage to be corrpatg()ble wi th one or nore source

machi nes, the instructions conprising code for: facilitating access

to a source systemdtr.egist file of a.source nmachine. (e.g., 1805 in FIG
18) ; fac ;ﬁof mX\/‘P% Sa(é%é"é Leastef\(%orﬁe ?%‘ﬁ@ E‘ftwgﬁ}%ct(’@ﬁ?‘fr%t&g]s‘?g’vn?tiqné“3(¥fbet he
target inmage, Vbuddpfik ecdmié, APtht Bstdndfe@BitridsiB@e (e. 9., 1810 in gl G 18),
wherein the tary, i ri ses an qperating system i et erm ni ng
whet her one or %ﬁ#@%&@%ﬁ&%&%ﬂwﬁt@@ff%@ét%msn 5102418 isBuY/Edn Riehi ne.
are conpati bl e syi nhonkhgpeb@aaedst AIMBARe {t&@nDlistedlBCe iy Fd found&hhe S8€m i f
the one or nore source network interface cards are not conpatible with the

target image, pPERTEETHIAY FEEAGSY STRM CraenCantral®dt\”i nj ection (e.g., 1830 in
FIG 18), wherein the operation of perform ng network interface driver

i njection conprises:; determ ni ng one or nore source network
conponent - ass &etamnay the rdwerisompenesi(s)mstosiatedirithehtegtworklinterfacerchuiéd forar ds
(e.g., 1830-A i : : AT rk
configuration g?: fﬁgétéﬁiglll%?ndn%eg%mérgﬁ%fgé?ﬁg{k%l?ﬁﬁg%tﬁﬁ%ﬁgﬁtngﬁ%o‘éfg- , 1830-B in
FIG 18); component{etod thei Trirgey ViDaskg et nenessavpr Reccapefaitigu f @301 io F1Gf 100me or

nore target ne S 21 h et .l mage..(e. 1830-C.in FIG
1), R T R G e A . N
conflicts w th Windowa®g§ehe natvorrdongnitiogunfatmaion (fer. Target VEB&-hhyi e folifd, 18) ;
if the source network, configuration.conf,li. i t rget ne Lk

confi gurati on, ?%rcﬁxﬁ%l{ﬂleh%%%%&g%ﬁ?%grl?fé{’mr %@t}m{i—g\u’ﬁﬁi@ﬂcgw?lg?w’ghe

sour ce net wor K (sebB.g& otk G20 @tS40fh Biors).not conflict with the target network
configuration (e.g., 1830-Ein FIG 18); and injecting, to the
target systemregistry file, the source network configuration of the one or
nore sour ¢ NeDiink GVHREREME Seth@rideonfid@dorofithe fdkark t8hponent(s) for tRe The

machi ne-r eadablS((a)ur%g 8{21‘[ rem [:T(I)an 10L‘|[sm W?[il’:l th%lnggz\'zso?k %c’)nﬁguration [or the Targel VDisk. See
operation 1040 in FIG. 10. For example, determine whether any of the network
configuration values obtained from the foregoing operation 2 need to be adjusted
before they are injected into the Target VDisk to avoid any conflict with the existing

values in the Target VDisk.

5. If the network configuration of the network component(s) for the Source Platform
conflicts with the network configuration for the Target VDisk, adjust the network
configuration of the network component(s) for the Source Platform so that the
network configuration of the network component(s) for the Source Platform does not
conflict with the existing network configuration of the Target VDisk. See operation
1050 in FIG. 10. For example, if there is a conflict, determine new values for the
network configuration of the network component(s) for the Source Platform.
Provided below are some examples of potentially conflicting network configuration
items. These are simply some examples (not an exhaustive list), and there may be

other potentially conflicting network configuration items.



wherein the instructions further conprise code for:
facilitating access to one or nore files associated wth the one or nore

sour ce nevaapk/wessponent s of the source nachi ne, wireTaispottiog12aet hod i s
for facilitating operating system stream ng over a network (e.g., 306 in
FIG 3), wherein the operation of..facilitating access to a target

systemregistry file of the target imge, w thout copying the target inage,

conpri ses: . facilitatjng access tq t.he target . systemregpstry
TP of “the target PrsgdRRlhE il BuRi T ety gt ARlayBa A bRkt

devel opnent nmachi neanémdrk compon ésreheSdulie Rgeshatis OAMX inf, aed OEMALihNg access
to a source systemregistry file_of ource nmachj ne, the operation of
facilitating accessalf%dée?éw’e’#‘e g@@?@%ﬁﬁsg&r&? CLGIVEr %ﬂf%&&&é\@-lﬁf@ge,
the operation of debehekirbgplagtch ohaoBeataie] #oh o OBPIief, WheYthnekvayr K

interface driver injection are to _be perfornmed by the devel ogrrent machi ne.
3. The machi ne-r ead$Mi& Bodhafasstad?ighn Bie nervai3as QEMy#d skouid bggbrand

instructions furthepew amfahR8h4 A& doPhlready exist iS Bk aatdeNYDRk. | east one of the
one Oor nore target net wor k corrponents as a reference network conponent;

determ ning a binding relationship between the reference network conponent
and one or more netip EX&e@eﬁwﬁxﬁﬁ W RGnd: HAEHs ol BRGES ortR dri

establishing a bi nd}f“ﬁggrro'eel%atlfons ip %)et ween at Iaecasjt oone o?rl‘{eﬁe one or nore
source networ k conpuweHatingienarhemante parfonmedbynsstibing theekapget ¥Pisk (e.g., 4.

The machi ne-readabl & a?c?xg{gqgeemd%'\xgg%%ldglj Wﬂgcﬁ i Or{e\'gf}ﬁ{eg?kgeﬁl I}gld%rs atnIEiUCt I ons

further conprise code erm nin et her operati’ng system of
t he source nachi ne igervompatvhbther the file nameoywed &y a ngtwoylstammoonént{shef thar get

i mge; and determ pi whet her, a har e r.action layer for the
target inmage is Iowé(r)urf I’;lﬁ{,%‘grcr)nrarf:ﬁgeagﬁﬁ%egé)él?@%%%m% abstraction | ayer of
the source nmachine; and 59 if the operating systemof the source

machine is conpatible with the operating systemof the target imge and if
The har duar 6 abet't alibiie PAgERs PRRNAT SES oot Shar i, or 't he
same as, the har dwametadhisihddotalu@ns twayif theoutdd @10k CadMRCAmREnstpes f or m ng
the followng oper a}nld(c)}? 1Ss'a1ready used in the Target VDisk, then a new instance index (e.g.,

three) needs to be used for the network component that is unused in the Target
VDisk.

6. Inject the network configuration of each of the network component(s) for the Source
Platform (after making any adjustments needed to the network configuration as
described in the foregoing operation 5) into the Target VDisk. See operation 1060 in
FIG. 10. For example, copy the network configuration of each of the network
component(s) for the Source Platform (after any adjustment) into the system registry
file of the Target VDisk. As an illustration, copy certain registries under
HKEM\SYSTEM\CurrentControlSet\... 570 in FIG. 5 into registries under
HKLM\{_SYSTEM_}\ControlSetOOx\... 530 or 540 in FIG. 5, whichever one is

selected as the current one.

7. Inject the files associated with each of the network component(s) of the Source
Platform into the Target VDisk. See operation 1070 in FIG. 10. For example, copy

the driver installation files and driver binary files associated with each of the network



t he operation of determ ning whether one or nore source network interface
cards of the source nmachine are conpatible with the target imge; and

i f the orwoapivBeEs6sour ce network interface cards are n®CTASA@ALBRPE with
the target inmage, the operation of perform ng network interface driver
injection. 5. The machi ne-readabl e storgge nmedi um of clause 1,

wherein the operation of performng network interface driver injection,

further conprises: a of one or nore fil es
associ ated wi t FOTREeB Ogther%gurceggaﬁl? r‘?’teﬁ\%&rcalkgoggﬁ%ghents of the source

machi ne onto the target |mage wherein the target inmage is on a target

machi ne, | n th ration ne or source

net wor k cémon@\rgg] E%Wr g@\}llrf‘tl’tont‘ﬁ‘ eéﬂgﬁ’S&m%tggggﬂrﬁ@eﬁé’ty Fk interface
cards is to beop@att@rmsdmm 0. draoremﬁﬁlerupdate@ltﬁ si?@temb@giﬁ@ @ﬁieeke/g Ofe t he
source systemregjstry file of the source machin erein the
operation of d@tf@P%qﬁr%@ngfé&f & BEHRTKRMP ORI mgtﬁ%rﬁtreﬁeertmﬂe obthe Tareehor e
source networ K vengpRnetdssary.s to be performed, by the devel opnent machi ne,
based on the source systemregistry file of the source nmachine and based on
the one or nore files associated with the one or nore network conponents of
the source Machinehe AAy injected Wérﬁ'c&nﬁ&%n@@%‘f%‘S%Hrc@fPla%trﬁltJ]ﬂtQ' ng target
network configuration of one or nore target network conponents of the
target inmage i 8prreprisée jghdrdevebretwonk comportai(e) ab phechargetrihskrie -, b@im;dl on the
target system i i t d nor e
files associ at gg%vrmé § &yqt/#degwgk %%’ra%%)zﬁggr%'r%@net% ﬁé%a"z’ﬁ‘%t%ﬁ‘g% ? f(t’

target inmage. 60. Torexampki seéect & dadstiyine nsttwrlagenpmdtt@ﬁﬂmffatgemd@skhsa
wherein the operation crlrttrnga SS re systemre |stry
file of the ta?eé%t%nce neRNorf; gorfl%onegt( alr%(tgr%rtlcﬁ I\tII[%acfrbvg 9) %erle tthe nﬁ Jsh g
facilitating nbmﬂMgn@a@dnshrb@eMelg% ré¢foege mm@kdomp@enmndm }ﬁghea-level

devel opnent rrachrn |ret r i eont t he
devel opment  madiae: ey TEe IRger e Sl d et p il o
regi stry of theetd/emedhemtjaméd ﬂmed}kl@npdﬂaﬁﬂ(glaﬂd thadidheslenelGeivamns furt her

conpri se code for un| ng the target systemregistry file from
the registry otcO‘PPfelcﬂtg@@m“ﬁrI@ ﬁ@bg;‘"n ne, after the operation of perforning
network interface driver injection; and faci litating unnounting of the

target image fromthe devel oprent machin
g 90140] Detailed 11 ustrat?(Pn of Performing Network Interface Driver Injection

[00141] A detailed example of a method for performing network interface driver injection,
when the network interface card(s) are not compatible with the Target VDisk, is illustrated
below with reference to FIGS. 13 — 17. The method described with reference to FIGS. 13 —
17 may represent a more detailed description of the method described with reference to FIG.
10.

[00142] In one aspect of the disclosure, the method described with reference to FIG. 10
and the method described with reference to FIGS. 13 — 17 have the following exemplary
relationship.

An example of the operation 1010 of FIG. 10 is illustrated as an operation 1320 of FIG. 13.
An example of the operation 1020 of FIG. 10 is illustrated as an operation 1320 of FIG. 13.
An example of the operation 1030 of FIG. 10 is illustrated as an operation 1410 of FIG. 14.
An example of the operations 1040 and 1050 of FIG. 10 is illustrated as operations 1420,
1430, 1440 and 1450 of FIG. 14. An example of the operation 1060 of FIG. 10 is illustrated
as operations 1530, 1540, 1550, 1620, 1630 and 1640 of FIGS. 15 and 16. An example of the
operation 1070 of FIG. 10 is illustrated as operations 1510 and 1520 of FIG. 15. An example



7. The machi ne-readabl e storage nedi um of clause 1, wherein the

instructions further conprise code for: facilitating stream ng of the
target i msgeofviorssa target machine to the source nmachi n@CONSR01A/0BEDMOT K.
8. The machi ne-readabl e storage nedi um of cl ause 1, wherein the

operation of facilitating access to a target systemregistry file of the
target inmage, wthout copying the target imge, conprises:

facilitati copyi.n nt evel o t machine, . of tgrget system
egi stry e gaRE R3S, AR b B i ot i B ARk rage
onto the devied gprebh 108TIFNE, 1068 dlustrated &mﬁdipeﬂtiaﬁ%%@wﬁ% 18y nxumpR! St ry
file to a registry of th vel o nt chine, wherein_the instructions
further c § Par BHéO%Oﬁ_F?(?. 10 Hlustrate FnCReRHY 1698 of B¢ de 28 spaspiianggi st ry
file fromtre, reghsd 13300fFFidig7devel opment machine, after the operation of
perform ng[onetwork interface driver injection; and facilitating renoval of

t

the targetlO8A entor &4 sipppiei (e mehad ReoVifley et optierdctaiiae idaseription of they, The
machi ne- r aagail evsi@alhol R, W 0f310li34S6. i, 1WHEHEEE. ther40ah 986, bR

&
resides on a target machine, and the source machine is Ioc_atgﬁ rerm?&glly
fromthe tusedet a fewrs Netfouete-ga 38 imBIGk 3, 400 in FiGihdruilining heViodewoPS mblowr

source net @B&riﬁqgctg TRESEY S A £ PP 157?&6%6'(!1&%{?1%% g?t?‘ggl\rl]\%% St tﬁ??l golg)g{ir%e ¢

driver anJ an operating system stream ng wherein
i mage i s eperafipnsal di sk i mage. 10. The machi ne-readabl e storage
medi um of cl ause 1, wherein the operation of determ ning whether one

or nore source network interface cards of the source machine are conpatible
wi t h the tlar getFor emmf@&NICclompr(e.ge$230A in FIG. 12A) in detSecMi(NodgListhealbr nor e
ound t ne Qr .nore sour oper ati ng

soutce et otk A 85 L BB POt PR PP
tar get networ k niaytbey foaeangpdd, dn OSisiedrsing ating (¢.9., OIMOAAR FIG. 12A). Call

FindUpper again to find the network component bound to the OS streaming driver to

its upper edge. This may be, for example, a packet scheduler driver (e.g., 1210A in

FIG. 12B). Set bToBelnjected value to 1 for the NETNODE of all three network

components, i.e., the NIC driver, the OS streaming driver, and the packet scheduler

driver. Now information about all network components to be injected from the

Source Platform to the Target VDisk has been determined. See operation 1320 in FIG.

13.

2. Call FindDeviceClassEntry for each to-be-injected NETNODE. See operation 1320
in FIG. 13.

3. Call FindLastSubKey to find the last subkey number of the Net Device class registry
key of the Target VDisk, e.g., under the registry key path
HKLM\{_SYSTEM_}\ControlSet001\. See operation 1410 in FIG. 14. NETNODEs
from the Source Platform may be injected into the Target VDisk using the next
subkey number up. For example, it may be injected into a new subkey under the Net
Device class registry of the system registry key , e.g.,
HKLM\{_SYSTEM_}\ControlSet00x, where x is the “Select” registry value 550 in
FIG. 5.



61 nore target operating systemstreamng drivers for the target inage;
determ ni ng whet her the one or nore source network interface cards of the
sour ce newDI20H/1BLES6t he sane as the one or nore target n@CHArSROILMABEPG ace
cards for the target inmage, wherein the operation of determ ning whether
one or nore source network interface cards of the source machine are
conpatible with the target inage, is t e performed based on the source

systemregjstry fil d.the rget systemregistry file, and wherein
t he oper agl{ éﬁf’ Eé‘? 'Hﬁ"?‘f&d&ﬁ[&aﬁ@ﬁ“??@réﬂﬂ@s&m eNIGNerdek istnet wor k

interface car ds of. CBEtl&Q&H@;fgﬁNBﬁN&UI’E@s@'bKe} h%cﬁ@}ﬂ% aéssfngH@N@'T%LWss”Dre
target network interface cards for the tar i mage, conpri ses:

det er mi ni ng whet her$ %&FY foske userbbyohisth e N é}?thﬁﬁﬁ@ekﬁﬁr%esmmmm nterface
cards and a first oneoqf rFidpeqgone or nore target network interface cards are
fromthe sanme manufacturer, have the sane nodel, have the same revision,
and are for the sanktalhths AssignNewBusPhecifieBHimsion sxasaigh éestcprtmg epeaiédilDm of

cl ause 1, whefieh; gchgy gq@@ﬁm@ EQ g
net wor k component s (;CI)SSCOSI at @ ﬁe %Wg%tggepn})lphe&sggggeemﬁlgﬁé& qﬁ{;erface
cards, conprises: 14 determ ning an instance of a first source

i nter rTEdI ate net onr5?lg{he\/I%fl?flg&%gﬂ(ﬁegcr]ﬁ)ﬂoﬁgﬁanceef:l]l S OBH Qeé)irtlns Sgt%e of a

source network interface ca one 0 €ource
network interface cawstdsce ramders of each NETNOIIE h@¢rrii Rii)ect@intorthd Baree \abisia
second source inter d| at %%'%‘Pgﬁﬁ” ver bound to an upper edge of the

cralion I
instance of the firs ource | |ate network driver, and wher ei n

the one or nore sbu@a:léthaQAtsmgnMesz@fmﬂﬂmmmmct@m@EHe&;@N&xhﬁmaﬂsﬁélﬂlcﬁh@fs thdhe
source network interfac fance of the first source

i nt er nedi at e net wor 49 ef\}tq “V%HH“"E EO‘? ﬁgtagﬁrct 1s OYETY{RDE acigisared gite the

i nt er medi at e net wor RarghtiWBikk. See operalb}£1480 M tlae 19per ati on of deternm ning
source network configuration of the one or nore source network conponents,
conpri ses: determ ni ng, based on the source systemregistry

file, a driver Fomatido-i@tinRbrelNI€ aR@IBuRRIRE Rl C CSJ?@NI%I\%H‘!@{ binary file
nanme and | ocati on, a W ndows services nanme, and gl obal unique identifier,

for each of the 3neCBthabreylafiie fanchien (woory édﬂmm@mﬂ@tlon file fromythe Peiree t he
operation of, if thﬂat%ﬁ@%é“%ﬁ@%&@@ebQHérQﬁdn%lgﬂ{‘lﬁb ¢5 STid 4, [l f he target

net wor k confl guration, adjusting the source network configuration,
conprises: changi ngngMlaties {1l nasciray lave beenashanged basad gmtiﬁ:louoctau@x]%t)sfw th
the installation fife name;

b. Call the CopyDriverFile function to copy a driver binary from the Source
Platform to the Target VDisk. See operation 1520 in FIG. 15. The driver file
name is not changed.

c. Call the MergeNetClassSubKeys function to merge the Net Device class
registry key of the to-be-injected node from the Source Platform to the Target
VDisk. See operation 1530 in FIG. 15. This operation may be based on the
operations 1420 and 1450 of FIG. 14.

d. Call the MergeDeviceClassSubKeys function to merge the NDIS LAN class
registry key of the to-be-injected node frorﬁ the Source Platform to the Target
VDisk. See operation 1540 in FIG. 15. This operation may be based on the
operation 1430 of FIG. 14.

e. Call the MergeEnumSubKey function to merge the Enum registry key of the
to-be-injected node from the Source Platform to the Target VDisk. See

operation 1550 in FIG. 15. This operation may be based on the operation



changi ng an instance index value, if a conflict exists with the instance
i ndex 62 value; and determ ning instance nunbers of the one or nore source

net wor kK CWORONERRESS 12. The machi ne-readabl e st acags2omaasLzae of
cl ause 1, wherein the operation of perform ng network interface
driver injection, further conprises: facilitating copying of

one or more files associated with the ofe or nore source net wor k component s
of the source machimﬁg oonftﬁ tE‘F target inmge, wherein the target inage is on
a target machine, &9 16h ‘operation of facilitating copying of one or
nore files, conprises: facilitating copying of one or nore
driver insbtall ion files associated with the one or nore source network

conponent s> of MEB BeNFHERHANGFY. FRkcach prfst WhavadiewLasibistance is not
facilitating conulngoRf«anaudte, IRLR CEbHCHKBMBIAdTeS BsRREAAIR W th the

one or nore source network conponents of” the s hine onto the target
i mage, whePiohNeteorb pReEIPeviRe odiss Phy - e beningr D$@>thlet(aa getti-gxisg em
registry file, r j [ «} he .o _gpre source
ne%J wor kycorrponevﬁitﬁg,‘.w% éﬂéﬁép&%éség%W%ﬁ‘&&fﬂsﬁﬂée-a&a;h%gﬁ%t%?I ngr]gzo%§'| gfge of

regi stry val ueSpgRtiqh196uFEe 1heto okeretdnt hgubediasaionahe bieeationd 440 of RIGe
source network gonponents into the target systemregistry file; and
updating registry values of the target systemregist ry file. 13.
The machi ne-readabl e storage nmedi um of clause 2, wherein the devel opnent

rodi um of 761 aude 3l fBPERRERICA5dr i S NERL &1 ng access (o one or
nore files associat €dpyiht hegidng HIIEVSY STHNA CRBEAICONRRSMTok r SINRRBENNSt Of T he
source machine, co Lvics Aass >\<csGUID>\ registry key (value and subkeys) to
HKLM\{_SYSTEM_}\ControlSet00x\Control\Network\<Net Device class
>\<csGUID>\. See operation 1620 in FIG. 16.
b. Copy the service registry key (value and subkeys) from the Source Platform in
a registry under the key path HKLM\SYSTEM\CurrentControlSet\, to a
registry under the key path HKLM\{ SYSTEM_}\ControlSet00x\ for the
Target VDisk. See operation 1630 in FIG. 16.
c. Copy the registry HKLM\SYSTEM\CurrentControlSet\Services\<csGUID of
pNode> to HKLM\{_SYSTEM_}\ControlSet00x\Services\<csGUID of
pNode>. See operation 1640 in FIG. 16.
d. If <csService> key already exists in the Target VDisk (e. g., in a registry under
the key path HKLM\{_SYSTEM_}\ControlSet00x\), no need to copy the key.
This may be because the NIC already exists in the Target VDisk but is located

on a different bus slot.

8. Delete the network configuration registry value in a registry under the key path
HKLM\{_SYSTEM_}\ControlSet00x\. See operation 1650 in FIG. 16. This is so
that the operating system may recognize that changes have been made to the current
system information of the Target VDisk. For example, the system registry file of the

Target VDisk may have been changed. See operation 1650 in FIG. 16.



facilitating access to the one or nore files associated with the one or
nore source network conponents of the source nachine, w thout copying the
one or nowe 2hilw2s8s6nt o t he devel opnent machi ne. PCF/UST18/031290

machi ne-readabl e storage nedi um of cl ause 1, wherein the operation of
determ ni ng whet her one or nore sour 026 network interface cards of the
source nmachine are conpatible with the'target inage, conprises:

facilitating selecting of t ne e source network interface cards of

the source matHPAED ‘ng@ e Nt 8% 8b311$) é‘i"m tﬁ? ﬁ@urﬁ\%@f‘ﬁ\f‘gfn)toﬁ@ RRingRe or e

sour ce net wor stiofiy&idua e tdeal @fefant EwsRULER RGN TRe@NDItINEiIr&iaHE aAS t he

one or nore target network interface cards for the target inma E,dr\/\herei n
e%“s)@ﬁ

t he oper ati onYftingNIEdmive iRy Wsckerest VBIRE aprefirgice Egedpls iM¢er f ace

cards of the sQnaeLHMERG Q@O@rs@ea@rﬁﬁ@)@tii\jepinghé’\’ﬂr?@tt\hﬁsﬁ SRt rtfRAQ 1S to be
perfornmed based on the source systemregistr ile and the target system

. g :
regi stry fil eN@dgver. SetcsRpfeldbrio b%@%‘ﬁéﬁ@t@%@ ffthatstessnet MG griviiet her t he
one or nore sQu &R L WK, IFt 8lf ace cards of the source machine are the
sane as the one or nore target network interface cards for the target
I mage, conpri ses: determ ni ng whether a first one of the one or
more sourge neLyRLK LALELIBERICALAS, A RuENERL one of the one or nore
target network interface cards are fromthe Sarms manuf acturer, have the
sane nodel, have.t@d] harnddriekigsifortiomddarie NIGrcotmpenengnfeonbths Sstrot . [ 00146]
Illustration of had f.or Driver,lnjection and Streamn descri bed as
C auses) [001475\/‘31%155t OrranB{O(f‘cthn{ggghﬁe(%is%ﬁg?e}f0 ‘ﬁa’il?ﬁ&{waq%éﬁef‘%?%ra?@ﬁanpl e,
according to vari olegasfEst Sedepaitidnad1bal G, 1'Mar i ous exanpl es of aspects
of the subject tec oqy, .are described as nu d cl auses for
conveni ence. Th segég%e %‘*Sg‘{%‘gﬂ%&? %Q‘ﬁ%l‘%@, tﬁ%ﬁfcgﬁon?ﬁﬁ’fmft? P Bhe subj ect
technol ogy. The opsfuade Fostfor@fintd A8uppRttbdsap@rs o iferficEsSiist 64 auses Rel@w ar e
presented, for exanple, with reference to FIG 19. The operations of the
met hods for the ot fEfcEphlie darseayPise Preapeatay! P S i1 ar manner. 1. A

met hod (e.g., 1900¢alf @ ARERMH6HEAE QBT NWRkEs [AdNE o AdUBRCIORMBhehta t ar get
image (e.g., 324 in FIG 3) to transformthe target imge to be conpatible

with one or nore sBP&E SoutkiPheerm iniea pppady iplstses §stod the Remote 4qgess| i t at i ng

access to a sourcesgyisd AMhd BAES WDs 1de8 oratn 3980 m&1aRLAI ne (e.g., 1905 in
FIG 19); facilitating access to a target systemregistry file of the

target inmage, wthout copying the target imge (e.g., 1910 in FIG 19),

uhereln the t arget uj PGk FRMP eToR oAl GREABR 916ha>He8ibed above (HET EF M NI NG

whet her one or nore sour net wor k ace car e source machine
are conpati bl e wi tiollpWisgteaygeturi Fergeagiplegeferring2Q FIGS. il @d 12 yhe Nifd i f
the one or nore so I t ‘%TE [hle with the
target inage, perfa(;rgv%ﬁﬁ]g%%‘é%ﬁa}éfEQ%rﬁe{séc?@%géﬁﬁ%ﬁry@éx%flﬂﬁelé? o Sﬁ{’ﬂegga.%, 1930 in
FIG 19), wherein Ofetrapenadiven] 20Apad hoackengheatendriver ilatE@nfigeaedr i ver
I njection conpri S€R6m the Source Platform into the Target VDisk, can be made to bind to a

corresponding protocol driver 1110C and a corresponding network service(s)

1160, based on the reference NIC driver.

Please note that a network component may be made to bind to another
network component that is not immediately adjacent. For example, in FIG.
12A, a NIC driver 1230A may be made to bind to a packet scheduler driver
1210A. In FIG. 11, an NDIS miniport driver 1110A may be made to bind to a
network service 1160 or an NDIS protocol driver 1110C.

[00144] Illustration of Machine-Readable Medium for Driver Injection and Streaming




determ ning one or nore source network conponents associated with the one
64 or nore source network interface cards (e.g., 1930-Ain FIG 19);
det er m niwg@ 28umsess6 net wor k confi gurati on of the one or ROTASs@UERINet wor k

conponents (e.g., 1930-Bin FIG 19); determ ning target
network configuration of one or nore target net wor k conponents of the
target inmage (e.g., 1930-Cin FIG 19); det er mi ni ng whet her

t he source net.work C(ia?nfi guration conflicts with the target network

confi gur atfigribed as Clausesin b jn FI G 19); if the source network

confi gur atfoengsgonfid &ibfectmechndidls & angahtedefovekinslondctgdingttb Garioddispsdd Ng
the source network configuration so that the source network configuration
does not cBaFibed telpit n Venistexpgales AEASHR Of dh FHRIRChISCEIPIqY. 3je descaiBerl g5 i n

FIG 19); Rifbered clauses for conveRieR& | Titbse bR $rOGidEAROBtanTHSE! 810 AL absShihy thd | €,
the source network configuration of the one or nore source network

conponent ssupiecttechnplygp. Ahe Angugtions gpd code fpp éhavishelausstbelomatrs erasentghdprei n
the met hoclexfafﬂéfeb%ﬁh? hdeSEFIG. 18. The instructidn@Ghd EdRUbMGe AL SRS N6 OF

nore files associated wth the one or nore source network conponents of the
sour ce nmaghéseated in a similghwensien t he nethod is for facilitating operating
system stream ng over a network (e.g., 306 in FIG 3), wherein the
operation of facilitating access to a target systemregistry file of the
target image, Wit houdtmedyne-mglabletaragegetdiinmégs, 1800 pFliGs &8,:or 410, 419 in
facilitati ccess ta the target syst istry file of the.target image,
wi thout cdidh e EREd SRR gnd B HIG S S ikt by iprseSipgpydem | 0
wher ei n t he.gq@é? at Flon4pt peeocint & nathot Goracoedisg hawarksbiveciajesy@t iato & egest ry

file of a. hi h ion of facjlitati to a target
Syst em roglOEr 118 b A 1T ORTFHeges THE: e arPai OF (Gavet i fF ng. “and

t he oper atdoarte @facpiges tierhshgctiat Wonhjridingt @dé &ge driver injection are
performed by t r}eei\cil(ij’c%\l‘gr?gl g:ggslg I:[](E a gg?i(r:cre]:isgsetém registry file of a source machine (e.g., 1805 in
FIG. 18);
facilitating access to a target system registry file of the target image, without copying
the target image (e.g., 1810 in FIG. 18), wherein the target image comprises an operating
system;
determining whether one or more source network interface cards of the source
machine are compatible with the target image (e.g., 1820 in FIG. 18); and
if the one or more source network interface cards are not compatible with the target
image, performing network interface driver injection (e.g., 1830 in FIG. 18), wherein the
operation of performing network interface driver injection comprises:
determining one or more source network components associated with the one
or more source network interface cards (e.g., 1830-A in FIG. 18);
determining source network configuration of the one or more source network
components (e.g., 1830-B in FIG. 18);
determining target network configuration of one or more target network
components of the target image (e.g., 1830-C in FIG. 18);
determining whether the source network configuration conflicts with the target
network configuration (e.g., 1830-D in FIG. 18);

if the source network configuration conflicts with the target network

configuration, adjusting the source network configuration so that the source network



3. The method of clause 1, further conprising: selecting at |east one
of the one or nore target network conponents as a reference network
conmponentwo 2011/162856t er mi ni ng a bi ndi ng rel ati onshi p bet wegSké1g/082Per ence
net wor k conmponent and one or nore network services for the target inmage;
and 65 establishing a binding re#gtionship bet ween at | east one of
the one or nore source network conponen and the one or nore network

services. 4. The nmethod of ¢lause 1, further conprising: .d rm ni ng
whet her anc°8f8yats e%?%ttCB’Pﬁ?‘Bth‘%@e%W&Etwﬁﬂ%?ﬂnﬁgur gorb%rgpahg?%rgé“ ﬁ(t%‘h an
operating mysif@m of the target image; and determ ni ng whet her a

har dwar e abstraction |ayer for the target image is |ower than, or the sane
as, a hardware abst iegtn&Ho e stEREcEY S hata ety configuratipg of he

operating Y Sheoh Rire sOBSRMNGR IREMNIAR (4.8, sIDRLIHGE18) th the operating
system of the target image and if the hardware abstraction |layer for the

target inmage is lower than, or the sane as, the hardware abstraction |ayer

of the source rlachi H&¢ M3eHRGFRIINY HHEET BFYIBRIoh g8 at i ons: t he

operation of defghdh HeREstAE e elrtHRPENrisBBER f5QUr ce network interface cards
of the source machine are conpatible with the target inmage; and

if the one or nore deilitai@ngrisesspidoner Bfeidles asapcdrchyih Higone erpateispree wi t h
the target,d ‘%%%Dmhe&% RREHALLQR: ffachgs formng network interface driver
i nj ection. 5 The ‘ tﬁog) o%_c ause 1, ~ Wherein the operation_ of
per form ng net wheicin the excfhad és r fagditatingjoperpiingnsystemystrhaning oMerra reggork (e.g.,
facilitatiﬂ%iﬁgmi g of one or nore files associated wth the one or nore
sour ce networ mponents of the source nachine onto the target imge,
wher ei n t he t argetein theg@eiagoroof faciti@tigeiccemthia fagget system regisey Elerpfitheetarget
operation of deternm nin ne_or. .nore source network conponents associ ated
with the o‘rl?%ag%rwﬁﬁ’meco%%‘ggféeetﬁr WBPRS IR rrlsfeg'ce cards is perforned, by a
devel oprment mnachi ne fadilitsiid; &odse koythe rargedn gy ssauregBtry Yiket cfnher texgesitrage, fwitheutof  t he
sour ce machi ne, . .

copying the target image onto a development machine, and

wherein the operation of facilitating access to a source system registry file of a source
machine, the operation of facilitating access to a target system registry file of the target image,
the operation of determining, and the operation of performing network interface driver

injection are to be performed by the development machine.

3. The machine-readable storage medium of clause 1, wherein the instructions
further comprise code for:

selecting at least one of the one or more target network components as a reference
network component;

determining a binding relationship between the reference network component and one
or more network services for the target image; and

establishing a binding relationship between at least one of the one or more source

network components and the one or more network services.

4. The machine-readable storage medium of clause 1, wherein the instructions
further comprise code for:

determining whether an operating system of the source machine is compatible with an
operating system of the target image; and

determining whether a hardware abstraction layer for the target image is lower than,

or the same as, a hardware abstraction layer of the source machine; and



wherein the operation of determ ning source network configuration of the
one or nore source network conponents is perforned, by the devel opnent

machi ne, wezed/wessbhe source systemregistry file of thecTaseaa/ osrehi ne and
based on the one or nore files associated with the one or nore network
conmponents of the source machi ne, and wherein the operation of
determ ning target network configurati oXf of one or nore target network
conmponents of the target i i f d,. by th i ne,
ComEe e T’ et bR tar e e ic b TS he o A on
one or norg fd hgst igngOeiAl 8 hdWard bSirRN6n RYerTBF M tREABhaddal IWRkeKihaRPoONent s
of the target image. 66 6. The nethod of clause 1, Wn’erei n

t he oper atthosemstasfthe hardyareiahgragiendaxer phthy spypgmachines pefarma the follopinge of
Faci 11t atiREaais: g of the arget |mge as a drive volume on a

devel opment machi nethewiptiation ofodsteymimingt Weethen pig er mene geurcs priijerkdnterdacehe

devel opnent i.ne; . i t registry file to a
registry oﬁ@r{g%g&Sgg%rlc%g%éﬂﬁ%a%%gﬁ?ﬁ%ﬁle\ﬁg}?@% Fla%?ﬁrﬁ{f%’ %glrt her conpri ses:

unl oadi ng t he t ar geif tbystcemmeegsaitaeynetwdrleinfertane tdrds are gotsiompatgfle whik the

devel opmer{tr ma.lchien . af t 3 %Fe %% e{natit%nro{ntegggf&)rr ne‘irp o 1grtlwork interface
gri vler i nj %@F‘i Bﬁg ’ a°7piﬁéaTlh?| %Thﬁrg ﬁ?ﬁol nlfl nglo?ft“heh arget imge fromthe
evel opnent machi ne. 7. e nethod of clause 1, further conprising:
facilitating sty eanThgmothitdieadabtegairagemebuh obohaasetlar get nmachi ne to the
source machi ne qver. networ k.. after. the operatd on of .perforg net wor k
interface driver eferlﬁl tglgto g\é\go%qu?ﬁ%rmﬁ% ]P'Ieg OIgFNE #%lesdéwir, IHJ% bt H}\ﬂﬁgrr ein the

operation @inpkiast | i tati ng access to a target systemregistry file of the

target inmage, w thout.copying.the.target i e, c rises:
facilitating copyi n%fc‘lg?]t?‘é 08856'8%85%‘ﬁr?gmorerﬂg‘%i‘sﬁ%‘f&gi)witﬁg‘etog? geloSyst em
regi stry fdoue@btwollecdnjopeits bR Surdsirhdtaiit ofdANE fAfpet Mergetiekedn thanggdt | mage

onto the devel opnent machihne; and | oadi ng the target systemregistry
file to a 'Fégf Sty SR WEvel opment machi ne, wherein the nethod further
conpri ses: wherein the operation of determining one or more source network components

associated with the one or more source network interface cards is to be performed, by a
development machine, based solely on the source system registry file of the source machine,

wherein the operation of determining source network configuration of the one or more
source network components is to be performed, by the development machine, based on the
source system registry file of the source machine and based on the one or more files
associated with the one or more network components of the source machine, and

wherein the operation of determining target network configuration of one or more
target network components of the target image is to be performed, by the development
machine, based on the target system registry file of the target image and based on one or

more files associated with the one or more target network components of the target image.

6. The machine-readable storage medium of clause 1,
wherein the operation of facilitating access to a target system registry file of the target
image, without copying the target image, comprises:
facilitating mounting of the target image as a drive volume on a development
machine, without copying the entire target image onto the development machine; and
loading the target system registry file to a registry of the development machine,

wherein the instructions further comprise code for:



unl oading the target systemregistry file fromthe registry of the

devel opnent machi ne, after the operation of performng network interface
driver inwvecbilorssand facilitating renoval of the targePCINs@EmsRgd stry
file fromthe devel opnment machi ne. 9. The nethod of cl ause 1,
wherein the target imge resides on a target machine, and the source
machine is | ocated renptely fromthe ta?Qget machi ne over a network,
wherein the one or nore source network conponents conprises at |east a
network interface caPlading thetaragidyssm ssetatiiinfonyha easisy pbpfleiglapmeter, and
wher ei n t hg, & alcOftker iPBPBralisn & petbikiRl niwd ik inREAE driver injectid-and N€ Met hod of
clause 1, 67 wherein the operation of determ ning whether one or
mor e source net wor k facilitetinzammonntingcofdte target igwwae Femtbecdrivalepaew mashivet i bl e

with the target inmage, conprises: determ ning one or nore _
source network 7 nt efhagRciiad-ftafltld/ 858D no? cBAR 10vhERIMAhS AMEESoRPer at i ng
system stream ng drivers for the source machi ne; det er m ni ng

one or noriértheregepripeeofof®: i nterface card drivers bound to one or nore
target operatil iﬁtﬁﬁﬁ{&?e%fn@%ﬂﬂr%g?rgéﬂi}ﬁ‘?xééfr&ﬂrat&r & nlRh3E o thlBEfee machi

determ ni ng whet her the one or source network 1 nterface cards of the
sour ce machvenenetwerk he sane as the one or nore target network interface
cards for the target image, wherein the operation of determ ning whether

one or nore souyce FI‘BE\‘iﬁElﬁné-fEa&Jbﬁ@&@ra%%‘rh?%?ﬁfgéEl%ﬁsesl(?Ur ce machi ne are

conpati bl e vvith'the target 1mage, 1Is ased on the source system
registry file arittrdimthetopergieen efyiadikiniingascess ty/a fardebsyswmoregistry filevafghregangett he
operation . .8r m ni r. .or. nore source network interface
cards of t! gggg’&&gg%%%ig%% glﬁggggﬁémgé the one or nore target network
interface cards for fadigatirgrogpying, mages davelopmesasichine, of the target systemeegistni ng

whet her a f %the?aQeet?&a LSRN cQvitPLE RN LES NSt WOL K 08 LIAGE,cards and a
first one of & “ORe "0 et arpgyelfg netWor K ¥ Ht a1 ace tards BrE€™  rom t he
sane nmanufmaedhiteeand have the sanme nodel, have the sanme revision, and are for
the same bus s|ot. ljé:zlidi-rll-g ﬁle qgrtég%gstgr}cl re(:gisat'rlglsfﬁe ’EE)’ a registry of the development machine,
wherein the instructions further comprise code for:
unloading the target system registry file from the registry of the development
machine, after the operation of performing network interface driver injection; and
facilitating removal of the target system registry file from the development

machine.

9. The machine-readable storage medium of clause 1, wherein the target image
resides on a target machine, and the source machine is located remotely from the target
machine over a network,

wherein the one or more source network components comprises at least a network
interface card driver and an operating system streaming driver, and

wherein the target image is a virtual disk image.

10.  The machine-readable storage medium of clause 1,
wherein the operation of determining whether one or more source network interface
cards of the source machine are compatible with the target image, comprises:
determining one or more source network interface card drivers bound to one or
more source operating system streaming drivers for the source machine;

determining one or more target network interface card drivers bound to one or



wherein the operation of determ ning one or nore source network conponents
associated with the one or nore source network interface cards, conprises:
det er m niwg@ 2arv/ieegsbance of a first source internedi ate RETMWSeK1M8i29€r bound
to an upper edge of an instance of a source network interface card driver
for one of the one or nore source network interface cards; and

determ ning an i nstance of a second source internedi ate network driver

bound to an upper edge of the instance of the first source internedi ate
net wor k driQ/e Fargel Aerating systRsirednyng ArAveshier Hie Br8ftdmagiir ce net work component s

conpri se the instange@inihf ¥hSB HE NI WK sduidetichdsiR i@ ¥ide BirtiySiithe t he
instance of the first source internedi ate network driver, and the instance

of the sec6Wde BBelHRArE Hhespmeds the enmetmere kargitinglaork interface GRpdsyfay the fanget

operation ifﬁfa§eg nefeiH @k B?eri%rdf%et!@ﬁ'ﬁiﬂﬂ(g kvhe@Bf dridW: Aok O uRle nbhforO RerBie MOT €
source network components, conpri ses: determ ni ng, based on the

source sysaminof dgissureg/mpghine argceinpajible withishelarget jneagef i kaebapenferngsdassicat i on,
a driver bj il . i W nd ryices nane, and a

gl obal unidéltr}@e{%63?%#??%?%1%3“%%5%%%%%Sone gm%éé{dsdgur ce network
conponents,  68vherein the wperat@inoftdbernoipimg athicthar e ong 6r thére sewer wewerst wor k

configurat.ion confliects with the target netwdrk configuratiqn .adjusting
The sour canSetamce oBhE sttt S IELRE St SO e hEParletBle 7 o
name, if aasliiddthelargeKingdes, sonipkiséshe i nstallation file nane; changi ng an

instance index value, if a ¢ n{hl ict exists wth the instance i .ndefx val ue;
and det er m i ng 1 nsOURBENHENBENE St Al Ch N CBF CHBPE BHYF Hu Ry NS ke
conponent Seards and a first dne difige ot @thrOfar et RdtwerkInterface carddaRrfRinfitht Remeper at i on
of perfor T;qgn%farég[re\,}? }Ealée ithr;:tsgrrnfe ?nco%el?{laiw\é%e sian.e?ec\}isiignr,] an grretfgret e sCa(r)ne ruls ?l%{‘s.:
11.  The machine-readable storage medium of clause 1,
wherein the operation of determining one or more source network components
associated with the one or more source network interface cards, comprises:
determining an instance of a first source intermediate network driver bound to
an upper edge of an instance of a source network interface card driver for one of the one or
more source network interface cards; and
determining an instance of a second source intermediate network driver bound
to an upper edge of the instance of the first source intermediate network driver, and
wherein the one or more source network components comprise the instance of the
source network interface card driver, the instance of the first source intermediate network
driver, and the instance of the second source intermediate network driver,
wherein the operation of determining source network configuration of the one or more
source network components, comprises:
determining, based on the source system registry file, a driver installation file
name and location, a driver binary file name and location, a windows services name, and a
global unique identifier, for each of the one or more source network components,
wherein the operation of, if the source network configuration conflicts with the target
network configuration, adjusting the source network configuration, comprises:
changing an installation file name, if a conflict exists with the installation file
name;

changing an instance index value, if a conflict exists with the instance index



facilitating copying of one or nore files associated with the one or nore
source network conponents of the source machi ne onto the target i nage,
wherei n tWe 20arigess6i mage i s on a target machi ne, wherei RCTRS2apO8EH on of
facilitating copying of one or nore files, conprises:

facilitating copying of one or nore driver installation files associ ated
with the one or nore source network corffonents of the source machine onto
the target inmage; and facilitating copying of one or nore
driver birvalug; 41id es associated with the one or nore source network
conponent s Of. t.he S QHEAAnE fMalE ﬂm&rst&?het&feg)?E&%QE network mgﬂtg the
operation of injecting, to the target systemregistry ?lle, t he 'sour ce
network configuration of the one or nore source network conponents,

conpri ses: 12. The mpeling-fepdabiersioragspyedigm of claesgilst ry val ues of the

sour ce network 1 gurat | : 4 nponent s
into the tar getvalg{}%% glﬁq()?%arét?@té}fye#{)}?‘é@%ﬁg&g%ﬁ%gﬁﬁlggwgt&pﬁ@%hggs of the
target sysoewrisesgi stry file. 13. The nmethod of clause 2, wherein the
devel opnment nachi ne; . . Ne. . oo of clause
2, wherein the opergatc?lg%tﬂ%fc 8%@? ?flciﬁgg) Flﬁlg?ea%lgségssgo%lacgédg‘ﬁ%h ?)lr% Ogg&@g 'l es
associ at ecowict hettvoek amepooenthalithe sormeaechiat wotokhecargpoinegt, svhefeit the tageir ce
machi ne, cg\r%gri ses: " facilitating access to the one or nore files
associ at ed™#Bt K PREEHI P For e source network conponents of the source
machi ne, W t houtheedpihe RPerhiih cigeilthtindiopyihg besneihord files, demgtisment

machi ne. 69 15. The thod of .clause 1, . __Wherej néﬁhe oper ati.qn, of

det er i ni ng whet her FEHEMGE ABYEE SLE o8 e iR RIEIR LS XPRIEISTITN e
source MaCeRE ndFEsouRBRBlEL &mohbntt BEthE shg@imidiRE @ntoGRArdeSRSige; and
facilitating selecting of the one or nore source network |nt er,ftﬁ%e cards of

t he source machi ne; facilitating copying gfeqns ORI Xrh ROA dil§sesos Rt B¢ &% our ce

net wor ki ngr@kdrair&edlorR Lo héheRRUE &8 sBBENIAIR Sitd (A8 tH @M enaR, t he one or
nore target network interface cards for the target image, wherein the

operation of dethersit Aicvgerptit Hdrieding. tortharprest welgmaesiset Werke FHrer f ace cards
of the so e%orﬁ%gmgﬁ?ati%ﬁ of BRRALI Rbe sM‘ﬂer@néthrktc%ﬁl?@ﬂen‘csn&gﬁprisb§ performed

based on the source systemregistry tile and the targef systemregistry
file, and facilitating copying of registry values of the source network configuration of
the one or more source network components into the target system registry file; and

updating registry values of the target system registry file.

13.  The machine-readable storage medium of clause 2, wherein the development

machine is the source machine.

14.  The machine-readable storage medium of clause 2, wherein the operation of
facilitating access to one or more files associated with the one or more source network
components of the source machine, comprises:

facilitating access to the one or more files associated with the one or more source
network components of the source machine, without copying the one or more files onto the

development machine.

15.  The machine-readable storage medium of clause 1,
wherein the operation of determining whether one or more source network interface
cards of the source machine are compatible with the target image, comprises:
facilitating selecting of the one or more source network interface cards of the

source machine;



wherein the operation of determ ning whether the one or nore source network
interface cards of the source machine are the sane as the one or nore

t arget newvaaok/ieegser f ace cards for the target inmage, coORPTIUS@EL1/031290
determ ning whether a first one of the one or nore source network interface
cards and a first one of the one or nore target network interface cards are
fromthe sane manufacturer, have the sd¥e nodel, have the sane revision,
and are for the sanme bus slot. [00148] In one aspect, all of the operations
descri bed under t hedaboigng whbtbadhagne'drinans squadeingiwask inwqugdarﬂwfth)ri ver

I njection and Streanin descrj bed d

delvel opmer‘?f) ﬁ%g’ﬁflﬁ%e or%e'gS Igeﬁ?’%lgé)g%?ngorg?aggg%g f()ﬂ{]ﬁl % %ggn‘é‘ﬁ%{‘atﬁ%gm ne).

| n anot herimagg&diereirathe bpastionsdideteniining evhother ateion n@rdﬂmmembevd)rh mtkefact he

o ocesal nd ey S BBt R TR BOTRAID CAUIT B e RABByE B E R He may be

a source rgghd ﬂﬁrdérsyﬁélﬁﬁ*égﬁﬁryrfﬂ@md’tﬁetaféwéy@&}n ﬂelg1lsmy5ﬁreaincbn Of Appar at us for
Driver Injection and Streamn descrl bed as C auses %{%r he subj ect

technol ogy is i"helrdt the pRFatiqg detepiaing Whglbeihe PR rﬁé ‘frf)%%et ects

descri bed ;jhglmw caM@'bf@x'é%o&?S@-ﬁQ&}ﬂl& 2é (1RSRREEShObnd digncitibir@t hethoalinelfagy are
described as nunbered cl auses for conveni ence. These are provi ded as

exanpl es, <ars ferghageeet inige, QORWrissshj ect technol ogy. The instructions and
code for the first glaUgRinDehele rsPiReeMettle of ﬂf)re%ﬁﬁx@h@cwom hlrh&f erence
to FIG 20. The instructions and code for the other clauses can be

present ed dardsand i fiist ane ofehmene or nrge tRreepretwpiantatiess cpds gre froopthg spie FI G 20)
conpri sing,, dﬁ‘lga[%u(?&el’?a%'e% sﬁ?ﬁ% LRI Rard- the s%g% 6@:\}?31&1 I(‘;"nd zAfreQ§r thd GmedR) slot”md a

machi ne-rea storage nedium (e.g encoded wth

instructions (e.g., 2015 in FIG 20) execut abl e by the processing system
wher ei n t 801463t r Wastraginn ofMiethor der. R ImwtxonandStreama@m%égs to a
source SyS[Tr(]) egh?et M(Uefc{ {e%hrglog‘:}l/ 1§q}1lﬁs?1§te5m§)p 'e%n}(]@ e@cerd%%qg VaRolfs! ég'pecg@)
facilitati cess to a target"systemregistry f target 1 nage,

wi t hout coqmrrbgd thlewt aVg@eusi qxa@elee of gspects @f dhe wbﬁptatecm@)logwm@rdéscﬁb%@
target | e ek ({kiu%g fofd %ﬁfeﬂ&é ngh%X%;e ided as e)&%p%snhﬁﬂ 89 n¥h&h gk One
or nore source ne Xt ace car he source ‘machi ne are conpati bl e
with the tmbgetteahma@gy(EhegoperaZ@ﬁ@oﬁthe fpiBpd ﬁm)he fasictlause below faret fresentads for nor e
source network. i nt.e a e | ' e,
perform ng Xﬁg’ﬂﬁbw erlrf% &F gcg?%rﬁ/e}rﬂ %Pe?a?n}?saéftﬁé &lﬁw&lg%%g%iotﬁ&lglgahseag??
wher ei n t hig: geentad ironsimilapesfner.m ng network interface driver injection
conpri ses: determ ning one or nore source network conponents
associated with the one or nore source network interface cards (e.g.,
2030-Ain F| G 20) ; A method (e.g., 190defoepridvidingthesatk devenénjvaiok nctoafteirganr ation of

the one or image ?e , 3 rél(ir? FP(Je.t3\$\Kt)0r t&an%%n;g%?eetgrtggt 1$naggto be compatBble WltE one or mgre

source machines, the method comprising:

facilitating access to a source system registry file of a source machine (e.g., 1905 in
FIG. 19);

facilitating access to a target system registry file of the target image, without copying
the target image (e.g., 1910 in FIG. 19), wherein the target image comprises an operating
system;

determining whether one or more source network interface cards of the source
machine are compatible with the target image (e.g., 1920 in FIG. 19); and

if the one or more source network interface cards are not compatible with the target
image, performing network interface driver injection (e.g., 1930 in FIG. 19), wherein the
operation of performing network interface driver injection comprises:

determining one or more source network components associated with the one



determ ning target network configuration of one or nore target network
conponents of the target inmage (e.g., 2030-Cin FIG 20);

det er m niwQ@ 20d1etobgss t he source network configuration coRCTiuSe&1181200 t he
target network configuration (e.g., 2030-Din FIG 20); if the
source network configuration conflicts with the target network
configuration, adjusting the source netdfork configuration so that the
source network configuration does not conflict with the target network
conf i gur atdr arord @uere,ne@@30 inkerfane Ferd. (6%0)193den FIG. 19); injecting, to the

t ar get systemregis f.ile,. the Ik nf | i one or
nore source network %Had%l%ﬁ?usrce(ng g f(%%n a}ﬂBPHf%?&Lé %8&&%589 I]:’aet‘;va(rf}rgar at us
of cl ause chbmpwhetsgkg., 1hR-BrasFradv);ons furt her corrpri se code for:
facilitating access to ane associ e _one or nore

]
sour ce net wor k corrpg‘?’?ﬁrmlgm%?argq%etg"t‘.?ﬂ(rc@& IR, ohé 9r1m°reqargg\ﬁﬁ‘é¥°é n the
appar at us doﬁlpBﬁHntsfo%tdigﬁginﬁgé(/&g’k19GO~IOAﬁIFIGn]9$Ct| on into the target inage
to transformthe target 1mag t:h e conpatibl e nore source
machi nes, for facil FEE}pge 8‘%@ %tp?\@“éﬁfé’te%r]éf?‘gﬁmaﬂan B‘V&r“’t%lwﬁléfl\%?rﬁet( e.g.,
306 in FI Cﬁetva)rkconﬁguratlm%gl m3bleinaner )i on of facilitating access to a
target systemregistr |l e of the target inage, w thout copying the target

i mge, conprises: ifthe Source ne%gqn{gg@tx@f@cc@@g&\glﬂ@ tefagetpgivget syst em

registry fihg ﬂ%tlotnhgdjﬁs%lg%e sofiRE RetwHik 3RHEU RO Mgkt RQ0HRE B8k olkTRYE Onto a
devel opnent n% wherein the operation of facilitating access to

a source sysfigmiticagioss ngt confiet with the thoaet pewatkcdonfiguratignec 8p P HHF HhFIsH
facilitati Qgcess to a target systemregistry file of the target inage,
t he operati'on of determ ning, and the operation of perform ng network
interface driver i njmetingro drdarge speemegefistryrfdel theysoutre noeved! epfrewetioraethi ne,
and wher el fle trtleorcrlr?()\féalsOrcenewr’rE%g| %eht%l(et? h Bﬂﬁﬁl%tléslg 3. The appar atus
of clause 15 “Wher el n the NSt ruc ons 1 conprise code for: selecting
at | east one of the one or nore target network conponents as a reference
networ k conponént; The methgdoéelaisnilng a bi ndi ng rel ati onshi p between the

ref erence netWhléregg{ﬂg%%dmrg&gpr%szmre network services for the target

i mge; and
facilitating access to one or more files associated with the one or more source

network components of the source machine,

wherein the method is for facilitating operating system streaming over a network (e.g.,
306 in FIG. 3),

wherein the operation of facilitating access to a target system registry file of the target
image, without copying the target image, comprises:

facilitating access to the target system registry file of the target image, without

copying the target image onto a development machine, and

wherein the operation of facilitating access to a source system registry file of a source
machine, the operation of facilitating access to a target system registry file of the target image,
the operation of determining, and the operation of performing network interface driver

injection are performed by the development machine.

3. The method of clause 1, further comprising:

selecting at least one of the one or more target network components as a reference
network component;

determining a binding relationship between the reference network component and one

or more network services for the target image; and



establishing a binding relationship between at | east one of the one or nore
source network conponents and the one or nore network services. 4. The
appar at uswofzotlmesse 1, wherein the instructions further PCOMSRIIIHILOEe f Or
determ ni ng whet her an operating system of the source machine is conpatible

wi th an operating systemof the target inage; and det er m ni ng whet her
a hardware abstraction |ayer for the td&bget imge is |ower than, or the
sanme as, a hardware abstraction | ayer of the source machine; and if

the operating sysltlshingh birklergyelatioshipeetyene af Isasc orgpdtheyine owirtore toneeoper at i ng
St of RSk b RRF N ISR st fact Lon Laver for the
of the source nachine, performng the follow ng operations: t he
operation of déter nilik mgthwhef diese dnfertoer compasispur ce network interface cards
't the one or Sora BB B ERMTEkE g e el e B e n R B Oulie b

t he t ar getopenatigesysteheofojpenati iongafanper f or m ng network interface driver
ot e SPRRE 540k ShASE ey S ISR o ©
facilitat io@ﬂxe@@ﬁibﬂglﬁfdﬁmﬁb@ﬂfacﬁﬁﬁ&yéﬂdf@lﬁe s@ﬁ&@@ﬂa@ﬂiiﬁ@ am'rl]t h the one or nore
sour ce network onents of t source chine onto the target inage,

tgbe g i

wherein the taf R Systemp AL e sorefenaghiters ¢spatible with the.opergiing gystem

operati on @Fhed@loeiifiafd 4 iPIAE hAdwaRIBstSRUEERYREEMBE tar P FRRB bR eARSNoF at ed
with the one or nore source network interface cards 1s to be perforned, by

a devel oprighiamegeHhhardyas abtagiion lgyes AT thp sowesiprdingy Ry BIMNEdhsioHgwing| e of
the sourcepmRghisne, wherein the operation of determ ning source
network configuration of the one or nore source network conponents is to be
perforned, by the dégepgpiemt degeningg Wisdweencon mteseeermetvay stteface egi stry

file of the.@auieeo Rt and.fasetidlifeaRenflemne 111 es associated

with the one or nore network nents of the source nachine, '
wher ei n t he oper at i githadnegemeraioniongetvarigateriaet wodslerconftpypatidd with ¢ one or
nore targej

The dovel abanr e Reape e d8ed BHORkra ROk M PP 12 of the

target inmage and based on one or nore files associated with the one or nore
t arget networ k Sconpéhemebodpf ¢ltsetar get i mage, and wherein the devel oprent

machine is the wheRA @t Uﬁeratﬁm o-fggrf&ﬂﬂ?é r?ett\y(?rk%te&lc@ldﬁ%rjmjection, further

comprises:
facilitating copying of one or more files associated with the one or more

source network components of the source machine onto the target image, wherein the target
image is on a target machine,

wherein the operation of 'determining one or more source network components
associated with the one or more source network interface cards is performed, by a
development machine, based solely on the source system registry file of the source machine,

wherein the operation of determining source network configuration of the one or more
source network components is performed, by the development machine, based on the source
system registry file of the source machine and based on the one or more files associated with
the one or more network components of the source machine, and

wherein the operation of determining target network configuration of one or more
target network components of the target image is performed, by the development machine,
based on the target system registry file of the target image and based on one or more files

associated with the one or more target network components of the target image.



wherein the operation of facilitating access to a target systemregistry
file of a target imge, w thout copying the target inmage, conprises:
facilitatwogommgeegsong of the target imge as a drive voPORAISRI1431290
devel opment nmachine, wi thout copying the entire target inage onto the
devel opment nmachine; and | oading the target systemregistry file to a
registry of the devel opment machine, wférein the instructions further
conprise code for: unl oading the target systemregistry file
fromthe registry oIhQMde@v%ﬂmpﬁént machi ne, after the operation of
perf orm 00 et VALKl it B5AR5 SELYPlukRES! LOM SOLASLILN AL B BORUnt NS
devel opneritagm etithoe copymgmeammmaagmscomp?i%es 1"aC| i tatl ng stream ng of
the target inage fr?”ﬁi fa %%) ” %the t sour f el 8 nqtmo
8. The apparatus of 2&|'4tjgg mpuntingo llnﬁlg? Ae? rb er'a Wnbe onoaf TP 4t | ng
aﬁcess to rﬁachmeg\eﬁhcﬁlysdp@mgrtmrmerwgfet inpgebnta tHeategelbprhémgrchiié; tahout Copyl ng
the target inmage, itati ont

d5kre B Brecs i sl Bty HteBHopfin fiefad

devel opnent nachin
i mage, W t hout weRw Iﬂghbd\ﬁmgatdoh@ng@r get image onto the devel opnent

machi ne; and | oading the target systemregistry flletoareglstry of
the devel opnent nacmlﬁ%dmwhéfaégqﬁsxs jegistry ﬁk@tfr%@efre&wtw&f thesieyelPrBe 0 de
for: machine, aﬂép{hg%gérgﬁbnt é}ff)eff@irngﬁé n§M§1tk€iﬁ'ﬂeffﬁ9'c§1R/Eﬁflnfebtli&1 fgom the

registry of the devel opnent machine, after the operation of perforning
network interface dfdcisgtingypaevtyg: of thsdarget i 1mage from the development machine.

7. The method of clause 1, further comprising:

facilitating streaming of the target image from a target machine to the source machine

over a network, after the operation of performing network interface driver injection.

8. The method of clause 1,
wherein the operation of facilitating access to a target system registry file of the target
image, without copying the target image, comprises:
facilitating copying, onto a development machine, of the target system registry
file of the target image, without copying the entire target image onto the development
machine; and
loading the target system registry file to a registry of the development machine,
wherein the method further comprises:
unloading the target system registry file from the registry of the development
machine, after the operation of performing network interface driver injection; and
facilitating removal of the target system registry file from the development

machine.

9. The method of clause 1, wherein the target image resides on a target machine,
and the source machine is located remotely from the target machine over a network,

wherein the one or more source network components comprises at least a network
interface card driver and an operating system streaming driver, and

wherein the target image is a virtual disk image.

10. The method of clause 1,



facilitating renoval of the target systemregistry file fromthe

devel opnent machi ne, and wherein the devel opnent machine is the apparatus.
9. The apperatwmrs2856 cl ause 1, wherein the target inmage PEFIUSGI1081290t ar get
machi ne, and the source machine is |ocated renotely fromthe target nachine
over a network, wherein the one or nore source network conmponents
conprises at least a network interface €ard driver and an operating system
stream ng driver, wherein the target inmage is a virtual disk inmage, and
wher ei n t he appdratiuthecpeptiéseslerdingg vahethea ote @msme sdueee, netwrdk antergcei ver .

10. The apPRRIA R s%[xrcg ln%gtﬁge dre com&atible}['%é)ll?l}r fk ?ar%ert]? QRELAL |.Qn. of determ ning

€, CO I1SCS: .
whet her one or nobre source network 1 n ace tar o &% s our ce rraph! ne
are conpati bl e wi t hdttesninmgget of magapurcon@wbkdsterface card drivers boal&t ©rofie bf Ng
one or nore source network .interface drivers bound to one or nore

carglf )

source opePIFERYCEIRTHHESYFEa A HT % TOEFOF B Selree IE%%F’(% machi ne;

determ ni ng one or [EkEnhAEGaE oN@bRErketinatveit ﬁﬁe@fa@?&dﬂd drﬁ@éq‘ﬂﬁcﬁmbwm dr0 one
or nore target operating systemstreaning drivers for the target inage;
det er mi ni ﬂBgW%rgﬁé’Pertaﬂ‘égg%’ﬁémﬁm?fﬁwg dgiyers %Fe"?%trll?ag‘ﬁt erface cards of the
source nachine are bemSiaiie vathe@e 0RCoQhodRE RS RWek iete thds BE @k f ace
cards for the target inmage, wherein the operation of determ ning whether

one or morPUKE ARG gk 3emie s Bicroag & Baredarsgimetask e cardscior Hie tarpe

conpat i bl et Rvitchn tHRIPE OB R erthBideQviREePEEd R sRARER twoi R iR B e
source systemregistry Tile and the target systemregistry file, and

wher ei n t h@rdssé ihersowise BRchies @ aompaiglammiéh the targdh énagsels oprforpred bassd on éhenet wor k
interface Gardsy@dm tdGuu tﬂ@ﬁ@ef‘ﬁrsﬁ%ﬁqere%igt?y fRMgas the one or nore

target network interfacé cards for the tar I nhge, conprises:
wherein the operation of determining whether the one or more source network

interface cards of the source machine are the same as the one or more target network interface
cards for the target image, comprises:

determining whether a first one of the one or more source network interface
cards and a first one of the one or more target network interface cards are from the same

manufacturer, have the same model, have the same revision, and are for the same bus slot.

11. The method of clause 1,
wherein the operation of determining one or more source network components
associated with the one or more source network interface cards, comprises:
determining an instance of a first source intermediate network driver bound to
an upper edge of an instance of a source network interface card driver for one of the one or
more source network interface cards; and
determining an instance of a second source intermediate network driver bound
to an upper edge of the instance of the first source intermediate network driver, and
wherein the one or more source network components comprise the instance of the
source network interface card driver, the instance of the first source intermediate network
driver, and the instance of the second source intermediate network driver,
wherein the operation of determining source network configuration of the one or more
source network components, comprises:
determining, based on the source system registry file, a driver installation file
name and location, a driver binary file name and location, a windows services name, and a

global unique identifier, for each of the one or more source network components,



determ ning whether a first one of the one or nore source network interface
cards and a first one of the one or nore target network interface cards are
from t he waneivmessbact urer, have the same nodel, have tRETABR® 1082061 on,
and are for the same bus slot. 11. The apparatus of clause 1,

wherein the operation of determ ning one or nore source network conponents
associated with the one or nore source 88etwork interface cards, conprises:
determ ning an instance of a first source internediate network driver bound
to an upper edgderin thnopargicandaf the seursouatwerkenfgrdtion goeftittacathdle dredr i ver
for one of r n and
deternlnlﬁﬁhgﬁk?ﬁg-ghnggEﬁﬁggggﬁg“%%%gﬁﬁggkl%ﬁ%nggnC%&gastmork driver
bound to an upper edgagog ah hetallasindile eard, iff henflict stists eith te instdlkrinetlleat e
networ k drjver, and wherein the one or nore source network components
conpri se tH&% nstance of the source network interface card driver, the

i nstance of the fir shangingdiaf énstanteihd@xhahicpif B@biittexthts Wie the aiRfinédiaddxnst ance
of the secopd source internedi ate network driver, wherein the
operation‘@&edﬁpernlnlng source network conflguratlon of the one or nore
source network conpa&ermiifing GRMHERE S@fers of the one or morekBhiRE MEtMogsonia&fks. on t he
source systenlreglstry file, a driver installation file nane and | ocati on,
a driver blnarx |I% ? E | ocation, a wi ndows services name, and a

gl obal uni que iaent|P7€?f° 8HC5ER: of the one or nore source network
conponents,  wheredE BpdratidhrPRIES AL Ot @brk intbridd@riSQUA;EQioRASTNREK
configuration conflicts with the target network configuration, adjusting

t he sour c&R@tNST k configuration, conprises: changing an installation file
name, if a conflict fa%ﬁ]taifn% Wbk bMe oPmbal 1 4s@tididd Wit@BBhe &HAGEI NG an

i nstance index value, if conflict exists with the instance index val ue;
and det er rfPHichBetVALt Wnﬁmﬁéb%s%fceﬂ?éh@ﬁ entg therfpiget i93ge, derset e Fakeet
conponentqnm/;gonIQQ.ggﬁﬁﬁﬁgus of clause 1, wherein the operation of

perform ng netmor |nterface driver injection, further
wherein the operation of facilitating copying of one or more files, comprises:

facilitating copying of one or more driver installation files associated with the
one or more source network components of the source machine onto the target image; and
facilitating copying of one or more driver binary files associated with the one
or more source network components of the source machine onto the target image,
wherein the operation of injecting, to the target system registry file, the source
network configuration of the one or more source network components, comprises:
facilitating copying of registry values of the source network configuration of
the one or more source network components into the target system registry file; and

updating registry values of the target system registry file.

13.  The method of clause 2, wherein the development machine is the source
machine.
14.  The method of clause 2, wherein the operation of facilitating access to one or

more files associated with the one or more source network components of the source machine,
comprises:

facilitating access to the one or more files associated with the one or more source
network components of the source machine, without copying the one or more files onto the

development machine.



75 conpri ses: facilitating copying of one or nore files
associated with the one or nore source network conponents of the source
machi ne omOQotlw285ar get i mage, wherein the target i nagePC3/UsSR01a/08RPget

machi ne, wherein the operation of facilitating copying of one or nore
files, conprises: facilitating copying of one or nore driver
installation files associated with the @ne or nore source network
conponents of the source nachine onto the target imge; and

facilitating cdpyi nghomethnéobelauseie driver binary files associated with the
one or nore soynce.networ kﬁo%ooq}agnents the{h@e source machinre\{%v

nt he target
i mage, \/\/nwtaflre SiThf ﬁ%er%per ACT SHBEE] nj ect C|mneg°,r 6 ThE°&r é)cé)lf mge)ﬁ; 'm

regi stry fdatdsof thegowotimachimedrywoskpatiblefvwitithatargeningdfge f dompBisg: or nore sour ce
net wor k conponents, egistry

Cc rises:. facilitating c i ng, of. .r
val ues of the sour c&cﬁ@{%lsae?ﬁlﬁfolf groge Pbl?i‘o{?fso‘ﬂrﬁ%n%ﬂ'tgrkgflte%g‘%éecagjéSf the
net wor kK cagp@Bentisné;nto the target systemregistry file;, and updating
regi stry val ues of the targe ystemregistry file. | 13.. The
apparatus of cl ausedg?r%‘@g é"lﬁlﬁtiFIH‘he Wﬁ%ﬁé‘ﬁ’ﬁcwg’r‘ﬁrhé‘t?@“? ﬁ@d%%{}fl%e
machi ne.  source madifine B ehetRPBHAHE DnObr HbRBYF Bet hetwiiieRirficd HRdsaBLhatd-gn of
facilitating access to one or nore files associated wth the one or nore

sour ce netiiBek 6raibHe Apgatym af Heteygining sV hsehiser moshinurcsagtwork interface

faci I'i t ati ResE AR SSurbOmh&EndRE cAhpdiBleSyil the Birds FMk At B Mnbi ARG PR OF
nore source network conmponents of the source machine, w thout copying the

one or mDrsQUICE Bxsicnbreeistry ke ane v taigriesystemaesistnefile, and 15. The appar at us of
clause 1, wh\éﬁrﬂé‘ﬁ{ @gggéra%ngggél?{rﬂ[ﬁﬁﬁgQJheﬂl(?:{ fht %ﬂ&ﬂgor\@@&}rg@{etﬁ&ﬁ or nore

source network inter car ‘ e”source nmachine are conpatible with
t he t ar getinterfaggerards ofifheisgese machine are the sam¢ gcthé paeawrionge sedeeottivags ioferfadve one

or nore ;octd;a%%ﬂﬁée%rgp%eﬁienilagn’:crogn%%gespards of the source machi ne;

det erm ni ng whet nore source network interface cards of the
source machi ne are tiéternsaing wasthttelimnaeof themme ot apgebumehetdpik intetfecef ace

cards for the target i wherein th eratiqn of determ ning whether
one or o Bat 8T aplRe PR P eSSBS e A< oS G TeRb e NS o
conpat i bl enmufdeturdrehdvatigesami magel, hive theosabe rpesidm aneare baskdsaare Hubelosour ce
systemregistry file and the target systemregistry file, and

[00148] In one aspect, all of the operations described under the above subheading
“Ilustration of Method for Driver Injection and Streaming (described as Clauses)” are
performed by the development machine (or the processing system of the development
machine). In another aspect, at least some of the operations described under the above
subheading are performed by the development machine (or the processing system of the
development machine). A development machine may be a source machine or another

machine.

[00149] Illustration of Apparatus for Driver Injection and Streaming (described as
Clauses)

[00150] The subject technology is illustrated, for example, according to various aspects
described below. Various examples of aspects of the subject technology are described as
numbered clauses for convenience. These are provided as examples, and do not limit the
subject technology. The instructions and code for the first clause below are presented, for
example, with reference to FIG. 20. The instructions and code for the other clauses can be

presented in a similar manner.



76 wherein the operation of determ ning whether the one or nore
source network interface cards of the source nmachine are the sane as the
one or nowe 2argessenet work i nterface cards for the targ@CTiusage/030npri ses:
determ ning whether a first one of the one or nore source network interface
cards and_a first. one of the one or nore target network interface cards are
fromthe sanme manufacturer, have the sd&fe nodel, have the same revision,
and are for the same bus slot. [00151] Illustration of Means for Driver

I njection and $t r eanhappatateserg,26gb asF1Gl 20)s@ajprising0152] The subj ect
technology is illustrated, a cor ing to various aspects

descri bed aB’é‘PCSng\?ﬁFtFIBLfggef{%l é‘%? Iglg’pZ@t &%f the subject technol ogy are
descri : bed a&ﬁegﬂiéhﬁii&’deldle SloRigs ﬁﬁsdfuﬁf (grgq INGITIinQ?IhGe%O)'Eh&ﬁie% ath]ra mrmrrofled: &8s el
exanpl es, _an imt the subject technolo The first cl ause bel ow
i s present8¥ “’ngF' eRanAuEbIG e PEFEFBRISID Vi %\m 1hg INSPIOBS FRIRPIEF auses can
be presentggfop a simlar manner. [00153] The "neans" descri bed bel ow may
be i npl enent ed, for exanpl e, as nodules as shown in FIG_ 21, Mdul es nay be
i mpl ement ed as fasilédingntees warrsemréyst%r?gmréﬁl%fzfratswarr:%ma@}rmec@rgmzﬁai flons  of
bot h. Sof tygrg))hodul es may include conputer program subroutines, functions
or other software conponents that may be encoded onto a machi ne-readabl e
medi um or a naélsilidingagerablos tangerasfemregistivriile Sbd taygst Bnagpcuithoyt ¢apyinge

execut abl g, by, 1H{a89§e5g2'iéﬁo%¥§ﬁ?% l?!ﬁéé?@ﬁﬁ@ta@%?ﬂﬁa §c5€f} rlslé?adgg% nt ed
usi ng one or 'ssors, one ‘O0r nore m crocofitrollers, one of nore
control | ersgsteane or nore Digital Signal Processors (DSPs), one or nore
Application Sp C el d

Pr ogr ammabl e Gg%terfnk&ngwh%?rﬁrg%ﬁg))r %ore éf)lu};cr% n%\;?%lg%}e’rfagggarc?%qfwis%uf % Devi ces
(PLDs), onmacbmemrcematdﬂewrthdtmmgst1magre(ecgr, Zﬁmmlﬁﬁtmj dmolgi c, one or nore
di screte hard conponents, or. any.other suitable device t hat can
per form cal cur\ﬁtﬁo er?c%rmoé? %%‘F“@SHY%% fngﬁrféfﬁ?l%arg% are AelsP Wg?tllb %&ﬁéﬂﬁg?‘rg%ar e
nmodul e maymbg:, bél’ﬁjrﬁﬁf%lﬁeﬁdorbmtaf&e deivérdgeaion ¢ag.m2030iip FEG. @0y ivdtesin tbl ti pl e
har dwar e nodul es%fr’ra}/f be i ngl e fd one. device or on nultiple devices.
1. An apparOQPrﬁgmt pgriornyipggetvgr fl@r %#‘VGE%??”SQOHE’IIS‘)“S means for
facilitating aCCeSSdét@rrrﬁmﬁg?UﬂieC@ rﬁdfé'ﬁ:@ﬂ@err%@llc&k E¥ympdrests @fsodia®o Witk ehadrehi ne
(e.g., 2105 in FIG gr facilitating access to a target

1)
system r e@r§10F‘°$/S°I“f‘ﬂeé‘e‘é"f(’ﬂémfeéfa@%fargsn(ﬁﬁe 203G-BriR 6tS-8byi ng the target inmage

(e.g., 2110 in FIG de%ér}mmﬂ@@dr@éefhehi?&kE:&’(f@@%atlbfmﬂﬁe SRNMH h&E Soék PSSR | NQ
system means for determ ni ng whet her one or nore source network interface

cards of tREPOERSeEs ee3MBnIte28ke compatible with the target i mage (e.g.,

2120 in FIG 21); a@éiermmmgtE‘%‘e@ﬂ@twt)ﬁd’oonﬁ%urﬁtlﬂﬁr JTRRe O mHR G & Ak Net wor k
interface cards are not co he target inage, perform ng

net wor k i reo@pprests Qﬂhe\ﬁéfrge‘iln]aé‘tfer%r?oé%cgn FIGXYB in FIG 21), wherein the
means for perform ”&t&ﬁhﬂ?ﬁ%&rhbtﬂ&ﬂhé e Fetwikk cdxﬁigﬁ&hbr?!ibn?]@d@&/itﬁﬁétar et

means for determ ning one nore source netwo conponents associated with
t he one omehrk cendignedonetguolR0hindilGat®; cards (e.g., 2130-Ain FIG 21);

means for determ ni pg,g c§%e%wg<rf§5&rgmd &EF%\H@%{BE i€ n@RGuOr More

Ss{%ﬁ%’
source network conponents
configuration, adjusting the source network configuration so that the source network

configuration does not conflict with the target network configuration (e.g., 2030-E in FIG.
20); and
injecting, to the target system registry file, the source network configuration of

the one or more source network components (e.g., 2030-F in FI1G. 20).

2. The apparatus of clause 1,
wherein the instructions further comprise code for:
facilitating access to one or more files associated with the one or more source

network components of the source machine,



means for determ ning target network configuration of one or nore target
networ k conponents of the target imge (e.g., 2130-Cin FIG 21);

nmeans forwoebarwessbng whet her the source networ k confi gecaitsomn1o8rpd i cts
with the target network configuration (e.g., 2130-Din FIG 21);

means for, if the source network configuration conflicts with the target
networ k configuration, adjusting the solrce network configuration so that
t he source network configuration does not conflict with the target network
configuration (hegin thQ&@ﬁfdﬁlsi iﬁlfd?lpﬁvicﬂﬂg net@odt driver injection intoa@ef igfage

i njecting, t he source net

conf i gurat?%ﬁn%‘{}%{%ar Et ste ?gﬁ‘&lgxl"ﬂ Iqlﬁglof(m(?@r?ﬁBrﬁ%H‘P%h”Geém%’rk 2130-F in

FIG 21). fgcll_ﬁﬁﬁng’ﬂ(ﬁﬁﬁih@g@ﬁstdﬁf stfdaﬁm‘ga)vésam\%&l(egt Bes mmer At us further
conpri ses: nmeans fga facilitating access to one_or nore files

associ at ed wi t FWheRE Bperertionsf bclifingacsst woart&rgebw%%?ﬁlmoﬁle phibe Bkt ce

machi ne, image, wMﬂsﬁt%bﬁylh ﬁe@&@éﬁtﬁ&é&scdrﬁprfs&f providing network driver
|nject|on|n%ot he tar |rraetotransformthetar i mge to be

conpatible with onef %klgq’fﬁgéc@éﬂpé]@ tHEEHIYHER, regigry ﬁlaégthﬁﬁaégqtrligags‘»p‘éfﬁb@mng
system st rc@ﬁ’y%?ﬂle%ig& i3 EIDE fevkRpfhent miflinen FI G 3), wherein the

means for faciTitating atcess to a target syst em r egi stry file of the
target image, Wmmmhe epssstioncpt facditatinggecess ipergpource oyspami wgistry file of a source  means

for facilifg mn@qhgs e?a%n T chﬁathqgrag&tss DEhEM SEGhSLE éﬁaf fik 8 Ak 08 h&I®!

i mge, W thout cop arget 1mage on
wher ei n t hee meaﬂ@nbﬁdetéranmhg,taad tmg)pal@nm(sf Ixedoanlsg)uwtwerlsy&tfmdmgn st ry file

of a sourcg [ ns for facilitat ,agcess to a target system
registry fﬁfg%%grﬁtﬁ)betper m{egbpgréhe C{ev%lﬂ%m%énr?g IP eterm ning, and the neans
for perform ngwhete\vmthkdcwlcmrrfeanﬁaamneuemelammns.on are to be performed by

t he developnent machine, and 78 wherein the devel opment machine is the

appar at us. -ghe aﬁlf?%gp%taﬁﬁlsgff {;]%LS%HS s\&lhg'ﬁem tHg fnp e&ctxonst%rtfl T corCAErlse code foreans

for selecti ng at |eas ne or components as
a ref erence netelerting@dlepd nendf;the one or more target network components as a reference

network component;

determining a binding relationship between the reference network component and one
or more network services for the target image; and

establishing a binding relationship between at least one of the one or more source

network components and the one or more network services.

4. The apparatus of clause 1, wherein the instructions further comprise code for:
determining whether an operating system of the source machine is compatible with an
operating system of the target image; and
determining whether a hardware abstraction layer for the target image is lower than,
or the same as, a hardware abstraction layer of the source machine; and
if the operating system of the source machine is compatible with the operating system
of the target image and if the hardware abstraction layer for the target image is lower than, or
the same as, the hardware abstraction layer of the source machine, performing the following
operations:
the operation of determining whether one or more source network interface
cards of the source machine are compatible with the target image; and
if the one or more source network interface cards are not compatible with the

target image, the operation of performing network interface driver injection.



means for determning a binding relationship between the reference network
conponent and one or nore network services for the target inage; and

means f orwesbabileesski ng a bi nding rel ati onshi p bet ween a®Cirasge1108e29of t he

one or nore source network conmponents and the one or nore network services.

4. The apparatus of clause 1, further conprising: means for
det er mi ni ng whet her an operating systemof the source nachine is conpatible
wi th an operating systemof the target imge; and means for

det er mi ni ng whét herTize etp@merOéclaimtll; action layer for the target image is

| ower than, or a dwar e StE source
machi ne; and therem tgggn%er%ion OfP rf(frﬂmgoneg\?cg%ltﬁértfasc 88¥IL§¥§ Ct{%&eﬁlggedr ce machi ne
i s conpat icbingrivdst h t he operating system of the target imge and if the

har dwar e abstractiop layer for. t targe than, or the sane
as, the hardware abglf'rhg%‘f‘fg(g?lpﬁl%%eon?)f”gﬂ fj’sl%stﬁgﬁogla??g ﬂﬁ%e 05 ¢ g Rg t he

f ol | owi ng se@aAfetivork@mipofidits of the source machihéntB@NSrgétdmags iderinthe grgdnet her
one or nobr.e source networé&1 interface cards of the source machi ne are

conpat i bl dM{#% A OF AL THER P age:  and the neans for, if the one
Or nDre sour ce whgleWothK opdtit®infAaGeSBhRIS 0aé 6 MGk s&@éﬁl@éﬂv&k%omb&ﬁknishe target
i mge, performng network interface driver injection. 5. The apparatus of

cl ause 1, associated\yyiiythe ?Pet‘}’ié“%%‘éceﬂtﬁw%ﬁnﬁ%faﬁ? P@dsn’él“?/\kﬁ%rfoﬁf“’& Bée driver

i nj ecti on,gefUbiRGk maOm, 'b§§c§ solely on the source sy®@Nfegls@y @G thd ;I}o%Fde'?lShcﬁﬁ%QY' ng of
one or nore files associated with the one or nore Source network corrponents

of the source wdetsintbe oprrafionin detarmgaing isprigfenetwipié cenfigurienchigene pimgée is on
a target %ﬁ#&tﬂﬁwork comﬁfm‘?sn@wbégk@fgfm@dﬁgy ﬁﬁrdeéaé it BhnDBSe@bn TR ©

source network conponents assSoci a e one or nore source network
i nter f ace somcdsysonmseisefile afgzrmoufcs madeineant hasaipnitheorsme nowe filsse sour ce

net wor k cof o% ‘f'&%%th‘%ﬁé ?tlfll oqtn%qe }%twarkt &%&89&1‘(30& tlgg)sroﬁrc? QL @ge{ network interface

cards basét e source systemreglistry ’he source

machi ne, 79 wherem/\ﬂheomrmdnhﬁ dnteamamg(uargdebmm cunfigursborr efeona et morek

confi guratl on O[‘Y g urce .n co nent,s ses: means
for detern?rﬁf“tﬁ’ﬁ % c%%%ornc?%tsﬁg{fl %arﬁé% )1 ellfgﬁ)r atplellr(;fﬂ oegpg @egﬁ‘ée?o rI’g%rr#ore source
net wor k ¢ angpehinetiasedoastel tapget 'syh;e:m;mgrstrg fiys ttl&artmrgetgtrmgds yndftiabel wfontloe source
machi ne and b ed on or nore f t he .one or nore

il t
et vor k. caENE e ogpied NG e MECherHEt Segna: componifiey U R gans f or

det erm ni ngdt arget network configuration of one or nore target network
conponents of the tar i ri.ses: neans for determi ning the target

net wor k confi gdY ’Eei“b‘iliga%"ehqq’g‘gegh‘%g 1) aPWﬁ%% net wor k components of the
target inmage based on the target systemregistry file of the target inage
and based on ome or Th®sgpafatlses chRasoCi at ed with the one or nore target
network Conponeq}elsemot e to{)]e%attion o%ei\‘ c111tatn% dccess t% a target system registry file of a target
image, without copying the target image, comprises:
facilitating mounting of the target image as a drive volume on a development
machine, without copying the entire target image onto the development machine; and
loading the target system registry file to a registry of the development machine,
wherein the instructions further comprise code for:
unloading the target system registry file from the registry of the development
machine, after the operation of performing network interface driver injection; and
facilitating unmounting of the target image from the development machine,
and

wherein the development machine is the apparatus.

7. The apparatus of clause 1, wherein the instructions further comprise code for:



wherein the devel opment nmachine is the apparatus. 6. The apparatus of
clause 1, wherein the neans for facilitating access to a target

syst em r eyD20ryI6R85be of a target inage, w thout copyi ngPCHAISL@ENHst29¢ mage,
conpri ses: means for facilitating nounting of the target inage
as a drive volunme on a devel opnent nmachi ne, w thout copying the entire
target inage onto the devel opnent machife; and means for

| oadi ng the target systemregistry file to a regi strﬁ/_ of the devel opnent
machi ne, wher eif#fiitRdggisamRge 0§ the dresidmnagedipm p &sset machine to a source mpshipg f or
unl oadi ng Jhe, tahggt systemregistry file fromthe registry of the

devel opnent machi ne, after perform ng network interface driver injection;
and neans for facilitating unnounting of the target inmage fromthe

devel opnent nmaéhi ne Ihaprpaiaiiséridutehle devel opment nachine is the apparat us.

7. The appar at YeRfin hb 3p&8tich of btz LI StaRRBf system regi SRS of Rlarget
facilitating stream ng of the target T1mage froma'target rachine to a

sour ce machigR Voathent capyieg Wstngetgmagsheoapipayat us of clause 1,  wherein
e s bor 261 RGBSR gt BTN l) gyl @
facilitatifdgotibpjargay imegst withoud espelinggheertireracdst immge ofitottheedevelogreent
machine; and
loading the target system registry file to a registry of the development machine,
wherein the instructions further comprise code for:
unloading the target system registry file from the registry of the development
machine, after the operation of performing network interface driver injection; and
facilitating removal of the target system registry file from the development

machine, and

wherein the development machine is the apparatus.

9. The apparatus of clause 1, wherein the target image resides on a target
machine, and the source machine is located remotely from the target machine over a network,

wherein the one or more source network components comprises at least a network
interface card driver and an operating system streaming driver,

wherein the target image is a virtual disk image, and

wherein the apparatus comprises a display, a transmitter, and a receiver.

10.  The apparatus of clause 1,
wherein the operation of determining whether one or more source network interface
cards of the source machine are compatible with the target image, comprises:
determining one or more source network interface card drivers bound to one or
more source operating system streaming drivers for the source machine;
determining one or more target network interface card drivers bound to one or
more target operating system streaming drivers for the target image;
determining whether the one or more source network interface cards of the
source machine are the same as the one or more target network interface cards for the target
image, wherein the operation of determining whether one or more source network interface

cards of the source machine are compatible with the target image, is to be performed based



80 systemregistry file of the target image, w thout copying the entire
target inage onto the devel opnent machi ne; and neans for | oading the target
syst em r eyD20ry16R85be to a registry of the devel opnent nRCHIUSR)11MBEPEI N t he

apparatus further conprises: means for unl oading the target
systemregistry file fromthe registry of the devel opnment nmachi ne, after
perform ng network interface driver inj@%tion; and nmeans for

facilitating renoval of the target systemregistry file fromthe
devel oprment e sNirerey stoin degastey filmandide Eregsd mestam regishy A& #d t he appar at us.

9. The appar at Yseafin il 3YSStich of MR FBInthel M tHeAhE She bITRAE sbfSl A&FoRN a target
machi ne, and the source nachine is |ocated renptely fromthe target machine

over a netingsriRece cards of thetseyres maeliee apthespmprpy e gerprdrorp &g RIVEDnIDISHasH s
conpri ses I rk interface card driver and an operating system
%Hs HOHL ta?]%:@ \%ﬁg@e %&rx}{p{?ﬁ&

stream ng driver, a e target image is a virtual disk inmage.
10. The appar at us ofdetetnzinme whether a first oieart dierpne loemoeasesrct oetwdst itenfieee ng

whether ong, pr,foe SQULAE. DRI LAISTERCH iGANER Blus WRSHGRHSEnIRENI ne
are conpatﬁﬁ & Wi th the target i nage,®conprises: means for
det er m ni nganf&teer, e ehsank aedok havertke santeeefisio acdnd forthy ems: hisulod t 0 one

or nore source operating systemstream ng drivers for the source nmachine;

nmeans for deterﬂjniqg g&ﬁr%k(ggﬁﬁc;prget network interface card drivers
bound to one or fhore ta gé% operaflﬁg system stream ng drivers for the

target inmage; wherein the operatimestsiefeonintteto@e ot mbregowke héteork dogponator nor e
face cards of t e ar.e the sane as the

source network inter he source machin
one or mor &t LY THEP GBS R THE SRS RTR JLEFF Els PRPHRE i mage,
determining an instance of a first source intermediate network driver bound to
an upper edge of an instance of a source network interface card driver for one of the one or
more source network interface cards; and
determining an instance of a second source intermediate network driver bound
to an upper edge of the instance of the first source intermediate network driver, and
wherein the one or more source network components comprise the instance of the
source network interface card driver, the instance of the first source intermediate network
driver, and the instance of the second source intermediate network driver,
wherein the operation of determining source network configuration of the one or more
source network components, comprises:
determining, based on the source system registry file, a driver installation file
name and location, a driver binary file name and location, a windows services name, and a
global unique identifier, for each of the one or more source network components,
wherein the operation of, if the source network configuration conflicts with the target
network configuration, adjusting the source network configuration, comprises:
changing an installation file name, if a conflict exists with the installation file
name;
changing an instance index value, if a conflict exists with the instance index
value; and

determining instance numbers of the one or more source network components.

12.  The apparatus of clause 1,

wherein the operation of performing network interface driver injection, further



wherein the nmeans for determ ning whether one or nore source network
interface cards of the source machine are conpatible with the target inage
conpri sesworzeas2856r det er mi ni ng whet her the one or nor @C3aiseea/opPMOr K
interface cards of the source machine are conpatible with the target inmage
based on the source systemregistry file and the target systemregistry
file, and wherein the nmeans for d@éternining whether the one or nore
source network interface cards of the source nachine are the sane as the
one or norempaeget network interface cards 81 for the target inage,
conprises. faci(lit%?%g?}fiﬁ)%otdo%% gf mofydfﬂgs %’XQ&H{P&{ with 'Ih:@: ro?%}or%gre of the one
or nore source network 1 nterfrace cards and a first one o € one or nore

t ar get netsamck nétwoekr foapenady dshasoarck nowhing ents dirgtarganiufage twheein thh tavget t he
sane nndeh n9¥%n%Q§ e@&%h%gvision, and are for the same bus slot. 11. The
apparatus 0 SePaude s >wherein the neans for determ ning one or nore
sour ce net wor k wherguothe bp&atisisd dacdlitathgwopying bforee note files, @omptides:e nNet wor k
interface cards, conprises: . means for determ ning an.instance
of & first source i HCUPHEECRENG RS PmaR GEF BRialtior St pRer “atdes of an
instance afnear mOLY BErch QbWRFIKconHogEHtasRhEtteGidcHBE ohtdthOBEetinapfi@n@ne or
nore source network interface cards; and . . means for determ ning
an i nstance of a se@ﬁﬂﬂat%&%%ng i BF RRECE BIVRRRIRRY Kl esipeinted gritdhe ean

upper edgeyr@ford {RrdeStviik Bohorkhts of thé SSur&OHEGthel JAIPEBERAIRagoet wor k dri ver,
and wherein the one or nore source network conponents conprise the

i nstance of t h&hswi ke opaatignraf ipeatingfta the tageiysemvesistrnHe theasouesce of t he

First sourggydRbelimAidh 6 MELUOs MmO k¥iBEe neRoH BB pbRatsaherREs: t he second
source internedi ate network driver, wherein the neans tor determ ning

source networ k conf fagilitatingsapxing efitegiesrevabies wbihe sswer eetwerktoppiigirgiomednent s,
conprises :thef %ne 061{ ma)re sour%ﬂ%r{( ?%r??ogx%ﬁ% mt@{h@ 9%9325‘39? g%és:t N&1&QH§ C€ S ystem

registry fi river insta e na | on,” a driver
binary file nanme andpdatioatdgtstry valupd efdicansresesyviemasgistantle. and a gl obal uni que
identifier, for each of the one or nore source network conponents,

wherein the megns fef, aggarakdg%féfauge@?wﬂ%wﬂﬁgdﬁg%&%@c&ﬁ@ isctﬂgzddr&t s wth

the target network configuration, adjusting t our ce networ
conf i gur atmashineconpri ses: means for changing an installation
file name, if a conflict exists with the installation file nane;

means for changiyng &R hRRERARGE claldeX whalehBhe bfer@ich QP tdclifdting%iRbStoWht h t he
i nstance index val ue; and
or more files associated with the one or more source network components of the source

machine, comprises;
facilitating access to the one or more files associated with the one or more source
network components of the source machine, without copying the one or more files onto the

development machine.

15.  The apparatus of clause 1,
wherein the operation of determining whether one or more source network interface
cards of the source machine are compatible with the target image, comprises:
facilitating selecting of the one or more source network interface cards of the
source machine;
determining whether the one or more source network interface cards of the
source machine are the same as the one or more target network interface cards for the target
image, wherein the operation of determining whether one or more source network interface
cards of the source machine are compatible with the target image, is to be performed based

on the source system registry file and the target system registry file, and



means for determ ning instance nunbers of the one or nore source network
conponents. 12. The apparatus of clause 1, wherein the neans for

per f or m nyorretMisedsei nt er f ace driver injection, further P@DUS2011/031290

2011/ 162856PCT/ US2011/ 031290 82 conpri ses: means for
facilitating copying of one or nore files associated with the one or nore
source network conponents of the sour c€%machi ne onto the target inmage,
wherein the target inmage is on a target machine, wherein the neans for
facilitating copgieytheprswionef detemuning vstheifepng @gaore source network  npans f or
facil'itati;ngeQRUIRYr BE QG RichiTR Fe ME kMRS ad tRSbR! drdldrOfrdet h@RoksheFhat ed
with the one or nore source network conponents of the source machine onto

t he targetcatdﬁ_é@éhetamtlmage, comprises: means for facilitating copying of one or
more driver binary Eétl&x’?rﬁniﬁ%ﬁﬁ&h@rlaeﬁsmnter&f HARnOBEmOIe sTREEnERYFGRIeARIMOT K
conponents of the source chine onto the target inage, wherein the
meap; f or cenjsend & figst oneoofitheeortcar gwre Biest ratwerkgnistizop chidp are fromeths6imee net wor k
configuration.of t one r rce - l.ses:
roans T or "PARFETS g s MG, RUuRCERE i, SATRO R Can e P
configuration of the one or nore source network conponents into the target
syst em r edD8rxy fillustratiamdf MieansdorfInive gn¢ Siggagting/(doseribedsasdflayse® t ar get
system r egj fil €, 10 . r . ' e
devel opredl ot ni Hsebisphetushiby o A RRE! Bt YEnflic Fhgie %o MASLELRT
cl ause 2, dsheived melohe Wedns dkanpleaof hipees iofighcagbists tetimotngy ave dessribed dd es

ﬁ;iﬁ? Ing.t egrwm;):e?egécgziellsgsng)r VnviBiefceS O arrzaelgr\(l)\%lélgd &9 %%%?e@} and 30 Bgtelirﬁf? YiLe

subject technology. The first clause below is presented, for example, with reference to FIG.

21. The other clauses can be presented in a similar manner.

[00153] The “means” described below may be implemented, for example, as modules as
shown in FIG. 21. Modules may be implemented as electronic hardware, computer software,
or combinations of both. Software modules may include computer program subroutines,
functions or other software components that may be encoded onto a machine-readable
medium or a machine-readable storage medium. Software modules may be executable by a
processing system. Hardware modules may be implemented using one or more processors,
one or more microcontrollers, one or more controllers, one or more Digital Signal Processors
(DSPs), one or more Application Specific Integrated Circuits (ASICs), one or more Field
Programmable Gate Arrays (FPGAS), one or more Programmable Logic Devices (PLDs), one
or more state machines, one or more gated logic, one or more discrete hardware components,
or any other suitable device(s) that can perform calculations or other manipulations of
information. A hardware module may be implemented on one device or on multiple devices.

Multiple hardware modules may be implemented on one device or on multiple devices.

1. An apparatus (e.g., 2100 in FIG. 21), comprising:

means for facilitating access to a source system registry file of a source machine (e.g.,
2105 in FIG. 21);

means for facilitating access to a target system registry file of a target image, without
copying the target image (e.g., 2110 in FIG. 21), wherein the target image comprises an
operating system;

means for determining whether one or more source network interface cards of the



means for facilitating access to the one or nore files associated with the
one or nore source network conponents of the source nmachine, w thout
copyi ng twe0ne6ess6nore files onto the devel opment nachiPA®/US2011/0312945. The

apparatus of clause 1, wherein the nmeans for determ ning whet her one
or nore source network interface cards of the source machine are conpatible
with the target inmage, conprises: 7 means for facilitating

selecting of the one or nore source network interface cards of the source
machi ne;  source machine afggepapatible Vit the gt Mpeiree her20tmElGrd):éfd nore source

networ k i nt er f &en8f, #hObnd dentOMSR HEREIIk HfterBcl cdrli€ar® ABR0ADaliflEwRRE OF
nore target network interface cards for the target im

e, . 83
wher ei n e WEanSEoPCUTERETHIAY DREHKivaTBcgiomfBie 2LBLINEG rvor k
| nterface mye%ithggnea oisgé}fo?ﬁixﬁqﬁmd?l@ir@érﬁcﬁ@xwtiﬂj@ti%n%ﬁlﬁisrege target image
conprises: means for determning whether the one or nore source network
interface cards of mhasdoudetsmimarginger mote orep attiviorlecamponenthessecateet | mage
based on C reqi St i ar: temregistry
file, andmﬁltﬁg&gﬁnogrng%%g% e n%g{é(%féqrﬁ%rycgg%rg?%ig%?ﬁéé %nlgt Ge'fylﬁ’he one or nore
sour ce networ k i nt embasdorcdtaiming ohee sewodecambigivatien alfitke ¢reeor smescascet he
one or nore target network i f rds for the target inage, conprises:
nmeans for nﬁ@f@?%?Woﬁﬁnt%ee%hieﬁbgiwﬁﬁétfﬁhe of the one or nore source network
i nterface cards andmaardsifoisdetedméninyf tatgdoencon@k oonfignkioh af giet ormefrsvardet i Nt er f ace
cards are fromthe sanme pmnufacturer, h?f’ o‘%heF Eﬁ nodel , have the sane
revi si on, "SHPSFAmRABENtE RIS faveet Jpeecdf &¢ - ?) 111541?:'?1 ustration of Method of

Bui |hdi Ing a _Conprlt ermE’ﬁr@ggﬁdBfte(rﬁlﬂﬁ@g"ivhﬁﬂl@Erﬁﬁ: sCluatl s@sbrk {dd@dibionldoaflsisbj ect
technol ogy is illustrated, for exanple, according to various aspects
descri bed HE BHASFARGTIOE REFERIED @ﬁ')%%%ﬁ)g@t’%]; 'Z?he subj ect technol ogy are

described as nunber gdaglfaus@Be {oRFce GOMOBINERRE BratidN@NEI A RitPheirsied as
exanples, and do not |limt the subject technol ogy. The operations of the

met hod f ornepask pondighratip, sdisting hosare nsPesle pendigbratin sethalipe eoureginefvork

ref erence d,0f &k $HondBes ndt CorR&N A @@argeg nét@@rk%hfd?ﬁgiti%q&g.t hesoot herrae! auses

can be presented in a simlar manner. 1. A nmetho ., 72200 in FIG 22) of

bui | di ng &l&@hput er program for providing network driver injection into a

target image (e.g., maafs finninJ:eL:&% ,ﬁ%thg %r%%&hplreg?s Gl #Y red RY&K! O be

conpatible with one or nore conmputing chines, for facilitating operating
syst em st rcoafigungfion\oé thezpng et moredeoprse getwod0®nipangrtde.g3)213¢-hén Rt Bod
conpri si ng: selecting a first computing machi ne and a second

conputing machne (@yPappaddk®rieRudeliG 22), wherein the first conputing
machi ne conprises a first network interface card, the second conputing
machi ne conpr i sdsrein the epnseptweiuiricoinptisesf ace card, wherein configuration of

e pecond et vork WIkgrkeRe ogsghla, b Leanle romepmi salian ! {he
first conputrenoureaciyors c()mpgieptszﬁ 20 s'pu?mﬂn@hilm) ; )
wherein the apparatus is for providing network driver injection into the target image
to transform the target image to be compatible with one or more source machines, for
facilitating operating system streaming over a network (e.g., 306 in FIG. 3),
wherein the means for facilitating access to a target system registry file of the target
image, without copying the target image, comprises:
means for facilitating access to the target system registry file of the target
image, without copying the target image onto a development machine,
wherein the means for facilitating access to a source system registry file of a source
machine, the means for facilitating access to a target system registry file of the target image,

the means for determining, and the means for performing network interface driver injection

are to be performed by the development machine, and



buil ding a second virtual disk imge that is conpatible with the first
conputi ng machi ne and the second conputing machine (e.g., 2230 in FIG 22);
84 woabivig28skhe first conputing nachi ne using the PCratS2mit/os12a0 di sk
imge (e.g., 2240 in FIG 22); extracting first systemregistry
information of the first conputing machi ne after booting the first

conmputi ng machine using the first virt8l disk image, the first system
registry information conprising configuration values for the first network
i nterface car dwharsadhedevelppmentmachinens thabpmiratks. i nage (e.g., 2250 in FIG
22); booting the first conputing nmachi ne using the second virtual

di sk image (e.g., 2??@? Braftls ¢ 8k 11, further cofitplik@gt | N9 second systemregistry
information of the fir tp.corrputl ng machi ne after booting the first
conput i ng machimeenyor sedectihgatdeasomg of thetona lor alorpKangptagvork pempaewRds 8y st em

registry i i [.Si.ng configuration values for the first network
r@ffe%égﬁlégﬁa%@%gsﬂeﬁ{

interface car cond network interface card based on the second
virtual disk i meges fof detgmini@@7 Binding Fé1@iongiHp between thd edfgrmiemictygprinet wor k

driver injection companents based on. differen between the first system
registry iRPorHat? Jr?lﬁr%mt()ﬁeenegvé%gﬁ%fvgglss{ore%e?aééﬁz 75 'nf or mati on and based
on registries hivahs Boesafislahg £binding ralmidasHip bettvieanalldatt ams of the@ng o288@ | n

FIG 22); i nj.ecti ng hed etwork driver %n' ection conmponents into the
First i eOUee BPRHS Sparnls gpd epi g mgrapeRors ayv i g pr oduci ng t he
conput er program based on the network driver injection conponents (e.g.,
2295 in FIG 22). 2Thdhgarmaishddaade 1¢chathsecomprikingt her conpri si ng:

determining a registry .injection pattern.appljcahle to one or nore other
conput i ng nachi“"rf‘ggs, ttobé?“ér nipg, ¥hgh ra3t°|p8rﬁtl’Béjglﬁﬁﬁglcfg&]?ensﬁurtcﬁglaEIBPr%ﬁt er program
and encodidgphiitge GAHRNbAFratPigeYstaiod e Gargetimeady; et r eadabl e st orage medi um
wherein the operation of produci t he conput er. program based .on t.he
network driver n?eﬁ}’%%f F‘?fﬁmg’ﬂ)‘ﬁ%ﬁ’ﬁ%tﬁgr? hagdvgng tr?‘i}’rogll?é’gr %ﬁthteﬁ%rg?té@f‘%et?y

i nj ection 1p@tABAN or Be sd€asBhiradaefabgladtiiBayler of the sourdd¥@sdide; hdde net wor k
driver injection conpaonents conprise registries and one or nore files

associ at ed wi t Ag3Bt Rrikthe sppE Y EeB Pl thhsoWet DAt IRIHPRITRHG et fe,

operating system of the target image and if the hardware abstraction layer for the target image
is lower than, or the same as, the hardware abstraction layer of the source machine, allowing
the following means to perform:

the means for determining whether one or more source network interface cards
of the source machine are compatible with the target image; and

the means for, if the one or more source network interface cards are not

compatible with the target image, performing network interface driver injection.

5. The apparatus of clause 1,

wherein the means for performing network interface driver injection, further
comprises:

means for facilitating copying of one or more files associated with the one or

more source network components of the source machine onto the target image, wherein the
target image is on a target machine,

wherein the means for determining one or more source network components
associated with the one or more source network interface cards comprises: means for
determining the one or more source network components associated with the one or more
source network interface cards based solely on the source system registry file of the source

machine,



wherein the operation of injecting network driver injection conponents into
the first virtual disk imge, conprises: injecting the registries of the
net wor k dwpwer1/ieegsect i on conponents into the first 85 PCTiUusad11@BERR0 i mage;
injecting the one or nore files associated with the network conponents into
the first virtual disk imge, wherein the operation of injecting the one or
nore files, conprises: injeting one or nore driver
installation files associated with the network conponents into the first
virtual disk i ndgein thagheans for determining suece miehgrioprnfigpratipn ef the precr nisirar y

files assqgj 1 K. C i nt I irtual disk
i mage. Wbt g&w%@aﬁ@t@ ﬁ%l?ise %’Wﬁgﬁug‘% ?%Err %Pl:l\%thggocugﬁr%m?%{ [ gﬁs o:‘ St he
first and ceefignaionef Werdne onmeref sage ogwdéi @mpoudnts msechen the seured wsism one of
the follow n% & 11ter lf "cjtsgusr:ce aaq?riemé?lrcll%aée togrtﬁeao%% 89%%96 ﬂ@@&fs@cg&rté’cg @%}h’g@ gﬁg twor k

i nterface '¢&ard nodel, “d netWork 1nterface card revisron, ot for
a net wor k dritoe¢ idwerkcamgonents of the sourcé hechiied, laodl of cl ause 1, wherein
t he operation of determ ni twork driver injectiaon.conponents
conprrsee: < Sthefet e Mgt IBFiite fiet FrabGFh bR T SRTRRES i cnests

obt ai ned freemark cbhgonens e8thb éiry@ eMadeaBinptitdseBedit foritetebmingly thy itg@imdtegikst ry

information and registries of the seconEsstemr istry.infarmatio and
SHETRER ChferiEdd

dot or i ni rFGMEEEHIG tiedine §F MO RS} TERoT SRRIBTERY OB O A4 RR MRStk ondhg 1

set of reghstldyesmiréiytifIe ofthb itdrgdt i@ 20l bELRGLE bhd @SmordiRis@kdocihie wifhi rd set
of registries conprises registries that do not affect network

f unct i onalthe Presor Mg faEgchgtark rempeRsatRtithedrreetie8e:iaBh conmponent's conpri se

the second set @@L AbelGhentissifidls iH@pRRANAL i on of determining a second
set of registries, conprises:

6. The apparatus of clause 1,
wherein the means for facilitating access to a target system registry file of a target
image, without copying the target image, comprises:
means for facilitating mounting of the target image as a drive volume on a
development machine, without copying the entire target image onto the development
machine; and
means for loading the target system registry file to a registry of the
development machine,
wherein the apparatus further comprises:
means for unloading the target system registry file from the registry of the
development machine, after performing network interface driver injection; and
means for facilitating unmounting of the target image from the development
machine, and

wherein the development machine is the apparatus.

7. The apparatus of clause 1, further comprising:
means for facilitating streaming of the target image from a target machine to a source

machine over a network.

8. . The apparatus of clause 1,
wherein the means for facilitating access to a target system registry file of a target
image, without copying the target image, comprises:

means for facilitating copying, onto a development machine, of the target



determining a fourth set of registries by renoving one or nore registries
of the first set of registries, fromthe registries of the second system

regi stry woforvmesson; booti ng the first compamiusgommaizome usi ng
the second virtual disk image with the fourth set of registries wthout the
one or nore registries; booti ng the second conputing nachi ne
using the second virtual disk image wit8 the fourth set of registries

Wi t hout the one or nore registries; determ ni ng whet her the second

vi rtual dissiemnmegiaryHde phgie tanget fraaget Witlaat copyingdhe entirg wegehimagegatotthe one or

nmore regi sl Lble with the first conputing nmachi ne; determ ning
whet her the s co%rlzm\%?lg?%tg &)di sk image having the fourth set of 86

regi stries wthout miensdneloadingrihe arges gystame regéstry dilcormpagisthl &@thd t h t he second
conputi ng hi ne; if the second virtual disk inmage having
the fourt hdggéei?pnclﬁmgn%gﬁi@"sl?’ri es without the one or nore registries is

conpati bl e wi t kwhietein the asparatanforthéregmpieki ne and i f the second virtual disk
i mge having the fourth set of.registrjes, wthout ope _or . nor

registries i s conpalt Bt qul??d{%zgest&g(?kﬁ's%gﬁﬁ%‘ﬁ%gfegg)gh{ﬁﬁéffglsg%é)f ﬁlﬁi ng the
one or norevélegh&it kiaeling, 2aen pebformsiag asd ofeintetthcd @iies injdctisn; andid wher €i n t he

- met hod further conprises; e s booting the first c ut i machi ne
using the first virfi§am s @Rﬂ‘faﬂﬁ%)@nwvf‘lﬁ’ftﬂﬁem%@tt WoER r8$‘§tve$1g?rﬁfbtggi on
conponent Sdevelopment machine,P00t i ng the second conputing machi ne using the
first virtual disk_ inmge with the network driver injection conponents; and
det er ni ni ng whethsesin tg deyelepgtentmaching is e SRPA'HAYe with the network driver

i njection conponents is conpatible with the first conputing nmachi ne and the

second conputing maghé Bgharatd bf LROEIGIvhdepeReliardet Inhddd $ésidRt bOB taddet Dr i ver
Injection for One Exanple of Scenario [00157] The discl osure eer ovi ded under

this subhdBfhHg: 3ug thy ;;BW nehing e Agsted G ete M BredH 8t RASRING SYCr BN he

subj ect t echnoly@@yein the one or more source network components comprises at least a network
interface card driver and an operating system streaming driver, and

wherein the target image is a virtual disk image.

10. The apparatus of clause 1,
wherein the means for determining whether one or more source network interface
cards of the source machine are compatible with the target image, comprises:
means for determining one or more source network interface card drivers
bound to one or more source operating system streaming drivers for the source machine;
means for determining one or more target network interface card drivers
bound to one or more target operating system streaming drivers for the target image;
means for determining whether the one or more source network interface cards
of the source machine are the same as the one or more target network interface cards for the
target image,
wherein the means for determining whether one or more source network interface
cards of the source machine are compatible with the target image comprises: means for
determining whether the one or more source network interface cards of the source machine
are compatible with the target image based on the source system registry file and the target
system registry file, and
wherein the means for determining whether the one or more source network interface

cards of the source machine are the same as the one or more target network interface cards



Using Driver Injection to create golden i mage Overvi ew [ 00158] In one
approach, a single virtual disk image may be streaned to nultiple client
devi ces aWOl0ongeass6t he devi ces have sinmilar hardware ch®CadatSeri®si2es. | n
this exanple, the nother board, the Preboot eXecution Environnent (PXE)
capabl e network card and the video card need to be the sane. [00159]
According to anot her approach, a techni®lue can facilitate creation of a
"gol den" virtual disk inage to support nmultiple heterogeneous client

pl at f or ms fonthedrrgdt imégs, eotrnises: boar d, network card or video card is
different. The proc i cr hard di sk OS installation
containing all dri vgqr%gnsffgﬁ'/&)et ﬁﬁm%%&ﬁéther a%f}%t g Oﬁthf Ren’i net a?lfrce g Olk

st reani ng 1ntarfpmmrds asaueﬁrsaenetdfehd/\BMdElmoemlarﬁoﬁd:tmﬂ(emeﬁmd cﬁndsaielfwncﬂxpt uring
a snapshot of th stalla rtual disk e 00160

accor dance I\P\netnf’?ng%c Eeﬁgéye%lf:s?lﬂeemgéﬁj }éaé'? h[e&lﬂﬁfﬁvgw ar{%eiﬂr l?festamleh}‘%ctl on
f eat ure ofsldithe subj ect technol ogy greatly shortens the tinme and procedures
involved in creating a golden inage. The disclosure in this subheading
descri bes howt us%hdrl ver OE]FFC“ on to create a golden inage to support
client devices ?e g. i 08 PP ms) wi t h het erogeneous hardware

characteri sti csviemin thaeeaxsefopladnnisiag oy dronorEeakdemevdrR torhporenexanpl e of
scenario 1. In one aggect each client gl atf.orm needs to have a reference

devi ce wi tHSGHSLEY PREL Y REPROLRFLPE (e SUAS CAMBNER avai | able. 2. In

one aspect, each rehRagTeEdHeMihR: ALRGENdQ BHEYE seurd inEANE] i £ néthstial | ed in
its hard djsk. 3. In one aspect, the Wndows OS version installed on all

ref er ence WEGT Rad ANIPPETFEdge gt an iRglancs oha sijresynelurk inseriase Aiyddriverder eiganpl e,

Wndows 2Q{}%he #Q3 nRRGIR: Raiwerit g rHad®dRhRf W ndows version nunber. Vista
and W ndows7 have anot her major Wndows version nunber. Hence, the

ref erence devices cHSASHONREMINIAG 30 HELYGESR 2 XTOophEPINEBlsURediate Betwork one
aspect, thgivki fihd 9Pl AReMddkt Hiatlhe Hselscd m&eﬁx‘ﬂ 40|urc@ AMEnlclfitd AR dh@érdwar €

abstraction layer (HAL) anong all supported platforns. For exanple, if the
native HA2Znflor three source pl atforms are: Advanced Configuration and Power

Interface (ACPln R th88ne fiGhbre YL Q&\%é&%'émg&ents comprise the instance of the

source network interface card driver, the instance of the first source intermediate network
driver, and the instance of the second source intermediate network driver,
wherein the means for determining source network configuration of the one or more
source network components, comprises:
means for determining, based on the source system registry file, a driver
installation file name and location, a driver binary file name and location, a windows services
name, and a global unique identifier, for each of the one or more source network components,
wherein the means for, if the source network configuration conflicts with the target
network configuration, adjusting the source network configuration, comprises:
means for changing an installation file name, if a conflict exists with the
installation file name;
means for changing an instance index value, if a conflict exists with the
instance index value; and
means for determining instance numbers of the one or more source network

components.

12. The apparatus of clause 1,

wherein the means for performing network interface driver injection, further



ACPI Ml tiprocessor PC, then the final golden VDi sk will use the "Advanced
Configuration and Power Interface (ACPI) PC' HAL. 5. In one aspect,
dependi ngwonotihw28s6ur ce pl atforns' characteristics, thePprasemnessndoa PS/ 2
nouse and a keyboard interface on-the source platfornms nay be mandatory. 6.
I n one aspect, sone wireless network adapters may need to be disabled on
the golden VDisk. 7. In one aspect, W fdows XP OS is used. 8. In one
aspect, Wse's stream ng manager called WSM Server release 3.5 or above is
used for thEPE¥Fver or a target platform 9. In one aspect, Wse's
stream ng nanager Cﬁlkérﬁ@or%@ﬂi&ihg?%yfn%'o@@§eeor3n<§e?iﬂes%%&i@teﬁ&iﬂh@ﬁé&ie'o@d on
t he source platfornms' hard disks. Process for this exanple of scenario
Ej 00161] | maneowsspstrork cpmpenenisef the spwes maghineniy Bp farget imags) whsieithe yal
i sk for sfrean NBY td Bl XfinsOome or all of the follow ng steps: 1.
Prepare a %75 gxlg%bgifg one r%%{ the Sour ce platforms (first platformj. This is
the "base" VDi stereh tht metisdfobiasibitatiip skpying df anpen mweredilesoepmprivetke a back up
copy. 3. Install WM Client .on.. I t the second
source platformfr onr?le':iﬁnasrfe %?lgl%tlg% %ﬁ&%%sfaﬁérjrégg Qggg%rgél&el%éo% E)Ql?nj ect a NNC
driver of sfeiasdcdthdhsons @engt shuf@metwok tdreporhts kf tit souree haghgte quiathé or m 5.
Boot the secotnd squrqc]e platformfromthe VD sk. 6. Install the rest of the
drivers fdf‘rg‘fﬂ’é‘a§ee8?) d source platformto the VDisk. 7. If the base VDisk
is in persistent ormémsabi facilietiadeopyiger onoomhdre criaerdhsry Hlet hwodiiedk by
merging a cache file for the secgnd sour ce matforminto thg1 YDi s[k.
with the one or more source network components of the source machine onto the target image,
wherein the means for injecting, to the target system registry file, the source network
configuration of the one or more source network components, comprises:
means for facilitating copying of registry values of the source network

configuration of the one or more source network components into the target system registry

file; and
means for updating registry values of the target system registry file.
13.  The apparatus of clause 2, wherein the development machine is the source
machine.
14.  The apparatus of clause 2, wherein the means for facilitating access to one or

more files associated with the one or more source network components of the source machine,
comprises:

means for facilitating access to the one or more files associated with the one or more
source network components of the source machine, without copying the one or more files

onto the development machine.

15.  The apparatus of clause 1,
wherein the means for determining whether one or more source network interface
cards of the source machine are compatible with the target image, comprises:
means for facilitating selecting of the one or more source network interface
cards of the source machine;
means for determining whether the one or more source network interface cards
of the source machine are the same as the one or more target network interface cards for the

target image,



8. Repeat steps 2 to 7 for each additional source platform Sone details
for this exanple of scenario [00162] Since many of the steps are standard
oper at i orsQ 201162856 cl osur e under -t hi s subheadi ng i s focRsEASeMN1MBROUSSI NY
the steps that are specific to the driver injection feature. Sel ection of
first platform 89 [00163] The driver iggi ection process starts with a VD sk
for the first platform In one aspect, the first platformneeds to bear the

| owest HAL anong all source platforns. For exanple, if the native HAL for
three source pl"‘g‘le¥ec‘)‘?‘il%€ migpRs. for JeiRFRpRHW B RT i 0GB PR PO U RE Y RET MCHE f ace
(ACPI) PC casBE tHeRbREOHESTR arElompeBle W the RFEQE BSE0 Combridebaednher VDI sk Wi | |
use the "Advanced Confiquration and Power Interface (ACPI) PC' HAL. [00164]
Thi s " baseleteyninng whathep E1cnp eyngresRuice Bevetk inieHaTRElsOf gtsoprameehit or any
exi sting Vi %ﬁliﬁﬁ%ﬂﬁﬁh@taﬁg@t efohsrli(ﬁhn Rleablet E?steﬂ@ﬁéi\%@;ﬂﬁ%‘ @Akt 1S

suggested to start with a base VD sk that has I"atest ient, this is
not a requystemeegistydile asdn use a VDi sk created from ol der streamn ng nmanager
rel eases. [001 ' & ROh& e HOor HOPPELr R R [ntdr£BS -
Cache node for arsey@fﬁga&[fg%ez%l%%ng t he ﬁir%i ver p%)nj g:ctnleonrprnoéess, t he
base VD slkeartmyf e sooné ingehimchre the pame at the opeorsn@t emget oetwodd iaterfres @adshe node.

However , |trﬂglaq.igé‘tfierent cache nodes has different inplications: 1. If the

base VDi sk 1S ih prrfla\‘%?tceomr%ﬁees; driver injection changes will be witten to

t he VDi sk directly. mebnstthedeerminiagnyhahderarfirstone nfitht bee orme&e kowee preakss, the
base VD sk becone  unusabl ven for the original first platfor

Fovever i Pierie SR gEd & Ty Bt Tofe Stk Blest Efpelisnie Tymck i Bafu thiest ep 1o
commi t t heaghe meatfatijeedal Othe chiad@oselflave e shaseviddinsknd ard for Shelame Bus
recomTende?l that if the base VDisk is in private node, a backup copy of the
base VDi skk'%e nade before starti ng driver injection.

[00154] Illustration of Method of Building a Computer Program (described as Clauses)

[00155] The subject technology is illustrated, for example, according to various aspects
described below. Various examples of aspects of the subject technology are described as
numbered clauses for convenience. These are provided as examples, and do not limit the
subject technology. The operations of the method for the first clause below are presented, for
example, with reference to FIG. 22. The operations of the methods for the other clauses can

be presented in a similar manner.

1. A method (e.g., 2200 in FIG. 22) of building a computer program for
providing network driver injection into a target image (e.g., 324 in FIG. 3) to transform the
target image to be compatible with one or more computing machines, for facilitating
operating system streaming over a network (e.g., 306 in FIG. 3), the method comprising:

selecting a first computing machine and a second computing machine (e.g., 2210 in
FIG. 22), wherein the first computing machine comprises a first network interface card, the
second computing machine comprises a second network interface card, wherein configuration
of the second network interface card is different from configuration of the first network
interface card;

building a first virtual disk image of the first computing machine (e.g., 2220 in FIG.
22);

building a second virtual disk image that is compatible with the first computing

machine and the second computing machine (e.g., 2230 in FIG. 22);



2. If the base VDisk is in persistent cache node, driver injection changes
will be witten to the cache file for the new device. If the driver
i nj ecti orwbanigle28she cache file will be di scarded aut omRCITamkon/0312p0 t he
driver injection succeeds, a user needs to commt the changes by nerging
the cache file to the base VD sk explicitly. Once the changes are
commtted, the cache file for the fi rst84pl atformw Il no | onger be usable.
Thi s means any changes nade on the first platformduring the previous
streani ng sessit8A&&N¢ firshermpyding maching wypethe Hgbyirtypldiddangaisite 226h# needs
t o consi defign®fgi ng the cache file fromthe first platformto the base
VDi sk before driver injection. 90 3. If the base VDisk is in volatile
cache node, drie¥gscting fiest systam ehiainy wdorpation plethefist ¢apputips naehisaeles file for
t he new dayi : : i ' : I n client
devi ce re?ggﬁsg %Eﬁsqﬁ(gﬁurt%go %@gfg%%ﬁggsgﬁ}gu%%gﬁg%%égﬁ{t I rir/*pytglglsi ble to
test the ohgisgeiniomadonnpmprising configuention saluesTthethe fiort ectwark isteclept daoh has been
made: |f tﬂﬁ?edq{it}{@#irsiﬁhﬁﬁtdiis%q kﬁﬁj%%c%?&ifn%@i e created cache file will be
“he T T “aut o C

renaned to <cac e nane>_ matircally. A stream ng server wl|
use thi s TMPUSEoctagitke fiist eonfippiting mastenpnesntg th¢ seeamd vigua eskiimageof.gt, a2&ein

devi ce, a'lqutﬁﬁat it as a persistent cache node. Once the driver injection
changes are c¢onfirmed working on the new device, the user needs to conmt
t he changes by eredcgihg gecohesybivRilUSEsieaimli@mbiidreofttie fikecddgsieny/Baskneael i citly,
and then delete . the TMPUSE cache file. Injectin river [00168], I n one
Rpect "t GopRRELt Mo e e TG pong e ofbal 1S ik theke. tigcratitiig
exenpl ary regiepsinfoipatke ddhiprisiag donflgurdtios valliés MEMe Gt abtivork fBtepfaceddpVsndi N t he
source platfform, 2. Bgot the source platformfromhard disk. 3. Navigate
W ndows Extfﬁ e bV ork YERARSE ica P23 O Ahq sepndadiiuaf Bisk magey@e» 22 (fhin FIG.

VD skl magegyeation. exe. 4. Select "Existing Disk", and enter the base VD sk
nane, check "inject Network Driver into Existing Inmage" |If one desires to
extend the VD SRIeERBREt e ddvaminicting compquents Rasef en Yiffesgacss bevaen died .

Q her wi 5e,ﬁrLt%?é’t@mtr%is%ryﬁhﬁhﬁat@n%ﬂg thelsBedBl Sy BER RGtstry lif¥ermtlos Knd GR&ESof 0 be i n
private node for VD sk size adjustnent to work.” See FIG 23A 5. Once the
dri ver i njregistrignthptsdogehaffect pgtwprk-fapetiondisies 01952288 B FI63. 28 0se Add/ Edi t

Virtual Disk tLﬁﬁeéchﬁQ/thg B0k ?t‘ﬁ%?in@cgon gq%&onérﬁ?%xgog&le IH%@’VBEJQI o I%F%%l eady

to streamto t source plattform Installing additional drivers 0]
Once the <6889 oeFIGl 32X erdn successful |y boots fromthe "new' VDi sk, Wndows's

har dwar e di sco W zar i i jvers for r e found
in the source éﬁgd%ﬁ?l\g%%% #ﬁlguﬁ% P@é@gﬁ%gﬁé O&éﬁ?%@%@%ﬂ#ﬁ’é}% fe ﬁ%ﬁjfclolbﬂ gg%ﬂ;n
usual | y bdegodd® inkl&h2)] ocal hard di sk. [00171] Cccasionally, the |ocal

hard di sk volume is not assigned a driver letter. If this is the case, go
L9, ot A MR i o on | oo hard sk
determining a registry injection pattern applicable to one or more other computing
machines, before the operation of producing the computer program; and
encoding the computer program onto a machine-readable storage medium,
wherein the operation of producing the computer program based on the network

driver injection components is based further on the registry injection pattern.

3. The method of clause 1,

wherein the network driver injection components comprise registries and .one or more
files associated with network components of the second computing machine,

wherein the operation of injecting network driver injection components into the first
virtual disk image, comprises:

injecting the registries of the network driver injection components into the first



91 [00172] One can point the hardware installation w zard to the |ocal disk

drive (<local disk>:\w ndowslinn, which contains all the driver inf files.

Driver biwearioasie2sse usual |y under <l ocal disk>:\w ndowsPEyaiSenBA3ipe vers,

<l ocal disk>:\w ndowsl systenB2, or <local disk> \w ndows folders. [00173]

It is found that on sone platforms, installing video and audio drivers from

bi naries found in local disk causes theSdi splay or audio hardware to

mal function. It is recomended that one install these drivers fromconplete

driver insYigrdlgiskdmagrackages provided by the hardware vendor if possible.

[00174] In order to yjipshdlie Seioflofe fi0d a06MM¥a FiS BR VSRR DB intONe May

need to use a keyboard and/or a nouse to select some nenus fromthe

har dwar e dihs giosy sptpaldistaimdge,l f t he Uni versal Serial Bus (USB) controller

driver is not [ . i ' .nQt be able to use

t he USB keyboa?‘le}E egég %&Oﬁgggﬂ&l@ﬂ%}g&ﬁg? ﬁ? %@ré&oﬁﬁgﬁa\%hk} H%? "a PS2 keyboard

and nouse be att acheadettmgtoneopharefdoiven ingtdhutipg fifes ssbcibed tvith flrearetwdrk new

VD sk. Olcgng%%elgsgt&%g%rs(glvh%rl lsri.\rﬁ%re,iarsl installed, the USB keyboard nouse

can be used’iln su%sequenf Boots. Foreg p?atformthat does not have a PS2

keyboar d/ nouse i nt erifijagtiag one er mery dhieér Higarakiles agsociped ettt themetworklr i ver s

installations. [00175] L.n one ect, it is recomend that a user does not

try to upg?omngﬂimg‘f%gfswﬁuaﬁﬁ IBREenabl ed Et hernet network adapt er.

Doi ng so can cause a VDi sk to hang. A driver upgrade for the PXE enabl ed

Et her net net work adapeerctindedslate lhehdemaehdednfigeratdonswéthel firjteat saontvhen t he

platformis booted froma hard disk. [00176]. | alling.sonme wreless

Petwor k dr B gy aa sRap e TRt et e Rk AR A e Cause a

VDi sk to haegtacd fard MasufhQurth) @ ne@®ek intrcd@yd mees, 4 getwolklintbdeds chide dri ver

i njection changes del g)ti n? t he, ce%%\e fél e for the target device,

re-inj ect i WYSIMeON s 1o (6P PERYOPHBIRFSIerd-and di sabling the wirel ess

net work adapter fromthe new VDisk. If wreless network adapter

functionality iI% neddedhettadefnlyserieed to use a traditional tool to create a

gol den VDi sk. [00177], Once .all (E#i Vers are kg‘?t al.l.ed, reboot %he devi ce

once to the new AFEESOBCRHNT P dr TP EHE ORUK AT G i P PG SDr i ver

I njection ehitges to VDisk [00178] In one aspect, if the VDisk is in

persistent or volati]e cache de, once the VD sk is confirpmged to work

properly on the sourdl8?“B1né{1gf frﬁﬁSe&qfée%ﬁa?ﬁg&@cgaﬁ@twdtfﬁén gitlerrces | o may

need to beb&RbIH kiiGdicd 6 thdiBrsMs@in redise) fnfokibBorall rBBsteNE thYsebBIdGfteimt he

cache file for the source platforminto the VDisk file. 92 Check

conpat i bi | FePpUhEtowEton @dvi ce and an existing VDi sk [00179] Wen a VDi sk

is created through gcRehifRs J GBGA se@TtididinG, PHRGEPS, filkdring Bk LBirdtdieamed to

mul tiple devices bearing the same hardware characteristics as the original

devi ce frofegighies &omHbe yhyss ket waregisuist.uyhseein theweivdeset ofi ragistyipecampsises even if a

devi ce lOo&gisﬁfégﬂﬁ?ﬁ@n&%ﬁgctme%ﬂ(ﬁﬁ?@()ﬂ{gﬁ@&l fromthe sane manufacturer) as
a al

the original” device, streaning may fail. This is because the network card
bet ween t he twovhgeii hesetmayk dravgeingdciighednypagiehts egreprise thosegindsetminmegistriesor may

be | ocated on i f. . §Hﬁ§ i f.f. et ween t he
net wor k cards g‘gﬁérgclgﬁiegdﬁ%ﬁg%dg%&?gTﬁ?%c| n !o(gftr?%ggt;lg{’/\ﬁ%ﬁn& ZSF {)'errpti ng to
stream a devi ce fronicemminmgonpuath izt ef WEissis baredwyingent ypmolrkgisthengfsheat
W ndows bogt . u rogress bar. [00180].L.n the past, a.user. did not realize
Uhe i neonpbit B PPESRGRE ol ety M Ry ST 1R Pl ey gt “devi ce.
WEM 3.5 introduces &obthgy the frsdedmgmiting atiplih¢ tdihg thy sdeehdveienalaliskdmagd witlg VDI sk
and a devige.. This, tool. may he ecially useful in |arge stream ng

depl oyrrentﬁ’\m%?g‘ *hﬁglﬂﬁﬂgy‘ﬁﬁoﬂ:‘f&gﬂ?e @é{}%}/rgé%glsrt‘?‘?f‘m t he same manufacturing
nodel are used. It iwo@id @8 sdcOT @ddputiag mabhihd iheaté sdcbf vidudlisgkmhge not
conpatible with some cljent devjces at branch offices after the VD sk has

been qual i ML yshPIyEETiEs BHIU, theoBs ayaicteigrie$ 00181] This tool can be

run on a device W t hRuhminfitvletieh thelsb®nd HrR@MINGiInHQE Bé’\@ﬁgﬁh%ﬁs&t‘%ﬁt- I't
may take one input paraneter: a path to the systemhive Tile of the VD sk.
|t gener at egisgies athpyt tee enisonmere teaktried ipsampitle with iedew compuiing maingiy
describes sone typi %{enﬁfxﬁ&swﬁe%eyﬁu% sk viRal diélpirr?agé it HE Mufinsligam ng

depl oynent scenari o:



[00182] In one aspect, at the headquarters, performthe followng: 1. On
any desktop, install WsMCient and WoMClientUtilities (version 3.5 or
above). Oveava/m285enporary fol der called "CheckConpat" PCTRI$R011/031290

VDi skl mageMap. exe to nmap to the VDi sk agai nst whose conpatibility is to be
checked. 3. Copy the systemregistry hive file of the VDisk to the
CheckCorrpat folder on the client deskt c% (e.g., copy <vdisk drive>

I wi ndows| syst enB21confi gl system c: | t enpl checkconpat | systen). 4. Unnap

Vdi sk. 5. regyies witkast b qas PlegoreCENtHEs k esmRsiibleewid thagcprg WPRUERS and
OSMConC sl hinkr g0 <WBM client utilities install folder> to the CheckConpat
fol der. 6. The CheckConpat fol der now contains four files: system

OSMCheckConpat . exe, ifted sseerd vistesk disk irdegedmingtbledowth set of pgisipeOfdladiCBpat
fol der anq)n§ %pﬁilofpe re#ﬁn@g ?ﬂﬁ)Fb ngtl{ fhg ??st coﬁﬁ:t[n%%a%ﬁﬂle Llﬁﬁ f? 'EH% %@tﬁﬁm at the

branch offices oW ng on eac i ent device: Unzi p
checkconpatirtwil gisk Bnage rhavnng ﬂe fcwthmhdf mglstdgwwthmaﬁ)g@nc hemdicregistoesist o t he

checkconmpat_f o Run ," ec C vi ce has
ol 1 pi e noPRGHE i oot s SR M s PR BT mefereb iR BRAC T o e
used for sther&amdngtof&eglktheaaﬁww ce has onl y one netvvork adapter, sinply
click the "OK" hutto the select NI C finishes detecting the NIC.

F‘Sg‘ Ayigh

6. Send the resUFtTH T8 PHEheadquarters for analysis. [00184]
Bel ow are | ast few bodiag the @9 Saipatisammdhene Bihghhd @rst Gamldk Inmagtavitice and

VDisk are n%‘?worl?td]lm%r n
jection components;
booting the second computing machine using the first virtual disk image with
the network driver injection components; and
determining whether the first virtual disk image with the network driver
injection components is compatible with the first computing machine and the second

computing machine.



04072010 [19: 00: 38:312] [ 244] INFO 04072010 [19:00:38:312] [ 244] | NFO
COVPUTER NAME: m am c.wsnB. 1local 04072010 [19:00: 38:312] [ 244] INFQO
OSMCheck Gyopat1/182636€EEDED. | nconpati ble NI C count : 0 04®ZZ0B011/031290
[19:00:38:3]2] [ 244] INFO 111111111711212121212121212111MMITT1 OR sanple 2:
device and VDi sk are inconpati bl e. There7 Is one NIC to be injected to VD sk
04072010 [19:00:01:812] [ 264] INFO iR it it f i fifi LI Fiffliffifilift
04072010 [19 00: 01 812] N Q1 L . C.WSITB. local
04072010 [[8956b: x: Hlustgg CEEBRAN0 | nconpati bl e
NI'C count pois7 O’ﬂ&7d?1g>1&u£elﬁoggecp\;nd%ﬂ-%]is s[ubg@ﬂ] 15"3:19% I)prfé é{&h@& Yeehraid | y

G gabit Et hernet Adapt er 04072010 [ 19: 00: 01: 81%] 564] | NFO  Enuni PClI 1VEN
1106&DEV 3ndgoguuBtivg thx spbiettedmelges114 &eedbbf 7&0&1898 04072010

[19:00:0]:812] [ 264] | NgGa R ReEtiok t q:;:ydtg 1 sk are inconpati bl e.
VDi sk cannot be used on suc g(?év?ggle joh 0 %aél}gl - 046] [1604] | NFO

040720101 - 0 4] %
04072010 (8L Th s Eepb et Wﬁ@.ﬁ%ﬁq@%ﬁ%ﬁﬁﬁ%@%ﬂt
[ 19: 10: 51: @48ps ElSLBmQ]as ERRORiceMbgvrasiphlaOSiears charagietistes n It thiy exampid, 4bd or m

i??l IV::)lI ]S:(Iql?t?‘? %n d2911 q)rilbf% ?])g thion%n@krogr%grgﬂthgable network card and the video

card need to be the same.

[00159] According to another approach, a technique can facilitate creation of a “golden”
virtual disk image to support multiple heterogeneous client platforms in which the mother
board, network card or video card is different. The process involves first creating a hard disk
OS installation containing all drivers for all source platforms, then installing a streaming
component such as the WSM Client software, and finally capturing a snapshot of the OS
installation to a virtual disk image.

[00160] In accordance with an aspect of the subject technology, the driver injection feature
of the subject technology greatly shortens the time and procedures involved in creating a
golden image. The disclosure in this subheading describes how to use driver injection to
create a golden image to support client devices (e.g., Source Platforms) with heterogeneous
hardware characteristics for one exemplary scenario.

Features for this example of scenario
1. In one aspect, each client platform needs to have a reference device with a PXE

enabled network adapter and a hard disk available.

2. In one aspect, each reference device needs to have a Windows OS installed in its
hard disk.

3. In one aspect, the Windows OS version installed on all reference devices needs to
bear the same major version number. For example, Windows 2000, 2003 and XP
have the same major Windows version number. Vista and Windows7 have
another major Windows version number; Hence, the reference devices cannot
have a mix between XP and Windows 7.

4. In one aspect, the final golden virtual disk image will have the lowest hardware
abstraction layer (HAL) among all supported platforms. For example, if the
native HAL for three source platforms are:

. Advanced Configuration and Power Interface (ACPI) PC



[00185] In one aspect, at the Headquarters, the follow ng may be perforned:
1. Parse the log files (via script or manual), identify the client devices
t hat needwOceopeéregssm dri ver injection on. The |ine PCT/US204EM3I1290 06 &DEV
3119&SUBSYS 01101106&REV 1114&eedbbf 7& 0&1898" identifies the "ID' of the
inconpatible NIC. In one aspect, if mul %i ple client devices have the exact
sane NIC I D, driver injection only need8 to be performed on one of those
client devices. Resulti % VDi sk will be conpatible to the whole "group". 2.
Perform driver injetti oo Epicestortite i nconpati bl e client device "group”

one by one. OSMCheckCompatpevit Bopd i ne options: OSMCheckConpat . exe
<VDi sk systemregistry f‘éi?ﬁt:e narr1§> i §1<I og file nane>] [/v<log level in

2e;<>] [/?] wher e then the finad gblayn WPagevilluboiye [‘Adednced Condignration prshlovisict  mask
efined in %Moggge{}%ﬁg%él)mﬁgg?s ONLY = Ox01; WARNI NGS ONLY = 0x02;

DEBUG ONLY = 0xO0 = 0x08; INFO ONLY= Ox] O; if no path is
specified for $Sydheme aspeitsdepynding @ tbe sduog pldtfoens’tcheragtatistics, tinpredeeseeofpr ogr am

Ty s o e P PR ARG PRV SLT cur o
devi ce and the c:rhhdmdaphysystemregistry, it
6. In one aspect, some wireless network adapters may need to be disabled on the
golden VDisk.
7. In one aspect, Windows XP OS is used.
8. In one aspect, Wyse’s streaming manager called WSM Server release 3.5 or above
is uscd for the server or a target platform.
9. In one aspect, Wyse’s streaming manager called WSM Client release 3.5 or above
is installed on the source platforms’ hard disks.

Process for this example of scenario
[00161] In one aspect, the driver injection to prepare a golden virtual disk for streaming

may involve some or all of the following steps:

1. Prepare a VDisk for one of the source platforms (first platform). This is the
“base” VDisk.

2. Ifthe base VDisk is in private mode, make a back up copy.

3. Install WSM Client on a second source platform.

4. Boot the second source platform from hard disk, run VDiskImageCreation.exe to
inject a NIC driver of the second source platform to the VDisk of the first
platform.

5. Boot the second source platform from the VDisk.

6. Install the rest of the drivers for the second source platform to the VDisk.

7. If the base VDisk is in persistent or volatile cache mode, commit changes to the
VDisk by merging a cache file for the second source platform into the VDisk.

8. Repeat steps 2 to 7 for each additional source platform.

Some details for this example of scenario
[00162] Since many of the steps are standard operations, the disclosure under this

subheading is focused on discussing the steps that are specific to the driver injection feature.

Selection of first platform



out put s | NFO+ERRORS+WARNI NGS+DEBUG nessages to checkconpat.log at current
folder Programexits with code -1 iffails with code O if all NI Cs are
conpat i blwowntihexB sk with code > 0 where code is the necibars2af/oBi2@{s) t hat
is not conpatible with VD sk Runni ng OSMCheckConpat when WM Client is
installed: 95 Although OSMCheckConpat.exe can be run on a system w t hout
installing WeM Client, it can also be r&?n on a systemafter installing WM
Client. In one aspect, use the followng steps: 1. On a device that has any
versi on of 048R O Thendriven dnieqtion drodesssetams Wi Wiskrfor thei firstt plaborer By one 3. 5

or above. a% ectSfie Vi SHdi RO NaR ft‘)xﬁea} QherrR)R/eEtonﬂearﬁ/ gséﬂ ?&%ené%trﬁmspiaor

corrpatibillylsto e checked. 3. Fromthe command w ndow,
OSMCheck Corpapleei ¢he natie HAb\f@Idbre@h@lrﬁm&tfmshreto the systemhive file of

Target VDisk. (e.g "c:hp Iyg ent
Uilitiesl OSNCheckCSrrpat e&aél %@Wﬁ aov%‘ St ené%?fgaCF(A?P ?em ) [00186]

Cl osing Subheadi ng pO018ALPTURBRCEIsoSKE| | in the art vvoul d appreciate that
the various illustrative blocks, nodules, el enents, conponents, methods,
and al gorithms descPi bedAR8F MufirrsgssBePE npl ement ed as el ectroni ¢ har dwar e,

conput er spéd t’ﬁ@‘V@lstK/ﬂlQBmHe RALL & @énfiggﬁafﬁon prall Pévl/éi'?fﬁtélﬁc@ (ABPS PC” HAL.
i nterchangeabilit ardware and software, various illustrative bl ocks,

modul o6, PeHht SThie Ghsanaisk cHebhadsy e ceidr e i @loun domdr | bed

above genee&pslnhé/vmkts%gyﬁa@gtott {té\%’tﬁﬁﬁﬂ onality. Wether such functionality
is inplemented as hardware or so re depends upon the particul ar

appl i cati dAOHAH dékhaysh dlonsugeebtad & $tn1p0\st13ch base t\Heislothat bas| latsstsWVEM CBkitl | ed
artisans qﬁ% E%{ %”i% 1re t. d%?lgrc'ap%ge au{) skO&' t%df Yro nolXé”}rQHnggglﬁaégna g\l each

particul ar appllca i ari ous conponen S an ocks may
di f f er ent lrylegses.g. , arranged in adifferent order, or partitioned in a

di fferent JW]}%} aIJrhevg 951%; deao%ro;tltlangm{,Bgrglé?rso(%ggrg{.gge of the subject

t echnol ogy. exanple eciftic’or operatl ons may be
r ear r angedCachehalefer oase ADislof t he corrponents may be partitioned in a

di fferent [ i S.understood ecific orde
i er ar ohy W) SRR o ik BB BRI Baes Y BisBR e St i Pt
exenpl ary @mmma&latlﬁasaﬁeu@m delswg%r,pnﬁxﬁgerdﬁmas cate mBddsNKEIRT &tferef: t hat

t he SpeCIfI c.order or hierarchy of steps in the processes nay be
rearranged™ PEGHIONSF the steps may be performed simultaneously. The

acconpanyi ng mat hgeheadd WDisRNiELiHPhvate hRTE v eThjebitd hakded Wsll B¢ RRflerd B A
sanpl e order, and are not neant to be limted to the specific order or

hi erarchy pr esent 88 VDigkrizsetly. ik thepsia gnotreor dudng he injestion ropessviheatet o enabl e
any person skil | edpisR fdybeddntic drfdisable even for the original first platform. However, if the

driver injection process succeeds, one can save the step to commit the driver
injection changes to the base VDisk. It is hence recommended that if the base
VDisk is in private mode, a backup copy of the base VDisk be made before
starting driver injection.

2. If the base VDisk is in persistent cache mode, driver injection changes will be
written to the cache file for the new device. If the driver injection fails, the cache
file will be discarded automatically. If the driver injection succeeds, a user needs
to commit the changes by merging the cache file to the base VDisk explicitly.
Once the changes are committed, the cache file for the first platform will no
longer be usable. This means any changes made on the first platform during the
previous streaming sessions will be lost. If such changes are desirable, one needs
to consider merging the cache file from the first platform to the base VDisk before

driver injection.



practice the various aspects described herein. The previous description
provi des various exanples of the subject technology, and the subject

t echnol ogyoOi281mice8sbi mted to these 96 exanpl es. Vari ou®Criasélitoatzoons to
these aspects will be readily apparent to those skilled in the art, and the
generic principles defined herein nay be applied to other aspects. Thus,
the clains are not intended to be linmt¥d to the aspects shown herein, but
is to be accorded the full scope consistent with the | anguage cl ai ns,

wher ei n ref er eAcefths base EDskimin volatitetvachsimagig] diiver wjastien ¢hangssadel beo nean
"one and only one, r1tlt'eQx|t8§lrQé cﬁ?xﬁg‘lg fo?%elr%wﬁ&évﬁgaﬁ Qefall,?l\("} ch%ﬁ(ﬁl@rﬁle\% QOr nore.
For exanple, a file I'nc one or nore fi 1°ess specil |caI |y

st ated ot herwi se, d1$claeiet1 epon clisoindevice edbents Tthis manee of vohasilecacky madamakesit t he
masculine (e.g., his and. ne Ler er_(e. her and
its) and vice v erlérg)ogsﬁvée %}tﬁsctighe cﬁgn%e Qeg' drlver mI]ech Tl%ar Qre; an e c?p‘uon
convem ence only }&@dedﬂﬂnmt Ifﬂhértlﬁvetrlilgedtmu@mlm@sful[ ﬂh@i:&@t]edéathrfﬂaes\eﬂmch as
an "aspect" does not é b ? sucg S @gg i S eﬁs ntial to.the su i'lleCt

t echnol ogy or t hat&RfEHO FE35BE HledpicTe PHoEd ?ﬁ%éuf’s‘as(t’ieﬁrﬂglg(??w?rh‘% subj ect
technol ogy. A di sgkasyTRIPUSERRtIRIIlE ﬁbr&ﬂbs@@&ﬂ@itreéﬁﬁ&xg&@@io}ﬁ off ear@dt bevice,
configurations, or one or nore configuratigns. An_ asp r\a/ﬂnprovi de one or

more exanpl es. A PHiHEE! &ichragen saks pect- QESPtP%flré‘ferf%e%‘ﬁ’éc Efg¥e aspects

and vice versa. ARRMASBySREE oA $hedtw @R AhEBRSRE nee@@ﬁﬁcoﬂﬂht thBBhahgtd Wt such
enbodi ment is essential to the subject t echnol ogy or _that such enbodl nment

applies to all colﬁf?rlgghgrﬂ%ﬁTMRBJSEfca‘flﬁéﬂ%%]l%@’tse i\’&éf‘rlﬂf‘épb‘@jg}ya and ges delgisihe
relating to an empogiRERL.HBN.. aPPly to all enbodiments, or one or nore
enbodi nents. An enbodi nent nmay provide one or nore exarrpl es. A phrase such
an enbodi rﬂmﬁﬂctina;lrirvef er to one or nore enbodi nments and vice versa. A phrase
such as a r atel QoctdRE iR Y, th OB oSi
essenti al LLGR% egllséuﬁfee ?e%te%hﬁlﬁe{agér&ﬁgr@ th ‘éet?%tgucﬁ& f]t?l gura%k?on gbpf))l &5

all confi gamemplawmep@fmab'rb@ usililjdect technol ogy. A disclosure relating to a
configuration Waylngt&i?'vé’s&i%l%ktﬁ 8pab09é'l{anlé &)ﬂﬁ:’e ?a'ifo%e or rnore
configurations. " A confli uralt & or nor e exanpl es. A phrase
such a confi gur?athcnthuasybuucebkatfommfromémanidlsi@re confl gurations and vice
versa. [00191] herein rV|ng as an
exanpl e or ill &s?ﬁ%\‘flg%%w'ma&ﬁvmﬂé? %rt or $6H lﬁsé%lga?% Ez%}Yt’are W ad

“exenplary" is noYDpekegs@fuliondwe be construed as preferred or advant ageous

over other aspects  or desi 001921 Al tural  and.function

ot val ont s ¢ b neelg shaRvd Wikt 10 D e pRE beh g sb R i S lEhout
t hld s discl IC()SH e tba’r]eraﬁze Bmawgurwge* afiﬁ{e de6ires td exthel tlémVMktsQetahme@ufmﬁ

ordi nary ski in the art are ex [ eSS i ncor orate ei n ref erence
and ar eyl nt ended #8908l BB lgélgﬁ %SH@W&IF%I %g{} ﬁd’?ﬁ?ﬁ?ﬁc

di scl osed herein jg vmglﬁwé@sﬂtotb@ 1@&1@%5&3@WD@1{%H@aﬂ}iUhhieﬁtth Hegss of
whet her such disclosure is explicitly recited in the clains. No claim
element is to be E6hd8Pued under the provisions of 35 U.S.C. 112, sixth

paragraph, 97 §an{%‘§e9th$ E&@ve@hﬁé@eﬁ ls|c§)n§)&|ﬁﬁke@@k’y S&%G@@BUS' ng the phrase
"means for" or, in the case of a method claim the element is recited usi ng

the phrase "step Elose AdEhdit KastuebPisk UigitdidoexicsfiGt34t the term "incl ude,
"have, ' | i 1 QR Matihg cl ai s, suchtermls
| nt ended t%bg@]l niéI Vlzsﬂ?evveﬁgg lgﬂa?rcéhnég&??r%t arO tggtal%e term"conprise" as
"conpri se"Instlling akdpcatabdriviven enpl oyed as a transitional word in a claim
980LAINB¢6§I{%IS i | 0 ium
encoded wi I Ast r %&A’ﬁkﬁgrggmﬁ?%ﬁcc%ssmgy %? (?)tgglsa gll ﬁlga‘gﬂg/‘g %D?{kbr\@gg?‘%fe% a
met hod f orhepdwe diisagvene tmardk will progrpt |t<1nprstaﬂ|cbWensrfoohadWaﬁgfemnd metfje stwce
transformth i e to be

machi nes, Ol”fnn S'Igﬁp &Eilel?rg %gd %Oét}?fﬁ'oflginﬁ glni% a%galn\ﬁslgaqu%n ?o d 1rr{r81rezelloca9filar& glsk

0017 1]  Occasionally, the local hard disk volume is not assigned a driver letter. If this is
the case, go to My Computer->Manage->Disk Manager, right click on local hard disk, select
Change driver letter and Path, then Add a drive letter.



facilitating access to a source systemregistry file of a source nachi ne;
facilitating access to a target systemregistry file of the target inage,
wi t hout cwpybngieedse t arget i nage, wherein the target | mRGE/USQNMPOBEREE an

operating system det erm ni ng whet her one or nore source network
interface cards of the source machine are conpatible with the target inmage;
and if the one or nmore source nethork interface cards are not

conpatible with the target inmage, performng network interface driver

i nj ect i on,[0G#7R} eiPne prn pyiel Gieiborivafe petaflion Wiganetowbe kodahdiskidiive (dioreler

I nj ection CQODLL3655; if), which contains AR LRI divel 9 HREE DR e MfidieS BN lg%yi\&r K
conponent s assocl at ed "t h the oné or more source network interface cards;
det er m ni ndecebdudice> hendorsksygenid\driveas, | ovocet  dikte : brirdoors\sname32s oar c€lonet wor k

components; .\ . 1 folderéjet erm ning target network configuration of one or

nore target née wor]fscorrpdnents of the target imge; determ ni ng
whet her t H@0158r deisrfetndahdt oacome glatfatmsoinstebing vided andvintdiio driverst faomg binariest wor k
configuratd on;. . i f,.the sourc et wor k nfiguration conflicts
W Eh Che darbee orel sk eusenibe iRy poAS RrfiSiE Ry et L3 ePwbRRles

conf i gur atth#drong dnéthlathesd AriS@tifivtn Behpokkdrdenidsgilib@dn packaees provadedconitel ct
with the ta&gﬁet net wor k c%g)fi guration; and injecting, to the
target sydPEAFGYnderiiPesSPE: the source network configuration of the one or

nor e sour qeo17a} Worm korde® WH @Mt Fivers for newly disdhRrdiBaRiwie, R ek ed toisage
medi um of claim 1, wherein the instructions further conprise code for:

facilitatiksgposetauiéoriagmesg to selesh seme mepes i dhe hardwprgidisrovereviak: df theor e

sour ce netydisst SBRAMRRYESB) ciR11ISOMCE isTRE RiréiRly iYRgIc8 bR i DRt fiRdwils for
facilitating operating system stream ng over a network, wherein the

oper at i on 19 b¢ abic| toruse ithy UsBcleyboard apd mpugfet Hepesy dins rregpinynenged thag adiS2t he
target keyboard and mouse be attached to the platform when it first boots from the new VDisk.
Once the USB controller driver is installed, the USB keyboard mouse can be used in
subsequent boots. For a platform that does not have a PS2 keyboard/mouse interface, one
may not be able to proceed with drivers installations.

[00175] In one aspect, it is recommend that a user does not try to upgrade the driver for the
PXE enabled Ethernet network adapter. Doing so can cause a VDisk to hang. A driver
upgrade for the PXE enabled Ethernet network adapter needs to be done before driver
injection when the platform is booted from a hard disk.

[00176] Installing some wireless network drivers may cause network stack re-bind, which
in turn may cause a VDisk to hang. If this is the case, one may need to roll back the driver
injection changes by deleting the cache file for the target device, re-injecting the NIC driver
to the VDisk, and disabling the wireless network adapter from the new VDisk. If wireless
network adapter functionality is needed, one may need to use a traditional tool to create a
golden VDisk.

[00177] Once all drivers are installed, reboot the device once to the new VDisk to confirm
proper operation.

Committing Driver Injection changes to VDisk

[00178] In one aspect, if the VDisk is in persistent or volatile cache mode, once the VDisk
is confirmed to work properly on the source platform, the changes made on the cache file
may need to be committed to the VDisk itself. This can be done by merging the cache file for
the source platform into the VDisk file.



99 image, w thout copying the target inage, conprises:

facilitating access to the target systemregistry file of the target inage,
wi t hout cwpybngieedse target i nage onto a devel opnent nacRCRAS2@NH31290
wherein the operation of facilitating access to a source systemregistry
file of a source machine, the operation of facilitating access to a target
systemregistry file of the target i mad® the operation of determning, and
t he operation of performng network interface driver injection are to be
performed by the deGb¢ tihidighbetween a device gnd phexistinghYRiskr eadabl e

st or age ma[ Hﬁi of Whemp Y Risk wheneated thrpieghi s 9ommad ihegescapiywring erocssmtr ¢asebec ode

for: n?%tqﬂg dbRaS tbeegpfg il sattﬁ'éena?c{%ré) Eha%{egsttm% 9%l &gflﬁal%ﬁ) Béﬂ/lc&: i ng

conponent s as a reference netwo rmnin

rel ati onsHiqm bdiwetbe VtIhéc wes eapamed hbwmrklncmnpmaml ewndf enlevioe lonks ¢he
network s A b mage; and tabl i bi ndi ng
el att onetige EER Bt bRl #h LESRR plGirarsp srabt Bdehe et v e
conponent snagnthilt h@hlsne berausrothe meevordards Betwea@ethe two devicedt majhieave slightly

machi ne-readabl e st.ora medi um of claim1,. whe 'n instru ons
further c ?Frétéevd%}ﬂ‘émg‘gt?er’ or may be&%?l?%rﬁ“ﬁ%“%@&é@ hﬁ“ef)?)%\% }f&r"'s“;c/%gt em of
t he sour ceetehithe nktsroflobRad b4l eaud e WDisRpOrfall il Gosiit eWHeh aTttBﬂpﬁI@gr get

i mge; and det Erom nin a hardware abstraction | ayer for the

target inej&am e deyige fr frh%{hmgwpﬁ“}‘ig @3% ydevicg thpir B sY IFeVs SRO Wyer  of
t he sour cq,r@ggglbgle, and if the operating system of the source nachine
is conpatible with operating systemof the target image and if the

har dwar e e{B‘%]tsphctIPdhe P%é‘r“s%ihdtnﬁéretah%eg@? lficﬁﬁ’@@lhﬂ&’I“ﬁWe?Ct‘iallllér?tre%?mg M same

as, the haigeie .algtr @&ideOnwkay g5 lgtro&da@s £ Y1 & d@@&moﬁﬁ'aatl‘tﬁﬁf l%%éaga t he
foI | om ng operations: the operation of determ ning whet her one

or nore scustee NdRiiorard i hdeyigacelldared By bheespwinllyeusytid Hnnleregr greemingat i bl e
W th the td%glgg}éleﬁtmﬁe thgurEQnds of, cbf:nt dev1c%s] 13} tt}fé ARE n%uﬂpt{lﬁn%s ﬁgﬁ&%ré"&teﬁ\or k

interface cards are not conpati e tar get operation of
per f or m ndt isenfigo nikpiagticet foaltral aitt ithaep VIDlpletstnOo pompatible Wlﬂﬁsoniléhélent devices at

machi ne- r qagahloficat AAYR VL HR 0Ly LA dna gepiopeq HIBTR] fabliGegRer at i on of

perform ng network I'nterface driver *i njec Sés
[00181]  This tool can be run on a device without installing the streaming software WSM

Client. It may take one input parameter: a path to the system hive file of the VDisk. It
generates a log file showing the compatibility check result. Below describes some typical
steps to use this tool in a large scale streaming deployment scenario:
[00182] In one aspect, at the headquarters, perform the following:

1. On any desktop, install WSMClient and WSMClientUtilities (version 3.5 or
above). Create a temporary folder called “CheckCompat”

2. Run VDiskImageMap.exe to map to the VDisk against whose compatibility is to
be checked.

3. Copy the system registry hive file of the VDisk to the CheckCompat folder on the
client desktop. (e.g., copy <vdisk drive>:\windows\system32\config\system
c:\temp\checkcompat\system).

4. Unmap Vdisk.

5. Copy three binaries, OSMCheckCompat.exe, SelectNIC.exe and OSMComCls.dll
SJrom <WSM client utilities install folder> to the CheckCompat folder.

6. The CheckCompat folder now contains four files: system, OSMCheckCompat.exe,
SelectNIC.exe and OSMComCls.dll. Zip up CheckCompat folder and send it to all

branch offices.



100 facilitating copying of one or nore files associated with

t he one owonoiige383¥r ce networ k conponents of the sourcepomafse®gdibe® the
target inage, wherein the target inage is on a target nachine,

wherein the operation of determ ning one or nore source network conponents
associated with the one or nore se@yrce network interface cards is to be
performed, by a devel opnent nachi ne, based solely on the source system
regis il f : j [ e i.on of

det erlﬁw)p#ls g @oo(tg‘r &ﬁg ﬁe%%‘%ggg% |5%?glif?r(r)nnth%fo\{\{teﬁ{en%@%gaglrlerg}gtrec{ee@%%ur ce network
conponent d. i Entipchvekqerticimed, by the devel opment machi ne, based on the
source systemreqglst fil.e 0 he saoutc chin nd b on the one or
nore fil es%' a@grgggg Oenl; %dtvﬁn%%é C}éaﬁlge%’F%%ﬁ%rryrﬁ%{ﬁ%rﬁf%%oﬁ%gﬁg% ‘'s of the source
machi ne, &ndRun “OSMUkeek@impatdre sipei’ati on of determ ning target network
configuratjo f .one or re.target network . onents of the target inage
is to be ﬁerﬁ&%ﬁ%‘fﬁ %M‘H’e%%%fﬁ(%ﬁﬁ’é?ﬁ’ aﬁr‘é?fﬁ’ﬂﬁ@? BIRET BAEHESt ar get syst em
regi stry fil®I®fo deheed far gebmingnge and based on one or nore files associated
wth the gne or nore target network conpopents of the target |nmage.

6. The rmachi Ha&-JpuseRsioa Y%aneﬂwéeﬁtm% sl e OK  button Whgaths n-t he

operation of sefMNICI findhbd@tREEECHS NIO. @ target systemregistry file of the
target inage, w thout copyi the target inmge, conprises:

in
faci | it at ig>ee e eringlog ﬁ’é%? e Jeadapstisieonanalysigr i ve vol ume on a

devel oIt BB6RIRGast ti iU oG ARMRENpIB oML T e target mage onto the
devel opnent machine; and | oading the target systemregistry file to a

r egi stappleol: deviee apdWddigpare pemprdiblei ne, wherein the instructions further

CONI 507, ??9.-@9%8:31{] O[244%%&%@”/?‘.@/%/?!/ﬁ/ﬁf.f%b//?/)’.ﬁﬁ/ﬁm registry file fromthe
regi stry of ‘the devel'opment machine, after the opéeration of perfornng

net wof4072 MO $-8¢.88.dv P Net44] Ayle@tGC@HP UZRR MAAGH | mkaat¢. mgnlilenaunt | ng of t he
target Lt Ve heRyE chine. The. machi,ne-r eadabl e
stor a&g4e017 En@gf\[tﬂ%bggk g?%l fn?[l fje }whe'r e‘%ﬂﬁ[@%ﬁg‘é}" St §H€§F€H§Df 2’?%"%1 ?t%éeorrpri se code
for: NICcounfdtilitating stream ng of the target inmage froma target machine

Lo Uhg, 08G90 IRSBISNS; YRS 1 ACH ANy By THR, TRCHE ne- readabl e stor age

medi u ei'n‘the operation of ‘facilitating access to a
targeORsystemregistry file of the target image, wthout copying the target
! nageéam%?erg? rd'ex?igesaind VDisk are incompatible. There is one NIC to be injected to VDisk
04072010 [19:00:01:812] [ 264] INFO: [N

04072010 [19:00:01:812] [ 264] INFO: COMPUTER NAME : mlam-c.wsm3.local
04072010 [19:00:01:812] [ 264] INFO: OSMCheckCompat SUCCEEDED. Incompatible
NIC count : 1 >>

04072010 [19:00:01:812] [ 264] INFO: VIA Velocity Family Gigabit Ethernet Adapter
04072010 [19:00:01:812] [ 264] INFO:

Enum\PCINVEN _1106&DEV 3119&SUBSYS 01101106&REYV _11\4&eedbbf7&04&1898
04072010 [19:00:01:812] [ 264] INFO: NN

OR »

sample 3: device and VDisk are incompatible. VDisk cannot be used on such device
04072010 [19:10:51:046] [1604] INFO: [N “
04072010/19:10:51:046] [1604] INFO: COMPUTER NAME : mlam-c.wsm3.local
04072010 [19:10:51:046] [1604] ERROR: OSMCheckCompat FAILED

04072010 [19:10:51:046] [1604] ERROR: Mismatch OS Version between current platform

and VDisk



facilitating copying, onto a devel opnent machi ne, of the target system
registry 101 file of the target imge, w thout copying the entire target
i mge ontwothe/@essel opnent nachi ne; and | oadi ng t h@CTAISQ&I1/03129¢ em
registry file to a registry of the devel opnent machi ne, wherein the
instructions further conprise code for: unloading the target system
registry file fromthe registry of the Gevel opnent nmachine, after the
operation of %%erform' g?Onetwork interface driver i nj ection; and

faci | i t at iIIAG7 20801 0-SF 01t 1 60y JBE Os i/ StIER F BG1 8114/ ¥ 18! r om t he

devel opmemngo18BF Nith@ne aspect, at the HABqUIRER! ME T5IRAGADLE, S R RERedTEdI UM of claim
1, wherein the target inmage resides on a target nachine, and the source

machi ne i s | ocat ¥rsedimplos fles{(viaasriher marugbt identh ihselion deviaesritbat weedito
wherein the one erfgpﬁg%§&§%g&iogghwﬁé<li&orrponents conprises at |east a

network interface card driver and an operating system stream ng driver, and
wher ei n the tar getErumsltfe\FEV d106&DEE| 3/dPERUBNBY€/101106&RAK). 1 I'Adeeedbbf’ &

machi ne-r eadabl e g ' Qf s LK - rein. the. -alion of
determ ni ng whet hozé}&gge%glrﬁ?rég?@ gfgu%{eﬁe ﬁrﬂgg} r\}\llg?tkbl? m%&’gga%jae?tdlsf%ﬁﬁﬁ@%e

sour ce machi ne arckentaiepiatd Halvethaiekdrt sdnee WH? O tdriverdgjection@nfyr nesésto be

determ ni ng one or re source.network. interface d drivers b to one
or more sour oo ofBHATI TSy PEHE BN E RS TR PP Tp Bt ni ne:
det erm ni ng one ahe Whsle “granget network interface card drivers bound to one
or nore target operati system stream drivers for the targef i e,
det er mi ni ng whét %&Fgf‘ﬂgg&?’iémﬁ“r“oﬁﬁ’}“éa@o‘ifﬁ%e‘n%lf%glﬁ cﬁ?ﬂté‘F‘fl%Fcegr r §8°8f the
source machi ne arget he sane as the one or nore target network interface

cards for the target inmage, wherein the operation of determ ning whether
one or nofSMEhedL amnafsEicoHpard Wreortiongs of the source machine are

conpati bl @W@ﬂck@&nﬁcﬁ@;@% VDRBESsent regisy ﬁl@ nQﬁzEﬂ} WI%Q Tﬁpﬁ&ﬁgﬁb Y‘/vkn)% [&Rurce
systemregistry file and the target Systemregistry file, and
1n hex>] [/?]
where /? - display usage;
<log level in hex> follows bit mask defined in OSMLogging.h, i.e.
ERRORS ONLY = 0x01;
WARNINGS ONLY = 0x02;
DEBUG ONLY = 0x04;
VERBOSE ONLY = 0x08;
INFO ONLY = 0x10;
if no path is specified for system registry file or log file, the path from where program
currently runs will be used
e.g., OSMCheckCompat.exe c.\temp\system /lcheckcompat.log /10x17
above command checks compatibility between current device and the c:\temp\system registry,
it
outputs INFO+ERRORS+WARNINGS+DEBUG messages to checkcompat.log at current
folder
Program exits with code -1 if fails
with code 0 if all NICs are compatible with VDisk
with code > 0 where code is the number of NIC(s) that is not compatible with
VDisk

Running OSMCheckCompat when WSM Client is installed:



wherein the operation of determ ning whether the one or nore source network
interface cards of the source nmachine are the sane as the one or nore
target newaoapi/icegser f ace cards for the target inmge, CORPIIUGS@&L1/031290

determ ning whether a first one of the one or nore source network interface
cards and a first one of the one or nore target network interface cards are
fromthe same manufacturer, have the s&ye nodel, have the sane revision,
and are for the same bus slot. 102 11. The machi ne-readabl e storage nedi um
of cl ai m Although OSMitediGontpacexepen bd funnafsydeh eitbuti ingal bmeWEM e, isour ce
network co nents associ.ated with,.th .or [e sourc rk interface
cards, co n$? §Q 8 run ona system a géflset%]l}ﬁl %ﬁfnsé/? gHellltth %nnecaép%#’ uge ?‘lgtrfos O"Gur ce

i nt er medi ateps:net wor k driver bound to an upper edge of an instance of a
source network interface card driver faqr e..of the one o re.source

net wor k i nt erféceérb%lf’ﬂ’é‘fet Hdpas any version Oc%% eqlﬁlhpﬁtﬁllefnlqsﬁgt\’gﬁggniﬂn a second
sour ce i nternedi aiitRe¥weiok 3drdréesvebound to an upper edge of the instance
of the first source _internedi ate network driver, and . wherein the one
or nore sour ce 2ndtSROrRSEIRgEMaMES te B1pT Ye VTHEK sequptivkigh quﬂaﬁgll%‘ﬁ ee
network interface, Gatdedri ver, the instance of the first source

internmedi ate network driver, and the instance of the second source

i nter medi ate nét vispk thiy gapetpand window. P EMther&-caat-aei o rspvidrethe fth ni ng
source network cqpfy BUEALSRR e ﬁlb%ggzgget%@ﬂ & SOUNSB AR RNy GoPppnent s,

conpri ses: et’erm ni ng, d on Source systemregistry
file, a driver i nShieat UtititiotOSMChechi@oreraire 4- 0GadavonSystamd?\Coeig\bistaary file

rame 2nd Ak ooy AR, Sor v ces nare, and o of obal unique [dentier.
oper at i on [60187f tTessofiskdl methwork wooldfdpgreciatd that denvdrious dllusirathvet eckisar get
ret v k SSRLLR a0 Ssah00, FGTRULEE AR SRILONA By v
t he i nst alimgiehentedli dseelaarorjc birdwgicngo@putemsdferece orncenbivaione of idotta clanf | i ct
exists w tinusttrgt% Ithrlls'S tir?tgr%ﬁarlgga ?ﬁ(tyvgtl lfllgl;dw%r%d and software, various illustrative blocks,
modules, elements, components, methods, and algorithms have been described above
generally in terms of their functionality. Whether such functionality is implemented as
hardware or software depends upon the particular application and design constraints imposed
on the overall system. Skilled artisans may implement the described functionality in varying
ways for each particular application. Various components and blocks may be arranged
differently (e.g., arranged in a different order, or partitioned in a different way) all without
departing from the scope of the subject technology. For example, the specific orders of
operations may be rearranged, and some or all of the components may be partitioned in a
different way.
[00188] It is understood that the specific order or hierarchy of steps in the processes
disclosed is an illustration of exemplary approaches. Based upon design preferences, it is
understood that the specific order or hierarchy of steps in the processes may be rearranged.
Some of the steps may be performed simultaneously. The accompanying method claims
present elements of the various steps in a sample order, and are not meant to be limited to the
specific order or hierarchy presented.
[00189] The previous description is provided to enable any person skilled in the art to

practice the various aspects described herein. The previous description provides various

examples of the subject technology, and the subject technology is not limited to these



determ ni ng i nstance nunbers of the one or nore source network conponents.
12. The machi ne-readabl e storage nedi umof claim1, wherei n the
oper at i orwoR20persegss m ng network i nterface driver injectiPEmUSRUN0BESO

conpri ses: facilitating copying of one or nore files associated
with the one or nore source network conponents of the source nmachine onto
the target inmage, wherein the target in¥ge is on a target machine, wherein
the operation of facilitating copying of one or nore files, conprises:

facil it atiaxgmplepyVagowfmahicatipnatortieesel nspeets wikhbt adatldy agparchi foabosaskibled at ed

Wi th the OHG ax? anﬁqﬁe SOH(I; %)ﬁnc? s\’\@eflﬁeg Rerl ﬁgn?%% S Z%)fgll%(r‘%rggeé aﬂ%ecgg?[}?l E}éont 0

thetarget I Melge, £ figeopy
fil es assodaimbs ar:b mttﬂiteﬁdeé tobe limied t@the@pdéts&ihwvﬁaen&ﬁi Worr ik t@b«m&m&i&ﬂ&h@f t he
source rracg]l onto the targ e operation . of

et meC Ot omn it DB TR cleims | TRST TEEBeE (ORI i the

confi gur atdirgmlfis ﬁcﬁt&nt@ﬁﬂ%d@é n{¥ef CorQind GAlYGIeWRhlesCHITARENTD stV Pit 19BSE
facilitating copying o regk;ts val ues .of the source_network configuration
of the one °8f ChiPE- sga% TEMRE: MmO RpYAR ARECr TR TS e Unksyiecifiga besigted

registry fdtﬂl&Wls@nﬂleLt%@t Lok N8@ksStor dheVéH MER. Oﬁroh&ﬁlstlﬁrt&emﬁmﬁee(e v%e%)ﬂ ry
file. . The machi ne-readabl e storage nedi umof claim 2, erein the

devel opnerfflcl%f‘cﬁlien%mil@nq Al B ceendiclBigndier and its) angl vigp aetsic Alcadingearhbl e
storage nmeghifbs G ByMié uséﬁ"}gxrc%hoentléh@e ORSLAE §ORbtHnif BCInvEdRLI Ng access to

one or nore files associated wt he one” or nore source network conponents
of the souP@EOhmchinhease @mhm@eslsmct” does hetcimply thei sugh aspeekis esgentidlgo g or

our ce. gk b e A R D o AR Do

machi ne. A discld®re Télatingatchianeaspesddai apgltvotoagb qoatigwratiawf, of ainm dr, more
configurations. An aspect may provide one or more examples. A phrase such as an aspect
may refer to one or more aspects and vice versa. A phrase such as an “embodiment” does not
imply that such embodiment is essential to the subject technology or that such embodiment
applies to all configurations of the subject technology. A disclosure relating to an
embodiment may apply to all embodiments, or one or more embodiments. An embodiment
may provide one or more examples. A phrase such an embodiment may refer to one or more
embodiments and vice versa. A phrase such as a “configuration” does not imply that such
configuration is essential to the subject technology or that such configuration applies to all
configurations of the subject technology. A disclosure relating to a configuration may apply
to all configurations, or one or more configurations. A configuration may provide one or
more examples. A phrase such a configuration may refer to one or more configurations and
vice versa.
[00191] The word “exemplary” is used herein to mean “serving as an example or
illustration.” Any aspect or design described herein as “exemplary” is not necessarily to be
construed as preferred or advantageous over other aspects or designs.
[00192] All structural and functional equivalents to the elements of the various aspects
described throughout this disclosure that are known or later come to be known to those of
ordinary skill in the art are expressly incorporated herein by reference and are intended to be
encompassed by the claims. Moreover, nothing disclosed herein is intended to be dedicated
to the public regardless of whether such disclosure is explicitly recited in the claims. No

claim element is to be construed under the provisions of 35 U.S.C. §112, sixth paragraph,



wherein the operation of determ ning whether one or nore source network
interface cards of the source machine are conpatible with the target i nage,
conpri seswo 2011/162856 facilitating selecting of the on@ChriSauin®3RoUr ce
network interface cards of the source machine; det er mi ni ng

whet her the one or nore source network interface cards of the source
machi ne are the same as the one or noretarget network interface cards for
t he target inaqe, wherein the operation of determ ning whether one or nore
source net¥¥R hnelemenicie cxpiesrdy sicitedasigg drecrhrargcimens &ré osompthe ickdeeof t h
the targetyl i « 3] egisiry
e ang tha e ATy PR PG SPr i ifament ROMERIA 1Y
of det er mi thtribe (eHet Helude.REhayed asrthentieds seedri therlesaniptitn pnthe claee swhrtelsn of

t he sourc ' e : 0 darget,network.interface
cards for eits @{Maeriaggfg i lr?%lgg,‘lé ?gﬁp@?[}sntgggmﬁﬂF 18 the Rt éngrrlsr?i At ng  WREEhSY a
first one oferirgted when anployades s tuanseombwomrik aichirer f ace cards and a first one
of the one or nore target network interface cards are fromthe sane

manuf acturer, have the sanme nodel, have the sane revision, and are for the
same bus slot. 16. A nethod for providing network driver injection
into a target image to 104 transformthe target imge to be conpatible
with one or nore source nachines, the nmethod conprising: facilitating
access to a source systemregistry file of a source machi ne;

facilitating access to a target systemregistry file of the target imge,

W t hout copying the target imge, wherein the target inage conprises an

operating system det erm ni ng whet her one or nore source network
interface cards of the source machine are conpatible with the target inmage;
and if the one or nore source network interface cards are not

conpatible with the target inmage, perform ng network interface driver

i njection, wherein the operation of perform ng network interface driver

i njection conprises: determ ni ng one or nore source network
conponents associated with the one or nore source network interface cards;
determ ni ng source network configuration of the one or nore source network
conponent s;



determ ning target network configuration of one or nore target network
conponents of the target inage; determ ni ng whet her the source
net wor k cwof2bgumegsson conflicts with the target networ k PECOAS2@U0aL200N;

if the source network configuration conflicts with the target network
configuration, adjusting the source network configuration so that the
source network configuration does not &8nflict with the target network
configuration; and injecting, to the target systemregistry
file, the source network configurati 6hAJMS he one or nore source network
conponent SVHAT FhCRARMFED I8, conprising: a processing system and a

machi ne-r eadabl e stqrage. medi um encoded w th instr.yctions execu l.e by the
processi ng syst1 em %f{’é‘%gfnﬁ'rfaﬁ%gﬂe ﬁtgfalgﬁgltefi%lﬁnsené:%rﬁ%)ir‘?'l%sf]em%t%l éo oeF{?cu%%(% tp'i tating
access t 0 agrs@siesysgsitte penf@g Sietiod for erovfdinmg ousmk @riverdhjiectn into a target

facilitati.ng access. to a target systemregjstry file of a target inage,

Wi thout - cOBYEE TERTOR Mg STESt VERE 10 R ETBIAO RS e e imorsghise aurinss Be an
oper at i ng isYSE®@IAs comprisingl@idefért ni ng whet her one or nore source network
interface cards of tRe source machine are conpatible with the target inage;
and if the one RSiItHHIERCESSHIORSOHISE RGBT FogtsEY AicRf AsQPige M3FNGiot conpati bl e

W th the targefycikiimg JBES0 PEFbOIATAREMRIE bf ihRkRES RGEIWINGR copiRCt i on,
wherein the operation of perform ng network interface driver injection
conpr i ses:the target image, whegi Byef3ra¢t AgagsOMPFiseoP OPYBRLYSIHBE wor k conponent s

associ ated W t QbR HBS HhelBHcSor HRM SRrGNRIKirddtEE Eaﬁ‘&seon@Js@EicedEt erm ni ng

source network configuration of the one or nore source networ
machine are compatible with the target image; and

if the one or more source network interface cards are not compatible with the target

image, performing network interface driver injection, wherein the operation of performing
network interface driver injection comprises:

determining one or more source network components associated with the one
or more source network interface cards;

determining source network configuration of the one or more source network
components;

determining target network configuration of one or more target network
components of the tafget image;

determining whether the source network configuration conflicts with the target
network configuration;

if the source network configuration conflicts with the target network
configuration, adjusting the source network configuration so that the source network
configuration does not conflict with the target network configuration; and

injecting, to the target system registry file, the source network configuration of

the one or more source network components.

2. The machine-readable storage medium of claim 1,
wherein the instructions further comprise code for:
facilitating access to one or more files associated with the one or more source
network components of the source machine,
wherein the method is for facilitating operating system streaming over a network,

wherein the operation of facilitating access to a target system registry file of the target



conponents; determ ning target network configuration of one or
nore target network conponents of the target imge; det er m ni ng
whet her twe 28oumsess6net wor k configuration conflicts w thPChaSc@iger2dmet wor k
configuration; if the source network configuration conflicts
with the target network configuration, adjusting the source network
configuration so that the source networ¥® configuration does not conflict
with the target network configuration; and injecting, to the

t ar get sysmegs Medpgitcoyying the targ¢iémegnueerepriset:wor k confi guration of the one or

lore source net wor kfa%ﬁﬂ%ﬂx@%@ée%s to]tge tt%\%r%ﬁél}géﬁq%élgtryf £ %P{h;e%a;rg&:im?%ezuﬁ%é r

facilitating access to ource sys gl st e of a“sou i ne;
means for copyging iheddrgeigmagroessa tovelpmanigeichgysindm regi stry file of a target

| mage, Wt hout W%?,PCYA 9 oéler}'gti { A9 El{'t'at%a. Cresy O%rqseolflrir’]?ets{/]s errtl & %?rt AIdBYEGRAPT | SES
an operating systent neansS Tor eter ning et her” one or re source

net wor k i nhahinacthe oparationaff fichigatiguiccas toacttgaesyaem registpafile b ethewarpét itnhg:,
target inmage; and neans far, if .the . one or nore . source network
| nterf ace BEPREETEP ST AREHEABALT BlewPRlAT ¢ HE AP getet SEg BT At 5 ng
net wor k i nhjeétoatee @rieperfointides tthdevepRERinhchiie means for perform ng
network interface driver injection conprises: nmeans for

determ ni ng ong or re source,network copponents associ.ated th the one
or more sour e et wopk AR FAD g medim OF laim E3ep I pnstiughing i i ng
sour ce netfwRAkds co@pfiledati@ioron of the one or nore source network conponents;
nmeans for determnjn ar%et twork configuration of one or re target

net wor k conponéﬁlf%tm&%tte P%?%g‘? ORG R gieore target network compauents ﬁs&rrgfgéﬁf‘&“r m ni ng
whet her t heusaResgpaRhyor k configuration conflicts with the target network

configuration; nmeans for, if the source network configuration conflicts
with the tar getdetermmmg a binding relationship between the reference network component and one

or more network services for the target image; and
establishing a binding relationship between at least one of the one or more source

network components and the one or more network services.

4. The machine-readable storage medium of claim 1, wherein the instructions
further comprise code for:
determining whether an operating system of the source machine is compatible with an
operating system of the target image; and
determining whether a hardware abstraction layer for the target image is lower than,
or the same as, a hardware abstraction layer of the source machine; and
if the operating system of the source machine is compatible with the operating system
of the target image and if the hardware abstraction layer for the target image is lower than, or
the same as, the hardware abstraction layer of the source machine, performing the following
operations:
the operation of determining whether one or more source network interface
cards of the source machine are compatible with the target image; and
if the one or more source network interface cards are not compatible with the

target image, the operation of performing network interface driver injection.

5. The machine-readable storage medium of claim 1,
wherein the operation of performing network interface driver injection, further

comprises:



106 network configuration, adjusting the source network configuration so
that the source network configuration does not conflict with the target

net wor k cwof2bgumsagsbon; and means for i njectiPagUSt@1t0bE9t ar get
systemregistry file, the source network configuration of the one or nore
source network conponents. 19. A method of building a conputer

program for providing network driver iHection into a target inage to
transformthe target imge to be conpatible with one or nore conputing
machi nes, for faci Iﬁatia'taitingccqqyergadfiomgorsrysr‘e§utﬂssrssoeiateﬁrvgthdb@¢meaornelrwor k, the
met hod con |5|

Comput | ng THEREo™ SAPRIR R B T Ret gL R kR e SR dAcaRef Prer

net wor k inﬁ@gfeflgsleaea@gedmatmEe second conputi ng rrachl ne conprises a second
network interface cagd wherelg conflguratlon of the second network

interface car d™PEeliiRg eREEHONOf SFHFTEEHAE BRA URBH BFOGREVFK FLPPHE Gor k

interface a%&gbed W-x't'h'tl‘i@ &2 R nford Surcéinetnodt intrgke ¢dﬂ@s€l§tdlfe ﬁeﬁﬁrnﬁddt B aconputing

machi ne; ding a second virtual disk inmage iS co tible with
the first déﬁrmm@h@a%%ivﬁ%déﬂ%iwﬁéhesse&raﬁéwsmﬁa’é 1’}"18 %Pgélvﬁ fquece @PP%g t he

first conputinghoRENHOERIADS Ha@mﬁhlﬂggou‘{éerﬁe%rk@br?ﬂ%ukeﬁf@ﬂ@f the one or more
extracting first systemregistry information of the first conputing machine

af t er bootspuree ndreorkicomporagpeid tgperfaeridntey s deislapment pacineybasedien thei sk
| mage, t h%o{ h&é %teﬁmyr@é R %ersxuxlc? FrREimRd 4 dng%age‘argﬂrthééd%g)r GRRAS figyr ati on

val ues for I rst ne work Interface card based on the first virtual disk
i mage; bocaséon'@teﬂhethftm gite mmnqmwkmmpmtslﬁth@gomﬁem@b@m@ndn rtual disk

| mge, LA %1 0 ?1%? dét?x?ﬁlg‘ % Ea?g%l\‘ RLtvbeld &Bﬁgﬁi@ﬂ% 08t o of f6ref | T ST

conmput i ng nachlne a conput 1 ng-rmachi ne using the
second Vi rtargalnemmlkconments bf\me Seg0 ndagysmémpmégmsrtir gy thefloretpicnin

conprisin nfi uratl n_va t. rd and
t he secong“ar‘fg b% i Bt ?Traé%’gsyéar dre%lggeﬁe teérggtel}é}%%%an\ﬁii%ﬁag Oﬁ%&g i mage;
det er m ni ngoré ﬁtev.vaisbcxdﬂedwem thepre ek inore taxganmmemrksomasr@dts@lﬁ thetitérggrimage s
between the first systemregistry informati on and the second system

registry i nforgatl o?ha%]lgchqr%s%gda%ﬁ SI{O?Q%EST‘I’d{ ngo%agﬂ:n gdo not affect network

functionalities; injec iver injection conponents into the
first virtual elhskin thagmratwmcbf;ﬁrcddatmgmgcdsh‘e adengpiLsy sempeigrydite bhbetirgnt t he

net wor k dr.i ver ectian ents. The net hod of claim 19, further
Pl fhe SR

conpri si nd™&fet tr‘ff’%n% {PgEG ?ﬁng’éltsl on pattern applicable to one or

nmor e ot her conput i n@cilitflihg mounting of the target image as a drive volume on a development
machine, without copying the entire target image onto the development machine; and
loading the target system registry file to a registry of the development machine,
wherein the instructions further comprise code for:
unloading the target system registry file from the registry of the development
machine, after the operation of performing network interface driver injection; and

facilitating unmounting of the target image from the development machine.

7. The machine-readable storage medium of claim 1, wherein the instructions

further comprise code for:

facilitating streaming of the target image from a target machine to the source machine

over a network.

8. The machine-readable storage medium of claim 1,
wherein the operation of facilitating access to a target system registry file of the target
image, without copying the target image, comprises:

facilitating copying, onto a development machine, of the target system registry



machi nes, before the operation of producing the conputer program and
encodi ng the conputer programonto a machi ne-readabl e storage nedi um
wher ei n tWe 20perwegsson of produci ng the conput er progr amPOAASA10/0312b@
network driver injection conponents is based further on the registry
i njection pattern. 21. The net hod of claim 19, wherein the
network driver injection conponents coh%lri se registries and one or nore
files associated with network conponents of the second conputing nachine,
wher ei n t fiée fbe @tgebimage, WiJoBtqoPHige Hist SREFacaige’ ipage PHp Q@tdﬁﬁﬁo%’éer?gonent s into
the first viphsalqdi sk i mage, conprises: injecting the
registries of the network driver injection conponents into the first
virtual disk i mage;loading the target sysiepj regisitngletth e regigryor thegleselppmens maskingi at ed
with the netvore eoMRONERIcoh MR BmblifelogVii ual di sk image, wherein the
operation of injecting the one or nor I'les, conprises:
i nj ecting one or noudoadiirignbe taigessyateharegiomy filelfasn the sepidtaytod thewlev ¢loprhent net wor k
conmponents into the. first.virtual disk._i and .o L i njecting one
o Tore aFeoRResRE Ry of i bR bR R v o8 hent s f nt o ¢he
first virtual disk faniigeing removal GX2he thipet systemadgistty Gle diom th® dewshvprenn t he
configurati ons of the first and second network interface cards are
di fferent M358 | east one of the following attributes: a network interface
card manufacturer, a network interface card nodel, a network interface card
revi sion, or a9bus Thohadhire-raadabkwmirdgeinmddomi atadaimal;, dherein the tapget infdwe net hod
of claim19, erej.n the operation.of. determ ni net k driver
i nj ecti onf%%‘%?ﬁBH&ﬁftrgg;} R ?,iagggh'e SOUrce machine 1 0(?8‘?%5%%@%80? tﬁ?{aﬁe set of
regi stri espachiie oheriasietliriai ned from di fferences between registries of the
first systemregistry information and registries of the second system

Ef dersEetengprk

registry infor RAEiCHHRe ghfPr more source netwoyk FUPPRNRI GOBPIEER Bnehske e

regi stri eSnte@ieabAQRivEYantiah bpdrhti sﬁbt&m%tr&éﬂlihgldﬁﬁir, @fi registries fromthe a

first set of registries, wherein the third set of registries conprises

registries thatVigEyBe tasget wease et ViBPX disi@essonal i ti es,
10. The machine-readable storage medium of claim 1,
wherein the operation of determining whether one or more source network interface
cards of the source machine are compatible with the target image, comprises:
determining one or more source network interface card drivers bound to one or
more source operating system streaming drivers for the source machine;
determining one or more target network interface card drivers bound to one or
more target operating system streaming drivers for the target image;
determining whether the one or more source network interface cards of the
source machine are the same as the one or more target network interface cards for the target
image, wherein the operation of determining whether one or more source network interface
cards of the source machine are compatible with the target image, is to be performed based
on the source system registry file and the target system registry file, and
wherein the operation of determining whether the one or more source network
interface cards of the source machine are the same as the one or more target network interface
cards for the target image, comprises:
determining whether a first one of the one or more source network interface
cards and a first one of the one or more target network interface cards are from the same

manufacturer, have the same model, have the same revision, and are for the same bus slot.



wherein the network driver injection conponents conprise the second set of
registries, 108 wherein the operation of determ ning a second set of

regi stri e§0 200mpedses: determ ni ng a fourthPs&EtUSAI110BYPGL I €S
by renoving one or nore registries of the first set of registries, fromthe
registries of the second systemregistry information; boot i ng

the first conputing machi ne using the $e&xond virtual disk inage with the
fourth set of registries without the one or nore registries;
booting the segond TR REdHiKtGreiRbRI shRagéThdddint beclsiecnd virtual di sk inmage
with the fourth set tﬁf registries w thout the one or nore registries,;
det ermi ni ng y\hé‘fhﬁ@Fn faPLE 08,04 IetPriping Ot %ﬁl%n?rﬁ.ﬁ%c%%m"?% °PRe r.fefiﬁrt h set of
regi stri esisyclaR@Withth€oRNE nfre SRER deB@IrR tnidrBSe tads obmphdeR! € Wi th the first
conput i ng machi ne; o . determ ning whet her the second vijrtual disk
i mage having the fotterminiag apinstapcsof e fird SOuipe Mistpedite neierkotriveppamd to
registri e%n'uﬁp&%ﬁ%@(gf'amix_%té%é Br 4 DGr2 eIk HRIRU LNO1FRE RirdBe oflE one or
if the second virtual disk inmage having the fourth set of registries
Wi t hout t heore seuresynefirts intergics eadegnd s conpatible with the first conputing
mchine and 11 the S&GafnYhE e tra edoBASBAKIABedillEnd QU dHivElougl
registries without the one“or nore registries I1s conpatible wth the second
conput i ng toac hppeesdgexd thedinstapce hEthe fisst syurseontermeslfitsnativerk drivoratche second set
of registries, and.wherein th hod fuyrth i L.
booting the fi r's reclzn\cl)\(ﬂrr‘faﬁrtl? %rgm%géﬁ?éneeneg‘g?rﬁgcglpﬁ((ganegt?rqg%pﬁlsl%ﬁ{‘%gfta%ﬁes? lgthlemage wth
t he net worskurde hateprki infeefedel cand drosep dheeindtaice of the first source lb@ahéedige hdtwogkecond
conmput i ng chi ng, usi t first, virtual di.sk i e.wth the network
driver inj dg‘g’?r" S'Hje té%f‘?ﬁ%ﬂ‘é%%@?e %fpd source m%ermedlat&é]fa{é‘f%%lf AiWS whet her the first
virtual disk i rageinht bpdritonrgideeinkinilg isvigce natveR icbofizueolvp ol ehietole bSmore
conpatible with th(i first conputing nmachi ne and the second conputing
rTB.ChI ne. source networ components, comprises.
determining, based on the source system registry file, a driver installation file
name and location, a driver binary file name and location, a windows services name, and a
global unique identifier, for each of the one or more source network components,
wherein the operation of, if the source network configuration conflicts with the target
network configuration, adjusting the source network configuration, comprises:

changing an installation file name, if a conflict exists with the installation file

name;
changing an instance index value, if a conflict exists with the instance index
value; and
determining instance numbers of the one or more source network components.
12.  The machine-readable storage medium of claim 1,

wherein the operation of performing network interface driver injection, further
comprises: '
facilitating copying of one or more files associated with the one or more
source network components of the source machine onto the target image, wherein the target
image is on a target machine,
wherein the operation of facilitating copying of one or more files, comprises:
facilitating copying of one or more driver installation files associated with the
one or more source network components of the source machine onto the target image; and

facilitating copying of one or more driver binary files associated with the one
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or more source network components of the source machine onto the target image,
wherein the operation of injecting, to the target system registry file, the source
network configuration of the one or more source network components, comprises:
facilitating copying of registry values of the source network configuration of
the one or more source network components into the target system registry file; and

updating registry values of the target system registry file.

13.  The machine-readable storage medium of claim 2, wherein the development

machine is the source machine.

14.  The machine-readable storage medium of claim 2, wherein the operation of
facilitating access to one or more files associated with the one or more source network
components of the source machine, comprises:

facilitating access to the one or more files associated with the one or more source
network components of the source machine, without copying the one or more files onto the

development machine.

15.  The machine-readable storage medium of claim 1,
wherein the operation of determining whether one or more source network interface
cards of the source machine are compatible with the target image, comprises:
facilitating selecting of the one or more source network interface cards of the
source machine;
determining whether the one or more source network interface cards of the
source machine are the same as the one or more target network interface cards for the target
image, wherein the operation of determining whether one or more source network interface
cards of the source machine are compatible with the target image, is to be performed based
on the source system registry file and the target system registry file, and
wherein the operation of determining whether the one or more source network
interface cards of the source machine are the same as the one or more target network interface
cards for the target image, comprises:
determining whether a first one of the one or more source network interface
cards and a first one of the one or more target network interface cards are from the same

manufacturer, have the same model, have the same revision, and are for the same bus slot.

16. A method for providing network driver injection into a target image to
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transform the target image to be compatible with one or more source machines, the method
comprising:
facilitating access to a source system registry file of a source machine;
facilitating access to a target system registry file of the target image, without copying
the target image, wherein the target image comprises an operating system;
determining whether one or more source network interface cards of the source
machine are compatible with the target image; and
if the one or more source network interface cards are not compatible with the target
image, performing network interface driver injection, wherein the operation of performing
network interface driver injection comprises:
determining one or more source network components associated with the one
or more source network interface cards;
determining source network configuration of the one or more source network
components;
determining target network configuration of one or more target network
components of the target image;
determining whether the source network configuration conflicts with the target
network configuration;
if the source network configuration conflicts with the target network
configuration, adjusting the source network configuration so that the source network
configuration does not conflict with the target network configuration; and
injecting, to the target system registry file, the source network configuration of

the one or more source network components.

17.  An apparatus, comprising:
a processing system; and
a machine-readable storage medium encoded with instructions executable by the processing
system, wherein the instructions comprise code for:

facilitating access to a source system registry file of a source machine;

facilitating access to a target system registry file of a target image, without copying
the target image, wherein the target image comprises an operating system;

determining whether one or more source network interface cards of the source
machine are compatible with the target image; and

if the one or more source network interface cards are not compatible with the target
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image, performing network interface driver injection, wherein the operation of performing
network interface driver injection comprises:

determining one or more source network components associated with the one
or more source network interface cards;

determining source network configuration of the one or more source network
components;

determining target network configuration of one or more target network
components of the target image;

determining whether the source network configuration conflicts with the target
network configuration;

if the source network configuration conflicts with the target network
configuration, adjusting the source network configuration so that the source network
configuration does not conflict with the target network configuration; and

' injecting, to the target system registry file, the source network configuration of

the one or more source network components.

18. An apparatus, comprising:
means for facilitating access to a source system registry file of a source machine;
means for facilitating access to a target system registry file of a target image, without
copying the target image, wherein the target image comprises an operating system;
means for determining whether one or more source network interface cards of the
source machine are compatible with the target image; and
means for, if the one or more source network interface cards are not compatible with
the target image, performing network interface driver injection, wherein the means for
performing network interface driver injection comprises:
means for determining one or more source network components associated
with the one or more source network interface cards;
means for determining source network configuration of the one or more source
network components; |
means for determining target network configuration of one or more target
network components of the target image;
means for determining whether the source network configuration conflicts
with the target network configuration;

means for, if the source network configuration conflicts with the target
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network configuration, adjusting the source network configuration so that the source network
configuration does not conflict with the target network configuration; and
means for injecting, to the target system registry file, the source network

configuration of the one or more source network components.

19. A method of building a computer program for providing network driver
injection into a target image to transform the target image to be compatible with one or more
computing machines, for facilitating operating system streaming over a network, the method
comprising:

selecting a first computing machine and a second computing machine, wherein the
first computing machine comprises a first network interface card, the second computing
machine comprises a second network interface card, wherein configuration of the second-
network interface card is different from configuration of the first network interface card;

building a first virtual disk image of the first computing machine;

building a second virtual disk image that is compatible with the first computing
machine and the second computing machine;

booting the first computing machine using the first virtual disk image;

extracting first system registry information of the first computing machine after
booting the first computing machine using the first virtual disk image, the first system
registry information comprising configuration values for the first network interface card
based on the first virtual disk image;

booting the first computing machine using the second virtual disk image;

extracting second system registry information of the first computing machine after
booting the first computing machine using the second virtual disk image, the second system
registry information comprising configuration values for the first network interface card and
the second network interface card based on the second virtual disk image;

determining network driver injection components based on differences between the
first system registry information and the second system registry information and based on
registries that do not affect network functionalities;

injecting the network driver injection components into the first virtual disk image; and

producing the computer program based on the network driver injection components.

20.  The method of claim 19, further comprising:

determining a registry injection pattern applicable to one or more other computing
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machines, before the operation of producing the computer program; and
encoding the computer program onto a machine-readable storage medium,
wherein the operation of producing the computer program based on the network

driver injection components is based further on the registry injection pattern.

21. The method of claim 19,
wherein the network driver injection components comprise registries and one or more
files associated with network components of the second computing machine,
wherein the operation of injecting network driver injection components into the first
virtual disk image, comprises:
injecting the registries of the network driver injection components into the first
virtual disk image;
injecting the one or more files associated with the network components into
the first virtual disk image,
wherein the operation of injecting the one or more files, comprises:
injecting one or more driver installation files associated with the network
components into the first virtual disk image; and
injecting one or more driver binary files associated with the network

components into the first virtual disk image.

22. The method of claim 19, wherein the configurations of the first and second
network interface cards are different in at least one of the following attributes: a network
interface card manufacturer, a network interface card model, a network interface card

revision, or a bus slot for a network interface card.

23. The method of claim 19,
wherein the operation of determining network driver injection components,
comprises:
determining a first set of registries, which is obtained from differences
between registries of the first system registry information and registries of the second system
registry information; and
determining a second set of registries, obtained by filtering out a third set of
registries from the a first set of registries, wherein the third set of registries comprises
registries that do not affect network functionalities,

wherein the network driver injection components comprise the second set of registries,
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wherein the operation of determining a second set of registries, comprises:

determining a fourth set of registries by removing one or more registries of the
first set of registries, from the registries of the second system registry information;

booting the first computing machine using the second virtual disk image with
the fourth set of registries without the one or more registries;

booting the second computing machine using the second virtual disk image
with the fourth set of registries without the one or more registries;

determining whether the second virtual disk image having the fourth set of
registries without the one or more registries is compatible with the first computing machine;

determining whether the second virtual disk image having the fourth set of
registries without the one or more registries is compatible with the second computing
machine; and

if the second virtual disk image having the fourth set of registries without the
one or more registries is compatible with the first computing machine and if the second
virtual disk image having the fourth set of registries without the one or more registries is
compatible with the second computing machine, excluding the one or more registries from
the second set of registries, and

wherein the method further comprises:

booting the first computing machine using the first virtual disk image with the
network driver injection components;

booting the second computing machine using the first virtual disk image with
the network driver injection components; and

determining whether the first virtual disk image with the network driver
injection components is compatible with the first computing machine and the second

computing machine.



