-/ SYSTEM AND METHOD FOR PROVI SI ONI NG UNI VERSAL STATELESS DI G TAL AND

/- COVPUTI NG SERVI CES BACKGROUND OF THE | NVENTI ON [0001] The present

i invention relates generally to renote access of digital data and services
and, nore particularly to a service provisioning systemarchitecture for
provi ding uni versal stateless digital and conputer services. [0002] The

configurati on g,h voI ved over the past
fifty ears si aﬁgﬁ ?’B‘(?g T%"@ﬁ%ital
conputer. In the f| rst AlsaN r of users, such as

cor porate enpl oyees, etc. accessed the proce55|ng power of one or nore
centrally IBAMGEMOEHRHEMENG‘I@N using "dunmb term nal s" connected to
the mai nframe conputers via a conmuni cations network. The mainfrane
conput ers provi déd01d|The presené Sekwpnpcines g@ndllylailanmtemceﬁgeofdig'tal Hathiees. The
dunmb term nal_.was used fo m.t ed uttin ta.to.the i nfranme
comutrs. anaaeapraotr ol et ek g PR s A A BB ut or <.
That is, thmuvainﬁrttatblesarﬁg&llamﬂmbmmterkm&st he capability of processing or

storing data lo ntlaII , _the dunb termn seless upless it
was connect ed tga‘{)%ﬂ?ﬁ % fag‘?%oni‘ﬂué?léy q’é&?‘@ivﬁ ﬁﬁ?%ﬁ% and
install ati onﬁys aﬁ@gm@m@omnmcmwfammmrampﬂsgmﬁﬁﬁe@]dlgi&\lvebiﬂ;sutert hva thé gh cost
associ at ed uiri n%Pand mai nt.ai n| ng the _nmai nfrane coqput ers fuel ed

the avai | abft l"s}ltéﬁ I SEREPRrORy bR & JEERy 5ot HEPLRRATRINEEHUTRr (" PCY)

in the 1980gceshdl thk PrdksstRtpdveti € dn@Sr thobd SRy QG |n@e§ﬁﬂ%!iﬂ@ ccﬁi;ﬁgaré s a
sel f cont ai ned ;ﬁlg@utl ng systemwhere all processing is perforrred I ocal ly,

and all appil n§THAYS gengcdsdtocthe SRS (PIET B Hia) eprpypicatiy

relatively ddpwrg0StheOhaiRfime @0abhed p%ﬂ@édeaw%ﬁfc@ssﬁ@%mlahd Ry g@@@gees to
readily acquire and utilize the processi ngl " power the PCs instead of
i i

rel yi ng on ‘aeillssy dhe dumb teamingl W@ﬁ‘c%?‘éf?f ehie %ﬁ%rﬁé‘ta to fsweajeliamyser s
coul d not eagiphiéy ara%pg%hg ou@ﬁl dalh @5&}&@&%&{@% doRBhtbrs PPRaME i NOT

part of a central I zed néetwor did not” necessarily use the sane
oper ati ng sd#thetarmmabglid net dgee é%?cﬁanab}hﬁe@dam@es%ngom fioingl ddogdycadly. any

software t %sg&ngﬂf GHE Qb 't&ﬁﬁﬁm’fa%fais RlsQess ifRTRE FFaPlonhlGedS A MRe %? uﬂt‘é‘ﬁﬁee

appl ication I n fer ent person corrp_ut ers pr event ed users
conmmuni cat i oegpaiens Shadddingted ananiimanslautielotibre specilio 00ainulhgdes n@wnﬂq:t ivity

and compat i1 o3y SBLEMR. e Nt DSy 24002400, RSy RYE: ELBSAAf o

client/server clren Wer e t O ea%h eot her
via a pri vediergonpamiutat (ohs! the avwlakilitysachpapslagitycof the rdatléopnet pavsdopl and t o

a common S& om%uter (“PC”) in the 1980s. Initially configured as a stand-alone platform, a PC is a

self contained computing system where all processing is performed locally, and all
applications and data are executed and stored locally. The relatively low cost of PCs
‘enabled single users and small businesses to readily acquire and utilize the processing
power of the PCs instead of relying on massive, centrally located mainframe syétems.
However, users could not easily share data'with other users since their PCs were not part
of a centralized network and did not necessarily use the same operating system. Also,
since each PC needed its own local copy of any software to be executed, incompatible
versions of the same software application in different personal computers prevented users
from communicating and sharing data with each other.

[0004] These connectivity and compatibility problems with the standalone PCs
gave rise to client/server systems. The PCs (or clients) were connected to each other via a

private communications network, such as a corporate network, and to a common server




storing data and applications. The server naintains the conmon data and
provi des copies of the data to the clients upon request. However, since
the client/server systens rely on the processing power of the PC, the

har dwar e and software conponents of each PC of a client/server network
must be constantly synchroni zed and therefore upgraded. In many corporate

settings, PGoriag e smpptctiond e daky eHishind éﬁ%&ﬂmwﬁ&h!%%ﬁfwﬁ&dcoﬁ@ng .
di verse | ocations. Dependi ng on the age and type of the PC system certain
har dware  cShBGHaRte tecligts Fronegpesh rBewersn siice g rliemisayensystons miy gn ( RAV) ,

hard di sk deyl f38Rssing®dwer o£&B PRE (AR AHRI A sofi Rl a6/ oMintNA Wk BB LAS ngg the

entire PC system However, even when it is feasible to upgrade the
syst ens, t hel@gseveymeiyogs musthg copvuslstechwhizptandtheretire upgaddde Is tmgyer i ng.

[ 0005] menc&rﬁ&a@%e&%@&,ﬁﬁ@&%@ RAnd QRIS Qﬁegpg%@gﬁféd tﬁl%ﬁ%kﬁ%g iau? ﬁ%ﬁ%rem must

be replaced. For exanple, newer versions o war e ap I ons

oper ating sy¥esenbocatenps. Mapeiding bt and Hpabiflthe PEsysthmt cammniordvree
satisfied b . St . n I PC sV, m i.S..considered to
be. obsol et ot iR b R0 AR debess bl QU Bl

r epl acenent etof canisuwandsi afreiPEsd astholttrerachs thy entiye POrewtery e Blogevdr,GO8H] | n
addition to . t - ur.chasi,n ew, har dwar e d saoftware, th st of
resol vi ng tﬁ%ggg$$%%?§L§§dmﬁgﬁﬁﬁﬁgggégﬁ%ﬁtﬂﬁﬁ%ﬁo e OﬁWﬁﬁéiéﬁ)

cl i ent/ ser veystesy stuehn staggaerinige substantial. For exanpl e, many software

applications ar eadi | y . backwards ., conpatible, thereby inposing a

si gni fi cant bur ﬁgﬂﬁiy}ﬂeﬁ ec%q 5‘@?65{ PAOTE 195oks HekdRd thebing %’Btle@ st g‘? ons of

sof twar e apgblaclt iFonaaamleahdwd@esivat 6186 ftwidsapslitaiics St b@érittﬁ% s@dtérRd day andI It he
oftware, jinsta

cost to upgrade .each system. provide bicen ed copies_of s

and mai nt a]ieﬂl_nfeﬁ@r@%ﬁr‘f a?éff‘lélml tbﬁé’a%ﬁ "e‘?tns%iﬁ]r .y!%‘%t%g P[%r?é(StFIQEUGFI}eF?é]Ycost s of
running a gPCestkRck \BhsidRdd M ke bsoRtcCR RREab T8 yeRYeMeMbl hedBimtif:

adm nistration c abllltliggiE the _trackjng and catal oging of software

appl i cat i onfSLAITPRREFADt G Ayl of PEpRPAen pheterl thiseveHs-of new software al so

exposes the cor josa| & biRion!td LS b plrchhdiSkSow AH8whR AP Lo AWaranE: SREUTI LY
of the corporate network can be easily breached by hackers or disrupted
partial |y off pseivingthe sefpwars and\hardvews campaiibitie protderas injthe ¢lisavrervensystsm

conput er Vil $8SulMiafaid 16 karhs thdySsofttvad W QAgS LERLL Qdijyzb%gﬁ% even
ual' s (6}

authori zed software application or files. 008] Indivic 0 are away
from t hei r wPpréde.otheishy Hapesing ovighificAnh guerdnt Be euiboratips eto smapitairhei r

corpor e Sk IO TN RS RLGE B Sy, I g OPLhe | 0
and the cost to upgrade each system, provide licensed copies of software, install and
" maintain the software is the largest portion of the recurring costs of mnning a
client/server network in a corporation. Even with remote administration capabilities, the
tracking and cataloging of software applications can be very onerous.

{0007] Installation of new software also exposes the corporate user to security
risks. The integrity and security of the cbfﬁorate network can be easily breached by
hackers or disrupted partially or in totdl by inadvertent or infentional introduction of
computer viruses when a user installs or downloads unaunthorized and even authorized
software application or files. .

[0008] Individuals who are away ‘froni their office often have a continuing need to
gain access to their corporate networks.-‘ ; They may need to access files, e-mails,
applications and programs running on their “desktop”, etc. (“Desktop” refers to a top

level, local graphical user interface environment customized by a user to display and
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| evel , | ocal graphical user interface environment custom zed by a user to
display and 2 provide access to data, folders and applications.) One
approach is to use | aptop personal conputers to enable users to access the
corporate network to renotely access their files and c-mails. That is, if
appropriate conmuni cations software is installed on each client |aptop PC,
the users c : t cor rk to transfer
files fror n%’?o o&&'ﬁ%g%%lgot %%E&ggrg\%dr ép?’ H?aglﬁn Ia)%ala%[?rgaclil 1%& h%\)ﬁ@ Refs98l or a

br oadband @emnveteltsﬁ@ prabdugiarsae agceek q;etcmlpoﬁtwhworbeas rdmdney (aEQSks) theif ifilescabl e,

etc.). Al eside ar ally exe e on t eIocaI
client |aptop I%(E? %%/\h?Pat a4 ?gpp%gjﬁlraéea%oﬁu?%mab?I}?ﬁ‘loﬁwmietls H’é@gg‘i?‘f Sﬂcgs"' ¥Hat each
and every sutaposby ﬂxameerapmi renmtdlpacdes ¢Sk ahd ek corpdwtfallﬁw(ﬁld 1@ RghsthAen

parti cul arl gen OBt TEREToAg0: Ao Elpb 08 JUFEBE ol ris PEIEE.
software appinectn e, ascamgimp Obecribe hﬁe @zxslgns;uveabié QR0P] Aﬁnﬁph@eﬁwﬁppr oach
ri vate networ provi de wi de area

uses a traditional ‘{1 ﬁﬂﬁ aﬁ
net wor k ( WARJOSEITERYS Loty G¥redteoatis léc%gjé‘?m laBYS’BtPQ) n'Vide tiscpropd is
corporate | @ﬁz@ﬂe aif 8RcAASTNRT Haf bAN) a:r:xd'°~e\§«élﬂ>J AN 68046 C; pgﬁéhn‘éﬁrbe' HRlgaENt an
Open System I nterconnection (OSI) |ayer ext ensi on bet ween t he LAN and
the renote GEIBW R4t theh maantpippheR cah &WOPP@coﬁﬁﬁéﬁ@ﬂﬂﬂh?‘@Hgm% PN to a
LAN appear s ggisodch, pdrtiduSarlyin’ 641 of 150 eﬁtg&hgqulgfant QResLMNhe /PN
connection requires expensive VPN termnation equi pnent (or a c ient-site
VPN rout er) HSEaioes cat bewae aBie*efst¥e connection, or VPN cli ent softvvare
nstall ed and combbguetheRlopbBEClieni RGN Sl ﬁ{ra&@%rew&%?gv VPN
term nator provides'|ayer 2 packet processing as as appr te packet
encrypt i on/ BrEEg peidcoed Rt eikdfeA N} onngtiviiy g ssiemioter usBCoogdion d¢ amgltslg/st em or
client baseg,qd&af i [ Ware mypator, it
bot h requi relcon5|1der§%@{é‘%wgac Ee&t&)p%ggggil ng %%L%%ggn%flmplé}%é gl 2%l e
packets, i nipion fpteicaingion (@@ﬂt Ia]mlcicesglsmg betyweed e bantdné tRCremAtcaseti ngl y,
a separate gedicat the.re | ocation.is often
required togs%%ﬁorl‘?q?%‘ﬁgﬂg%%ﬁ?c ctg& %ug}leaqg?{ﬁgt AN PSS BUEMy  and
reliabili tydmctlh@mmectntb@tst@@%d&@m&me@hﬁgmﬁm&dmmeqmm erpdreive VBQ i tsel f.
Thus VPN I t ut te S onfi ure and
costly to :‘g}r%lﬁl S m§m81q ((r)rla?’(ﬁleﬁ{s%{% jel)qﬂcaéﬁidl ?8?0 tf 05 8 yEeDs
sensitive cor\RN ainmt sheftveara@install el foerifi goekdadn the olivigl hahined TDEtHaEERC Ithe Secure
cor porate nﬁﬁotréémﬁa gr t he. C{DC/ I aeeté) Once data is

provides™ layi packet processiug as well as appropriate packet

enctyption/decryption functionality. Although either PC operating system or client based

VPN software can mitigate the cost of the VPN terminator, it both require considerable
packet processing to assemble and disassemble packets, imposing a significant processing
burden on the PC. Accordingly, a separate dedicated VPM terminator at the remote user
location is often required to support VPN connectivity with required levels of security
and reliability without imposing tndue processing load on the client PC itself. Thus VPN
equipment is not only expensive, but tedious to configure and costly to administer and
maintair,

[0010] In all of the above cases, sensitive corporate data are transferred and
duplicated between the secure corporate network and the PC/laptop. Once data is
downloaded and physically copied, no access or transport security system can prevent
unauthorized, uncontrolled distribution and misuse of the data, which happens without the

knowledge of the legitimate data owner. *




downl oaded and physically copied, no access or transport security system
can prevent unauthorized, uncontrolled distribution and m suse of the
data, which happens w thout the know edge of the legitinmte data owner. 3
[0011] Still another approach to extending the office environnment to renote
user location utilizes an application service provider (ASP) nodel
requiring the in | &t ialj sof.tware .in the network
server, such as g‘)’? ir]i %mc%{r& B%% gqp?%aﬁﬁgo L’%‘a}gﬁr généﬁ:? e%%?%ﬁéo 2 o to B

i ndependent lecaiuitilizgs ay apiplitation serwic proA) (ASPY todél lrequiiire; theBktalbationSEr ver

situated on L AN ctign as._an ASP by hosting .nultiple virtual
machi nes, tgﬁ%g%llké?ussxl%% g%frh{'e%{; rent &1y Tofdted EFt efit E%l’% hﬂﬁ’g@gﬂ%t‘i vely,
M crosoft Gintsloamed® esftvears\isikinglépehdehie conynaing Sehitéctrs (ICAES)pratsddlg Thenot e

desktop pro | RDP n_be utiliz t r ovi | ti.pl e virtual

machi nes. H%%gré{rﬁegvt%?lﬁm{%ﬁgn %@Wﬁﬁ@%ﬂ&ﬁﬁﬂs smjli‘?ﬁﬂ‘g%m?%@%mal

consi der abl enaphinse s ivagous odifferent femetel icesitd REent TR Altem¥ileRe MaRtRofk O
network faults and =Seﬁ;lé¥£t&%®b eaches, such_as "nman-in-the-m ddle" attacks.
Addi ti onal | éorptof?goﬁép a%ﬁ?f rervages HEXTS) ping, refeate efkioR Perioroénot e
execution f (riok) eaalbt tyilizdneo RrbAle Aty SLANRS HMehBesdeseRad:, angh deyel oped
to overcone_  the bandwdth limtations.of the prior communications

net wor ks. Ot Bl ISgiodRpre 1w foadduahie ieenag lead gnihe pligneREed t he

bandwi dt h ofnd dt€ vEREMAbIBItE BEtWERSTaME! MB sKourityTh8adREL WRthKas BAREWM-B: Bnilile
increasing faster than mcroprocessor speed and doubling approximtely

every nine Affikhs Addifimally thedif-brged evroashuet bestt revides orlimited sypsttens” and
t echnol ogi egyec@fchamidikedity. " BRASH: BY s§s'f£’1{§‘ Melal> Qslf(sgéu@? ?ﬂcfl"dse\ﬂalgé\%dqg obd8ome

shortcom ngs of the prior systens and networ rabl'e to provide
a syst em anthe paadyadihslapitasinagdt theypror agmerumnicetiens awivenks. dSueektebimwlagidabnt

machi ne, i ngludi-ng.ge Beal ' ' %H-?: | sarifiat ihes,
etc., from anyvvﬁerg [ E&meww%ﬁ]‘g%\%%@f%pﬁghﬁgﬁ%g?lﬁ*e TR The™ 8 |1£:%et%\n]!kt hout
conpr oni si n§resegpik Yandwidth e dicreasing Masteavthdva miwepredessof tspreedeanidndaubBig uct ur e.
[0012] Managi,ng.: I [ e fhei.ently -h ver bee re
difficult g%p%?gélgg ggr tnlggln%%ﬁo r @Erggeseg.ﬁdni%ﬁl{i %%luggfst@ggﬁorﬁ%sg? g%?f)‘n(rl or
deskt op systedmslogive.attberew]y randerpay theri ohsolsiee dn waysoft the sbatiomipsrofhkse and

a0 ngs. carp b sRAT Rl S Atk T eSS R B S b g °°°
unr est ri ct edentc essrdp abieghhipedir nachies, aphdiga téshrs, EEDRr &) Spjiticatid:ds) cal
requi renment ir nagi ng i nformation.syste efficient]y. Thys, it is
desi rabl e t%ﬂaﬁa\g%a gﬁe‘gsgllg\’/ii%l‘c%1 %Wi}f’rg i“i')ﬁ ot & L e A% %Hi i{’e@’? Bﬁ%et"f‘fg’f’%an
provi de an dempesiising tedrityativeé@ingtinew hardware/software mfrastructure.

{0012} Managing information systems efficiently has never been more difficult or

more essential for success. As the cost of ownership for desktop systems escalates,
corporations need ways to reduce purchase and upgrade costs, administration and
maintenance expenses. However, these savings can’t result in a loss of functionality or
performance. An unresiricted access to high Igerformanc_:e applications remains a critical
requirement in managing information sy's'tenié' efficiently. Thus, it is desirable to have a
service provisioning system architecture that can provide an unrestricted, native and
secure remote aceess without modifying or with minimal changes to its existing hardware

and software infrastructure.

SUMMARY AND OBJECTS OF THE INVENTION




secure renote access w thout nodifying or wwth mininmal changes to its

exi sting hardware and software infrastructure. SUVMARY AND OBJECTS OF THE
| NVENTION 4 0013 Therefore, it i an object of t [ ] is he present
invention to provide a service provisioning systemarchitecture that
delivers universal stateless digital and conputing services and overcones
the above-noted faestaRAMNESH i 90 bhor 5t i r@&@ﬁm@mﬁ@ﬁ 0 ogidetme&{ﬁgsem
invention to provide a service provisioning systemarc fecture t hat

provi des a geviseangr wEermbirehitestistbatifelerp aniversateitateless altgie snd congoitipgr at e

system SUCRfRed B0 SLHPILIEHA Bofihlifls Wi Lh no or mi ni mal

nodi fication to the existing hardware and software infrastructure. The
corporate data H8MIEt icammother ehicti of elle wirtdenta iventiveic tw rpr@fidec @nsaeicé on

service device. t0.proyvide a. yre I e access. from.an ere in the
wor | d. [001?‘]%%’#?@“" N et%lﬁia\‘/"g”tg‘%@? il Ewgl%rre?ﬁ?)"d“eeh%ﬁ’%s“%{% Szg\é\?l”b‘f%“%m%?i ent
devi ce, pr edcessabloprpmra¢ aystingSshelchd kpicydendrpise dath &RRESSIH Ao enihi@Bbur ces
i ncl udi ng appli.cations. and ..data, Thus i t hout. requiri a |l ocal copy of
sof t war e orglﬁg]tﬁ%g%n t8§P? SRR W P varg E’écﬁ?fff'% . ggﬁ%‘?”o{f’?fhd@%rf t he
| nternet, acdteacaessotifitedieskt omnepear @tcomgctytictie ddviceso pdide apptireat i ons.
The user can further .access, ot he dilg'tal services, such as digital video
and rnusi c BFSRFESE? SOy RbSe 2 s 8P Lol - (1 P) tel ephony and the Iike, using
a client device [0008} Tk i lis@entivé eleanh Sind et @ bRIbBRI ¥ usdrher §¥se@Mubvig udes an
aut henticati O{.%F stem or nechanism -such as a smart card. _0016]§§¥
defining a M %WMG@ qligR qeRige.dp giEHIToBe Esewses npadipg PSS 884 vi ce
provi si oni ngut$ yBue W idticatich Gieihl b Rolf dofy 5f Bklatetr@lata®y _@&ﬁe,s?éndﬁ@ﬁ&d“%éﬂ ity,
security and long- terminvestnent protection at a significant lf’ ower
overal |~ costsYRsR IotPosnap ibaliirest anfaccest hivdeskigr opsaing systemntileslpeg ¢ al
service to @plieBhe TIRGAL QR M&P%&sﬂﬁ%ﬁf(@@%ﬁa&%ﬂ&h Yital Qfde{;]&?d dat a,
any application or supportive hardware. [001/] |n accordance with an
enbodi ment BRS¢ Eagiasiselterneiseipob 41F) tielepliony and ithee likes yisingra elésnt veviee di gi t al
services frommamEeiSitdifgn Nt WaLK: S 0 : OHQE single
"Digital D al Tqﬁe" net vvolﬁk V\rﬁg\'ftghogf méc%}gnfél?o%c%iﬁ%%argg%%ﬁ%%r rmgjlaPryi ng any
of the furfeedhanisn, ygetsadupmiscahd har dwar e/ software i nfrastructure or the
exi sting networ T v Ky yeTal e stem archi t.ecture of. the
present invent i El?]ﬂlg%%ﬁ él%ft?lgﬁ{%lﬁﬁglp én{?xy oﬂié?fyepugg &gﬁal%ervﬁes, t‘}le mMvEniive sefvice
provisioning system architecture offers multiple levels of functionality, security and long-

term investment protection at a significantly lower overall cost than prior approaches, and
allows delivery of any digital service to a remote location without requiring a local copy
of the data, any application or supportive hardware.

[0017] In accordance with an embodiment of the present invention, the inventive
system delivers digital' services from an existing network, system or data center through a
single “Digital Dial Tone” network without compromising security or modifying any of
the functions, operations and hardware/software infrastructure or the existing network.
The service provisioning system architecture of the present invention connects simple,
low cost, low maintenance client devices, that can be incorporated in various forms, such
as desktops, portable, wireless, or embedded in existing legacy appliances such as TVs,
PDAs and PCs.

[0018] In accordance with an embodiment of the present invention, the service
provisioning system provides remote access to digital services over a communications
network, comprising a plurality of client devices comnected to the communications
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| ow cost, | ow maintenance client devices, that can be incorporated in
various forns, such as desktops, portable, wreless, or enbedded in

exi sting | egacy appliances such as TVs, PDAs and PCs. [0018] In accordance
wi th an enbodi nent of the present invention, the service provisioning
system provi des renpte access to digital services over a comrunications
net wor k, CORBHJoRd RY r@&uBltnk AldithVseRfices o pﬂfa;‘ﬁhp ARANEGLEDnE ﬁ{ergé}l%r; ,
communi cations 5 network for requesting digital services froma p firal i ty
of service eBvlefiomafiy gicdalesrrviery Jdbe pletwdrk oeperation dieyfet abnuseteditoethe The
net wor k opepahi R4t ﬁét“ﬁﬁp%%hﬁ&tés%ligﬁtedev&gmh& tﬁn%ﬂggeg%‘é wrk and

aut henti cates client devices and users,, manages Sessfons, ana Br’oc sses
request s f oprogsgestrafiuesierfod digital sAvicem né coorecias ssotisibd tithichth eadte sateyi ce

center est s SS|.ON W cllent i ce specified by the. network
oper ati on cgﬁéﬂé@&gﬁd’% S%%ei’%@ﬁf’é nt(tagl e?ﬁeggﬂr?glﬁe%g%fFeo?e(S‘@%Fsc’pS’fag?%& gt al
servi ces W tiviapsulatesetliotreitive pert@otsi ofethe pdigitad setviced heithime mDfeoten ingdr&tive Ve

protocol in i.nf or mat.ion for gener.ating.a hunan-. percepti bl e

P sentat i oftoBacr nuReRaR: B B dpET RO et alRD st el e

digital separcepéiblevirtdentationroditeydliog ddviehar shaaie aatdots okt tethe digital
infrastructure of the _ser&{%ce celnt(?rs_'. @[}'801 I n.accordance with an

enmbodi ment  5F V' fHeVPPTE SRR IE | EVarR god Shves nfpdero Al A sEYRBd

provi des a smew.e renpte access to digital services over a conmunications
networ k. The net pg‘% onneq%az1 eac{; ser\{)i @ie center to a connector to provide
one or nore di gilP%?1dRpgqordRenyih ap KEbedimenhPIcRE iPgEt HBYSREP X, the BREVIE®NNeCt or
encapsul at i fgvisiesig Chbthed NALVINE RN Rb@6 Ofefno®f abddes db Uikl S8FiMdsCO&Rr W thin a
common renote interactive protocol. The nethod receives a request for a
digital serSAURISGAHPRSBTWOEN The MEhd eINEdh FHh Trdh @Nies 67 2 SANRECIOT tent

devi ce overprblige GRIBH kA tigRMNSscARIMRN 4 thd REBmaRGIWRIK RRERIHO QOI%Q%Pr .
aut henticates the user and the client device. If the user ‘and the «client
devi ce ar e AWGIRTRRNTEEFRAGIERNEVE BIOgoly 9& ealgitahseyvipssvithin @ pommiey reswote a
devi ce  CONAREILRNpoRcbNCTI haflq ABUIES: tu&B RN & ilfhg%rnz%e'a%ﬁa\)ﬁto% &
session. The nethod translates | nput/output cormmands of the requested
di gi tal serS¢givéss Gentes fonea nssromes pligné davied veer thy oeromwilicdtipns hewodnn®og or |

t her eby nakj AL G i the, s. i cent
renotely a(l?ig gg.g% EF %rﬁlt?%pt {ee?\%%';%ngk%tgéetrh S gﬁe\ffﬁ‘g ﬂ{\%%h%]% dgﬁlﬁé\r/\]{f %%eu\?f"lc?d\?\nﬁ? hout
modi fyi ng okt éevicpwenceavdregticatsdfdt 9% p evalinf usas indiat valid dfent [evickyt @ dewed er .
[0020] The Bpesgal oo Y SRk BTN cRBiSARAT S M 1 B8t YRE KiBhataumYLe"

syst ens

mput/output commands of the requested digital service into the remote interactive
protocol by the connector, thereby making the requested digital service on the service
center remotely accessible to the valid user on the valid client device without modifying
the hardware and software infrastructure of the data center.

[0020] The present invention may be embodied in a network of computer systems
including a set of dedicated servers adapted by a set of sofiware components, all
configured according to the service provisioning system architecture. This architecture
has the ability to connect, generate, manage and deliver a digital service session to a
variety of client devices commected to thie network, and enables the “hot swapping” or
“swilching” of such sessions between deviées by simply authenticating the user through a
smatt card or other applicable access control technology. By reason of the unique and
novel aspects of the present invention, user interaction with each service is unaffected by
the type, location or connectivity of the device used.
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including a set of dedicated servers adapted by a set of software
conponents, all configured according to the service provisioning system
architecture. This architecture has the ability to connect, generate,
manage and deliver a digital service session to a variety of client

devi ces connected to the network, and enables the "hot swapping" or

"swi tching" of SEﬁBI]S‘?&?duerﬁhepe&%% a%ga}(la%:% c}/tsa nps ¢ H}%Fet{"cat I, Eg t he

user through a card or ot SR c Iogy.
By reason obecohe reatilly appaaend fromakedusaispéettitedadbsdripgorpamd sienippénde@ tibinon, user
interaction with each service is unaffécted by the type, |ocation or

connect i vi t ypghrtHigEeMGH ﬁqLHE?PWGglaH ous ot her objects, advantages

and features o th| S i nventl on’'w gcome readily apparent from t he

ensui ng detai | ed522§]01‘11epfo'119@mgﬂﬁmh@£ d@s@ﬁgﬁ% dglﬁhadﬁ% gﬁle%e&)gsagﬁl ot O\I oF

THE DRAW NGS [ 0022] The follow ng detail ScCri gl ven’by way o
exanpl e, anﬁltfﬂ’éf’d  nlfraih obel reesent W@nﬁphe‘iotﬁheéb@mm wild ritebto he soligstpod Her et 0,

will best b@ﬁ%ﬁﬁél?%ﬁﬂ%éa@cou%g%#%&ﬁ%&% lg {.he acconpanying drawi ngs in

which: [0023]"HIG 1 1s an |agramof t he service
provi si oni ng sysk8M] Heic hiit actxgmplagf blpdedlpglemerfttha sevaoet provisiofif Axterk| GS.

2A- 2D are e f the:Meta-Desktop in accordance with an
enbodi ment %fe' G%y?égéﬁ%ln@g% |%’n [0025] FIG 3 is a flow chart of an

aut henti cati on p[lﬂﬁbﬁﬁGSn Zacﬁbr:dan@@mpm}h sareen edibio dofimetet Modta-Dbsktdqar dsent

i nvention; 0 flow chart .of a process for transferring
control of & g’ldiglgcr?t%mgeV|%bogip})em%]EW§F R H%ccor dance with an enbodi ment
of the present |{ﬁ0EthIGn3 isDEAA khdPESCHR Rilicbibdbbn PrdcedsMBeEIoMandeSH{tW@A2 7] The

present inve |on I S.Lea | ement ed using presently avail able
communi cat i BN dﬂ:}nﬁ’ligf{]ilg Eesea“%ﬂwg’%éj&?'r@m ¢ components. The invention finds

ready appli cat i[oozd] Figidris b abiryhat bfs:lﬁa&wmfoe&hmﬁrﬁngsmﬁsrﬁ a diBgldeiceg but
not limted to intr | ocal . rea net.wor Kk , wireless LAN (WAN),

wi de area n¥t tk] 6@!‘&)‘ acepidpnge yth an epbpdimyent %Eﬁﬁ’[‘tl”&veéﬂ?i‘}mm cati ons
networks, wireless, satellite, cabl e networ k or other online global

br oadcast, DETML&ESMMIONMFTHEEMMHTS[ 0028] The present invention
provi des the basis for a secure, reliable, rich, high- performance access
to a wide vari etlQ027] Thempastrttinomeby i< cindily ioplemens] usnd erdsaitiyndailable

commumication apparatuses and elecfronic components. The invention finds ready
application in virtually all communications systems, including but not limited to intranet,
local area network (LAN), wireless LAN (WLAN), wide area network (WAN), Intemnet,
private and public communications networks, wireless, satellite, cable network or other
online global broadcast, point-to-point, and other networks.

[0028] The present invention pmvxdes the basis for a secure, reliable, rich, high-
performance access to a wide variety of computatlonal communications, entertainment
and other digital services (collectively referred to herein as “digital services™) while
providing enhanced security and without reguiring a costly conversion to a new
hardware/software infrastructure, The system utilizes low-cost, low-maintenance devices
fo deliver digital services over a wide variety of communications networks worldwide.
The inventive service provisioning system architecture is operable to manage muliiple
user sessions from a variety of different client devices. The system continuously
maintaing each session, thereby permitting 'tfh-e user to readily access his session from

different locations and client devices.




and other digital services (collectively referred to herein as "digital
services") while providing enhanced security and without requiring a
costly conversion to a new hardware/software infrastructure. The system
utilizes | owcost, |ow maintenance devices to deliver digital services
over a wide variety of communications networks worldw de. The inventive
service provisi opigag) BYsteind mhtagceh%&ﬂeﬁ GREL ﬁgée%i En%ﬂ% e HMh i} Pl €
user sessions froma variety of different c I ent” devi ces. he system

cont i nuousl Yig. nlamﬁ@éwwﬁsp@a@wwes@ﬁf@m areliscmtyy [ Peconurisngng be mese cliend
readi |y accegsichi £HoS&ssdeWanit: b £ £ vices. 7
[0029] In acco?%ance W teh %nlsg@t)) acpil %retﬁ% cg#p {ﬁ&%érngeg% nven%?%eﬁgeﬁés shown
in Fig. 1, eechsethesi Gea geromisicdivnm getsypsd embaasche fn@@hﬂ rog al\@ﬂe @omaprebg@k one or
nore client Vgﬁpi S n n peratd on centers
(NOC) 200 cénne tlglg ﬂgg%rglggww S?On?n é’gtel% %grggrtﬁcﬁ?rgalt%onsunlé Wor: tlf Yélih as

t he | nt er netowmupicslicde systeaa sneit ummltranc(t VlAbal atch(netwidrie (BANY,I wmelasrso;\etvmmnl ng

t h't L t t t
e as 1 no Phad Fidd® CAROOVL AN e ol G SRR PR g

Wi rel ess LAbbraMlididgtionheteoiks @@IHI;eM\asmroﬁc, (ck(b%\lhehvbﬂm etharednlinp iglokalt loicagpubl i c

conmuni cati 0 elli le network, oth onJ i ne

P opal beon SRSeRCahe e M hed ol Tk 2 fped s eR T ORGSR of ¢ he
present i nVﬁfdivisﬁﬁhmgt aeteﬁemhmmr@rmm Jﬁblﬁﬂﬁsn@cﬁitjﬁttelﬁﬁnélfaﬁkﬁcia%@ﬂ With Jdddl

i ncl udes sec toketi associ at e th. each auythori.zed user of the

uni ver sal ? é}sean F BRVerRRd sRistrst fiptial 2adkeompelRe sereS0] | n accor dance

with an enbodi ﬁE[lDBB(qfhlh&tﬁldéﬁ@%ﬁﬂ{adﬁﬂ&ﬂiﬁ@ﬂeftﬁ@ eMANn¥dRion] the W ARAkSt
net wor k usi pg, r exa transm ssion control protocol/1nternet protocol

(TCP/ I P). }Srﬂ:@a Pl nH¥ S é]é%lsn 1§ srunRle uemistieh soniiob Prodrol mtariet pERteS! med at
the servi Ce(T(S}‘?lIl)erS%%E aﬁ%ceésh@ M&Noé%@taﬁé%@%@ce%&ﬂ%éfoﬁn&?&' hededgyel of

quality of service insure tinely response tine and tinely

del i very of coi¥e) %@c Mﬂéoéh‘?‘%ﬁupé@WPé@%mﬁMd o4 auality ef seevics QODdnt er s
300, For_ exgmhb GimdiPro@SHSd ik R FHC ddiPryl At SREn AR e (RL: d&XREUHFNCE AN
unaccept abl e or even noticeable delay, thé round-trip delay I nposed by the
WAN 110 showiddthseselvisgsoentessn300f oForescamplee in e@lelrrte@nsumfdﬂ@tr ﬂbﬁﬂgbxydoqs hret t ot al
time from e

_ RlieRBLE LRkt & ﬁou%gabié}f‘mrg eﬂg?&ﬁl@% é)ﬁel%hgaﬁtogé%ﬁiﬁth O 1 be

graphi cal representation’o
bel ow t he u%eN 41§ Broakhs ldssdhalpémc@mpbnﬁo mse®, ,Af&bmdutgly, dhehtotad] tiea from

m i Secondls’er g{t %’[ﬁgh USttg"ale B(Ijlg%apﬁl‘le textuati Pra%r ca preas%nt thhcg‘r erized

by round- tr| P ess ns On ave RS B0 in
t he wor st c@&swt (i.e., round-trip delay) should be below the user's threshold of perception, i.e., about

a hundred milliseconds. Preferably, the QOS demands on the WAN 110 as characterized

by round-trip delays are less than 60ms on average and less than 100ms in the worst case.
It is appreciated that from user standpoint and perception, a higher average delay with a
low variance is generally preferred over a loWér average delay with a high variance.
[0031] Consistent with current and foreseen  architecture of global
communications networks, the bandwidth requirements of WAN 110 are highly
asymmetrical for typical computing applications. The remote processing and rendering
aspect of the inventive service provisioning éystem architecture 100 typically generates
considerably more downstream traffic (i.e., data traffic from the service center 300 to the
client device 400) than upstream traffic (i.e., data traffic from the client device 400 to the
service center 300). In typical application, the bandwidth demand from upsiream traffic

is on the order of a few kilobits per second (Kbps} whereas the downstream traffic
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It is appreciated that from user standpoint and perception, a higher
average delay with a |ow variance is generally preferred over a | ower
average delay with a high variance. [0031] Consistent with current and
foreseen architecture of global comrunications networks, the bandw dth
requi rements of WAN 110 are highly asymetrical for typical conputing

SEFVi o pr oy AN pGERL £ OF AASR 1R SERE L0 TP REkaig i L ent i ve
consi der abl jroatsass sewisn spplecation, rthef frific (congists maigtyaok brapdeey ideofmudinedatrer vi ce
center 300 the ' [ 4 L egiy, ' { S ata
traffic f rolLr% lpﬁ'ge %:ef‘lﬁJéén%% é\%’?géggﬁo&t%%t (%eﬁgg 42,@?1\'/6{"% c%%fﬁagr h%fga ?t II'?\Sﬁétjypi cal
appl i cat i onMbpheftep asiredusicd sdhecttempaticflardnpadosst pe amnbelaithila toithe overtliserior der  of
a few kilobjts

r, second Khps) reas, t o] : : fi
aver ages betEE S?ate gwoﬁuﬁadr ecgﬁ %btﬁsev%%lc?%s 21\1/%:1 gtfeg Mv)gg%%gg%n %ggérrpqutfea%n a
di gital broadeasibn sflessithe apfilotgad.i on, the traffic consists mainly of
br oadcast vi deo/ iQ data, fro he s i center 300 to the client
devi ce 400 (i . e.[%gl)%ﬁ@?ﬁﬁedﬁﬁcﬁ gﬁ’ iy @?%F RISFLERP SR PUEE sel ect s
a parti cul agic.peamegasto te dhandslcesidob lcad idcgeatehtheoxpatrednh @afficr to irposedcast
tel evision and cable te| evision, the |atter..r irj a single st ream
transni ssi o’ﬁidﬁ?onaleé@d’f" i TSRETReP S pit 4he E"g‘f}%’ﬁg@en@g’eﬁé\/iﬂ&%‘% H35%. g. ,
CD- ROVB, Vi glgawi Béamds S8aWiN 310 Rt Bt ehsly quahtfied agnredtedet@nithe, cl i ent

devi ces 400 can increase the upstreamtraffic to inpose additional
bandwi dt h rEUPHEREREdsOSHORPHE: WAN 110. However, these upstream bandwi dth

demands on VAN }d@3f&NacB6rdas ivith AlditolinteftloRe pleede idventds, Genfieatie
frequently being isochronous. [0033) In accgordapce with an enbodi nent of

the pr esentsertiiferoVisioning hysiepy aispiisrarre J8P itbzespdueis] Sandey SyeprRion
ar chi tect urgyl8Rtd frhkf hidSHHAY¥ vided REREM (ESMASS Bigturd BERAGICREY, 1 O

transmt audio a%d/or vi deo content (e. g , Moving Picture Experts oup
(MPEG), MPIMEHHG) We&3|ang dhe lile)c dreaprdinely, badwaiih demhande wiribe VN t1A@ fgrN 110
from nulti a4 icat,i i

avail abi |1 tapeAE i BLARAQ HpRARNS Bk ST RERAD B R DR Rk et

guar ant ee, WéyW pefiaoencehegcedtighef VAN IS geheanitese s1ag eduge dhet st eddienirenor y

and data bufferi equi.rene r he. OXd i dt h
requir ern::ntc'{se"r1‘c St E@a‘?‘%egtésbﬁﬁ I %%Hr%da%gﬁa%%ﬁ P%E\%%gﬁ ?rﬁge %ﬂ&%?ﬁéﬁ ude:
160 Mops f cappromioxmte besissith acmiregedtia foronabusTehlidviediaoppBlatinttaerithe WA t t ee

(NTSC) vi deﬁOanm%lu%g:dilgO }glblgs? fgr '\t{?lgémgr(e)srse quﬁgg sﬁ&ﬂ)nqu-eﬁ%as{oint gta}{&a(il&‘so’
Committee (NTSC) video and audio, 2 to 7 Mbps for compressed DVD-quality video,
384 Kbps to 1 Mbps for VCR-quality video using the latest coder/decoder (codec), 1.5
Mbps for raw (e.g., pulse width modulation (PWM) encoded) CD-quality audio and 128
Kbps for MP3-compressed music. In cohtrast,_' the bandwidth requirement can be as little
as 8 Kbps for simple telephony grade compressed audio.

[0034] In accordance with an embodiment of the present invention, the inventive

service provisioning system architecture 100 can use various public and/or proprietary

" remote interactive protocols to ensure user authentication and privacy, preferably through
end-to-end encryption. For example, the present system can utilize protocols such as
remote desktop protocol (RDP), independent computing architecture (ICA®), hypertext
transfer protocol (HTTP), stateless low-level interface machine (SLIM), appliance link
protocol (ALP), eic., as the remote interactive protocol as long as the protocol provides

user anthentication and enables the user-to securely connect and disconnect to/from the
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384 Kbps to 1 Mops for VCR-quality video using the | atest coder/decoder
(codec), 1.5 NMops for raw (e.g., pulse width nodul ation (PWW encoded)
CD-quality audio and 128 Kbps for MP3-conpressed nusic. In contrast,. the
bandwi dt h requirement can be as little as 8 Kbps for sinple tel ephony
grade conpressed audio. [0034] In accordance with an embodi ment of the
present i nveation,whRe1{NYRMINE coRfisdl &6 i@ Hriohe HeRhR iy ecture
100 can use vgr?ous pu 1|g anéﬁﬁcopﬁgbrletary$hrenofgarn¥§?§g%?8% prot ocol s
to ensure usexegaigdneitalitceanddnpramde pbizhdoyl oipewiosk ppfoymetpeough  end-t o- end
encryption. For ﬁgpr M GAN Ut e, ch as
renot e deskt op p@ot coa([?1 F]%{%%ltgf géﬁg%eﬁféﬂb? coi?flpgllél gr'?la’ln?aer C ‘?%g@ﬁlf% ??
hypertext tecasssd by thenstrouahy (heTli@Y dewteattel. ety dlmmdeemed 400ma@ b¢ weatedac h| ne
(SLIM, app r P S g ive

pr ot ocol %01 gm %ﬁﬁ‘"‘egr g%%%blhogérﬂév%uala%s u%aés? Oth%} m | catl o%&gc%%g&enabl es
t he user t ocmemml ;pacesmmdd:he Tired 'Blestnmnnememod Ibnommonimg sy@em; eB:hlt@ture WAN 110

preferably jses a Vi rt e net wo P I'VI regat e
it ot rar 1 GRS GRosPyiisehEh el Rt b Haloak R o6t o it oR685)
Vari ous di gidmde infplean peionsy aid alvmeetf; Ibﬁ ﬂjffehﬁt mwfmlememmes ta3Bfdewahe be

accessed by .t users u t he Ilent evi ces 40 vi ces 400
o he 1 oot sPREESHIRP SoBr e e i i T e BYRE S o ey
in-transit ghpléhantdhsesh rabRe 6 halwapdtessiadidibe, sutkes a&&taessrmeml ve
service proyjsioning s rchitec ure 0 of the prese i nvent i on

cont enpl ot oLor HRBRE gy Mg TP RLY 2o MR et tol R ot

i mpl enent at ERNsHANGRFaMas inflhNed¥n Lirfitian @at@.typaateful abii@to SaNit€£slid® access
the digital services available from and sgpported by service, centers 300.

These cl i enfev#&A%e Therslieahdavicst FBhsacnss Bpgeimpls malmanduikece Prathsi ve

sol ution, sueh A8AcSitel espideekee-pd i cﬁ%@éﬁﬂh@uareacoﬂﬁdﬁﬁle% Bigh-aMd
term naI) to a software based solution wherein term nal enul ation

sof twar e i sWpikstetligrs dejbefh fgpcienyand peforpmiange. Acgorginglye plignt degee €90 18y enul at e
a client  deyi g€ pfPGre I&ehﬁhe@% 1&% G‘aﬁméﬁQelﬁa{azg %%néxr ' AR | ARk Ents

“wal I cman(c) -1'ike" personal audi o pl ayback devi cés to function
"PC-like" d@mﬁeséslapﬂqatcoa!@etetso#p?éﬁcmbi’@s, tngtweirly PCenwrirelggsy k@ldh@d(?ﬂ@ patbot h
functionali | | ient devices 400 may i nclude
but are not {e?épﬁ%? g& éé)ﬁl osEﬁB)’ du(r%% ait?(g{rh%hmﬁgl s, personal digital
assi stants ( PDA8036] laptcopianermplit &7 sybodimsdat obthPQs?SfmatV\mmdn, F@st dawicee| ess
handhel d P smart tel ephones T the
ke, [ 003610 HRetpr it KR AR BL B g e e, Sl Steles o,
cli ent devi speskers, microphones, smart card readers, etc., each connected to WAN 110. Preferably,

client device 400 implements a remote interactive protocol (or a subset of a remote
interactive protocol, i.e., ‘light” or “mini” version of the protocol) to communicate with
the NOC(s) 200 and service center(s) 300 on the WAN 110. Client devices 400 can each
comprise a combination of the defined peripheral devices, such as one or more display
devices (e.g., full-color, black/white, LCD, direct-mapped, frame-buffer device, efc.),
input devices (e.g., mouse, keyboard, touch-screen, scanner, card reader, buttons, etc.),
audio devices (e.g., speaker, microphdﬁe, éte.), video devices (e.g., camera, codec,
clip/overlay region, etc.), and storage devicési (e.g., universal serial bus (USB) devices
such as printers, CDROMs, DVDs, hard disks, etc.). The specific instances and/or the
number of each class of peripheral devices associated with a particular client device 400
are enumerated at power up and reported to the NOC(s) 200 as part of the device
authentication and connection setup proceés. In this manner, the service centers 300 can
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400 can conprise various input/output peripheral equipnent, e.g., displays,
keyboards, speakers, m crophones, snmart card readers, etc., each connected
to WAN 110. Preferably, «client device 400 inplenents a renpte interactive
protocol (or a subset of a renpbte interactive protocol, i.e., "light" or
"mni" version of the protocol) to communicate with the NOC(s) 200 and
servi ce centb fiki300RRkh e Ay 8 ¢hi8mi400r & Chienf ONPr i S€
a conbi nati onboﬁﬂa}trhe191 f| ne per i p%& (Fsaﬁ;\i/}%tces lﬁl ﬁlh1 as oglfgsl?cﬁﬁac ml)e?e

di spl ay dedsvinestI0ecogligurpiianl thetol grrrenly delagvisied & supwt admmm ofréiffeesit

frame- buff ey de i 8S &

t ouch- scr eeﬁpgss%@ézﬁlglgr&%g%él 0r eﬁz}gg)tr{‘?m%‘but“tgonsc = & Eé?%ew é%éw

speaker, ni &y UpRodeicest all )“piugl’ mtsjéw,cecsmm/dgmmnane«eat,s) ewdagnaled or

clip/overl i , ni.ver sal rial bus
(Us) "devi opbrPR BN Lo 288 b BTG BERR AL S e opiBbekf £8pn %%he
speci fi c i nst ahaes thaedrare bdfﬂﬁar(shmmercomhmeaaﬂa vathaths chidnt devicepldd.alSudevi ces

and epor t bt EREARE P iatrles PPt ek aie SR TERERES K501BR B
connection G@tdaplopr CIQES%IIa]hr[g s hiss namwbechm deeicy idtiesre esdbadted 3@A tkan 10
adapt their t./ 10 |nter ces to support the capabilities of a
Spebi 11 ool FBRIed THaTAEE PRUTRECUR YL P PORE Rt St PR PO BB A ed to

support a nmhtedev%s dm‘ flﬁh&ﬁfdanée)/\ﬁﬂﬁan(bﬁn‘tﬁ)ﬂinﬁmt oftiBY preast HOtioake &katpl e, in
t he case of  bus-connect ed gerl heral s such ainﬁB de\{ | ug”

all "
events (i.edevicgdi9ReRemariaice Ry eaps dRFaHtixg Pieso 1&@&@1“65 Peffr@g@h Psﬁﬁfo

NOC(s) 200 ykanhihe WSBBERodonvaikiRe bl y@r@frﬁmglbtesmeiahﬁt&e RPREARLE Pheact i on
can be taken at the service center( 300 to communi cate with the client

devi ces 400the S cogEnandh §etikgsn the @FtﬁFé!éd PP & PATCSRANGIRE PV rfigater

appr opri at egpe Pgemen&e%%md& ERnfddi@Rbn quﬁvanaepléﬁahng Th9ics lugre&l bpgr i s al so
necessary because device drivers associated with attached bus-based
per i pher al sdavissi49€. akdecedanse avinan pebaiipentcd e meé?r% 1s0tien dhan Bmabh

client devi « Yol ) eS8t

i nventi on, ]ﬁ gacﬁ?é)grdt&oggg‘%gg%g%p%%gpgﬂI@J‘ggﬂgrgevwsa é I{aﬁge ir?;l:";)tl ve 0pr ot ocol
of the att dbwelw paablep brer ddvietelpi aenecl pnde commpripaje “EIBB?h?J SEViSe GrOVITWIRE n an
appropriate nds

bet ween t he”a SV lgg%rﬁhl %ug% ﬁﬁ{%er a]féoré&%ﬂcp%lrh ershgg%ggstgésog%lj\%ﬁ%ﬂ;@%get gﬁﬁﬂé%o,
i.e., the qrmphmalr Mdeylslsat bprﬁmnmmpundmngamcean@tqlrmi dFtrrgemph' (ﬂee to the
client device 4 Nce, v & nt. Qf LGS

i nventi on, If’ﬁ?gmf‘lglﬁg?rgme era tiet\e/rén”ﬁ?sglto q%f”g%\g/%r aysSor h&g@r gt es "on t op”
of the exi Saittiaﬂgdr}&hphﬁalprm'lﬁdmm tot spdnfieb elayioenedsne sl adewi pluglwpbgnnect

and commnlé:al e W fh servg ce provisioning
gvice-speclilc exceptmns etc.

[0037] In accordance with an emb,odunent of the present invention, a proxy
device 410 can be utilized fo enable a n011—coinpliant client device 420 to connect to the
WAN 110 and communicate with the service centers 300 and the NOC 200. Non-
compliant client devices 420 may represent devices that do not currently itself support the
remote interactive protocol of the service provisioning system architecture 100. To
provide appropriate interface, the proxy device 410 appears to the WAN 110 as a client
device 400 and acts as a protocol converter:or “tunnel device” for the non-compliant
client device 420. For exampie, insiead of installing the emulating software on a “dumb”
terminal, the “dumb” terminal can be connected to a proxy device 410 which is connected
to the WAN 110, thereby enabling the “dumb” terminal to communicate with the NOCs
200 and the service centers 300 via the pfoxy device 410 and WAN 110.
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system architecture 100. The actual policy defining the operation of the
attached peripheral device is set by the correspondi ng service center 300.
For exanple, the responsible service center 300 determi nes how to interact
with, i.e., "what to do" with the attached peripherals and how to respond
to various events such as hot plug/unplug,. device-specific exceptions
etc. [0037] In a%@@s"]%ﬂeﬁan&y]é ﬁle?afbx?fa@ﬂe'é BRNan 8L widd%o PJnFié&'a‘imﬁ E&ﬁﬁl&h?n
proxy device 410 can be utilized fo enable a non-conpliant clienht device
420 to conn®ér cliest torthe WAL IOy convertiemiia tiie gicat shathvepindoosiovitsaalog i er s 300
and the NOC#20Qn, oNOfzer £RUP Lk AHo1. C! Qﬁimgﬁyl ARy ices
that do not currrngnt{\yelal&tse¥ sulpp(%ct% h rﬁeor?}%tﬂfe%z??\ter g@%@gg){%% of

t he servi ceaphitepived’ opainigp! 3iesw, Bemen-corhplsat hireclie®Os juFieanotheostientalesioppr i at e

i nterface, \ 1 %BB§ l. devi ce
400 and act‘té&g%&%cp%r%(tggoémqégn\%r T hﬁ#@?&ﬂé’é’w O? Bﬁ’r ﬁt %gﬂ&ply

non- conpl i asneadd @m stehadair e 2ifent E@Welexﬁmpﬂf@e hastwad podvidimssakysiang t he
enul ating sgf t I naI can, be
connect ed t%%%%&gx@bd&\}lcgmn%ﬂld o lﬁlﬁgec‘;olﬁlneécgmg neroelf VWIQF ﬁs{?mther eby
enabl i ng t heith dunﬂo'bnlyenmmﬂlmddﬁicammmrthehardwwetdnd/toheofhme infidSfucane of he
service centers. ?&go Vi a tt&e €r0x§/ 01381 WAN..110. Ukc%lﬁ%‘ For
exanpl e, t hE° SFEREE BEVPHe %100 ﬁe S‘é"a BV OR RIS "I FaPht  thin
client to td}@tem\ﬁth&%ﬂéyomm hidnigfitdverctuld Mavelrioe ﬂhangedﬂauht ite ciabilgienl to
its analog jn .the renot ive otoc Accordl fromthe

servi ce prolilﬁvglb(?ﬁ'? FRPang ’ﬁ?@ﬁﬁs P39 %‘h%g S%FIPﬁ Sffﬂ”c?/lp SY‘}“H@ system

non- conpl i agthitebivfe Di0. EBY cblﬁletthhgtto AOhREe FbvieBhingQYIGR 2fBflecctad noecd ed to
the WAN 110. Wiereas, fromthe thin client's point of view, it is sinply

connect ed tETRPTEI0RN dArWSAFRROT PT & (ndEAYAl can oY BPKide 2 WRES-Bdde, rempte

provi si oni ngc&Y¥Shemt fviddk tRSHMCod GR &@éﬁm@%‘ﬂ@&k @&%&W@?@é&%%om th
exi sting network, device or system wth no or m nimal nodification to

the har dward@mpRINEHIE SHRFETANTCHMEAE BPY e@nﬁwereepﬁwmeni@%mwﬁgmﬂew

device or SyRhEBveAeHRLDHRG s, cfche existing network, device or systems
functions, operations and infrastructure. have not changed but its

capabilities hd0®%&erewishanesdomngl Seskare marbidedsyre ciiin et | Fﬁ@”twﬁm’én%ervi ce
provi si oni ng. Syst em th@ﬁ | LR GhA %i%gl% seﬁXerPé%f&%% Qe Re LARrS 9DY! £%

pr oVvi si oni ng system arc Itecture corporation, an organi zation or an
I ndi vi dual apgreciated, thnt @vsp!d@eaemrfﬂoaw blfea hegaayt auterprise dats cefen dvsfittdrwilic es

avai | abl e qf i &Sy, ?Bé' SahdSb: DG} ‘é@ngcuo%eangl% RloaR¥S 6“39"4 Eég‘dfal SO Si ng

security or Investing I'n new hardware/s ware 1 n rastr ture, such as new
specifically to support a given service, such as video conference, Internet protocol (IP)

telephony, voice messaging, cable television, digital music, digital movie, e-commerce,
etc. The service provisioning system architecture 100 enables the service provider to
offer its services by estabhshmg a service center 300 which connects its system to the
WAN 110 via a connector 310. The connector or connection service module 310
encapsulates or wraps the existing native protocol of the corresponding service center 300
within an appropriate remote interactive protocol. This enables the service center 300 to
transmit its native commands to client devites 400. Also, connector or commection
service module 310 of the service center 300 unwraps or disassembles the remote
interactive protocol messages or packets containing the native commands of the client
devices 400 destined for service center 300. In accordance with an embodiment of the

present invention, all services offered by the service centers 300 are delivered to the client
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client-server system firewalls, etc. [0039] In service provisioning system
architecture 100, the "real" conputing resources and the data associ ated
with the services reside in the service centers 300. It is appreciated
that a service center 300 can be a | egacy enterprise data center outfitted
Wi th one or nore connectors or connection service nodul es 310, or a speci al
site set upgl; if e aileYidn QS -l ' Vi geo

cont er ence. “TisFErage! LEUlich Ve HPPRld BeoEiloaCEMER ot HEROR APE

t el evi si on, dedtwietl hbrembelow, digital novie, e-commerce, etc. The service
provi si oni ng sy It re,l t S Lce | der_. of fer
its services byﬁé(g@%lg ::ag 0}1‘%%; “gglr g‘?c?gfmgﬁeﬁ!#ﬁ%ﬁtr Ogglbe &/{#éclﬁ lgg‘{rﬁlﬁé%t %nlfl%é; system
to the WANrddi6iowing spstgoarbiddcore 30Menallee 2 Ganive ptavideoto cuvert e tdatarcester vi ce
nodul e 310 . enca at es _or waps.t-he.existing native,protocol of . .the
correspondi %g’ §1e‘%\§ﬂ%!:l% géﬁ%@? 03@81 3% ﬁ?%oé)n Oélgpnrmop“’l%ﬁacthgn %eé?rom% 2 elmr?’fmeg active
protocol . Thréveaah efwaldnfatuitice. FontampB)0 corporatisrodas redmledsy doatéry e '
conmmands to.,client deviees 400. Also, connectay or.connection. service
module. 310 GIFRE WERUFCETRRE B 50 R A0 L STBE S s Bt e

i nteracti vesqurtotvpaNl 1108&SAgRScctt 3PaekRbside AR bapioideg a sbRrd@owescca@smmnds of
the client devices AEOO estined for 1serv.i ce center 300..1n accorﬁjﬁnce W th
an enbodi mehPOHPR PRl B8 SHYICPH ERIEbI p1 Uy ey pictse JpFaiBe sy (he

service centRbk BRAcAFEpERLoIMERIsdracd ﬂ@viﬁibhﬁ?tsystéa? afiBNe LS 160 Bpahted he
direction of, and under. the continuous control of, the NOC(s) 200,

descri bed hé’iﬂé‘?lh 19 Iﬂ%ﬁlﬁatl_[""t‘)ﬁf&@]:"lloﬁ _t]f&‘E«%f‘_Fﬂﬁlﬁ‘é‘@“%i e fo Eﬁﬁ@&iaﬁﬁﬂ{m Bnhe
present i NVpdsk @NautB&I4E CRploRERY IFDk ORbIEhsSY SRR, 3ER4E LGk HoCappibhiieRaDbl es a
service provider to conver'%J a data center into or establish a service
center 300 @rthe provided dinl §ther niheliing'ntingeplicagons or BnEe hEPocHAr dikliek and
sof tware i ngfABhHLS UHY& in FRIscS%AMR] 1Csery GRWRLE, Adr Mico8dl: FRATRESbacLONVer t
its legacy enterprise infrastructure into a service center 300 and connect
the servi cesetert ¥motaBoes i WRNcaLPOs vdncbepredindduterblgisdhe windpwy fegminet s

empl 0Yees AcSREUEHSLIR Bl FASsdiPs REPARELLAN Binelnal MBS FNiEES
avail able on 1ts 1 egacy enterprise infrastructure. The renpte’interactive
pr ot ocol ofreltnh*@_aseasvfrcc@gﬁp&ﬁﬂbsthahhmgms%tsmlanﬁm tetsarvecclolicopét-alies " on
Lop® of e atlye B Q8G0Ln 0l H0F..| SERF 1 AL GLRILR o s LETLEO T Y] de @
secure rempte . Access to authorlzed enpl.oyeeS. For Uni X- based servers,
renot e accesscdnoedgabioi thal ADNE0 (cathe latepriss)s Herdndiyoneetsgle dhstl ho8fi WHN t he
applicatio or runping a,special “wvirtual framebuffer” driver,in the
Sbrver s xt103h AR dte ARGy, e cbBier ot RGICE 5 vigs DogYE 510 Bad

be connected to the WAN 110 via a firewall device (not shown). The connection service

module or commector 310 maintains a secure connection to one or more NOCs 200, and
awaits instructions to securely connect one of its offered services to a client device 400
specified by one of the NOCs 200. Accordingly, everything that was previously available
directly from the data center (e.g., user applications, e~-mail clients, voice processing,
internet connections, etc.) is now remotely accessible by a remote user, preferably using a
smart card (described hereinbelow) from anywhere, yet, the data never exits the perimeter
of the service center 300. Hence, there is no need for a laptop or proprietary personal
digital assistants (PDAs), while traveling, although they can still be used. With the
service provisioning system architecture 100, businesses and corporations no longer need
to purchase and maintain desktop or laptops, provide technical and software support at the
individual client device location, thereby saving substantial cost, time and overhead while
providing an unprecedenied level of security a.nd performance.
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servers, renote access to applications can.be provided by enabling the
w ndows term nal server function and using Mcrosoft's RDP protocol. Both
of these methods provide renote access to applications that run on the
servers within the service center 300. In either case, the service center
200 has one or nore connection service nodul es 310 that are connected to

the LAN 320 (or é@ml &R bedbRlah&EwEh kA lhBBSINenDHf @B Praéblenvinbod, RohRRtMAN 110
on the other side: Alternatively, the connector or connection service

modul e 310 EACC Bl Iomgtises s wrae guhhardwpry pompenexis. sieh 35 aF8\ A7 08e Phot

shown) . Themé&@rl@\@Cébét?ﬁbr&@:ﬁt&lﬁ%&alamé%}v@rsqlSQ:QA%'&@fﬁ{_e@tr eadll QiR RE3J1S tBe SECUT €.
connection to one or nore 200, and awaits instructions to securely

connect oneWéfN 10 Ror exqngde, Shsrdjgibad servige sAnciepIssont GPETAUISE AGOVeS pwETHg 2d by

one of the NOGAC 200aidCeRIA 79! Wwin¥eiey ! MbBGiobihal LERS™MPIaYHeUShMrawai | abl e
directly fromthe data center (ﬁ(zé&t’ user agﬁl ications, e-mail clients,
= tp

voi ce process), digital ielsvision droades lephpny snd the like.  hevRcriéomtcBlse e si bl e
by a renot e;;user 4 ﬁ%?ﬂ&f Qéa% iﬁté%ﬁl:é‘%r%aol?é@?&ihe, q‘lﬁé,gre( %scﬁ@légfsqmnfm kel ow)
et, the da the pe o]

from anywhere, y ta never exits I meter t he service
center 300.cohsmwd, set Faragcli servioc paddofvert the lcapmepd ot tpravgrian dheyreperis onal
digi tal  assl %%a%es r%BPé}%nna‘ﬁh blnge 5%%&%11 'i{]gs’tabﬁéhteﬁ .%H%eﬁ Q%Meflgggvlgé hﬂd a be
used. Wth The ~Sefvice provi sioning systemarchitecture , busli nesses
and cor por ativirescenier Bl gemerieadervice mpoduih A eusan theriienttdaiine e ot mpelor

| apt ops, proyi,de. t ni cal__and..sof tware s rt, at_t Lndividual client
devi ce | chﬁ%{gﬁ}m?ﬁ%r éW?SVF%&E‘Q’s?}Eé\@gg? is'é?osglgboegtof re[qlmt’rlsgedadln%galcl)géelg ggndlc whi | e
provi di ng ammsap bede desitie thploavie lthofubseibad ot yeqasstbdpigifabseraine e CoiZcfi@0411 | n
accordance with an di nent t esent invention, .connection . service
nodul e 310 S@Wﬁ?@é‘@%@f"f\ﬁﬁ?’%g QL%CQIEF%V G%B‘h% Dress glfcﬁ“xa?gss’fog%q of one
or nore | owd gas datahetsi Fandighdl eSt! 4l @nsefey artatddd stiifdn willnaectlicaach
digital service to the WAN 110. For e q,r’EBI e, the digital service can

epr esent CEHEUALS SEYCIE 61V s TPRIPALES e FRTBEER BT PAYEOR (1 . c.
W ndows( ¢) ,and/Beioinaad by 4 Eiaus TRl XM isS@hasdnefdVB 1L bely)mardpgidbate

tel evi si on broadcasts, IyP tel ephony and the |ike. Connection service nodul e
310 act as °PHEclgBabetvRBy aNPHERIPRH EF SAICeR AR P itRee ST HE &P rgthin e

di spl ay/ sound;aReh LSRN ané HERRAH dSBLes 4106 r&BEHnS Rick sGficand convert the
command set to and fromthe renbte interactive protocol fonnat. Once a

session is estallM8hEee bawarkeopertions emterddHOe208nid the saleva ieak @ittes 300,
i splay ne e aaBe By gl deTE Rl OF L SR B AN L TN ol
servi ce an@00 tauthesiidates brls canneetiop mequdstsprecsived fivmeths uBisat ideraess o#0Gr egfliest ed
digital Se';se\:/ciu?e?y tr%%}grgctﬁé @ hnection to the appropriate service center 300 to deliver the
requested services to the client devices 400. Accordingly, the service provisioning
system architecture can support multiple NOCS 200 to support a large number of client
devices. Tn accordance with an embodiment of the present invention, the number of
NOCs 200 is not only vertically scalable, but the functions within a single NOC are also
horizontally scalable (number of hardware/software components within the NOC 200 can
be increased to expand the NOC’s capabilities).
~ [0043] Tn accordance with an embodiment of the present invention, the NOC 200
compz‘is;es ;)ne or more authentication service modules 210, a Meta-Desktop™ service
module 220, a user database 230 and a client database 240. The authentication service
module 210 responds to authentication requests from the client devices 400 and executes

the anthentication process of the remote interactive protocol to setup and maintain valid
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service nodul e 310 or servers 315 collect the video or display imge (i.e.,
pi xel s), sound and PO data sets of a digital service and generates a
statel ess session with the client device 400. Servers 315 are
"appliance-like" in nature, requiring mninal maintenance and performng
only a single function. That is, the servers 315 only manage device

connect i oNs; RRINVBEN BRRPLIRAL IeRRRthe efidth CRSicUB REd O N 980 Vverse 330
within the service center 300 and the client devices 400 requesting such

servi ce. [ opdbeptigaien prariprRdep et Gitpishandoepipiains vridoylicpiotsvicss: tprs [Ha y to

al'l of the ﬂ1§§ra¥§o&%d 9&6@1&% RYthY Akdr QUBLRE LY &R HERESH a0 Re 220NesHed tO
the WAN 110 authenticates all connection requests received

fromthe cl ¢1eem dmp@ “ee galmswn@tedsy@%w rertientar BREF 05 Adismagvrineeelodiono t he
appr opri at €4 &ekV 48%‘8&%%1@&%&% ﬂﬁhwﬁoé B a1 QGHERHEY 1RRE YbE ficcald the

client devices Accordi ngly, service provisioning system
ar chi t ect ur e quimnasiu piowi £00mid mwﬂ@bmu@w noy suPigodt therd Brifustratatbey  of

cllent  devigfiedion g%%ggsqﬁlggc%rﬂl%élwﬁﬁ' af FRBOAER or e hREPLGBRNL. Ty ent | on.

t he nunber o vertically scala unctions
within a si¢ghedNOE 40eaalcgher thmsmlz dintaathlenticsioel mhiast @mﬂbéo ﬂmff assigned

har dwar els%@%?‘ﬁ?f rrponenté V\ﬁt%t,h'e N&W%)X %@ ePc i ?sq #o expand

the NOC s ca t he
present i nvaitidntention heuddBCor? @@ WadhPI( Bes mﬁtevedrandmrc&:eamﬂ Ihg m]ha aatghah

service npo a 0 TM Seryi ce, a user d tabase
550 mnd a cbET0a2ke 100 FaeRnbfe Re R v EE o TR BR R ER Ko diidee

responds t owahltHeesibRatNOD 208 vl ek fpt flicmiichecatbi edyest QBVﬂoﬁ:eSatﬁﬂlﬁ}t@"ldr
executes the authenticati.on process t he te inter ve protocol to
setup and n‘ﬁP?‘iﬁ%ﬁ“ﬁg s pytlentigation fraHes 9 %ﬁ?@@nﬁ%ﬁﬁgﬁp%ﬁe%@ﬁken the client
devi ces 400 and [hig) NXR ROO. ooﬁkteass,lgﬁﬁdmmﬁq@@hmak@erws@@thmpmd:@pz&ﬂa% stores
and maintains valid client devices, user hei r. associ ated public

keys in thekeysdie adhasaionossovish madpls 210 @mf@bé%enﬁﬂﬁlonﬁéﬁesmc? ent

devi ce 400 ,5aR2R€ RESALTMARE WidaNddvidRaubd flkdidy 10¥0C 120 Quihbhiicafisiaéaryed y, each
client device 400 can be associated with a primary NOC 200 and a secondary

NOC 200 in m«a@ée 2 hisansitiraF Provdsasts 3o @rlsryatﬁ%nv%qu%lﬂea pRiichian giswb deYier Fi g, 3,

there is ilj t e RO Sh 11D 2 2666 INEEMAM éﬂé an
enmbodi nent of th%{cﬁgtégé;meaﬂdé g%tlllsg%t %u cl |ena%t 1deV| cee400 can ei %lher

tr ans m t i tdsviga t4ﬁ@ ot Roaet ontheldfires tievener ‘El@tulyﬁtepd 0Ehre Paferbiethe iMEativ00
(i B0 %080l Qrd o0 St bk R8¢ CRSHm

aut hent i cat | %?l F@é‘ﬁg‘st s°0 'ﬁ d\]f&ﬁ 10 ﬁﬁgﬁ? &lel \?eéoﬁu g prgcesse%
assi gned  wherein the authentication service module 210 has the public key associated with a user

by the
or the client device 400 and the client dev1_£_:e:_400 has the public key associated with the
authentication service module 210. That ‘-' is, the client device 400 encrypts its
authentication requests using the public key that is associated with the assigned NOC 200

and decrypts the response or messages received from the assigned NOC 200 using its or

user’s private key. This symmetric authentication procedure ensures that valid NOC 200

_is in communication with a valid client device 400.

[0045] Once the authentication request and response have been successfully
exchanged between the requesting client device 400 and the authentication service
module 210, the requesting client devicé 400 and the authentication service module 210
share a unique value {preferably, a Vahlf.;, that is difficult to detenmine or guess) that can
be used as a session key or initial session key in step 1030. In accordance with an

embodiment of the present invention, each-client device 400 includes a smart card reader
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NOC 200 in step 1000. Preferably, the client device 400 uses the public key
associated wth the assigned NOC 200 to encrypt the authentication request
before transmtting or broadcasting its authentication request to the
assigned NOC 200 in step 1000. [0044] Each NOC 200 is assigned a uni que
private key. Using the NOC s private key, the authentication service

nodul e 210 dssor VatiSsoidiecaadii@idy KiaktifeRa [.eH HRBitSreliser TRSSRASS sh@CRwgd from
the client vi ces 400 1n %%ﬁg 1010. The authenti cation service nodule 210

stig ke P

transmits orpP¥adey Pplhliscey aadibn §ke-1 & vgergasers disismertcridgnte devi ce

400 by encr v it taierch@G 0N SL HETIBE dbii6e A0 iGtkeYU sbRRh HofveBS BRGIBLEd Wi th
that client _device 400 or a user on that client device 400 in step 1020.

Preferably, deHee #iRAada NQC 288 Fhe engshod ememaicn g sythendinstinnabdues basedeonl 00

enpl oys symed Elidat PRringe ki @a&&@&@%a%&ryﬁs Qtstiﬁgaeﬁfi@alﬁgﬂ”r%qﬁ@& iuQiE&ﬁ%Ef vice

modul e 210 has the public key associated wth a user or the clieft device
400 and t he SE&Psdepiblig gy ead daampth ke tesnonisudy messiasy repsiyed ifeone theviVOR 20Re
aut-henti cat i @e S8 V&L nRRULE, 2 b St | ' 0,encrypts
its authentic%tié%rre uest§§Ls§%83%ﬁgﬁgﬁﬁF?%ﬁﬁgﬁh%ﬁg%jggﬁgggggg%?%z W th
t he assi gneduiesizigGexchanged dasr ypars card end s pothegicetiompswagowdule 240 ved from
t he assi gned;,NOC i Ng:. | . ' ivate. kev., This,s tric

aut henti cat iq%n prS %Sglggﬁrétgghng%? aés%glf) ]Illg?f%'et\rc}g |@{Skl€ﬂ%sfﬁ)6l %ﬁﬂlsealmirll "EhSmlﬁ‘i Etion
with a val i ofSeisentt cdehingidestODO( D445} aOno er t‘dhentduflleantevizadd®(i.cr,adovest and

response have_b ccesstul | xch ed between.th equesting client

devi ce 400 §§% c?i %ﬁe% %&Cﬁgﬁifn@gaﬁé 1g%gﬁ1§eg1ypﬁglaﬁﬁ%a%%§ {Ohagl%%w&egﬁchg

client devi othedD@stabidhtalressint henti cation service nodul e 210 share a uni que

val ue (preferabl al that is difficult to, determne or ess) that

can be used as E’Oggs 1?08#&?(@%5’318? IkFW“’tdi ‘%F a‘étbé?’g’i"ﬁtﬁmk‘étf/ﬂLF ReBEEps %g% .4)Opn

accordance hid beearstastished i the BithakicAde spRRS edduleVIBNGs@R, ofLaChoGlibemt devi ce
spart. card unj quel vy,

400 includes..a rt card reader 15 430. Fach

Ydent 111 es 8t d Hpalroris tedemer et aRe 400 ah hevisedikrpedser s
private keymolde 290 prlbich G 0K®Y T8O Wdtd Bedidol BervidcUiSduld IHEESb1iMes aSdBRckt card
into the smart card_reader 430 of the.client device 400 to initiate a

sessi on bet F¥FAcHoRE I thepaueshag sheat degige 4Mband digpleys o gustorpizedMaitDeskien

gener at es agn aktbRBingatiigsudoafYRsodased on the client ID of the client
device 400 and encrypts its authentication request using its stored public

key and decr ypt sl0Phd Ip sprsfrise grithnis eabpdingng f e presgnd Arvenitomnde MBB- usi ng
20 PR B et M UL S SRR e
modul e 210 Re&sktop s)érvice module 220 searches the client database 240 for a client profile based on

the client ID supplied by a remote user’s smart card and reads or retrieves the client

profile to determine the client device typé; the location of the client device (e.g.,

geographic location and/or network location such as IP address), the attached peripheral

devices and the like. Based on the client iJroﬁle information, the Meta-Desktop module

220 generates a Meta-desktop session using an appropriate Meta-desktop server 225 (e.g.,

one having spare capacity) and establishes a secure device connection with the requesting

client device 400 to display the clieni:is:p—éciﬁc customized Meta-Deskiop on the

requesting client device 400. As a security measure, the Meta-Desktop service module

220 preferably initiates the device connection to the client device 400 to ensure that the

Meta-Desktop service module 220 is in communication with a valid and authenticated

client device 400,
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share a session Icey or initial session key to establish a session with
each other. The use of the smart card enables a NOC 200 and a thin or
"dunb" client device 400 (i.e., a low cost client device |acking
encryption and decryption capabilities) to authenticate each other to
establish a session. [0046] Once the session key and the authentication of

the requesting ciipggy Tieil1isibeen: 54akl Laheth hbcaNENRLERUbAR,SEr Vi Ce

nodul e 210 passes off or Erow des the client I'D associated
requesting &hc esar inde g PecilioGevise chmepiona i. @es%m@@illgethmcbﬁlt deickuted 228 in

step 1040. %ﬁ%%@x@%ﬁé’@o(ﬁﬁrr\é e il Cgl?gg%g&gﬁ%l d]i r&n@@%ﬁtﬁ%

connecti on t he requesti ng c |ent plays a custom zed
Met a- Deskt opspedof thearreseniuiesiion sides/the dletr@Dedkippds the it 5Geen] b 47dislayed

accor dance Wi b A S OdIRYkuBl 44 NG LTYBL L8y oSk 0P

nodul e 220 conpri ses one or ervers

Deskt op ser wiheensmgdulﬁ@ Mﬁldsgarand]e@:heuheemlcematecﬁa:mad:tme éldﬁg fvaith alsell-l ent
profile based. on lient, 1D .s I|e b te us rt. card and
reads or retPi V%%bl %3&c(isla5rsllt1°m1 lf’lloﬁfé) d%leéve[%%ﬁ)r?fﬁg%p PRé o }Y 18(?1”&‘ éfi%e type;
the locati on4a)feptehﬁ1tmlg|veﬂ¢)uschemueea\(aﬁalge fo a gEofficapttiestidaedakéran aanﬂblcﬁib
network | ocatjon su

| P address), at e eri pheral _.devjces and
The 11 ke, BALhARHAE iR Pt ) Srbin g ek PBin P RS R LREED Syl o
220 gener at @gr & Mﬂs@zlﬁﬂﬁkttﬁmhﬁ@ﬁ@it@éphk!ﬁy Bgvies, 1@@&9@& lgelt aﬂg/lai acddaskEop
server 225 .g., one vin r aC|ty and est I shes a secure
devi ce conn%@'ﬁ’g‘&ﬁ’ FYiRe thhe glﬂﬁﬂ‘géf Q:I“T élﬂz G%Rﬁeéewﬁlbﬁ PHTRRORT a0t he
cl i ent =spechdobRlafdéSH AR a8 edniMaindnDes ﬂie%geééﬂt 1R ButichE 64ke8 lnNfle @11&@ rofiigVvi ce
400. As a security neasure, the Mt a-Desktop servi ce nodul e gt referably

9

initiates tH@EaHEanE dHRERLIOR ot e Hpte |the slie ¢lfvice @éoﬂlﬁd\déﬁa}é%ﬁs Phat the

Met a- Deskt OR-5i8d Mb&fe PRHMnS U8Rz Br lallo RO B add Q:oi'fﬂeﬁtrfmaa Mbisd cad
aut henticated client device 400. 16 [0048] The t a- Des t(;)p is a top | evel

sel ection i Aviser aerecificasen 3 snesidig lacationsnifleiser Repersfey tipatels- drefprablys the
servi ce CONMRGIHQRop! mBdule 26 %ﬁstrﬁlﬂ?pﬁs}ﬂ@s 6 bﬁ@&ca%vdyﬁﬁnéﬁﬁz {finging SRECI fi C

service center 300 to receive a particul ar gital Service. In accordance
with an asg@éﬁaﬂf@fllndh’@dﬁrsﬁbém@filﬁmlléﬁtde&)lﬁes%mnce t he Met a- Deskt op |s the

first screen t h%049§ Ahpkyed scrt/fae tﬂ?&ﬂéﬁﬁ%%ﬂg‘%ea&ﬂﬁ&&}e %o&‘ £ o, 1 he

Met a- Deskt op of f'ers "an opportu rovi vertrsin br and| ng
and ot her séssuited hewhlaﬂ%proﬁldmgtﬂl@hﬂstadﬁ&sh@pwwhemﬁappmmtedrﬁlezabﬂ Mefeeat ur es

as, shown i npfigh, fbice ICmMREPRESHNAY, BEAE&" AR dun' HELHEESy WEORBC 200.
Accordingly, as with the Meta-Desktop ‘service, authentication service module 210 can
authenticate, connect and manage any digital service to the client device 400 via a secui‘e
device connection. For example, one authentication module 210 can manage digital
service A, such as the Meta-Deskiop service, and another authentication module 210 can
manage digital service B.

[0050] When a user selects a particular service from the Meta-Deskiop displayed
on the client device 400 (e.g., clicking on an icon 440 associated with that particular
service) in step 1060, the serving or assigned NOC 200 that is securely connected to the
client device 400 determines the service center 300 that is associated with the selected
service. The serving NOC 200 uses its secure commection to the connection service
module 310 of the desired service center 300 to initiate a new device comnnection (also
referred to herein as the render connectio.ﬁ) between a server 330 and the requesting client
device 400 in step 1070. The serving NOC 200 manages the session between the server
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440 representing various services available to a speci fic authenticated
user on a specific authenticated client device 400 as shown in Figs..
2A-2D. For exanple, even though a wuser is subscribed to the Internet

t el ephony service, he may not be able to access the telephony service if
the client device 400 is not equipped with a m crophone. In accordance
with an enbadpmgite @hndditn R8SERT0 LAY @BLERBsinDAREH decd M &d RhtaREQf 11 €
information and_information received fromthe client device 43C the

Met a- Deskt ofecosbpitie esripri(ice Cmnt #alRs ¢fsiatorh thesession)aThes s, fiiesenVineNOEs kt op
content for 7805R8&Eds! the Clid® Profild BMbERtioR of RRCIhhdti g6d tEgleocation
of the user, a%gpemsfl?: tlllrrgmetc reoeroa %Ceﬁl% ﬁhs%%mz_i-ﬁ%eapft on'torr%Jgul e 220
transmits, [SORIeEECD Ferbice aerdalot l0dgush fristragts yhecnamg@tmg sandce wodde S0 tp

updat ed di SRlaiintGoldt Gl BB reiBis Sodt i i ce
provi si oni ng syst éime \lgt ect ur%l 618%2611 Q%gggg%gj}sgﬁabﬁgg%%&é]& Rk

provi di ng t lsennigeticn bﬁwk@o@e semved 38, providing thp prosedtat wvi¢ehand ﬂhheeq\xestmg

Deskt op ser I t hat..can.pro |ded t he NCC
200 Accor &1 dsFielF0F P RE P NTRIY, TR bR, PRLioEE RIS, SR cervi co
nodul e 210 essuringtitah éwtdogaiviegn eoieanddudnil niniage annytgﬁinglcmaiectﬁﬁsw the to the

client devic cur.e device connection
aut hent i cat i g%n%% ‘Gcﬁsazmg’lﬁ%cngr?l B R R tﬁes%SWFe ‘é“'nﬁf é@ﬂgﬁ‘i pggm%}
Met a- Deskt ofThsteisviiC€lienaievi@ndOh edn et inendr iaaficannitdtdedseto 20 sepdbe céibarage

digital ser ser selects .a particular, s I‘VI e.fromthe
Met a- Deskt oéb(g 5% 935358%&\%'%%”1&& Bt d@@@lltééieﬁﬁ?)&(n&eﬁmn e fhe %gtan i con
440 associ ateathat #ks ﬁrhaﬂm@@retmamﬁmlsemd doBneckibn SdrEPe Hho60e 31h@arsREI Ng oOr
assi gned 200 that is Secé’ ge% onnected to the client device 400

det ermi nes t1Fe™BEYQHRIE ORKHARTS FatPPiieatign sspicst Ble et e WEREeed

servi ce. Th@rosbV ifsthalNekd 200adds e bormeSiRMmUioethe WNBRCIHVRE 400. t MR GNMECt i on
service nodule 310 of the desired service center 300 to initiate a new

devi ce connEYEFYIP( AFEe Metidt el evREY dp nthasiorme (ewduione srkvectamdn)
bet ween a 5Eé))é&éke@%ﬁo@@@o&rﬁﬁa{e@%?%f)]_hﬂﬁkm% Fof Bhch ﬁ‘éﬁl EentA4ick 208 k§Rn}FO070.
The serving NOC 200 nanages the séession between the server 17 330 of the
connect i on pb#Y €t Gemigs taralapleive e i seater 398viltés ammeciaiell Hat neains a
record of t S That
o the. ser anERE PRty F SRR on i pSSH R € i bl BRRENAR | 2
requesting WWémm@@mt@@twegrotc@ols k& vighenadd el é%ﬂto@ldtwemﬂwhre 310 and
instructs the co t 8 I,S Sg w th
@Pgﬁtz&%‘g \}:ﬁ%ﬁe\l\ddgg GO(EI?HH&% ﬁ:lje srta%hsh(ﬁgeﬁﬁg% s@ss"f‘?’n n%@%éy'a

the requesting c Inrtratin evice or re
particular service center 300 and the client device 400 the requesting client device 400

transmits user inputs to the appropriate service center 300 with over the WAN 110 in step
1080. Upon receipt, the service center 300 processes the inputs and/or performs the
computations to generate output/results in step 1090, The service center 300 transmits the
rendering commands to the client device 400 in step 1100.

[0052] In accordance with an embodiment of the present invention, each NOC
200 1s operable to manage multiple sess.ionsl' with a variety of client devices 400, NOC
200 dynamically updates the display format of each Meta-Desktop based on the type of
client device 400 that is currently being used by the user to access the digital service from
the service provisioning system architecture 100.

[0053]} Service provisioning system architecture 100 enhances security by
maintaining a secure (e.g., TCP-based) connection between the client device 400 and one

of the NOCs 200. The lifetime of the authentication performed on initial user token
18.




connection between the server 330 providing the requested service and the
requesting client device 400 over the WAN 110. Thi s approach provides
enhanced security by ensuring that the connection service nodul e 310
initiates all outgoing connections to the client devices 400, and no

i ncom ng connections to the service center 300 are permtted. That is, no
client devi GeenfhQ0;. &aﬁlsﬁ‘ﬁ}!l’é th'enslirﬂrtocfard Rt It ﬁmgpéla%%tdo@ Aofest R &Eﬁe}{' ce
center 300. Also, termnates or drops its device confiection to
the client é@mce,ecommn@sﬁathwﬁ@umqf\ﬁhmnongectwaeﬁmms estdblisheddptweththecteniect i on
service modyl.&.316 51{datﬂ§ (?§00 tRe Idn%%gttﬂlg H@Rfé&mﬁ‘%%%ﬂf?ﬁ?sfdr an I{T(?é 200
application service into the remote rnteractive ormafl ~an
manages t he sewhnae d*;@qpsﬂlv{s’bmwsagedb itteerongietio eeﬂi@@modiﬂaﬂm of, th¢ beevice camteect i on
servi ce nod I ol or d

keyst rokes, %Egugéﬁgﬁﬁ égaﬁ?mﬁ&n%pgf&%%gﬁ%m%Pgﬁﬂe?orggggﬁmymenugﬁfP%Rt

devi ce 400 fiamimtep the(ﬁevntcheomie@nonm ths eliant d@scealiifl thbvécmnenionh havise rrmdn‘le center

300. It is C|ate tmans ation.is require ection
service rmd%lr[)@ & iF elf%t 1° télfdgﬁ]l’”a%a Rojie1 Bﬁntasprecﬁgwggpﬁf?& g? {lléct ive
pr ot ocol , qunanmaiﬂheh%méquh&ﬂahmd@ym@andfhyﬁmxﬁﬂﬁkmaﬁanxbﬁaﬁl] After the

NOC 200 initiate eest bI| t of. a i on between a art.icul ar
service center B’@g‘l‘;{l ﬁ‘ft ‘a"él\??tpét %@Si’a]f%gr PEgessien ﬂPﬂEq”f"%‘Pndew ce
400 - trans msérsmel&@ﬁulermuﬁosrfarmstaflﬁba@mép@aﬂs@dt@n $EEMLEARE Bith@iticBPer Whthh over
the WAN 110.ipn %ﬁgﬁloso UpQIL‘ICI’ECEI pt, the servi ce center 300 processes

the inputs g By the spratic el divine 49fs Hopeyereteaire disifbyhen P%’%lﬁl ts in

step 1090. XHR isehMbfen hebiblic BOPslea Bi¥tdh§ alsBRire §RRACE nBGsGAFTRRGEet O t he
client device 400E3| n stegﬂ%l &O(fs In chor dan}?e wi t h an enbodi nent of

the present 1ahl?%fﬁﬂe§ﬁcur@&éﬁm@ed %eﬁf%m@ﬁ%rlaww@a@cwﬁbg@ cipppdippntof

sessi ons W iy Reddat m@énl’mﬁ’fthé? &érﬁ@é [%@%éioﬁﬁl% 396 aN%cu%QQO@Ylﬂﬁigs %atlokéﬁ updat es
the display format of each skt op baSed on th pe client device
400 that i sbesad saqvity Sﬁéqnh@hmmlqo'y sraE %%rtecb@ol@ayc@é wtﬁbut@@gk%lan@er vi ce
from the seryiGRe REQKH KRN Y SUFEN @aﬁlﬁmsérec% WESy u;%a% L:QI%%%E

provi si oni ng systenmarch| ecture 100 enhances securit mai nt nnng a
secure (e. geireuncdiadestn i@blﬁﬁ%ﬂ@lpndw thecligab devidgat00 Iﬂm’eWE@éhﬁ veion9Blettnd one
of the NOCs f n n iaLtial
user token E%%&x1%g§ t?gﬁ%kgs Eﬂm%ﬁgg?#ﬁﬂgl%%%ﬁéﬁg?Fggg%§£€ﬁ?%g@ﬂém%I|ent
devi ce 400 @@mae@é@@mnmwndnyﬁfapﬂva@kvmc@ﬂr@@kn@émﬁnﬁsambmmhsxﬂDDd@ﬁne of

(1. Sonnect b atel RekeiablLahes DeLsei e il oflgg 00 ape e

be used to locate an appropriate NOC (e. g the string "xtp://<uid>.xds.com/"), and the

_'IT

lile. Preferably, the smart card includes a source of appropriate pseudo-random numbers,
so the service provisioning system architecture 100 does not have to rely on the client
devices 400 having these capabilities. As discussed herein, the client devices 400 may
span a wide range of device capabilities from a simple /O device to a fully-functional
PC.
[[}055] In accordance with an embodiment of the present invention, the smart
* card/token can be used to authenticate both the client device 400 and the nser. Preferably,
smart card is a type used by the global éyéfem for mobile communication-subscriber
identity module (GSM-SIM). For additional security, in accordance with an aspect of the
present jnvention, authentication service module 210 requires the user to enter a PIN or
password‘to unlock the smart card, similar to the conventional automatic teller machine
{ATM) card. This helps prevent the smart 'éa'rd from being used an unauthorized user.
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sends a "keep-alive" nessage to the connection service nodul e 310 of the
service center 300. Preferably, as an additional security precaution, the
connection service nodule 310 term nates the device connection to the
client device 400 if the connection service nodule 310 fails to receive
the "keep-alive" nmessage within a predeterm ned period of time. It IS

appreci ated that [4d3g] F&e@@m@iet d EHACHLAR b BRALas A whD Brd R
interactive pr,ot ocoI [ 0054] part of t-he authentication sha & or

process, th&HfFhe Rt sad ﬁderééla@W@ntma@;W@e Qmwp@mgmyﬁt@maanpmugm 108y
transacti on g @05HEmb B&e@uﬁd}&iﬁkatfdnﬁvﬁh&ho}?% 3.:1' Q&h\’ds%ﬁ' AL 3o the

specific client device 400. However, a secure L5t 1 but oR the eys is
a probl em i Aaygr (PB) fieg Pﬁé@cywéﬁ@ﬁgﬁpﬂﬂérr@@% apsecoder shaliepgresponecessary to
ensure thatgpkeysn@hfosecurely distributed and saf eguarded. In accordance
wi th an embodi nent of the present invention, the service provisioning
syst em ar chi t ect {}0E711.8digite] deivieessuch 1sokword phyesso applicntit,ywebybsdves, tvivkt

el oys sait 63! dARGHNOKAG ] oL Ioa] L4 DULLABIKEVR, A, IRIBLALNGSesi on

keys. For exanp user’ ¢an use hi’s Siart
circuit car domn@cﬂor{@mr comelficn maeﬂ mndulé(s) 310e @ick ardessttenviag (beéisﬂ&ta%nmeaccess

the vari ousy, Deskt o rvic | n accordance aspect
of the presen oft, seIy: T on. plo (pr!rl?ﬁrcl’ “ig?‘ﬂ?et@eﬁonﬁ%'ro&seﬂécgfmsd% %é’?e key,
user credent¢raics ct{mQOO acmvaﬂea; R tdquestdd digdal sekfies anﬂltblh\leﬁts kt%yn@im@g &1@@200, a
uniformres urce | d i er . Idocat OEE@&JUEII or/ ‘ﬁ}at can sed to
| ocate an aﬁ%%%??sa‘f Bp @, Yyindows fles FRje 1}3?1&5/51;1 Pﬁg"]%ed)smé% M and
the |ike. lepeffsaita[ﬂu)/corﬁﬂhﬁbl‘éﬁﬁfth tB& renbtB Cihdeetived dSMUPC BrodicoR BRERP ahat €
pseudo-random numher.s, o the sg}%w cgrgpr ovi si oning system architecture 100
t

does not ha@¥apiates il withtepser spss ¥ 124 popedtigy peYice medwe SHEBY | it es.

As di SCUSSG@eﬂ&ﬁﬁ@blﬂmaﬁfbﬁ itdl @Rdgesl8Nine @&vﬂ@@utﬁﬁ}’sucﬁ@é’- e@ra\'fﬁ@%ﬂﬁﬂpﬂ% ef
devi ce capa rom a sinple 1/0O device to a functional = PC

bjlit
[ 0055] In aeé@lﬁdfsﬂ%’ AR EPP %?ﬁflféhﬁtsdu%ﬁ@meﬁm%@rﬁ?ee@emie B aie repRrts ithe snart
card/ t oken gam Jag auﬁmﬂﬁ;ot@meh_@@@mt %&%& ih@e stéﬁd}tusgleéfésﬁ@n 404 Iﬂ;@d the

user. Preferabl smart card is a type used by the glo system for
mobi | e conmiFAPeshe idigiakirpges saNOCi 298 wr ﬂtwl\df’ﬁﬁﬂl‘fﬁléo}( %PW@SFEWFHIC R3¢ megedy t i onal

security, i ﬁaﬁ&%rtﬂ@@&%oﬂ‘aﬁ@e %‘ﬂ’l RRPSE kh@in Ihhe PAESEBL eﬁFBYeE NhEn

aut hentication service, nodule 210 requires tRe user to enter a BY AP or
passwor d t oPTgride skbsiandallsnimmaediate sespesisaite anseroequeet Honvdgitdl semice zod dwirat ic

teller machife he%&'%éjofﬂgé’l.‘{ gvé%gig n%%}/ g the smart card from bei ng

used an unautzorlze user. 1 or so mare based client device 400
such as a web br[60& Tufhingnow wrig. 4, there is illustrated a process for transferring control

of a client device 400 to another NOC 200 in accordance with an embodiment of the
present invention. Upon a user request for digital service (e.g., insertion of the smart card
in a client device 400) in step 2000, authentication service module 210 of the NOC 200
determines the geographic and/or network location of the requesting client device 400
(e.g., IP address) and establishes whether the distance between the client device 400 and
the service center 300 associated with the digital service (i.e., the serving service center
300) is within the direct service area of the service center, e.g., few thousénd miles in step
2010. The authentication service module 210 searches the client database 240 for client
profile information which contains information relating to the client device type, attached
peripheral devices, location, etc. The size of the direct service area depends on the round-
irip delay or response time, which should be preferably below the user’s threshold of

perception. If anthentication service module 210 determines that the requesting client
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w thout a smart card reader), the inventive service provisioning system
architecture 100 may utilize sone other authentication/validation nethod,
such as using secure sockets |layer (SSL) for privacy and a fingerprint
reader, a password or chall enge/response system for authentication. [0057]
A digital service such as a word processor application, web browser, video
servi ce, teldeplor)0donviddd itien diret Gerviceaded of Glon B@Gihe Getvitet SateY\VANO 1R

t hrough t he nector(s) or.co ctjon seryice nodide(s) 310. Once a
sesoi on has BEEAREEClits Bho P AF BldheRBadEy e SEa R ety O ciont
devi ce 400, providee tife cdisntSOr asicetedBdtt e 24Qesthe cisr hﬁsé‘c@at&@ﬂit@fhe?r&@mﬁﬁl?i vat es
t he requestegﬁgi(igi.ta service and converts t%} i data

e _incomng digital
repr esent at i V' ,OOJOW?MB_ R Bd]étgl?(f‘%b‘f’e wede 20 ﬂﬁb%él%&%(_%xiéﬁ@@%s) into
a data repriesekaDedor 8Ead nblge VDb Bstifigndsenive el BLAEAGE WHE 1-61@»%&%&1@!0
pr ot ocol forg?alt and encapsulates it with the user session ID. That “is, the

connecti on $EFYEEECHHNRususiontzss theMetgDisalrtan baspd en tha shend pifiiesinformetipaofof t he
service out g reqfidtfifle dfed CROIATA00atd BlsHEYs | tonﬁgedtﬂ%a%e%ﬁto? gm.l tﬁlg

application, etc. The connection service nodule 310 al so repor state
and avai | abi¢quesiing gligr dewiesc3oig stepcifdl-e Wheh fihet wser spirsts aodesugleserdesémn does
not requestyeayth @by 38 My &Eon £BS dﬂ%n Weddaebi 3 0 Ice
nodul e 220 nerely nai %t alf)ng tcﬁle 1se% |on_g.a?}a[\{}l'edegl?%4%%&“%1@%&@%%&?% Fig.
2A. This endb? dgemies 200 nsgructp fpviotespondisg asrvicakénferi 39fiedicsitidish asfeoinse to a

user request fQkid Hidital | ‘]@{@ : Jaintain the state of the
service sess[i) oln Izi)t oﬁ%b&?#&?ﬁfeﬁ%@@% %}%lﬁidﬁ‘éyén%%l{{gﬂe#g@%, there is
illustrated a pri®8¥ydf flor clienbdeyfcer400ng oothiertbd diraft savick iaest ofdby isereicd00 t o
anot her NOC hA rdance. it h _an.enbodiyrent of.the. present .ioyention.
Upon a user C%g%l?g@’tlﬂ% g‘?m%?lé?t%gwa}slg?@?%uém te&l.tgg?refeﬁggﬁy?rﬁgﬁ’ %‘F%PWEI\L rt card
in a client2¢kvicapsultdB) the msst epi0@, raufehenid padsiabhishsehs aLr BRsih @0 210 of

t he NOC 200, _det i t he. geogr aphi d/.or network | ocat] of the
requesting ¢ Oﬂg%g d(?e\gl(iﬁilem%%go g.t‘)gﬁl,e Cﬁ@%ﬁa‘&f’eeé@ &-ana%%? g@é gﬂ%é“ {6t her

t he di st anc20dfetThetds thdaighlal eset seddvi with ¢B8Gome AOT D is efvieaCoChmaned300
associ at ed 'tg?rft;lhe di.gital s t he ggrvi ng service center 300)

gr%hce gi . e.,
CHITPEIE "B FRCLY S BIVeRtoRs LEFFE @ cBservgrs gnd sefgte housand

is within tfe
mles in stgp.,sflddcaching sawtigpditapsakicd AnSein¥iecfahd Metctsichlfd pp@adLhssu t he
client dat ?gbﬁzqe 240 for client. profile.information which contains
i nf or mat i o' ¥ T oY RHECEFRS e i Qlisey fresion emaps dariousdY Vb PRk
devi ces, | OOpdd Diiser@t@umnTid QisShoa® Rividd@edl ik LdmSROV 20 BhSRyASRREISRq On the
round- trip delay or response tine, which should be preferably bel ow the
user' s t hr eYREepigs the user session in his homg service area (1.¢., stores the state of user session

on the user database 230 of the home NOC200) in step 2070,

[6060] The NOC 200 hosts and continuously maintains the user session, thereby

enabling the user to freely switch between different types of client devices 400 and/or

locations in real time, while maintaining the user session on the NOC 200 and/or the

connection service module 210. The user can continue with the session from the point

that session was last accessed. Accordingly, if connection service module 210 does not

receive the “keep-alive” message from NOC within a predetermined period of time, the

connection service module 210 terminates the render or device connection to the client

device 400. Similarly, if the user logs off or removes the token or smart card from the

client device 400, NOC 200 continuously maintains the user session, but terminates the

authentication comnection to the client devicé 400 and instructs the connection service

module 210 to terminate its render or device connection to the client device 400. A. user
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perception. |f authentication service nodule 210 determ nes that the
requesting client 20 device 400 is within the direct service area of the
serving service center 300, the authentication service nodule 210

aut henticates the user and the client device 400, and provides the client
| D associated with the requesting client associated with the requesting
client devi mand@&tmdﬁs trer Mation Desdyt bjpioggng‘bm IAD Afhseng?? @t cdrid@r Mk, 200 i n

step 2020. 0 rvice ule 22 st abl i shes a devi ce
connect i on Wit ﬁS%g %@é?ﬂﬁﬁr&%ﬁ écﬁ &E{’/Tglé’es%ﬁr gjé%ﬁlbﬁlie%gevf"ﬁém%f%‘uﬁeskt op
based on t hehecloggﬁg oprand 1deg@inendfDEamedel d@ﬁlpibfed b REtEICHGSEH HEnCAdvRRE 408VI Ce
400, and di s[ﬁl ays the custaom ze% éa- @5'{@@) on.the requesti ncg client
devi ce 400 iTTUSEAMSEFGBRECIRAR DT plisnpdfoed goyingea pregatatien (qudlorpEm t he
Met a- Deskt offioghi % ph@lo@hnQt ahdtBerlcHERBYILNYICH RiHbvide bitSl@n4REh 1B 84 @Red 040,
the NOC 200 det g m nes and_instructs the corresponding service center 300

to establ i sHeHHER e MseihpE aEe g Aecgpd gisabdayipedps. hOtlwréﬂlﬂréaH@@@ jorile imeent
devi ce 400 inBedsd BsvaRE Betwl-Q0BILLidit ddhgs ﬁ;lelsﬁfetof@l?evljl&%néﬁ& lsﬁlaﬁﬁ%h&éddaﬁdt he
direct service area of the service center 300, in accordance wth an
embodi ment  #1° UsHeap thea srave jahere hile aontinies koshe wNBCpressption cWpsuthateds 2t he
user sessi o affe b&REST @E %nﬁr’tgatra%sgxs}kgée%ﬁf REH 6.,!& IB%G]LUCEI%J a%g’.ﬁﬁn Otﬂf\l%%m?gnm Ihel’

NOC 200 | ocated closer to the client vi ce 400
step 2060 wWpRidtbeicgched jed geiedion e qqsmcu@ewmmmﬁwmtm&@cmme is
"frozen" Lﬁ@ th C g? n n, a
series of d |catee gggref/e@gsﬁ%n@ fgﬁ}g%& @Broﬁ&%?éin{%%rﬁhgg%ﬁw% sé‘-:fri)vers)
encapsul at eeand clipmnisties. sHeve, tbgens passd Gm aﬂ@tqqrm\proimegalrsoﬂamﬁonalrmgtaﬂies ki ng

N R T e

r est or es/ uppg@avesnagdystey lan:ﬂmexmrz @80, tukar mge[eemmﬁ hisrsnhrts:aﬂdoﬂmlébﬁrtw ce

area (i. state  of r. session on the user database 230 of

t he hone N&?%fg%fg CBSQ SCOi@éafﬁnetIvﬁ%éfﬂ‘ $HE"RGC 200 hosts and conti nuously
mai nt ai ns the us[éﬁ(ils}é&xslcomecndneswhye memabBlmgecéﬂaa iusdHiing dath [fRed Yersiob t Ch

bet ween dlffer nt t ﬁ] i ent e\éll?ices 40? and/or . locati ons in real
Cime, whi | ePTRTRE T TR (il B SERTR Ry A RERe o o G deeres
connection m v'imeapmtx lirerertidh utiifzes U eHasic aBerCOREfAdUST Mch RliéMRlesies30eNn from
t he p0| nt se55| on was. | .ast . accessed. Accordin Ig, i f connection

service m)d]ﬁl % TERnEedRIs Inforyation, Baspd gn the degtusgs; alifies et pFiNoc

within a prafist esvidenesh pedisplidy e tdpfBentdta of GRORBE! dOtheSGEM &&id30MH e 210
t er m nat es ,i,he render or device connection to the client device 400.

Simlarly, PEICAENESSPIPEESOORVEHng amsdiadis probieskiemone &maptto @aetheri r om t he

For example, transcoding is used to convert video formats and to fit hypertext markup

language (HTML) files and graphic files to the constraints of mobile device and other
web-enabled products which usually have ‘smaller screen sizes, lower memory, and
slower bandwidth rates. The client session and computing overbead to process and
manage each user session resides with the NOC 200.

[0062] The connection service module 310 transfers (i.e., uploads and downloads)
data to each client device 400. In accordance with an embodiment of the present
invention, the connection service module 310 is a normalized virtual medja buffer
operable to transfer data using a range of protocols, such as ALP, RDP, IP and the like.
Preferably, connection service module 310 transfers data using the remote interactive
protocol optimized to provide a high level of performance with encrypted delivery of
streaming data representations, such as streaming video and audio. Those skilled in the
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client device 400, NOC 200 continuously maintains the user session, but
term nates the authentication connection to the client device 400 and
instructs the connection service nodule 210 to termnate its render or
devi ce connection to the client device 400. A user 21 6 can re-enter his
user session nmerely by logging back in. If using a smart card or token,
this is donerthyillbepesie Eﬂaﬂﬁf&rﬁ@udnqglﬂﬂl% 18 sRedullfy ARMPorQfidedichd & ﬁhtsmg ehent
devi ce 400. Thus t he 1 oggi ng on and_| oggi ng of f can %e conpl et

switch bet wdghe dhe ¢ ldgﬁﬁﬁ%@ggﬁle@ml R alai/‘arsérpr@mﬁfpéﬁt@mleimgmetomll ent

devi ce 400 angditsdayd AGnde Eélﬁﬁ%ri&léitaie%nﬁ%%aqoésqg?% nglet;[ll.{?ﬁl%rﬁa{a 1%11%@% pon to

anot her client deV|ce 400 renovi ng a token firs devi ce
400 and i nsEFEIOAE grenhiral geer é’é@@?@l( el uéom@ﬁon Grhes dmmmyaeq@huse in
the time negdedatiPerSWhing e d inBe he
presentation is maintai n% (‘Rﬁi"ﬁﬁ o nghcan ]f“}q B%E%C %vﬁmfosc’ﬁ

cont i nui ng WHWQM@{W@Wm@ﬁME\Men there is a lag time between the

time that a user esSi 0 SSi woul d
be cached and st Re%ggﬂﬁ ngé%ﬁgggéggg%?03%10%&73’5{%%]16(%?&%6 lﬁ(&: 200
while the Rmﬂi)@iabbslessama Shmemidigorapdth deiveentiecoamndti@r speicd yodwaf i gur ed

connecti on devi ce. ne t.here d for a
| apt op or p?%%grhld ttlg(feli?ﬁ?eégrvgona it di gt mfnpaassﬁg{eg?‘}f gf S&BB%%%%O\%I] FEVF8vel i ng,
al t hough t hpspvilars @itlithe ukes. uiledddmlw, hhet prescae inviemton @eblvd 8l @éﬁsﬂﬁs 8y Bé em

hi t ect I d rt d t
et oty acad 8 YR8 HIBErat otk S el e, ctateiRior e Biect i on

servi ce nodpdogidBikGetiee @ahd edtinid® Atdiss WahAdith GRSARWHES, m@l&&ﬁ% dBdesured
servers 330 an arses the information for transm ssion to the client

devi ces 400™ aﬁ‘r"ﬁ%ent invention utilizes the basic user interface of

each client devijoes#4d8 vieat BErthd ha® 61ﬁ§rtfe§&$t18ﬂ, nbhebiRtheRshased aean the
features and, functional.ities of eaclg1 cljient device 400 to_displ ay

r epr esent at H§HaG¥e eRRodEeals o thhaventios yillyes, irpareabty. thosy dilidom e arts a

process of gedvEsdlly, n&saemghﬁzfmdﬁe &fnstﬁiad%ﬁuus{rﬁme%ﬁﬁza QiRE tﬁeqm%@é her.
For exanple,_ transcoding is used to convert video formats and to

hypertext n¥rifaspinghasgsaled oy the peskaiodnef crraigEiogt e invgntios. tDm@ﬂS Of
const rai nt spefstiibld agedd GErNhbaREILy \\Oﬁllibu?rh%F % @{? g&t %?”r\%p lphpusual I'y

have' smal | er screen sizes, |ower nmenory rates. The
client ses slpmtlaﬁcﬁﬂé@?ﬁﬂ}ﬁuﬁqe Bipef ﬁ&awdtf@amf@c@hlsh eerue within tpescepcot ths er
sessi on resj ggﬁeg\ncfa Lhgs 200. [0062] The connection service nodul e 310
transfers (|. ., upl oads and downl oads)
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data to each client device 400. In accordance with an enbodi nrent of the
present invention, the connection service nodule 310 is a normalized
virtual nedia buffer operable to transfer data using a range of protocols,
such as ALP, RDP, IP and the like. Preferably, connection service nodul e
310 transfers data using the renote interactive protocol optimzed to
provide a high | evel of performance with encrypted delivery of stream ng
data representations, such as stream ng video and audi o. Those skilled in
the 22 art will appreciate that inCdsAdMSon relating to streaning audio or
video can be transmtted wusing the User Datagrarn Protocol (UDP) and/or a
proprietary tunneling protocol ‘architecture, as these formats tolerate
sone dat a | oss lwhi | & seadugirogsidaihg systdne fig providishrensessicen te digitaphi cal user

interface %GUI% and vi sual ﬁnfornat'on can be driven by each service
driver havFi§e PVE AGRRP e IS RG S i“BPBF"% ndowi ng engi ne, such as
Mcrosoft W ne@nality o0&lidnh@evdddy 8divcMied tdkald dORGRIMIGiob ORBRbkBYr Vi rt ue of

t he present service provisioning systemarchitecture, NOC 200 can

est abl i shr@ﬂ@ﬁmﬂé@@gﬁﬁmﬁ:ﬁm%ﬁﬁ presEngeninut frem sof digdtel svigeivi ce nodul e
300 and thgggkient device 400 to provide unparalleled [evels of security to
both the servicé providers and the users. In addition, the, present

i nventi on enabhefiraity ofssatormtarofobprovainad daabdigitdl cervives, eadrofweitthout any

data traveli.ng outside the servjce center,300, thu royi di secure and
Conti nuoudiaiaPeBie s ora e DR SR RIuE & Ao Rl IR brot o
| ocat i ons redefAAdoniniandi Bipoth shidelitRrdegiosd ) @RBIGEIsPiddon, numer ous

nodi fications and alternative enbodi nents of the invention will be

apparent to t hB8ewerk sreEgionseripeogpected tnstid campgnipationsinstepsk & ption is to
be constr uedi A% &Jgdetgﬁg&ghe Hragitﬁl&lé:%g%ggro'vﬁiefi ‘Bg u%e[}fru@ﬁ{g%?%&vicgke&taeqﬁé ng ! hose

skilled in the ar est "no arryrn invention. Details of
t he struchemverieycridienveantceaniged andutlaintivateve tlxot tiedeprandtor nsprfrequastinge spirit

of the inventjon, and the exclusive use .all nodificatians ich cone
o e ¢ 8 Al ol MikatDgorR SReraionealep foind st eSS qubRiiea ' " o
servi ce ppawiditbadiadal SHsticemiitohe PhaY teittandfTDES® hasb&a Suthentith@tlald servi ces

over a communj.cations, network, conprising: a ﬁlurality of client devices
connect ed PryIding He sermisa AFEet Y ngtwptkaiddicssef the client device on the

communication network,

wherein each of the plurality of service centers include at least one connector to
establish a network connection between the respective service center and an authenticated
client device at the network address provided to the service center by the network
operation center, the at least one connector adapted to transfer the content generated by
the digital service to the authenticated client device and to transfer the commands from
the client device to the respective service center over the established network connection

to provide a remote access to said digital services.

2, The service provisioning system of claim 1, wherein the digital services
generate content in a respective native protocol, and wherein the at least one connector
encapsulates said native protocols of requested ones of said digital services within a
remote interactive protocol, said remote interactive protocol including information for

generating a human-perceptible presentation on said respective ones of said client
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requesting digital services by users and presenting output from said
digital services to said user; a plurality of service centers for
providing said digital services, each of said digital services generating
content to be presented by said client devices to said user and receivVving
commands input to said client devices by said users; and a network
operation center connected to said comuni cati ons network for receiving
requests for the digital services provided by the plurality of service
centers, tdﬁélceaaém%gwp@m B igonerdmgtadrumsp ieregbiitdelpreseniaich érudiag e a cl i ent

devi ce ancg{xggn WSRE dhGIHGR lz[égaaztsgicpd-llght%&bié?r vice, the network operation

center notifying-a servic er configured to provide the digital
service after the client device and/or user has been authenticated, and

provi di ng the éerviﬁg center with a qgtmorﬁladgr Ss .of t.egﬁlient devi ce on
the conmmunication A&t WOVRE PraKigiramg sesiem obplamh L varersin fhe st sTurees ce
centers i Rehdisle caltedt @RS tesPREVERNTE GERbcdl,ind SRR 1he Bt 18asd Bhy\WInkegiNNect i on
bet ween the respective service center and an authenticated i F client

devi ce at ch¢ppsHalenwsidnatiye pesecolradyeqyeticd encs wbsasddigitd seviget withiya t he net wor k
operation ] - : 1 O t he

cont ont _gEaiyk Fleragle ool 3k AR FARGEI o BRARA S Ok SIS PR o

devi ce angenaatingarisinen-petrepiddopmesaisation omsaitl hespedtive nhesddsaidelitid t he
respective service. center over the established.network connection to

b vt de & dpaRG ECt Bty B Fingting S sRURRLLS Dsen gt STt

provi si onimagp&disiagetigb. claim 1, wherein the digital services generate
content in a respective native protocol, and wherein the at | east one
connector encapsul ates said native protocols of requested ones of said

di gital servicgs Wi Arfee HSMBbARL ARLAGE Lifh PLaeRG0Laiq BRE:Y &0t €
interactive protocol 1ncluding P nformat | on for generatihg a

human- per clegt désliess prasgateltsst i on on sai d respective ones of said client 24
devices, said information for generating a human-perceptible presentation
including screen image data for display by said client devices. 3. The
servi ce provi s5.oni MhhesyBl@Profisichiai Bstem whehial 1) vileeidbgd hilbassefievi ces
generate content_in a respective native protocol, and wherein the at |east

one connetBECIORI EAFARIF i sk IgPHauiRee compais of said fequetiebanca @f tiks of said
di gi tal SgLyhiGESiMibBisHidFemb® MES AR EEBEN HE 1PEHPIA Al tual $&reh BITE ©
interactivg protécél Fnclﬂg§né %n?orﬁgf?ona¥or 1Q§ e @h.e

of data on respective ones of said client devices to ensure that said data is not transmitted

outside of respective service center, thereby providing a secure remote access to digital

services.

0. The service provisioning system of claim 1, wherein said network
operation center comprises an authentication service module for authenticating said users
and said client devices, establishing and managing an authentication connection between

an authenticated client device and said network operation center.
7. The service provisioning system of claim 6, wherein said authentication

service module further comprises a token-based security system for distributing keys and

generating session keys using smart cards.
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generating a human-percepti ble presentation on said respective ones of said
client devices, said information for generating a human-perceptible
presentation including bit- mapped i mage data. 4. The service provisioning
systemof claiml1l, wherein said plurality of client devices are stateless.
5. The service provisioning systemof claim1, wherein said at |east one
connector is operable to translate input/output conmands of said requested
ones of said dlgltal service into said renote interactive protocol and to
di splay vi rtual8 r epdbsenvige promisianingaasiem of claas perharvia sadastwork sai d cl i ent

devices t q,ensyf 8 nbd? %gmﬁf'i‘éeg Qde?kt §er$1£é&’ﬂ§sﬁﬂl£f~ E‘o?%ené%&ﬁnsg'[c%%at sé’) { ﬁ? pective
service cel ter, fer & providing a cure reno CCess

servi ces. cﬁstofﬁl'rmd MazttafDesktqsp“ divplayingdigipl syrvtcesraailabll & athentivdiat @ien ofai d
network operation, center ri ses an.authentjcation service nodul e for
Aut hent i cAPIOHGS Arheeibelieat itk oBfl Feegvinmrogent 1obe e Hiet RFrigC and
managi Nng aronabidthamtitchbic R SANEIRGE Heicchet ween an aut henticated client

devi ce and said network operation center. 7. The service provisioning

system of claim6, wherein said authentication service nodule further

conprises a token- bEﬁ@&rﬁ&C o{zits%gﬁ%%%&‘&la%?él%@& g,tv%rf%éikiszﬂg NEY. Dl

gener ati ng sessi on keys usi g S e Sservice provisioning
syst em of seivaemdiulevihepesihie @agedem‘etsmlrskecﬂﬁxp@lswrmmd Metatiaskiopbpseiloas a

Met a- Deskt 0 lserwc &p Ort§§ ratl g client-specific custom zed
Met a- Desk# ﬁFgﬂFﬁ'?% %ﬂ{%W: 1Y 4 | abl e to aut henticated ones of
said users and said client devices, and receiving a request for a selected

digital service from aut henti cated ones of said client device. 9. The
service provi si®ni nghesPEtenRTaTISIOnER fYBem Ghelpiet b asrein pid actpegkt op  ser vi ce

modul e i's 088 aRlcftel FetdRH saats%g:?%uétéﬁép%b&étgd ﬁrﬂﬁ%&lﬁ‘sél@&ed\@ ﬁ‘al@&%ﬁ%og based

on profll Information of sal enticated client devic
service pMUMDSMQnﬁmgmgwgwgnw@ﬁmumdwnmﬁﬂswhémﬂwngsawdeneﬂmﬁohﬁmdpbrat|on

center detqan&pes Sehv, @gix:% 1 %é%oFlated with said selected digita
service 80 5FION JEFIdaeRLcaled PN Ukt er and control's said serving
service center to establish said session with said authenticated client

device. 11. The service provisioning systemof claiml , wherein each of
said client I1. The service provisioning systém of claim 1, wherein each of said client
devices comprises a peripheral device selected from the group consisting of:
a display device, an input device, an audio device, a video device, and a

universalserial bus device.

12.  The service provisioning system of claim 1, wherein the digital services
generate content in a respective native protocol, and wherein the at least one connector
encapsulates said native protocols of requested ones of said digital services within a
remote interactive protocol, said remote interactive protocol including information for
generating a human-perceptible presentation on said respective ones of said client
devices, and wherein said client devices are non-compliant client devices that do not

support said remote interactive protocol.

13.  The service provisioning system of claim 12, further comprising a

plurality of proxy devices, each proxy device associated with one of said non-compliant
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devi ces conprises a peripheral device selected fromthe group consisting
of : a display device, an input device, an audio device, a video device, and
a universalserial bus device. 12. The service provisioning systemof claim
1, wherein the digital services generate content in a respective native
protocol, and wherein the at | east one connector encapsul ates said native
protocol s of requested ones of said digital services within a renote

i nteracti veliepr @ivideOhnd dpatallet6 BBvRrtiaHr@b&st bf ¥ed AsPé@EHani Relcd @ Had

i nformation for eneratln% a human-percepti bl e presentation on said
respect i verBREINERCUE RIOWFPlent  devi ces, and wherein said client devices
are non-conpliant client devices that do not support said renpte
interactive protocol. 13. The service provisioning systemof claim12,
further conpri sidng é"he p¢ruicapmvgﬁicmﬁngmym ﬁehiméswh@emhaiplcgmymdi@wcme

associ at Edne%(grﬁ ? vad a ?e%e% Qg févgﬂ%) g 8 rv1ce am(.je%\{(!) & esﬁreaand oper abl e
to convert 5 8 "Ror: conﬂP %? T8 sal renot e
|nteract|wﬁmhmmmﬁmdmﬁwhéfqﬁh&nﬁﬁivice provi sioning systemof claim1,
wherein said conmuni cati ons network provides a predeterm ned |evel  of
quality of service guarantee to ensure a predetermned tinely response
time. 15. The 98rVi q@e Kroiée ﬁfo@ﬁio%&g%}ﬁ&&ﬁ@f%m@'l%ﬁ@r&n s gEQIoRk Sai d networ k
operation center is operable to continuously maintain said session

r egar dl essPpgfatipihecniqr at epsrablsf tosaitihuensle maingey saé sesgion rephlieseplthe status
prOVISIonkﬂgm§¥§&ﬁgk8£ claim1l1, wherein said services conprise a service
sel ected fromthe group consisting of. video conference, IP telephony,

voi ce nessaglng, digital nusic, digital novie, e-conmerce, and conputing

servi ces. d for rov1d| a secure re ess to digita
Services over d6ee MRS ke PhRSloRitRsten SL R | P irte Rad et of

recei vi ng,combprice gy delRRarhi @B gfRP CBhsistiAg bﬁmtcoﬁi@fenée ap &'lépﬁbnﬁer vice
avai lable on a service center froma user on a client devi ce over said

communi cat'PisAgeweis: Kgital ausicedigite anavigy ceammenserndaoarpotingsardcest i ent devi ce
by the network operation center; providing, by the network operation
center, a network address of said authenticated client to the service
center; establilZhi nd, méhod fepseidingcesecenrirancte acaest waiditat@miestovern t 0 sai d
client device at
communications network, comprising the steps of:
recetving, at a network operation center, a request for a digital service available
on a service center from a user on a client device over said communications network;
authenticating said user and/or said client device by the network operation center;
providing, by the network operation center, a network address of said
authenticated client to the service center;
establishing, by the service center, a network connection to said client device at
the network address provided by the network operation center to establish a session if
said user and/or said client device are authenticated as valid; and
providing content generated by the requested digital service to the client device
over the established network connection, thereby making said requested digital service on

said service center remotely accessible to the client device.

i8. The method of claim 17, further comprising steps of:
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t he network address provided by the network operation center to establish a
session if said user and/or said client device are authenticated as valid;
and providing content generated by the requested digital service to the
client device over the established network connection, thereby making said
requested digital service on said service center renotely accessible to
the client device. 18. The nethod of claim 17, further conprising steps of:
27 connecting each service center to a connector to provide one or nore
digital servi ceanesiieg cash pervice penimtite awmgtorn@tm@we ongr dnase Aigdel or

encapsul atd.Ag et GRS Y HmulRbiNE nBk »ﬁ%td? %91&%0%6(:&) P @it g gétWeces wi thin

a common renote I nteractive protoco CPanst ati gin out put conmands
of said regtiesprethcds gf saad dlg&atl\smf&:es withinsaiothmaenermb® intetaetiacroweolpamt ocol by

sai d connect or rei.n t of trans|ating.c ises .the. step of

orovi ding | nf ol RETRER P gRRa Stk it BukSRgERERL B e kiR HiT on on sai d
valid cli eahotéeme@etwelgﬁ)@toérdj ®y REl Beshedfor, Gtk fh&ste%@fr@ﬂsﬁhﬁh? Codpages Of
providing jnformation provides screen inmage data for display by said valid

client devheHer glprovitias ifomydiopto gangiats algmagnesresphble Reesaitepnom sgidovi di ng
i nformati QQid PRYhdes. bi t - mapped i mage data. 21. The nethod of claim 17,

further conprising the step of displaying of virtual representation of

data on said valid client device to ensure that said data i s not

transmtted oug i de spegct.ive Senui ce cent e OV|d|ng a
secure renote a%cesggawg%‘ga fam 18, p@$§@%ﬂw§§poﬁw@v£@} Y ai m 17,
further comidesistgerd iegs tap fafdipiyalylsapihiang chad devignagi ng an aut hent i cat i on
connection between a client device and said network operation center. 23.

The nethod of claim22, further conprising the steps of distributing keys
using a token- Q@SGdTM%b&Mfééﬁﬁ{W@&xﬂtﬁ@%ﬁgfﬁﬂvﬁﬁﬁ%ﬁﬁnm using smart

cards. 24. The nethod of claim 22, further sing the steps of

generatlngﬂnmkéhﬂin%m@tmﬁged@@stonlzed Met a- Deskt op displaying digita

services available to said valid user and said valid device and receiving

a request for a selected digital service fromsaid valid client device. 28
21.  The method of claim 17, further comprising the step of displaying of

virtual representation of data on said valid client device to ensure that said data is not
transmitted outside of respective service center, thereby providing a secure remote access

to digital services.

22.  The method of claim 17, further comprising the step of establishing and
managing an authentication connection between a client device and said network

operation center.

23.  The method of claim 22, further comprising the steps of distributing keys

using a token-based security system and generating session keys using smart cards.

24.  The method of claim 22, further comprising the steps of generating client-
specific customized Meta-Desktop displaying digital services available to said valid user
and said valid device and receiving a request for a selected digital service from said valid

client device.
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25. The nethod of claim 24, wherein the step of generating includes the
step of generating said specific custom zed Met a- Deskt op based on profile
information of said valid client device. 26. The nethod of claim 24,
further conprising the step of determining a service center associ ated
with said selected digital service to provide a serving service center and
controlling said serving service center to establish said session with said
valid client device. 27. The nmethod of claim 17, further conprising
converting a peétocdhe methad ohddanchpihersin thd sigp obeangraging thchulapthe siept er act i ve
pr ot ocol deyi.ce, . 1 ' - ] npri sing
Phe step of e bR aESHA oGl RISAIETRItoPbosk Bh Bohfe nkyfhbi oS

guar ant ee vibd elimtidevia. predeterm ned tinely response tinme by said

conmmuni cations network. 29. The nethod of claim 17, further conprising the
step of continuously nmaintaining said session regardless of the status of

said valid cliegt dendethod of 38m INeutRt Basbriingahaits dfdetdritidifes conprising
the step of providing a secure renpte access to a service selected fromthe

group consPIEIE sentprassogiaidovioteidyeasted digital sesvieplaangyidydserengseyisgi ng,
digital mgie& anf 'cgﬁt}cﬁ‘fingrg?ﬁ/d s%rvix‘:r‘g' ST &nfer t@&gabﬁ%% $38ont I)Vith S8hVhEeLS. 29

client device,

27.  The method of clatm 17, further comprising converting a protocol of a

non-compliant device to said remote interactive protocol by a proxy device.

28.  The method of claim 17, further comprising the step of providing a
predetermined level of quality of service guarantee to ensure a predetermined timely

response time by said communications network.

29.  The method of claim 17, further comprising the step of continuously

maintaining said session regardless of the status of said valid client device.

30.  The methed of claim 17, further comprising the step of providing a secure
remote access to a service selected from the group consisting of: video conference, IP
telephony, voice messaging, digital music, digital movie, e-commerce, and computing

services.
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