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A BSOtm:.B A~PLICATION OlUU> FoR SHARING 
APPLXQAT:ION OA'.t'A'-AND PROCSDUMS 1\MONG 

A ~LURALITY OF MICROPROCESSORS 

Bl\CKGROUND OP' 'EBB rNVENTIOJ! 

:rJ_Q.1_4 of t?}e rnventiq,_11 

. Thia invention relates to the filed of portable 
persona.! computers and more particularly to systems for 
maintaini.ng data security in a portable digital 
information environment. 

}?J;:iOl:' l\J;_~ 

The security of personal information has always been 
concern. Historically, it. has been safeguarded tl1rough 
the use of signatures, credentials and photog~aphs. 

Electronic de.vices such as automatic banking machines 
have added encoded cards and personal identif ioation 
numbers (PINs) to the repertoire of security tools. 
Computers continue to use passwords, 

More recently, the "Smart Cardu has been used as a 
$ecurity tool. The "Smart card'' is a small microcomputer 
with writable, non-volatile lnetnory and a sitnple 
input/output interface, fabricated as a single chip and 
e1!lbed9ed in a plastic "credit card". It bas exterior 
pins to allow it be connected to specially designed 
equipment. The progra:m containad in the card t s 
m.icrooomputer interacts with this equ.ipment and allows 
its non-volatile memory data to. be read or tnodified 

.according to a desired algorithm which may optionally 
include a passwol:"d exchange. Special . techniques have 
been implemen.ted to protect the memory data and to allow 
perinisslon variations according to the ·situation. For 
exaiaple, u.s. Patent No. 4,382,279 entitled, 11sin9le Chip 
Microprocessor with on-Chip Modifiabla Memory" discloses 
an a~chitecture which permits automatic proqranut\in9 of a 
non-volatile memory which is included on the same chip as 

. .,.: ~-·. ·.;. )': [..~ .. 
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a proce~~ing and control unit. As in other sys~ems, the 

mic">::·oprooessor onl}t protects memory on the same chip. 

The "Smart Card" has been u~ed both to facilitate: 

the process of identification and to be the act~~l site 

of the. valued information. In this situation, as in most 

prior situations, physical presence of a "key" as well as 

some special knowledge. has been used :as part of the 

verification or authentication process.. In such casea1 

identification has involved a dialog between the peraon 
desil:'ing access and a. fixed' agent such as a security 

guard and an automatic teller machine. 
The. cur.rent state of portability of free standing 

computing devices makes it possible for both the physical 

key and the authentication agent to ·be small, portable 

and hence more subject to loss or theft. Further, 

coniputinq devices make it possible to pex:'form repeated 

attelllpts to guess or deduce the special knowledge or 

passwords associated with the identification process. 

This ls especially tnie- if the. authentication aqent or 
device is also under the control of the thief. To ~ake 

mattera worse, technology now allows and encourages the 
carcyinq of enormous a.mounts of sensitive infonnation. on 
one's person .\lthere it is subject to mishap. 

_ Also, today• a notebook and subnotebook s-i~ed 

computers provide a f~ee standing environment having 
significant ooroputinq power which has created a need for 
additiol')al data storaqe capability. This need ha.s 

initially been met by miniature hard disk ·devices which 
can hold both programs and data. While password 
p:rotection is often used in these systems, it does not 
completely protect sensitive data because, first, the 

authentication agent is · wlnerable. But, more 

~i9nificantly, the disk device containin9 the data ~an be 

physically removed and accessed in a setting ~ore 
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conducive to analysis. rn this case, data has been 

protected by employing some form of encryption. The 

nature of disk acoess makes this possible without 

encountering undue cost or performance barriers. An 

example of this type of system is described in u .s. 

Patent No. 4,985,920 entitled "Integrated Circuit Card''• 
The recent emergence of the flash memory and 

removable "memory cards" have allowed major reductions in 
size and power requirements of the portable of the 

portable computer. The flash memory ooroblnes the 
flexibility of random access memories (RAMs) with the 
permanence of disks. Today, the combining of these 
technologies allows up to 20 million bytes of data to be 
stored without power, in a credit card size re.movable 
packa9e. This data can be made t:.o appear to a host 

system either as if it were stored on a conventional disk 
drive or if it were stored in an e.xtension of the host 

system's memory. 
These technological developments have made .. further 

reductions in systetn size possible to the extent that the 
syst<1m and data including proqrams can be ca.rt ied · on 
one's person. This has made the data,. proqrams and its 
host system more vulnerable to loss. or theft and al.so 
mor! difficult to protect memory data by encryption since 
this.presents major cost and performance barriers. 

Aoeordinqly, it is a primary object of the present 
invention to provide a portable digital system with a 
secure 111ernory subsystem. 

It is a further object of the present invention to 
provide a memory card whose contents c_an be 1>roteoted if 
removed fro~ a portable diqital system. 

It is a more specific object of tbe present 

invention to provide a secure memol'.'Y subsystem which can 
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be used to protect the complete operating environment 

required in running an application. 

SUMMARY OF THE lNV~.NTION 

The above and otrler objects of the present 

invention are ach:i.eved in the pref erred embodiment of a 

secure appl:i.cation card wich is operated in conjunction 

with one of more host systems such as the host system 

microprocessor described in a related patent 
10 application in the United sta.tes of America. 

(Application no 960 748). The present invention extend~ 
the security for data to programs thereby providing a 

secure operating environment for running applications. 
The secure application card of the preferred embodiment 

15 includes a access control microprocessor (ACP) on a 

single semiconductor chip and one or mo:r:e non volatile 

addressa.ble memory chips which serve as main memory. 

'the. access control microprocessor chip and non-vola.tile 

memory chips connect in common to an internal bus 

20 having different portions for transmitting address, 

data and control information to such non-volatile 
memory chips. The access control microprocessor 

includes an addressable non-volatile memory for storing 
configuratlon informa.ti.on including a numQet' of ke.y 

25 value~ and program instruction information for 

control.ling the transfer of address, data and control 

information on the internal bus. In the preferred 
embodiment, a portion of the configuration information 
serves as the content f.or the access by type memory 

30 which :i.s loaded at power-up. '!'his data is protected by 

the ACP and can be rnodif ied via the host processor only 

with. p:r.opar permlssions (via changing passwords). 

According to the teachings of the present invention,the 
35 secure appl~.cation card further includes an 
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appli.cation roioroproce.ssor which also connects to the 

internal bus. In the preferred embodiment, the 

applicatlon processor as well as each ·ot the other 

m:i.cr6processors which operatively connect to the card has 

an a~ditional signal line i.ncluded in the control portion 

of its bus interface carried. through to the control 

portion of the inte~nal bus which is used for indicatinq 

"Execute" access to memory as contrasted to si~ple read 
access. Associated with the a.pplication processor is an 

access discrimination logic unit included on the same 

chip as the access control microprocessor which controls 

access to the non-volatile memory chips. The access 

diac~imination logic unit includes an access by type 

random access memory (RAM) having a plurality of word 

locatj.ons, each location associated with a different 

block of the addressable memory chips and havinq a nu~ber 

of access control bits coded fo~ defininq different types 

of access as a functi011 of the specif io application beix:ig 

run. 
· Selector means within the aooess by type memory 

connects to the control. portion of the internal bus and 

in response to siqnals applied to the ttExecute" signal 

line and an "off ·board" siqnal line for designating 

whether the microprocessor source is located outside the 

application card (e.g. host microprocessor) ~r within the 

card. The selector means selects the bit location 

correspondinq to the type of access requested and u.ses 

the bit contents of the designated access bit location to 

allow or disallow the transfer of an enabling control 

siqnal to the non-volatile. memory .. chips. In the 
preferred embodb1ent, the states of the uEx:ecute" and 

"Off Board" signal linea define several different types 

of memory access. These are: Data· Read A.ooess from the 

host JD.icroproca:;sor, Data l~ead access from the 
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application card' a microprocessor, Execute Access from 

the host microprocessor, and Execute Access from the 

applioati.on card 1 :; microl:)rocessor. . 
The a.ccess control microprocessor writes the 

S contents of the access by type RAM in a conventional 

manner during· power-up. As indicated, the host or 

application processor is allowed to mo<:H.fy the contents 

of this RAM only' under the control of the. ACP thereby 

maintaining security. 
10 In the pref erred embodiment, each host 

microprocessor couples to the application card through a 
standard interface such as one of the interfaces "1hich 

conforms to the Personal Computer Memory card 

International Association (PCMCIA) standards. More 
15 specifically, the particular PCMCIA interface selecte~ is 

one which has the so-called.. 11Execute.-i~-Place 11 (XIP) 

functionality which can be used in conjunction with card 

processors which provide bus mastering and interoard 

co~unications capabilities. 
20 The present invention expands the capabilitiea of 

the s.ecure memory ca.rd of the related patent application 

by providing security for programs thereby enabling 
application software to be packaqad along with its 

required tn.icroprocessor in a self contained car4 that 

25 responds to cooperating/host microprocessor ( s) ovei,-r the 

standard shared bus by the use of well defined messages 

or protocols but shields its internal operation from such 
microprocessor (s) • This mode of operation conforms to 

the basic principal of object oriented software design 

30 

35 

whose goals are to provided a superior development 

environment by s~ch seqmentation of functions. Thus, the 
present invention achieves the same goals. relative to 

providing a secure operating environment for 

applica·tions. 
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As in the case of the related patent application, 

the. present invention melda the· "Smart Cartit and "metQory 

car.-c:l 11 technologies which is key to allowing the 

p:r.otectlon of larqe. amounts of data tnade possible by 

flash memory technology in the "security harsh•< 

envi~onments created by electronic miniaturization. 

Also, the present invention also retains the features of 

the secure card of the related patent application 

relative to being capable of operatinq in secure and non­

secure modes, eliminating the need for encrypting and 

decrypting data, and protecting memory contents if the 

card or its host processor is lost, stolen, powered off 

or left unattc.nded. In the event of theft, the memory 

contents is protected front aocesa even if the memory card 

is opened and probed electronically or the memory chips 

are removed and pl~ced in another device, 

The above objeots and advantages Of th.e present 

invention will be better understood from the following 

description when taken in conjunction with the 

aooompanyinq drawi119s. 

J)RIB!' PESCJU:PJ!X_ON or f!BB DMWINGS 

_ Figure 1 is a block diagram of a syste~ which 

incorporates an application card constructed according to 
the present invention. 

Figure 2 shows in greater detail, the flash memory 

of Fiqure 1. 
Figure 3 shows in greater detail, the access by type 

memory of Figure l constructed according to the teachings 

of the present invention. 
Fiqure· 4 is a system arrangement ua.ed to explain 

the operation of the application card of the present 

l.nvention. 
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Figure 1 is a block diagram of a secure. portable 

hand-held co111puting system usable as a persona.l computer 

or as a transaction processor. system 1 includes an 

application card 3 constructed accordinq to the present 

invention which connects to a host processor 5 by an 

external bus 102. The host processor 5 may take the form 

of a palm top personal computer, such as the H.P 95LX 

manufactured by Hewlett-Packard Company. The host 

processor 5 includes a microprocessor 5-6 whi.ch connects 

to bus l02 via an internal bus 106 and the interface. 

logic circuits of block 5-10. The host processor 5 also 

may include other units which connect to internal bus 106 

such as a l.iqui.d crystal display (LCD) 5-2, a keyboard 5-

4, and a memory, The memory includes a one me.gabyte. read 

only memory (ROM) and a 512 kilobyte random access memory 

{MM). 

·The connection between the application card 3 and 

host mior:-oprooessor 5 is established through a standard 

bus interfa.ce. In the preferred embodiment, the bus 102 

conforms to the Personal computer Memory Card 

International Association (pCMCIA) standard which 

inoludes an "Execute--in-Place" (XIP). oapabi.lity. The 

interface 102 provides a path . for transferrinq address, 

control .and data information between host processor 5 and 

the application card system 3 via a standard interfaoe 

ch!.p 104 and an i.nternal bus 105 ~ Each of the buses 102, . 

105, and 106 include a data bus, a .control bus and an 

address bus and provide continuous si9nal paths throuqh 

all like buses. For example, bus 105 includes address 

bus l05a, data bus l05b, and control bus 105c. 
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As shoYm, in Figure 1, the appli.cation card 3 of the 

present invention 
m.i.oroprocessor (ACP) 

includes an access control 

10 whi.ch couples to bus 105, a 

plurality of CMOS flash memory chips des).qnated as l.OJa 

throuqh l03n which couple to inte~nal bus 105, an 

application microprocessor A.l. which couples to bus 105 

and an access discrimination lciqic unit·A3 'Hhioh couples 
to bus 105 and to flash l!lemories 103a throuqh 103n as 

sh.own. ACP 10 i.s typically the satne type of processing 

element as . is used in the ''Smart Card't. The CMOS flash 

meJnories l03a throuqh 103n may take the form of fl.ash 

l\\emory chips manufactured by Intel Corporation. For 

exa.mple, they may take the form of the rntel flash memory 

chips de.siqnated as Intel 28F001BX lM which includes 

eight 128Kilobyte x s-bit CMOS flash memories. Thus, a 4 
Megabyte flash memory card could include 32 such flash 

memories (i.e. n=32). 
The access control ~icroprocessor 10 and flash 

lnemol:'ies 103a throuqh 103n can be constructed as 

disclosed- in the above referenced related patent 

application . For the sake of completeness, both ACP 10 
and non-volatile memory 103i will be briefly described· 

herein. 
, Accord i.ng to the present invention, as seen from 

Fiqure 1, the cont~ol portion of internal bus 105 as well 
as extornal bus 102, contains a plurality of control 

signal lines which apply Execute, Read and Wl:'ite control 
si9"1lals qenerated by any one of the microprocessors 5~6, 
l.O or Al. More specifically, each of the microprocc.ssor.s 

include m.eans for initiating Execute, Read and Write 

cycles of operation. throuqh the different states of 
various control lines. For example, the microp~ocessors 

may be constructed in a ni.anner s:i:milar to Intel 486 ox 
microprocessors relative to including the capability of 
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initiating code read, memory read and memory write bus 

cycles of operation by altering the states of specif :.c 

control lines. For more information concerning such bus 
cycles, reference may b~ made to the Fublication entitled 

''Mi.croprocessors Vol. I", Reference No. CG--110392 by 

Intel Corporation • 
. The access discrblination logic unit A3 as discussed 

in greater d.e.tail in connection with Figure. 3 includes an 

Accesfi by Type Random Access Memory (AAM) array 

containing a plurality of word locations, one location 

for each block of· the. memory chips 103a through 103n and 

input selector circuits connected to tlte "Execute" and 

"Off Boa:t:d" control signal lines indicating the nature 

and source of the memory access. In accordance with the 
present invention, these. signals define four different 

types of memory access, These are: Data Read Access froro 
Host Microprocessor 5-6, Data Read Access from tha 

Application Microprocessor Al, Execute Access from the 

Host Microprocessor 5-6, and Execute Access from the 
Application.Microprocessor Al. The Access Discrimination 
Loqic Unit A3 perfonas tho task of applying the output 

enable control to the memory chips 103a t.J:irouqh 103n. 
That is, it determines which type of enable control 
siqpal is to be applied to the memory chips 103a throuqh 
103n as a function of the state of the selected prestored 
access control bits of the location associated with the 
block beinq addressed. 

The access control microprocessor (ACP) 10 of tne 
preferred embOdiinent, includes a proteoted non-volatile 
memory 10-2, a random access >neJnory (RAM) 10 .. 4, and an 

interval counter 10-6, all of which are diagrammati.cally 
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represented in Fiqure 1. The non-volatile memory 10-2 

dedicates a number of addressed lccations in which to 

store authe.nticati.on information and programs. More 

spe:iifically, a group of memory locations store one oi· 

5 more personal identification numbers (PINs), protocol 

sequences or other identification information for 

verifying that the user has acce·ss to. the system, and. 

configUration information for identifying the blocks in 

flash memories 103a through 103n that the user may access 

10 in addition to a time interval value used for 

:reauthentication. Add.i.tionally, another group of memory 

locations· store information for a given appli.oation which 

is loadable j.nto the access dj.scrimination logic RAM for 

designating the type of ·accesses (i.e., is a map or image 

15 

20 

25 
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35 

of the access by type RAM contents). 

Anothex- qroup of memory J.ocations store the key 

values used for protecting each of the flash memories 

103a thr~uqh 103n or the codes used to protect the 

individual blocks of each <>f tbe flaah memories 103a 

through l03n. A further group of memory locationa store 

the program instruction seque~ces for perf ormin9 the 

required authentication operations and for clearing the 

system if the preset conditions for failure are met. For 

oert.ain applications, pr09raltt instructions can be 

i.noluded to enable the user to control the settinq of the 

interval counter I.0-6 whioh establishes when user re­

authentication takes place. 

·lW.,B: KBMO~.tES 103a tbrouglL.!.Q.ll 

Figure 2 shows in block dia9ram form, flash memory 

l03a which is identical in oonatruction to the remaining 

flash me~orie.s 103b throu9h 103n. As shown, memory l03a 

includes two sections, a memor.y section 103M organized 
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accordinq to the present invention and a security logic 

secti.on l03S c"ntaining the security access control 
circuits of the present invention. 

Komo_~ti~J)_lO 3M 

Aa seen from Figure 2, section 103M includes a 
mem~ry array 54 organized into sixteen blocks as shown in 
FigUre 4, a command register 50, input/output loqic 
c~rcuits 60, an address counter 56, a write state machine 
61, a.n erase voltage aystem 62, an output multiplexer 53, 

a data register 55, an input buffer 51, a.n output buffer 

52, and; a status register .56, arranged as shown. The 

basic logic circuits of flash memory l03a, a.s discussed 

above, take the fonn of the type of circuits included in 
flash memories manufactured by Intel corporation. since 
such circuits can be considered conventional in desiqn, 

they will only be described to the extent necessary. For 
further information regarding such circuits, 

m~y be made to the publication entitled, 

Productsft, Order Number 210830, published 
CorpoX'ation, dated. 1992. 

referenoe 

-"Melltocy 

by Intel 

As shown in Figure 2 the flash memot+y circuits 
receive a plurality of input address signals AO-A16, data 
siqnal.s DOO-D07. and control signals consistinq of cbip 

enable, write enable, output epal>le, power down and 
erase/program power supply signals CE, WE, OE, PWO, and 
VPP respectively. 

The CE, WE and OE signals are. applied to command 

reqister so and I/O loqic block 60 fxo~ host processor 5 
via bus 102 and control bus l05b and dispersed to control 

the indicated loqic blocks. More· specifically, the 
output enable (OE) signal is applied as an input to 

output buffer 52. and in accordance with. the present 

invention is provided by acc~ss discrimi.nation logic A3 



of Figure 1. The PWD signal is also applied to comm.and 

·register 50 for enabling the flash memory to perform 

other operations such as to clear the volatile atorage 

elements of section 103S as desir.ed thereby enforcing 

5 user reauthentication when normal operation is again 

resum~d . 

. Generally, the basic loqic elem~nts· of section 103M 

operate in the followinq manner. Information i.s stored 

ln memory array 54 via data bus lOSa, input buf:fe.r 51 and 

10 data reqi.ster 55 at an addressed location of one of the 

memory blocks specified by the address received by 

address counter 56 from address bus lOSc. Infonaation is 

read from a specified addressed location of a. block of 

l!leroory array 54 and is sent to host processor S ·via an 

IS output multi.plexer 53, output buffet.' 52, data bus 105a 

and bus 102. A status register 58 ·is used for storing 

th~ status of the write state machine, the error suspend 

status, the e~ase status, the program status and the VPP 

status. 

20 

25 
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The write state machine 61 controls the block erase 

and program algorithms. The program/erase voltaqe ayste~ 

62 is used for erasinq blocks of the memory array 54 or 

the pr09ramminq bytes of each block as a £unction ot· the 

voltage level of VPP. 

SecuritY. Section 1038 
As seen from Figure 2~ section l03S includes a 

security access control unit 30 and a volatile a.ooess 

control memory 43 interconnected as shown. The output of 
the aoceaa control memory 43 is applied as an enabling 

input to output buffer 52 dur inq each ·memory read cycle 

who.n the · contents of a byte l.ooation of any blook of 

memory array 53 is being read out. That is, a read cycle 

?nay occur, however, the data read out i.s inhibited from 
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passing through output buffer 52 in the absence of the. 

appropriate block's access control memory gating si.gnal. 
More apecifically, access control memory 4.3 includes 

sixteen individually addressable bit storage elements, an 
:i.nput address 4 to 16 bit decoder connected to the input 

of each storage element and a 1 to 16 output multiplexer 
circu·it connected 

A.$ shown, four 

correspondin9 to 

to the output of each storage element. 
bits of address latch counter 56 

the block address applied to control 

memory 43 are decoded and used to select the appropriate 
storage element output which is applied as an enabling 
input to output buffer 52. 

This section receives oommanci conttol signals from 

coMand register 50 of section 103).t. Special comrnand.s 

such as those described in the related patent 

application, are addad to the sets of commands used by 

the flash 11lemory for implementing- data security. The 

standard flash memory commands take. the f or.rn of the 

coinmands utilized by the Intel Corporation· flash 

memories. 

bPPLICl\IlQH HICROPRQCESSOR I R..Q.~~ DBVICB 

Tbe application microprocessor Al is contained in 

the application card and is proql."ammed to pe>:fonn all 
operation functions 
application. In 

required foi: 

the pref erred 
runninq a given 

embodiment, the 
microprocessor lll.ay be. constructed using an Intel 802.86 

microprocessor chip. The application microprocessor Al 

also has a random access memory which is uses to perform 
certain intermediate calculations in runninq specific 
applications. 

In addit:ton to being used W'ith the host processor 5 

of Figure l, the application card J also operates in 



5 

10 

15 

20 

25 

30 

35 

IS 

conjunction with the handheld point of sale hoat 
processor of Figure 4. This host processor includes a 

number of peripheral devices such as a display, keypacl 

ticket printer, credit card reader and a communication-; 

link which connect in common to an internal bus. The. 

host microprocessor is a simple device which operates the 
peripheral devices but has minimum functionality of its 
own. For example, the microprocessor can be constructed 
using an Intel 8051 chip. It has its own read only 

memory (ROM) which contain start up and self test code 
only. Thus, the host device can be viewed as an ''shell" 

with all of the significant functionality contained 
w:i.thin the appl :i.cation card 3. 

The access discrimination logic unit A3 as shown in 
Figure 3 includes a random access memory Bl having n 

groups of locations corresponding to the number .of flaah 

memories. Each group contains 16 multibit or word 

locations, one for each block contained. in the flash 

memory 103a. The number of bit positions of each word 
correspond to the number of different types of accesses 
re~ired for the application beinq run. For example, in 
the application card. of the preferred embodiment, as 
discussed above, there are four· different types of 
accesses. These accesses are desiC]Ilated by bit positions 
o through 3 of each word. As indicated, bit positions o 
and 1 are used to control application microprocessor 
access to data and proqrams respectiv~ly. Bit positions 
2 and 3 of each word are used · to control bo$t 

micr.oprocessor access·to data and prograros respectively. 
When, any bit position is preset to a binary ONE state, 
this i.ndicates that access is pemitted. When a bit 
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poa:i.tion is preset to a binary ZERO. state, th.is indicates 

that access is not allowed. 

As shown, the RAM ar.x-ay Bl connects t·o the data bua 

po::tion 105b of internal bus 105 for loading l.>y an 

authorized . microprocessor. It also connects to the 

address portion l05a of internal bus 105 which supplies 

the most··· significant bits of the memory address to act as 

an address to th is array. The outputs. of an addressed 

location are applied to the data inputs of a. multiplexer 

B2.. The selector:. inputs of the multiplexer Bl connect to 

the '1Execute 11 and 0 0ff Board" control lines of the 

control portion l05o of the internal bus 105 as shown. 

The output of the multiplexer Bl is applied as one input 

to an AND gate B3 which has another input connected to 

the output enaJ:>le control line of the control portion 

l05c of internal bus 105. Tb.e AND 9-ate B3 has its output 

connected to the output enable control line which is 

applied as an input to each Of the memory chips 103a 

through 103n. 

DBSCRIPTlON OP' OJ.>JUU\'l'IQH 

The operation ot the application card of the present 

inv~ntion will now be described relative to a particular 

25 . _application illustrated in the system configuration of 

30 

35 

Fiqure 4. There are a nulllber of application cards, each 

of which is pr09ralilJl1ed for use. in a restaurant 

environment. In the restaurant·, the mainframe personal 

c<nnputer is used to all of the restaurant processing and 

can be constructed as the host personal . coiuputer 5 of 

· FiqUre 1. In addition to all of the normal facilities, 

the host personal computer 5 has, occupying a diskette 

slot, a de.vice which accepts PCMCIA cards. 



s 

10 

IS 

20 

25 

30 

35 

17 

Each application card can be plugg~d into that 

interface as well as i.nto any one of the nulnber of hand 

held devices, such as the device of Figure 4. As shown, 

each hand held d·~vioe has a keYlJ3.d, a small di.splay and a 

credit card reader in addition to other. required 

accessories. In the restaurant,. the:re may·be up to fifty 

such devices depending on the nurober of -S.·ervioe personnel. 

(e.q. waiters, bartenders, etc.). 

Each morning before the restaurant opens for 

business, the data procesainq manaqer for the restaurant 

checks the group of hand. held devices, one for every 

waiter, stored in a rack having their batteries recharged 

and without any cards. ln another location, the manaqer 

locates a stack of application cards used the previous 

night. · That is, the norma 1 procedure is that when a 

waiter cheoks out, the waiter removes the card from the 

hand held device, places the device in the recharging 

rack and slips the .card into a slot in a s~cure place in 

a <loor which can be only accessed by the ma.naqer. ·· 

Each appl.ioation card has the ·capability of 

recognizing two hosts which means that the acce~a control 
microprocessor 10 of each card has been proqr~mmed to 

reooqni~e two PINs. One is the PIN of the computer 

sys~em which only the manager and the mainframe personal 

computer 5 knows. The other is the PIN assigned by each 

waiter at the be9inninq of every shift chosen from a llst 

Of qeneric PINS p~ovided by the manager. 
The manager takes each application card and inserts 

it i.nto· the PCMClA slot of the mainframe personal 

computer 5 which presents the higher level PIN. The most 

important information stored in each application card is 

a .record of pl'evious days transactions for a particular 
waiter for a qiven shift. This provides an audit trail 
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which eliminates the need to process large amounts of 

paper receipts. 
In the access discrimination 109ic A3, a 

differentiation i.s made relative to the types of accesses 

and types of data as indicated in Fiqure 4 and in the 

fol.lowing table. 

W15 

Wl'1 

Wl3 

Wl.2 

Wll 

WlO 

W9 

ws 
W7 
W6 

W5 

W4 

W3 

W2 J 

Wl 
WO 

1 

l 

0 

0 

0 

Q 

0 

0 

0 

0 

l 

0 

0 

0 

0 

0 

J\O 

0 

0 

l 

1 

l. 

l 

1. 

l 

l 

1 

0 

0 

0 

0 

0 

0 

AP 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

1 

0 

0 

0 

0 

0 

HD 

JlAM CODING TABL2 

0 

0 

0 

0 

0 

0 

1 

1 

HP 

Application Microprocessor DATA-"A" 

(Day's Transaction History) 

Application Mi.croprocessor PROGRAM-"B" 
(Application Code, Encryption for 

Credit Network) 

Host Microprocessor DATA-ncn (Today's 

Menu, Price List, In-Process Orders) 

Host Microprocessor PROGRAM-"D" 
(Host I/O Drivers) 

Wherein AD m application data, AP = application program, 

HD =· host data and HP ~ host program. 

As indicated above, the daily t·ransaction history 

data is shown as data which is accessible only to the· 

application ~icroprocessor Al in the hand held. device and 

not the hand held device itself for the reasons discussed 
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herein. An area of memory lOla corresponding to two 
blocks ha~ been allocated for storing this information. 
The first bits of each of the words Wl4 and Wl5 
a.ssociated with the allocated blocks are set to .binary 
ONES for designating read access only by the application 

· tnicro·prooessor Al. 

In this situation, the transaction history data will 
later be mad~ accessible to the mainframe personal 
computer 5 under the control of ACPlO. While the. hand 
held device is in the hands of the waiter, a closed 
transaction is stored wit~in the application card and. is 
accessible only to the application microproo~ssor Al .on 
the card. This prevents tampering with such data by any 
one. 

When the application card is placed into the 
mainframe personal computer S, it now presents a PIN or 
password which is used by ACPlO to verify that the host 
computer 5 has the cor:re:ct permissions. only when the 
appropriate permissions have .been presented does ACPlO 
modify the content of the RAM array to provide the 
appropriate access (i.e.,· sets the third bits of each of 
the words Wl4 and Wl5 are set to binary ONES. When the 
access discrimination logic volatile RAM array ia 
reloaded, the mainfrmne coinputer 5 is now allowed to . 
read this data which in the hand held device was 
unavailable to it. The volatile RAM memory of the access 
discrimination logic A3 is set up by ACP.10 so that the 
mainframe computer 5 has free access to all of the 
application card• s inforxnation. The setup is u.ndeiA the 
control of the ACP for maintainin9 security. 

The first thinq the manaqer does is capture all of 
the previous night• s · transactions and stores thelll in the. 
mainframe computer 5 for later prooessin9 as appropr.iate 
(e.g. payment calculations, etc.). As previously 
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indicated, when the mainframe computer 5 provides the 

oorreot PIN, it can cause the ACP 10 to set up the RAM B3 

of the access discrimination logic A3 and the locks 

within the flash memories l03a throu9h 103n to all.ow the 
' s mainframe computer 5 to read all of the data stored in 

such memories. After the data has been stored, those 

memory blocks· are cleared/eras~d and rewritten for later 
use. 

As indicated in Figure 4 and the table, another area 

' 10 of memory l03a has been allocated to ·hold the correct 

menus and prices/specials and is rewritten each morning 
by the mana.gex-. This area corresponds to a sinqle block 

which has word W5 associated with i.t. As indicated in 

the table, this information is made accessible to both 

15 

20 

25 

30 

35 

the application microprocessor Al and to the hand held 
host mic:ropr·ocessor of FiqUre 4. Therefore, both the 

first bit and the third bit are ~et to binary ONES to 

allov such access. 
The piece of data which would be not chanqed,~is the 

program code for the application microp:rocessoi: itself. 

An important part of that code is the algorithms and 
enceyptions that allow messaqes to be :sent over the 
c:redit network via the communications link of Fiqure 4 

which includes the info:r:m.ation desoribin<J how the hand 
~ 

held device. is to access that network. 'J.'bat is, it 
includeG the infotination which. properly identifies the 

requ.ester used for establishinc;r that the transaction is a 
leqiti•ata transaction to make a charqe against a given 
account. This is hi9hly secure information that is kept 
in the application card. If there is any change to this 
inforJl\ation such as a password change or update ~elative 
to identifyinq the· restaurant as the source on the 
network, this information would al.so be written into the 
card by tho manager as well and then protected so that it 
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could not be accessed by restaurant employees. As shown 
in the table, an area of memory 103a corresponding to B 
blocks has been allocated for storing· the program code 

for application microprocessor AJ. The blocks have 

associated therewith, words W6 through W13, each of which 
has bit position 2 set to a binary ONE state designating 
••Execute" type access by application miorop'l"Ocessor A3. 

Another type of info:tination stored in memory 103a of 
the application card is the drivers for the devices on 

the hand held device. The area of me.mory corresponding 
to S blocks has been allocated to the storage: of this 
infort11ation. The blocks have associated therewith, words 
WO th.rough W4, each of which has bit position 4.set to a 
binary ONE state for desi9natin9 access only .by the hand 
held host of Figure 4. 

If there was a buq in the credit card reader 

program, the update would be written 5.nto the flash 

memory at this time by the manager. By having the 
mainframe host processor 5 identify itself .. wherein 
different hosts can have different levels of privileqa, 
the entire application card whose memory had been cleared 
can be updated so as to be ready for the next day•s use 
and may be personalized for specitic people on the 
servioe staff or the same inforroation may be written into 
all of the car4s. 

The proqra:mmed application cards are placed in a 
stack and when an individual comes in to start work, that 
individual will take a hand held device from the charqinq 
rack and select a personalized card if so specified (e.9. 
bartenders -one type, waiters another type) which will be 
.inserted into the handheld device. During the first log 
on, the individual will insert a qenerio PIN requiring 
the individual to identify themsalves as the user which 
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allows the· person to select a PIN to use for that 

person's shlft for added security. 

If the card or device was discarded and later 

retl"ieved, the mainframe computer 5 would be ~ble to 

obtain the data through the use of its overriding PIN. 

Of course, all of the application card d.ata would be 

protected from being improperly accessed through the 

security unit of the application card as described in the 

cited related patent application . 'l'hat is, accesi; could. 

only! be. gained through tha use of a. master PIN which is 

only known by the mainframe computer 5. 

One aspect of this security is that it allows the 

restaurant to operate without paper slips. Therefore, 

there is no need to maintain carbon copies thereby 

en11uring protection of customer credit card data. The 

printer in the hand held device would be used to print a 

single copy of a receipt for each customer who requests 

such a receipt. If the hand hel'd device had a pen 

surface on it, this could also capture the customer•s 

signature. 
After the above operations have been performed, the 

four areas of memory will have been properly setup 

pursuant to ~e table and the hand held device is now in 

the hands of the service personnel. As tnentioned, the 

data at'ea is l"eserved to the applications microproce.ssor 

A3 for storing closed transaotions for the day which will 

be in a protected area (i.e., controlled by the oooing of 

words W14 and Wl5) for both security reasons and so that 

they are properly preserved (e.q. not overridden by 
accidant). This is an advantage of flash memor.y in that 

it eliminatea the need for ·special battery backup 

circuits to preserve such infonu.ation. 
our.inq the operation of the restaurant, service 

personnel enter. closed transactions i.nto the appropriate 
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area of memory l03a. Writinq takes place in a 
conventional tr.1anner under the control of appropriate 

write protection algorithms. That is, the application 

program code. would cause the application procek~sor Al to 
write into the appropriate areas of me.mory. There l.$ no 
software in the hand held host processor of Figure 4 

which has the ability to write into ~emory 103a. Since 
the ~ethod of writing does not form a part of the present 
invention, it is not described in further detail herein. 

As indicated, there is another area indicated as the 
data area for the hand held host processor which is made 

freely acceasible since it holds menu information as well 
as "in prooesstt orders. In FigUre 4, there is a RAM 

shown as part of the application card. There :i.s a nonnal 
trade off wherein for ease of implementation, interim or 
scratch ca.loulations would be done in the RAM since it ia 
more diff~oult to rewrite areas of the flash memory 103a. 
Sut it may be more desirable to write orde~s into memory 
lOJa to protect against power loss. ln this situatlon, 
the application processor Al could tag a record 

indicatinq when an order was changed. This would be a 
matter of design choice. 

Notwithstanding the above, there would be so~e type 
of information areas in the RAM that mu.st be made 
accessible to both the application microprocessor Al and 
the hand held host processor. The buffer areas that are 

used to refresh the screen ·Ott the hand held host 
processor would be made accessible to both de~ioes. 

Here, there would be no truly secure information stored 
in there. Each transaction flows throuqh the RAM but 

information such as credit card numbers would have no 
reason to be stored there. They would only be. written 

into the secure area of the RAM. 
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As discussed above, there are two sections of 
programs in memory 103a. one section is the oroqra.m area 

which is private to the application processor Al. This 
is basic<-.lly the entire ..".pplication program which is 

being protected partly because it includes the encryption 
algorithms and partly it represents a proprietary product 
of the device .manufacturer (i.e., BIOS). such as unique 

programs which run the device. If the application card 
were stolen and someone were to try to copy the program 
for reverse engineerinq· purposes or to break some of ita 

security features, they still would be unable to read 

that data even if they put the applicatlon card into the 

proper host device since they would still have to know 

the proper PINs including the very basic one which has to 

be first entered. This security is provided by the 

security unit which is subject of the rel.ated patent 
application .. 

~s indicated, the hand held host processor woula not 

have access to this type of information for purposes of 
robustness. If there were bugs or errors. in the code 
that branched off into the wronq area, it would be 
trapped out and not pennitted access to such code. 

The proqram code of the hand held host processor 
similarly is protected from access by the · applioation 
microprocessor Al for the p~rposes of robustness. Also, 
it allows the hand held ·device to be pr09rammed more 

simply and reduces the amount of memory required~ Thus, 
the present invention, by allowi~q two microprocessors to 

ahare memory, results in a mo~e economical system 
il.nplementation. 

During normal operations, the hand 
processor and application processor A.l of 

held host 

Figure 4 
generate me:mory addresses as required for aoc:essinq f l.aah 
metnory l.03a. In the case of each access, the most 



5 

10 

15 

20 

25 

30 

35 

25 

significant bits of the memory address are applied to the 
address inputs of RAM Bl of Figure 4 via the address bus 
105a. This causes the read out of the multibit contents 
of the , designated word location. The states of the 
"Execute" and "Off Boardu lines applied as inputs to 
multiplexer B2 select the appropriate bit location. The 
state of this bit in turn control.s output AND gate BJ to 
allow or disallow the transfer of the signal applied to 
the output Enable control line to memory section l03m of 
Fiqure 2. Th~t is, read access is allowed or di~allowed 
by preventing the output buffer 52 from applying the 
information read out from memory 54 to the data portion 
l05b of internal bus 105. 

It will be appreciated that the performance 
requirements of the system and the access times of the 
access-by-type RAM array may be important in selecting 
the particular memo:ty control bits to be used. Further, 
in the event that either the host microprocessors use~ or 
the e.xtex:nal bus used does not support the . 11E:x:ecute 
Access" cQntrol function, these accesses may be treated 
as read accesses vith some loss of security. 

From the above, it is seen how the applioation card . . 
constructed according to . the principles of the present 
invention provides a secure e~viromnent for both data and 

~ . 
programs.. It allows sharing of such information stored 
within a non-volatile memory between a plurality of 
microprocessors. Further, it enables application 
software to be packaged with its own application 
processor making such systems more economical to produce 
and use. 

It will be appreciated that many changes may be made 
to the preferred embodiment of the present invention 
without departing from its teachings. For exampl.e, the 
present invention may be used in conjunction w.i.th a 
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variety of applications. For example, the table qiven 
below illustrates further examples of memory 103a for 
sample applications. 

APPLICATION 
PROCESSOR 

HOST PROCESSOR 

OATA-"A" PROGRAM-" Btt PROGRAM-"D" 

A compilation 
of Fi.nancial 
Pata 

Analysis 
gram to 
speoif i~ 
analysi~ 
fee per 
action 

Pro- General Work-
perf orm space (valu-

able-slots are 
at a limited) 

r.nterf aoe 
Program wi.th 
Appl.icatlon 

Compressed 
maps (or 
other images) 

trans-

Decompre,;;ston 
software at a 
fee per trans­
action 

Any Application 
( e • 9 . a program 
which is not 
authorized to 
be copied such 
as "MS WORD") 

Specific Map 
being viewed 

Users 
Workspace 

" 

While in accordance with the provisions and statutes 
there has been illustrated and described the best form of 
the invention, certain changes may be made without 
dep~xtinq form the spirit of the invention as set forth 
in the appended claims and that in some cases, certain 
features of the invention may be used to advantage 
without a corresponding use of other. features. 

" 

It 
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l. An application card for use i.n conjunction with 

a host microprocessor coupled through a bus i.nterf ace, 

said application card comprising: 
interface logic circuit me.ans operatively 

coupled to said bus interface, said' interface loglc 

ci.r.cui.t means being coupled to transmit and receive 

reqtiests including address, data and control. i.nformati.on 

to and from said host microprocessor; 

an internal bus connected to said interface 

logi.c ci.r.cui.t means, sai.d internal bus having address, 

data and control sections for transferring sai.d requests_ 

including $ignals from said interface logic circuit means 

for each memory request spelcifyl.ng which microprocessor 

is making said each memory request and type of memory 

access being made: 
an access control microprocessor connected to 

sa:i.d internal bus, sai.d microprocessor including: 

an addressable non-volatile memory for. 

stori.ng configuration information including non-volatile 

memory ma.pping infonnation cod.ed for executing a specific 

application1 

at least one non-volatile addressable memocy 

being connected to said internal bus in common wi.th said 
nd.croprocessor for receiving said address, d.ata and 

control information, said non-volatile memory organized 
into a number of blocks for storing dif fer.ent access type 

information required for executing said applicatlon1 

access discrimination logic unit coupl.ed to said 

address, data and control sections of said internal bus 

and to sa:i.d non-vol.a tile memory, said acceas 

d:l.scrimlnation logic unit storlnq access by type 

informat.i.on correspond.i.ng to said non-vol.atile lnemory 

mappj,ng information for said number o! blocks coded for 

specifying different types. of rnell!ory access to be mad·e to 

THlS S"EET HAS BEEN 
REPLACED 
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each block by e.ach microprocessor involved i.n executing 
said app'lioation and said unlt in response to a memory 
request, reading out said access by type information 
associated with one of said blocks designated by said 
address infonnation of said memory request for: enabllng 
access to said block by said microprocessor makinq said 
tnelno~ request only. -as specified by sait3 access by type 
information. 

2. The application card of clailn 1 wherein said 
access discrimination logic unit includes: 

a randotn access :memory (RAM) array having address, 
data and control inputs connected to said address, data 
and control ~eotions of said internal bus respectively, 
and an output connected to sa~d non-volatile memory, said 
RAM . array havlng a plurality of storage locations 
correspondlnq in n\Unbar to said nUlllber of blocks for 
stor.ing said non-volatile memory mapping information, 
each storaqe location having a number of access control 
bit locations set to predetermined states as specified by 
said memory mapping inf onnation for desiqnatinq types of 

memory accesses required for executinq said application, 
said RAM array in response to each me~ory ~equest readin9 
out_memory •apping infol:'ll'.lation from one of said plurality 
of storaqe. locations desiqnate.d by said. address 
information and applying to said output, a control signal 
corresponding to one of said predetermined states from 
one of said access control bit locations specified by 
said siqnals from said interface loqic circuit means for 
enablinq said access~ 

3. The application oard of claim 1 wherein said 
access control microprocessor and said acoess 
discrl:mi.na.tion logic unit are contained on a single chip. 

S•-'-Er:T HAS BEEN THlS n i:. . 

REPLACED 
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4. The application card of claim 2 wherein said 

aocess discrimination logic unit further includes: 

multiplexer selector circuit means having data 

and control· inputs and output circuit means, said data 

inputs being coupled to said RAM array for receiving said 

,memory mapping information, 
oou~led to said control 

said oont.rol inputs bein9 

section for receiving said 
ai9nals from said interface logic circuit means and said 
output ·circuit means being coupled to said non-volatile 

memory, aaid multiplexer selector circuit mea.ns in 

response to said signals applied to said control .i.nputs 
selecting one of said access control bit locations for. 

~.pplyinq said control signal to said output circuit means 

for enabling said access. 

5. The app.lication card of claim 3 wherein said 

output. circuit means includes a logic circuit having at 

least first and second inputs and an output, sa.id first · 

input beinq connected to receive said control si9nal a.nd 

second input beinq connected to a predetermined bus line 
of said control section and said output beinq connected 
to said non-volatile memory and wherein said siqnals 

include an off board signal for designating which 
microprocessor qenerated said memory request and a. bus 

access control siqnal for specifying said type of memory 
access. 

6.. The application card of olaiJn 5 wherein said 

bus access control signal is an execute control s.iqnal 
coded for specifying that said microprocessor requesting 
access is allowed only to execute infonnation in said 

block being accessed • 

This Sheet Has Been Replaced 

1111111111111111111111111 

11US SHEET HAS BEEN 
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7. The application card of claim 5 wherein said 

bus access control signal is a read control signal coded 
for apeclfying that said microprocessor requesting access 
is allowed to read and nxeoute informat).."\n in sal.d block 

s being accessed. 

8. The application card of claim l wherein a first 
qroup of said blocks of said non-volatile memox-y stores a 
first type of data pertaininq to said application and 

10 wherein a first access control bit location of each 

storage location associated with a different one of said 
first group of said blocks is set to a first state for 
enabling access to storage locations in said first group 
of said blocks by an application microprocessor 

t 5 proqra111med to perform operations for executing sai.d 

spec:i.fic application and a second access control bit 

locati.on of said each storage location beinq · set to a 

second state for inhibiting access to storage locations 

in said first 9:roup of blocks by a host mioroprccessor 
20 which is not autho~ized to aooess said data. 

25 

30 

35 

9. The application card of claixn 8 wherein said 

first state and second state corresponds to a binary ONE 
and_a binary ZERO, respectively. 

THiS SHEET HAS BEEN 
REPLACED 
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lO. The application card of claim 8 wherein a 
second group of said blocks of said non-volatile memory 
atores a aecond type of data pertaining to sald 
application and wh•.rein said fir.st access control bi.t 
location of each storage location associated with a 
different one of said second group of said blocks is set 
to said second state for inhibitin9 access to storage 
locations in said second group of blocks by said 
application microprocessor and said second access control 
bit location of each storage location beinq set to said 
first state for enabling access to storage locations in 
said second group of locations by said host 
mi.croprocessor. 

ll. The application card of claim 10 wherein a 
third group of said blocks of said non-volatile memory 
stores a first type of program information utilized by 
said application microprocessor in executing operations 
pertaining to said application and wherein a third-accei;s 
control· bit location of each storage location associa.ted 
with a different one of said third group of said blocks 
is set to said first state for enabling access to storaqe 
locations in said first group of said blocks by an 
ap~lioation microprocessors pr.ogrammed to perform 
operations for executing said specific application and a 
fourth access control bit location of said each storaqe 
location being set to said second state for inhibiting 
access to stora~e locations in said third group of blocks 
by a host microprocesso~ which is not authorized to 
access said program information for maintaining security. 

THIS Sl-ffi~!: ~v.s BEEN. 
REPLACED 
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12. The. application card of claim 11 wherein a 

fourth group of sald blocks of said non-volatile memory 

stores a second type of proqram information .utilized by 

S.!".id host microprocessor in executing operati.ons 

pertaining to said application and wherein said third 

access control bit location of each storage location 

associated with a different one of said·; fourth qroup of 

said blocks is set to said second state for inhibiting 

access to storage locations in said fourth group of 

blocks by said application microprocessor for maintaining 

system integr.ity and said fourth access control bit 

location of each storaqe location being set to said first 

state for enabl inq access to storage locations in said 

fourth group of locations by said host microprocessor. 

13, The application card of claim 12 wherein said 

first, second, third and fourth groups of blocks contain 

different numbers of blocks. 

14. The application card of claim l wherein :;aid 

card further includes an application mioroprocessor 

programmed for performing operations for executinc;r said 

specific application, said application microprocessor 

being coupled to said address, data and control sections 

of said internal bus and for qeneratin9 signals 

specifying said-type of memory access being made. 

15. The application card· of claim 1 wherein said 

access control aicroprocessor in response to a power on 

si9nal loads said access discrimination logic unit with 

said non .. volatile memory nia.pping infonnation which is to 

be used in executing said specific application. 

THIS SHEET HAS BEEN . 
REPLACED 
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16. The application card of claim l wherein during 

execution of said specific application, said access 

control micropr.oces~or in response to each request to 

change said non-volatile memory mapping information 

stored in said access discrimination logic unit received 

from said host microprocessor only modifies said non .. 
volatile memory mappinq information after a successful 

authentication operation is performed by said host 

microprocessor. 

17. The application card of claim 16 wherein said 

access control microprocessor non-volatile memory 

configuration information further includes a number of 

passwords used by said access control microprocessor in 

perfo1"1ning said authentication operation~ 

THlS ·SHEET HAS BEEN 
. . REPLACED 
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18. An application card for use in conjunction with 
a host microprocessor coupled through a bus interface, 
said application card comprising: 

interface logic circuit means operatively 
coupled to said bus interface, said interface logic 
circuit means being coupled to transmit a.nd receive 
requests includinq ~ddressi data and control inform.ation 
to and from said host microprocessor; 

an intel."nal bus connected to said interface 
logic cir.cult means, said internal bus having address, 
data and control sections for transferring said requests 
including- signals from said interface logic circuit roea.ns 
for each memory request specifying which mioroproce:s:sor 
is makinq said c.ach memory request and type of memory 
access beinq made; 

an access control microprocessor connected to 
sai.d internal bus, said microprocessor including: 

an addressable non-volatile memory for 
storinq configuration information including non-volatile 
memory mapping information ooded for executing a speoif ic 
application1 

an application microprocessor prog-rammed for 
pe:rfox.inin9 operations for executing said specific 
appJ.ication r said application microprocessor being 
connected to said address, data and control sections of 
said internal bus and for generating signals specifyinq 
aaid typo of memory access being made; 

at least one non-volatile addressable memory 

being connected to said internal bus in common w:i.th said 
microprocessor for receivinq said address, data and 
cont:r-ol information, said non-volatil'e memory organized 
lnto a number of blocks, each having a pl.ura1ity of 
stora.qe locations for storing different access type 
information required for execut).ng sai.d appli9ation, said 
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number of blocks having a number of groups of blocks, 
each qroup for atorinq different data and program 
information utilized by said host and appl icatlon 
microprocessors in executing said speqif ic applicationi 

access discrimination logic uni.t coµpled to sai.d 
address., data and control sections of said internal. bus 
and to said non-volatile memory·,. said access .. 
discrimination logic unit storing access by type 
lnfonnation corresponding to said non-volatile memory 
mapping information for said number of groups of said 
nwnber of blocks coded for specifying different types of 
memory access to be made to either said data or program 
information stored in each block by said application and 
host microprocessors in execu1:inq said application and 
said unit in response to a ltlemory request, reading out 
said access by type information of one of said JJlocks 
designated by said address information of said memocy 
request for enabling access to information stored in said 
block by said microprocessor ni.akinq said memory request 
only as specified by said access by type informatlon. 
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19. The application card of claim l wherein s<li.d 

access discrimination logic unit includes: 
a random access memory (RAM) array hav:i.ng 

address, data. and control inputs connected to sa ;.d 
address, data and control sections of said internal bus 
respectively, and an output connected to said non­
volatile. lllemory, said RAM array having a plurali.ty of 
storage locations corresponding in number to saidonumber 
of blocks for storing said non-volatil.e memory mapping 
information, each storage. locati.on having a number of 
access control bit locations corresponding to said nmo.ber. 
of groups within said number of blocks, sald access 
control bit locations being set to predetermined states 
as specified by said memory mapping information for 
designating types of memory accesses required by said 
application and host microprocessors for executing said 
specific application, said RAM array in rQsponse to each 
memory request reading out memory mapping . informa,tion 
fr.om one of said plurality of storage locations 
desiqnated by said address information and applying to 
said 
said 
bit 

output, a control signal representative of one of 
predetermined atates from on~ of said access control 
locations specified by said signals from said 

interface logic circuit means designating either said 
application or host microprocessor as requestinq memory 
access and type of me~ory access for enablin9 said access 
only aa specified by said one of said predetermined 
states~ 
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