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A BECURE APPLICATION CARD FOR SHARING
APPLICATION DATA'AND PROCEDURES AKONG
A PLURALITY OF HICROPROCESSORS

BACKGROUND OF THE INYENTIOM

This invention relates to the filed of portable
personal computers and more particularly to systems for
maintaining data security in a portable digital
information environment. '

Priox Arnt

The security of petsonal information has always been
concern. Historically, it has been safeguarded through
the use of signatures, credentials and photographs.
Electronic devices such as automatic banking machines
have added encoded cérds and personal identification

numbers (PINs) to the repertoire of security tools.

Computers continue to use passwords,

More recently, the "Smart Card" has been used as a
sedurity tool. The "Smart Card" is a small microcomputer
with writable, non-volatile memory and a simple
input/output interface, fabricated as a single chip and
epbedded in a plastic "eredit card®. It has exterior
pins to allow it be connected to specially designed
equipment. The program contained in the card's
microcomputer interacts with this equipment and allows
its non-volatile memory data to be read or nodified

-according to a desired algorithm which may optionally

include a password exchange. Special . techniques have
been implemented to protect the memory data and to allow
permission variations according to the -situation. For
example, U.S. Patent No. 4,382,279 entitled, "Single Chip
Kicroprocessor with On-Chip Modifiable Memory" discioses
an architecture which permits automatic programming of a
non-volatile memory which is included on the same chip as
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a processing and control unit. Aas in other systems, the
microprocessor only protects memory on the same chip.

| The "Smart Card" has been used both to facilitate
the process of identification and to be the actval site
of the valued information. In this situation, as in most
prior situations, physical presence of a “key" as well as
some special knowledge has been used ‘as part of the
verification oy authentication process. In such cases,
identification has involved a dialog between the person
desiring access and a. fixed agent such as a security
guard and an automatic teller wachine.

The current state of portability of free standing
computing devices makes it possible for both the physical
key and the authentication agent to be small, portable
and hence more subject to loss or theft. Further,
computing devices make it possible to perform repeated
attempts to guess or deduce the special knowledge or
passwords associated with the identification process.
This is especially true Iif the authentication agent or
device is also under the control of the thief. To make
matters worse, technology now allows and encourages the
carxying of enormous amounts of sensitive information on
onefs person where it is subject to mishap.

. Also, today's notebook and subnotebook sized
computers provide a free standing environment having
significant computing power which has created a need for
additional dataz storage capability. This need has
initially been met by miniature hard disk devices which
can hold both programs and data, While passvorg
protection is often used in these systems, it does not
completely protect sensitive data because, first, the
authentication agent is ~vulnerable. But, more
significantly, the disk device containing the data can be
physically removed and accessed in a setting more
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conducive to analysis. In this case, data has been
protected by employing some form of encryption. The
nature of disk access makes this possible without
encountering undue cost or performance barriers, An
example of this type of system is described in U.s.
Patent No. 4,985,920 entitled “Integrated Circuit Card".

The recent emergence of the flash memory and
removable "memory cards™ have allowed major reductions in
size and power requirements of the portable of the

portable computer. The flash memory combines the
flexibility of random access memories (RAMs} with the
permanence of J3isks. Today, the combining of these

technologies allows up to 20 million bytes of data to be
stored without power, in a credit card size removable
package, This data can be made to appear to a host
system either as if it were stored on a conventional disk
drive or if it were stored in an extension of the host
system's memory.

These technolegical developments have made . further
reductions in system size possible to the extent that the
systém and data including programs can be carried on
one's person. This has made the data, programs and its
hoat system more vulnerable to less or theft and also
moxre difficult to protect memory data by encryption since
this presents major cost and performance barriers,

Accordingly, it is a primary object of the present
invention to provide a portable digital system with a
secure menmery subsystem,

It is a further object of the present invention to
provide a memory card whose contents can bhe protected if
removed from a portable digital system.

It is =a more specific object of the present
invention to provide a secure memory subsystem which can
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be used to protect the complete operating environment
required in running an application. '

SUMMARY OF THE INVENTION

The above and otrner objects of the present
invention are achieved in the preferred embodiment of a
secure application card wich is operated in conjunction
with one of more host systems such as the host system
microprocessor described in a related patent
application in the United States of America
(Application no 960 748). The present invention extends
the security for data to programs thereby providing a
secure operating enviromment for running applications.
The secure application card of the preferred embodiment
includes a access control microprocessor (ACP) on a
single semiconductor chip and one or more non volatile
addressable memoxry c¢hips which serve as main memory.
The access control microprocessor c¢hip and non-volatile
memory c¢hips connect in common to an internal bus
having different portions for transmitting address,
data and control information to such non-volatile
memory chips. The access control microprocessor
includes an addressable non-veolatile memory for storing
configuration information including a number of key
valueg and program instruction information for
controlling the transfer of address, data and controel
information on the internal bus. In the preferred
embodiment, a portion of the configuration information
serves as the content for the access by type memory
which is loaded at power-~up., This data is protected by
the ACP and can be modified via the host processor only
with proper permissions (via changing passwords).

According to the teachings of the present invention,the
secure application card further includes an
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application microprocessor which also connects to the
internal bus. In the preferred embodiment, the
application procesSor és well as each of the other
microprocessors which operatively connect to the card has
an additional signal line included in the control portion
of its bus interface carried through to the control
portion of the internal bus which is used for indicating
“"Execute" access to memory as contrasted to simple read
access, Associated with the application processor is an
access discrimination logic unit included on the same
chip as the access control microprocessor which controls
access to the non-volatile memory chips. The access

discrimination logic unit includes an access by type'

random &access memory (RAM) having a plurality of word
locations, each location assocliated with a different
block of the addressable memory chips and having a number
of accesgs control bhite coded for defining different types
of access as a function of the specific application being
run. -
‘Selector means within the access by type nemory
connects to the control portion ¢f the internal bus and
in response to signals applied to the "Execute" signal
line and an mMoff board"™ signal line for designating
vhether the microprocessor source is located outgide the
application card (e.g. host microprocessor) or within the
card. The eelector means selects the bit location
corresponding tcl the type of access requested and. uses
the bit contents of the designated access bit location to
allow or disallow the transfer of an enakling control
signal to the non-volatile memory chips. In the
preferred embodiment, the states of the *"Execute”" and
"off Board" signal lines define several different types
of memory access, These are: Data Read Access from the
host  microprocessor, Data Read access from the
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application cardts microprocessor, Execute Access from
the host microprocessor, and Execute Access fLrom the
application card's microprocessor.

The access control microproces'sor vrites the
contents of the access by type RAM in a conventional
mranner during power-up, As indicated, the host or
application processor is allowed to modify the contents
of this RAM only under the control of the ACP thereby
maintaining security. _

In the preferred enbodinent, each host
microprocessor couples to the application card through a
standard interface such as one of the interfaces which
conforms  to the ©Personal Computer Memory Card
International Association (PCMCIA} standarxds. More
gpecifically, the particular PCMCIA interface selected is
one which has the so-called "“Execute-in-Place" (XIP)
functionality which can be used in conjunction with card
processors which provide bus mastering and intercard
communications capabllities.

" fhe present invention expands the capabilities of
the secure memory card of the related patent application
by providing security <for programs thereby enabling
application software to be packaged along with its
required microprocessor in a self contained card that
responds to cooperating/host microprocessor(s)} over the
standard shared bus by the use ¢of well defined nmessages
or protocols but shields its internal operation from such
microprocessoi:(s). Thiz wmode of operation conforms to
the basic principal of object oriented software design
whose goals are to provi;ied & superior development
environment by such segmentation of functions. Thus, the
present invention achieves the same goals relative to
providing a secure operating environment. for
applications.
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As in the case of the related pateﬁt application,
the present invention melds the "Smart cart" and "memory
card" technologies which is key to allowing the
protection of large amounts of data made possible by
flash memory technology in the T"security harsh"
environments created by electronic miniaturization,
Alse, the present invention also retains the features of
the secure card of the related patent application
relative to being capable of operating in secure and non-
secure modes, eliminaiting the need for encrypting and
decrypting data, and protecting memory contents if the
card or its host processor is lost, stolen, powered off
or left unattended. 1In the event of theft, the memory
contents ie protected from access even if the memory card
iz opened and probed electronically or the mamory chips
are removed and placed in another device,

The above objects and advantages of the present
invention will be better understood from the following
description when taken in conjunction with the
acconpanying drawings.,

BRIEF DESCRIPTION OF THE DRAWINGS

. Figure 1 §s a block diagram of a system which

incorporates an appijcation card constructed according to
the present invention.

Figure 2 shows in greater detail, the flash memory
of Figure 1.

Figure 3 shows in greater detail, the access by type
nemory of Figure 1 constructed according to the teachings

of the present invention.

Figure 4 is a system arrangement used to explain
the operation of the application c¢ard of the present
invention. '
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PESCRYPTION OF THE PREFERRED EMBODIMENT

Figure 1 is a block diagram of a secure portable
hand-held computing system usable as a personal computer
or as a transaction processor, System 1 includes an
application card 3 constructed according to the present
invention which connects to a host processor 5 by an
external bus 102. The host processor 5 may take the form
of a palm top personal computer, such as the HP 951X
manufactured by Hewlett-Packard Company. The host
processor 5 includes a microprocessor 5~6 which connects
to bus 102 via an internal bus 106 and the interface
logic circuite of block 5-10. The host processor 5 also
may include other units which connect to internal bus 106
such as & liquid crystal display (ICD) 5-2, a keyhoard 5-
4, and a memory. The memory includes a one megabyte read
only memory (ROM) and a 512 kilobyte random access memory
(RAM) . )

- The connection between the application card 3 and
host microprocessor § is established throwgh a standard
bus interface. In the preferred embodiment, the bus 102
conformg to the Personal Computer Memory Card
International Association  (PCHCIA) standaréd which
includes an YExecute-in-Place" (XIP) capability. The
interface 102 provides a path for transferring address,
control and data information between host processor § and
the application card system 3} via a standard interface
chip 104 and an internal bus 105. Each of the buses 102, .
105, and 106 include a data bus, a control bus and an
address bus and provide continucus signal paths through
all like buses. For example, bus 105 includes address
bus 105a, data bus 105b, and control bus 105c.
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As shown, in Figure 1, the application card 3 of the
present invention includes an access control
microprocessor (ACP) 10 which couples to bhus 105, a
plurality of CMOS flash memory chips desivnated as 103a
through 103n which c¢ouple to internal bus 105, an
application wmicroprocessor Al which couples to bus 105
and an access discrimination logic unit- A3 which couples
to bus 105 and to flash memories 103a through 103n as
shown. ACP 10 ig typically the same type of processing
element as is used in the “"Smart Card*, The CMOS flash
menories 103a through 103n may take the form of flash
nemory chips manufactured by Intel Corporation. For
example, they may take the form of the Intel flash memory
chips designated as Intel 28F001BX 1M which includes
eight 128Kilobyte x g8-bit CMOS flash memories, Thus, a 4
Megabyte flash memory card could include 32 such flash
memories (i.e. n=32).

The access control microprocessor 10 and flash
memories 103a through 103n can be constructed as
disclosed in the above referenced related patent
application . For the sake of completeness, both ACP 10
and non~volatile memory 103i will be briefly described
herein,

- According to the present invention, as seen from
Figure 3}, the control portion of internal bus 105 as well
as external bus 102, contains a plurality of control
signal lines which apply Execute, Read and Write control
signals generated by any one of the microprocessors 5-6,
10 or Al. More specifically, each of the microprocessors

- include means for initiating Execute, Read and Write

cycles of operation. through the different states of
various control lines. For example, the microprocessors
may be constructed in a manner similar to Intel 486 DX
nicroprocessors relative to including the capability of
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initiating code read, memory read and memory write bus
cycles of operation by altering the states of specifilc
control lines, For more information concerning such bhus
cycles, reference may bz made to the publication entitled
"Microprocessors Vol. 1I%, Reference No, (G-110392 by
Intel Corporation. . |

. The access discrimination logic unit A3 as discussed
in greater detail in connection with Figure 3 includes an
Access by Type Random Access Memory (RAM) array
containing a plurality of word locations, one location
for each block of- the memory chips 103a through 103n and
input selector circuits connected to the "Execute" and
®"0ff Board" control signal lines indicating the nature
and source of the memory access. In accordance with the
present invention, these signals define four different
types of memory access, These arei Data Read Access from
Host Microprocessor 6-6, Data Read Access from the
Application Microprocessor Al, Execute Access from the
Bost Microprocessor 5-6, and Execute Access from ¢the
Application Microprocessor Al. The Access Discrimination
Logic Unit A3 performs the task of applying the output
enable control to the memory chips 103a through 103n,
That 4is, it determines which type of enable control
signal i= to be applied to the memory chips 103a through
103n as a function of the state of the selected prestored
access control bits of the location associated with the
block being addressed.

ACCESS CONTROL MYCGROPROCESSOR 10

The access control microprocessor (ACP) 10 of the
preferred embodiment, includes a protected non~volatile
memory 10-2, a random access memory (RAM) 10-4, and an
interval counter 10-6, all of which are diagrammatically
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represented in Figure 1. The non-volatile memory 10-2
dedicates & number of addressed lccations in which to
store authenticati.oh information and programs. More
sperifically, a group of memory locations store one or
more personal identification numbers (PINs), protocol
sequences or other identification information for
verifying that the user has access to.the system, and
configuration information for identifying the blocks in
flash memories 103a through 103n that the user may access
in addition to a time interval value used for
reauthentication. Additionally, another group of memory
locations store information for a given application which
is loadable into the access discrimination logic RAM for
designating the type of accesses (i.e., is a map or image
of the access by type RAM contents).

Another group of memery Jlocations store the key
values used for protecting each of the flash memories
103a through 103n or the codes used to protect the
individual blocks of each of the flash nemories 103a
through 103n. A further group of memory 1oqati.cna store
the program instruction sequences for performing the
required authentication operations and for clearing the
system if the preset conditions for failure are met, For
certain applications, program instructions c¢an be
included to enable the user to control the setting of the
interval counter 10-6 which establishes when user re-
authentication takes place.

FILABH MEMORIES 1033 through 103n

Pigure 2 shows in block diagram form, f£lash memory
103a which is identical in construction to the remaining
flash memories 103b through 103n. As shown, memory 103a
includes two sections, a memory section 103M organized
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according to the present invention and a security legic
section 1038 containing the security access control
cirecuits of the present invention.

Memory Section 103M _

As seen from Figure 2, section 103M includes a
memory array 54 organized into sixteen blocks as shown in
Figure 4, a command register 50, input/output legie
circuits 60, an address counter 56, a write state machine
61, an erase voltage system 62, an output multiplexer 53,
a data register 55, an input buffer 51, an output buffer
52, and a status register 58, arranged as shown. The
basic logic circuits of flash memory 103a, as discussed
above, take the form of the type of circuits included in
flash memories manufactured by Intel Corporation. Since
such circuits can be considered conventional in design,
they will only be described to the extent necessary. For
further infermaﬁion regarding such circuits, reference
may bhe wmwade to the publication entitled, -"Memory
Products®, Order Number 210830, published by Intel
Coxporxation, dated 1992.

As shown in Figure 2 the flash memory circuits
receive a plurality of input address signals A0-Al6, data
signale D0O-DO7 and control signals consisting of c¢hip
enable, write enable, output enable, power down and
erase/program power supply signals CE, WE, OE, PWD, and
VPP respectively.

The CB, WE and OF signals are appiied to command
register 50 and I/0 logic block 60 from host processor 6

- via bus 102 and control bus 105b and dispersed to control

the indicated logic blocks.  More specifjically, the
output enable (OE) signal is applied as an input to
output buffer 52 and in accordance with the present
invention is provided by access discrimination logic A3
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of Figure 1. The PHD signal is alsc applied to command

register 50 for enabling the flash memory to perform
other operations such as to clear the volatile storage
elements of section 1035 as desired thereby enforcing
user reauthentication when normal operation is again

- resumed.

. Generally, the basic logic elements of section 103M
operate in the following manner. Information is stored
in memory array 54 via data bus 105a, input buffer 51 and
data register 55 at an addressed location of one of the
memory blocks specified by the address received by
address counter 56 from address bus 105c. Information is
read from a specified addressed location of a block of
memory array 5S4 and is sent to host processor 5 via an
output multiplexeyr 53, output buffer 52, data bus 105a
and bus 102. A status register 58 is used for storing
the status of the_write state machine, the error suspend
status, the erase status, the program status and the VPP
étatus.

The write state machine 61 controls the block erase
and program algorithmz. The program/erase voltage systen
62 is used for erasing blocks of the memory array 54 or
the programming bytes of each block as a function of the
voltage level of VPP.

gecurity Sectio 038

Az seen from Figure 2, section 103S includes a
security access control unit 30 and a volatile access
control memory 43 interconnected as shown. The output of
the access control memory 43 is applied as an enabling
input to output buffer 52 during each memory read cycle
when the contents of a byte location of any .block of
memory array 53 is being read out. That is, a read cycle
may occur, however, the data read out is inhibited from
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passing through output buffer 52 in the absence of the
appropriate block's access control memory gating signal, '

More specifically, access c¢ontrol memory 43 includes
sixteen individually addressable bit storage elements, an
input address 4 to 16 bit decoder connected to the input
of each storage element and a 1 to 16 output multiplexer
circuit connected to the ocutput of each storage element.
As shown, four bits of address latch counter 56
corresponding to the block address applied to control
memoxry 43 are decoded and used to select the appropriate

- storage element output which is applied as an enabling

input to output buffer 52.

This section receives command control signals from
command register 50 of section 103M, Special commands
such as those described iIn the related patent
application are added to the sets of commands used by
the flash nemory for implementing data security. The
standard flash nmenmory commands take the form of the

commands utilized by the Intel Corporation: flash
menories. '

PPLI MICROFPROCESEOR & BORYT DEVICE

_ The application microprocessor Al is contained in
the application card and is programmed to perform all
operation functions required for running a given
application, In the ©preferred embodiment, the
microprocessor may he constructed using an Intel 80286
microprocessor chip. The application microprocessor Al
also has a random access memory which is uses to perform
certain intermediate calculations in running specific

" applications.

In addition to being used with the host processor 5
of Pigure 1, the application card 3 alsc operates in
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conjunction with +the handheld point of sale host
processor of Figure 4. This host processor includes a
number of peripheral devices such as a display, keypad
ticket printer, credit card reader and a communications

_1ink which connect §n common to an internal bus. The

host microprocessor is a simple device which operates the
peripharal devices but has minimum functionality of its
own. For example, the microprocegscy can ke constructed
using an Intel 8051 chip. It has its own read only
memory (ROM} which contain start up and self test code
only. Thus, the host device can be viewed as an "shell"
with all of the significant functionality contained
within the application card 3.

ACCEBES DISCRIMINATION LOGIC

The access discrimipnation logic unit A3 as shown in
Figure 3 includes a random access memory Bl having n
groups of locations corresponding to the number of flash
memories. Each group containg 16 mnultibit or word
locations, one for each block contained in the flash
memory 103a. The number of bhit positions of each word
correspond to the numbexr of different types of accesses
required for the application being run., For example, in
the application card of the preferred embodiment, as
discussed above, there are four  diffexent <types of
accesses. These accesses are designated by bit positions
0 through 3 of each word. As indicatéd, bit positions 9
and )1 are used to control application microprocessor
access to data and programs respectively. Bit positions

2 and 3 of each word are used to control host

microprocessor access to data and programs respectively.,
When, any bit position is preset to a binary ONE state,
this indlicates that access is permitted. When a bit
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position is preset to a binary ZERO state, this indicates
that access is not allowed.

As shown, the RAM array Bl connects to the data bus
portion 105b of internal bus 105 for loading by an
authorized - microprocessor. It also connects to the
address portion 105a of internal bus 105 which supplies
the most-significant bits of the memory address to act as
an address to this array. The outputs of an addressed
location are applied to the data inputs of a multiplexer
B2. fThe selector-inputs of the multiplexer Bl connect to
the "Execute" and "“Off Board" contrel 1lines of the
control portion 105¢c of the internal bus 105 as shown.
The output of the multiplexer Bl is applied as one input
to an AND gate B3 which has another input connected to
the output enable control line of the control portion
105¢ of internal bus 105. The AND gate B3 has its output
connected to the output enable contreol 1line which is
applied as an input to each of the memory chips 103a
through 103n. :

ESCRI OF OPERA

The operation of the application card of the present
invention will nov be described relative to a particular

application fllustrated in the system configuration of

Figure 4. There are a number of application cards, each
of which |is programmed for use in a restaurant
environment. In the restaurant, the mainframe personal
computer is used to all of the restaurant processing and
can be constructed as the host personal .computer 5 of

- Figure 1, 1In addition to all of the normal facilitles,

the host personal computer 5 has, occupying a diskette
glot, a device which accepts PCMCIA cards.
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Each application card can be plugged into that
interface as well as intc any one of the number of hand
held devices, such as the device of Figure 4. As shown,
each hand held d2vice has a keypad, a small display and a
credit card yreader in addition to other required
accessorieeg, In the restaurant, there may be up to fifty
such devices depending on the nunber of fervice personnel
(e.qg. waltere, bartenders, etc.}.

Each morning before the restaurant opens for
buginess, the data processing manager for the restaurant
checks the group of hand. held devices, one for every
waiter, stored in a rack having their batteries recharged
and without any cards. In another location, the manager
locates a stack of application cards used the previous
night, - That is, the normal procedure is that when a
waiter checks out, the waiter removes the card from the
hand held device, places the device in the recharging
rack and slips the card into a slot in a secure place in
a door which can be only accessed by the manager.

Each application card has the capability of
recognizing two hosts which means that the access control
microprocessor 10 of each card has been programmed to
recognize two PINs. One is the PIN of the computer
system which only the manager and the mainframe perscnal
computer 5§ knows. The other is the PIN assigned by each
waiter at the beginning of every shift chosen from a list
of generic PINs provided by the manager,

The manager takes each application card and inserts
it into the PCMCIA slot of the mainframe personal
conputer 5 which presents the higher level PIK. The most
important information stored in each application card is
a record of previous days transactions for a particular
waiter for a given shift. This provides an audit trail
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which eliminates the neéd to process large amounts of
paper recelpts.

In the access discrimination logic A3, a
differentiation is made relative to the types of accesses
and types of data as indicated in Figure 4 and in the
following table.

RAM CODING TABLE

Wis 1 o} 0 01 Application Microprocessor DATA-"AY
Wi4 1 0 0 ;} (Day's Transaction History)
Wi3 0 1 0 0
Wiz 0 1 0 0
W1l 0 3 0 0 \,_Application Microprocessor PROGRAM-"B"
W10 0 1 0 0 {Application Code, Encryption for
wo 0 1 0 0 Credit Network)
w§ 0 1 0 O “
W7 0 1 0 0
Wé 0 1 o o )
W5 1 ¢ 1 é}. Host Microprocessor DATA~"CY" (Today's
_ Menu, Price List, In-Process Orders)
W4 0 0 0 1 .
w3 0 0 0 1l Host Microprocessor PROGRAM-"D"
W2 0 0 o 1 (Host I/0 Drivers)
W1 0 0 0 b}
WG 0 0 Q 1
HD BHP

>
e,
e
L v)

wherein AD = application data, AP = application program,
HD = host data and HP = host program.

As indicated above, the dalily transaction history
data is shown ag data which is accessible only t0 the
application microprocessor Al in the hand held devica and
not. the hand held device itself for the reasons discussed
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herein. An area of wmemory 103a corresponding to two
blocks has been allocated for storing this jinformation.
The first bits of each of the words Wl4 and W1s
associated with the allocated blocks are set to bipary
ONES for designhating read access only by the application

‘microprocessor Al.

In this situation, the transaction history data will
later be made accessible to the mainframe personal
conputer 5 under the control of ACPl0. While the hand
held device is in the hands of the waiter, a closed
transaction is stored within the application card and is
accessible only to the application microprocessor Al .on
the card. This prevents tampering with such data by any
one, _

When the application card is placed into the
mainframe personal computer 5, it now presents a PIN or
password which is used by ACP10 to verify that the host
computer 5 has the correct permissions. Only when the
appropriate permissions have been presented does ACPLO
modify the content of the RAM array to provide the
appropriate access (i.e., sets the third bits of each of
the words Wi4 and W15 are set to binary ONES. When the
access discrimination logic volatile RAM array is
reloaded, the mainframe computer 5 {8 now allowed to
read this data which in the hand held device was
unavailable to it. The volatile RAM memory of the access
diecrimination logic A3 is set up by ACPI0 so that the
mainframe computer 5 has free access to all of the
application card's information. The setup is under the
control of the ACP for maintaining security.

The first thing the manager dees is capture all of
the previous night's transactions and stores them in the
mainframe computer 5 for later processing as appropriate
(e.g. payment ocalculations, etc.). As previously
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indicated, when the mainframe computer 5 provides the
correct PIN, it can cause the ACP 10 to set up the RAM B3
of the access discrimination logic A3 and the locks

‘within the flash memories 103a through 103n to allow the

mainframe computer % to read all of the data stored in
such memories. After the data has been stored, those
memory blocks are cleared/erased and rewritten for later
use,

Ae indicated in Figure 4 and the table, another area
of memory 103a has been allocated to -hold the correct
nenus and prices/specials and is rewritten each morning
by the manager. This area corresponds to a single block
which has word W5 associated with it. As indicated in
the table, this information is made accesaible to both
the application nmicroprocessor Al and to the hand held
host wnicroprocessor of Figure 4, Therefore, both the
first bit and the third bit are set to binary ONES to
allow such access.

The piece of data which would be not changed,-is the
program code for the application microprocessor itself.
An important parxt of that code is the algorithms and
encryptions that allow messages to be sent over the
credit network via the communications link of Figure 4
which includes the information describing how the hand
held device is to access that network. That 1is, it
includes the information which properly identifies the
requester used for establishing that the transaction is a
legitimate transaction to make a charge against a given
account. This is highly secure information that is kept
in the application card., If there is any change to this
Information such ag a password change or update relative
to identifying the  restaurant as the source on the
network, this information would also be written into the
card by the manager as well and then protected so that it
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could not be accessed by restaurant employees. As shown
in the table, an area of memory 103a corresponding to 8
blocks has been allocated for storing the program code
for application microprocessor A3. The blocks have
associated therewith, words W6 through Wi3, each of which
has bit position 2 set to a binary ONE state designating
"Execute" type access by application microprocessor Al.

- Another type of information stored in memory 103a of
the application card is the drivers for the devices on
the hand held device. The area of memory corresponding
to 5 blocks has been allocated to the storage of this
information. The blocks have assocjated therewith, words
WO through W4, each of which has bit position 4.set to a
binary ONE state for designating access only by the hand
held host of Figure 4.

If there was a bug in the credit card reader
program, the update would be written into the flash
memory at this time by the panager. By having the
mainframe host processor 5 identify itself .wherein
different hosts can have different levels of privilege,
the entire application card whose memory had been cleared
can be updated sc as to be ready for the next day's use
and may be personalized for specific people on the
service staff or the same information may be written into
all of the cards.

The programmed application cards are placed in a
stack and when an individual comes in to start work, that
individual will take a hand held device from the charging
rack and select a personalized card if 80 specified (e.qg.
bartenders -one type, waiters another type) which will be
inserted into the handheld device., During the first log
on, the individual will insert a generic PIN requiring
the individual to identify themselves as the user which
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allows the person to select a PIN to use for that
person's shift for added security.

If the card or device was discarded and later
retrieved, the mainframe computer 5 would be 3able to
obtain the data through the use of its overriding PIN.
Of course, all of the application card data would be
protected from being improperly accessed through the
security unit of the application card as described in the
cited related patent application . That is, access could
only'be gained through the use of & master PIN which is
only known by the mainframe computer 5.

One aspect of this security is that it allows the
restaurant to operate without paper slips. Therefore,
there is no need to maintain carbon copies thereby
ensuring protection of customer credit card data. The
printer in the hand held device would be used to print a
single copy ¢f a receipt for each customer who requests
such a receipt. If the bhand held device had a pen
surface on it, this could alsc capture the customer's
signature.

After the above operations have been performed, the
four areas of memery will have been properly setup
pursuant to the table and the hand held device is now in
the hands of the gexrvice personnel, As mentioned; the
data area is reserved to the applications microprocesgsor
A3 for storing closed transactions for the day which will
be in a protected area (i.e., controlled by the coding of
words W14 and WiS) for both security reasons and so that
they are properly preserved (e.g. not overridden by
accident). This is an advantage of flash memory in that
it eliminates the mneed for special battery backup
circuits to preserve such information.

During the operation of the restaurant, service
personnel enter closed transactions into the appropriate
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area of memory 103z, Writing takes place in a
conventional manner under the control of appropriate
write protection algorithms. That is, the application
program code would cause the application processor Al to
write into the appropriate areas of memory. There is no
software in the hand held host processor of Figure 4
which has the ability to write into memory 163a. Since
the method of writing does not form a part of the present
invention, it is not described in further detail herein.
As indicated, there is another area indicated as the
data area for the hand held host processor which is made
freely accessible since it holds menu information as well
as “in process" orders. In Figure 4, there is a RAM
shown as part of the application card. There is a normal
trade off wherein for ease of implementation, interim or
scratch caleulations would be done in the RAM since it is
more difficult to rewrite areas of the flash memory 203a.
But it may be more desirable to write orders into memory
103a to protect against power loss. In this situation,
the application processor Al counld tag a record

“indicating when an order was changed. This would be a

matter of design choice.

Notwithstanding the above, there would be some type
of information areas in the RAM that must be made
accessible to both the application microprocessor Al and
the hand held host processor. The buffer areas that are
used to refresh the soreen on the hand held host
processor would be made accessible to both devices.
Here, there would he no truly secure information stored
in there. Each transaction flows through the RAM but
information such as credit card numbérs would have no
reason to be stored there. They would only be written
into the secure area of the RAM,



10

15

20

25

30

35

As discussed above, there are two sections of
programs in memory 103a. One section is the orogram area
which is private to the application processor Al. This
is basically the entire cspplication program which is
being protected partly because it includes the encryption
algorithms and partly it represents a proprietary product
of the device .manufacturer (i.e., BIOS) such as unique
programs which run the gdevice. If the application card
ware stolen and someone were to try to copy the program
for reverse engineering purposes or to break some of its
security features, they still would be unable to read
that data even if they put the application card into the
proper host device since they would still have to know
the proper PINs including the very basic one which has to
be first entered. This security is provided by the
security unit which is subject of the related patent
application ..

As indicated, the hand held host processoyx would not
have access to this type of information for purposes of
robustness., If there were bugs or errors in the code
that branched off into the wrong area, it would be
trapped out and not permitted access to such code.

The program code of the hand held host processor
similarly is protected from access by the’ application
microprocessor Al for the purposes of robustness. Also,
it allows the hand held device toc be programmed moxe
simply and reduces the amount of membry recuired. Thus,
the present invention, by allowing two microprocessors to
share memory, vresults in a more economical system
implenmentation.

During normal operations, the hand held host
processor and application processor B3l of Figure 4
generate memory addresses as required for accessing flash
memory 103a, In the case of each access, the most
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significant bits of the memory address are applied to the
address inputs of RAM Bl of Figure 4 via the address bus
105a. This causes the read out of the multibit contents
of the. desjgnated word location. The states of the
"Execute® and "Off Board" lines applied as inputs to
multiplexer B2 select the appropriate bit location. The
state of this bit in turn controls output AND gate B3 to
allow or disallow the transfer of the signal applied to
the Output Enable control line to memory section 103m of
Figure 2, That is, read access is allowed or disallowed
by preventing the output buffer 52 from applying the
information read out from memory 54 to the data portion
105b of internal bus 105,

It will be appreciated that the performance
requirements of the system and the access times of the
access-by~type RAM array may be important in selecting
the'particular memory control bits to be used. Further,
in the event that either the host microprocessors used or
the external bus used does not support the "Execute
Access" control function, these accesses may be treated
as read accesses with some loss of security. _

From the above, it is seen how the application card
constructed according to the principles of the present
invention provides a secure environment for both data and
prdérams. It allows sharing of such information stored
within a non-volatile memory between a plurality of
microprocessors. Further, it enables epplication
gsoftware to be packaged with its own application
processor making such systems more economical to produce
and use.

It will be appreciated that many éhanges may be made
to the preferred embodiment of the present invention
without departing from its teachings. For example, the
present invention may be used in conjunction with a
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For example, the table given

below illustrates further examples of memory 103a for
sarple applications.

APPLICATIONR
PROCESSOR

DATA-"A"

A conmpilation
of PFinancial
Data

Compressed
maps (or
other images)

PROGRAM~"B"

Analysis Pro-
gram to perform
specifie
analysis at a
fee per trans-
action

Decompression
software at a

feea per trans-
action

Any Application
{(e.g. a progran
which is not
authorized to
be copied such
as "MS WORDHY)

HOST PROCESSCOR
DATA=MOH

General
space (valu-
able-gslots are
limited)

Specific Map
being viewed

Users
Workspace

Hork-

PROGRAM-"DV
Interface
Program with

Application

"

"t
L1

While in accordance with the provisions and statutes
there has been illustrated and described the best form of

the invention,

certain changes may be made without

departing form the spirit of the invention as set forth
in the appended claims and that in some cases, certain
features of the invention may be used to advantage

without a corresponding use of other features.

@
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CLAIMS

1. An application card for use in conjunction with
a host mnicroprocessor coupled through a bus interface,
said application card comprising:
interface logic circuit wneans operatively
coupled to said bus interface, said interface logic
circuit means being coupled to transmit and receive
requests including address, data and control information
to and from said host microprocessor; '
an internal bus connected to said interface
logic circuit means, said interna) bus having address,
data and control sections for transferring sald requests
including signals from said interface logic circuit means
for each memory request specifying which microprocessor
is making sald each memory request and type of memory
access being made; |
an access control microprocessor connected to
szid internal bus, said microprocessor including:
an addressable non-veolatile memory for
storing configquration information including non-volatile
memory mapping information coded for executing a specific
application; '

] at least one non~volatile addressable memory
being connected to said internal bus in common with said
mieroprocessor for receiving said address, data and
control information, said non-volatile memory organized
into a number of blocks for storing different access type
information required for executing said application;

access discrimination logic unit coupled to said
address, data and control sections of said internal bus
and to said non-volatile memory, said access
discrimination logic unit storing access hy type
information correéponding toe said non-volatile nemory
mapping information for said number of blocks coded for
Specifying different'typeé of memory access to be made to
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each block by each microprocessor involved in executing
said application and said unit in response to a memory
request, reading out said access by type information
associated with one of said blocks designated by saiqg
address information of said memory request for enabling
access to said block by said nmicroprocessor making said

memory request only.-as specified by said access by type
information.

2. The application caxd of claim 1 wherein saigd
access discrimination logic unit includes:

a random access memory (RAM) array having address,
data and control inputs connected to said address, data
and control sections of said internal bus respectively,
and an output connected to said non-volatile memory, said
RAK array having a plurality of storage locations
corresponding in pumber to said number of blocks for
storing said non-volatile memory mapping information,
each storéga location having a number of access control
bit locations set to predetermined states as specified by

said memory mapping information for designating types of

memory accesses required for executing said application,
said RAM array in responsge to each memory request reading
out memory mapping information from one of said plurality
of storage locations designated by said address
information and applying to said output, a control signal
corresponding to one of said predetermined states from
one of said access control bit locations specified by
sald signals from saild interface logic circuit means for
enabling said access,

3. The application card of claim 1 wherein said
access control microprocessor and said access
discrimination logic unit are contained on a single chip,
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4. The application carxd of claim 2 wherein said
access discerimination logic unit further includes:

multiplexer selector circuit means having data

and control’ inputs and output circuit means, said data

inputs being coupled to sald RAM array for receiving said

‘memory mapping information, said ocontrol inputs bveing

coupled to sald contrel section for receiving said
signals from said interface logic circuit means and said
cutput circuit means being coupled to said non-volatile
nemory, sajld multiplexer selector circuit means in
response to said signals applied to said control inputs
salecting one of said access control bit locations for
applying said control signal to said output circuit means
for enabling said access.

5. The application card of claim 3 wherein said
output circuit means includes a logic circuit having at
least first and second inputs and an outpukt, said first °
input being connected to receive said control signal and
second input being comnected to a predetermined bus line
of said control secticon and said ocutput being connected
te said non-volatile memory and wherein said signals

include an off board signal for designating which
microprocessor generated said memory request and a bus

access control signal for specifying said type of memory
access, '

6. The application card of clair 5 wherein said
bus access control signal is an execute control signal
coded for specifying that said microprocessor requesting

access is allowed only to execute information in said
block being accessed.
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7. The application card of claim 5 wherein said

bus access control signal is a read control signal coded
for specifying that said microprocessor requesting access

is allowed to read and execute informaticn in said block

being accessed.

8. The application card of claim 3 wherein a first
i;roup of said blocks of said non-volatile memory stores a
first type of data pertaining to said application and
wherein a first access control bit location of each
storage location associated with a different one of said
first group of said blecks is set to a first state for
enabling access to storage locations in said first group
0of said Dblocks by an application wmicroprocessor
programmed to perform operations for executing said
specific application and a second access control bit
location of said each storage location being set to a
second state for inhibiting access to storage locations
in said first group of blocks by a host microprocessor
which is not authorized to access said data.

9, The application card of claim & wherein said
first state and second state corresponds to a binary ONE
and a binary ZERO, respectively. '
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10. The application card of claim 8 wherein a
second group of sald blocks of said non-volatile memory
stores a second type of data pertaining to said
application and wherein said first access control bit
location of each storage location associated with a
different one of said second group of said blocks is set
to sald second state for inhibiting access to storage
locations in sald second group of blocks by said
application microprocessor and said second access control

_bit location of each storage location being set to said

first state for enabling access to storage locations in
said second group of locations by said host
nicroprocessor.

11. The application card of claim 10 wherein a
third group of said blocks of said non-volatile memory
stores a first type of program information utilized by
sald application micrcprocessof in executing operations
pertaining to said application and wherein a third. access
control bit location of each storage location associated
with a different one of said third group of said blocks
is set to said first state for anabling access to storage
locations in said first group of said blocks by an
application microprocessors programmed to perfornm
operations for executing sald specific application and a
fourth access control bit location of said each storage
location being set to said second state for inbibiting
access to storage locations in said third group of blocks
by a host microprocessor which is not authorized to
access said program information for'maintaining security.
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12. The application card of claim 11 wherein a
fourth group of sajid blocks of said non-volatile memory
stores a second type of program information utilized by
s2id host microprocessor in executing operations
pertaining to said application and wherein said third
access control bit location of each storage location
associated with a different one of said:fourth group of
sajid blocks is set to said second state for inhibiting
access to storage locations in said fourth group o©f
blocks by said application microprocessor for maintaining
system integrity and said fourth access control bit
location of each storage location being set to said first
state for enabling access to storage locations in said
fourth group of locations by said host microprocessor.

13, The application card of claim 12 wherein said
first, second, third and fourth groups of blocks contain
different numbers of blocks.

14, The application card of claim 1 wherein said
card further includes an application mnicroprocessor
programmed for performing operations for executing said
specific application, sald application microprocessor
being coupled to said address, data and control sections
of naid internal bus and for generating eignals
specifying said.type of nemory access being made.

15. The application card of claim 1 wherein said
access control microprocessor in response to a power on
signal loads said access discrimination logic unit with
said non-volatile memory mapping information which is to
be used in executing said specific application.
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16. The application card of c¢laim 1 wherein during
execution of said specific application, sald access
contrel microprocessor in response to each request to
change said non-volatile memory mapping information
stored in said access discrimination logic unit received
from said host microprocessor only modifies said non-
volatile memory mapping informatien after & successful
authentication operation is performed by said host
nicroprocessor.

17. The application card of claim 16 wherein sald
access control microprocessor  non-volatile  memory
configuration information further includes a number of
passwords used by said access control microprocessor in
performing said authentication operation.
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18. An application card for use in conjuncﬁion with
a2 host microprocessor coupled through a bus interface,
sald application card comprising:

interface logic «circuit means operatively
coupled to said bus interface, said interface logic
circuit means being coupled to transmit and receive
requests including address, data and control information
to and from sald host microprocessor;

an internal bus connected to said interface
logic circuit means, said internal bus having address,
data and control sections for transferring said requests

including signals from said interface logic circuit means

for each memory request specifying which microprocessor
is making said each wmemory reque'st and type of memory
access being made;

an access control microprocessoyr connected to
said internal bus, said microprocessor including:

an addressable non-volatile memory for

storing confiquration information including non-volatile
menory mapping information coded for executing a specific
application;

an application microprocessor programmed for
performing operations for executing said specific
application, said application microprocessor being
connected to said address, data and control sections of
said internal bus and for generating signals specifying
gald type of memory access being made;

at least one non-volatile addressable mnemory

being connected to said internal bus in common with said

microprocessor for receiving said address, data and
control information, said non-volatile memory organized
into a number of blocks, each having a plurality of
storage locations for storing different access type
information required for executing said application, said
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numbexr of blocks having a number of groups of blocks,

each group for storing different data and program
information wutilizeg by said host and application
microprocessors in executing said specific application;
access discrimination logic unit coupled to said
address, data and control sections of said internal bus
and to sald non-volatile memory,  sald access
diserimination logic unit storing access by type
information corresponding to said non-volatile memory
mapping information for said number of groups of said
number of blocks coded for specifying different types of
memory access to be made to either said data or program
information stored in each block by said application and

- host microprocessors in executing said application and

sald unit in response to a nemory request, reading out
said access by type information of oneé of said blocks
designated by said address information of said memory
request for enabling access to information stored in sald
block by said microprocessor naking said memory request
only as specified by said access by type information.
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19. The application card of claim 1 wherein said
access discrimination logic unit includes:

a random access memory (RAM) array having
address, data and c¢ontrol inputs connected to said
address, data and control sections of said internal bus
reséectively, and an output connected to said non-
volatile memery, said RAM array having a plurality of
storage locations corresponding in number to said"gnumber
of blocks for storing said non-volatile memory mapping
information, each storage location having a number of
access control bit locations corresponding to said nunber
of groups within said number of blocks, said access
contrel bit locations being set to predetermined states
as specified by said memoxry mapping information . for
designating types of mémory accesses reguired by sald
application and host microprocessors for executing said
specific application, said RAM array in response to each
menory request reading out memory mapping - information
from one of said plurality of storage locations
designated by sald address information and applying to
said output, a control signal representative of one of
said predetermined states from one of said access control
bit locations specified by said signals from said
interface logic circuit means designating either said
application or host microprocessor as requesting memory
access and type of memory access for enabling said access

enly as specified by said one of said predetermined
states,
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