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DATA-DRIVEN UNSUPERVISED ALGORITHM FOR ANALYZING SENSOR DATA 

TO DETECT ABNORMAL VALVE OPERATION 

 

 

BACKGROUND 5 

Aspects described herein relate to valves in aircraft, and more specifically, to a method 

and system for detecting abnormal valve operation based on a data-driven, unsupervised 

algorithm for analyzing sensor data.  Often, abnormal operation of valves in an aircraft is 

difficult and time consuming to diagnose.  Furthermore, conventional approaches are targeted at 

diagnosing abnormal operation of a specific valve, or type of valve. 10 

SUMMARY 

According to a first aspect of the present invention, there is provided a method, 

comprising: identifying from a plurality of maintenance messages (MMSGs) a threshold value 

indicating abnormal operations of a shut-off valve; capturing, during a first predefined time 

period after the shut-off valve is opened, a first plurality of sensor readings related to the shut-off 15 

valve; capturing, during a second predefined time period after the shut-off valve is closed, a 

second plurality of sensor readings related to the shut-off valve; identifying a first maximum 

value from the first plurality of sensor readings and a second maximum value from the second 

plurality of sensor readings; and in response to determining that a difference between the first 

maximum value and the second maximum value satisfies the threshold value, generating an alert 20 

indicating that the shut-off valve is operating abnormally. 

According to a second aspect of the present invention, there is provided a system, 

comprising: a processor; and a memory containing a program which when executed by the 

processor performs an operation comprising: identifying from a plurality of maintenance 

messages (MMSGs) a threshold value indicating abnormal operations of a shut-off valve; 25 

capturing, during a first predefined time period after the shut-off valve is opened, a first plurality 

of sensor readings related to the shut-off valve; capturing, during a second predefined time 

period after the shut-off valve is closed, a second plurality of sensor readings related to the shut-

off valve; identifying a first maximum value from the first plurality of sensor readings and a 

second maximum value from the second plurality of sensor readings; and in response to 30 

determining that a difference between the first maximum value and the second maximum value 

satisfies the threshold value, generating an alert indicating that the shut-off valve is operating 

abnormally. 
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According to a third aspect of the present invention, there is provided a computer 

readable storage device including instructions that when executed by a processor enables the 

processor to perform an operation comprising: identifying from a plurality of maintenance 

messages (MMSGs) a threshold value indicating abnormal operations of a shut-off valve; 

capturing, during a first predefined time period after the shut-off valve is opened, a first plurality 5 

of sensor readings related to the shut-off valve; capturing, during a second predefined time 

period after the shut-off valve is closed, a second plurality of sensor readings related to the shut-

off valve; identifying a first maximum value from the first plurality of sensor readings and a 

second maximum value from the second plurality of sensor readings; and in response to 

determining that a difference between the first maximum value and the second maximum value 10 

satisfies the threshold value, generating an alert indicating that the shut-off valve is operating 

abnormally. 

As disclosed, a computer-implemented method includes identifying a plurality of 

maintenance messages (MMSGs).  Each of the plurality of MMSGs is associated with at least 

one shut-off valve of a plurality of shut-off valves in a vehicle.  The method further includes 15 

identifying a first sensor parameter based on an analysis of a plurality of sensor parameters 

associated with the at least one shut-off valve associated with each MMSG.  In addition, a first 

threshold value for the first sensor parameter is identified as being associated with abnormal 

operation of the respective at least one shut-off valve.  A first sensor associated with a first shut-

off valve of the plurality of shut-off valves captures a plurality of values for the first sensor 20 

parameter during: (i) a first predefined time period and (ii) a second predefined time period, the 

first and second predefined time periods associated with a respective one of an opening and a 

closing of the first shut-off valve.  Upon determining that a difference between a maximum value 

of the plurality of sensor values captured during the first predefined time period and a maximum 

value of the plurality of sensor values captured during the second predefined time period exceeds 25 

the first threshold value for the first sensor parameter, a determination is made that the first shut-

off valve is operating abnormally. 

As disclosed, a computer program product comprises a computer-readable storage 

medium having computer-readable code embodied therewith.  The computer-readable program 

code is executable by a processor to perform an operation comprising identifying a plurality of 30 

maintenance messages (MMSGs).  Each of the plurality of MMSGs is associated with at least 

one shut-off valve of a plurality of shut-off valves in a vehicle. The operation further includes 

identifying a first sensor parameter based on an analysis of a plurality of sensor parameters 

associated with the at least one shut-off valve associated with  

each MMSG.  In 35 
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addition, a first threshold value for the first sensor parameter is identified as being associated 

with abnormal operation of the respective at least one shut-off valve.  A first sensor associated 

with a first shut-off valve of the plurality of shut-off valves then captures a plurality of values for 

the first sensor parameter during: (i) a first predefined time period and (ii) a second predefined 

time period, the first and second predefined time periods associated with a respective one of an 5 

opening and a closing of the first shut-off valve.  Upon determining that a difference between a 

maximum value of the plurality of sensor values captured during the first predefined time period 

and a maximum value of the plurality of sensor values captured during the second predefined 

time period exceeds the first threshold value for the first sensor parameter, a determination is 

made that the first shut-off valve is operating abnormally. 10 

As disclosed, a system comprises a computer processor and a memory containing a 

program.   The program is executable by the processor to perform an operation comprising 

identifying a plurality of maintenance messages (MMSGs).  Each of the plurality of MMSGs is 

associated with at least one shut-off valve of a plurality of shut-off valves in a vehicle. The 

operation further includes identifying a first sensor parameter based on an analysis of a plurality 15 

of sensor parameters associated with the at least one shut-off valve associated with each MMSG.  

In addition, a first threshold value for the first sensor parameter is identified as being associated 

with abnormal operation of the respective at least one shut-off valve.  A first sensor associated 

with a first shut-off valve of the plurality of shut-off valves then captures a plurality of values for 

the first sensor parameter during: (i) a first predefined time period and (ii) a second predefined 20 

time period, the first and second predefined time periods associated with a respective one of an 

opening and a closing of the first shut-off valve.  Upon determining that a difference between a 

maximum value of the plurality of sensor values captured during the first predefined time period 

and a maximum value of the plurality of sensor values captured during the second predefined 

time period exceeds the first threshold value for the first sensor parameter, a determination is 25 

made that the first shut-off valve is operating abnormally. 

BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWINGS 

Figure 1 is a block diagram illustrating components of a system which implements a data-

driven, unsupervised algorithm for analyzing sensor data to detect abnormal valve operation, 

according to one aspect. 30 

Figures 2A-2B illustrate example techniques for detecting abnormal operation of valves 

based on a data-driven, unsupervised algorithm for analyzing sensor data, according to various 

aspects. 
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Figure 3 is a flow chart illustrating a method for detecting abnormal operation of valves 

based on a data-driven, unsupervised algorithm for analyzing sensor data, according to one 

aspect. 

Figure 4 is a flow chart illustrating a method for analyzing flight data from sensors in an 

aircraft, according to one aspect. 5 

Figure 5 is a flow chart illustrating a method for determining relevant variables and 

computing thresholds for relevant variables, according to one aspect. 

Figure 6 is a flow chart illustrating a method to determine that a first valve of an aircraft 

is operating abnormally based on data analysis, relevant variables, and computed thresholds, 

according to one aspect. 10 

Figure 7 illustrates a system configured to detect abnormal valve operation based on a 

data-driven, unsupervised algorithm for analyzing sensor data, according to one aspect. 

DETAILED DESCRIPTION 

Aspects disclosed herein provide techniques to detect faults in shut-off valves in aircraft 

(or other types of vehicles) using an n-second window of sensor data related to the shut-off 15 

valves.  The n-second window of sensor data is captured as part of parametric flight data. 

Generally, aspects disclosed herein use an unsupervised learning algorithm to analyze data 

provided by sensors on previous flights to identify data values (and associated parameters) that 

indicate that a shut-off valve is operating abnormally.  Once the parameters and data values are 

identified, aspects disclosed herein analyze n-second windows of real-time flight data after a 20 

valve opens and/or closes during flight.   If the n-second windows of real-time flight data 

indicate that a given valve is operating abnormally, aspects disclosed herein may generate an 

indication of the abnormal operation.  In some aspects, the indication of abnormal operation is 

transmitted from the aircraft to a receiving station on the ground, where maintenance crews and 

other personnel are alerted to the abnormal operation.  For example, in one aspect, the indication 25 

includes a request to order a replacement valve for the valve that is operating abnormally.  Doing 

so facilitates maintenance and repair of the aircraft prior to actual failure of the valve.   

Because the learning algorithm disclosed herein is data-driven, the learning algorithm is 

model-free and need not be tailored to the specifics of the architecture and schematics of a given 

airplane.  Furthermore, the learning algorithm is unsupervised in that a user need not intervene to 30 

manually create labels for training data.  Therefore, the learning algorithm is flexible and 

portable across all types of aircraft, aircraft subsystems, and subsystem components.  While an 
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aircraft is used as a reference example herein, the disclosure is equally applicable to all types of 

vehicles that include shut-off valves.   

Figure 1 is a block diagram illustrating components of a system 100 which implements a 

data-driven, unsupervised algorithm for analyzing sensor data to detect abnormal valve 

operation, according to one aspect.  As shown, the system 100 includes a plurality of aircraft 5 

subsystems 1011-N, a computer 104, and a plurality of data stores 1101-N.  The aircraft subsystems 

1011-N are representative of different subsystems in an aircraft, and include a plurality of shut-off 

valves 1021-N and a plurality of sensors 1031-N.  Examples of the aircraft subsystems 1011-N 

include the economy cooling valve (ECV) subsystem, environmental control system (ECS),  a 

fuel system, a pneumatic system, and the like.  As used herein, a “shut-off valve” refers to a 10 

valve which operates in one of two states, namely an open state and a closed state.  The shut-off 

valves 1021-N regulate the flow of air, fuel, or any other type of liquid or gas in the subsystems 

1011-N.  The sensors 1031-N are physical devices which detect conditions, events, and changes in 

the respective subsystem 1011-N, and generate corresponding data for storage in the data stores 

1101-N.  Examples of the sensors 1031-N include temperature sensors, pressure sensors, airspeed 15 

sensors, humidity sensors, altitude sensors, and the like.  For example, if a temperature sensor 

1031 detects a 30° air temperature when a shut-off valve 1021 is closed, the temperature sensor 

1031 converts the temperature reading to a digital format, and transmits an indication of the 

detected temperature to the data stores 1101-N for storage in the flight data 111. 

The data stores 1101-N are representative of any type of system which stores parametric 20 

flight data, such as the Flight Data Recorder (FDR), Quick Access Record (QAR), Continuous 

Parameter Logging System (CPL), and the Enhanced Airborne Flight Recorder (EAFR).  As 

shown, each data store 1101-N includes stores of flight data 111 and a data store of maintenance 

messages (MMSGs) 112.  The flight data 111 stores parametric flight data describing the 

operation of the associated aircraft.  Generally, parametric flight data is a collection of time-25 

series data collected during operation of an aircraft.  The parameters of the parametric flight data 

include, without limitation, parameters describing the altitude of the aircraft, speed of the 

aircraft, temperature data, pressure data, and the like.  More generally, the flight data 111 stores 

data values for a plurality of parameters generated by the sensors 1031-N, such as a state of each 

shut-off valve 1021-N (e.g., open or closed), as well as other sampled values, such as temperature, 30 

pressure, humidity readings, and the like.  In at least one aspect, the shut-off valves 1021-N 

transmit their respective state (e.g., open or closed) to the flight data 111.   
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The maintenance messages stored in the MMSGs 112 are generated responsive to 

abnormal operations of the aircraft or any component thereof.  For example, a sensor 103N 

records an air temperature of 100° C proximate to one of the shut-off valves 102N, exceeding an 

example temperature threshold of 80° C.  In response, the sensor 103N and/or a designated 

component of the aircraft generates an MMSG based on the recorded temperature, which is then 5 

stored in the MMSGs 112.  Each MMSG 112 is associated with metadata parameters such as a 

respective timestamp, one or more recorded parameters (e.g., temperature) that exceed an 

associated rule, an affected component of the aircraft (e.g., one or more shut-off valves 1021-N), 

and the like.   

As shown, the computer 104 includes the abnormal operation module 105 and the 10 

thresholds 113.  The abnormal operation module 105 is an application configured to detect 

abnormal operation of the shut-off valves 1021-N.  The abnormal operation module 105 

implements an unsupervised learning algorithm which analyzes historical parametric flight data 

in the data stores 1101-N (for one or more aircraft) to identify the parameters provided by the 

sensors 1031-N that are relevant to detecting abnormal behavior in the shut-off valves 1021-N.  15 

Furthermore, the abnormal operation module 105 determines, for each identified parameter, a 

corresponding threshold value which indicates that a given shut-off valve 1021-N is operating 

abnormally (or will begin operating abnormally).  The abnormal operation module 105 may then 

store the identified parameters and associated threshold values in the thresholds 113.  Doing so 

allows the abnormal operation module 105 to analyze the data stores 1101-N in real-time during 20 

subsequent flights (of the same or other similar aircraft), and determine whether the sensors 1031-

N are providing data values for the identified parameters that exceed the corresponding threshold.  

If the abnormal operation module 105 determines that the data values for the identified threshold 

exceed the corresponding thresholds, the abnormal operation module 105 determines that the 

associated shut-off valve(s) 1021-N is operating abnormally.  The abnormal operation module 105 25 

then generates an indication (e.g., an alert) specifying which of the shut-off valves 1021-N are 

operating abnormally.  In one aspect, the indication includes the associated parametric data from 

the data stores 1101-N which reflect that the shut-off valves 1021-N are operating abnormally.  

Doing so facilitates safety by alerting relevant personnel to the abnormally operating shut-off 

valves 1021-N, who may then take appropriate measures in response.  For example, a maintenance 30 

crew may order the parts necessary to repair and/or replace the abnormally operating shut-off 

valves 1021-N before the plane lands, resulting in quicker turn-around, avoidance of delays, and 

cost savings.  
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In one aspect, a user defines an initial set of parameters provided as input to the abnormal 

operation module 105.  The initial set of parameters includes parameters from the QAR, FDL, 

CPL, and/or EAFR.  For example, such parameters may include temperature parameters, 

pressure parameters, and airflow parameters measured by the sensors 1031-N.  In one aspect, the 

user also defines one or more flight phases provided as input to the abnormal operation module 5 

105.  Example flight phases include taxi, takeoff, initial climb, landing, and the like.  In such 

aspects, the abnormal operation module 105 analyzes the parametric flight data 111 that is 

associated with the specified flight phases, rather than all of the parametric flight data for the 

initial set of parameters.  

The abnormal operation module 105 performs an analysis of the flight data 111 to 10 

identify a subset of the initial set of parameters that are relevant to determining that a shut-off 

valve 1021-N is operating abnormally.  Furthermore, the abnormal operation module 105 

computes a threshold value for each parameter in the subset.  To do so, the abnormal operation 

module 105 determines, based on the flight data 111, when a given shut-off valve 102N 

previously opened and closed.  Generally, the flight data 111 includes a corresponding record 15 

reflecting each time one of the shut-off valves 1021-N opens or closes.  The abnormal operation 

module 105 then obtains, for each open and close event of the shut-off valve 102N, an n-second 

window of values for each parameter in in the initial set of parameters.  The n-second window 

may be of any length, such as 60 seconds, 120 seconds, and the like, and may be specified by the 

user, or be a predefined value coded in the abnormal operation module 105.  The abnormal 20 

operation module 105 then identifies, for each parameter in the initial set of parameters, a 

maximum value during each n-second interval.  The abnormal operation module 105 then 

computes, for each variable, a difference between the maximum value of an n-second interval 

after an open of the shut-off valve 102N and the maximum value of an n-second window after the 

next close of the same shut-off valve 102N. 25 

Figure 2A depicts a graph 200 generated from example temperature values stored in the 

flight data 111.   The y-axis of the graph 200 corresponds to temperature values for a temperature 

parameter (e.g., in the initial set of parameters) recorded by a sensor 103N associated with a shut-

off valve 102N.  The x-axis of the graph is associated with time.  As shown, the temperature 

value is approximately 155 degrees Celsius when the shut-off valve 102N opens at 0 seconds.  30 

The maximum value of the n-second interval (120 seconds in this example) occurs at point 201, 

which is approximately 169 degrees Celsius.  After the next close of the shut-off valve 102N, the 

maximum observed temperature of approximately 174 degrees Celsius occurs at point 202.  
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Therefore, for the opening and closing events of the shut-off valve 102N depicted in Figure 2A, 

the difference between the maximum temperature values in each 120-second window computed 

by the abnormal operation module 105 is approximately 5 degrees Celsius (e.g., 174-169 = 5).  

For the sake of clarity, the difference between maximum parameter values is referred to herein as 

a “max_diff” value. 5 

The abnormal operation module 105 computes max_diff values for each parameter in the 

initial set of parameters and for each open and close of a given shut-off valve 102N.  The 

abnormal operation module 105 then performs a further analysis to identify the subset of the 

initial set of parameters that are associated with abnormal operation for a given shut-off valve 

102N (and similar or identical shut-off valves 1021-N).   Generally, the abnormal operation 10 

module 105 computes, for each parameter in the initial set of parameters, a corresponding 

percentile threshold value for each computed max_diff value.  In one aspect, the percentile 

threshold value is three standard deviations of the computed max_diff values for the associated 

parameter.   Continuing with the temperature example depicted in Figure 2A, an example 

percentile threshold max_diff value of 21 degrees is computed by the abnormal operation 15 

module 105, where 21 degrees represents the 95
th

 percentile (or three standard deviations) of all 

max_diff values computed for the temperature parameter. 

The abnormal operation module 105 then identifies each computed max_diff value which 

exceeds the percentile threshold.  For example, the abnormal operation module 105 identifies 

temperature max_diff values of 22, 23, 24, and 25 degrees at example times t=1, t=2, t=3, and 20 

t=4, respectively for the example temperature parameter depicted in Figure 2A.  To identify a 

threshold max_diff threshold value which indicates a shut-off valve 1021-N is operating 

abnormally, the abnormal operation module 105 then steps through each max_diff value in 

increments of 0.1, until the maximum max_diff value is reached (e.g., 100
th

 percentile of 

max_diff values).   25 

For each max_diff value, the abnormal operation module 105 identifies MMSGs 

associated with a shut-off valve 1021-N in the MMSGs 112.  For each identified MMSG in the 

MMSGs 112, the abnormal operation module 105 computes a ratio of false positives to true 

positives for the current MMSG.  To do so, the abnormal operation module 105 determines 

whether the current max_diff value occurred within a predefined time period (e.g., within 7 days, 30 

14 days, 24 days, etc.) of a time of the current max_diff value.  Therefore, continuing with the 

temperature example from Figure 2A, if the current max_diff value is 23, the abnormal operation 

module 105 determines whether the current MMSG occurred within 24 days of time t=2.  If the 
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current max_diff value occurred within the predefined time period, the abnormal operation 

module 105 considers the current max_diff value as a true positive.  Otherwise, the abnormal 

operation module 105 considers the current max_diff value as a false positive.   Generally, the 

abnormal operation module 105 computes a ratio of false positives to true positives for each 

max_diff value (e.g., 22.0, 22.1, 22.2, … , 24.8, 24.9, 25.0).  The abnormal operation module 5 

105 then defines the threshold for the parameter.  In one aspect, the abnormal operation module 

105 defines the threshold as the max_diff value that has the lowest computed ratio of false 

positives to true positives.  For example, if the computed ratio for 22.2 is the lowest of the 

computed ratios, in such aspects, the abnormal operation module 105 would define 22.2 as the 

threshold for the temperature parameter.  In another aspect, the abnormal operation module 105 10 

defines the threshold as the max_diff value that occurs within the predefined time period of each 

identified MMSG associated with a shut-off valve 1021-N.  For example, if the max_diff value of 

22.5 occurred within 24 days of each MMSG, in such aspects, the abnormal operation module 

105 defines 22.5 as the threshold value for the temperature parameter.   The abnormal operation 

module 105 then saves the threshold value and an indication of the parameter in the thresholds 15 

113.  Doing so includes the parameter as a member of the subset of the initial set of parameters. 

Figure 2B depicts a graph 250 which includes the computed max_diff temperature values 

as the y-axis, and time as the x-axis, according to one aspect.  As shown, the graph 250 includes 

an example threshold max_diff value 251 computed by the abnormal operation module 105 as 

described above.  As shown, the threshold max_diff value 251 is approximately 19 degrees.  20 

Furthermore, the graph 250 includes vertical lines 252-256, each of which corresponds to an 

MMSG in the MMSGs 112.  Further still, example max_diff values 261-266 are labeled in the 

graph 250, to note the proximity to each MMSG line 252-256.  As previously indicated, in one 

aspect, the abnormal operation module 105 computes the threshold value 251 as the value which 

is associated with the lowest ratio of false positives to true positives (based on the proximity in 25 

time to a given MMSG).  For example, if the abnormal operation module 105 detects one false 

positive and ten true positives, the computed ratio is 0.1.  In another aspect, the abnormal 

operation module 105 defines the threshold value 251 based on the max_diff value which 

captures all MMSGs (e.g., each instance of a max_diff value above the threshold is within the 

predefined time period (e.g., 24 days) of a given MMSG 252-256. 30 

Some parameters are not good indicators of fault and/or abnormal operation of a shut-off 

valve 1021-N.  The abnormal operation module 105 discards these parameters, as these 

parameters often do not have max_diff values that are associated with any (or very few) true 
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positives.  Therefore, the ratio of false positives to true positives is undefined (due to division by 

zero), or very large.  As such, the abnormal operation module 105 discards any such parameters.  

For example, in one aspect, the abnormal operation module 105 discards parameters whose ratio 

of false positives to true positives exceeds a relevance threshold, or those parameters whose ratio 

is undefined.  Therefore, the abnormal operation module 105 defines the subset of the initial set 5 

of parameters as those parameters whose max_diff values are responsible for abnormal operation 

of shut-off valves 1021-N as reflected by the association of these values and MMSGs in the 

MMSGs 112.  

Once the abnormal operation module 105 has identified the subset of parameters and the 

corresponding threshold values, the abnormal operation module 105 uses the subset and 10 

corresponding threshold values to determine whether flight data 111 captured in real-time during 

a flight reflects that a shut-off valve 1021-N is operating abnormally.  Generally, during a flight 

(or one of the predefined phases of the flight), the sensors 1031-N provide parametric flight data 

to the flight data 111.  Each time the shut-off valves 1021-N open or close, the abnormal operation 

module 105 identifies n-second windows of parametric flight data for the parameters in the 15 

subset of parameters defined in the thresholds 113.  The abnormal operation module 105 then 

computes a max_diff value for each parameter in the subset of parameters for each n-second 

window after an open and close (or close and open).  In one example, the abnormal operation 

module 105 computes max_diff temperature values, pressure values, and the like based on the n-

second windows of data captured by the sensors 1031-N.  If the computed max_diff value exceeds 20 

the corresponding threshold, the abnormal operation module 105 determines that the 

corresponding shut-off valve 102N is operating abnormally.  Continuing with the previous 

temperature example, if the abnormal operation module 105 computes a max_diff of 28 degrees 

for the temperature parameter, the abnormal operation module 105 determines that the max_diff 

value of 28 exceeds the example threshold of 19 degrees depicted in Figure 2B.  As such, the 25 

abnormal operation module 105 determines that the associated shut-off valve 102N is operating 

abnormally (or is faulty).  In one aspect, the abnormal operation module 105 then generates an 

indication specifying that the shut-off valve 102N is faulty.   In one aspect, the abnormal 

operation module 105 transmit the indication from the aircraft to a remote system, which allows 

maintenance crews to obtain replacement parts, schedule repairs, and the like.   30 

In some aspects, however, the computer 104 executing the abnormal operation module 

105 is an external system which receives the flight data 111 and MMSGs 112 from a plurality of 

different aircraft (e.g., via a network connection).  Therefore, in such embodiments, the abnormal 
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operation module 105 leverages flight data 111 and MMSGs 112 from these different aircraft 

when identifying relevant parameters in the subset of parameters, and determining the associated 

thresholds which reflect a given shut-off valve is operating abnormally.  In such aspects, the 

abnormal operation module 105 executing on the remote computer 104 can receive real-time 

flight data from a plurality of different aircraft, and determine whether a given aircraft has a 5 

shut-off valve 102N that is operating abnormally. 

Figure 3 is a flow chart illustrating a method 300 for detecting abnormal operation of 

shut-off valves based on a data-driven, unsupervised algorithm for analyzing sensor data, 

according to one aspect.  As shown, the method 300 begins at block 310, where a user defines 

the initial set of parameters and any applicable flight phases.  Doing so allows the abnormal 10 

operation module 105 to operate on an initial subset of the thousands or millions of parameters 

stored in the flight data 111.  At block 320, the abnormal operation module 105 receives 

parametric flight data 111.  As previously indicated, the parametric flight data 111 is generated 

by the shut-off valves 1021-N and sensors 1031-N.  Generally, the received flight data 111 reflects 

flight data 111 captured on multiple flight legs.  In at least one aspect, the received flight data 15 

111 further reflects flight data 111 captured by multiple aircraft.   

At block 330, described in greater detail with reference to Figure 4, the abnormal 

operation module 105 analyzes the flight data.  Generally, at block 330, the abnormal operation 

module 105 computes max_diff values for the parameters in the flight data 111.  At block 340, 

which occurs in parallel with block 330 in one aspect, the abnormal operation module 105 20 

identifies the target MMSGs in the MMSGs 112.  Generally, the target MMSGs are those 

MMSGs that are associated with abnormal operation of shut-off valves 1021-N. At block 350, 

described in greater detail with reference to Figure 5, the abnormal operation module 105 

determines the subset of the initial set of parameters that are relevant to detecting abnormal 

behavior in the shut-off valves 1021-N, and computes a threshold value for each parameter in the 25 

subset of parameters.   

At block 360, described in greater detail with reference to Figure 6, the abnormal 

operation module 105 determines that a first shut-off valve 102N is operating abnormally based 

on the data analysis, subset of parameters, and thresholds for the subset of parameters.  

Generally, at block 360, the abnormal operation module 105 analyzes real-time flight data to 30 

determine that the shut-off valve 102N is operating abnormally.  For example, if the threshold 

max_diff value for a temperature parameter of a turbine inlet is 40 degrees, the abnormal 

operation module 105 may determine that the corresponding shut-off valve 102N is operating 
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abnormally when the max_diff of the turbine inlet for a given open/close cycle is 50 degrees.  At 

block 370, the abnormal operation module 105 generates and transmits an indication specifying 

that the first shut-off valve 102N is operating abnormally. 

Figure 4 is a flow chart illustrating a method 400 corresponding to block 330 for 

analyzing flight data from sensors in an aircraft, according to one aspect.  As shown, the method 5 

400 begins at block 410, where a user optionally defines a time interval (e.g., 120 seconds) for 

the n-second window of parametric flight data analyzed after a shut-off valve 102N opens and/or 

closes.  In at least one aspect, however, the n-second time interval is a predefined value in the 

abnormal operation module 105.  At block 415, the abnormal operation module 105 executes a 

loop including blocks 420-460 for each shut-off valve 1021-N for which data in the flight data 111 10 

exists. At block 420, the abnormal operation module 105 determines the time indexes in the 

flight data 111 which reflect each open and close of the current shut-off valve 102N.  At block 

425, the abnormal operation module 105 executes a loop including blocks 430-455 for each 

determined time index. 

At block 430, the abnormal operation module 105 receives data for the defined time 15 

interval (e.g., 120 seconds) from the flight data 111 for each parameter in the initial set of 

parameters.  For example, the abnormal operation module 105 may receive temperature 

parameters and associated values, pressure parameters and associated values, altitude parameters 

and associated values, and the like.  At block 440, the abnormal operation module 105 executes a 

loop including blocks 440-450 for each parameter in the initial set of parameters.  At block 440, 20 

the abnormal operation module 105 determines, for the current time index (e.g., an open/close or 

close/open cycle), the maximum value for the current parameter in the n-second window of data 

after the open and close.  For example, the abnormal operation module 105 may identify a 

maximum temperature value of 210 degrees in the n-second window after the current shut-off 

valve 102N opens, and a maximum temperature value of 140 degrees in the n-second window 25 

after the current shut-off valve 102N closes.  At block 445, the abnormal operation module 105 

computes the difference between the maximum values determined at block 450.  Stated 

differently, the abnormal operation module 105 computes the max_diff value for the current 

parameter and time index.  Continuing with the previous example, the abnormal operation 

module 105 would compute a max_diff value of 210-140 = 70 degrees for the current 30 

temperature parameter and time index.  In one aspect, the abnormal operation module 105 stores 

the computed max_diff value for later use. 
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  At block 450, the abnormal operation module 105 determines whether more parameters 

remain in the initial set of parameters.  If more parameters remain, the abnormal operation 

module 105 returns to block 435.  Otherwise, the abnormal operation module 105 proceeds to 

block 455.  At block 455, the abnormal operation module 105 determines whether more time 

indexes remain.  If more time indexes remain, the abnormal operation module 105 returns to 5 

block 425, otherwise, the abnormal operation module 105 proceeds to block 460.  At block 460, 

the abnormal operation module 105 determines whether more shut-off valves 1021-N remain.  If 

so, the abnormal operation module 105 returns to block 415.  Otherwise, the method 400 ends. 

Figure 5 is a flow chart illustrating a method 500 corresponding to block 350 for 

determining relevant variables and computing thresholds for relevant variables, according to one 10 

aspect.  As shown, the method 500 begins at block 505, where a user optionally defines the 

percentage threshold for max_diff values (e.g., two standard deviations).  In at least one aspect, 

however, the percentage threshold is predefined in the abnormal operation module 105.  At block 

510, the abnormal operation module 105 executes a loop including blocks 515-565 for each 

parameter in the initial set of parameters.  At block 515, the abnormal operation module 105 15 

executes a loop including blocks 520-555 for each computed max_diff value for the current 

parameter that exceeds the threshold defined at block 510.  At block 520, the abnormal operation 

module 105 executes a loop including blocks 525-530 for each MMSG in the MMSGs 112 

identified at block 340.   

At block 525, the abnormal operation module 105 determines whether the current MMSG 20 

112 is a false positive or a true positive relative to the current max_diff value.  Generally, to do 

so, the abnormal operation module 105 determines whether the current MMSG 112 occurred 

within a predefined time period (e.g., 24 days) of the current max_diff value.  For example, if the 

current MMSG 112 occurred on January 25, 2017, and the current max_diff value was observed 

on January 24, 2017, the abnormal operation module 105 determines that the MMSG 112 is a 25 

true positive. At block 530, the abnormal operation module 105 determines whether more 

MMSGs remain.  If more MMSGs remain, the abnormal operation module 105 returns to block 

520.  Otherwise, the abnormal operation module 105 proceeds to block 535.   

At block 535, the abnormal operation module 105 computes the ratio of false positives to 

true positives for the current parameter.  At block 540, the abnormal operation module 105 30 

determines whether the ratio computed at block 535 is less than the current minimum ratio.  If 

the ratio computed at block 535 is not less than the current minimum ratio (or is undefined), the 

abnormal operation module 105 proceeds to block 550.  However, if the ratio computed at block 
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535 is less than the current minimum ratio (and is not undefined), the abnormal operation module 

105 proceeds to block 545, where the abnormal operation module 105 sets the ratio computed at 

block 535 as the current minimum ratio, and associates the current minimum ratio with the 

current max_diff value.   

At block 550, the abnormal operation module 105 increments the current value for the 5 

max_diff value of the current parameter.  For example, in one aspect, the abnormal operation 

module 105 increments the max_diff value of the current parameter by 0.1, as described above, 

until the maximum max_diff value is analyzed.  At block 555, the abnormal operation module 

105 determines whether more max_diff values remain. If more max_diff values remain, the 

method returns to block 515, otherwise, the abnormal operation module 105 proceeds to block 10 

560.  At block 560, the abnormal operation module 105 stores the max_diff value associated 

with the minimum ratio of false positives to true positives as the threshold for the current 

parameter in the thresholds 113.  Doing so defines the current parameter as a member of the 

subset of the initial set of parameters, e.g., a parameter that is relevant to detecting faults in the 

shut-off valves 1021-N.  However, if there is no minimum ratio, the abnormal operation module 15 

105 discards the current parameter as not being relevant.  At block 565, the abnormal operation 

module 105 determines whether more parameters remain in the initial set of parameters.  If more 

parameters remain, the abnormal operation module 105 returns to block 510, otherwise, the 

method 500 ends.  

Figure 6 is a flow chart illustrating a method 600 corresponding to block 360 to 20 

determine that a first valve of an aircraft is operating abnormally based on data analysis, relevant 

variables, and computed thresholds, according to one aspect.  Generally, the abnormal operation 

module 105 executes the method 600 to determine whether real-time flight data 111 indicates 

whether a given shut-off valve 102N is operating abnormally during a flight based on the training 

data stored in the thresholds 113.  As shown, the method 600 begins at block 610, where the 25 

abnormal operation module 105 executes a loop including blocks 620-690 for each shut-off 

valve 102N in the aircraft.   

At block 620, the abnormal operation module 105, upon determining that the current 

shut-off valve 102N has opened or closed, receives parametric data from the flight data 111.  For 

example, the abnormal operation module 105 may receive temperature data, pressure data, 30 

altitude data, and the like, where the data is generated by the sensors 1031-N.  In addition, the data 

received from the flight data 111 is limited to an n-second window following the open and close 

of the shut-off valve 102N.  At block 630, the abnormal operation module 105 executes a loop 
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including blocks 640-680 for each parameter in the subset of parameters defined in the 

thresholds 113.  In at least one aspect, the parameters in the subset of parameters are associated 

with the current shut-off valve 102N (or a substantially similar shut-off valve).   

At block 640, the abnormal operation module 105 determines the maximum values of the 

current parameter in the n-second windows of flight data received at block 620 after the shut-off 5 

valve 102N opens and closes.  At block 650, the abnormal operation module 105 computes a 

difference between the maximum values identified at block 640.  Stated differently, the abnormal 

operation module 105 computes the max_diff value for the current parameter.  At block 660, the 

abnormal operation module 105 determines whether the max_diff value computed at block 650 

exceeds the threshold for the current parameter (as defined in the thresholds 113).  If the 10 

max_diff value exceeds the threshold, the abnormal operation module 105 proceeds to block 

670, otherwise, the abnormal operation module 105 proceeds to block 680.  At block 670, the 

abnormal operation module 105 determines that the current shut-off valve 102N is operating 

abnormally based on the computed max_diff exceeding the corresponding threshold.  At block 

680, the abnormal operation module 105 determines whether more parameters remain. If more 15 

parameters remain, the abnormal operation module 105 returns to block 630, otherwise, the 

abnormal operation module 105 proceeds to block 690.  At block 690, the abnormal operation 

module 105 determines whether more shut-off valves 1021-N remain in the aircraft.  If so, the 

abnormal operation module 105 returns to block 610, otherwise the method 600 ends. 

Figure 7 illustrates a system 700 configured to detect abnormal valve operation based on 20 

a data-driven, unsupervised algorithm for analyzing sensor data, according to one aspect.  The 

networked system 700 includes the computer 104.  The computer 104 may also be connected to 

other computers via a network 730.  In general, the network 730 may be a telecommunications 

network and/or a wide area network (WAN).  In a particular embodiment, the network 730 is the 

Internet. 25 

The computer 104 generally includes a processor 704 which obtains instructions and data 

via a bus 720 from a memory 706 and/or a storage 708.  The computer 104 may also include one 

or more network interface devices 718, input devices 722, and output devices 724 connected to 

the bus 720.  The computer 104 is generally under the control of an operating system (not 

shown).  Examples of operating systems include the UNIX operating system, versions of the 30 

Microsoft Windows operating system, and distributions of the Linux operating system.  (UNIX 

is a registered trademark of The Open Group in the United States and other countries.   Microsoft 

and Windows are trademarks of Microsoft Corporation in the United States, other countries, or 



 

 

 

 15  

 

both.  Linux is a registered trademark of Linus Torvalds in the United States, other countries, or 

both.)  More generally, any operating system supporting the functions disclosed herein may be 

used.  The processor 704 is a programmable logic device that performs instruction, logic, and 

mathematical processing, and may be representative of one or more CPUs.  The network 

interface device 718 may be any type of network communications device allowing the computer 5 

104 to communicate with other computers via the network 730. 

The storage 708 is representative of hard-disk drives, solid state drives, flash memory 

devices, optical media and the like.  Generally, the storage 708 stores application programs and 

data for use by the computer 104.  In addition, the memory 706 and the storage 708 may be 

considered to include memory physically located elsewhere; for example, on another computer 10 

coupled to the computer 104 via the bus 720.   

The input device 722 may be any device for providing input to the computer 104.  For 

example, a keyboard and/or a mouse may be used.  The input device 722 represents a wide 

variety of input devices, including keyboards, mice, controllers, and so on.  Furthermore, the 

input device 722 may include a set of buttons, switches or other physical device mechanisms for 15 

controlling the computer 104.  The output device 724 may include output devices such as 

monitors, touch screen displays, and so on.   

As shown, the memory 706 contains the abnormal operation module 105, while the 

storage 708 contains the flight data 111, MMSGs 112, and thresholds 113.   Generally, the 

system 700 is configured to implement all functionality described above with reference to 20 

Figures 1-6. 

As shown, the system 700 further includes a plurality of aircraft 7501-N and maintenance 

systems 7601-N communicably coupled to the computer 104 via the network 730.  As shown, the 

aircraft 7501-N include a plurality of shut-off valves 1021-N, a plurality of sensors 1031-N, flight 

data 111, and MMSGs 112.  In at least one aspect, a given aircraft 7501-N communicates over the 25 

network using the Aircraft Communication and Addressing Reporting System (ACARS).  As 

shown, the maintenance systems 7601-N include an information receiver 777, which is configured 

to receive indications of abnormally operating shut-off valves 1021-N in the aircraft 7501-N from 

the abnormal operation module 105.   

For example, in one aspect, the information receiver 777 receives an alert message from 30 

the abnormal operation module 105 indicating one or more shut-off valves 1021-N are operating 

abnormally in one or more aircraft 7501-N.  In one aspect, the information receiver 777 schedules 

maintenance for the corresponding aircraft 750N in response to the alert message.  In addition, the 
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information receiver 777 automatically orders replacement parts to repair the faulty shut-off 

valves 1021-N.  Furthermore, the information receiver 777 outputs the alert message to a 

mechanic for review, allowing the mechanic to plan for the maintenance (including reviewing 

whether the appropriate parts were automatically ordered by the information receiver 777).   In 

some aspects, when the aircraft 750N lands, the mechanic is able to fix the faulty shut-off valves 5 

1021-N. 

Advantageously, aspects disclosed herein provide techniques to determine that shut-off 

valves are faulty or operating abnormally based on an unsupervised learning algorithm.  The 

unsupervised learning algorithm is model free, and includes a learning phase which identifies 

relevant parameters and corresponding threshold values.  The data generated during the learning 10 

phase is then used to analyze real-time flight data.  If the real-time flight data includes values 

which exceed a given threshold, aspects disclosed herein determine that the associated shut-off 

valve is operating abnormally or is faulty. 

In the foregoing, reference is made to aspects presented in this disclosure.  However, the 

scope of the present disclosure is not limited to specific described aspects.  Instead, any 15 

combination of the recited features and elements, whether related to different aspects or not, is 

contemplated to implement and practice contemplated aspects.  Furthermore, although aspects 

disclosed herein may achieve advantages over other possible solutions or over the prior art, 

whether or not a particular advantage is achieved by a given aspect is not limiting of the scope of 

the present disclosure.  Thus, the recited aspects, features, aspects and advantages are merely 20 

illustrative and are not considered elements or limitations of the appended claims except where 

explicitly recited in a claim(s).  Likewise, reference to “the invention” shall not be construed as a 

generalization of any inventive subject matter disclosed herein and shall not be considered to be 

an element or limitation of the appended claims except where explicitly recited in a claim(s). 

Aspects described herein may take the form of an entirely hardware aspect, an entirely 25 

software aspect (including firmware, resident software, micro-code, etc.) or an aspect combining 

software and hardware aspects that may all generally be referred to herein as a “circuit,” 

“module” or “system.” 

Aspects may be a system, a method, and/or a computer program product. The computer 

program product may include a computer readable storage medium (or media) having computer 30 

readable program instructions thereon for causing a processor to carry out aspects described 

herein. 
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The computer readable storage medium can be a tangible device that can 

retain and store instructions for use by an instruction execution device. The computer readable 

storage medium may be, for example, but is not limited to, an electronic storage device, a 

magnetic storage device, an optical storage device, an electromagnetic storage device, a 

semiconductor storage device, or any suitable combination of the foregoing. A non-exhaustive 5 

list of more specific examples of the computer readable storage medium includes the following: 

a portable computer diskette, a hard disk, a random access memory (RAM), a read-only memory 

(ROM), an erasable programmable read-only memory (EPROM or Flash memory), a static 

random access memory (SRAM), a portable compact disc read-only memory (CD-ROM), a 

digital versatile disk (DVD), a memory stick, a floppy disk, a mechanically encoded device such 10 

as punch-cards or raised structures in a groove having instructions recorded thereon, and any 

suitable combination of the foregoing.  A computer readable storage medium, as used herein, is 

not to be construed as being transitory signals per se, such as radio waves or other freely 

propagating electromagnetic waves, electromagnetic waves propagating through a waveguide or 

other transmission media (e.g., light pulses passing through a fiber-optic cable), or electrical 15 

signals transmitted through a wire. 

Computer readable program instructions described herein can be downloaded to 

respective computing/processing devices from a computer readable storage medium or to an 

external computer or external storage device via a network, for example, the Internet, a local area 

network, a wide area network and/or a wireless network.  The network may comprise copper 20 

transmission cables, optical transmission fibers, wireless transmission, routers, firewalls, 

switches, gateway computers and/or edge servers.  A network adapter card or network interface 

in each computing/processing device receives computer readable program instructions from the 

network and forwards the computer readable program instructions for storage in a computer 

readable storage medium within the respective computing/processing device. 25 

Computer readable program instructions for carrying out operations described herein may 

be assembler instructions, instruction-set-architecture (ISA) instructions,  machine instructions, 

machine dependent instructions, microcode, firmware instructions, state-setting data, or either 

source code or object code written in any combination of one or more programming languages, 

including an object oriented programming language such as Smalltalk, C++ or the like, and 30 

conventional procedural programming languages, such as the "C" programming language or 

similar programming languages. The computer readable program instructions may execute 

entirely on the user's computer, partly on the user's computer, as a stand-alone software package, 
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partly on the user's computer and partly on a remote computer or entirely on the remote 

computer or server. In the latter scenario, the remote computer may be connected to the user's 

computer through any type of network, including a local area network (LAN) or a wide area 

network (WAN), or the connection may be made to an external computer (for example, through 

the Internet using an Internet Service Provider).  In some aspects, electronic circuitry including, 5 

for example, programmable logic circuitry, field-programmable gate arrays (FPGA), or 

programmable logic arrays (PLA) may execute the computer readable program instructions by 

utilizing state information of the computer readable program instructions to personalize the 

electronic circuitry, in order to perform aspects described herein. 

Aspects are described herein with reference to flowchart illustrations and/or block 10 

diagrams of methods, apparatus (systems), and computer program products according to aspects 

described herein. It will be understood that each block of the flowchart illustrations and/or block 

diagrams, and combinations of blocks in the flowchart illustrations and/or block diagrams, can 

be implemented by computer readable program instructions. 

These computer readable program instructions may be provided to a processor of a 15 

general purpose computer, special purpose computer, or other programmable data processing 

apparatus to produce a machine, such that the instructions, which execute via the processor of the 

computer or other programmable data processing apparatus, create means for implementing the 

functions/acts specified in the flowchart and/or block diagram block or blocks. These 

computer readable program instructions may also be stored in a computer readable storage 20 

medium that can direct a computer, a programmable data processing apparatus, and/or other 

devices to function in a particular manner, such that the computer readable storage 

medium having instructions stored therein comprises an article of manufacture including 

instructions which implement aspects of the function/act specified in the flowchart and/or block 

diagram block or blocks. 25 

The computer readable program instructions may also be loaded onto a computer, other 

programmable data processing apparatus, or other device to cause a series of operational steps to 

be performed on the computer, other programmable apparatus or other device to produce a 

computer implemented process, such that the instructions which execute on the computer, other 

programmable apparatus, or other device implement the functions/acts specified in the flowchart 30 

and/or block diagram block or blocks. 

The flowchart and block diagrams in the Figures illustrate the architecture, functionality, 

and operation of possible implementations of systems, methods, and computer program products 
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according to various aspects described herein. In this regard, each block in the flowchart or block 

diagrams may represent a module, segment, or portion of instructions, which comprises one or 

more executable instructions for implementing the specified logical function(s). In some 

alternative implementations, the functions noted in the block may occur out of the order noted in 

the figures. For example, two blocks shown in succession may, in fact, be executed substantially 5 

concurrently, or the blocks may sometimes be executed in the reverse order, depending upon the 

functionality involved. It will also be noted that each block of the block diagrams and/or 

flowchart illustration, and combinations of blocks in the block diagrams and/or flowchart 

illustration, can be implemented by special purpose hardware-based systems that perform the 

specified functions or acts or carry out combinations of special purpose hardware and computer 10 

instructions. 

Aspects described herein may be provided to end users through a cloud computing 

infrastructure.  Cloud computing generally refers to the provision of scalable computing 

resources as a service over a network.  More formally, cloud computing may be defined as a 

computing capability that provides an abstraction between the computing resource and its 15 

underlying technical architecture (e.g., servers, storage, networks), enabling convenient, on-

demand network access to a shared pool of configurable computing resources that can be rapidly 

provisioned and released with minimal management effort or service provider interaction.  Thus, 

cloud computing allows a user to access virtual computing resources (e.g., storage, data, 

applications, and even complete virtualized computing systems) in “the cloud,” without regard 20 

for the underlying physical systems (or locations of those systems) used to provide the 

computing resources.    

Typically, cloud computing resources are provided to a user on a pay-per-use basis, 

where users are charged only for the computing resources actually used (e.g. an amount of 

storage space consumed by a user or a number of virtualized systems instantiated by the user).  A 25 

user can access any of the resources that reside in the cloud at any time, and from anywhere 

across the Internet.  In context of at least one aspect, a user may access applications or related 

data available in the cloud.  For example, the abnormal operation module 105 could execute on a 

computing system in the cloud and define the subset of parameters and associated thresholds in 

the thresholds 113.  Doing so allows a user or application to access this information from any 30 

computing system attached to a network connected to the cloud (e.g., the Internet). 

The descriptions of the various aspects have been presented for purposes of illustration, but are 

not intended to be exhaustive or limited to the aspects disclosed. Many modifications and 
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variations will be apparent to those of ordinary skill in the art without departing from the scope 

and spirit of the described aspects. The terminology used herein was chosen to best explain the 

principles of the aspects, the practical application or technical improvement over technologies 

found in the marketplace, or to enable others of ordinary skill in the art to understand the aspects 

disclosed herein. 5 

 Further, the disclosure comprises embodiments according to the following clauses: 

Clause 1. A computer-implemented method, comprising: 

identifying a plurality of maintenance messages (MMSGs), each of the plurality of 

MMSGs associated with at least one shut-off valve of a plurality of shut-off valves in a vehicle; 

identifying, based on an analysis of a plurality of sensor parameters associated with the at 10 

least one shut-off valve associated with each MMSG, a first sensor parameter of the plurality of 

sensor parameters and a first threshold value for the first sensor parameter as being associated 

with abnormal operation of the respective at least one shut-off valve; 

capturing, by a first sensor associated with a first shut-off valve of the plurality of shut-

off valves, a plurality of values for the first sensor parameter during: (i) a first predefined time 15 

period and (ii) a second predefined time period, wherein the first and second predefined time 

periods are associated with a respective one of an opening and a closing of the first shut-off 

valve; and 

upon determining that a difference between a maximum value of the plurality of sensor 

values captured during the first predefined time period and a maximum value of the plurality of 20 

sensor values captured during the second predefined time period exceeds the first threshold value 

for the first sensor parameter, determining that the first shut-off valve is operating abnormally. 

Clause 2. The computer-implemented method of Clause 1, further comprising: 

generating an alert indication specifying that the first shut-off valve is operating 

abnormally;  25 

transmitting the alert indication to a remote computing device via a network;  

receiving the alert indication by an information receiver of the remote computing device; 

and 

scheduling, by the information receiver, maintenance for the first shut-off valve. 

Clause 3. The computer-implemented method of any of Clauses 1-2, wherein the first and 30 

second predefined time periods are of a first length of time, wherein the analysis of the plurality 

of sensor parameters is based on previously collected values for the plurality of sensor 

parameters, wherein the analysis comprises: 
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identifying previously collected values for the plurality of sensor parameters associated 

with a plurality of openings and closings of each of the plurality of shut-off valves, wherein the 

previously collected values are identified as occurring within the first length of time subsequent 

to each opening and each closing of the respective shut-off valve; and 

computing, for each sensor parameter of the plurality of sensor parameters, a respective 5 

difference between a maximum value of each sensor parameter for each opening and a maximum 

value of each sensor parameter for each closing of the respective shut-off valve. 

Clause 4. The computer-implemented method of Clause 3, wherein the analysis further 

comprises: 

computing, for each of the plurality of sensor parameters, a first percentile threshold 10 

value, of a plurality of percentile threshold values for the computed differences based on a 

standard deviation of each of the computed differences; and 

determining that each computed difference associated with the first sensor parameter 

which exceeds the first percentile threshold value occurred at a time that is proximate to a time 

of one of the MMSGs. 15 

Clause 5. The computer-implemented method of Clause 4, wherein the analysis further 

comprises: 

determining that a second percentile threshold value of the plurality of percentile 

threshold values of the first sensor parameter is associated with a fewer count of false positive 

MMSGs than each of the other plurality of threshold values; and 20 

defining the second percentile threshold value as the first threshold value for the first 

sensor parameter. 

Clause 6. The computer-implemented method of Clause 5, wherein the first percentile 

threshold value is less than each of the other percentile threshold values, wherein the first 

percentile threshold value comprises a value associated with three standard deviations of the 25 

computed differences for each of the plurality of sensor parameters. 

 

Clause 7. The method of any of Clauses 1-6, wherein the plurality of MMSGs are 

identified based on a determination that a respective date of each of the plurality of MMSGs 

occurred within a third predefined time period. 30 

Clause 8. A system, comprising: 

 one or more computer processors; and 
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a memory containing a program which when executed by the processors performs an 

operation comprising: 

 identifying a plurality of maintenance messages (MMSGs), each of the plurality 

of MMSGs associated with at least one shut-off valve of a plurality of shut-off valves in a 

vehicle; 5 

identifying, based on an analysis of a plurality of sensor parameters associated 

with the at least one shut-off valve associated with each MMSG, a first sensor parameter 

of the plurality of sensor parameters and a first threshold value for the first sensor 

parameter as being associated with abnormal operation of the respective at least one shut-

off valve; 10 

capturing, by a first sensor associated with a first shut-off valve of the plurality of 

shut-off valves, a plurality of values for the first sensor parameter during: (i) a first 

predefined time period and (ii) a second predefined time period, wherein the first and 

second predefined time periods are associated with a respective one of an opening and a 

closing of the first shut-off valve; and 15 

upon determining that a difference between a maximum value of the plurality of 

sensor values captured during the first predefined time period and a maximum value of 

the plurality of sensor values captured during the second predefined time period exceeds 

the first threshold value for the first sensor parameter, determining that the first shut-off 

valve is operating abnormally. 20 

Clause 9. The system of Clause 8, the operation further comprising: 

generating an alert indication specifying that the first shut-off valve is operating 

abnormally;  

transmitting the alert indication to a remote computing device via a network;  

receiving the alert indication by an information receiver of the remote computing device; 25 

and 

scheduling, by the information receiver, maintenance for the first shut-off valve. 

Clause 10. The system of any of Clauses 8-9, wherein the first and second predefined 

time periods are of a first length of time, wherein the analysis of the plurality of sensor 

parameters is based on previously collected values for the plurality of sensor parameters, wherein 30 

the analysis comprises: 

identifying previously collected values for the plurality of sensor parameters associated 

with a plurality of openings and closings of each of the plurality of shut-off valves, wherein the 
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previously collected values are identified as occurring within the first length of time subsequent 

to each opening and each closing of the respective shut-off valve; and 

computing, for each sensor parameter of the plurality of sensor parameters, a respective 

difference between a maximum value of each sensor parameter for each opening and a maximum 

value of each sensor parameter for each closing of the respective shut-off valve. 5 

Clause 11. The system of Clause 10, wherein the analysis further comprises: 

computing, for each of the plurality of sensor parameters, a first percentile threshold 

value, of a plurality of percentile threshold values for the computed differences based on a 

standard deviation of each of the computed differences; and 

determining that each computed difference associated with the first sensor parameter 10 

which exceeds the first percentile threshold value occurred at a time that is proximate to a time 

of one of the MMSGs. 

Clause 12. The system of any of Clauses 8-11, wherein the analysis further comprises: 

determining that a second percentile threshold value of the plurality of percentile 

threshold values of the first sensor parameter is associated with a fewer count of false positive 15 

MMSGs than each of the other plurality of threshold values; and 

defining the second percentile threshold value as the first threshold value for the first 

sensor parameter. 

 

Clause 13. The system of Clause 12, wherein the first percentile threshold value is less 20 

than each of the other percentile threshold values, wherein the first percentile threshold value 

comprises a value associated with three standard deviations of the computed differences for each 

of the plurality of sensor parameters. 

Clause 14. The system of any of Clauses 8-13, wherein the plurality of MMSGs are 

identified based on a determination that a respective date of each of the plurality of MMSGs 25 

occurred within a third predefined time period. 

Clause 15. A computer program product, comprising: 

 a computer-readable storage medium having computer-readable program code embodied 

therewith, the computer-readable program code executable by a processor to perform an 

operation comprising: 30 

identifying a plurality of maintenance messages (MMSGs), each of the plurality 

of MMSGs associated with at least one shut-off valve of a plurality of shut-off valves in a 

vehicle; 
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identifying, based on an analysis of a plurality of sensor parameters associated 

with the at least one shut-off valve associated with each MMSG, a first sensor parameter 

of the plurality of sensor parameters and a first threshold value for the first sensor 

parameter as being associated with abnormal operation of the respective at least one shut-

off valve; 5 

capturing, by a first sensor associated with a first shut-off valve of the plurality of 

shut-off valves, a plurality of values for the first sensor parameter during: (i) a first 

predefined time period and (ii) a second predefined time period, wherein the first and 

second predefined time periods are associated with a respective one of an opening and a 

closing of the first shut-off valve; and 10 

upon determining that a difference between a maximum value of the plurality of 

sensor values captured during the first predefined time period and a maximum value of 

the plurality of sensor values captured during the second predefined time period exceeds 

the first threshold value for the first sensor parameter, determining that the first shut-off 

valve is operating abnormally. 15 

Clause 16. The computer program product of Clause 15, the operation further 

comprising: 

generating an alert indication specifying that the first shut-off valve is operating 

abnormally;  

transmitting the alert indication to a remote computing device via a network;  20 

receiving the alert indication by an information receiver of the remote computing device; 

and 

scheduling, by the information receiver, maintenance for the first shut-off valve. 

Clause 17. The computer program product of any of Clauses 15-16, wherein the first and 

second predefined time periods are of a first length of time, wherein the analysis of the plurality 25 

of sensor parameters is based on previously collected values for the plurality of sensor 

parameters, wherein the analysis comprises: 

identifying previously collected values for the plurality of sensor parameters associated 

with a plurality of openings and closings of each of the plurality of shut-off valves, wherein the 

previously collected values are identified as occurring within the first length of time subsequent 30 

to each opening and each closing of the respective shut-off valve; and 
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computing, for each sensor parameter of the plurality of sensor parameters, a respective 

difference between a maximum value of each sensor parameter for each opening and a maximum 

value of each sensor parameter for each closing of the respective shut-off valve. 

Clause 18. The computer program product of Clause 17, wherein the analysis further 

comprises: 5 

computing, for each of the plurality of sensor parameters, a first percentile threshold 

value, of a plurality of percentile threshold values for the computed differences based on a 

standard deviation of each of the computed differences; and 

determining that each computed difference associated with the first sensor parameter 

which exceeds the first percentile threshold value occurred at a time that is proximate to a time 10 

of one of the MMSGs. 

Clause 19. The computer program product of Clause 18, wherein the analysis further 

comprises: 

determining that a second percentile threshold value of the plurality of percentile 

threshold values of the first sensor parameter is associated with a fewer count of false positive 15 

MMSGs than each of the other plurality of threshold values; and 

defining the second percentile threshold value as the first threshold value for the first 

sensor parameter. 

Clause 20. The computer program product of Clause 19, wherein the first percentile 

threshold value is less than each of the other percentile threshold values, wherein the first 20 

percentile threshold value comprises a value associated with three standard deviations of the 

computed differences for each of the plurality of sensor parameters. 

While the foregoing is directed to aspects, other and further aspects described herein may 

be devised without departing from the basic scope thereof, and the scope thereof is determined 

by the claims that follow. 25 
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CLAIMS 

What is claimed is: 

1.  A method, comprising: 

identifying from a plurality of maintenance messages (MMSGs) a threshold value 

indicating abnormal operations of a shut-off valve; 

capturing, during a first predefined time period after the shut-off valve is opened, a first 

plurality of sensor readings related to the shut-off valve; 

capturing, during a second predefined time period after the shut-off valve is closed, a 

second plurality of sensor readings related to the shut-off valve; 

identifying a first maximum value from the first plurality of sensor readings and a 

second maximum value from the second plurality of sensor readings; and 

in response to determining that a difference between the first maximum value and the 

second maximum value satisfies the threshold value, generating an alert indicating that the 

shut-off valve is operating abnormally. 

 

2.  The method of claim 1, further comprising: 

transmitting, while a vehicle in which the shut-off valve is included is operating, the 

alert to a remote computing device via a network; and 

scheduling, by the remote computing device, maintenance for the shut-off valve. 

 

3.  The method of claim 1, wherein identifying the threshold value from the plurality of 

MMSGs further comprises: 

identifying, in each MMSG of the plurality of MMSGs, a first plurality of MMSG 

sensor readings related to a respective shut-off valve that were captured during a first MMSG 

predefined time period after opening the respective shut-off valve; 

identifying, in each MMSG of the plurality of MMSGs, a second plurality of MMSG 

sensor readings related to the respective shut-off valve that were captured during a second 

MMSG predefined time period after closing the respective shut-off valve; 

identifying, for each MMSG of the plurality of MMSGs, a first MMSG maximum value 

from the first plurality of MMSG sensor readings and a second MMSG maximum value from 

the second plurality of MMSG sensor readings; 
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computing, for each MMSG of the plurality of MMSGs, a MMSG difference between 

the first MMSG maximum value and the second MMSG maximum value, to produce a 

corresponding plurality of MMSG differences; 

identifying a value from the plurality of MMSG differences that is a specified number 

of standard deviations from a mean of the plurality of MMSG differences; and 

setting the value to the threshold. 

 

4.  The method of claim 1, wherein the plurality of MMSGs are identified based on a 

determination that a respective date of each MMSG of the plurality of MMSGs occurred within 

a specified number of days from a current date at which the first plurality of sensor readings 

and the second plurality of sensor readings are captured. 

 

5.  The method of claim 1, wherein the first predefined time period lasts for a given 

window of time during a given operational phase of a vehicle in which the shut-off valve is 

included and the second predefined time period lasts for the given window of time during the 

given operational phase of the vehicle. 

 

6.  The method of claim 1, further comprising: 

identifying from the plurality of MMSGs a second threshold value indicating abnormal 

operations of the shut-off valve; 

capturing, during the first predefined time period after the shut-off valve is opened, a 

third plurality of sensor readings related to the shut-off valve; 

capturing, during the second predefined time period after the shut-off valve is closed, a 

fourth plurality of sensor readings related to the shut-off valve; 

wherein the first plurality of sensor readings and the second plurality of sensor readings 

relate to a first parameter of the shut-off valve and the third plurality of sensor readings and the 

fourth plurality of sensor readings relate to a second parameter of the shut-off valve different 

from the first parameter; 

identifying a third maximum value from the third plurality of sensor readings and a 

fourth maximum value from the fourth plurality of sensor readings; and 

in response to determining that a second difference between the third maximum value 

and the fourth maximum value satisfies the second threshold value, generating the alert 

indicating that the shut-off valve is operating abnormally. 
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7.  The method of claim 6, wherein the first parameter and the second parameter are 

selected from the group consisting of: 

temperature; 

pressure; 

altitude; 

airspeed; and 

humidity. 

 

8.  A system, comprising: 

a processor; and 

a memory containing a program which when executed by the processor performs an 

operation comprising: 

identifying from a plurality of maintenance messages (MMSGs) a threshold 

value indicating abnormal operations of a shut-off valve; 

capturing, during a first predefined time period after the shut-off valve is 

opened, a first plurality of sensor readings related to the shut-off valve; 

capturing, during a second predefined time period after the shut-off valve is 

closed, a second plurality of sensor readings related to the shut-off valve; 

identifying a first maximum value from the first plurality of sensor readings and 

a second maximum value from the second plurality of sensor readings; and 

in response to determining that a difference between the first maximum value 

and the second maximum value satisfies the threshold value, generating an alert 

indicating that the shut-off valve is operating abnormally. 

 

9.  The system of claim 8, the operation further comprising: 

transmitting, while a vehicle in which the shut-off valve is included is operating, the 

alert to a remote computing device via a network; and 

scheduling, by the remote computing device, maintenance for the shut-off valve. 

 

10.  The system of claim 8, wherein identifying the threshold value from the plurality of 

MMSGs further comprises: 

identifying, in each MMSG of the plurality of MMSGs, a first plurality of MMSG 

sensor readings related to a respective shut-off valve that were captured during a first MMSG 

predefined time period after opening the respective shut-off valve; 
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identifying, in each MMSG of the plurality of MMSGs, a second plurality of MMSG 

sensor readings related to the respective shut-off valve that were captured during a second 

MMSG predefined time period after closing the respective shut-off valve; 

identifying, for each MMSG of the plurality of MMSGs, a first MMSG maximum value 

from the first plurality of MMSG sensor readings and a second MMSG maximum value from 

the second plurality of MMSG sensor readings; 

computing, for each MMSG of the plurality of MMSGs, a MMSG difference between 

the first MMSG maximum value and the second MMSG maximum value, to produce a 

corresponding plurality of MMSG differences; 

identifying a value from the plurality of MMSG differences that is a specified number 

of standard deviations from a mean of the plurality of MMSG differences; and 

setting the value to the threshold. 

 

11.  The system of claim 8, wherein the plurality of MMSGs are identified based on a 

determination that a respective date of each MMSG of the plurality of MMSGs occurred within 

a specified number of days from a current date at which the first plurality of sensor readings 

and the second plurality of sensor readings are captured. 

 

12.  The system of claim 8, wherein the first predefined time period lasts for a given window 

of time during a given operational phase of a vehicle in which the shut-off valve is included 

and the second predefined time period lasts for the given window of time during the given 

operational phase of the vehicle. 

 

13.  The system of claim 8, the operation further comprising: 

identifying from the plurality of MMSGs a second threshold value indicating abnormal 

operations of the shut-off valve; 

capturing, during the first predefined time period after the shut-off valve is opened, a 

third plurality of sensor readings related to the shut-off valve; 

capturing, during the second predefined time period after the shut-off valve is closed, a 

fourth plurality of sensor readings related to the shut-off valve; 

wherein the first plurality of sensor readings and the second plurality of sensor readings 

relate to a first parameter of the shut-off valve and the third plurality of sensor readings and the 

fourth plurality of sensor readings relate to a second parameter of the shut-off valve different 

from the first parameter; 
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identifying a third maximum value from the third plurality of sensor readings and a 

fourth maximum value from the fourth plurality of sensor readings; and 

in response to determining that a second difference between the third maximum value 

and the fourth maximum value satisfies the second threshold value, generating the alert 

indicating that the shut-off valve is operating abnormally. 

 

14.  The system of claim 13, wherein the first parameter and the second parameter are 

selected from the group consisting of: 

temperature; 

pressure; 

altitude; 

airspeed; and 

humidity. 

 

15.  A computer readable storage device including instructions that when executed by a 

processor enables the processor to perform an operation comprising: 

identifying from a plurality of maintenance messages (MMSGs) a threshold value 

indicating abnormal operations of a shut-off valve; 

capturing, during a first predefined time period after the shut-off valve is opened, a first 

plurality of sensor readings related to the shut-off valve; 

capturing, during a second predefined time period after the shut-off valve is closed, a 

second plurality of sensor readings related to the shut-off valve; 

identifying a first maximum value from the first plurality of sensor readings and a 

second maximum value from the second plurality of sensor readings; and 

in response to determining that a difference between the first maximum value and the 

second maximum value satisfies the threshold value, generating an alert indicating that the 

shut-off valve is operating abnormally. 

 

16.  The storage device of claim 15, the operation further comprising: 

transmitting, while a vehicle in which the shut-off valve is included is operating, the 

alert to a remote computing device via a network; and 

scheduling, by the remote computing device, maintenance for the shut-off valve. 

 



31 

 

17.  The storage device of claim 15, wherein identifying the threshold value from the 

plurality of MMSGs further comprises: 

identifying, in each MMSG of the plurality of MMSGs, a first plurality of MMSG 

sensor readings related to a respective shut-off valve that were captured during a first MMSG 

predefined time period after opening the respective shut-off valve; 

identifying, in each MMSG of the plurality of MMSGs, a second plurality of MMSG 

sensor readings related to the respective shut-off valve that were captured during a second 

MMSG predefined time period after closing the respective shut-off valve; 

identifying, for each MMSG of the plurality of MMSGs, a first MMSG maximum value 

from the first plurality of MMSG sensor readings and a second MMSG maximum value from 

the second plurality of MMSG sensor readings; 

computing, for each MMSG of the plurality of MMSGs, a MMSG difference between 

the first MMSG maximum value and the second MMSG maximum value, to produce a 

corresponding plurality of MMSG differences; 

identifying a value from the plurality of MMSG differences that is a specified number 

of standard deviations from a mean of the plurality of MMSG differences; and 

setting the value to the threshold. 

 

18.  The storage device of claim 15, wherein the plurality of MMSGs are identified based 

on a determination that a respective date of each MMSG of the plurality of MMSGs occurred 

within a specified number of days from a current date at which the first plurality of sensor 

readings and the second plurality of sensor readings are captured. 

  

19.  The storage device of claim 15, wherein the first predefined time period lasts for a given 

window of time during a given operational phase of a vehicle in which the shut-off valve is 

included and the second predefined time period lasts for the given window of time during the 

given operational phase of the vehicle. 

 

20.  The storage device of claim 15, the operation further comprising: 

identifying from the plurality of MMSGs a second threshold value indicating abnormal 

operations of the shut-off valve; 

capturing, during the first predefined time period after the shut-off valve is opened, a 

third plurality of sensor readings related to the shut-off valve; 
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capturing, during the second predefined time period after the shut-off valve is closed, a 

fourth plurality of sensor readings related to the shut-off valve; 

wherein the first plurality of sensor readings and the second plurality of sensor readings 

relate to a first parameter of the shut-off valve and the third plurality of sensor readings and the 

fourth plurality of sensor readings relate to a second parameter of the shut-off valve different 

from the first parameter, wherein the first parameter and the second parameter are selected as 

different members from the group consisting of: 

temperature; 

pressure; 

altitude; 

airspeed; and 

  humidity; 

identifying a third maximum value from the third plurality of sensor readings and a 

fourth maximum value from the fourth plurality of sensor readings; and 

in response to determining that a second difference between the third maximum value 

and the fourth maximum value satisfies the second threshold value, generating the alert 

indicating that the shut-off valve is operating abnormally. 
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