EVENT PROCESSI NG FOR DETECTI ON OF SUSPI Cl QUS FI NANCI AL ACTIVITY

CROSS- REFERENCE TO RELATED APPLI CATI ON [0001] This application is a
continuation-in-part of co-pending patent application serial nunber

12/ 550,942, filed August 31, 2009, entitled "Event Processing for Detection
of Suspicious Financial Activity", assigned to the same inventive entity;
the entire disclosure of which is incorporated herein by reference. FIELD

[ 0002] I n general, enbodi nents herein disclosed relate to systens, nethods,
and conput er program products for nanagi ng suspicious financial activity
and, nore specifically, systenms, nmethods and conputer program products for
event processing for detection of suspicious financial activity. BACKGROUND

[0003] Wth the use of EVENDPROCESSING FORDRTECHONIOE | i ke by
terrorists and other  gUSPICIOUS FINANCIAL ACTIVITY

CROSS-REFERENCE TO RELATED APPLICATION
{0001} This application is a continuation-in-part of co-pending patent application serial
number 12/550,942, filed August 31, 2009, entitled "Event Processing for Detection of
Suspicious Financial Activity", assigned to the same inventive entity; the entire disclosure of

which is incorporated herein by reference.

FIELD
[0002] In general, embodiments herein disclosed relate to systems, methods, and
computer program products for managing suspicious financial activity and, more specifically,
systems, methods and computer program products for event processing for detection of

suspicious financial activity.

BACKGROUND
[0003] With the use of financial systems, products and the like by terrorists and other
criminals to finance and support their activities, governments have promulgated guidelines and
regulations to detect and monitor use of such systems and products. Compliance with these
governmental guidelines and regulations can impose significant monetary and reputational
burdens on financial institutions. Additionally, the financial institution itself may develop
internal monitoring standards in order for the officers of the institution to safeguard the
institution’s assets against theft. Monitoring every transaction for the possibility of illicit or
illegal activity can be a difficult task. Additionally, there may also be a need to document
investigations and/or why certain actions were taken or not taken or document justification for a

certain level of scrutiny placed on various customers.

SUMMARY
{0004] The following presents a brief summary of one or more embodiments in order to

provide a basic understanding of such embodiments. This summary is not an extensive overview
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[0007] In other specific embodiment the method includes receiving, via a computing
device processor, the financial event data into an event interface record. The event interface
record is configured to allow for financial event data to be received from the plurality of
detection channels.

F0008] In still further specific embodiments the method includes enriching, via a
computing device processor, the financial event data with one or more relationship factors prior
to determining the event group for each of the plurality of financial events. In such embodiments
enriching may further include enriching, via the computing device processor, the financial event
data with the one or more relationship factors, such as related parties or related accounts.

[6009] In additional specific embodiments of the method includes determining an event

group further comprises determining, via the computing device processor, the event group for



[ 0007] I n other specific enbodi ment the nethod includes receiving, via a
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channel s. [0008]In still further specific enbodi nents the nethod includes
enriching, via a conputing device processor, the financial event data with
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meets or ﬁfécfﬁeds t tkedd; Bita stgegarﬁgse:?agogments of the method include validating, via a
computing device processor, event defining criteria by random sampling of event groups that

have not yet been promoted to the case level. Still further embodiments of the method include

generating, via a computing device processor, a case narrative associated with a case for
inclusion in a suspicious activity report. The case narrative is automatically generated based on
the assoctated financial event data, risk attributes and risk factors.

[0012] An apparatus for risk assessment of financial events provides for second
embodiments of the invention. The apparatus includes a computing device including a memory
and a processor. The apparatus further includes a financial event risk assessment module stored
in the memory and executable by the processor. The module includes an event data collection
routine configured to collect financial event data from a plurality of event detection channels and
detect financial events based on the financial event data. The module further includes an event
consolidation routine configured to group each of the plurality of financial events into an event
group. Each event group is defined by at least one common relationship factor. In addition, the
module includes a risk attribute collection routine configured to collect a plurality risk attributes.
Each risk attribute is associated with at least one of the financial events or one of the event
groups. Additionally, the module includes a risk factor determination routine configured to
determine a plurality of risk factors for events within an event group. Each risk factor is based on
one or more risk attributes, Moreover, the module includes a case promotion routine configured
to determine whether to promote an event group to a case leve] based on the risk factors

associated with the event group.
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[ 0011] Addi tional specific enbodi nents of the nethod include validating, via
a conputing device processor, event defining criteria by random sanpling of
event groups that have not yet been pronoted to the case level. Still
further enbodi nents of the nethod include generating, via a conputing

devi ce processor, a case narrative associated with a case for inclusion in
a suspicious activity report. The case narrative is automatically generated
based on the associated financial event data, risk attributes and risk
factors. [0012] An apparatus for risk assessnent of financial events

provi des for second enbodi nents of the invention. The apparatus includes a
conputing device including a nenory and a processor. The apparatus further
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recei ved 50 { P& ty of detection channels. [0015]In still further

speci fi c ESbHEI manﬂzs stidif otliel embgidacrag ef3he dpparafus, nieemasegirorestmmtroyting kurther
includes a risk score subroutine configured to assign a risk score for each of the risk factors
associated with the event group, a risk score aggregator subroutine configured to aggregate the
risk scores to result in an event group risk score, and a case threshold comparison subroutine
configured to compare the event group risk score to a predetermined case threshold and promote
the event group to the case level if the event group risk score meets or exceeds the case
threshold.
[G018] Moreover, in additional embodiments of the apparatus, the financial event risk
assessment module further includes an event validation routine configured to validate event-
defining criteria by random sampling of event groups that have not yet been promoted to the case
level. In additional embodiments of the apparatus, the financial event risk assessment module
further includes a case narrative generating routine configured to generate a case narrative

associated with a case for inclusion in a suspicious activity report. The case narrative is



assessnent routine further includes an event data enrichnment routine
configured to enrich the financial event data with one or nore relationship
factors prior to determ ning the event group for each of the plurality of
financial events. In such enbodi nents, the relationship factors may incl ude
one or nore of related parties or related accounts. [0016]1n additional
enbodi nents of the apparatus the event consolidation routine is further
configured to group each of the plurality of financial events into an event
group. Each event group is defined by at | east one common rel ationship
factor, such as one or nore of related account or related party. [0017]In
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causing a computer to determine a plurality of risk factors for events within an event group. Each
risk factor is based on one or more risk attributes. Moreover, the computer-readable medium
includes a fifth set of codes for causing a computer to determine whether to promote an event
group to a case level based on the risk factors associated with the event group.
[0020] To the accomplishment of the foregoing and related ends, the one or more
embodiments comprise the features hereinafter fully described and particularly pointed out in the
claims. The following description and the annexed drawings set forth in detail certain illustrative
features of the one or more embodiments. These features are indicative, however, of but a few of

the various ways in which the principles of various embodiments may be employed, and this

description is intended to include all such embodiments and their equivalents.

BRIEF DESCRIPTION OF THE DRAWINGS
[0021] Having thus described embodiments of the invention in general terms, reference
will now be made to the accompanying drawings, which are not necessarily drawn to scale, and
wherein:
[0022] FIG. 1 is a flowchart depiction of a method for risk assessment and case

promotion, in accordance with embodiments of the present invention;



medi um defines third enbodi nents of the invention. The conputer-readabl e
medi umincludes a first set of codes for causing a conputer to receive
financial event data froma plurality of event detection channels. The
financial event data provides for detection of a plurality of financial
events. Additionally, the conmputer-readabl e nmediumincludes a second set of
codes for causing a conputer to determ ne an event group for each of the
plurality of financial events. Each event group is defined by at |east one
common relationship factor. The conputer-readabl e nedium additionally
includes a third set of codes for causing a conmputer to receive a plurality
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with enboglftgl%n% f%rms and ﬁoupc{ ot B conlstm:/e E iinq Hed to the embodiments set forth herein;
rather, these embodiments are provided so that this disclosure will satisfy applicable legal
requirements. In the following description, for purposes of explanation, numerous specific
details are set forth in order to provide a thorough understanding of one or more embodiments, It
may be evident; however, that such embodiment(s) may be practiced without these specific
details. Like numbers refer to like elements throughout.
[0028] Various embodiments or features will be presented in terms of systems that may
include a number of devices, components, modules, and the like. It is to be understood and
appreciated that the various systems may include additional devices, components, modules, etc.
and/or may not include all of the devices, components, modules etc. discussed in connection with
the figures. A combination of these approaches may also be used.
[0029] The steps and/or actions of a method or algorithm described in connection with
the embodiments disclosed herein may be embodied directly in hardware, in a software module
executed by a processor, or in a combination of the two. A software module may reside in RAM
memory, flash memory, ROM memory, EPROM memory, EEPROM memory, registers, a hard
disk, a removable disk, a CD-ROM, or any other form of storage medium known in the art. An

exemplary storage medium may be coupled to the processor, such that the processor can read



[0023]FIG 2 is a flowhart illustrating the overall process for risk
factor assessnent and case pronotion, in accordance with at |east one

exanpl e enbodi nent of the present invention; [0024]FIG 3 is block diagram
depiction if an event interface record, in accordance w th enbodi nents of
the present invention; [0025]FIG 4 is a conbination flowhart and system
diagramillustrating a risk scoring process, according to at |east sone
enbodi ments of the present invention; and [0026]FIG 5 is a record | ayout
of the risk scoring process, according to at |east sonme enbodi nents of the
DETAI LED DESCRI PTI ON [ 0027] Enbodi nents of the present

pr esent

i nventi on.

i nvention will now be described nore fully

information from, and write information to, the storage medium. In the alternative, the storage
medium may be integral to the processor. Further, in some embodiments, the processor and the
storage medium may reside in an Application Specific Integrated Circuit (ASIC). In the
alternative, the processor and the storage medium may reside as discrete components in a
computing device. Additionally, in some embodiments, the events and/or actions of a method or
algorithm may reside as one or any combination or set of codes and/or instructions on a machine-
readable medium and/or computer-readable medium, which may be incorporated into a-computer
program product.

[0030] In one or more embodiments, the functions described may be implemented in
hardware, software, firmware, or any combination thereof. If implemented in software, the
functions may be stored or transmitted as one or more instructions or code on a computer-
readable medium. Computer-readable media includes both computer storage media and
communication media including any medium that facilitates transfer of a computer program from
one place to another. A storage medium may be any available media that can be accessed by a
computer. By way of example, and not limitation, such computer-readable media can comprise
RAM, ROM, EEPROM, CD-ROM or other optical disk storage, magnetic disk storage or other
magnetic storage devices, or any other medium that can be used to carry or store desired program
code in the form of instructions or data structures, and that can be accessed by a computer. Also,
any connection may be termed a computer-readable medium. For example, if software is
transmitted from a website, server, or other remote source using a coaxial cable, fiber optic
cable, twisted pair, digital subscriber line (DSL), or wireless technologies such as infrared, radio,
and microwave, then the coaxial cable, fiber optic cable, twisted pair, DSL., or wireless
technologies such as infrared, radio, and microwave are included in the definition of medium.
“Disk” and “disc”, as used herein, include compact disc (CD), laser disc, optical disc, digital
versatile disc (DVD), floppy disk and blu-ray disc where disks usually reproduce data
magnetically, while discs usually reproduce data optically with lasers. Combinations of the
above should also be included within the scope of computer-readable media.

[0031] Embodiments of the present invention are disclosed, by way of example, as a
module, application, tool or the like used in a financial institution to assess risk, and record

details in connection with financial events that may constitute fraudulent activity. It cannot be
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hereinafter with reference to the acconpanyi ng draw ngs, in which sone, but
not all, enbodinents of the invention are shown. |ndeed, the invention may
be enbodied in many different forns and should not be construed as limted
to the enbodinments set forth herein; rather, these enbodi nents are provided
so that this disclosure wll satisfy applicable |Iegal requirenents. In the
follow ng description, for purposes of explanation, nunerous specific
details are set forth in order to provide a thorough understandi ng of one
or nore enbodinents. It may be evident; however, that such enbodi nent(s)
may be practiced without these specific details. Like nunbers refer to |ike
el ements throughout. [0028] Vari ous enbodi nents or features will be
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resi de i NphiRNEAIeEHRE. Yihe fidrASHindR DMYt tufREVrdTRETY 2, msEE?IR@VthHE&ﬁSI‘ay an EERROM
menory, regist hard _di.sk, a renovahl e ot her

f or m of sP'i?F’g@g“?ﬂSB THRI9ER ERRAES PRFIQIpES g REMDRLS: g%’m‘ E}tug?'grgﬁ'éeéai%dx 0% may be

coupl ed t @l“k?ﬁ fAnQeaIHMcial FdGlAtiditadm & @@veﬁfmm@htw Eh\arﬁcﬁﬁdlsttﬂuncﬁrsr mat i on
from and. |nforrrat| stora Q alternative, the
W[ Eog mk

f tOk %hf t Rrags ASSE
storage nd@ivg Efrléﬁ“ b Buidine Fls eés%% u”l‘ﬂ??’t o
enbodi rrenhﬁnagtellﬂ%wmmmcgrs arddarfsh@osdyend (g comptinita) xmyanbe&bki@agem an

Application SpeC|f|cInt ated C.rcuit e al ternati t he
pr ocessor TSHANEHE %%ﬁeaig%%{?&d? ERFHTRES 3r“8§1<"HA§ 5%‘“8?53 gsec%gﬁ§%¥§sl n a
conput i ng kani, efnandeldistitu@ioal 61y‘frarldh158’olmae1ﬁﬁbl&dhtﬁemcsmpislsali ewhposibaias.or

R

conput er - bede aRbRioneghitiies evedtided, girayasbew iBsactpa vasgeridnat datafraorpuatiey ofor ogr am
product . E%OSO In o nore e t he fUﬁCtl ons de Cr'er,[%d may be

i npl enent &d°5HRD AR t"@[”dg‘éf}f%? 'mlﬁ‘egﬁ?’nﬁ}ét -oney faungerng syl ?r?]sa At her eof
i mpl enent eguiity sma‘nﬁsy\@lsamcxatd&a)ufntsrsszstwmdrwsyenhemmrmdh«ﬁnamainmmmedAas one

or nore ipstructi
Corput or - PatdpeEbRedl arefrieR e pG R SR P AT et ety An
conmmuni ¢ aE[IDrAde’Eﬁ dil@vs cagthitechif mguralaﬁndaieﬂmhm dfklata elfememtk mtdautae@s fromtigfwariowsf a

conput er ramfr ce.to a di ny
Vel 1'abl OHERPA FHET dan e A0 LR Dy 18 e Oae T Tay O " aRErE™ .

not |imt algh@hess Mﬁﬂeﬁé@ﬂ‘ﬂ)ﬂﬂﬁfneh@ﬁdiﬂﬁh@s rithds, ale(ﬁh immermedeﬁwmed WGS EEPRGVI
CD- ROM or .ot her ngl cal disk s %% rragnetl c disk storage or other
magneti ¢ SFSPAREMR&PEREctedion g *nmedi umthat can be used to carry or
store desjoogsl pr ogramrtiagde dpacifihanbdlimennf ofittegbventdn, eveat data idatiichsed pruct ur es,

and t hat C%Exgvg%efégq) essfefg&%%rqﬂﬁiﬁngg% L er% dpfla? Obou hXeven{' n% %nln%nud@%uﬁgn# &7 mad

a conput eft ransm’'tted froma
website, Smfweto, reliked phities arrdearm%daa@omnd:ﬁ"omtmg Véxt}ctbaxddaion@labﬂoenatfon,ber optic

cable, twsted ir, digital subscriber lin DSL)

t echnol ogF‘éegtSé’ﬁ‘gﬁ %E’gsqqﬁqﬁ?ii"éoaﬂe?téa?u(?s Qﬂl er%gl (# WA o tfﬂﬁlmﬁ ?‘h‘??’gﬁ’ﬁ“ﬁ

cable, fiblen r@}iﬁw'speveﬁt@r(ﬁl,ps tnoluglé, adt @ay sssodDBid, sugmicinisretfdsgs bueddmpitedises such

as infrared, ra e inc of medi um
" ske " angoigy S @Gt BYENG Hhik FSLUEER st I AT i 0L GRS

optical dhslttic diegiof &le ammtcadl&lﬂeﬁmec( BvDjoyough @qspxymehtakd mmektipdtionr ay di sc

where di sks usually reproduce data magnetically, while discs usually
reproduce data optically with |asers. Conbi nati ons of the above should al so
be included within the scope of conputer-readabl e nedi a.
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[ 0031] Enbodi nents of the present invention are disclosed, by way of
exanpl e, as a nodule, application, tool or the |like used in a financial
institution to assess risk, and record details in connection with financi al
events that may constitute fraudulent activity. It cannot be
overenphasi zed that this environnent is illustrated as an exanple only, and
an enbodi nent of the invention can be used in any kind of business,
non-profit organi zation, or government organization. Wth respect to the
exanpl e of a bank or financial institution, the term "bank” or the
synonynous term "financial institution" and any simlar terns are used
herein in their broadest sense. Financial institutions that process
transacti @as410f t heakiypesthetse posad acarvficadigudble $dets kndbpoienages, credit

uni ons, and, ot her es of _institutions which. a not, strictly .banks in the
hi st ori caM2WEHe P“‘%gr'ﬁb‘?r *Lef‘?’*H%IHE?‘aﬁ?eSf%‘féFi“f’“t‘"i“g?ﬁ'm’l” lf%tﬁréb uged eé’HQ?nﬁSti tution
that act spiasSaBue itk (1eQ iptrosiodefol taRtngalsk swibuieg)pdsk factoi dedinitived, dsker s or

menbers. Finapcjal, institution ener al but not a S al I, under
fi nanci al farc‘é’(j&g‘éf {6n TGRS fgb‘?ﬁéﬁgﬁfpérfﬁrlsgﬁcﬁoéﬁafﬁonﬁsk\gﬁ%?% ‘q’;’imrlfgl r|%llt utions
incl ude, buipliag Paridterk it deBisksa0d chradksmibing ek sogre sioeshelds.@sRisk PedildUseni ons,

tock b set t fi , ' d .l , ] .endi
compant e G IENALS GrREPROS Er e b B S BT ceh g BRAEabene 9

securi ti esnd jaRgkits fdripkiucionsisd) Fss RBUI dif@cessenader teetowmng poherasdt batsk” , -
"financial institution" or "franchjse" herein.is ant to _enco s al
such possMBF PPRang PeRFEseigrng %&4?‘85‘%' éWqH%QSkengﬁf’ K%P%%é éssalgsr{gﬁ%giost em
accor di ngedcdy exasda rekbodidTEnd SskgtoftihidedtiNeenty brsteapihutlesubmenicodat a, such
as raM/transactioqlor experi ence dgﬁﬁﬁ%r m a van%gt mpgsdetection channel s,
i ncl udi ng SIS tha RI9FCEd Ssyre 1RREEPL é&”?&@%ﬁ%?lﬁ §Vst ens, corporate
security syssEens, fThodacitebutace kundmspreystie mtcaiirgysdoesssRisk tigitmes c4no t he
financial _instituti.on. herein described, al.l event.data is f.Qrmatted
accor di ng®t Ve BH‘i‘a“P?\f%l@fS’tﬁ%g"’ﬁé‘%?azEusfrﬁfﬁéa)“.sackwsaﬁw Ielég?bcﬁngrgleﬁ%lrl capture of
an undef i pe@rmbrbgibligkd datch lig] give 0isss andtiyaddogsingt pomitrhee patiesouehddtrect i on
channel s. ;-The standar nd iversal EIR | ayout .enabl [ I, L of the
core procHESVEEERPR Oégg’qﬁ‘]e' ‘#‘H?sa“(ﬁ%f't&?‘%molﬁ the iR el %mséﬁpéﬁ i"g{} %g%g@uﬁ%% t he
El R | ayoustrivdired QudlesafeuledSQEY usdsariteers edptiped andstofed withgwhe BPEE t Then
channel eyent.s. [0033] According to specifi¢ enmhodi nmen .pvention
event dat gfcsmsérHLtf gﬁé ec?FOCSStSﬁi@’SW ?‘SCL@\SB Bt gﬁr%?ft“é& 9%13% B%”(s)“\j/ ?@}6%{} E%Il i tional
det ai | abeibutdrer yebjects Withinhhd avehtigdep, Riskusttribstes forr ath event and/ot event @bt ed
parties and rel gt ed, account i nfornat.ion Lth,t ddit | i tion,
events cal'®) 68§ﬁ§ﬁ1? PG OF Pt HBVRNPSIg I %?mB%%FE%’8?%2@%%?#@%H%E?s
bui | di ng &doidnd] is adenibrdfsadigraPaditital Feanrea®EPF)event groups include, not only
associated s i ci.ous.activiti b al s0. pat i i counts and
D oducts. TrvD ettt ptisetsR S BAMERS LRl A3LH: BRan@BLOUN P, SFF
vi ew of t henacihindediigoarc g bneden prees ented toisk bighusghheats dssrtopic et
| g;?its' gaLt @gff é@ni%%)tlgggtl-xgggé‘glpilogelss b 112Gk el RELPEERSessd of StheRlisccRREL AL abl e
based upon one or more of the collected risk attributes. All of the risk attributes within an event

group are assessed by risk factor logic to determine risk factors associated with an event, a group
of events or a combination of associated objects (e.g., a party, and account or the like) under a
group of events. According to specific embodiments of the invention, each resulting risk factor
correlates with either a risk score or a risk action, Once all risk factors have been determined for
all objects within an event group, the risk scores are aggregated to result in an overall group risk
score and the risk actions are consolidated to result in overall risk actions for the event group.

The overall group risk score is compared to a case threshold to determine whether the event



mai nt ai ned under a risk profile, which includes, but is not limted to,

risk attribute definitions, risk attribute logics (i.e., instructions for
collecting risk attributes), risk factor definitions, risk factor |ogics
(i.e., instructions for determining risk factors based on risk attributes),

random sanpling paraneters and scopes, and case-determning risk score
thresholds. A Risk Profile User Interface (RPU ) is used to provide for
data entry as well as to ensure a high level of data quality and integrity
for production use. The RPU enforces manager review and proper audit
trails when pronoting the paraneters into production. A unique risk profile
identifier is assigned to every version of a risk profile. The risk profile
identifi egrolByhodR b8 p@nekd td tilchsen@sU | Th bdttidnetie bcaa!g@mbm;edretaysetsmopr ocess
to ensure tracea |I|t of the conflguratl an changes é’ Jg)kmet |vsek

at tri but e SEHMRIL 20T Prestsle adiopgarg Preddlerminef g5 e B PR OMBY bt FBUt es can
be any lnfg@wﬁm Rbre GiRkls @k dE mmhmmmbidbmmanyas&hé mmsmapl rsR actiohave
enforcemag qui r over nnent cpu | i shed wat c {; ?91 5 g r cases

i nvest i gat&e é‘é‘i"ﬁ Ife BT YROUBr e BAPLETER 1§ HOBPYAY PREFPRE Event groups or
the |ike. [dg36K at t Evaﬂtgﬁbubsﬂagb ﬁjrﬂhSr dnHéhet bRl formtied pOESe pdsapffoafonmmniesa(such
as Structured Lan, uag %1 B% H%r ameters cap %} edI aggtma red

wi thin théaSF{IﬁLtﬁ".ac ESHeG Ft“ ‘? crdred by the gpss ”5’1“6%681385 AT ng *eXéhti on on
wher e, V\h%b@i‘hﬁeﬂﬂgﬂ/pie%cﬂﬁbd et sthlyewnitlsis impleméntadtie a toe repoyt (0p) Bspisiowd t hi n

the event gra attri utes for an ev nd/.or At gr may be
col | ected Agﬂ‘f’ﬁ)}%ﬁﬁ'é R)Sbﬁ'a%l er%egﬂﬁ‘latﬁg I RERRVe Br"}@?’? g%tr'sgﬁgr%uéﬁgégreetﬁ%dat es,
for exanplese ailodfion adiavdighuitnt dle&s&nS&@Ib@ﬂmFﬁrb§llc®i“bsR¢hiletrlt@ﬂlbseﬁisgimeisl( SFPF) A

k f h
Lerror 11 ARG THRey FaLRRERD B 0o s B SRR R b b S T sk

attribut es thd bige rnbﬁalgerﬁaﬁtsﬁfen{ ﬂ@llﬁ,\/ebtﬁgaﬁ:rssfei firad rebi@giand fibng.nst ruct the core

h t det d based
pon:one BIRore. of 't HE"CBPYBATLT s DR ats FaUERe s A CgrpLHET P o

attri but 6§:du:sts Bd 'MoRBaseVesht @dsmpﬂﬂrp&)caes&eﬁs@ﬂolhwmn sikk :ﬁtacbbmrcoﬂ @yercantlo
determne ri ctors.associ at ed vmtha vent u ev or a
combi nat i &fF %ftoh@%’f}lnﬁ? gﬁf%ﬁ‘géna%’é’e pea Q;SIaarrf3 gplar bgss"é'g%gﬁr??enogmﬁ%e i ke)
under a ghﬁbtpoﬂefxc&\demteSaseﬁﬁmbmlan@bécomsma‘mpnnehimayelmtmmmse tofesitolbis not

i nvention, .each esult ng [ tor. correlates w.th el i sk score
or a1 ok USRI o ek el T daft P STl R b Pl B P

obj ect s W[GOBBIN an @ued, rgidotized khepled Bdy twcdee Somrtke @ygragatEgrdups, meﬁbul t in
an overall, group.risk.score and.the risk actigon ans o result
" over al el kPt NS RRR el Bt e BN AR Bl SRR AR E ek Cor o

i s conpar ed:dtemfoast@t&seal whitdis hoﬂmtg 4 modtevaetquneyMeRhelpmﬂ)h@mipé mtent goepsp

shoul d be nDte ddit.io ctlons
are asses g bralgf:%?srﬁa%eé ein?% e5% 1n%§feb eJI t|9|%§ grmiing rhhe cp?erﬁ\é% f’?ikfs}%cfelés%ﬁe(ﬁ
requiri ngtcccaseee the oneptsiatstrohdly hslaeclambmh gusmcxpusracswtmm Tieeaxsiomrsarepdeeeds
the case thr,esho vent grou i eened to
require c&¥ ebeﬂlrs%dr%f‘{%%gy tlf%eé‘¥eé’\g/)%’ﬁ¥hI%rfg]ﬁ%"elg%&es al%t‘)) es%lg “ﬁtﬁ{nﬁgaﬁ g%é&llogvel

[ 0036] EventiangelQupbif aseparfdkubingis reatetiched and formatted prior to case
pronotion w.thin a._case in f ecflcmfor i y the
case mna&dg‘ [t Sy%?te eﬁﬁlngltﬂtpg{&df? Flg Vel%w lpatdm is Spreserﬁ@% %f%g?:{tlsogﬁg g%gge
story, V\II"Ihstsb‘IssmSntlaﬁd)J:eeﬂ'ﬁmhﬁdon n ac@ﬂ%e mﬁbembocﬁmergs of t&up;pseoi ouBtigetAtvi ty
Report (S erate |n I rrative form | butes
col | ect edﬁﬁ@%ﬁgpﬁ% rc!)sr# e L G SRS AR & ’mft'at%ngt%%cél}&l%ﬁ %) i
simlar tofévansée ousm’bdlfmmaslhraatytaﬂdbmcttenahmhm B. slkthfeé"mtama reahmem’mdmtlmtmed
within th RPUI All enri e
managenen rﬂ?yat??c}rai“ﬁa&gg}s “Gatx ogﬁs ECOI%F i g%?/“gg’&‘?%% i g" b@ﬁnaﬁ@iﬁ [ 0037] The
event gr OﬁjﬂBtutdetﬁtThfeabﬂecttoﬂ chmabls trhg be asendl hr esdupd] dhamagls. Fer m;mplewntﬂm n the
process a roGe I datlen, risk
attri but e§8%q°1apln i %thonfﬁ O?hlms E{S tHgﬁeteJan %@P%?Snlﬁ?fﬁ%? Iflel g@%zeglﬁ)drt ﬁﬁlgt may be
repeated on a regular basis until the event group neets or exceeds the case
t hreshol d and beconmes a case or, in the event the case threshold is not
subsequently net or exceeded, the casejigs retired when reaching certain
criteria (such as age).



[ 0038] Further, random zed sanples may be taken fromthe non-case event
groups, with the size of the sanple being determ ned in advance inside the
RPUI , based on the sanple size needed for statistical validity during a
nodel validation cycle. Randomy sanpled event groups can be submtted as
cases, and these may be used to determne if the criteria and threshol ds
used to create the events are strongly associated with suspicious activity
reports. The random sanples can be used to identify the extent to which

fal se negatives are present within event detection channels, and if
scenario tuning is needed. [0039] Referring to FIG 1 a high level flow
diagramis presented of a nethod 10 for risk assessnent and case pronotion,
i n accor dafteowdylifunesag iyt Sorgdratt he@uiity egseants, fimvienltdcanntsAystdmsaok 20 t he
process of risk asses t and case pronotion is initiated. At block 30, a
pl ural i t ySwiemsgEfpel tPg“%F‘?Céa&frﬁﬂm?‘?'bm a plurality of detection channels. In
t he finangioad] r eal meoheced®rhbS aretshigepreati gairy obehérivisa $aotpbofg g any

ot her recgrded contacts/incidents wt he fin ial.institutign. The

det ecti on &wéﬁﬁ%ﬁge %r%é%é?tﬁﬁ?w%wméiit @r ngfg Sa‘F‘{n’éfi1 gr SiL—OO“Fn ae“?&arrpl e, in

t he fi nangésadibeld MsddtdiLit irQatiogndPId. BRERFS, aré henideiabotdrace thitgnovédes famayenisncl ude,
but are not, limt to, , anti-noney | aundering systens,, corpoy.at ecurity
systems, f4 tﬁefﬁ@%Cg’ﬁq’é?&%ﬂﬁrtagtyé)§g@%rﬁgdeé%ﬁo"s“s’g?@%sanﬁcfré} P éifte(g'({))gf 'Iilaél quf %anci al
instituti ampifOOEd]iTthe ecolk tiettre paacentvSthantecconiigedioe ot ddjusimaesttbd or

ot herw se igcor porated into Event Interface Records (EIRs) (not shown in
FIG 1). THEEPREHhi ch are shown and described in detail in relation to

FIG 3, ipdoed. , aretaptithaMgsckal, hasenfdands éhiabediryaleiedeisinkorlatengmt s to be
coll ected.from abgé ur al of di veﬁise.det ect |et(an ch nnellﬂédangugtpr new

it
dot eot | on 41BN TN & FEOCaRd RaHSHIREICT PATPGToRssR el

ROVt 6N process w t hout
r econf i guAadociatrd pirtiadjrusbeiend a@burthee e lphreiet 4nd Acqonus eseciatiOOMhAtveopt | onal
bl ock 40,

o ok 10 e 0 b I B TELSULLIR Tl raRlE o,
account . Assgaidieidthpavent. dateonl dasboes ahebe @echedid detemend ebtipahip ifeerand

fhe parti B0 accduhest sb M dlThe eno B BE eh i ool e B 2 et
t he event grohpiselefigdd bgt@ahabiasas rdimipndhe aanchedastcomten eamieyn eomsbaticamshi p
factors. or the like, Each event group includes multiple events and each event is consolidated into a
single event group. By consolidating events into event groups based on relationship factors, a
holistic approach to risk assessment and evaluation is realized. Consolidation of events into event
groups is an ongoing process as more and more events occur over time.

[0043] At block 60, risk attributes are collected for events within an event group. The
risk attributes are factual information associated with an event or an event group. Thus, the
factual information otherwise referred to herein as "objects", are associated with an event, data
related to an event or a combination of data related to more than one event within an event
group. The risk atiribute logic will be configured to define the risk attributes.

[0044] At block 70, risk factors are assessed or otherwise determined based on one and
typically a collection of risk attributes. Risk factor logic is configured to determine which risk
attributes or combination of risk attributes give rise to a risk factor. In specific embodiments,
each of the risk factors correlate to a risk score, which provides a qualitative indication of the
risk factor's worthiness to give rise or promote the event group associated with the risk factor to

the level of a risk case. Once a risk case is defined, further investigation is undertaken by case
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[ 0042] At bl ock 50, the events are consolidated into event groups, where
each event group is defined by one or nore relationship factors, such as
comon parties, commopn accounts or the |ike. Each event group includes
multiple events and each event is consolidated into a single event group.
By consolidating events into event groups based on relationship factors, a
hol i stic approach to risk assessnent and evaluation is realized.
Consol i dation of events into event groups i s an ongoi ng process as nore and
nore events occur over tinme. [0043] At block 60, risk attributes are
collected for events within an event group. The risk attributes are factual
informati on associated with an event or an event group. Thus, the factual

i nf or mat i amulyRishemeiligeordeicaniethe beudl ekleintpons byaly @eitsind/ariek Aswod dted with

an event, data rel ate n eve a. conbi nati of data related to nore
t han one &(F8hEOW ‘f’lﬂi’}hgegﬁ BEfEe g&iﬂ%ﬁe éc‘?rfss%soéia?e:aivﬂ{&‘teéeqts SHED it Tt e
confi gur egrotl@meﬁ)é zi'g%retglited tol delerraint & blbwiz&&e e{daﬁg«éiqmskb;lcm knd?i@at aggregata‘dact ors

ot herwi se det erm ned

are assess and t

col | ecti oﬁelbsl’correl"?ﬁ bg eoIPRAStRa Casﬁidgtl?mf‘&&g &’83%\8 Eef?%%r‘i%l%‘ff& d%}/egoaet er ni ne
whi ch ri SKsl@ésEd’claEHdtvﬂﬁ; aAlev @O B ahirois (B e\fehtsgﬁo@tﬁerelebuém ogfievigisd premottd a ri sk
factor. % nR@dlnent each the risk % ors corr%uate to a

ri sk scor&’ % 15 té%“tﬁ”& Serearis é“iCH%ﬂsc?éf’YeS B RS VY ERVP4Rt or !

wor t hi nesgefinad B¥ Whe ritk Bi€oOlogid) BMDIie: ke BMR Bt ggj’u(pllbpmgﬁﬁmmteﬁtt@ﬂie wast kevtlhe r i sk
factor to | evel i sk case. a t her

i nvesti ga{qogﬁ i's ur‘?‘(ﬁglof’léﬁ(é ﬁnwnggglégroglﬁgqﬁgffnspfgf}lotffig’ l“? ®E evel g ite]‘(rmna":i ne the
actual ri siichipasethe laytahmz be)janinsecamdlxm/restrgaﬁdm dfalat dasesis mmdtldmi te/\mm group

whi ch defln S tﬁ (% % of the risk scores associated with events

wi thin ana%V@ﬁt @W% § ﬁﬁ?p%@%§85¥egated to deternmine a cunul ative event
group ri skoogejor e aMMGImahnﬂg@d&@ﬁﬂﬂdwﬂmﬁbeﬁmﬂedmﬂybbﬂﬂcmﬁﬁmﬁﬁdmﬂ@ma

case- deternlnlﬂg thre

Sesoct at GEICLL B0 AHE: G B AR HE By BHP gl d5 BaReiBbsa or
ot her wi sehpw oarluedatd gre Lird i€ &&@Mgeﬂaethe pﬂomesadﬁké most ﬁo@/chamkumm,sl;“lcs pecific
2oL ONS. o oD MR EDGHE PSP Pl e Rlaler,
[0045] At Whaaeis d8@ thaoire elpamrﬁmenﬁtpugrfmunhamcdsem s¢hconddaby stoontahagorgse | evel ,
ol onal S bELTE T Sl 1508030 ™R B, BEC g4 TRY B0 gt Aoy on of the

various detection channels. Detection channels are interfaces to processes or busmess units that

detect events based on transaction data or experience data, shown at input 106, matching a

predefined pattern. Records associated with the event are generated and determined to meet pre-

determined risk-based criteria for further processing to determine if the event merits the

generation of a case for investigation. Although detection channels have varying data and record

formats within their own processing environments, the data being passed on to the event

processor, in accordance with an embodiment of the invention, is normally formatted as an EIR,

at block 108 of FIG. 2. According to specific embodiments, the EIR may be staged by the

detection channels and made available to the event processor. Additionally, embodiments of the

present invention provide for the EIR to be in one of the following file formats, although other

formats could be implemented: XML (eXtension Markup Language); comma or tab separated

values; or a flat file with delimiters in between distinct blocks of information. Details related to

the EIR will be discussed in reference to FIG. 3, infra.
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[0046]FIG 2 is a nore detailed flowhart of a nethod 100 for risk
assessnent and case pronotion; in accordance wth enbodi nents of the
present invention. FIG 2 also illustrates how various data are used in
carrying out the process. Like nost flowhart illustrations, FIG 2
illustrates nethod 100 as a plurality of process and/ or sub-process bl ocks
presented in sequence. Various data that are input and/or output fromthe
process are schematically shown as storage nedia. Process 100 begins at

bl ock 102. At bl ock 104, events are detected through one of various
detection channels. Detection channels are interfaces to processes or

busi ness units that detect events based on transaction data or experience
data, showosat i npgtill i &ingRRGI nqmadaﬂme@&g@ine@h m:r etnﬁbkﬂnenRﬁk:@;ﬁid& aassoci at ed
with the event are enerﬁﬁed and .determ

| (5:: ot Od msn 5 g e rn‘{eg
ri sk- basedog | Kerl dTeclon fapicheyentds Gessd Sy EBeifet éC}”ﬁ1 Hen ? ti€ event nmerits
the gener afehter.OA pam@asahé @é’tedt;ﬂ:\/ﬂﬁlhmg adenDin cop%dlhﬁug hveﬁietee@tl wwith aohilmnel s

have varying data and re or np heir o Ces
envir onrreﬁ‘ffsg:m “§RE aﬁgfd&“ é‘?r h?ﬁ%@éﬂ“?}w S]f‘eg % WS CLLIfE® WQP ¢ g% g’or%etel ign
accor dancgnhawhdl Qv@:ﬂre@cﬁfboﬂiuﬁlﬁlﬁﬁor@fnat dae vanenithiathe rerdan atdtainddomeghbetd as an

EIR, at bl ock 108 of FIG Accor ing.to s i.fic. the EIR may
be staged Sy ERE: Hargud! I%H‘eﬁlﬁeﬁ‘ﬁﬁf "é‘%ao Ffﬁapqgﬁéeqf‘ﬁ%l@% ellen{eﬂttes “Event
processor avafallé tridanavdiy, Ataﬁmmdlmmmmf istntudle, fores ent thatrvwawnt hasnageoowi de f or
the EIR to be n one of the follow.n | e ou her formats
coul d be FOHSPIIFEM BEPmSHOR: (P LPEAEITUN 59%43 efiﬁ&ﬁ?{?&b@f C“Sp"meg’a“’g&

separ at eddaadaste ds biotk B14{ & adterfnidagorls rladel@d tb mhtetemsaﬁenatkmtpwaemcm snssmgt bl ocks

of i nformat.i on. tails related to e scu sed i ference
to FIG 3MRskg.t ere[%sﬁ]f@fﬁﬂ}ad%#e&epSﬁ@ﬁfﬁ‘“%:l ‘cﬁﬁ‘ zdd ORI %%d“ aggi ng
and data eRfeGiimNdatd Adogenpline EaR, abblodki llslﬂmarAaadﬂtcemlete)eNenhammaflrooeseent is

ot oot | onOEHTGr MBSy e BTt T BH BOCHE Tasor e e Sbt her
syst em gepeleatgtvesenith fmﬁi’ng daﬁsa blemlsag@rdugh egtaahbalskmdlterfaw heqeiveindatar ecor d
back to the detect] r.ecor e._ori.gi nal al ues
o thi n e nEepERomay LoReECT Raran s S S Gare iRl Sl TR Ay ]
checks ar gudfuer fnahdmatt $Henncusser st.cham led @ gialé nﬁdthdagtsamedeems mltese rapchﬁai/fa/lemtabl e
and are valid. At in 2, an e for..even 0 not
have accoffﬁ?rgﬁg)ﬁgﬁlpug’gf‘ﬂi%i Aoyt ?‘gﬁcatlf"bs' eaP"tloce Shg%mdg}e?%'%‘ng%tsg el ement s
fromthe ausdnamhdrameadifissthatdabasmentAin thé BIRK atliildek 148,detrey are started onth¢ s made
as to whether a&% ter attenpts to |ocate missing information, there are
still mis&TAG RPN el enents in the EIR If the determination is nade that
there m sg]'()ng] dat a Pedcessa o s;olmdi foebldck R20,athets] coerks thithavaalnthaurekssimdaapl et e
b ovi des. BFAFSTS CTRE GRI-BIT oo "SR o LT AP a0y S b biER B, BLAEPSS

el enents tikhaugBtomegsapiit eddtionsgy, pamit rekafiackip amqu|lke¢a$ambgre¢mrmft s may be
added i f avaj ied r r ag aired
events quéif&™ afenasf'ﬁ‘éelyr%é%stte"é@%“ﬁfa?%ru& 1= é‘%‘rmfléeé hgggf ggl Oy‘E 1%9&?'&1"55'6 g#eg%s)yst em
detects th&ﬁeornmdndstedamem’mitrmleds for the purpose of including the

nodi fi cat | in t he det at| n %ge re are
no m ssi nEO%gglt a {ﬁ\?ﬁ%ggﬁ”ﬁh&e&"@ Ty COIEEIC{(?%E %‘10"}3‘9’\%8nt S %%Egstsl{l%]r?id in the
event dat aimselud[x@DMthlm&ﬂso j:ﬂﬁ)r qaseooeaen@t:bmstbllsugﬂ(wm@ listaeestem@vent s t hat
have all the .necessar r eferred
to herein ’8’5“8?83%%8@/%32}% @ﬁ fip Prg }egggﬁmw S“ kda?&';g'ﬂgﬁ&hﬂggg\%@gtlsgner
account reﬂtzﬂiutedlglbﬂ pzh:cbardlo,atenéiaamhemsthai pmansk attnéutleit ke to heogllestdd. Hreoussi ng of
events are e n group
may | ot ulierk eRngrata bl Ao e e LA R R B D00
bl ock 122 ]nt¢rfas (Rl i utlless arrﬂgmah«bmbbsts foraid tvmpi/ecmnd/os mﬁatﬁ@gpﬁmmn as

I nput s parameters and logic to vary the core processing logic as needed. The risk profile 126 or any
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128, including, but not limted to, prior case investigation statistics,

wat ch |ists, custoner experience data and the like. The risk profile 126
provides risk attribute definitions and risk attribute |ogics, which

i ndi cate what, where and how risk attributes are to be collected. The risk
profile 126 is maintained by the risk profile user interface (RPU) 130.
The Risk Profile User Interface (RPU ) 130 allows configuration analysts to
add, renove and/or update configuration paranmeters and logic to vary the
core processing logic as needed. The risk profile 126 or any portion of
the risk profile 126 may require review and/or approval for production use,
via enforcenent by the RPU 130. Once the risk profile 126 has been

approved, pbrioh & th@xﬁﬁ%fﬂﬁhﬁtr@ay&éﬁﬁﬁgﬁ/lé‘\&oﬁdﬁw bgeopabfol pldddtibn use, via

e

limted t@ora8yRAtubs@Mebatdh @U&hsmﬁ@p:{)&uctlmwunt | eveI and the I|ike. Based on
the | evel E re ass e the

sk ot £ RSbea ar &9 lis affoue e fnidenly T SpARRIN GG cont e

to deter MR af, ibGkndt &L RSy lnaasteditop@ema/em gmpaparm Jmams ieadsidnd thebberel ate the
risk fact%rs to rlskksfogores Th rofile 126 ri sk factor

es [t
def i ni 11 of8sed Al ejISHRIs PLRaEREA iy g B HarearasP iR B IGRbEe | X
attri but esollebied, at ©6¢H 124] MskdadtorSdgid ;aemnteanmetehemeamfabtamseahed bstkhesislore. The
i ndi vidual risk factors are ated suych th sent
i ncr ement &1TGyFeS BRDCICPY atf’ﬂ’étm%% 1OFS ' K% 0 | herfs é%"é@yﬁ% ProYEist lrﬁllstr)llsj es to
the |ikel fdmedefmﬁudnh@nmklﬂc&)rwgd h/ﬁicﬁwﬂmategﬂﬁlape meces skt atibmegs hiveesult| i ng of
a suspicious_ acti V|t ort an in stl 0051 I
det er mi nat] o f%“ma %at%ﬁ)éﬂ(ﬁg?‘ea %Wg ‘11”61 rbc’k% cpoésglé%%rggeﬁ%@tl #212 The
det er m nattie@ Ebpteﬁelb&&eﬁhxﬁﬂi\entdnprobabslky gaothe risinidctac ifippasent foontribives te\mnt group.
The aggregated score event sumed
and comaggﬂﬁP%th%%?@rT ?FAE%WSW&“?UBF’S?%%ME%%%EQn%?% g %gﬂgrég?i&n as to
whet her abgas@véstpatbiivesti gation is to be progranmmati cal I y gener at ed.

F th k 134 i stical | t
e o BT oupdtplset W aRcei e BER Rt B b B BRERR R 20

t hr es hol djwomhy. | THeRBttrhindtion idiRsdiam-tiadsd seve aid @nompfsr theévegt growpatlée as cases,
for the purpose  of t Q cre uired for tist] S l'i ng of
t he non- cA&&egalrd sroLe °§albﬁ'gv’1318gﬁt°ﬁ)}9 Sv‘?ﬁ ERBFSHIE @g.O%%ﬁg(ggﬁa&%%I ock
136, eventhr@holdfs thdyakpost b mmﬂgsemnem bytobyenepreonutefir hoesipsioo aste bk eveI are
enriched with additjonal or.mat | ve nf ormatiQ S¢

account s B‘r?éfaﬂﬂé?ﬁ%"d 3%%“8‘&%&”%%5% ﬁ%k gb(‘-:sq"'?‘t' i A m%ogh%gozle%%és& or mat t ed
accor di nggioapd (he, easEzroupt 6irfvhinh theemrfsbtor\sbme: I bebwapecisd uhcssm@d)o’a@ gesult
nanagenenm%st emrequire

.S.. The case. i.n erfac gg gdl ng to

Spoci T o EHBYB TN S o Ame T v otd P n e B BRS RERE PRIGA ' "2 Rougn
ot her f or matisednfaystgitieil sdnlptinp ef thepdrecmendveots xs)ﬁmldeﬁwgeﬂe(r[s)c p(dﬂ fcﬁés of t (r)
Cor porati f Redm)\;f Y\%Sshl noton hee oy 1§ ﬁi@ Lat ed
val ues; ﬂ?’lsg]t £i | S WRER eV E8yE t%et ag%u%se&ug{ﬂy%(g%ooc KS 6f or mati on
or the |i ke.enkchedséthatditighal mfurmktaunsznsmﬁnmmcgemcait@chcmms and vw,saqmay be
generatedfr risk attribute, risk factor vent. . i [ e l0n;cTe 1 ogic
requir ed fi%t 81@ ?%l't)e m\tuﬂved 458 glse 1s formatte accordmg o UG n{téﬁa% , whic

specific to case management system requirements. The case interface record, according to

specific embodiments, may be in one of the following file formats, although other formats may

generally be implemented: XML, Excel® (Microsoft® Corporation of Redmond, Washington)

spreadsheet; comima or tab separated values; a flat file with delimiters between distinet blocks of

information or the like. A case story, which is a system generated narrative, may be generated

from risk attribute, risk factor and event information. The logic required to generate the case
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story is provided by risk profile 126. At block 138, cases are allocated
based on predefined sets of paraneters and | ogic provided by the risk
profile 126. Case allocation is the assigning of a case to a specific team
of investigators. In sonme entities, certain investigation teans are
responsi bl e for handling specific types of cases. The paraneters and | ogic
take into consideration the avail able resources and current queue of

out standi ng cases. Additionally, the case assignnment |ogic of the system
takes into consideration the risk factors associated with the event or
groups of events and the staffing | evel of each investigation team

[ 0053] Finally, at block 140, cases are investigated and, at block 142,

p ][ OCﬁssdl&GryGi; prolided B @R@Soﬁle[ 2854} btk 133, ms&\ﬂrdﬁloeataxﬂammipcedeﬁmﬂeae nt gt ion
of the datg structur 200 o) vent E1R); .1 n.accordance
with erﬁ)oa{jl eéer%?" ?%C ‘ﬁfl"‘é‘g‘“éjﬂ{y tF ér?f‘?tﬂ%gﬁfﬁéseé r? arf'éghgta?s)ﬁ%‘f L3 shown i n
FIG 3 iscishe 28§pacﬂﬂ@.feﬁh1 lbayottigdtdratin b@neg@iiaed cbrtaindnumlg\aemstedmstane al |

det ecti on _chan vents. The DR ipncludes an whi ch
ol udes RN Edod kR el Rerer a5 PRuSE BRI f PR ety
scenari o thdedilable @¢sourds aitlClirenemeiie &Ioﬁtsaamn@easunmﬂdelbryaliydemasé| ed by either

the source s i.dentifier, the source reco ntifie enari o
i dentifiefS*& %’i‘?&mg}?ﬁﬁ %fgﬁesiyét?@m]ﬁe%@ﬁt Of‘ﬁmgermt]og%}eﬁgk iR Suaésock:?{eeﬁt |lﬁhltg|e ev%;_%t t he
system fr ommdrps@he\&:mmmthasteffm@lelvelaifezcth 1Malg;ammezen record identifier serves

to identi | L det ect, h h
sgelna(rainoI I%éﬂtnl ?l :lrF”]a y’ﬁt @ U’ﬁ ﬁageéﬁfe"lﬁ\%gtﬂc&eg ﬁgﬁagﬁl&r}tﬁz ée/c\?:gesﬁl{%pgogessor

for each gp@ragnde qualified by the associated detection channel. The

activity , rec date and lert descri 0 f ot her
char act er % i'c dat ?Iét g?‘@?ﬂ‘d? ASPRRa 5\}5‘?{?Seﬂt§édle$tt dr(%@r 5”5‘{{6 dF hou‘ftd not be
const r ued s faké Hbdord@JR)Th&caEd!anw ith elanscehm@ftsi cefctte@resh& ndatltB:(nS JTheEIR #rta event ,

the received date re event was ed and
O G AR e e R i A R
r ef er ri ngchagndfe@nts3, ThagHotcatedn bvﬁnohamamlreumd EOaWhlalchelddets@ sbivee bYW t h t he

three conb structu ystem L.dent i er
record i dbdﬁ?t%delr e@r‘q’g%‘ﬁﬁr e§ud r‘n‘% l%e(r f“bdg n%cel?a\l”é) r’%n%/\ﬁ SEUPEY i(:i I  danE ?lﬁijﬁeg'ﬁ
event ass memsﬁeedby\e/ltlﬁdﬂ tﬂeheurb@@ab:d 1de'ﬁhﬁera1$s e ir c&tr@:ﬁbrd 1dérm=|f'1ma¢rltmccm3ﬁo i ncl ude,

but is not .6 [.ansa 230,
event fi efdﬁntf*fjgéoﬁﬁgmﬁgﬁfy %@ﬁ’f}&ﬁ?és%h? %%%ued ‘%E OfE S\?%“?\Emﬁfrhri at %f?r ecor ds
260. | n addicblicordt Bhd MICEWCGI@ 1dﬂnrrﬁerrwdeskteyd@tifywctalstrte\sthzrdb@dmmutm thiangel 220

i ncl udes one or ditional N GARE vent ,
seh a2 S0t S PRE T hiEo [Bp R AR Glon M R AR F N el D
records 2agh ismhmdqalahﬂei‘ﬂy thwamammd@tecmamecmanﬂfei &hd m)ivigndhte oreeivédodatd ang
transacti an i,nf or.nmation as o te t | rds 240
i ncl ude t ?1 8rt ]desgl 1;&1% 51 rﬁsexamg fl %’Ier giarac ens’nc c?atal SYO%Q& in tl% %Eﬁt hEAdE:r rg&)(;? Qggt a

el enent s asishoildhetthewbtishrutds mtmm@;t’fﬁe @@tdfamiaté r@klctbshetdbte(s})dzﬁtwventyﬁie and

obj ect | denti f t%e%reﬁ\écgsqhe (%attehtﬁe gv\éep tas ¢ S /1ece L&CRE 8?11 g%@riﬂt ﬁlr event
item i dentS¥1Er I den I"er or foreign ent| ier,
(e.g. dri ﬂespdcnfmmﬁs‘e ememrber passport nunber or the i ke) and an account

I dentifi e %élggéfnl% Cﬁ@% Isglofcpageqatgflogn tlglz%%ﬁ c@l&?g tM\é l%,llﬁ \Liﬂﬁhgve”t .

Nar r at i ve re ords PR aide an rdentifier, sequence
nunber anthrdeicombinedvéevuctntes(ile, g:elmesydem uﬁmﬂﬁ@&oume raed adanv‘éerfaotﬁ ppenario

[0056] Ref Glofd i) WifeteFe 18'icBnelh Y LR GUBMLEPRich The IEBILCHRY aRbcifled | SK Profile

pronoti on
information may include, but is not limited to, document links 220, event transaction records

230, event field records 240, event item records 250 and event narrative records 260. In
addition to the three combined key structures, document link 220 includes one or more links to

additional document concerning the event, such as a screen shot of a web search or the like.
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I't.process; in accordance with an enbodi nent of the present invention. A
risk profile is "pronoted when the risk profile is noved froma

wor k-i n-progress stage to a production use stage. Wth a | arge nunber of

hi ghly configurable paraneters and logics, it is necessary to maintain
integrity anong paraneters and | ogics. For exanple, risk factor logic is
dependent upon defining risk attribute(s). Simlarly, the risk attribute

| ogic must be properly functioning in order for risk attributes to result.
Ri sk profile represents a highly integrated set of configurations,
including risk attributes, risk factors, risk factor logic, risk attribute
| ogi c, case story |ogic, team assignnent |ogic, statistical sanpling

non- case evaltraghdidp rdaazrdamlecrlsdel ceas &at?sh&t&ﬁh&!ndﬁ@@}jaﬁdhenthbdtﬁg tdamdi:txdndugl
conponents .are overal L. confi.gurati .and r.e e review, an
pronot i on Iﬁ%"”‘&“%ﬂffc’é afeg“"ﬁft et"e’&h%fﬁed’é elfi P! S%%W%F 6‘?63#«@"‘%‘[“66@]” Lock 310
of FIG 4af@pmesienihns vauymik of dutiilaghesssociart ngh tiatobjents (Jﬁemlﬁsd(bpuheh |l e. Risk
attributes defjned an ased on the define utes, the risk
2L Lr T but oorB Fee TS AP PP sl Tt BE bt G e B emt g t he
pr onot i on;deaﬂiﬁeﬁkeph$hmdéaitnﬁ€de7829foragrQMt@ﬁdmﬂﬁ¢rJ (ea. casze;rﬂmdsseaasmber whet her the

configuration set- ror free. I, t nd inte checks are
perfornedp?sépoéﬂg‘ﬂ}bé N&th Wé‘déﬁﬁcfmﬁfﬁqgf l%%gg%fn%%iqggccé)}l Irltolgfro rz}eﬁé) If the
conf i gur akisodiateeitiifhe beent @iativaechds@6b endinle hnidige ryperdject idantificocess

returns to block 310 for further. rck-ig]-gro%{eﬁsn aEr,tci)c Orsn% ng to correct the
errors. | FeUFEe YRS § A RV P S SR TN S 6 Ve "E ror free, at

bl ock 330{00&6}un| qURetetriito RIG.St Bfsy dingdmBoO0 tshiepitied kf qonsdafptdf“ee ;anuiotldne risk
profile is rom)tedthe roduc n ve N bl forced
by the' R BESPSOR Fearpisge it s e Bt abe Pt I Bich nar s B T5dr miefare

al | owed t ehpr thasitieprofile ishekd pomfavek-infiregiass sgige tord [geduptiofusk etageer\mtlom nunber
is aSS|gndand att resulting. ri.sk. attributes

gener at ed FEr R %3%@5‘;8”%”@&%%‘?%%5 1“85%%‘% e mam@ t}t‘%or?p version
of the ri Srlnm’ﬁg‘;ﬁfarde&,rs il dogticsi For bkaagke, BléiOfactroepgessedtpaadpmmdmcdafmmgvek si ons of

the risk tributes, the ris ribut e e.ris gi ¢ and

the |ike. @ i&b!%ﬁlj.r_-ﬁ]é!ialg/, ﬁ'ng I‘lék%tr @)&l{? I%ﬁl%rganr?]e Bére;[fl?mctiom]ng in oxﬁér%r r&sgoo and

oper at i ngambn'tdsmmmﬂﬁ Rfu(dkrpmﬂ‘r@}eem?am atgghty sdkcgaﬁesles@femtﬁgamdortsa@elu{hn@rmt i on,

i n accordanc i_ment.s_of t.he. ent, i.-nv n processor

devi ce 435“1 a:tm mﬁ%l“etf S B fgﬁtc&f 1051 8 ctgiop%tl?%c N3V Siog) ORI ?%E:h ng a

2 Ei gpte_ssor aaafgdmsmpqsgixr tuamgxcajlsarnphdmgmyn{me exac gﬂb@ pahlanaepp m@q@&i&rastheldl and theug tions.
itiona rocessor e rage nmedi um

232 thae 1 JafivRgH s BRREERE RS PEEKLRR Gt SPBRPLRR s SR IeShE5A83 1o

conducti ngrohheom&raewlmlﬂoeﬁ&eshangesttb]élepﬁkswlﬁte i nvent| on. In addition, the

st orage i m 432 d.to sto 2vent . ase 118,

cont 1 ur antB dat abEsST0H B T M NS s Bb R AR

confi gur eﬁisktattsﬁnmevsaied&ﬁaedraaq,thas@cbnfthﬂde;ﬁncrbnwsattnb};tea whc Feldatmuie degiomdr

account data ri,o, nyest .90 81 cust oner

experi encg1 ('j%sli'f ?fl COLHS defrn(?gl ;ﬁélc(:)f 1%O\g;e ymggtm %ea&gra@t%n[%@gcg{’ﬁﬁ 3fzg‘?aer ring to

FIG 5, eﬁeemhmnyn aiaah&ietas mwlmhanmelcmf@&tmmﬂt-uple ewebfree Dagr@ialitappd i cat i on

servers an | £ES, her client

server appq(?egm 1p checks Gte d)}[é\ﬁormed 10 é/nsufx% tha%ﬁlg C}fgélga?[f)% érfgﬁ%%%;‘%ﬁ% il’f(fgl% n

addi tion, ccdfﬁ@mtatwmt amardetednsnaﬁ]tabmludﬂwmdehwwwdcﬁiamimm ok WOt gured for

manual ent.r erworEvent

in-progress processing to correct the errors. If the configuration set-up is
determined to be error free, at block 330, a unique version is assigned to the risk profile and the
risk profile is promoted the production version, shown in block 340. As enforced by the Risk
Profile User Interface (RPUI), only authorized personnel are allowed to promote the risk profile.

The unique risk profile version number is assigned and attached to all resulting risk attributes
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[ 0060] Wor kstation 450 is configured for inconplete event review An event
anal yst that specializes in repairing inconplete event interfaces with

wor kst ation 450. Wbrk station 460 is configured to execute the Risk Profile
User Interface (RPU ). A configuration analyst that specializes in
configuring all paraneters and |logics interfaces with workstation 460.

[ 0061] The processor 430 additionally includes EIR staging area 436 that
recei ves event data from detection channels 410 and fornmats event record
for the detected events. In addition, processor 430 includes case interface
records 438 that are comruni cated to case nmanagenent system 440.

[ 0062] Thus, enbodi nents previously described provide for event processing
for det ectidctos g&usqm'ddbxahsmfrbd%anﬁiealnimtaiceabtiiyy Thtﬂprsﬂl&dblf ire{rsimf ofitleaniskal

events can ceivin al i.t tection
channel s. p‘iﬁgf e&oga '%@8%%0’6{1‘;@655&%?%&“3% IverS’% @6‘% rc?ra(tt%é %ers % grw se

gr ouped batﬁﬂﬂtedaglc,@}mmnfzroeiraignmsmeplkéactors such as rel ated accounts,
related p .es or el Factual data ass9 ks,
referred ﬁ@%ﬁer ein FEQ' E’E)Cléfhtaglfuﬁl epigtionofag %SI Y a(‘:]d %etcriﬂm%’gﬁw %glt ors are
assessed bﬂ&ﬁﬂemmtmgasloarssm@t aid ctmq)rasmalma:hracqohiancesmth‘lané)odmktst)amt ors are
subsequent | sed to determne an_ey, I sho vat ed to
the case Pfégeé‘fj'“f/%?“"f‘ ug R OTRTE Wcﬁa? 55 ™ ea(r:riefolg':J ‘?Jai} COHIrpqug ?J score
nmay be comphdiad atpﬁ)cassdiﬂ'alhéstl]mbidng)mrcsmgabiaxe@uﬂeﬁl&lapmpnlmr&stmt:tlmrrbl natl ons or
ri Sk. act g@gidgréaﬁyhegF%Iphochgorf \\f/lg{] ‘{?anﬁuc{%s a%x s?o&;(a: %Sﬁ?ed %V%b tth 9& c%ﬁ% -Ui]e%

term nol o e purp ing particu

enbodi mentest@atymmuna prc@anqimdmtc@ﬂdew ftoocdmdudtmgﬂimcwg pufcestsbae)fnhmwmton As

used herein, .the si ra e t to include

the pluraf” iR ag[}&@? ?he Stor{fgé?éedf%@go’?\ On% ure‘ii B re‘?al ';‘C@agg‘%%gt her wi se.

I t will beatftasd h@[cdﬂﬁﬂ&ﬁt%@l@ﬂbdsh&lé atnklehetléclerr@thecsmpga meha'47é)nd¢qmrﬁgured to
CoerI’I SI agx;j‘rdgg rec&nyg&%@r pr8f)eé?1 mc 1en(£:c,!I Llstgﬁal'grlagpdunt facll Eélprltopﬁwgg’fc gﬁ%ﬂce of

stated fe i ons, enents, onen but do not
precl ude Ethlﬁtlps;%’ehd}aaﬁd! cmnbﬁete@nn@ifce daie sbwwmamﬂlectmelheardaftzeb?tSur es, steps,

oper ati Onf/aé},sg]l enemS 1] reTORR t%elﬂbs S’ 2%1%@91"}.&19%8% h%n,lﬂglr gfﬁc V\}négéje% \}véboéag)e sy

conparati quant iPtafi Ve ¢ erns
" great er " appdiceionh néresrelad tholilenebinipassg bt iked ﬁmmmm seo\faceeqmlaflr chgnt Setl"‘l’ﬂ!ls "l ess”

Clag s geflﬂagpoﬁicagson% fhen{e 1’%12?1;} ﬁ-arrrlle app%cas&ol;lé SRS 1R ?dEﬁ? C&kecﬁ&p&?{nneﬂ%l 0 ﬂla?o

include workstatlon 420 configured for manual entry of events.

[0060] Workstation 450 is configured for incomplete event review. An event analyst that
specializes in repairing incomplete event interfaces with workstation 450. Work station 460 is
configured to execute the Risk Profile User Interface (RPUI). A configuration analyst that
specializes in configuring all parameters and logics interfaces with workstation 460.

[0061] The processor 430 additionally includes EIR staging area 436 that receives event
data from detection channels 410 and formats event record for the detected events. In addition,
processor 430 includes case interface records 438 that are communicated to case management
system 440,

[0062] Thus, embodiments previously described provide for event processing for
detection of suspicious financial activity. In specific, financial events can be detected by
receiving data from a plurality of detection channels. Detected events are subsequently
consolidated or otherwise grouped based on common relationship factors, such as related

accounts, related parties or the like. Factual data associated with the events, referred to herein as
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[ 0064] Al t hough specific enbodi nents have been illustrated and descri bed
herein, those of ordinary skill in the art appreciate that any arrangenent
which is calculated to achieve the sane purpose nay be substituted for the
speci fic enbodi nents shown and that the invention has other applications in
ot her environnents. This application is intended to cover any adaptations
or variations of the present invention. The following clains are in no way
intended to limt the scope of the invention to the specific enbodi nents
descri bed herein. CLAIMS 1. Anethod for risk assessnent of
financial events, the nmethod conprising: receiving, via a
conputi ng device processor, financial event data froma plurality of event
det ecti onnﬂhaﬂmﬂetbssis cohetediand tidketadibro arabsabsebaat odai ar poewf desisk or  det ecti on
of a plurali ncial e qﬁ

conput i ng tH ?lé B! Eg Kogyare %ﬁ{f'se@\l)@ﬁ'ty ugdn AR % of" e[v%%pciuﬁ u%{y of

fi nanci al elewmttStheMbeﬂ@b rfoﬁfaﬁiibrﬁimeﬁtga@mol$|ped1ﬁcaﬂgfalmbﬁictmysc@t‘e she_,al&t one
commnrelatlo |aaco t|n devi ce

O oas or conpeBa Beds 58 B speifc ik artion e ety B il Ry RS e T

associ at edvewgrbllpabtie&aﬁztiemhe of the financial events or one of the event
gr oups; det er m ni n device processor, a

pluralityl®8P3isk frg?:tteg?lgo ?@’rusg‘{/]é%?g S\%Orttﬁ{’rﬁur%??e ven"fr1bln lﬁ"bn,cumher ei n each
ri sk factenbidimdnasety @4 iweinahdedn ee tinstlgaf te itverttes; Aalud:d herein, the
determnin

group to %{g%”altv Ié(?rpg\‘/% i I’% tglécgq%%%%/ellfgt%?%g EC g("i‘?eotp &P \A@’sas %([:?“a l\rNQI% StSt egne\?\éﬁ'? t

gr oup. context clearly indicates otherwise. It will be further understood that the terms “comprises”
and/or “comprising,” when used in this specification, specify the presence of stated features,
steps, operations, elements, and/or components, but do not preclude the presence or addition of
one or more other features, steps, operations, elements, components, and/or groups thereof.
Additionally, comparative, quantitative terms such as “above”, “below”, “less”, “greater”, are
intended to encompass the concept of equality, thus, “less” can mean not only “less” in the
strictest mathematical sense, but also, “less than or equal to
[0064] Although specific embodiments have been illustrated and described herein, those
of ordinary skill in the art appreciate that any arrangement which is calculated to achieve the
same purpose may be substituted for the specific embodiments shown and that the invention has
other applications in other environments. This application is intended to cover any adaptations

or variations of the present invention. The following claims are in no way intended to limit the

scope of the invention to the specific embodiments described herein.
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2. The nethod of claim11, wherein receiving financial event data further
conprises receiving, via the conputing device processor, the financial
event data froma plurality of event detection channels, wherein the event
detection channels are internal and external event detection channels.
3. The method of claim1, further conprising receiving, via a conputing
devi ce processor, the financial event data into an event interface record,
wherein the event interface record is configured to allow for financial
event data to be received fromthe plurality of detection channels.
4. The method of claiml, further conprising enriching, via a conmputing
devi ce processor, the financial event data with one or nore relationship
factors prior to determ ning the evegtAgvi®up for each of the plurality of
financial events. 5. The method of claim4, wherein enriching
further conprises enriching, via the conputing device processor, the
financi al event, dataamwhdd¥ot ik aeResn@ht sfdhenciat bahisohs hiethod astpekimg: wherein t he
rel ati onship factors include one .or,nore of rebatedl aQtiGZ or ﬁelﬁted
accounts. 6 TR Bt REE R P fAT PR e ‘éai“ﬁ‘aaﬁgff"brdﬁ%a i°Rd Bl ® évent
group f ur bheenteepidnsesmneletveterdimihe gnariabevienelanenpitdes fig deteatioa ef pploaégsor ,
t he event Loup for each of the plurality of financial events, wherein each
event groﬁ%’??‘@é??ﬁ%d by at | east one conmon rel ationship factor, wherein
t he common rel ati odstinfiniigGiaad coimpuinpadeoice prdsmfanrcedmapmdp &eeadnif tter r el at ed
arty. . [...The.method of .clajm 1. wherei term ni ng whether to
P orot o« RUDSEARRAE 00 vitee st Tt gPo e Sy BT Lo Hheh
assi gni ngrelatioaship fa@sput i ng device, a risk score for each of the risk
factors associated with the event. group; aggr.e I NQ... Vi C utin
devi ce, the riok sESrader s s SuuEng iR Prvent gritin g Sl AR 0o,
Vi a a conpauthirisigatddvicdeasprcaesatrat lchhieneyfahd fiigndsipveitsd oae of e te@na
predet erm ned case threshol d; and pronoting, via a conputing device
processor & FPe event group to the case level if the event group risk score
nmeets or exceeds t deeedsieg, tvireshplitdng device processor, a plurality of risk factors for

events within an event group, wherein each risk factor is based on one or more risk attributes;
and
determining, via a computing device processor, whether to promote an event

group to a case level based on the risk factors associated with the event group.

2. The method of claim 1, wherein receiving financial event data further comprises
receiving, via the computing device processor, the financial event data from a plurality of event
detection channels, wherein the event detection channels are internal and external event detection

channels.

3. The method of claim 1, further comprising receiving, via a computing device
processor, the financial event data into an event interface record, wherein the event interface
record is configured to allow for financial event data to be received from the plurality of

detection channels.
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8. The method of claim1, further conprising validating, via a conputing
devi ce processor, event defining criteria by random sanpling of event
groups that have not yet been pronoted to the case |evel. 9. The

met hod of claim 1, further conprising generating, via a conputing device
processor, a case narrative associated wwth a case for inclusion in a
suspicious activity report, wherein the case narrative is automatically
generated based on the associated financial event data, risk attributes and
risk factors. 10. An apparatus for risk assessnment of financial events, the
apparatus conprising: a conputing device including a nenory and a
processor; and a financial event risk assessnent nodule stored in the
maln})r y, executabl ety mf%ihed @Hdgﬁﬁssﬁmf]fmﬂmb?ﬁrthiagng, via a compatingeleeind dat a

col lection routine_.confjgured to collect financi event data f.rom.a

o ur a1 ¢y PP TP Bl e or & TEa HEDBTE P AL o S bised on
the finaneval giowefl cddRbithe plurality of financial events,

5. The method of claim 4, wherein enriching further comprises enriching, via the
computing device processor, the financial event data with the one or more relationship factors,

-wherein the relationship factors include one or more of related parties or related accounts.

6. The method of claim 1, wherein determining an event group further comprises

determining, via the computing device processor, the event group for each of the plurality of

R R

financial events, wherein each event group is defined by at least one common relationship factor,

wherein the common relationship factor is one or more of related account or related party.

7. The method of claim 1, wherein determining whether to promote the event group
to the case level further comprises:

assigning, via a computing device, a risk score for each of the risk factors associated with

the event group;
aggregating, via a computing device, the risk scores to result in an event group risk score;
comparing, via a computing device processor, the event group risk score to a
predetermined case threshold; and
promoting, via a computing device processor, the event group to the case level if the

event group risk score meets or exceeds the case threshold.
8. The method of claim 1, further comprising validating, via a computing device
processor, event defining criteria by random sampling of event groups that have not yet been

promoted to the case level.

9. The method of claim 1, further comprising generating, via a computing device

processor, a case narrative associated with a case for inclusion in a suspicious activity report,
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an event consolidation routine configured to group each of the plurality of
financial events into an event group, wherein each event group is defined
by at |east one conmon rel ationship factor, arisk attribute
collection routine configured to collect a plurality risk attributes,
wherein each risk attribute is associated with at |east one of the
financial events or one of the event groups; a risk factor
determ nation routine configured to determne a plurality of risk factors
for events within an event group, wherein each risk factor is based on one
or nore risk attributes; and a case pronotion routine configured to
determ ne whether to pronote an event group to a case |level based on the
ri sk fact %Sreﬁ&ﬁ@@kﬁiaﬁdtiw it futdreicalsaRhergedbysed dnl thd hsocyppidinataid eodnt cl ai m 10,
wherein tge ev?t(tTjr oI Ifegtlon routine is further configured to collect
fi nanci al 1 esf"? ‘ilﬁkt?l 'Blurality of event detection channels,
wherein the event detection channels are internal and external event
det ecti on chanpgel s rat us o erein nci al
event risk ass@Ssn@ﬁap% | é’PF%‘ratsﬁesfneg f(ijlrnl‘mécéasl events%%ﬁ}fparaﬁs éfj‘sq} Fecord
routi ne confi gaﬂ@utnngdeemetmmdmgenfemoa,rmdalprce:vemt adhta into an event
interface recor ce record IS nflygtﬁgedto al | ow
e

for financial &V ﬂeaﬁ‘\f%c%‘frg"tglba%%s{?%'é[elf)g/"g%ﬁ rrc(g)t}?fE “‘“‘Pra’r e{(lwf tection

channel s. processor and h3ludihpe appar atus of claim 10, wher ein the financi al

event risk assessnent further co vent, dat richment
routine configured 3P8veelﬁ¢jaitt f%lgnf?uﬁﬁ%%qna m8vté)r§"tc’ ﬁle tfnanma'teilfgrg%%tggrro M re

rel ati onshi p fEetbys prehotetetidonddierriand dgect NeaneMbeventg baeporf the ﬁwcﬂai of the
plurality of fév@n %%@a,al events.

an event consolidation routine configured to group each of the plurality of
financial events into an event group, wherein each event group is defined by at least one
common relationship factor,

a risk attribute collection routine configured to collect a plurality risk attributes,
wherein each risk attribute is associated with at least one of the financial events or one of
the event groups;

a risk factor determination routine configured to determine a plurality of risk
factors for events within an event group, wherein each risk factor is based on one or more
risk attributes; and

a case promotion routine configured to determine whether to promote an event

group to a case level based on the risk factors associated with the event group.

11.  The apparatus of claim 10, wherein the event data collection routine is further
configured to collect financial event data from the plurality of event detection channels, wherein

the event detection channels are internal and external event detection channels.

12, The apparatus of claim 10, wherein the financial event risk assessment module
further comprises an event interface record routine configured to receive the financial event data
into an event interface record, wherein the event interface record is configured to allow for

financial event data to be received from the plurality of detection channels.
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14. The apparatus of claim 13, wherein the event data enrichnent routine is
further configured to enrich the financial event data with the one or nore
rel ati onship factors, wherein the relationship factors include one or nore
of related parties or related accounts. 15. The apparatus of claim
10, wherein the event consolidation routine is further configured to group
each of the plurality of financial events into an event group, wherein each
event group is defined by at | east one common relationship factor, wherein
the common rel ationship factor is one or nore of related account or rel ated
party. 16. The apparatus of claim 10, wherein the case pronotion
routine further conprises: a risk score subroutine configured to assign a
risk score for each of the risk factors associated mﬁth t he event group;
a risk score aggregator S| tin nf.i gur a k scores
toresult in a geve ?a%? ?%gﬁlscgr%mn%1f%mnma “f r%%%ﬁ%gmg%%barlson
subr out i néurthendotrgtiseadn b&ncdnmrmmdneroeummn@gxmeqdo lenr$dh tiscforaacidlgvant data
redeterm ned case thr nd te th case | eve
Pt he o onf 85t MRS o P il B Bl EEEHR il by &
17. The apmaﬂmymﬂﬁnmﬁnﬂkﬁmnm 10, wherein the financial event risk assessnent
nodul e further conprises an event validation routine configured to validate
event-defining criteria by random sanpling of event groups that have not
yet been pronotéed ﬂbehﬁmmﬂa&édhhv@lwhwdnﬂwev@&dﬁihmkap@anaumsEdﬁﬂmrain110
Wher el nt he ff&me ?océn?ich %V?'nanmall evlé tadsa%e“%gﬂﬁnénen?gn%lreerefay(gnsngI%ac%:o?mh%r%ﬁs a case
narrative"- g P oGt e con rate a case narrative
aSSOC|atedwmmmhmanpaﬁenmmrmkmméumn@ﬂoﬁmmwd$63ms@u@h@dammuM&ty report,
wherein the case narrative is automatically generated based on the
associ ated financial event data, risk attributes and risk factors.
19. A conput erl3pr odhanperaodwt tlaipofpwhekinghe event consolidation routine is further

configured to group each of the plurality of financial events into an event group, wherein each
event group is defined by at least one common relationship factor, wherein the common

relationship factor is one or more of related account or related party.

16.  The apparatus of claim 10, wherein the case promotion routine further comprises:
a risk score subroutine configured to assign a risk score for each of the risk factors

associated with the event group;

a risk score aggregator subroutine configured to aggregate the risk scores to result in an
event group risk score;

a case threshold comparison subroutine configured to compare the event group risk score
to a predetermined case threshold and promote the event group to the case level if the event

group risk score meets or exceeds the case threshold.

17.  The apparatus of claim 10, wherein the financial event risk assessment module
further comprises an event validation routine configured to validate event-defining criteria by

random sampling of event groups that have not yet been promoted to the case level.

18.  The apparatus of claim 10, wherein the financial event risk assessment module

further comprises a case narrative generating routine configured to generate a case narrative
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a non-transitory conputer-readabl e medi um conpri si ng: a first set of
codes for causing a conputer to receive financial event data froma
plurality of event detection channels, wherein the financial event data
provi des for detection of a plurality of financial events; a second
set of codes for causing a conputer to determ ne an event group for each of
the plurality of financial events, wherein each event group is defined by
at | east one comon rel ationship factor; a third set of codes for
causing a conputer to receive a plurality of risk attributes, wherein each
risk attribute is associated wth at |east one of the financial events or
one of the event groups; a fourth set of codes for causing a

conput er tsodatewith measafoplinehaion trya ofpitibslectdgtrepost, fbereie ierhs mairdthve s an
e T RN RTINS SRR R T A T
deter m nefatvet her to pronote an event group to a case |l evel based on the
risk factors associated with the event group. 20. The conputer
program product of claim 19, wherein the first set of codes is further
configured to Bause\ tdnpucopputaerpréducreogiisiez:t he financial event data froma
plurality of eventagsg?%ghgn{%ha &g%gabﬁg%ﬁ%knmthgﬁgvent detection channels
are internal and eXternal event detectron channers. & 21. The conputer
program product of cl ai afitBset dlotidsdor cvuriprd ®inpgteatoseceivh fisatciabévesioies f or

causing a conputer ({9 r ﬁgrgiit\)//%f Ev@:ﬁt Je&e@ﬁ@ncéhgrlneﬁy&ﬁ]etreig HeFinbiia? R BYSNT
interface record,

provides for detection of a plurality of financial events;

a second set of codes for causing a computer to determine an event group
for each of the plurality of financial events, wherein each event group is defined
by at feast one common relationship factor;

a third set of codes for causing a computer to receive a plurality of risk
attributes, wherein each risk attribute is associated with at least one of the
financial events or one of the event groups;

a fourth set of codes for causing a computer to determine a plurality of risk
factors for events within an event group, wherein each risk factor is based on one
or more risk attributes; and

a fifth set of codes for causing a computer to determine whether to
promote an event group to a case level based on the risk factors associated with

the event group.

20.  The computer program product of claim 19, wherein the first set of codes is
further configured to cause the computer to receive the financial event data from a plurality of
event detection channels, wherein the event detection channels are internal and external event

detection channels,

21. The computer program product of claim 19, further comprising a sixth set of

codes for causing a computer to receive the financial event data into an event interface record,
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wherein the event interface record is configured to allow for financi al
event data to be received fromthe plurality of detection channels.

22. The conputer program product of claim 19, further conprising a sixth
set of codes for causing a conputer to enrich the financial event data with
one or nore relationship factors prior to determning the event group for
each of the plurality of financial events. 23. The conputer program
product of claim 22, wherein the sixth set of codes is further configured
to cause the conputer to enrich the financial event data with the one or
nore rel ationship factors, wherein the relationship factors include one or
nore of related parties or related accounts. 24. The conputer

pr ogr am pmbedttheodvelimérfacd Bcondercatigurédre abee ndingetal ofenicdadas be scéivadt her
confi gur e?‘ t g, cause tpgt Pn\g yter to determine the event group for each of
the pl ur al PEYOHURT ShESFORTEIMY wherei n each event group is defined by
at | east one common rel ationship factor wherein the common rel ationship
factor is one gr e of eI ated acco or I 25. The
o s oe B0 T P abeh PCER LB AP B g sy ser 2 T
further confes gmm&dmgacmaplsetct hfmcbdmﬁ"mmemibcena‘w \gnth @erwsiormbnae\Shlpr each of
the risk ];’a%%rs rlOt‘%Sd% ermmm eevng'Eorﬂfefc%\égc%tof lleFI)' it m%gggl evlinqe risk scores
to result 1N an event grogp ri sk s Fe R even group risk score
to a predeterm ned case threshold and prormte the event group to the case

| evel if the ent -group. risk scor C h hreshol d.

26. The corrpu'?ér prngrérp Utergﬁ’ém{“ o} du(? %?C%a“ggz %w%%ht%e i Sgt%???‘%alsa sixth
set of codetef®@nfigatisd nglsatheoorpmtterto emicbaieﬁ‘mamOeale\wemiatmﬁhmﬁnge gmdaeri a by
random sar@étfcr@% Offa eveq;[eregr{ upesfatlons gcggln?udexg 0:91?0?90@1‘ g%%gﬂe%q the case
| evel . PP he conputer prog ram uct “or e 1

conpri si ngelaedsicxduntss et of codes for cau5| ng a corrputer to generate a case
narrative associated with a case for inclusion in a suspicious activity
report, wherein the case narrative is automatically generated based on the
associ ated fi ranci dhe exngnter dagmm privdikt eftclaii Btvesreamidie sdceid fehieficorss.is

further configured to cause the computer to determine the event group for each of the plurality of
financial events, wherein each event group is defined by at least one common relationship factor,

wherein the common relationship factor is one or more of related account or related party.

25.  The computer program product of claim 19, wherein the fifth set of codes is
further configured to cause the computer to assign a risk score for each of the risk factors
associated with the event group, aggregate the risk scores to result in an event group risk score,
compare the event group risk score to a predetermined case threshold and promote the event

group to the case level if the event group risk score meets or exceeds the case threshold.
26.  The computer program product of claim 19, further comprising a sixth set of
codes for causing a computer to validate event-defining criteria by random sampling of event

groups that have not yet been promoted to the case level.

27.  The computer program product of claim 19, further comprising a sixth set of

codes for causing a computer to generate a case narrative associated with a case for inclusion in a
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suspicious activity report, wherein the case narrative is automatically generated based on the

associated financial event data, risk attributes and risk factors.
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