WD 97/ 47122 PCT/ US97/ 09103

5t TELEPHONI C VO CE MESSAGE STORE AND FORWARD METHOD 10
HAVI NG NETWORK ADDRESS AND VO CE AUTHENTI CATI ON' Techni ca
Field This invention relates to tel ephonic voice

nmessage systewe9mdmerti nes referred to as voice mail 15 PEITUSAHINd, i n
particular, to methods of controlling and aut henticating transm ssion
of tel ephonic voice nessage data in-interconnected networks of such
syst ens. Background of the Invéntion

El ectroni ¢ conmuni cati on may be conducted 20 enploying a variety of

formats including direct tel ephonic

TELEPHONIC VOICE MESSAGE STORE AND FORWARD METHOD
10 HAVING NETWORK ADDRESS AND VOICE AUTHENTICATION
Technical Field
This invention relates to telephonic voice
message systems, sometimes referred to as voice mail
15 systems, and, in particular, to wmethods of controlling and
authenticating transmission of telephonic voice message
data in interconnected networks of such systems.
Background of the Invention
Electronic communication may be conducted
20 employing a variety of formats including direct telephonic
voice communication, facsimile document communication,
electronic mail communication, and telephonic voice
message communication. Facsimile document communication
and electronic mail communication may be characterized as
25 document-based and the other two formats as voice-based.
Direct telephonic voice communication is unique
among these formats in that it requires simultaneous
participation by all parties. In many business
situations, the requirement for simultaneous participation
30 is unnecessary, disruptive, time-consuming, and often
impossible because a called party telephone is busy or the
party is otherwise unavailable. As a consequence,
nonsimultaneous communication formats, such as facsimile
document communication, electronic mail communication, andg
35 telephonic voice message communication are becoming



voi ce ceonmunt cation, facsimle docunent comrunicati on, el ectronic
mai | communi cation, and tel ephonic voice nmessage comruni cati on.
Facsi m | e docunment communi cati on and el ectronic mail comunication
may be characterized as 25 docunent - based and the other two formats as
voi ce- based. wo 97/47122 Direct tel ephonic voi ce comMmumpcTAIshTABIOS

uni que anong these formats in that it requires sinultaneous
participation by all parties. In many busi ness situations, the
requi rement for sinmultaneous participation 302 is unnecessary,

di sruptive, tinme-consum ng, and often | npossi bl e because a called

party tel ephone is b ar, the . rty s _qotherw se unavailahle. As a
consequence, Pﬁéﬁ%&ﬁﬁi Pgﬁgoﬁér%%éﬁhﬁﬁégﬁﬁﬁﬁﬁ VB! fat UL Ot i | e
document conmuni catadryh siguatienaic mai | conmmuni cation, and 35 t el ephonic

voi ce message communi cati onpakbgubeCevddincreasingebihéy 102 information
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. . . 2 .
over direct tel epfifi PG ETRBAMRFEA Y Fhe AL Eferent nopsimultangrus
Because ever -5 ncr essimmiveitions fofmatng ordmxiument store aared inmeridr agstens ed

by the different nonyl PudnABEOUSopda t& ANPHIVEAhANEPI TRy, dQpEENt Store
and forward systens .

effectiveness, and useability of facsimile document and
electronic mail communications formats. Document store
and forward systems implement features such as delivering

10 a single communication to multiple parties, deferring
communication delivery to a reduced rate time period,
deferring a communication delivery until business hours in
a different country or time zone, forwarding a
communication to a predetermined address, returning a

15 communication delivery notification, identifying and/or
authenticating a particular communication, and delivering
a particular communication according to a delivery
priority. .

Document -based store and forward systems, such

20 as one described in U.S. Pat. No. 5,014,300 for METHOD AND
APPARATUS FOR ACCESSING A FACSIMILE STORE AND FORWARD
NETWORK, have been developed for compatibility because
facsimile machines and electronic mail systems are based
on digital communication technology that is intended for

25 transmitting messages among widely separated locations,
often across international boundaries. The communication
receiving facsimile machines and computers are
manufactured by a variety of manufacturers according to
internationally accepted features, standards, and

30 communication protocols that were developed to satisfy a
common need.

In contrast, voice-based store and forward

systems have not necessarily been developed for
compatibility because prior voice mail systems were



have been devel oped to inprove the efficiency, cost- ef fecti veness,
and useability of facsinile docunent and el ectroni c mai

comuni cations formats. Docunent store and forward systens inpl enent
features such as delivering 10 a single communication to nmultiple
parties, defeWa%iy7ia2 comuni cation delivery to a reducedPGRES7H10%
peri od, deferring a conmuni cation delivery until business hours in
a different country or tinme zone, forwardi-ng a comuni cation to a
predet erm ned address, returning a 15 comunri cation delivery
notification, identifying and/or aut henticating a particul ar

cati , d : - ' ' ' ' t
communi cat fon, and geldaeriydn endea e bR AL AATTURLSY b ARAY il ©

a delivery . Document “based Store
systems, such 20 BReHh Shgds BefOTROR), Wigs, mespggessyalemoEudy asEPReD
AND APPARATUS i #a XSSl BCcédrpdcat idr .E Shekefdid, Hdidimail systems

NETV\:D'QK’ have been ﬁjﬁ){g ll:?e% dmfa?thf%{?ﬂééab@ ia{[ &a@qg@isgf laanuﬁic%qﬁierpsl,eeach
machi nes and el ectronic mall systens are Dase on digrta ] .
comuni cat i on BechrR’feRFARchA PROPrALEANE BFtoroDh featuresnang t ¢owynicasdgas

among w del y separ apestodsial ithas, were dewdldjeditioOsatisier tiwd imdtls of each

boundari es. The CO”H%KHf%ﬁﬂ%E%r receiving facsimle machi nes and
conputers are manuf act ured by a variety of manufacturers according to

international |y accepted feat@}ea¥lyst¥piesthaseshgtowe andoferwaxnthisymrens
protocol s that wer ewseld® |t ito £2aini fédy of the FeabliP8s&Rd. capabilities

I n contrast, i ce-based store f d syst ens,_have npt
necessarily bé n de?/gl ey baBea 8‘(:':%%%aﬂdoiﬁqrfﬂa¥ e BXDEE™ Dy | g’fm(?a’iec?é i
systens were incompatible protocols employed by different voice message

systems hinder the development of all such capabilities.
Moreover, because of the distances and compléxities of
telecommunications networks, voice messages transmitted in
15 such networks are subject to transmission delays and costs
that render impractical features such as voice signature
authentication of a destination voice message address.

For example, virtually all voice message systems
return to an originator a recipient’s voice signature to

20 prevent inadvertently sending a voice message to an
incorrect recipient. The voice signature is typically the
recorded name of the recipient user spoken in the user’s
voice, for example, "John Smith." In prior non-networked
voice message systems, the name, voice signature, and

25 other information associated with every user is recorded
in a "user file." When an originator enters a recipient
voice message address, the voice message system accesses
the user file and returns the associated voice signature
to the voice message originator to authenticate the |

30 entered voice message address.

Unfortunately, in a networked voice message
system, when an originator enters a recipient voice
message address that is at a remote destination, the
originating voice message system cannot readily access the
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3 primarily intended for transmtting anal og nessages anong

users sharing a conmon voi ce nessage system such as one installed in
a corporation. Therefore, voice mail systens have been manufact ured
by a vari etwoshiarmapuf acturers, each 5  adopting a propriRQTAISP7/89303 of
features and comruni cati on protocol s that were devel oped to satisfy

t he needs of each manuf act ur er. : Clearly, voice-based
store and forward systens " woul d beneflﬁ'fronlnany of the features and
capabilities 10 of docunent -based store and forward systens. However,

Lhe | NCONPAGL AL End AP (et BIREOWELANE cur{)éo%eemg'&eawssage

syst ens hi nder t haSget/t opren Mor eover,
because of the dusemm%%ﬁﬂaéedo@e ay and; prReRfRuni T i ons
networ ks, voice ngssenestidmmert fadel s lbendersd konpleoeky hiaccrdyiddie t 0

transnission del a nd t t ﬁggfr L.cal uch
as voice signatur%E €he’ v %ﬁ“ﬂﬁ Qg d% dé%?rﬁ ??%ﬁgéd?%ggﬁ%éggﬁi
addr ess. 5 for grouEQ# Rﬁ@%ﬂm¥§91ODrV%E#I%Fhﬁﬂ Vobre MRBIAIRFE syst ens

retgrn :0 ?ln ori gtaxaﬁéei’reﬁ resdal mlic:(ﬁiﬁﬂ AUpEAlinge hﬁdZiﬂtora‘gee\tﬂhttheTh
I naaverten y sendln e age ecCl pl en e
SviTad oF | SSrEaRAR LBel voice pihSRLLEL!sL

voi ce S|gnature I recor e reC|p|ent user
spoken in the useimpractical/oi d@r feeqameiarrpﬂ@e Ocy@ﬂnvsi%rﬁﬂw petwRykad

non- net wor ked voi¥el s FESFS At ENS BeBEes !t MEpTiddte UBeeefSlgRainireacand
25 other informtion assoclafGdaVhl S¥CLMehSE! HedpbRES’ €5 %user
changes. Such duplication requires a heavy and ongoing
database maintenance commitment. To circumvent the
database maintenance problem, the AT&T Intuity voice
message system employs a centralized user file database
15 facility. However, this approach requires time consuming
network wide intercommunications, which unacceptably
delays returned voice signatures.
What is needed, therefore, is a communication
method suitable for intercommunicating among and rendering
20 compatible the features and authentication methods of
multiple disparate voice-based message systems and voice
message store and forward units distributed across a
geographically distributed telecommunications network.
Summa of the Invention
25 An object of this invention is to provide a
method by which message originators can authenticate the
destination addresses of telephonic voice messages
transmitted through a complex telecommunications network.
An advantage of this invention is that it
30 provides a method by which a destination voice message
' 'system can authenticate the originator of a questionable
voice message.
A voice message store and forward service
includes a geographically distributed network of voice
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in a "user fiile." Wen an originator enters a recipient vVoi ce nessage

address, the voice nessage system accesses the user file and returns
t he associ ated voi ce signature to the voice nessage originator to
aut henticate the 30 entered voi ce nessage address.

Unf or t unat el wo m72net wor ked voi ce nmessage system WHEHU$H/09103
originator enters a recipient voice nessage address that is at a
renote destination, the originating voice nessage system cannot
readily access the 5 4

destination user file w thout encountering undue

tel ecommuni cat | ons L ebabe bl $otkREaSEn R rvmsrudest ERaL T on user

file is rendered cgnﬁFe? I naccessi he volce nﬁssa

mar ked for deferrednderP9@m§n¥ﬁaQ§ by eaplgyiRg et REHSHs8i Bhathi *PQﬁﬁﬁﬁS
voi cé nmessages. voibbrfeysiges traiwednpVMEERUS omi thipdeli dgfozmat sowr age of

For exampl o, the CEFER=BRR S0 q#agéé’h%éu%gﬁ@% Wil hessage B "% e
system st or es Sdupl measeggsemveﬂq% qontairfngoenhangad &eatyye ppberE@tin.of
themin response tg@nysSgervice idfitAR@RionStelnsfgr wfiisomhaeqihetada heavy
and ongoi ng notifications of successful and/or unsuccessful transfer
of a user message. An originating VMSFU accepts a voice
message from a voice message system, delivers the voice

10 message to a destination VMSFU, and/or returns a delivered
or not delivered notification to the voice message system.
The destination VMSFU delivers the voice message to a
voice message system identified by a destination voice
message address indicated in a voice message header.

15 Protocol A conveys enhanced features, such as conveying
any unique features of disparate voice message systems,
converting between message formats or voice encoding
algorithms, translating addresses, mapping messade
recipient addresses, and accommodating message priorities.

20 VMSFUs attach to each voice message a globally unique
message identification number for tracing message
progress, reporting on message delivery status, and
providing accounting information. The store and forward
service provides services, such as delivering voice

25 messages at a specified time, redirecting voice messages
to alternate VMSFUs, deferring delivery of specified voice
messages, delivering voice messages in accordance with
specified priority and delivery commitments, and
minimizing message delivery costs with a scheduler.

30 In an embodiment of this invention,
authentication of a network recipient voice message
address employs generating and locally storing at an
originating voice message system a "network file" that
includes "voice clips' and associated voice message
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dat abase nmi ntenance commtnent. To circunvent the dat abase

mai nt enance problem the AT&T Intuity (Trade Mark) voice nmessage
system enpl oys a centralized user file database 15 facility. However
this approach requires time consum ng net work w de

i nt er conmuniVAS¥4TME2, whi ch unaccept abl y del ays r et ur peTvUsSTOS®M3 °

si gnat ures. What is needed, therefore, is a comunication
met hod suitable for interconmunicating anmong and rendering 20 conpati bl e
the features and aut henticati on nethods of 6 mul ti pl e disparate

voi ce- based nessage systens and voice nmessage store and forward units

di stri buted acros r 1S ed tel connunlcatlon
networ k. %d%resse§ 91%919 ﬂp%' etgﬁtlzj#ﬁglein%%&?u& olce me sages recemeg
Obj ect of this inReFeESnthe %%t"(ﬁlﬂ‘?/ﬁd@“hother mednﬁwgmmtmswga

originators can awbdhieat bm@pelé hextracted€gbinnghé Ofi ¥l R%ES @S ehrbgl ephonic

vVoi ce nessages transgé edre hroe%h a.conplex tel ec ni, cgtﬁons
ad 0

net wor k. secohds’ & \Nﬂﬁ%% Poﬁﬁfs e??ﬁgﬁﬂ
provi des a nmet hod qwatmnehaagmwinmtﬁdﬂmtvéycegmmgme rem.ps-ynteandanhe

A Vol ce ﬁé‘éEaé,Zes%‘@igﬁﬁa?ogflﬁd%se‘#ﬁ?”“‘ém T e cal Iy
di stributed netwo e networ ile will grow to con al gn
voice cllps and associated network voice message
addresses, which are substituted for a network recipient’s

10 remotely stored voice signature.

For example, when a voice mesgage originator,
such as John, enters Marsha’s network voice message
address, the originating voice message system gsearches the
network file for the Marsha’s voice message address,

15 retrieves Marsha’'s associated voice clip, "Hello John this
is Marsha," and substitutes it for the inaccessible voice
signature. If Marsha’s voice message address is not found
(this will always be the case until a first voice message
is received from Marsha), the originating system responds

20 with the entered voice message address and indicates that
an associated voice clip is not found in the network file.
To prevent the network file from growing excessively
large, thereby causing excessive processing time and
storage costs, the voice message system periodically

25 purges the network file of all but active and recently .
received voice clips.

In another embodiment of this invention, voice
authentication of a voice message originator entails
encoding selected voice clips and their associated network

30 voice message addresses into a "voice print file.® When a
voice message is subsequently received from a voice
message originator, the voice message system extracts a
new voice clip, generates a new voice print, and compares
it with the originally stored voice print associated with

-
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4a ‘ WD 95/ 15046 di scl oses a voi ce nessage store and forward system
for sending voice mail nessages to renote recipients on a renote voice nai
system In response to receipt of a voice mail nessage, the renote voice
mai | system sends an acknow edged nessage containing information on the
renote voi ce mo$74aR2r. This information is stored for | aterracmusmNe103
addressi ng nessages to the renote user. There is sinmultaneous comuni cation
bet ween the renote and | ocal voice nmessage systens and voi ce signatures
stored at the renote voice nessage systemare returned to the | ocal voice
message systemfor confirmation of the identity of the nessage recipient.

US-A-5 029 200 discloses a volce messa st whi ch st ores. voi ce phrases
using digitally ench¥d PHEh&EIRESa9T 2 gl gl%( if &he ge%lc BHEHENE: are

al I'y” efico nenes are sent
as part of the nesssgestanticrllyo ther spvee mcreeqﬁesrsdg@osoy%tmm tilse

renote voice nessagsnﬁa@aégata%%ﬁ hh@aﬁEHShﬂﬁﬁbdﬂbmﬂeﬁé%sh@egfﬁaiéﬁéi %hat
sender's identificatjon as a s hetic voi cecgc?(rg) N 9”.&% the
| nventi on An BT eER1EHT %?9ansﬁtF%ﬁP¥ Yo PoBPERELY %%}

message ori gi n&t or socigimakdrent Howewerhelifiethe nelicenprdutesses of

t el ephoni c voice rregﬁag@&nﬁirﬂrlwﬂfeéraheoume &&@%@vafé@maageca@ ons
net wor K. An advantagaﬁggb i nvenfion is
Pce

d
method by which a BRRPFASR ﬁﬁ%ﬁ%e WSATAER &Bhlﬁﬁ‘[' O;/t%tlf%tsé:?’tene

originator of a questicaamtssags cayrbavegbkeen recorded by an imposter.
Additional objects and advantages of this
10 invention will be apparent from the following detailed
description of a preferred embodiment thereof, which
proceeds with reference to the accompanying drawings.
i ] ription of rawi
Fig. 1 is a simplified block diagram of a
15 network of telephones, voice message systems, a store and
forward service, and an administration service showing
various communication interconnections and their
associated protocols. :
Fig. 2 is a simplified block diagram of a pair
20 of voice message systems intercommunicating among a pair
of store and forward units, a transit unit, and an
administration service showing a flow of various voice
message and protocol information types.
Pig. 3 is a simplified block diagrém of a pair
25 of voice message systems, a pair of store and forward
systems, a system provider interface, and a control
channel showing the interconnection pathways and protocols
A and M employed to exchange message and control
information.
30 Fig. 4 is a simplified block diagram showing a
protocol B architecture of this invention.
Fig. 5 is a flow diagram showing steps for
authenticating a voice message destination address by
employing a voice clip of this invention.



A voi ces nessage store and forward service includes a geographically
di stributed network of voice

5 nmessage store and forward units ("VMSFUs") that

I nt ercomrmuni cate by enpl oying a protocol A that transfers voi ce
nmessages bet wesmdkRESFUs wit h user information t r ansf erecrnisb-sosidaat

I ncl ude the voice nessage and a 5 nessage envel ope contai ni ng enhanced
feature informtion, and service information transfer units that

i ncl ude notifications of successful and/ &r unsuccessful transfer

of a user nessage. An originating VMSFU accepts a voice nmessage from a

voi ce nessage system deIivgns t he, v0|g%#}0 nessagﬁ tp a destination
VNBFU, and/or returns a del Fvdref 18 Slagram, SRR ne (§HSREEREN to t he
voi ce nmessage systasnhenticathagdesveire imesseyBroriginates hhemplioydngessage

to a voi ce ”Wr@é%bﬁﬂtiéﬁ”&f fvc%ebmapgeékl Eﬁié OfhoeHtGon.
nmessage address indicated in a 0 eadeg Protoco

conveys enhanced features, 5§ PR A LeY s
di sparate voi Be nessage SysPeégs, l shows a telecommunlcatlons network 10

including telephones 12 and 14 connected to respective
voice message systems 16 and 18. Human users (not shown)
employ telephones 12 and 14 to store and receive voice
messages in voice message systems 16 or 18. Of course,

10 each of voice message systems 16 and 18 may include
multiple telephones 12 and 14.

Telephones 12 and 14 employ a conventional
protoceol E to communicate with respective voice message
systems 16 and 18. Protocol E includes voice message

15 information and dual-tone modulation frequency ("DTMF")
command information that a user employs to control a

A

particular voice message system. Protocol E typically
varies from manufacturer to manufacturer of voice message
systems.

20 Fig. 1 represents a generally conventional
networked telephonic voice message system 10 that controls
transmission, delivery, and storage of voice messages,
which are commonly referred to as Voice Mail messages.
Telephonic voice message system 10 may include voice

25 message systems 16 and 18 of types manufactured and sold
by any of a large number of manufacturers that include
VMI, Comverse, Centigram, Rolm, Northern, or Boston
Technology. Exewplary models of voice message systems 16
and 18 may include the INFINITY 2 manufactured by Comverse

30 Technology Inc. of Woodbury, New York and the ONE-VIEW
manufactured by Centigram Communications of San Jose,
California.

A store and forward service 20, also referred to
as a gateway, includes voice message store and forward
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conver tii ng between nessage formats or voi ce encodi ng al gori t hns,
transl ating addresses, nmapping nmessage reci pi ent addresses, and
accomopdat i ng nessage priorities. 20 VMSFUs attach to each voi ce nessage
a gl obally unique nmessage identification nunber for tracin nessa e
progress, reworrMTIg2 on nessage del ivery status, and FCEMS )
accounting information. The store and forward service prOV|des
services, such as delivering voice 25 nessages at a specified tineg,
redirecting voice nessages T to alternategVNBFLb deferring delivery of
speci fied voice nmessages, delivering voice messages in accordance

with speci f 'ﬁgltfg QiuMstuafdadelhy esy éiﬂnf‘yb%alliy éirlﬁranszlt un:.t 26,

m ni m zi ng nessage Ivery cqsts with a schedu
enbodi nent of thi sWhiRRrits G Interme h??l"érﬁ‘?“ﬁ‘ﬁ‘trﬁl(?ﬁtbfmi Iﬁ%‘?"v\o"f}?tr @é’cﬁ%ﬁt
Voi ce nessage voiel s agierl dysmgener @3 aalddrbutasllyhsncm regrodehean

originating voice Gﬁ?ﬁ@gﬁi§§§%§§k3r0n6£¥ﬁ§f%fdd thatis common for VMSFUs

6 addresses that are m vQl ce nessa es receiv acr oss
the network fPBPom oRBednd R Enessdgeatd Forppsite s%g?ﬁe ﬁl?rb is
extracted from t hegébgdplimll boundaey, such as a city, county, state, or

international boundary. VMSFUs 22 and 24 may be, for
example, an APOGEE WORLDGATE manufactured by the assignee
of this application.

10 For direct intercommunication, voice message
systems 16 and 18 may employ a protocol D, such as the
protocol described in applicant’s copending U.S. Pat.
application No. 08/332,102, filed October 31, 1994 for
TELEPHONIC VOICE MESSAGE TRANSMISSION CONTROL METHOD.

15 Voice message systems 16 and 18 employ a
protocol B to communicate with respective VMSFUs 22 and
24. Protocol B is described below with reference to Figs.
2 and 4.

VMSFUs 22 and 24 employ a protocol A to

20 communicate with each other, with other VMSFUs (not
shown), and with transit unit 26. Protocol A is described
with reference to Figs. 2 and 3.

Either of VMSFUs 22 and 24 may be an originating
VMSFU that has accepted a voice message from respective

25 voice message systems 16 and 18. By accepting the voice
message, the originating VMSFU assumes responsibility for
delivering the voice message and/or returning a delivered
or not delivered notification to the originating voice
message system.

30 Iin like manner, either of VMSFUs 22 and 24 may
be a destination voice message store and forward unit that
is responsible for delivering a received voice message to
the voice message system identified by a destination voice
message address contained in a voice message header.

I
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seconds*f the received voice nmessage, and typically 5 contains a
greeting identifying both the recipient and the originator, for
exanple, "Hello John this is Marsha." Over tine, the network file wll
grow to contai n nmany voi ce clips and associ ated network voi ce nessage
addresses, woeM7eze substituted for a network recipient' spdflussmmsioptel y
stored voice signature. For exanple, when a voice nessage
origi nator, such as John, enters Marsha's network voi ce nessage
address, the originating voice nessage systeﬁﬁsearches t he net wor k
file for the Marsha's oi ce nessage address retrieves Marsha's

associ ated voice clip, "Hel hn . th sha and substJtutes It
for the inaccessible voiceedﬁépﬁ% E& §P r &% o??l?ﬁﬁiﬁ¥'°§mW8PE§ ate deide an
address is not foaduinistratierns sgrvicgl Ayby bemplayingse dagitak first voice

message IS rpestyesh fe qmai‘éhr@a)escwse@rwgirnaséf@&eﬁﬁét 2 f-f‘épcwds 20
with the entered voice nes§%§%_addreﬁgfand i ndi cat e

associ ated voice clip is n Kar ﬂe?%‘fll?ef |ZI° employs Wﬁﬂ%l’*
the network 6ile &ndnBgrowenyeyxvsdsieymepsages bdtavepm, vblicechyssmaaesi ng
excessive processwgtéﬁlm@r%a 18. THOLASE £a:, SRRFYB! 55 LESSADG Y Stem

periodically 25 he _netwo I | e of ‘but active and tecently
In an enbodlnﬁg g tt?ﬁ%?l @ﬁF&bHavsoFE% Same geneTRdnti cati on of a
voi ce nessage ori gesponsililidiiles when convepimy wilcecmedssgese cinps and

their aSSOC' at ed BQ&E\Q&&QP tﬁé)l;fb%s%i 2081 EStse' BER a?EVQA&? Wit
file.' i ce nessa subseggentl recelvea roma vol ce
nmessage orl&PnatoPes?ﬁ%ev%W§ﬁ? 48spe veygd through,, voj ce

clip, generates atebecommunnqatnuns anﬂwouhpameso avoid ilbsmi bfi atye service
originally storedeyQi PP d P qAINY, 2000 YEbPe and forward service 20
should enhance sexvice by providing, for example, a
conversion service between message formats or voice
15 encoding algorithms, address translation, and feature set
conversion, such as mapping a larger number of recipients
into a number of allowed subsets and accommodating message
priority differences.
VMSFUs 22 and 24 attach to each voice message a
20 globally unique message identification number useable for
tracing message progress, reporting on message delivery
status, and providing accounting information.
Store and forward service 20 provides additional
requirements and services, such as storing voice messages
25 for a predetermined amount of time before returning a
negative acknowledgment to the originating voice message
gsystem, delivering a particular voice message to a
specified voice message system at a specified time,
redirecting a voice message to another VMSFU, deferring
30 delivery of a specified voice message, and recognizing and
delivering voice messages in accordance with any priority
and associated delivery commitments attached to each voice
message. Of course, consideration is given to the cost of
message delivery. For example, store and forward service
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7 the voice nessage address. |If the voice prints are

substantially the same, the received voice nessage is annotated with
a "authentication" nessage indicating that t he voi ce nessage was
recorded by aveemdnizvely identified 5 originator. HowevEBFT/USTIOHE yoj ce
prints are substantially different, the received voice nessage is
annotated with a "warni ng" nessage |nd|cat|ng that t he vVoi ce nessage
may have been recorded by an inposter. 11 Addi tional objects
and advantages of this 10 invention will be apparent fromthe foll ow ng

detail ed des r' L0 gn?% A1 ST rfeﬂa%"ﬁBﬂbefﬁg AV miBisale J.nri

proceeds wth refe nce € acco g ef
er; yoiqe mespages, tor taliepl ock

Descri ption of theoDdgX ﬁgsgroup it with ot
diagramof a 15 pgkeaekgef o‘f%W&mtl\ldzaelmsaagm&ytmzempnaestmon and

forward service, and an adginis Iyl

conmmuni cat i on |ntef55%ﬁéctg%ﬁ§ éé%?*érké%% &528 gg@%% pro*%igggﬁage
Fig. 2 is a sisipli brderitychndi depirary compatments. of v0|ce message
systens interconmuni cati ng agesge daniiforward setvite®r® an falssapiovtideéSana

transit unit, and an ., .. ; B00LAT SLFAIOLHIE BbEEe BIOW Nidhdi/sQWsOtnyar i 0Us

VOl ce
source and destination voice message systems. Other

privacy services, such as encryption, may mask the content

10 of the voice message, its destination address, and the
addresses of any additional recipients.

Store and forward service 20 may impose
additional requirements on voice message systems 16 and
18. For example, VMSFU 22 may include a "pull message"

15 command that retrieves from voice message system 16
messages addressed to a user of voice message system 18, a
message retransmission feature may be required to support :
recovery of voice messages interrupted during
transmission, and an information response feature may be

20 required such that voice message address status, message
transfer status, system authentication, version
identification, and voice signatures can be returned to a
requesting resource.

Returning a voice signature requires returning

25 to originating voice message system 16 a predetermined
number of seconds of the recipient’s voice. The voice
signature response is normally provided from the user file
located in destination voice message system 18. However,
returning voice signature responses through

30 telecommunications network 10 is often impractical because
of the above-described transmission delays and network-
related costs. Therefore, voice signatures may optionally
be returned by a directory service provided by
administration service 28 or by substituting a voice clip



nességefand protocol information types. ' Fig. 3is a
sinplified block diagramof a pair 25 of voice nessage systens, a pair of

store and f-orward systens, a system provider interface, and a control
channel show ng the interconnection pathways and protocol s A and M
enpl oyed t o VWXxe¥at3e nessage and control I nf or mat i onPC'B0S97/09103 -
Fig. 4 is a sinplified block dlagran1shomﬁng a protocol B
architecture of this invention. Fig. 5is a flow diagram
showi ng steps for aut henticating a voi @& nessage destination address
by enploying a voice clip of this invention.

flo r te
authentlcatlng a vgfgggﬁegs%fefhlé \% ﬁﬂ;ognkﬁgg ﬂg%ed YitRe

recognition of vore&eErngs %ﬁ ?*9655 nventlon Det ai | ed
Description of Preferred Enkdgi nenshows some typical iﬁﬁm&t&hﬁ\/\@yﬁe

o LorSeFbYRA a3 Prsgarot 8L, lpa e T WMSE b gp o
(not shown) 5 ngRpPsl l%lﬁxﬁmwﬁhﬁ:EE@@@&O}ntt@fSQKWQ;nﬂmdngeUelv@ voi ce
nmessages in voi cengBsagaCsPaEeR e Hndlori@intkiRQUWMERU 22. Originating
VMSFU 22 gerves as an interface to other services provided
by administration service 28, such as message
identification, message management, voice signatures,
i0 voice authentication, and subscriber profile maintenance.
A voice authentication technique of this invention is
described with reference to Fig. &.

The specified services place several functional
requirements on originating VMSFU 22. For example, a

15 deferred message store 30 is required for storing voice
messages awaiting deferred delivery. Likewise, a
subscriber profile store 32 retains user address lists,
defines user preferences, and provides instructions for
filtering, forwarding, and deferring voice message

20 deliveries. The user preferences are retained on a
per-subscriber basis, where a subscriber is defined as any
entity having an address that can be identified by VMSFU
22, that is, a subscriber may be, for example, an
individual recipient, a voice message system, or a

25 corporate entity.

Protocol A is used to transfer user information
transfer units and service information transfer units
between VMSFUs 22 and 24 and transit unit 26. In general,
information transfer units are multi-part messages

30 exchanged between two units in which the receiving unit
may not take action on an information transfer unit until
all parts of the message have been successfully received.

A user information transfer unit is a user
message including a voice message and a message envelope



10 each of voice nessage systens 16 and 18 may i ncl ude mul tiple
tel ephones 12 and 14. Tel ephones 12 and 14 enploy a
conventi onal protocol E to conmunicate with respective voi ce nessage
systens 16 and 18. Protocol E includes voice nessage 15 informati on and
dual -t one nodsbatrsmz frequency ("DTM") command i nf or RETIUSKOMWE: o
user enploys to control a particul ar voi ce nessage system Protocol E
typically vari es from manufacturer to uf acturer of voice nessage
systens. 20 Fig. 1 represents anggherally conventi onal

net wor ked t el ephoni c voi ce nessage system 10 that controls

transm ssion, delivery l@gﬂgzgﬂgifgbﬁgl\gﬂfa%mggggﬁges whi ch are

comonl y referred toae nessa ] honi.c \,oi ce nessage
system 10 may i ncl ude voi ce B5serviga Hstiﬁn%ég%iﬁ? i 18 pes
manuf act ured and SC&dhlnlstrabyvenyoﬁfsérﬁanyreﬂanbér1nﬁornmmukucwmmhrQSthat

i ncl ude W, ég%ﬁile fHgfgffggtfgﬂénLnH9E59§ﬁQ s&EcéﬂEﬁdﬂ"andéor

Technol ogy. Exenplary Vol Ce nessage S nﬁb d z
i ncl ude the I NFINI wpsaachéell\/ﬁﬁl)‘smuﬂfa&%ﬁpé’ shbifbhy f yiser message
Technol ogy Inc. of \$adiuner dbewidatiomMIME 2BNE1WVEW {Traedvinbe) voice

manuf actured by Centi ran1Cb fy San Jose, California.
A store and forwarcf“%%ﬂﬁ gefé Eﬁso ?g‘?efr)red to as a gatewa

Y,
i ncl udes voi ce nessage storePﬁﬁGOFGlmbr%F employed within a generalized
AMENDED SHEET voice message store and forward unit network. That is,

10 VMSFUs 22 and 24 are part of a larger telecommunications
network. For this reason, protocol A includes
notification, status, and other functions that enable
other VMSFUs in the network to learn about the presence of
newly added VMSFUs, thereby permitting the added units to

15 be introduced within the existing network.

Protocol A is transport and message exchange
independent, meaning that protocol A may be based on well-
known message exchange protocols including the
International Telecommunications Union ("ITU") X.400,

20 Audio Messaging Interchange Specification Digital
{"AMIS-D") with extensions, MIME, and SMTP, with ITU X.400
being preferred.

Fig. 3 shows the preferred architecture for
protocol A, which embeds protocol A in a digital message-

25 based protocol M that also implements a control channel.
The control channel portion of protocol M employs a
transport system 40 that is a communication system for
delivering non-voice data, control information, and
message-related service information transfer units to a

30 specified destination. The service information transfer
units include, for example, service announcement requests
and responses, security-related service information, and
accounting information.

Transport system 40 may be based on the well-



9 o units ("VMSFU') 22 and 24 and typically a transit unit 26,

which is an internedi ate conmuni cati ons node that accepts voi ce
nmessages from one VMSFU and routes themto anot her VMSFU or to anot her
transit unit. It is common for VMSFUs 5 22 and 24 to be | ocated on
opposi te si MEI%H7123n geogr aphi cal boundary, such as arcIWsp7AmI03INtY,
state, or I nternational boundary. VMSFUs 22 and 24 nmay be, for
exanpl e, an APOCGEE WORLDGATE (Trade Mark) manufactured by the assignee

of this application. 10 ' For dir@é&t interconmmunication, voice
message systens 16 and 18 may enploy a protocol D, such as the

prot ocol describeg ] ' ' endi S, Pat.. appl.jication No.
08/ 332,102, fil edﬂ&?%ggﬁ%%gszﬁ%r B¢ 8.& L{’Fﬁ‘@ﬁﬁa\lﬁéy?/‘ffcﬁ%é'ésﬁ%‘r
TRANSM SSI ON CONTREEeREaHores ffipr implementing \pfitecedsdagedsyessage 16 and
18 enpl oy a PEOE6ESL 1B ir-I@ETITUCRT LoV prbticRBRSCAMYS-YMPRYS 22 and

VBFUS 22 and 24" SREROp oy JEafRy 4aey ghip WIkE 2o k. 480 bethe cach o her,
with other V&SFUsptaberred. shown), and with transit unit 26. Protocol A
i s described with referanes deOpkbisde? Blttr¥ace 42 provides to
VMSFUs 22 and 24 functions including voice message
delivery and a system management control channel.

Protocol A enables VMSFUs 22 and 24 to send and

10 receive the following service information transfer units
from another VMSFU or transit unit 26. Level 1
notification, level 2 notification (message delivery
notification), voice signature request, service
announcement request, accounting information (also

15 referred to as a call record), and system authentication.

In general, in the interconnection of VMSFUs,
the responsibility for delivering single- and multi-
address voice messages originates at an origimating VMSFU,
such as MVSFU 22, and is transferred to one or more

20 destination VMSFUs, such as VMSFU 24.

Information transfer units are preferably
transferred between VMSFUs 22 and 24 by employing protocol
data units defined in ITU X.400. Recipient addresses are
preferably transferred between VMSFUs 22 and 24 by

25 employing an originator/recipient address format defined
in ITU F.401. Messages are preferably transferred between
VMSFUs 22 and 24 by employing commercially available
transit facilities that are available subject to agreement
of the commercial service providers involved.

30 The address of a voice message is the telephonic
network address specifying the intended destination of the
voice message. The address is preferably an international
direct distance dialing number. For a single address
voice message, a single international direct distance



Either of VMSFUs 22 and 24 may be an originating VMSFU t hat has
accepted a voi ce nessage fromrespective 25 voi ce nessage systens 16 and

18. By accepting the voice nessage, the originating VMSFU assunes
responsibility for delivering the voice nessage and/or returning a
del i vered WO MRt delivered notification to the ori gi naRQTAEFIVes1X
nmessage system 30 In |Iike manner, either of VMSFUs 22 and 24
may be a destination voice nessage store and forward unit that

is responsible for delivering a received voi celRessage to t he voice
nmessage systemidentified by a destination voice message address

contained in a voicg, 0es . 2

VMBFUs 22 and 24 opltikewiss. dormanredtiphetaddpess voicgdmpasage atd on

service 28 by enpl oybigedpdhidinidinumber of’ hOsMatGdnaal diiFedesdisdiatbeni th
reference to Fig.

2.0 v Store and. f.or eLyi ce enpl oys
protocols A 5 anglﬁlf%? c%lh“\'/beeyrsvar gesﬁggcs’%:%% kfye}t%gﬁgv%cﬁnqrg%sage
systens 16 and518. Expansion qfaragldremsrlisbs imdexformed at originatiimauni t
26 each have the satmspenss al responsi bilities when conveyi ng voice

messages. In St .
9 Upon successfully submitting a voice message,

originating VMSFU 22 assigns the globally unique
identification number to the voice message.

10 Identification numbers are used to identify voice'messages
in notifications conveyed between VMSFUs.

The resulting message envelope is transferred
from originating VMSFU 22 to destination VMSFU 24. The
preferred contents of the message envelope are listed

15 below in Table 1.

Table 1
Message Envelope Contents

Field Provided by
Voice Signature Field 0/D (Note)

20 _

Recipient inférmation
address (number)
organization
organizational unit(s)

25 physical address lines
voice msg. network address

00000

Message information
Total duration in minutes
30 Number of sub messages
Class of service - Urgency
Class of service - Delivery
Submission date and time
Message reference

(oNoRoNoRujw)

35
Originator Information
address (number)
organization
organizational unit(s)
40 physical address lines

voice msg. network address

0O0000



particular, the possibly unique feature sets of each voice 10 nmessage
system 16 and 18 nust be conveyed t hrough t el ecomruni cati ons network
10 to avoid | oss of any service features or quality, and store and
forward service 20 shoul d enhance service by providing, for exanple,
a conwep sTi4IR2ser vi ce bet ween nessage formats or voi cectssnoefpacodi ng
al gorithns, address translation, and feature set conversion, such as
mappi ng.a | arger nunber of recipients into a nunber of allowed
subsets and acconmopdati ng nessage priorligy differences.

VMSFUs 22 and 24 attach to each voice nessage a 20 gl obal I'y uni que
nmessage identificafion nunber useable for traci ng nessage progress,

reporting on ness _r 3] . S s rovi di ng accounting
i nf or mati on. D = %%gﬁgégi%ror%iqiépﬁagﬂgggr vice 20 provides

C, - O. . .
addi ti onal requi renents ahd services, such as storing volce nessages

25 for a prede®ot@i:ne8ranbeHensifqy M Vodrer 6ignatnrs Rppability asgative:
acknow edgnerg t o drivangeldgbpad i bilatered @oreagent. BedaifdeeBuchel ivering a
Cpeci f1ed i, oreuiEatd dre ofter BEndiBief SF MRSHANAED ' °
deferring 30 ddmplemenss a BYRESYTas Vipdceec kiR sateernatd veedogNbiceg and
255001 L ed del [very omm e e e A o et o anehee to FAGCS: o
cour se, considerat?on i s g?gﬁéé?égiﬁilfbfpp%PYeg to H@?Eﬁﬁ?'ﬁgﬁfve?y. For
exanpl e, stok@ andfermatdonctyargfer units and service information
transfer units, such as address list administration data,
message identification requests, and voice signature
requests between voice message systems 16 and 18 and
respective VMSFUs 22 and 24.
15 Fig. 4 represents the architecture of protocol
B, which is an analog protocol based on functiocnality
extensions to the well-known AMIS-Analog ("AMIS-AY)
protocol 50 (level 0). Protocol B extends the
functionality of AMIS-A by adding authentication features
20 52 (level 1) and extended voice messaging services 54
(level 2 to level N) that support VMSFU functions.
Protocol B supports various levels of compliance
with AMIS-A through a bidirectional level/version exchange
between a VMSFU and its associated voice message system,
25 which identifies the protocol version supported by each
resource to be employed in a voice message transfer.
Protocol B requirements are grouped into
architecture, voice message, and security categories with
each category being related to a different class of
30 service. When initiating a voice message, a level/version
identification service information transfer unit indicates
which classes of service and versions are supported by
store and forward service 20 and the particular VMSFU,
such as 22. It is necessary that the voice message system
35 accept and deliver user information transfer units. The
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20 may intentionally delay conveying a voice nessage in order to
group it with other voice nessages to take advant age of network
utilization or mnimze connection costs. Such delays take into

consi der at i oRy@y4mBSsage 5 priority and delivery conm t RETUSI709103
Store and forward service 20 may al so provide an aut henti cation
service that positively identifies the . source and destination voice
message systens. O her privacy services,!’such as encryption, may nask
the content 10 of the voice nmessage, its destl nation address, and the

addr esses of 2 JAQEL LESBLS fevas provide cygferind BeBldebobyerd

service 20 may mpéis"é renents on voli ce
systens 16 and seri@ cefor Fexaepample/NEryel20nhy hariq dMIS-PoBP) hegghge"
15 command that rely i;aVasTELRMBYOhNe: RATRAEIENEI6N fdhtures 5BPSSAGES |

addressed to a user_ of vaice ssage system
retransm ssion featfelndy Obéggﬁqﬁg\’%hget ogl%BSBF? feature f?&sﬁgﬁ? 8PoV8T ce
messages i nt ersupt etbghibed "pull nessage's feeturand The i kefvelsa@ren response

feature may be 20 ;[aqisted EHQE jPatcHHIGRnERS GRER Z?é’«ﬁgle%s oShakufes
nessage tr anslf

st at Us, ut henti ca
i denti fication, ancFW]démﬁegHé{F i\%"%ﬁ% Jr} 5n§d tE(V) %em"rer'eﬁagst i ng
resource. versionsReffuthengestedi lcaere§ISg pzeunecesspnilas thet ganeng 25

to originating voi ¢§,JeS5A0q Syt ﬁai; 1&0@5%1@%635{11:198& level 2UNMYRis8bn 3

seconds of the recipient’'s vqQice I gnature response S
normal |y provitBed fkmk t?é‘dug-éf’e% te vers:.oq (9ca{t‘le8§r n destination voice
message system 18. However, Protocol B preferably implements AMIS-A protocol

50, which is stored and used as the basis for building
authentication features 52 and extended feature 54
enhancements.

15 Regarding authentication features 52 and
extended voice messaging services 54, all extended
featureé employ a protocol extension option (function = 8)
of AMIS-A protocol 50. In particular, authentication
features 52 provide a bilateral resource authentication

20 between the VMSFU and the voice message system, which is a
precursor to actual delivery of enhanced features. After
a requesting resource has been properly authenticated,
enhanced feature service information transfer units are
exchanged, including requesting a voice signature of a

25 voice message recipient; requesting status of a voice
message address including number of messages waiting,
message priorities, and date message posted; and pulling
voice messages from a specified voice message address for
delivery elsewhere.

30 Additional wmessage features can be added to
upgrade AMIS-A protocol 50 for compatibility with many
AMIS-D features, such as providing delivery notification,
message importance indication, message privacy, message
priority, nonreceipt notification, receipt notification,



returning voi ce signature responses through 30 t el ecommuni cati ons

network 10 is often inpractical because of the above-descri bed
transm ssi on del ays and net wor k- rel ated costs. Therefore, voice
signatures nmay optionally be returned by a directory service

provi ded by woo9marizzadni ni stration service 28 or by substi t pdiospr09ie®i Ce
clip WD 97/ 47122

PCT/ US97/ 09103 ' : 12 t echni que of
this invention that is described with A8f erence to Fig. 5.

Fig. 2 shows sone typical information types conveyed by protocols A,
B, and Cin tel econmuni cations fromthe standpoint of

ori gi nati ng voi cemMessage Ws?e%?igeaﬁiﬁﬁqﬁ%aﬁeﬁalmFu 22.
Origi nating nubBEiC22iorer \sas imsransedt puibere ¢ weissageseper cesll, an

provided  by;3dpioLlsd IAtdidl S HeeSp2ént & Ysdy aR a98nd an
i dentification, messag r@nrb%ﬁement v0| %S gnat ures, VoI ce
authentication, arBcTERee A8t/ ai nt enance. A voi ce

aut henti cati an techni que ofIn tmmpltemmungnpretocol B,ddscisbedefetried that
reference to Fig. yfBice message systems’h6 éPeféfééﬁkﬁﬁak%b&eﬁuﬁbﬁﬁezfQ%ﬁia'
functi onal requi renments, off originatin . For exanpl e
24, service information tra sfer unlts for system
authentication, level/version identification, level 1 and
level 2 message delivery notifications, voice signature,
10 and megsage identification number.

Voice message systems 16 and 18 may optionally
accept from VMSFUs 22 and 24 service information transfer.
units for a voice authentication response, address list
administration, subscriber profile administration, and

15 voice message address status requests.

Preferably, voice message systems 16 and 18
provide service information transfer units for system
authentication and level/version identification and may

- optionally provide service information transfer units for
20 voice signature {(xx seconds of the message originator’s
voice), requesting message identification, address list
administration, requesting voice authentication,
subscriber profile administration, and voice message
address status responses.
25 The preferred format for protocol B service
information transfer units is:

* lnn 8 | FUN | MOD | DATA CKSUM

30

Where: -

* Is an escape sentinel.

nn Is a message length.

8 Is the AMIS-A protocol extensions function code.
35 . FUN Is a two-digit function code.

MOD Is a two-digit function modifier code.

DATA Is optional data dependent on the values of FUN

and MOD.



15 ~ deferred message store 30 is required for storing voice nessages

awai ting deferred delivery. Likew se, a subscri ber profile store 32
retains user address lists, defines user preferences, and provides
i nstructions for filtering, forwarding, and deferring voice nessage
20 del i vewommim12The user preferences are retained on a PCI/USI7TN9103
per-subscri ber basis, where a subscriber is defined as any entity
havi ng an address that can be identified by VMSFU 22, that is, a
subscri ber may be, for exanple, an i ndi ¥?dual recipient, a voice
message system or a 25 corporate entity. Protocol Ais
used to transfer I nf or t|o r nd service
i nformation transf ?g?wnts 8{%%%1Ew§%§§£? %Qhkgu§4 and transit_unit
26. |In general, i nf or rRxeiferredafiunetiomn medifdexy| apd fipta fedsdhes 30
exchanged bet ween %&Pué@'fé%'ﬁ}dﬁabﬁm §h§ef€$&ﬁ\ﬂﬂﬂbrmation trangffdyr Aeditlsake
action on an informatign trggz)i unltTugi all parts of the nessage
have been successf@&Ff § oW in 14 A user infornation
transfer unitsis a user nmessage |ﬂeblehmg a voi ce nessage and a
message envel ope FUN CE _INFO T FER UNIT
PCT/ US97/ 09103 01 SERVICE DEFINITION ontai ning
additional infornation 01 Level/version identitfdakion
' MMNN Version: MM major, NN minor.
10 For example, 0203 is level 02,
version 03.
02 System authentication unit
AAARA Authentication data
15 02 ADDRESS LIST ADMINISTRATION
03 SUBSCRIBER PROFILE ADMINISTRATION
04 MESSAGE SERVICE RELATED
20 01 : Voice Authentication Request
NN Length in seconds
(Originator’s voice name)
02 Voice authentication response
(cC...) Certificate
25 03 (ID...) Message identification response

Data is the global
identification for this message

. 0S DELIVERY NOTIFICATION
30 01 Level 1 notification
02 Level 2 notification
03 Receipt notification
04 Delivery notification
05 Message failure report
35 06 Message delivery report
06 01 MESSAGE CHARACTERISTICS
Characteristics
Field Octets describing the message
40 characteristics (see below)
07 MESSAGE MODIFICATION
01 Data = GMT time for delivery
SSGMT SS = Scope
45 01 = This message only
02 = All messages in this
communication

GMT = time for delivery



A servi.ce information transfer unit is adm ni strative- or
service-related informati on such as, for exanple, notifications

i ndi cating successful and/or 5 unsuccessful transfer of responsibility
for a user nessage to either destination VMSFU 24 (level 1) or to the
voi ce woOFsAge recipient (level 2). Porusged10d i S

enpl oyed within a generalized voi ce nessage store and forward unit
network. That is, 10 VMSFUs 22 and 24 are part of a larger

t el ecommuni cat i ons network. For this r2&son, protocol A includes
notification, status, and other functions that enable ot her VMSFUs in
the network to | earn about the presence of added VMSFUs,

AT S%ﬁé%g?a%% n the

thereby permitti P the a%q_ed units to 151\d ’%gﬁn
nmessage

exi sting network. r c den E{ﬂggpor
exchange i ndependenyy, ”Eangnélg.t ﬁ%ﬁé&ostét@)’r%md on wel | -
known nessagg exchange protocols including the I nt ernati onal

Tel econmruni cati ongg Uni on ("1 TU') X 400, 2KECOVERY o Messagi ng | nterchange
Specification Digital 01 ("AM S-D') vReduestt ersuoption g nesEagRTP,

with I TU X 400 bei ng pref diPel)  Message ID for rwgvera' FFOHeSEhe
preferred architecture for (spabebcdagt W@F}S Priéd% g’fﬁ"&ﬁﬂl Ain a
digital nes3@ge- 25 based protocol M t$&EhaRge (FnfediBhted control
channel . T f

transport system 40 that is a conmuni cation system for delivering
non-voi ce data, control information, and nmessage-rel ated service
information transfer units to a 30 speci fied destination. The service
i nformation transfer units include, for exanple, service
announcenent requests and responses, security-related service

i nformation, and accounting information. Transport

system 40 may be based on the well -
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14 known internet TCP/IP or OSI protocol |ayers one to four.

Al ternatives for inplenmenting protocol A and nessage protocol M

i nclude 1 TU X 400 protocol, AMS-D with extensions, M Mg, and SMIP,
with | TU X 40801988T1g2 5  preferred. A ser viPEEUSPTMMEI I

I nterface 42 provides to VMSFUs 22 and 24 functions including voice
nessage . delivery and a system managenent control channel.

Prot ocol A enables VMSFUs 22 and 24 to send ardft 10 receive the follow ng
service information transfer units from anot her VMSFU or transit unit
26. Level 1 notificatic}ﬂe %@gfg f%d“ﬁﬂf&kﬁaﬁkoehérﬁ§§§%§% del i very
notification), voice signature_r queé?, service announcenent request,
accounti ng i nf or matghsrackesdstics da@a idd fiS:as a call record), and
system aut henti cati on. g 8Rer-ahmm—i—f—t-he—i-nt-er connect i on
of VMSFUs, . t he responsi{BBBBPQOOLILVIFESS . er.SB8#RR Ngl RR#RRRR .nul.t.if-
address voi ce Bessages ori gi nates—at—anr—ortgrrat+rg—wBFd—————=sueh as
MVSFU 22, and is transferred to one or nore 20 destinati on VMSFUs, such

Where: i i
as VMSFU 24. BEEB b&@fgggg{*{ggé{ %&gr units are preferably

concatenation of the following:

10 1 = Delivery notification request
2 = Forward (redirect indication)
4 = Nonreceipt notification requested
8 = Mesgsage privacy requested
16 = Message identification requested
15 32 = Voice identification requested
64 = Voice signature present
P priority fielad
0 = no priority
1 = urgent
20 2 = routine
3 = low
4 = deferred
000 reserved for future use
LL length of the voice signature in seconds
25 vvv number of seconds of the voice message portion
8Sssss# originator address number (# delimited)

RRR#RRR# recipient address number (s} (# delimited)

Referring again to Figs. 1 and 2, protocol C is
used to transfer service information transfer units, such

30 as address list administration data, voice authentication
requests, voice signature requests, and accounting
information transfer units, between VMSFUs 22 and 24 and
administration service 28.

Protocol C is based on an existing digital

35 messaging protocol, such as internet TCP/IP or OSI
protocol layers one to four.

Administration service 28 preferably accepts
service information transfer units for system
authentication, level/version identification, call

40 records, voice signature requests, voice authentication
requests, level 1 and level 2 notifications, address list
administration, subscriber profile administration, and



transferred between VMSFUs 22 and 24 by enpl oyi ng protocol data units
defined in I TU X 400. Recipi ent addresses are preferably transferred
bet ween VMSFUs 22 and 24 by 25 enpl oyi ng an originator/recipient address
format defi ned in I TU F.401. Messages are preferably transferred

bet ween wodBi)s 22 and 24 by enpl oying commercial |y axegnsabhsios
transit facilities that are avail abl e subject to agreenent of the
comerci al service providers involved. 30 The address of a

voi ce nessage is the tel ephonic net wor B2addr ess specifying the

I nt ended destination of the voi ce nessage. The address is preferably
an i nternational %fCt di,stance di aling nunber. For a single address

voi ce message, a SPRYEEY |k SFSHENILSBPPERE di st ance WD 97/ 47122
PCT/ US97/ 09103 In like manner, administratibn service diml i ng

nunber is SUpportggef¥rmlﬁ'&%d%@dsg4v1ce :mfd:r'nléﬁ:% Crrifie |0nttll (far act

address voi ce nes age, Lcorr.espondil n I nter

|
di st ance di BYEREM RMATE 163t 1080y pd ?Y%iyYﬁFSGNBF8§eEEl%&EPE&PH:!YOlce
Expansi on of saddr signatstes responses:, Tddfarred iddliserygrequest 8/Vaidio?.

Upon successtul ly,guhghe§ it ch WspondESS8aress 1ist administration,
subscriber profile administration, and quality of service
requests. '

The preferred format of protocol C service

10 information transfer units is the same as the format for
protocol A.

Fig. 5 shows a voice clip embodiment of this
invention by which a voice message originator
authenticates a voice message address of a recipient

15 located at a remote destination in telecommunications
network 10.

Referring also to Fig. 2, authentication of a
network recipient voice message address, for example in
voice message system 18, preferably employs voice message

20 system 16 to generate and store a "network file" in a user
and network file store 90. Of course, the roles of wvoice
message systems 16 and 18 may be reversed, and the
recipient voice message address authentication technique
may be implemented in originating VMSFU 22, destination

25 VMSFU, or administration service 28.

The network file includes voice clips and
asgsociated voice wmessage addresses that are extracted from
voice messages received across telecommunications network
10 from other voice message systems such as voice message

30 system 18. A voice clip is preferably the first two to
three seconds of a received voice message, and typically
contains a greeting identifying both the recipient and the
originator, for example, "Hello John this is Marsha."

Over time, the network file will grow to contain many



originating:VMSFU 22 assigns the globally unique I dentification
Aunber to the voice nessage. 10 | dentification nunbers are used to

i dentify voi ce nessages in notifications conveyed bet ween VMSFUs.
The resulting nmessage envel ope is transferred fromoriginating VMSFU
22 to desti nawOOWASNRSFU 24. The preferred contents of PCRAISH#903ge
envel ope are listed 15 below in Table 1.

Table 1 . Message Envel ope_Contents

Field Provi ded by 23 Voi ce Signature

Field Q' D (Note) 20 : Reci pi ent information

addr ess (nunber) . ‘ : r 9abe& ahd
0 VSRS i 2gnppiaged nerworg) §gite Medihoe
physi cal address |iaddresses. (O voi ce msg. network

address O suldeegagatiyf ot izovoice message originatetral
duration in m nutes

30, o N SAgAS D
d ass. of service - %%eexhac es anVOlce message %l;n %F é%*@é ge_

ency j , ass of servic
Delivery O 5 baving ‘a voicesppgpage RAkRSE iRJVPige messaqs system 18,

Message reference wvyoice messageOsyBtem 16 recognizes ©Ehegidbdt®rmddgifagienati on
address (nunber)

0 adﬁ@%\%iazsatalogﬁgr’oﬁ]ﬁi Y?ls e messagegggg‘péég:[ ' @dbrches the

physi cal address |ineswork file dor a matching networkyypiee iaessagsa agdress,

addr ess O and substitutes the associated voice clip for the voice

10 signature stored in a user file store 92 of voice message
system 18. Employing the voice clip stored in user and
network file store 90 avoids transmitting across
telecommunications network 10 the voice signature stored
in user file store 92.

15 In particular, voice clip authentication of a
recipient voice message address proceeds according to the
flow diagram of Fig. 5.

A voice message receiving block 100 represents a

first voice message system receiving a voice message

20 envelope containing a voice message addressed to a first
user at the first voice message system from a second user
at a second voice message system.

A voice clip extracting block 102 represents the

first voice message system extracting a voice clip

25 containing the first xx seconds (xx is one to three
seconds, but preferably two to three seconds) of the voice
message received from the second voice message system and
extracting from the voice message envelope a network voice
message address of the second user. Alternatively, if a

30 voice signature field is included in the voice message
envelope, the voice signature of the second user may be
extracted instead of the voice clip. Hereafter, for
clarity only the extracted voice clip will be described,
although skilled workers will understand that an extracted
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16 Wer e: O = Provided by originating VMSFU D =

Provi ded by destination VMSFU Not e: Provisions for a voice signature
capability are 5 arranged by a bilateral agreenment. Because such
agreenent s woen#fizen nonexi stent or inpractical to POPAUSIIR103 &
preferred voice clip alternative to voice signatures is described
bel ow with reference to Fig. 5. Protocol B is enployed to
transfer user 10 i nformation transfer unid%s and service information
transfer units, such as address |ist adm nistration data, nmessage

identification re uests VOoi ce . fequ betmeen Voi ce
message systens M ’éﬁﬁ fgngﬁare may espe%ﬁ%&gt%%ﬁiiggﬁg‘ & 24. 15
Fig. 4 represents the archit setwexk ofilsy gtordng block B.odirieprresentia theal og

prot ocol based orgflRCli3RR! e¥sage sy@a@ne@&bemﬁ t On teMRIJr kK BB the
AM S- Anal og (" AM rot ocol Prot ocol B _extends the

functionality of "M"g RIP 388 AbS a%ﬁﬁ%'ﬁtaﬁ 8 PSF! %‘é’ét‘(ﬁ’é‘s“" A5eE3987 (| evel
1) and extensled uﬂminesseséaghagsse¢nd(n§§r54

Note that blocks 100, 102, and 104 are
preferably repeated for multiple messages received from
other than the first voice message system, resulting in
generating a network file containing multiple

10 corresponding voice clips and their associated network
voice message addresses.

A voice message generating block 106 represents
the first user at the first voice message system
generating a voice message having a voice message envelope

15 directed to a voice message address of a user. .

A voice message destination decision block 108
represents the first voice message system determining
whether the voice message address of the user is
associated with the first voice message system or another

20 voice message system.

If the voice message address of the user is
associated with the first voice message system, a user
file searching block 110 represents the first voice
message system searching the user file for a storage

25 location associated with the voice message address of the
user.

A voice signature returning block 112 represents
the first voice message system returning a voice signature
of the user to the first user to authenticate the voice

30 megsage address of the user.

If, however, the voice message address of the
user is that of the second user and is associated with the
second voice message system, a network file searching
block 114 represents the first voice message system



(level .2 toslevel N) that support VMSFU functions. Pr ot ocol
B supports various |levels of conpliance with AMS-A through a

bi di rectional |evel/version exchange between a VMSFU and its

associ ated voi ce nessage system 25 which identifies the protocol version
supported bywoanlanzz resource to be enployed in a voi ce RGRENY103

transfer. Protocol B requirenents are grouped into
architecture, voice nmessage, and security categories with each
category being related to a different class of330 service. \Wen
initiating a voice nessage, a |evel/version i dentification service

I nformation transfer un%%né rg_i‘ec%tﬁ i"roéckaﬁalgg‘%gp §|s"1:% eoﬁgggi%%‘ge and

versions are suppoftaHc rward servrce t he
particul ar VMSFU, associsted witlpxhel metworkceaies ynaasaget Addyese Lhdddge

system 35  accept ehgeer user information transfer units. The
VIO 97/ 47122 =886nd

17 . di fferent prot oco*fltgffelsst"ﬁrag\?i ?18"%?%?’5%%%%3%&2@2‘2’%% the
service. For sexanpeeworkvedice inedsadec adiresa 6D theagcond usey ps|found,
AM S- A 50 pl us aut Beghlieat &P:tbfﬂ@é&t&ﬁ%g%aoamdns repreRiéat s2t e agliits®@ VOi ce
signature feature and the above- esGL! bed "pull meisage% éﬁature. d
The | evel s are voice message system returning a 'voice Clip~ o € secon
user to the first user to authenticate the network voice
message address of the second user.
10 If, however, the storage location associated
with the network voice message address of the second user
is not found, a default message returning block 118
represents the first voice message system returning a
default message, such as " (entered network voice message
15 address) not found in network file" to the first user.

To prevent the network file from growing
excessively large, thereby causing excessive searching
time and storage costs, the first voice message system
periodically purges the network file of voice clips that

20 have not been stored or accessed during a predetermined
time period, preferably about one month. Fortunately, as
in contemporaneous voice communications, a majority of
voice message communications occur during a relatively
short time period and among a fairly small circle of

25 associates and friends. In practice, it has been found
that over 95 percent of all voice message communications
can be covered by maintainiﬁg voice clips in the network
file for the most recently used 20 to 50 user names.

The voice clip technique not only avoids network

30 communications delay time and costs, but also avoids any
requirement for manually processing additions, deletions,
and changes to the network file.

In telecommunication network 10, voice messages
can also originate from impostors using public and private



i nclusive, that is, conpliance with I evel 2.0 assunes conpliance with
l-evel s 0.0 and 1.0. Furthernore, the versions of the nested |evels
are necessarily the sane, that is, it is not possible to support

| evel 2, version 3 10 (2.3) and level 1, version 0 (1.0).

Protocol B pwedmmrably i npl enents AM S- A pr ot ocol 50, pai®vo9183 St or ed
and used as the basis for building aut hentication features 52 and
extended feature 54 enhancenents. .15 Regar di ng

aut henti cation features 52 and ext ende@6voi ce nessagi ng services 54,
al | extended features enploy a protocol extension option (function =
8) . of AM S- A protocol tic aut henti cati on

features 52 provi H%E%Plb‘??%ﬁ e%t Fglggf}ﬁ ﬁ%?%?eﬁﬂ?ecaﬂeﬁﬁa% Integtitah altk
VMSFU and t he voi secuestygees sa;snslspev\hanﬁ agtkenticatipgetbesbdentuitactafala
del i very of enhangeds @twfg&na%fo&e&s aesuaoié%ﬁrahs}gsagaeuisﬁs has been

properly authenticate enhanced feature servicé | nfornmaflLon transfer
units are cHerarpiere i mc1coTmRy Wayuek(3vipentisatdng fhat ifentgty ofrs
voi ce message recapmeséagé muigsrnamg»xsh:at;usred tthe/ oie@®age recipbemstigs

address incl udi ng_p F‘O@; a%%&g%&é@gand m%z@a%éggr@ﬁé”éé

and date nessage pos ng ssages oma specified
voi ce nessage addPess the Voide NQE§PB9eF9 i?%%%&ﬂ% 30
Addi ti onal message featuresFizan shahatged voice authemmdeoﬂ%&damaiwcol

20, for compatibil Ltyei s iPilition by wAMLE Dl SRl4ESR UG080 S A0

dellvery notification nessa | nportance 1 n |ca

privacy, nmeddage respond %o 5rakae HPBEEF%¥19RHWQQQQEFFOﬁromeé%biﬁrlbers

notification, and identify the voices of selected voice message
originators.

Referring also to Fig. 2, authentication of a
voice message originator, for example in voice message

15 system 18, preferably employs a voice recognition unit 120
in communication with administration service 28 to encode
voice prints of selectively received voice clips and to
store the voice prints and their associated voice message .
addresses into a "voice print file" located in a voice

20 print file store 122. Of course, voice recognition unit
120 and voice print file store 122 may be directly
connected to other telecommunications network resources,
such as voice message systems 16 and 18, that requlre a
dedicated voice authentication capability.

25 The voice print file is generated by voice
recognition unit 120 using well known voice printing and
voice recognition procedures, such as those provided by
the VPRO Speech Recognition System manufactured by Voice
Processing Corporation, Cawbridge, Massachusetts. Voice

30 clips, or voice signatures if available, are selected for
voice printing by subscribers to administration service
28, which receives from VMSFU 22 voice message envelopes
having the selected voice message addresses. Voice clips
are extracted from the selected voice message envelopes,
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18 nmessage originator's voice signhature, service

notification, an increased nunber of nessages per call, an i ncreased
nunber of recipients per message, and an |ncreased nmessage |ength. 5
I n i mpl ement irPoRocol B, it is preferred that VOi CECTIES35/89163
systens 16 or 18 accept from VMSFUs 22 and 24, service information
transfer units for system aut henti cation, |evel/version

i dentification, level 1 and © level 2 nmes8dge delivery notifications,
voi ce signature, 10 and nessage identification nunber .

Voi ce message systens 16 and 18 nay optionally acce EUs 22

t
and 24 service inf SPRAEPSPY (G Fecognitfpn unis, 120, v3f‘§ agﬁ?%]e‘?ﬂ fion
response, address kbite print afiifieniadiongt wobh ShébcEssocipredi veice message
admi ni stration, angd4la..s¥9i ce message address status requests.
Preferably, voice nessage systems 16 and ?FOVIde seLvice

information transfer units f"(’)‘l"e%ﬁt‘%ﬁ“mnabﬁ%t § MeEsaAeant
| evel / ver si on § denkubseahéntlypnteawmiyved by aopdicmaldssageovedépienyiat

nformation 1ranst gh; e heskage 2%ste n/ 9U6C @ xS I8 A M G?é’ésﬁ?@oaﬁ Phatdie at

nessage ori gi nator' ., requestinp nessa e id alion,
address i st V§Gﬁ?nﬂ§§$§ﬁ¢cﬁYSWQRn}§stF g @ﬁtFEﬁ%P%ﬁPt may

subscri ber prOfi|et%@ﬁbﬁhﬁtf@ladﬁmniﬁﬁiatdbneséfaﬂﬁgea a voiaddress status
responses. 25 authenticdPfol "Bl fddetd a18hEPNi R a iAkacehif SEvhE®

10 questionable voice message and the voice message address
of the questionable voice message originator. Voice
recognition unit 120 encodes the voice clip into a new
voice print and compares it with the voice print currently
stored and associated with the voice wmessage address. If

15 the two voice prints are substantially the same, a
suitable voice authentication response is returned to the
voice message recipient. However, if the two voice prints
are substantially different, the voice authentication
response is a suitable "warning" message indicating that

20 the questionable voice message may have been recorded by
an imposter. Of course, if no voice print associated with
the voice message address is found, the voice
authentication response is a suitable "voice print not
found" indication. .

25 If the questionable voice message originator
proves to be an imposter, administration service 28 could
potentially locate the imposter by searching voice print
files located in voice print file stores elsewhere in
telecommunications network 10.

30 _ Voice clip authentication of a voice message
originator proceeds according to the flow diagram of
Fig. 6.

A voice messége address selecting block 130
represents a voice message recipient generating a list of



information‘transfer units is: * nn 8 FUN MOD DATA

CKSUM 30 Wer e: * | s an escape senti nel. nn

I s a nessage | ength. 8 Is the AM S- A protocol extensions
function code. 35 FUN s a two-digit function code. MOD
s a two-diwow7Auxti on nodifier code.. DATA | s potusoA®iosdat a
dependent on the val ues of FUN and MOD. WO

97/ 47122 PCT/ US97/ 09103

19 CKSUM ls a two-digit AM S-A dfecksum

Preferred function, nodifier, and data field values for protocol B

Seryog 1 or 2 ARt ok hddhace oxsBiReEB kG M hohihted
voice message addresses.

An original voice clip extracting block 132
represents receiving voice messages from positively

5 identified originators of the selected voice message
addresses and extracting an original voice clip and voice
message address from each voice message.

An original voice clip encoding block 134
represents encoding each of the original voice clips into

10 a voice print.

A voice print storing block 136 represents
storing the original voice prints and their associated
voice message addresses in a voice print file.

A questionable voice message receiving block 138

15 represents the voice message recipient receiving a
questionable voice message from a voice message address.

A voice authentication requesting block 140
represents the recipient of the questionable voice message
requesting authentication of the originator of the

20 questionable voice message.

An new voice clip extracting block 142
represents extracting a new voice clip and the voice
message address from the questionable voice message.

An new voice clip encoding block 144 represents

25 encoding the new voice clip into a new voice print.

A voice print file searching block 146
represents searching the voice print file for an original
voice print associated with the voice message address of
the questionable voice message.

30 If an associated original voice print is found,
a voice print comparing block 148 compares the original
voice print with the new voice print.

If the compared voice prints are substantially
the same, an authenticated response returning block 150



o1 . SERVI CE DEFI NI TI ON 01

Level/verS|on I dentification MVNN Version: MV
maj or, NN mnor. 10 For exanple, 0203 is |evel
02, versi on 03. 02

Syst em aut hewbgemllwn uni t AAAAA ARCIVIESYIN930R | On
data 15 ADDRESS LI ST ADM NI STRATI ON 03
SUBSCRI BER PRCFILE ADM NI STRATI ON 04 VESSAGE
SERVI CE RELATED 20 01 29 Voi ce Authentication Request
NN Length in seconds (Originator's

vVoi ce nane) 02, Vblc aut h Qnse
(CC...) Certifi caFetutne a suitablen% authen Hquo fe Ngggéggqﬁéég%ﬂéﬁﬁgétlon
response response to the voice medksge irectipdegtobal

identiification for this nes t betantBlahl YERY
NOTI FI CATI ON 30 §Ene compardl voice printe ?ﬁ sa]‘:IsogZ .l
02 LeiEfexenty: i WAXPLRY response “Yetuzni Bg block 152 returns
Recei pt noti f scati ansuitable "warning(Q4possible impostepl| responsmitid itdwt i on
05 MpS fé@%éé’éalg‘ér %eees%at 35 06

Message delivery report 01 ¥E§§AGE
CHARACTERI STI CS If volce pringfils aearghipg block 146 does not

Field Cctets desgihdi &g ddiginmdssgécedPrint associated with the voice
characteristics (Sﬁgsggégwgddress of the questionable voice message, a
10 negative response returning block 154 returns a suitable
"voice print not found" response to the voice message
recipient.
Skilled workers will understand that many
changes may be made to the details of the above-described
15 . embodiment of this invention without departing from the
underlying principles thereof. For example, the protocols
described may be employed to convey, for example, nonvoice
audio information and video information.
Accordingly, it will be appreciated that this
20 invention is also applicable to networked communications
applications other than those found in voice message store
and forward communication systems. The scope of this
invention should, therefore, be determined only by the
following claims.
25
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1. In a telecommunications network, a method of
authenticating for a first user at a local voice message
system a voice message network address of a second user at
a networked voice message system, comprising:

receiving at the local voice message system
multiple voice messages, at least one of which is a first
voice message received from the second user at the voice
message network address;

extracting from each of selected ones of the
multiple voice messages including the first voice message,
a voice clip comprising a predetermined numbexr of seconds
of an initial voice portion of each selected voice
message;’ ’ '
associating each extracted voice clip with a

. voice message network address of its originating user;

storing the voice clips and the associated voice
message network addresses in ‘a network file associated
with the local voice message system;

generating by the first user at the local voice
message system a second voice message directed to the
voice message network address of the second user;

searching the network file associated with the
local voice message system for a voice clip associated
with the voice message network address of the second user;
and

playing the voice clip stored in the network
file to the first user if the voice clip is found to be
associated with the voice message network address of the
second user to authenticate for the first user that the
voice message network address of the second user is a
correct voice message network address.
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21 Thepreferred format of the message

characteristics data fig; gk&}hsgwng_lmmd BBBBPOOOLLVVVSSS . .
SSS#RR ... RRERRRR . .. .. BBBB bit significant
field W0 9747122 CO mw‘“l‘ the foll owi ng: 10 PCT/US97/09103 1 =
Delivery notification re 2 = Forward (redirect

i ndi cati on) .4 = Nonrecei pt notlflcatlon request ed

8 = Message privacy requested 36 = Message identification
requested 15 32 = Voice identification requested

64 = Voi ce signature present P p orrty

0 =no priority 2. The npethad °focr1a in ‘ﬁ‘“’)‘ Lheypetyerk
3 = low file associated with the local voice message system is

stored in a network file store connected to one of the
local voice message system, an originating store and
5 forward unit, and an administration service.

3. The method of claim 1 in which the
predetermined number of seconds is in a range from about 2
seconds to about 3 seconds.

4. The method of claim 1 in which at least one

10 of the multiple voice messages received during the
receiving step further includes a voice signature field
and the extracting step further includes substituting the
voice signature field for the voice clip if a voice
message includes the voice signature field.

15 5. The method of claim 1 further including
purging from the network file voice clips that have not
undergone at least one of the storing and searching steps
during a predetermined time period.

6. The method of claim 5 in which the purging

20 step further includes maintaining from about 20 to about
50 voice clips in the network file.

7. The method of claim 1 further including
encoding an original voice print of the voice clip
extracted from the first voice message, and storing the

25 original voice print in a voice print file.

8. The method of claim 7 further including
receiving a subsequent voice message from the second user,
extracting a new voice clip from the subsequent voice
megsage, encoding a new voice print of the new voice clip,

30 and comparing the original voice print and the new voice
print to authenticate an identity of the second user.

9. In a telecommunications network, a method of
authenticating for a first user of a first voice message
system an identity of a second user of a second voice

-

R



4 = deferred 000 reserved for future use LL | engt h

of the voice signature in seconds 25 VW nunber of seconds of the
voi ce nessage portion SSSSS# ori gi nat or address nunber (#
delimted) RRR#RRR# reci pi ent address nunber(s) (# delimted)
Referring aggperi#ios. 1 and 2, protocol Cis usedpbpruksmpber
service information transfer units, such 30 as address |1 st

adm ni stration data, voice authentication requests, voice signature
requests, and accounting i nformati on tmeansfer units, between VMSFUs
22 and 24 and adm ni stration service 28. Protocol C

I s based on an existing digital 35 messagi ng protocol, such as internet
TCP/ I P or Csl mesgage oBYFL ey FARFIELNG: f our .

Admi ni stration service 28 preéeiviilg aRCeRBt Birst voit® YesBabBf 8yEBéMmON

donti {1 cati on, cHPLEIBES veiee beigss 8L HRagn RS oXBieh 15
authentication origipgle¥eice |nsagsage kpawnete|be nessiviedaficomsthaddr ess
list agym ni gecdhtiolises URSE MdVEngdBOYbLGe aﬁtmsg?@ addr88s 8fdthe
2? 97/ 47122 second user; PCT/ US97/ 09103
extracting from the original voice message the
voice message address of the second user and an original
voice clip comprising a predetermined number of seconds of
10 an initial voice portion of the original voice message;
encoding the original voice clip into an
original voice print;
storing in a voice print file the original voice
print in association with the voice wessage address of the
15 second user;
receiving a questionable voice message addressed
. to the first user from the voice message address of the
second user;
extracting from the questionable voice message
20 address the voice message address of the second user and a
new voice clip;
encoding the new voice clip into a new voice
print;
searching the voice print file for the voice
25 message address of the second user;
retrieving the original voice print associated
with the voice message address of the second user;
comparing the original voice print and the new
voice print; and
30 returning to the first user an authenticating
response if the original voice print and the new voice
print are substantially the same.
10. The method of claim 9 further including
returning'to the first user a warning response if the

[
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quality of service responses. In Iike manner,

adm ni stration service 28 preferably provides service information
transfer units for system aut henti cation, |evel/version
identification, voice 5 signature responses, deferred delivery requests,
voi ce avb beevaacat i on responses, address |ist adm ni st PaTUST/09103
subscri ber profile adm nistration, and quality of service requests.
The preferred format of protocol C service 10 information transfer units
is the sane as the format for protocol A3 Fig. 5
shows a voice clip enbodi nent. of this i nvention by which a voice
nmessage originator authenticates a voice nessage address_of a

reci pi ent 15 | ooxigdnal FOIeHRE He & kRFoREY WV ‘Feeafﬁ%nia(?ﬁti ons

net wor k 10. substantiaRbyedifffgremitso to Fig. 2, authentication of a

network recipient voice nessgge affll GRbhdObre¥2aPheLd Further YACEHAIRGSATE
system 18, preferably eml oys, voi ce nessage system 16 to generate and

) 2

store a "network fise@rching fhe volce p ﬁé&ﬁof"?rf?lnéa ygicey print

course, the rofes ahatoijgesubstantiskigdhey shoesas Gl chet8 vadyebprinveasdd,
b @ . . . .

an e reci p'e%r;'.ﬁ'n\i%:gc@?ir@ﬁé gfg%&s aaUUi'EQ.rhééf’ézdgH‘ a@%&%&bqgf

may be 1 npl enent ed 1 origrna .nlg ,. desti nation
admi ni stration serAsgecigted with the matchipgeVRiFGPXIN% 4 e incl udes voi ce
clips and associ at ed vakce Tiss sesrhatldifesdasmt dain awlei o tthacvedlcér om

voi ce messages recgg,}/i% %T]_QSisLE&gfwiaC%iﬁgspggﬁw:ﬁe storeégo;xﬁgmi.ed

ot her voi ce nessage systens such_as voi ce nessage system 18., .vol ce
clip is prefet@bly thene oft thaofipst voice gessagecsydses ap QFdginelingi ce
nmessage, and typi Cadtdore and £6eWaBdNEnit gratld iang adsinisfyatiprbaidrvibe .
reci pi ent and the Or 1 91,3l O QL 1EXATY Ba21ke! o AN i 1S
predetermined number of seconds is in a range from about 2
seconds to about 3 seconds. '
1s 14. The method of claim 9 in which the original
message further includes a voice signature field and the
extracting step further includes substituting the voice

signature field for the voice clip.
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Over time, the network file will grow to contain many WO 97/ 47122

PCT/ US97/ 09103 _ 23 voi ce clips
and associ ated network voi ce nessage addr esses.

Subsequently, when a voi ce nessage ori gi nator generates in voice
nmessage Syst gipdf41@22v0i ce nessage 5 havi ng a voi ce nessageTassosws i n
voi ce nessage system 18, Voi ce nessage system 16 recogni zes the voice
nessage . address as a network voi ce nessage address, searches the
network file for a matching network voice_ﬂﬁisage addr ess, and
substitutes tgﬁ 0

in a user fil
voi ce clip st o=
transmtting acrjgss

stored in U
clip authenticati o)

jated voice clip for voice 10  signat
E%Z of voi ce nessage system 18. Enplogngﬁégsgﬁ

<2 and network file store 90 avoildis=g=n

t el ecommuni cations network 10 the voi ce E&at ure
file store 92. 15 In particular, #oice
of a reci pi ent vg ce nessage address 2

according to'the | ow di agram of Fig.| 5.
message recei vi RBOBPEOL)100 represents a first voice nek em
receiving a voixge rmesspge 20 envel ope cbntai ning a voice
addressed to a fir
16) 18
VOICE ~ VOICE
MESSAGE [*— m »| MESSAGE
SYSTEM w SYSTEM
2 ‘\\
................ leaveacecsacencesascananesaansfons
' STORE AND FORWARD SERVICE }
\ PROTOCOLY
: B /1
:. 2) <24 X
1 STORE 1 ~ STORE S
: AND AND \
t | FoRwarD PROTOCOL FORWARD | !
: UNIT UNT |
N ) X
\ PROTOCOL PROTOCOL \
\ A A \
' :
' TRANSIT N
' , UNIT !
' 26— .
PROTOCOL PROTOCOL
c C
BN
1

ADMINISTRATION SERVICE

FIG. 1



at .
extracting from

A voice clip extracting bl ock
nessage address of the

first voice nessage systemextracting a voice

containing the first xx seconds (xx is one to three
but wofhaably two to three seconds) of the voice perusendResage

received fromthe second voi ce nessage system and

t he voi ce nessage envel ope a network voice

102 represents the

user at-the first voice nmessage systemfrom a second user
clip 25

second voi ce nessage system

seconds,
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preferably repeated for nultiple nessages received from ot her than
the first voice nmessage system resulting in generating a network
file containing multiple 10 correspondi ng voice clips and their
associ at ed networ k voi ce nessage addresses. A voi ce
nmessage genepaigragiabl ock 106 represents the first usercEUSIA®EOsir st
Voi ce nessage system generating a voi ce nessage having a voice
nmessage envel ope 15 directed to a voice nessage address of a user.

A voi ce nessage destination decision blocé represents the first
voi ce nessage system determ ning { er t he voi ce nessage address of

the user is associate ith the first voice nessa or anot her
20 voice nmessage JysiVOIE 16 | f the vd8 e phddress of
the user is aqsMESSAGE hith the first voice nessayeMESSA a user
file searching bl ock bsents the first voice e] system
searching the user fi r a storage 25 | ocati on associ aded W th the
voi ce nessage address of user. A Yoi ce signature
returning block 113 IRARNGS- i [ IHHSANGADORL £M
returning a voice {§i AND I STDRESAND t 9
authenticate the vqi cgopwArp "4 2l . FORWARD

I'f, however, the vdice grgsage i uger ignirhat of the
second user and is ﬁ;;*ﬂ_a;e_d_mth t he second valce m=<<£m= system
a network file searchi r theflrst oi ce
CONTROL MESSAGE MESSAGE CONTROL
CHANNEL [*®] EXCHANGE PROTMOCOL EXCHANGE [*®] CHANNEL
! !

40 ~- TRANSPORT SYSTEM

FIG. 3

AMIS ANALOG LEVEL-0

&—-—

‘AUTH ENTICATION LEVEL-1

4T AMIS ANALOG .
EXTENDED X
LEVEL-N

FIG. 4



WO 97/ 47122-
25

If the storage locatio

address of thgosggasd user

represents the first
t he second
nessage address of the
storage | ocation assoc
t he second user

n associated with the 5
is found,

PCT/ US97/ 09103
searching the network file for a storage |ocation
associated with the network voi ce nessage address of the

net wor k voi ce nessage

a voice clip ret wornusgndoiesck 116

second user.

voi ce nessage systemreturning a voice clip of

10 4/5

second user.
i ated-

is not found,

user to the first user to authenticate the network voi ce

| f, however, the

wi th the network voice nmessage address of
a default nmessage returnlng bl ock 118

e oo e AT ol

t@ereby causi ng excessi ve
DL Cll
ve net

represents the fir

message, Ssuc h?@s reﬁﬁﬂ@@
in network file" tlo the f17-
file from grow ng exceSS|vé1y‘1arge

per odi Cal |y IR nEXTRAGLPRIcE: %@JW@%@S@‘W

been stored or acdessed during a time period,
Fortunately as I'n contenporaneous voi ce

comuni cat i ons

during a relat@be

T D e E%ﬁ%’%é‘?ﬁ“g‘ e beareh o

pref erably about one nonth.

circle of 25
t hat over 95 per cent or all vol ce rressage C n| catl ons
106 ~- FIRST USER GENERATES A vonce MESSAGE ADDRESSED TO
A VOICE MESSAGE ADDRESS OF A USER
110 ~J. SEARCH USER FILE FOR THE )
VOICE MESSAGE ADDRESS SEARC
FOUND NETWORK FILE
v \ FOR THE VOICE

MESSAGE
ADDRESS

112 ~J RETURN VOICE SIGNATURE
TO FIRST USER

NOT¢ FOUND

118—-RETURN DEFAULT MESSAGE
TO FIRST USER

A 4

RETURN VOICE CLIP
TO FIRST USER

1161

FIG. 5



can be ‘covered by maintaining voice clips in the network file for
the nost recently used 20 to 50 user nanes. The voice clip
t echni que not only avoids network 30 comuni cations delay tine and
costs, but also avoids any requi renent for manual |y processing
addi ti ons, deteswvonz, and changes to the network filgerasse7oot0s -

In tel ecomuni cation network 10, voi ce nessages can al so originate
frominpostors using public and private

26 t el ephones (not shown). Therefoh¢s nessage integrity and

security is a@¥0issue, and authenticating the identity of a message

i o
of uthent  caii g FAE I TANSE U vd’;c@ggﬁggggggo'bm% A3 CRUGNRTIES e
message recipilenttaq

he or she 12sept the voice nessage in Fig. 6

S e |

message 134rHgi nat or s. Referr| ng also to Fig. 2,
aut henticatiorff of'ta
ENCODE EACH EXTRACTED VOICE CLIP INTO AN ORIGINAL VOICE PRINT

136 — v

' STORE EACH ORIGINAL VOICE PRINT AND ITS ASSOCIATED
VOICE MESSAGE ADDRESS INTO A VOICE PRINT FILE

138~ v

RECIPIENT RECEIVES A QUESTIONABLE VOICE MESSAGE
FROM A VOICE MESSAGE ADDRESS

140 — v

RECIPIENT REQUESTS AUTHENTICATION OF THE ORIGINATOR
OF THE QUESTIONABLE VOICE MESSAGE

142~ v

EXTRACT NEW VOICE CLIP AND VOICE MESSAGE ADDRESS
FROM THE QUESTIONABLE VOICE MESSAGE

v

ENCODE NEW VOICE CLIP INTO A NEW VOICE PRINT

1444~

ARE THE
ORIG. AND NEW
VOICE PRINTS

SUBSTANTIALLY
THE SAME ?

FILE FOR VOICE
MSG. ADDR. AND
TS ORIG. VOIC

NO

154~ NOT FOUND 150~
RETURN "VOICE PRINT NOT " RETURN "AUTHENTIC
FOUND" TO RECIPIENT ORIGINATOR" TO RECIPIENT

1R~ y

' RETURN "WARNING"
FIG. 6 TO RECIPIENT




. 'voi de nessage originator, for exanple |n v0|ce message 15 ~- system 8, -
preferably enpl oys a voice recognition unit -120 -in conmums cat isonswhth

LX)

adm ni stration service 28 to encode - voi ce- prlnts of~seiecb1ve|y 30 3
received voice clips and to store the voice prints and their

- associ ated voi ce nessage addresses into a "voice print file" |ocated
in a voice 20 print file store 122. O course, voice recognit:i on unit.
120 and voice print file store 122 nay be directly: connected to other
t el econmuni cati ons network resources, ' such as voi ce nessage systens
16 and 18, that require a dedicated voi ce authentication capability.

25 . h ' d.nt

recognitrgﬁsﬁﬁpﬁlfgﬁyggﬁﬁbqagr hbﬁﬁ vgﬁggﬁé?%%gnﬁyU%agge voi ce

recogn!tinalpmmmmMmﬂaatrnnﬂ}uaiamhdsdeﬁagvadddebyense ffhe VPRO Speech

Recogn|t|§n %é%t%@o Ttﬁgﬁh %%JQPQ%EQ%VQBCQOR§1¥QEQ? inacceB598A%S| N9
ssac

Cor por at | usetts or voice
si gnat ur ed fi tl’m/alldlaiﬁ mesaages diseceaketofor dEfe‘¥€F@ed§r LYEENg Oy

Subsgri bergg, 1 %x%‘l@éﬁ LS Wakh other?Goivel Gasisageisves rom VVBFU

22 voi ce Ness nvel opes havi ng the sel ected vaoice g}g
addressesMOWQQﬁﬁnﬂlﬁﬁFal dup lgiGa thory. o PSR LARGm §@I§@@§d 0i¢¥ nessage
enVe|0pesmgrlad of MR bilizh user voice signatures is )

PCT/USQ?/%m%%%ctlcal For example, the Octel VMX- 0 networked
voice message system stores duplicate user files in each
10 system and updates all of them in response to user
changes. Such duplication requires a heavy and ongoing
database maintenance commitment. To ciaﬁ&g&fgﬁy&?a
database maintenance problem, the AT&T Intuityjvoice
message system employs a centralized user file database
15 facility. However, this approach requires time consuming
network wide intercommunications, which unacceptably
delays returned voice signatures.
| What is needed, therefore, is a communication
method suitable for intercommunicating among and rendering
20  compatible the features and authentication methods of
multiple disparate voice-based message systems and voice
message store and forward units distributed across a

geographically distributed telecommunications network.

method by whichwmessage originators can authenticate the
destination addresses.of telephonic voice messages
transmitted through a complex telecommunications network.

An advantage of thid<invention is that it
prbvidés a method by which a destihation voice message
system can authenticate the originator of a questionable
voice message. '

A voice message store and forward servisg

= = - - - - W - -
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encoded by voice recognition unit 120, and added to the

firsle along with their associated voice nessage addres:—s\es.: : s T
When a questionabl e voice nessage is 5 . subsequently:recei ygd bys a’ uG@i L8,

nmessage recipient at

may transmt to adm nistration service 28 a voice

aut henti cati on request along with a voice clip of the 10
voi ce nessage and the voi ce nessage address
message originator. Voice

into a new

prints are substantially the same, a

response is returngth.9s/15086 discloscy @ $iciRRSIMR §RFE Rn@NforwhRIVBYS]
two voice prints

voi ce print
b a s

questionabl e’
~of the questionable voice
recognition unit 120 encodes the voice clip

LB ]

voi ce nessage system 16 from a voirCEsAESSAGa” e
originator at voi ce nessage system 18, the voice nessage recipient

voi ce print and corrparegai t. with the voice print currently
stored and associated with the voice nessage address. If 15 the two voice

are substantially different, the voice

sui tabl e voi ce authenti cati on

aut henti cat i gending voicespaihsacssages saliremblee récipientn@h aessage vaide c@hil ng
‘that 20 t he questionabl e voi ce nessage may. have been recorded by

an inposter. syptedo dr JBSPANSe Q) "%Qﬁlléie‘?fp? vAtceauaid dnassage.vilierremote voideemaidi ce
nmessage address is f%u '

sui t abl e "voiS¥Eept Pt

guesti onabl e

VORELRalTRREA IS

adm nistration service 28 cou

aut henticaé)i on response i s a

4 208 WIEdeEd messape, BABRTRE 55

pot en ocate the

sear chi ng. voitg ¢hPrembte user. Thietee dimuithaebusrcomiin@aidatioAtbdtiveen siicdretote

el sewhere in

to the fl ow di agram of Fi

rmation on Hle renpqtet he

tghﬂé’ﬁcﬂ'f is st'oredtfiBgl ﬁ’tgxs F§é)irp§dﬂ@s§iﬁ§pﬂgé§§£ées by

H

t el ecomuni cations network 10. 30 ' Voi ce
clip aut hent iandtlogal gbice message reysteageand voice signgturas stoned ottethgsremator di ng

A voi ce message
t

. 6. )
address sel eOiS THISSAEE f¥giem aregretwa'.sf*egoemg loca] o veise nECSIAEE XSSP

generating a

cohfitmBfion of the identity of the message recipient.

US-A-5 029 200 discloses a voice message system which stores voice

- phrases using digitally encoded phonemes. The digitally encoded phonemes

are sent as part of the message header to a remote voice message system and
the remote voice message system uses the received phonemes to generate the

sender’s identification as a synthetic voice signal.

Summary of the Invention

An object of this invention is to provide a method by which message
originators can authenticate the destination addresses of telephonic voice

messages transmitted through a complex telecommunications network,

An advantage of this invention is that it provides a method by which a
destination voice message system can authenticate the originator of a

questionable voice message.

A voice message store and forward service includes a geographically -

distributed network of voice

Gl

Em fof the

AMENDED SHEET



WO 97/ 47122 . PCT/ US97/ 0910344 ci e
.28 sel ected voi ce nessage originators and their assoc;ased A l' ,‘
“voi ce message addresses. . An ori gk nal voi ce- C|lp extracfinig 2
bl'ock 132 represents receiving voi ce messages from positively 5 b
identified originators of the selected voice nessage addr esses and
extracting an original voice clip and voice nmessage address from each
Voi ce nessage. An original voice clip encoding. block 134
represents encodi ng each of the origithal voice clips into 10 "a voice
print. A voice print storing block 136 represents

storing the or|g| v0| r|nt and_t hej AS596 voi ce nessage
addr esseS TR vored ce pr %tf$FY%r units fa&M 24 Aﬁ%d%%tlonable voi ce
nessage irvereomgubiogke 188 dbployipy eseptatadiel Wi teatressagefeesi pi ent

SCC1 Vi N floe. messBUESIHORAULE. YALESS ThECANFedi OfR foXphCEoPSSage address.

A voice authentrc on reques repr esents the reci pl ent
of the direzr$beubleiysi chapeiBalede the yeigrRJteFRRIRItIRAtR cation of the

origi nat s 0f 5d Nen¢l1opdUESHERTALLE ¥RLLEABSASNure information,
and service information transfer units that include
notifications of successful and/or unsuccessful transfer
of a user message. An originating VMSFU accepts a volce
message from a voice message system, delivers the voice

10 message to a destination VMSFU, and/or returns a delivered
or not delivered notification to the voice message system.
The destination VMSFU delivers the voice message to a
voice message system identified by a destination voice
message address indicated in a voice message header.

15 Protocol A conveys enhanced features, such as conveying
any unique features of disparate voice message systems,
converting between message formats or voice encoding -
algorithms, translating addresses, mapping'message
recipient addresses, and accommodating message priorities.

20 VMSFUs attach to each voice message a globally unique
message identification number for tracing message
progress, reporting on message delivery status, and
providing accounting information. The store and forward
service provides services, such as delivering voice

25 messages at a specified time, redirecting voice messages

to alternate VMSFUs, deferring delivery of specified voice
messages, delivering voice messages in accordance with
specified priority and delivery commitments, and
minimizing message delivery costs with a scheduler.

/

30
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An new voice clip extracting block 142 : represents extractihLng a new .,
vei ce clip and the voice message address fromthe questldnable'VoLce,

“nessage. An new voi ce cllp encodi ng. bl ock £44 nept esent'$ 3252
encodi ng the new voice clip into a new voi ce print. "t As®voi ce
print file searching bl ock 146 represents searching the voice print
file for an origi nal voi'ce print associated with the voice nessage
addr ess of t he questionabl e voi ce nessage. 30 : If an
associ ated original voice print is found a voice print conparing

bl ock 148 conpares the original voi.ce print with the new voice print.

If the conpared voi ce prlnts are substantlally _the sane, an
aut hent i cat&FFesTonse Ters PR Ge PR ed-|

PCT/ US97/ 0%¥pss the network from other voice messaéé)systems.reﬁurns_a
sui tabl e auth tlflVOlce sggﬁghcgéé%[gﬁor response to the voice

nessage rediPren P 1s extr TFEF e PV0i t@ BTt s are
substant|m4gconds oﬂlthereateivedwuﬁﬂ¢§)messngemaamdLnypx@pkﬂpck 152

returns 5 r?tgﬂaé ap| §re&@m§”9de§9 S Ale LIMOSIRL "L EFRPASE 404t D

voi ce nessage rec
orlglnator, or example, "Hello John this is Marsha."

Over time, theé\ network file will grow to contain many

voice clips and \Rssociated network voice message

addresses, which axe substitutad for a network recipient’s
10 remotely stored voich signature.

For example, \when a voice message originator,
such as John, enters Marsha’s network voice message
address, the originating voice message system searches the
network file for the Marsha’s\voice message address, _

15 retrieves Marsha's associated vdice clip, "Hello John thlS
is Marsha," and substitutes it fox\ the inaccessible voice
signature. 'If Marsha‘s voice message address is not found
(this will always be the case until a Xjrst voice message
is received from Marsha), the originatin& system responds

20 with the entered voice message address and indicates that
an associated voice clip is not found in the getwork file.
To prevent the network file from growing excessively
large, thereby causing excessive processing time apd

- storage costs, the voice message system periodically

25 purges—the—netwe ile—of—a but—aetiveand—recen
In ann *© embodiment of this invention, voice
authentication of a voice message originator entails
encoding selected voice clips and their associated network
30 voice message addresses into a "voice print file." When a

voice message is subsequently received from a voice
message originator, the voice message system extracts a
new voice.clip, generates a new voice print, and compares
it with the originally stored voice print associated with

POX¢-€9132.1 21205-0007
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It voi ce print file searching bl ock 146 does not

-veice print.associated with the voice . . .nes .
guesti onabl e voi ce nessage, a 10 negative response returning:blpck lS%

returns a suitable
nmessage
t hat many

15

and video informatiomrig. 6 is a flow di

A Qi ishahidng tst:‘@!éﬂ s appreci at ed
e

that this 20

~applicati ofd®

reci pi ent.

. message addresg of :the = -

find. an griginal

n
B ]

L]

L]

"voice print not found" fesponse to'the*voices e

Skilled workers wi Il understand

changes may be nmade to the details of the above-described
embodi ment of this invention wthoyt departing fromthe

under |l yi ng principles thereof. For exanple, the protocols - descri bed
mgy be enpl oyed to convey, for exanple, nonvoice

i nvention is also applicable to net

AT 1Fo SO ¥R ME S5-IF0iOFe THEESFe

audi o i nformati on

rk onmuni cat i ons
t S®LOYING and

forward corRdideC Hd UGBS e ECIg e dfhithis invenvi®.i on shoul d,

dg%éi'g&/3géég¥ition offgge@ggﬁégléﬁﬂg%iméﬁz

Fig. 1 shows a telecommunications network 10

t herefore,

30

5

10

15

20

25

30

be determ

including telephones 12 and 14 connected to respective

voice message systems 16 and 18.

Human users {(not shown)

employ telephones 12 and 14 to store and receive voice

messages in voice message systems 16 or 18. Of course,

each of voice message systems 16 and 18 may include
multiple telephones 12 and 14.

Telephones 12 and 14 employ a conventional

protocol E to communicate with respective voice message

systems 16 and 18.

Protocol E includes voice message

information and dual-tone modulation frequency ("DTMF")

command information that a user employs to control a

particular voice message system.

Protocol E typically

varies from manufacturer to manufacturer of voice message

systems.

Fig. 1 represents a generally conwventional
networked telephonic voice message system 10 that controls
transmission, delivery, and storage of voice messages,

which are commonly referred to as Voice Mail messages.
Telephonic voice message system 10 may include voice
message systems 16 and 18 of types manufactured and sold
by any of a large number of manufacturers that include
VMI, Comverse, Centigram, Rolm, Northern, or Boston

Technology. Exemplary models oéﬁxg&asAsessage systems 16
and 18 may include the INFINITY_ZLpanufactured by Comverse |
Technology Inc. of Woodbury, New York and the ONE-VIEW(reade
manufactured by Centigram Communications of San Jose,

California.

A store and forward service 20,

also referred to

as a gateway, includes voice message store and forward

POX4-69332.1
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I. A method of authenticating for a first user of .a local vogice, essage .

.system (16). connected to a tel ecommunijcations network (10);a voige nessage -

address of a second user of a renpbte voice nessage systen1C18)°cqnnecbedﬂt0e

thé tel econmuni cations network, the Iocal voice nessage systen1fece|vrng oo

“multiple voice nessages (132), at |east one of which is an original voice

message received fromthe second user and havi ng the voice nessage address

- of the second user; the nethod characterdzed by: extracting (132)
fromthe original voice nessage the voice nessage address of the second

user and an original voice clip conprising a predeternined nunber of

seconds of ;¢ ai k'-@ﬂ«sv@'-pez@%ﬁa% ofnd Ny 91 &4 NAl 2 VIOl L8 T SSRPE SPOken by

t he second user; ~ _encoding (134) the original voice clip into an

ori gi nal vorkEchr ift an intermed ip t o CQUmE)L F3E 20T RRADrHIAC f2FeeREE

ori gi nal vomgc@rmegsageasw@maéh@mmm ANE YO €€ NEBSR O aéi%@ﬁérOf t he
second user oi ce

at a |ater_tine a uest
nessage addW@%EgdoFot?han?FBgF EE%%S¥?O%?%$E onc%sdE% a@%% ﬁ? t he
second user22 and 24exbrhetlogatédZ@nfmppm$heeqmsdesomﬁbim v0|ce nmessage

gggog?h;e(q§%§8?%%ﬁggaﬁ§§?§édéP§pS$§ 0 agﬁgalgggce pr|ﬁ¥0|§€a8élpsearch|ng

(146) the vnmterpatmonaﬂIQOﬁodarhe EUsed3 aged ot resy of, tﬁ@rsecond
user, eviRoab M i Lot 2SS g voi ce
nmessage add%%%@ﬁgé hg se?gﬁ ugég c%%pé??%gog%a%§ %% ggnal
voi ce pr|ntoﬁnﬁh%ﬁeaﬁéﬁﬂgéFé@nprlnt and returning to the flrst user

an auidenticati ng respeasal(:éée) méef@smﬁl&hgea@ioama@l@élrﬂésgaget he new
voi ce print_matc t hod of cl ai 1 further including

ret urni ng t%y?ﬁ%mﬁlFétaBQeﬁa mﬁ&rﬁ?ﬁﬁ OY e pBFRECEI5 2y ?u?ﬂea%rFBFnal voi ce
print and tjpeovewoiodeecpibati aheapgblieastts copending U.S. Pat.

application No. 08/332,102, filed October 31, 1994 for
TELEPHONIC VOICE MESSAGE TRANSMISSION CONTROL METHOD.

15 Voice message systems 16 and 18 employ a
protocol B to communicate with respective VMSFUs 22 and
24. Protocol B is described below with reference to Figs.
2 and 4.

VMSFUs 22 and 24 employ a protocol A to

20 communicate with each other, with other VMSFUs (not
shown), and with transit unit 26. Protocol A is described
with reference to Figs. 2 and 3.

Either of VMSFUs 22 and 24 may be an originating
VMSFU that has accepted a voice message from respective

25 voice message systems 16 and 18. By accepting the voice
message, the originating VMSFU assumes responsibility for
delivering the voice message and/or returning a delivered

"or not delivered notification to the originating voice
message system. '

30 In like manner, either of VMSFUs 22 and 24 may
be a destination voice messagé store and forward unit that
is responsible for delivering a received voice message to
the voice message system identified by a destination voice

* message address contained in a voice message header.
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31 . 3. The nethod of claim2, further |nclud|ng searchlng (145)"the
voice print file for a voice print that mat ches.t he .new vdicélprtnmt ang: ¢
returnlng to the first user a voice nmessage addréss associ 4fed®Nith t*he **
mat chi ng voice print. ' 4. The nethod of claim1 in which the voice
print fileis stored in a voice print file store (32) associated with one
of the |local voice nessage system (18%, an originating store and forward
unit (22), and an adnministration service (28). 5. The:-net hod of

claiml in which the predeterm ned nunber of seconds, is in a range from
about 2 tedemines WutSPWEcondherefore, megsagh HKSHESf ¥dhim 1 in

whi ch t he Qrdighnals s seafud uratdwraumfénﬂmmngnm sigmatitre éfedd and the
extracting step further i ncl'udes substituting the voice S|gnature field for
the voi AESIAIF originator is desirable 1in m y situations:
Heretofore, a common way of authentlcatlng the identity of
5 a message originator required the message recipient to
call the message originator and inquire whether he or she
sent the voice message in question. )
Fig. 6 shows a voice authentication embodiment
of this invention by which administration service 28 can

10 respond to voice authentication reqﬁests from subscribers
and identify the voices of selected voice message
originators.

Referring also to Fig. 2, authentication of a
voice message originator, for example in voice message

15 system 18, preferably employs a voice recognition unit 120
in communication with administration service 28 to encode
voice prints of selectively received voice clips and to
store the voice prints and their associated voice message
addresses into a "voice print file®" located in a voice

20 print file store 122. Of course, voice recognition unit
120 and voice print file store 122 may be diréctly
connected to other telecommunications network resources,
such as voice message systems 16 and 18, that require a
dedicated voice authentication capability.:

25 The voice print file is generated by voice
recognition unit 120 using well known voice printing and
voice recognition procedures,,6 such as those provided by

the VPRO Speech Recognition é;g€g;?$g;ufactured by Voice
Processing Corporation, Cambridge, Massachusetts. Voice
30 clips, or voice signatures if available, are selected for
voice printing by subscribers to administration service
28, which receives from VMSFU 22 voice message envelopes
having the selected voice message addresses. Voice clips
are extracted from the selected voice message envelopes,

PDX4-69312.1 22105-0007

AMENDED SHEET



VIO 97/ 47122 ' - PCT/ US97/ 09103, . .-

32 message system conprising: - .. : receijving.at the - -
first voice nessage system mul tiple yoi ce nessages, "at; | gast; one~of 2 >
which is an. - original voice nmessage knowi to be received fromthese5 oe
second user and having a voi ce nmessage address of the second user;
extracting fromthe original voice nesggge the . Vvoi ce nessage address
of the second user and an origi nal voice clip conprising a
predet erm ned nunber of seconds of 10 an initial voice portion of the

ori ginal voice nessage; .encoding the original voice clip
into an original voice print; Claims storing in a voice

print file the original voice print in association with the voice
nmessage address of the 15 second user; receiving a

quest i onabl e V.oi4k methskefyamthanticatingefor a first usen of Adodal veice wsassage ispstemhe voi ce

message ress of. the second user ; . xtracting from
The. questebRaRTatd b dutlrammyBReGons seRiik (10 ¢ yaics speseeerecitit SEhrud o
the secoggdr bfarreMdtt Poice messaB€Wstédh ¢E8)Cohhécted to the telecommunicaAdaddi ng t he
new voice clip into a new volce ) print; searching the

voi ce priatwork,|the iqsal veige message system receiving multiple voice messages (132), at least
~one of which is an original voice message received from the second user and having the

voice message address of the second user; the method characte;ized by:

extracting (132) from the original voice message the voice message address of the

. second user and an original voice clip comprising a predetermined number of seconds of

an initial voice portion of the original voice message spoken by the second user; -

encoding (134) the original voice clip into an original voice print;

storing (136) in a voice print file the original voice print in association with the
voice message address of the second user; | ‘

receiving (138) at a later time a qtiestiohable voice message addressed to the first
user from the voice meséage address of the second user;

extracting (142) from the questionable' voice message the voice message address of
the second user and a new voice clip; |

encoding (144) the new voice clip into a new voice print;

searching (146) the voice print file for the voice message address of the second
user;

retrieving the original voice print éssociated with the voice message address of the
second user; .

comparing (148) the original voice print and the new voice print; and

returning to the first user an authenticating response (150) if the original voice

print and the new voice print match.

2. The method of claim 1 further including retuming to the first user a warning

response (152) if the original voice print and the new voice print are different.

* c L M s *
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.25 '_ nmessage address of t he second user; . retrieving the ..

~original .voice print associated . WM t h~the voice messa,ge .addr ess; of; the
second user; conparing the original -volce pririt ant tre :new
voice print; and 30 returni ng to the’firdt uséf an® i

- aut henticating response if the original voice print and the new voice
print are,substantially the sane. 10. The nmethod of claim?9
further including returning to ?he first user a warning response i f
t he ' WO 97/ 47122
PCT/ US97/ 09103 or i gi nal

voi ce print andhetmethed\of daime 2pfllrth¢r iaeluding Scafcbl!ilgsﬁlé@t ﬁhawpysecnr;m&l@mr

11. The net hod further | Voi ce
or i nt 4 Pacf i gk e the e, Wik L 4 Rl g BERER Bhtth bt 1 %2,
as the rﬁ@éﬁhdg@adaeﬂgrdsmcm@éuﬂwm the maghifignidi€ préntt he first user a voice
nmessage address associated with the matching voice print.

12. The method of claim9 in.which the voice - print fileis _stored in
a voice pring f'[‘l'xleein&ﬁ&{ of Sﬂﬂﬂeic‘xh%ich the voice print file is stored in a voice print

file store (32) associated with one of the local voice message system (16), an originating

store and forward unit (22), and an administration service (2_8).

?

5. The method of claim 1 in which the predetermined number of seconds is in a

range from about 2 seconds to about 3 seconds.

6. The method of claim 1 in which the original message further includes a voice
signature field and the extracting step further includes substituting the voice signature

field for the voice clip.

\

Ay
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10 to oneef ,the first voice nmessage system an originating st dfUd oy
and forward unit, and an adninistration service. 13. Th@ﬁﬂi'ﬁwsx
method of claim9 in which the predet erm ned nunber of seggads is In i
a range from about 2 seconds to about 3 seconds. 15 R PR 14.
The net hod of cl ?’ﬁ'@ I N Whi Cotrb SRl lPhorERTY ORGANRERGOE T ur t NgaRWNcl udes
a voi ce signatur | d and. the Igpptiongl B g st ep further includes
substi t uti MYTERNATIONAB APPLICATKJ'WILISHEH UNDER THE PAIENT GOORERATION TREATY (PCT)
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(57) Abstract
Authentication of voice message recipient net- MEBSAGE WECEED NESSAGE FROM THE

work addresses employs generating (102) and stor- o I m%mﬁmm#mm '

ing (104) a "network file" that includes "voice clips" ) )

and associated network addresses that are extracted u—f‘—_‘—_—L__—mmwmmmmm'-' —1

from voice messages received across a network {10) : FROM THE YOICE MEBSAGE

from voice message systems (16, 18). A voice clip )

is the first one to three seconds of voice extracted 104 CUP AD THE

from each received voice message. Over time, the I INANETWOR: RLE

n:‘tiwork file will grow to contain multiple voice clips - T %
and associated network voice message addresses. MESSAGE ADORESSED
When a voice message originator subsequently en- ammmwum
ters a recipient’s network address (106), the originat-
ing voice message system searches (1 14) the network
file for the network address, retricves the associated
voice clip (116), and plays it for the voice message
oziginator to authenticate the recipient’s network ad-
dress. Voice authentication of a voice message orig-
inator entails encoding (134) into a "voice print file”,
original voice clips and associated network addresses
received from positively identified voice message
originators. Thereafter, when a questionable voice
message is received (138), the voice message sys-
tem extracts a new voice clip (142), gencrates a new
voice print (144), and compares it with the original
voice print associated with the voice message ad-
dress (148). If the voice prints are substantially the
same, the received voice message is annotated with
an "authenticating” message (150).




