MITIGATING INTERFERENCE IN A SIGNAL FIELD OF THE INVENTION
The invention relates generally to the field of structured signal receivers and
more particularly to a method for mitigating structured interference in a 5
received composite signal by modeling the interference and then
subsequeMY TEGA/TING INFEREFERENCEEINABNIENADIUND OF
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but relatively constant signal levels at the receivers. This assumption drove a
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code-phase, carrier-phase, and data components which may or may not have
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manner as 10r a
located at large and relatively constant distances from all user receivers,

consequently generating weak but relatively constant signal levels at the receivers.
This assumption drove a number of trade-offs in system and satellite transmitter
25  design and continues to influence receiver development even today.

Despite this assumption, ground-based transmitters (known as PLs,
pseudo-satellites, or simply pseudolites) have been used to complement the GPS
satellites from the very beginning. In the foreseeable future, PLs may be
incorporated in unmanned aerial vehicles (UAVs). A PL transmits a signal with

30  code-phase, carrier-phase, and data components which may or may not have the
same timing and format as the satellite signals. A GPS receiver acquires such a
PL signal and derives code-phase pseudo-ranges or carrier-phase measurements to

be used in a navigation algorithm in substantially the same manner as for a GPS
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satellite signal. The major differences between a satellite and PL are that a
PL typically does not contain a high-accuracy atomic clock and that the PL
position must be described using geographical terms rather than orbital
elements. Precision navigation and landing systems require reliable and
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from 20 short to long, so PL signal levels at a receiver can vary significantly.
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with this variable range effect is known as the “near-far problem” in wireless
communications.

25 Equally problematic is structured interference arising from sharing the
GPS radio frequency spectrum with other users or from the encroachment of other
users’ signals on the GPS spectrum. For example, Mobile Satellite Systems
(MSS) downlinks, wind profiler radar, space-based radar, ultra-wideband systems,
GPS expansion and the European Radio Navigation Satellite System known as

30  Galileo, employ or may use frequencies in and around the GPS spectrum. In
another example, GPS jamming technologies may broadcast interference signals

in the GPS spectrum. These various RF systems introduce interference into

existing RNSS systems either unintentionally or intentionally.



Another type of interference is self interference, which results when signals
from a radio-navigation transmitter interfere with the reception of radio-
navigation signals at the receiver. This type of interference often occurs when
a RNSS receiver and transmitter are located physically near (or identical to)
each 5 othénroghelftipepfeideiderdgcansesifentwsiemsecondarefatprdisiem.” In
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30 IMU -ripgiplhigasuemenhVall JPredpertial Navigation System LAAS
-- Local Area Augmentation System MAS -- Multiple Access System 3
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ADC: Analog to Digital Converter

AFRL: Air Force Research Lab

C/A code -- Coarse/Acquisition or Clear/Acquisition Code
CDMA -- Code Division Multiple Access

CEP -- Circular Error Probable

DARPA -- Defense Advanced Research Projects Agency
DGPS -- Differential GPS

DLL - Delay Locked Loop

DOP -- Dilution of Precision

E code -- European code

DSP -- Digital Signal Processing

FLL - Frequency Locked Loop

FPGA - Field Programmable Gate Array

GNSS -- Global Navigation Satellite System (ICAO definition)
GPS -- Global Positioning System

I — In phase.

IF -- Intermediate Frequency

IMU -- Inertial Measurement Unit

INS -- Inertial Navigation System

LAAS -- Local Area Augmentation System

MAS -- Multiple Access System



MFD -- Matched Filter Detector MSD -- Matched Subspace Detector MSS -
Mobile Satellite System NF -- Near Far 5 NFR -- Near Far Resistant P(Y)
code -- Precision (Encrypted) code PL -- Pseudolite, pseudo-satellite PLL -
Phase Locked Loop PRN -- Pseudo Random Noise code, e.g., C/A Gold
codes ariRe-P(ichrd Eduedaegtpr-- Position, Velocity, and Time Q --

Quadratyg RAIMarcRESEINGLAURARPUS Integrity Monitoring RF -- Radio
Frequency 15 RNSS - Radio Navigation Satellite System ROC -- Receiver

Operatin§EhardeRilistrickiik Sy8gciive Availability SNR -- Signal to Noise
Ratio SVNISpakar\fahicle (e.g., an RNSS satellite) 20 VCO - Voltage

ﬁontrolle[g Qgi#ég%)%\\éﬁ-{ Unmanned Aerial Vehicle UMP -- Uniformly
A
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RAIM -- Receiver Autonomous Integrity Monitoring
RF -- Radio Frequency

15 RNSS - Radio Navigation Satellite System
ROC -- Receiver Operating Characteristic
SA -- Selective Availability
SNR -- Signal to Noise Ratio
SV — Space Vehicle (e.g., an RNSS satellite)

20 VCO - Voltage Controlled Oscillator

UAV -- Unmanned Aerial Vehicle

UMP -- Uniformly Most Powerful

USAF -- United States Air Force

WAAS -- Wide Area Augmentation System

25 Terms and Definitions

It is advantageous to define several terms before describing the invention.
It should be appreciated that the following definitions are used throughout this
application. When the definition of a term departs from the commonly used
meaning of the term, the applicant intends to utilize the definition provided below
30  unless otherwise indicated.
GPS Codes: Each GPS satellite or PL transmits two or more different
codes. Such codes typically include a coarse/acquisition (C/A) code and a

precision (encrypted) (P(Y)) code. Each C/A-code is a unique sequence of 1023



bits, called chips, which is repeated each millisecond. The duration of each
C/A- code chip is about 1 micro-second. The corresponding C/A-code chip
width is about 300 m, and the C/A-code chipping rate is 1.023 MHz (or
megachips/s (Mcps)). A P-code is a unique segment of an extremely long (
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width provides greater é)recision In range measurements than for the
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Model: Let a wireless navigation signal y be modeled as follows:

Y=HEEREEH (1)eWher6 s thPHSSit s o targ¥e Big At (Ve ibrP St Sighals
(a matiix);id 5bOus3a scalde chaeatBrCperasphidivigthopthei danpliatele(s) of the
oel SRR ISR SnoNn Suksesd Injglerange signal @ vesien
or signals E)a matr%?)?ng IS a scafar or vector corresponding to the ampﬁtuée(s)
of thelpodhierfdehitersiborhl(8)Urd Sind ferpigis ey éeias: ihianaventiea fopiirsd by
concagfgpatingknown signal vectors, for example: S=[S] Sz ... SN] (2) where
s; is the i'h interference signal. 25 In Phase (I) and Quadrature (Q)

1 omponerntdistesssiignal Madels the signal components generated by
Quadrature Ampliktdeidaekslationasahsiigiaes bavhicklisl asmotuweation method
using both a carrier wave (e.g., th én Phase or | signal {:)omponent) and a
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'‘quadrature’ carrier wave that is T)ﬁase with the ‘main carrier (e.g.,

the Quadrathge: or Q signal component). 30 Near-Far Interference:
Commingliﬁg two orc{?ore di[‘ferenfgvirel?s signalf, rf(Tl;om one or more
. s the desired or target sign vector) or signals (a matrix);. .
wireless sources In such am nné’ ﬁ'l éll.We}‘IGI’] t%e om mgale élgnal IS
1¥eceived, tHestrengosigracompenetit(s )| ehg atikBlydeGorobthesargate
neag%ntg(y)wglrgceiver) overwhelm(s) the weaker signal components(s)
S is the known structured interference signal (a vector) or signals (a
matrix);
¢ is a scalar or vector corresponding to the amplitude(s) of the
20  interference signal(s) in S;
n is noise; and,

H and § are formed by concatenating known signal vectors, for example:

S:[ﬁ S, Syl )

where s; is the i” interference signal.

25 In Phase (I) and Quadrature (Q) Components of a Signal refer to the
signal components generated by Quadrature Amplitude Modulation techniques,
which is a modulation method using both a carrier wave (e.g., the In Phase or I
signal component) and a 'quadrature’ carrier wave that is 90° out of phase with the
main carrier (e.g., the Quadrature or Q signal component).

30 Near-Far Interference: Commingling of two or more different wireless
signals from one or more wireless sources in such a manner that when the

commingled signal is received, the stronger signal component(s) (e.g., likely from



(e.g., likely from a source farther away from the receiver). In particular, the
stronger signal component may "leak" into the signal detector (e.g., cross
correlation) for the weaker component and thus compromise the accurate 5
detection of the weaker signal component. Near-Far (NF) interference can
occarsbige ineprilitarharsdaigiiaryceriermembety ealdr sagnd s dropareisiely or
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unintefnitiatialyfdemyingdbe cecpimentahibhisaditpromugditomchiagtile
gnteggtr%ggg pay. Qv% fgtﬂg Ln 1themm(i)liteanr arena. A hostile force may deploy
ground- or air-based PLs with the mtent of confusing GPS receivers within
an area. ANgatypar ONRilitierjehrachwanechiat ot snand iRy recbivelis 15
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radio) interference source whose signals can be predictively modeled.
Selfiftadreresidolii et ss Riasd rfEPRIF e brat oraigatithe s sTeeRer is
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wVth.a pnemitten Selt terference ean [esult when sidnals ransmyitted from
a radio-navigation’transmitter intertere with' a tadio-navigation signa
receiveigadionthe same antenna used for transmitting. This type of

interferencg QfiRNRGFUE WHED B TeGRIVET HOHRIRS A5 anl AASIDIHE! ror&lf

interference is an extreme case of "near-far" interference. 25 Multipath &
Jamiiingarie fereRdeo S RAs TSRy R dbr bris b aonfesing S8R elers
radigfiavigatien. raceiveltor ook anmliagiiinaie-appe@irprbidivialse
15°’ign§'"|§§2' LIEﬁ/rec%Eljg/%rnils then slowly drawn off the desired path causing
Signiticamt BXA° SR ipath-like interference is the reception, delay, and
rebroadcaStofctadid nderfiaroresignalsviclcenfase adiavigaticresystencer

USG%%M@HE@%EW&@%&@%@I@@ have an increased geometric path
delay due to reflections of the line-of-site signal. H;grer Order DLL, FLL,

PLL: Genetelfiy nisErefiehee oV g pasdersd KT raens Y B1aL PRSUISHIGKR A 5551 thfe
ordeg efitbextenp. filtescdictheilapmiptekiisigmitigtie toandhdb amRutRbh@f the

2(? ha%v?tlgj gtggﬁg&g{g?cgglf glrtletr elfc'er?cg gzlitr?' geesuqto \Q/ngll(s-:‘ignals transmitted from a
radio-navigation transmitter interfere with a radio-navigation signal received on
the same antenna used for transmitting. This type of interference often occurs
when a receiver doubles as a transmitter. Self interference is an extreme case of
“near-far” interference.

25 Multipath & Jamming Interference: Smart jamming can be used to
cause an active radio-navigation receiver to lock onto legitimate-appearing but
false signal(s); the receiver is then slowly drawn off the desired path causing
significant PVT errors. Multipath-like interference is the reception, delay, and
rebroadcast of radio navigation signals to confuse a navigation system or user.

30  Multipath signals are signals that have an increased geometric path delay due to
reflections of the line-of-site signal.

Higher Order DLL, FLL, PLL: Generally, the order of a phase locked
loop (PLL) is 1 higher than the order of the loop filter. If the loop filter is omitted,



oscillator (VCO), a first-order PLL is obtained. The term "order" is defined as
the exponent of the largest term in the filter polynomial. Since higher-order

loop filters offer better noise cancellation, loop filters of order 2 or more are

used in 5 critical applications. Massively parallel acquisition scheme is a

system thie cariapfebsrheshdetastialliyastnthenookly stpsieesigabed of
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corrections, ealth/accuracy, ephemeris parameters, almanac,
ionospheridassiyelyapar alobrciigision sehenel timestadhasadat sadt
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specifications. Processing Channel: A processing channel of a GPS receiver
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1é)lace ir}fgrgroces ir&gzo chan[nel SheadrgseSt e: A computational state of an

il’lig cefmo 'parame ers to the { vention. . . .
embodiment of a ecelver according to the present invention, wherein:

(at least) nNasigationdiaadly GEISof ahreniin e nferignyisighgdarcoliectived) in S)
have,brary i&’%ﬁ@ﬁi@&iy(lx%m',"@Q%ﬂ%?é@@&dg%ﬁo&%é@f?&s?S(ﬁypical|y) all of

the signals (interferers and non-interferers) have 25 achieved "good loch' by
the EPERSCHIVEY. *PIEB TS MR HRTiIBi S tRathdorsitaie R edddKbler, phase
and effsats @avarimaginithuatan acceptable range (e.g., one set of

xperiments indic lzase must be within.12 degrees of truth,  Doppler
i b S e b e L e S
30 Rhesgdriarant Process: A phase invariant process requires no

knowledgeppp RSUMAEAR "] BRASE %ﬁﬂ&?ﬂ%i@#ﬂ%@é}'&@&k&m@%e
phase value produces the same result. 7 SUMMARY OF THE INVENTION

TheHIYUERORIGERTON RIOFSTgHS esdseing FRNGaaHEC jstent fafellite. or

pseudolite). The acquisition and tracking functions take place in a processing
20  channel.

Steady State: A computational state of an embodiment of a GPS receiver
according to the present invention, wherein: (at least) most or (typically) all of the
interfering signals (collectively in S) have been identified (i.e., “labeled”); and, (at
least) most or (typically) all of the signals (interferers and non-interferers) have

25  achieved “good lock” by the GPS receiver. “Good lock™ denotes that the
estimates of Doppler, phase and offsets are varying within an acceptable range
(e.g., one set of experiments indicated phase must be within 12 degrees of truth,
Doppler must be within 28 Hz of truth, and code offset must be within 1/50 of a
chip).

30 Phase Invariant Process: A phase invariant process requires no
knowledge or estimation of the phase of the interfering signal(s), i.e., any phase

value produces the same result.



reducing interference so that a receiver can more effectively detect and utilize
5 legitimate wireless signals as well as mitigate, cancel and/or remove
interfering wireless signals. The present invention is applicable to a broad
range of architectures for processing structured wireless signals in which the
interference to be removed can be predictively modeled (e.qg., interference
whose structure is knogyman fRBNGE PilttRSENTIGNpresent invention can
therefore be applied to'a 10 broad number of structured signal types
including rABfPHSAGIHEAIRCR AV O Presesifaaness sl RAB ®hnd
Galiteg)ciRARBRrand cethiles sighads andunraciedinglyoddrie dedanitiae
pplications, including interfering signals having powers equal.and/or
e B R L B M, P S A e
swepirdesshignely; did imetisat iarsotah oy 4pplitible t5f speedicasigrdls 15 in a
ComMpasite SILodbr E%&Eﬁ%&ﬁ%@ﬂéﬁﬁ%@%ﬂbﬁﬁ‘%l@ﬂ RO Q. AB¥nce to
frequency or modulation scheme. For example, the present invention can be

empIBYRBAWthcan BroaSHY IR AR e S FHEUSISH O SERIMAS R PRNS
inclugdingnland 23l 55 sfoalifeels Bhapndsb ifvbidbaldAvigation Baigllitel to a
ystem or GLONASS, Code.20 Divisian Multiple Access or CDMA. .
1 R R P e P B R o i htne dor
or TEMCORESETRONUSHonddF Blto)cBAd) MReciciorl bbdeiond® codé) a

Preciginn, (FRARiRd) o ;é%h?&fi?mwﬂﬁ@ﬁﬁ@ﬁ%ﬂﬁg Morod6a ARE SBAURO

Binary Otfset Carrier or BOC codes, and to GPS augmentation methods
inclGaHiG DT ERIEP & SFBIebBteib mhehtirieHMsEersEdde- and
carrigiroasesdandeiichidainet) Lecalthy earanal YiderAigroDHRT)e WVide
| Area Aau megstl?éig)nn%ystem or WAAS, Local Area Augmentation System or
AAS; urd’pean @eoStationary Navigation Overlay Service or EGNOS, and
Space Basdw preggmientationnSystermby SBABIthd onegfbpdiment, the

PreseRbYRRLeRINEIUEGS R SR B IGARYeRRR IS EEMINEALANMAeSte
&gngé}(ﬁ)g, y including, from each of a number of S|gnallng sources, a

I
corrBSpethes WiteRsa drgnacdsliTsirbe e AMAEBA' (B whegikihd: Zdkeach
of theawiseiess signals Glespativeisigioal Snedrdsgstahaor Gllicatvesotihe
orrespondipg wireless sign respective signal eling 8 data
i Y Y s AT A
signébMa)projediing mrénigdataticnsafr LoV, & subspaqgeisthensubspate
be'%@é}??&?é?&ﬂ code or P code, Precision (Encrypted) or P(Y) code, Military code

or M code, and Galileo Binary Offset Carrier or BOC codes, and to GPS

augmentation methods including Differential GPS or DGPS schemes (which are
25  code- and carrier-based and include both Local-Area and Wide-Area DGPS),
Wide Area Augmentation System or WAAS, Local Area Augmentation System or
LAAS, European Geostationary Navigation Overlay Service or EGNOS, and
Space Based Augmentation System or SBAS.
In one embodiment, the present invention includes the following steps:
30  (a) receiving a composite signal (y), y including, from each of a number of
signaling sources, a corresponding wireless signal comprising information;
(b) obtaining, for each of the wireless signals, respective signal modeling data

indicative of the corresponding wireless signal, the respective signal modeling



to a space spanning a representation of at least one signal (so) of the
corresponding 5 wireless signals, the space being determined using the
respective signal modeling data for the signal(s) so and the subspace being
non-orthogonal to a representation of another signal (ho) of the wireless
signéde: iyessiriabetbift Prors sedpife) e qoimpatraisighde lsoraseeinafter
acqgjéiﬂg the signal ho, determining the information from the signal he. 10
The signal processing embodiment is normally performed after the antenna,
sign&) IR EREETATEG L aigibAr SaigRBavT i SRt eReiRer thpeonal
invegtiogpaanspheiaio waspademitiorari aus anbas R aakiedttiesoanchandaina-
ased ipterierence mingation lechnigues, ncluding muliple antennas. ;.
multiple- element ante nas, adaptive antenna-arrays, and mufti-neam a
adagtisdmuliinggnsl@hte andidicThbsprnb belita nn cathagorkligth warfsersaignal
Samcﬂ*m&%@%gh%ﬁ(hmqf@@%%%ts%%gfg’, Frequency or RF sampling,
Intermediate Frequency or IF sampling, baseband sampling (e.qg.,
quadithugree sansplirfe)mesteh beridpassisahepligen! I D&PS schemes, common
(i.e., correlated) erroys are preferably remoyed after the signal processing
tochSIgHSS Mt L SRS R a6 Bt S o,
16he receivaravenliprsteadly.sato dpeiationopenigrpegotie mekianeof this

embodiment.by treating all known sign cept for the current chan
antenna Sl%ﬁl

. a} Sam qgl nd.analog- —%S'I%fst gem tthe S1 nglerecelver. ?ng
signdl a8 interférence an buithihgineé SHiftériera] matiX appropriately. In
anot'hemm_@nﬁgu rt_atimﬁqwmmtk iwiéubﬁpximai;enm@ mde’lvemr@andgameady state
25 G&i%@ti'&@ﬁ?}éﬂgé NS REH A AR MG R HahGslRaNGIRd

signals. N is the number of interferers and is limited by computational

con§lF§iﬁ’E§?W%aérﬂi‘ﬁ@HYSﬁBF?‘Eﬁ’rﬁHé¥érﬁﬁ'i‘ﬁ€1ﬂlfé"Pﬁ%mﬁpé iRl of
1sompigahionairipiensityiald: therelarevatiovfon g sigsapariginmanerewist lower
com(§31ulta,iongl regﬂiréam nts. 30 9 Tﬁ{gspres nti \{entio. ¢ have a nultpber
of atVartages depehiting dnthe particiial Contigtration: First sighal’
processgihggirbthébanéthoglgererallywdesunos agperl emdthendpassicutading.
radio-navigatipResignalibat S adsmited Aty el thRARR M hoved

invention can be applied to any signal frequency (e.g., radio frequencies
CAZfier, thesigml progessing tqgipyans sefditfoprere e satigppie ded amyd-
2(pseudo-rangdems configuration, the receiver, when in steady state operation, performs

the method of this embodiment by treating all known signals except for the current
channel’s signal as interference and building the S (interferer) matrix
appropriately.
In another configuration, which is suboptimal, the receiver, during steady state

25  operation, builds the interferer matrix with only the n highest-powered signals.
N is the number of interferers and is limited by computational constraints.
This configuration can determine the matrix S with a minimal of
computational intensity and therefore allow for good performance with lower
computational requirements.
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number (PRN) code (e.g., Coarse Acquisition (C/A) code, Precise P(Y) code,
Military M-codes, and the to-be-defined E-codes). Second, radio-navigation
receivers equipped with an embodiment of the 10 invention can be resistant
to near-far interference (including special cases such as self-interference,
multipath ikherhepeancén ventgaaamiagy. ahinebahtd iadveritgrs depeedimdeatthehe

necgssibuig dsigpmingthe phase of the carrier of the interfering signals.
Thus, interference mitigation in this invention is a phase-invariant process.

15 Fourth, 6 MgRHFSFesH s (REMRRAHATERs PRt dBRRS iy
navigiationl augiemntaijaticanikian ding sy stemisde . Foy\eAd &, Al prantl
inertial. Navigation, Systems, (INSN. fiurthermare, shauld fhese augmsrygtion
and f}malng systems provi era INg Inform c')%,’ the present invention can
be drlidtagrdl BarMbf Midir heediveemiit hitebeuneric20Rifth pshislinisadaon is

fulscamaa R Jushamos! eureRRERGIVS GUiPRAmAUSIRIagECNRnitoring

(RAIM) techniques. RAIM provides timely warnings to GPS receiver users
wheMianndyitr orpehepvresdilinghtihsdds®en compromised. The various
RAIM techsdaoies akkoalbasaonassome dopsfiselth anpsistenaythe de

@mong the availgble measurements. To be eff .ctii/e RAIM 251 require
1 mn qﬁntlon C?n resistant ta near=1ar 1 tﬁr{ere ce II}C udml% 5%6013 asScsS %],1 as
redundancy of information, 1.e., 5 satellites to ect a omaly an

sateltitemteriidentifyrarddpatmotestits foti tpdlmarfrios). the navigation solution.
Accordinghy, fheRreseridoyeatenAdds ar additiqnal ek niRLags

technique for detecting and preventing smart jamming, and multipath signals.
SixthetRigiRvie A AR TRgRErato AW gHGE R TaEE MEIEHME (BBust to 30
inteffgkaition. Eappasimeaimafphrdiivention can operate within a

lgadlo-naw%aﬂgqv eceiver as a &ggglg ocessi technl%ue. Additionally,

. ? 18 Inyention can S ang%fans[Parcf t to eélstln%
embodiments or the present invention can be effectively used on analog or

digita SigfiatsyambRURA ant HndangesicTius.df WredStdrvite dardégial
PrediGiable SHeured (RS e feRGE ioro g{gaa%égeaﬂgﬁ%%ﬁﬁ M9 RHRE o

signal, such interference can be removed and the resultant signal is passed

to aBYUFSHdRCAIY tPAEIBdNFOTIMNEY. S B HmEkPE WHiRIREEtdRihd.

Sevenihsithecipentienteanbe embodied in software, firmware or other 5
2(Erogramm l%{g tt Chnl%ues WI'[? a GPS receiver havin riate

ardware 131 OO R 13 e CORERE oGO S L el
inveAtiomoMaorebiegrity Monitoring (RAIM) techniques. RAIM provides timely
warnings to GPS receiver users when the integrity of their PVT solution has been
compromised. The various RAIM techniques are all based on some kind of self-
consistency check among the available measurements. To be effective RAIM
25  requires redundancy of information, i.e., 5 satellites to detect an anomaly and 6
satellites to identify and remove its faulty data from the navigation solution.
Accordingly, the present invention adds an additional integrity monitoring
technique for detecting and preventing smart jamming, and multipath signals.
Sixth, this invention can make radio-navigation receivers more robust to
30 interference. Embodiments of the invention can operate within a radio-navigation
receiver as a signal processing technique. Additionally, embodiments of the

present invention can be effectively used on analog or digital signals, and on RF

or IF ranges. Thus, if predetermined and/or predictable structured interference is

10



substantially all processing performed by the invention is embedded within
the logic of one or more special purpose hardware components (e.g., chips,
logic circuits, etc.), eliminating the need for programming such hardware
components. 10 Of course, hybrid embodiments that are between a
subgrastivlly progrias retadinTbbem erchnelcafersbetaatidity ¢rastiosbaed the
embedimantiara1 3SRt e RaeRERE dhaRIER/ILIYEDIRNIGIREM the
objects, features, and advantages of the present invention will be apparent
fronhe Fowerlsisigetailed description of the preferred embodiment and 15
the accompanyithgthiglirester etk ibddieDin SERIR, DM Qe DHEther
DRAWINGS, The.awention il be descrbed in coniuncion wilh i e o
accompanying drawmcbs: &Vigure 1illustrates a ge gﬂlcplrn%erpre ation of
matehedefthe sizgaROavkatchepefiieering b thepitethod esgdnin Msexammercial
G P%J&%M%? Bﬁ%H&&Qn&OH@VorM@&'E?%qﬁ%%%&ﬂ{EMJ eHnis fHd Y-
Figure 2 illustrates the source of interference when using orthogonal
projEioAE BN HoMBFPRSGEH BRI G Nar PaT e B RIS H e SsiGHAP dAgC
intedetence sybspanasgntd/aidus: g projeaigrRscamadhara chigiierks.
llusfrates a generic digital GPS Block diagram with an.Matched Subspace

e B e s B A Rt
intedfatmdméigure Ssilhsstnaidly Agydocedembodivete arvink dntetferdrs safipetof
once, 30 dsigHTevénslagws a flowchart of actions performed by a single
processing channel in an interference resistant GPS receiver in steady state
operation. TR PrsciesSiyehantatistratddn g reiveritfannel
424 giparén PR the folhey IBEaival-arasessing o0 mp pREat &P Potigidre hdll

lfigu[lee gcgllotgtra%tersl oieu%f man iﬁlhannels of the proposed invention. Figure 9
HlustPS s ARramBEdiment of the Ifiterference resistant processing channel in
which both CA an ) I ' : DRk )

can $&%}88Y to initialize the Data
Figure 1 illustrates a geometric interpretation of matched filtering.

20  Matched filtering is the method used in most commercial GPS receivers produced
today. Mathematically the matched filter is H'y.
Figure 2 illustrates the source of interference when using orthogonal
projections on non-orthogonal signals.
Figure 3 illustrates signal and interference subspaces and various
25  projections onto them.
Figure 4 illustrates a generic digital GPS Block diagram with an Matched
Subspace Detector or MSD.
Figure 5 illustrates an iterative procedure to determine interferers.
Figure 6 illustrates a procedure to determine interferers all at once.
30 Figure 7 shows a flowchart of actions performed by a single processing
channel in an interference resistant GPS receiver in steady state operation. This
processing channel is included in a digital receiver channel 424 and a portion of

the receiver processing component 428 in Figure 4.
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Store and prepare the receiver for steady state operating mode. DETAILED
DESCRIPTION Interference Mitigation Technique 10 Referring to the
Wireless Signal Modeling description in the Terms and Definitions section
above, Sharf and Friedlander (Sharf L.L., B. Friedlander, "Matched
Subspace DeuectosIsUR PR ahRSiy Azl PebicoS MR @opsl RYABION.57,
August 199?gﬂi‘@@ﬁ@195ﬁ%@9s M'Xnﬁﬁfcﬁlﬁe’ﬁwﬁtﬁ% %ﬂ@ﬁéréﬁg‘{*&gﬁﬂ%wt@s@lﬁ@e

measurement noise variance is unknown, the uniformly most powerful (UMP)
test T detUGRQUBStAETdH Yooindes %ﬂ@?@ﬁéﬂmg contributions from S
IS given byighi I’(M)epla_tsYﬁﬁ: Yoﬂt(@)loglPﬁaﬂhPﬁifeWhefﬁe Kyddpatiee

5G nBrallzedaITllﬁllhgl st (%ITCR'(I; eTIilSa(t)l I‘ali]e test gé)p ovided by
r(y) IS Tor de ermlnlngw eS|gna (r Ifﬁ Pégrgef S|g?4a IS part of

the compoElgerslghalllwmb‘?@gpéélﬁmnﬂla'th@ﬂshgMaftd—tqs@@@laﬁréhleﬂ?é@ent in
y if réyc)r%ﬁ@%%%%% é@&%?’f’(ﬂi@éfa&‘ﬂ@%doﬁ& ldo RS = S(ST S)-1 ST is
the orthogonal projection operator matrlx that Woul 25 take an input and
project it onto the space sPARHAHEPREISRIBIION the matrix S. Ps' = | - P.
is the orthogonal prmeclmmm@mgﬁmﬁhm&m&;ﬂddake an input and

roject it oE eg %hf—e? Sﬁaﬁﬁgﬂpfe% bXa Cd%& gscc)}‘l El(genrlrll] Hlxrgerpen icular

oS 30 G= IS a matrix whose column span a subspace that
confaafimithosesorions of, quaefrmﬁnmdlander§wﬁé¢séhm@nﬂ@ for one

S'El”%&l&ﬁe’&‘@ﬂ%p"‘cé@é&&%rgo FEGHUTRIMYSHIRN PRRI SR S JpayeES i3 A

column vector as well. P, = G(GT G)-'G T is the orthogonal projection

ope eI HeRERIBEd ftb\]llfél%}ﬁﬂhbﬁf%?f&‘ﬁ%jé’é?‘ﬁeéﬁf@tﬂ@%‘p‘a%e

spanqashynidie gebernasan2 ok themoatixHe umiforthilysitba psthegonahpppjeation
1 ?pe%}q{emaﬁix that.

akes an o o o
tecting contrlgutlon ﬁrom H, while rejecting contributions from S is given

by:

T
P

7(y) =
y yTPSJ_PGJ_PSJ_y

where:

7(y) is the Generalized Likelihood Ratio Test (GLRT). That is, the test
20 provided by 7(y)is for determining whether the signal H (i.e., the

target signal) is part of the composite signal y. More specifically,

the signal H is declared present in y if 7(y)exceeds some
appropriately defined threshold.
P, =S(S"S)"'S" is the orthogonal projection operator matrix that would

25 take an input and project it onto the space spanned by the columns

of the matrix S.
P;" =1 — P, is the orthogonal projection operator matrix that would take

an input and project it onto the space spanned by the columns of

the matrix perpendicular to S.
30 G =P;H = H— P,H is a matrix whose columns span a subspace that

contains those portions of H perpendicular to S. When searching

12



input and projects it onto the space spanned by the columns of the matrix
perpendicular to G. Many of the projections are illustrated in Fig. 3. As can be
seen from the 10 figure, the subspace 300 corresponds to the detection
subspace, and subspace 308 corresponds to the interference subspace and
subspace 304 toftherigrgilabfthatewssx Hubdprgssoargslmhevivlerféherséere

subspace spans g fepresentatinnf cng.PLMKie selected interfering signals
and is determined usinq ngnaI modeling data for the selected interfering

signals. ThB signeF "¢ referésthacrdineaishpatisationtPre e SHIpEIhat sigwl
ived by th { t 4 | d
received by the ?%‘h%qg%rl‘@l@%??rﬁé r%lg? %(ﬁ\?o:%lge Fﬁ%ésé; %qglgﬁdé% fhe co]#mns

representation of the ‘signia st (or signa seen from Fig.
3, a representatirisfPasipisjected onto the detection subspace, which is

orthogonalgo _the ipteyf %gﬁﬁﬁosg%%ﬂ?r%?e&% RIPRARNAIE th&s an

signal-of-intérest <H> 304 subSpace spanned by a representation of the
signal of interestjipuacodipeities signal 20 gfantepesied hg thbovkitestaising

r(y) has the addigigﬁg;(% %%Hh}gﬁglttgoe '_erformance IS invariant to

non-negative scalings of y, I.e., multiplying y by a constant does not impact

the test. MYSNRN IS paeisiiers et idnsiaissamigatchdeicambesesattetdtinFD)
160 pedarndbefolipwingcampifatianoZmiE% ddon anipAetanningsfidhessignal

His presentiny, i.e., the signal H is declared present in y if z exceeds some

appfOPAREN YRR AP SRS P R 5 B M TrRASR O (S I/ERLSIABLRTRY
an uninpiealided Tier sionfofehguaitiopa S tiiahkh a sefirestarm @f oEouatianote
which,is suitable for use in today's. RNSS receivers with anly minor.
mod e R ST A MR e e
denéttsiciedopigraring prendtor iheEguation Sivpieavenrcisateemorhihator is
153r_‘|>’c§dﬁ§8§ﬂ@§?g%ﬂ9fé$@ir\@d ﬁﬁ%é’iai%lﬂ{@,%hﬁ%‘é%%ﬂ&& follawipgnirasons. Ina
wireless receiver's tracking 13 stage, (e.g., using FLL, and/or PLL) the ratio of
the TEPHSER LGNSR SIS (BhoAkHLS e Rt TthiFatby 8atdel
any spalecfizaion thatikgsu|ts thrdondhehdatzke wionaummalizationde ig oreiugonal to

components included in companent:428.of Figi.4; desciibad Nergin Below).
Addltlonaﬁg/, in acqws?tlon, computinga prqperﬁ/ radjusted detection
thresHuRe9iHPAIE Gy ousRTOFHEIdacK BerigmbiZzatioastTioa e g oresim

20' T BRANPEEAHREQRILR% Qﬁ&egmﬁﬁg ARIRRMSe nefit that the
YTPcY=YTG(GTG)-'GTY (5)

performance is invariant to non-negative scalings of y, i.e., multiplying y by a
constant does not impact the test. Most RNSS receivers currently use a Matched
Filter Detector (MFD) to perform the following computation:

z=H"y “)

25  to determine if the signal H is present in y, i.e., the signal H is declared present in
y if z exceeds some appropriately defined threshold. The present invention
involves computing an un-normalized version of Equation 3 that has the form of
Equation 4, which is suitable for use in today’s RNSS receivers with only minor
modifications (if any).

30 Note that there are normalization terms in both the denominator and
numerator in Equation 3. Moreover, the denominator is only a normalization term

and is ignored based on the following reasons. In a wireless receiver’s tracking

13



YTPcY=YTG(GTG) 1/2(GTG) v2GTy (6)
YTPcY=((GTG)-v2GTy)T(GTG)-v2GTy (7) 10 The final form of the numerator
term in the above Equation 7 implies that a segment of y is operated on by

the term (GT G)-U2GT . The result is then squared to compute yT Pcy .
Cleatigettie sersith il appie b e seeneétieyiisplvoeraadigoeirasiere shd

normaligalanserMdaiGintlitdlcad QIraiietalR e PiesetiuiR Mo madifies

the computations provided in the Sharf and Friedlander, 1994 15 reference
cite BRI ZHIPHETHONHS TP IRIIGRR AZBEC po FRIIIT S S Mdddtement
segaaiibyd hyrelibinaiing Mrlitesmal (i Gogllsifer, thenpaing arpapening that
llows the denominator of Equation 3 to be jgnored. Accordingly, the
et i St b e S
resulting opesatior@nytismyiveR hyoPBgpatia B yay by dEtnispdkel sigfodlom sis
declared presentiny if Gy excgeds some apprglpriTater defined threshold.
Recall that G = P'H and thereforé2 from{ie dbove equation (P4) can be

re-written: 25 z=HTPIY (8) By defining,y.as.Y 7 i_lyzégg ano ?er form of a
detection test similar to the'¢ ﬁvén%é(r?;% ece?\(/;eﬁt))est f )Equa{ bn 4 is
obtained as follows: SOyZI;Gy:_[y(@@)—lzibbg;gma@&p@“r?qu@;on 9,yisthe

projection of y onto the perpendicular space spanned by the columns of S,
1Qvhich is odliguei. éormonhtbethogenatl) tohiin theotheverasioonceylisashbeen

calcylated. ihs sianalwilh intaifsrence S jamoveds It simoly passed to the

standard acquisitio rackmg stages. 5 Phase Invariant Metho
Mitigaterbateyterapee Tomsrfarma.apmsednvaiiantppiid th@signabnyy is

interference, S, and target signal, H, are generally complex, i.e., their real
andimaglivary phets Geeniprptasson teanirat(FE Goupled oGherithithethesent

equations aboye are also valid for the phase: %ﬂé’%ﬂg{}tf'\"d%f%ié’ﬁi%&@r‘? 994
understan Ing that the opperator Ich represents a Btranspose apove
Imusgtetreensp leittstabsitte. anbrijtirmuperatorosudivedardssionitaihe

measurement segment, y, by eliminating the term (G"G)™"'* for the same

reasoning that allows the denominator of Equation 3 to be ignored.
Accordingly, the detection test can now be written in a form similar to

Equation 4. The resulting operation on y is given by:

20 z=G'y (7a)
Thus, the signal H is declared present in y if GTy exceeds some appropriately
defined threshold.

Recall that G = PSLH and therefore z from the above equation (7a) can be
re-written:
25 z=H"Py ®)
By defining y as:
§=Pty ©)
another form of a detection test similar to the conventional receiver test of

Equation 4 is obtained as follows:

30 z=H'y (10)
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transpose. The phase invariant MSD incorporates phase dependence in
interference mitigation by using both the in-phase and quadrature
components to represent selected signals. The signal measured at the
antenna (y) is represented using in 15 phase and quadrature (I & Q) signal
componen¥tT ﬁ@tmﬂ)mlédumtenf@réfrieéh@r‘iaeq@preée rotetel thlsingmﬂiqualtg
signal, %ngggne e%%ll}’mﬁh dléeofﬁ ”ec‘a Signal (L e 12 %"ﬁ.‘ of

inter repre ented using oth S|gn components. re, S

andIH &her Merdweeterbﬁlasmmabﬁwg@orhe vignehwith Qte@mﬁ énts are
8%&01[‘?%53@3 %s%‘é%r}%'th%‘&a?{@ﬂé' ch@‘% ﬁgﬁtﬁ{étp%ﬁﬁ{g% ge?gtors of

examp e, a target Si

comp ex numbers lis compose a real

Tomponent (hi1, Bhask myayis £ enponent) and a
complex compansnt £ishRe lwtaeralmgﬂ(tﬂé agﬂahg?llmeafef&w MRERGt

containing the quadrature component) as follows: h, = h7, +i*hQ, (11) 25
The SBR&AESBFI! %Ynfd”%prlﬁéth&e%%W%W?&%%&Bﬁ%a‘%ﬁ‘o%“e‘
excaphdlt*e&ﬁmomnj&x v@etaishmamdaa]umﬁdmraunjaeereﬁmwﬂeummeTMSphase
nvariens SRR adelng ieRPnigis s e tfrRad Alisthenagienas. and
ana og -to-digita conversron ages in’str ctured signal receivers. The
lQecHrﬁqmtﬁar’pwerklwttbwaﬂéw arite apadieeHinpetaters spl 3@ Hermitian
ante(m@pgaesed interference mitigation techniques. Such architectures and
interference mitjgation techniques include multiple antennas, adaptive array,
multibeam, ’%&1Bfﬁ‘a%tb‘t‘t?él?tﬁlﬂ%ﬁ%méﬂﬁaﬁ‘teﬁh@“t@%ﬂﬁﬂfﬂ%&% WapEHAtALS
variaus gaoip bygusitizeboes uhmluﬂpihgsbtmﬂoqdmﬁadet@@lﬂe@tdﬁﬁ aampmgnﬂ F
Samsp?.ncgéc{i_% Ghang zampling %%slﬁrad paclratiie pl's"}% Te Ot “dﬁ’am_
sampling technrque an also wor Wlteh notcl?t ters e oye

13upphession afediptow-Ban @htreethredlmt@ﬁere“ﬁhen@dnl@bm&reme GPs
receiyRt RhidsRRteRha. &/ b 2t daeiRcorRIRfethbarainly tiSence

reference, discloses interference mitigation techniques requiring explicit
(oMb S} Bt WUt DTN it FRESENS e (e Mrkelteloriets)
and dhapefeisnces sigfosad, G—Bnd]admmtzesmsuedlmmﬁwmfeddmsthe Delay
Locked Lo or [P annd np%ggn Sfrom th 0 %(e}_orr:eks%clzltLoog1 h'é"mlolThe
change in opp Ing a BT ust: Iyo%?arned taegratr ént?t
2%ha§ecmb.eqmeepre§eﬁtqﬁ\¢em preseIts £mmWhererp¢t@@ﬁérfmhe

composed of a real component (hl;, a column vector containing the in-phase

component) and a complex component (i*hQ;, where i=sqrt(-1) and hQ; = a
column vector containing the quadrature component) as follows:
h, =hl, +i*hQ, (11)

25 The construction of H and S matrices then follows as described above,

except that complex vectors may be used in place of real vectors.

The phase invariant signal modeling technique is performed after the

antenna, and analog-to-digital conversion (ADC) stages in structured signal

receivers. The technique can work with various antenna architectures and
30 antenna-based interference mitigation techniques. Such architectures and

interference mitigation techniques include multiple antennas, adaptive array,

multibeam, and adaptive nulling antennas. The technique can work with
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interfering signal(s) can be incorporated implicitly and therefore avoids the
use of a tracking loop. The methodology of the present invention can be
invariant not only to interference power but also to interference phase. 15
The phase invariant signal modeling technique can be applied to hardware
(e.gYausirgaiipie sshamesushudmahuapplication S daeifiRintegrites] Eircuit),
SOft‘é‘é%Bhﬁ’g]Wﬁ%ﬁﬁﬁﬂWﬁ%ﬁﬁg?M@@qH&l%a%ﬁQH&iﬂHﬁn%%%&?ﬂm@b%EBented in

serial, parallel, and/or massively parallel architectures and using both
convRRbREI REISBEREIRA S HHB IS Do e SRR fiase invariant
signaipmeckadin grtechnigben deguireseantyethatnstructured interference can be
‘{ch‘%é‘?é’éé‘féﬁ?'gtf%.?‘%g&{ %59?,2?2?&?%%%5 involving
ure

gnodeled, tpe teghT
. n contras
signal detection In the presence of struc Interference. These problems

incluekorporasschhapsie, medirsfeaférterte dissteswritidensa ceitbgision tirbrmues
signals aRdpiRRABhRER e HRIENER Sianala NaviNo P awergaual to

25 the signals of interest, and the removal or isolation_ of specific sjgnals ina
comipbsitaearsal. apdhsReisE g steat GignSMotSim & et s tdve a
numhbe Defapthrkapplcatio D8. Fatdeptasapient e Beksinoeeandop tiSEOLIN
tationary, dynapic, highly dynamic, ground-bhased, marine-based, ajf-based
1 g Bl T o T e sl
remphessensingl Epplsations:ninoppsitenintenietancemppibatidnsttend, in

radi, pad ianaﬂgg@%ﬁ%@ﬁcﬁm}%MﬁcIWaMQ}%?ew%ﬁs the use of

implemented in'a GPS receiver may be integrated with other navigation
senddrckialifg The msihpddensor s B iErdon A Bedpyariant not

speedpmelrksfand Opometrisl IS ikeahiigde siawld enable a signal

rocessing platform.to have both a trapsmitter . and receiver,operatin
1 e e e e B P B R B e

sign_@lgelaieg znk_mig’:e orehig mcdewed SigrshtRreproiécbnsirged p‘latﬁéibm SO
eqUIRRSH, CAMmBIPIAIG SEHRSING N 'E@EHEE}]ﬁqe @dﬁ@%ﬁaféﬂl&!ﬁ'{%ﬁ R

alternate variant to the solution of y presented in patent US Patent 6,771,214
is toPpFItdsyny/ anmatiey SnpatrileLdirh R RIS AN Sirhiioih sriveaEonHignd
proagss: prdeRiis: pasitiedtarly useful for radar and GPS applications, is done
iteratively gn 10 vtcto%com onents. and thus eliminates the matrix ilnv rse

hich can % SBmBeR" S RSIEMBHENR HapeRsicchnidue requires only tha
structured interference can be modeled, the technique is applicable to a wide range
of problems involving signal detection in the presence of structured interference.
These problems include, for example, near-far interference or interference arising
from signals having unequal powers, interference signals having powers equal to
25  the signals of interest, and the removal or isolation of specific signals in a
composite signal.
The phase invariant signal modeling technique can have a number of
other applications. For example, the technique can be used in stationary,
dynamic, highly dynamic, ground-based, marine-based, air-based or space-
30  based sensing platforms, whether in monostatic and bi-static remote sensing
applications; in co-site interference applications; and, in radio navigation

applications. Furthermore, this technique when implemented in a GPS

receiver may be integrated with other navigation sensors, including inertial
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This solution requires that the columns of S are normalized, i.e., unit vectors.
The following MATLAB code will be used to illustrate this solution: loop over
the number of columns of S 15 [line 1] for i=1:numColumns [line 2]
[val,index]=max(y*S); [line 3] Sbig=S(:;,index); [line 4] S(;,index)=[]; [line 5]
y=y-(Sbigyipisiigie 20 iiens)drowiD dolidiessine (@pnfies7[I8pew=[]; [line 8]
for jrleaalbling. Rl SRR TISRRNFSC IS IS TS Rianeparmaliee S 25
[line 10] S(:,))=Snew(:,j)/norm(Snew(:,))); [line 11] end; [linel2] end; line 1 will
perf6‘?f’rf‘?ﬁ?é‘f‘6rlIﬂ?ﬁfﬁﬁnﬁrSE@é@‘&’?}ﬁmB@F@Hiﬁ’i@?‘é&ﬂ&gt@]ﬂ%e%@ﬁwns of
mattix&s viheigitdsihalceldmnhndentifigl 30dinel 2ijmiheaxicruseninmer
rodyctyalis of a.colimn of Saith ymaxVT I3HE,8) (12) line 3is the
colulmin of 5 that c%prrespon &5 the nPax, efined to be s'j (or Shig) line 4
eliminates that column, from AllerBateedobatiimeob Falculates the portion of that
is orthogonal to 17 Y =y-(S'TY)sj (13) line 6-11 performs the same
calcOaioTB SAEATE ST AP HO8 PEm TG & MRFRY-BS Patsy f15)1-ak
=SXi6Q0 Ippidsis(F hhd e s willhe RpRraeiatech-Jauiidasteso I hie fRbeess,
respectively, to.the number of rows and columns remaining in the S matrix
afte HAIVAMSICEBIY. SREWV PEfare 8 e Gpatisatinrx (i AISRUNT ' s, |
14s a calvmepunier that thuegiassivelytlcanse pioass sihglot@ashcofriplex
remainin eﬁ%&%mﬁ‘ﬁal%%!%ei.” the S matrix. 10 line 10 ensures that the columns
of S are still unit vectors
This solution requires that the columns of S are normalized, i.e., unit vectors. The

following MATLAB code will be used to illustrate this solution:

S loop over the number of columns of S
15 [line 1] for i=1:numColumns
[line 2] [val,index]=max(y'*S);
[line 3] Sbig=S(:, index) ;
[line 4] S(:,index)=[1];
[line 5] y=y—(Sbig'*y)*Sbig;
20 [line 6] [rowb, colb]=size(S);
[line 7] Snew=[];
[line 8] for j=l:colb
[line 9] Snew=[Snew (S(:,J)—-(Sbig'*S(:,7j))*Sbig)];
g renormalize S
25 [line 10] S(:,j)=Snew(:,7j)/norm(Snew(:,3));
[line 11] end;
[linel2] end;

line 1 will perform the following process a number of times equal to the columns
of matrix S, where i is the column identifier.

30  line 2 is the maximum inner product value of a column of S with y
max{y’s, s, e 5 (12)
line 3 is the column of § that corresponds to the max, defined to be s, (or Shig)

line 4 eliminates that column, 5,, from the § matrix

line 5 calculates the portion of y that is orthogonal to 5,
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y is equal toy after the algorithm is complete. As can be seen from the two

end commands, the code creates two loops, the first is created by line 1 and

the second by line 8. The second loop is nested in the first loop. 15 The
preceding MATLAB code should not be taken to be the preferred or optimal
instantiation of this technique, for it has)bg&hwritten for clarity. Other (13)
|nstfilnt|a6t§{15 can eI| mate the eed to normalize sont]ehof the. vectgrs. {As
mentionéd datierthis &8 figtie dimihates the’ nedt %o " CAIEUAIR e THVefse

and is therefore immune to the poteftiaknumetjtal instabilities associated (13)
with an 20 inverse. This technique, falls into the optimal class as does the
preferred implementation mentioried ‘i fateht in Data Fusion Corporation's
S Rateiit b dipheibbd GRSINSAI-RIR SISt RERRIVEL (RAGHHS Patent
6,771,214 dealt excluswely with GPS and GNS applications. This patent
covér¥ fﬁ’é‘%ﬁ’ﬁ&ﬁ%“safﬁﬁﬁé‘ﬁﬂéﬂé Hid PEHTREHORE AL et AdditicREr Signal
prOQBsamtd@madﬁs,vaﬁalﬂeludlng the radar and remote sensing domains.
CDMANFInterfergnes In spre :rppeCtéEs?‘%je%%”'s ues lke GoMA, pach user
is as&gned’é fime varying cocfeat tRused s supregdoeach hitinthe dlgltal
datastraameteobroupydiveirethting speistral band allocated to the Multiple
1CCRSS RISIST(MARI: AR AFTeLenL PG [RgHeh a system are
distinguished by the unique spreading codes assigned to each user. In this
way, alft e SinfiRaHe SlENBm pG9BAYEthe bandwidth during wireless
CoMMUAicALions: (e HACMSEII0AMENAA BY IR SRS AHNIGHIR MRISS st

(pseudorandom PN) code to spread the bits. Upon reception, each user's
cod&TPEiBiAINS i presdsdeeiiAg u rafenERE AREIhIQOR IRDRiFb I Bt

usen@opode to extract the desired blt sequence 5 ldeally the user codes are
esigned to I codes re aI Such

1 ror e ST e bt e P e B et ar g o

suchmtmtwptt@ mattdququeerﬁwlgtd}aeMOnvnmm @aba/se@thm an

orthagpnRghReRieSHUlmERRRIE R NI AR USEES SHReRL R uaer of

interest. This is illustrated in Figure 1, where the user code of interest is the

10 vEeRsPRedrsatlierhisURSRBIONS shmbsAP RS It Mrathie Jream R ctess

usekeees lﬁﬁ@ﬁwwmmpth@ﬁgwenéh@amﬁawﬂnms RESHRGHENS @ Yn(a

easurement .vector,
261’1 mverse. This tec mque falls into the optimal class as does the preferred

(14)

implementation mentioned in patent in Data Fusion Corporation’s US Patent

6,771,214, “GPS Near-Far Resistant Receiver”. Patent US Patent 6,771,214 dealt

exclusively with GPS and GNSS applications. This patent covers the unique

applications and modifications needed for additional signal processing domains,
25  including the radar and remote sensing domains.

CDMA NF Interference

In spread spectrum techniques like CDMA, each user is assigned a time
varying code that is used to spread each bit in the digital data stream to occupy the
entire spectral band allocated to the Multiple Access System (MAS). The

30  different users in such a system are distinguished by the unique spreading codes
assigned to each user. In this way, all users simultaneously employ all of the

bandwidth during wireless communications.
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the composite signal) onto H using a matched filter results in perfect
cancellation of all contributions from S. GPS Interference 15 However, GPS
codes are not perfectly orthogonal. In particular, the C/A- code length is only
1,023 chips. So the cross-correlation properties can be poor under certain
circumstariésh (aer distGERE4 ity PrrkinsonBe. NS pil keseudl gy andobBN)
PosjtipRIRGs srYIQRR: bTRCORY kLA BRIGANQRS u V1 & de ARBHCRR dRSHELEOf
Aeronautics and Astronautics, 1996, incorporated herein by reference). 20
AlteFES IR e Bl s micBot 49 3 61 S5k 18 GridsiiPoHEGORY for
all etpetsceHowever, the problem with P(Y) code is that reception of the full
ode literal kes a week and the.required integration time i
Eomputati i) B obr A el Sy oL i whsghe
signifidanaly sheredr Bedean@higtinsnivbiithe 2gdin isomprorisbsnitbaross
COrrﬁ@%@ﬂs?ﬁ@ﬁ%@?ﬁic%ﬁﬁQ&cﬂQQ@QE@QHQ%@H&’@%&QM{S@L@Q§L%l%%‘h'?s

further exacerbated by asynchronous communications among the receiver
and RESFdIRRET FHRMEIBIERTEEPS CORBE GRS bRl plsFs S Rfigietish
timeofThesestt @HRaichedfiltariisFigaadl tovilecatde rdesiedf@itresignakirom a
atellite or, signals from other satellite or PL signals, will leak into th
Dt A N T A
othe‘?&%ﬁ_tewnés @ﬁﬁl@l@e&@mebdma&f@emémigéy @mmtlwm@h taelefedired
targgl.signabmusthe Astecie SR diarierence RisesAVe! ingianses the

performances of the receiver's detectors degrade. As discussed 19 in the
TerfistfaEIABHEER Stion, this effect is commonly referred to as the
"near-far" effect. The present ing@stinierapehe implemented as a signal
rocessing. techni in a radio-navigation receiver. Radio-nayigatio
1 evers dI0y e e TS R b LERr Bl QR the
presedt ilguethtisnrdan .B&3inkipd et ttheraim srr ormabitich@saarecsean tegaraiess
of the i elesmNAVHALOR:. LeGe L AGSIN PRRY AREUSNOS PHEROSSS ikt IS

indicative of many of today's radio-navigation receivers. Figure 4 is a

diagratiioriaggriéie: CresyekaNeHatT vtk lthé ndertidnin 1osiHEIBakd. Note

that spesifiticeanivatEanignds 19sdally piepiiedartchitiseéasivlions on the
2§TAIRR LTS, TP CEE N & RFR TGRS D50 s gonal for al

offsets. However, the problem with P(Y) code is that reception of the full code

literally takes a week and the required integration time is computationally
staggering. Accordingly, all P(Y) code receivers use significantly shorter code
lengths, which again compromises its cross correlation properties.
25 The non-orthogonality of commingled signals is further exacerbated by
asynchronous communications among the receiver and satellites. Therefore the
GPS codes will never be perfectly aligned in time. Thus, if a matched filter is
used to decode a desired GPS signal from a satellite or PL, signals from other
satellite or PL signals will leak into the desired signal channel as shown in Figure
30 2.
The signal leakage from other satellites or PLs becomes interference noise
against which the desired target signal must be detected. As the interference noise-

level increases, the performances of the receiver’s detectors degrade. As discussed
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analog, (ii) a GPS receiver wherein processing is performed in the RF range,
and (iii) a different placement of one or more of the pre amp 404, the A/D
converter 412, etc. A high level description of the components of the GPS
receiver 400 and 15 their signal processing relationship to one another will
nowib&pilsvidedn PGPSy aelit oirediferitsesigpriynshilirsisarsd (etfiches
(SVs)dnrMigw.ate received by the antenna 401. Typically the antenna 401 is
right-hand circularly polarized with nearly hemispherical gain coverage. The
RF signals!afePSrifafifd B P 18w e st 8t PSS iRsplifier is by
far thehmagjerisantdior Rhathneise o tRedieaaiighdiDebriseineary widely
implementations a passive ban s filter js, located between the antenna
O R A O L B G DU B L CHAIC e e
amplifibdesibiesedh bl woslk o seteRR sigaid aseofienvdoiass oavigetited, via

the P&\éi%?%@éﬁ%ﬁt.eﬁ&%séﬁ%%sﬂ%@kéﬁ‘,iﬁ@géfﬂi?%&ﬁ&@f@écﬁ‘i&mn‘?@ﬁleday’s
oscillators 420 (LOs). For the present invention, the down conversion must

25 JRISUBRVEEMEABIEK Yihal by demodulating with both a cosine and a sine
term. Thernpu fragueingies & theddas dBP reeidarivedJWiamhdhaveigsance
scillator. 448 _via the frequency.synthesizer 444 based.on the frequency plan
A R e el PR 8 o o
convertgrog98n thhdiggpearoskiebhrdsianddedk-tHGSghesigerdisiarecparsted

thrOMog,Rﬁf5@¥§ - RANAPRTR e 30 OAL SO PUDLALING HRWR: CORVeriRr

408 to complete the down conversion process. The analog to digital

conVishradiiieseny BlIeTaY ok Mred BrueRAHY. PrhateRgitdt BighdP OMEHSplit

once foreeach shaneall andripeosignakiasmaskthannel GPpassedriivough a
1§V|S 492 to tpave the intelrferer’hce removed Fronhhere the chi n(rl1el 20

Signare are paliEE TS thE RoPmaINCgAr PEEiVer ERENREI NS  Using the

output froffhMSIES 48Roclaaineece grathelirmikd phd woribmiS theiagmuisition

functions g e, fRARY CRUIRLHRRIINALAARS ] & rdflaM AGkRAleRP
(DLL), frequéncy locked loop (FLL), and phase locked [oop (PLL)) for &

singhlavzssth Wih wsarly BepsabrRgb SRS Petesser IR Eigitarrersipplified
chagpeloprinaaslyrasninmeihes CorclatipnrRperajionsd @ donvibuideof

) eceiver rocessing C cinent 428 fPr imt tIementin lo cHscri ipators
And HHEHS HSE HARO AU atB A HIHBPCTBHESLOTS APTSH IS PANDES Hoith's
Additioneadlyetivecnetbeinsreprode s similcopnponef14@gemay storeland B3 types
of d3fa IR, &%, #HAIR AR 42P0nSa0NEhGVE, A 24 % WRIGR IsyFgeking &

signal. This data store is shared amongst all the channels 424. After the data
obtPRE T ih& Y BB obing st datEl firsdysasisedres local

oscillators 420 (LOs). For the present invention, the down conversion must

25  produce a complex signal by demodulating with both a cosine and a sine term.
The input frequencies to the LOs 420 are derived from the reference oscillator 448
via the frequency synthesizer 444 based on the frequency plan of the particular
receiver design. There may be one LO 420 per down converter 408 . The upper
sidebands and leak-through signals are passed through a postmixer bandpass filter

30  (not shown) of the down converter 408 to complete the down conversion process.
The analog to digital converter (ADC) operates at IF or baseband. The digital
signal is then split once for each channel, and the signal for each channel is passed

through a MSD 492 to have the interference removed. From here the channel
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the navigation processing component 436 and the position, velocity and time
(PVT) solution is calculated, and displayed 440. Within a receiver 400, an
embodiment of the present invention may be 15 incorporated into the
receiver channel(s) 424 and the receiver processing component 428. For a
digitakialp Remieastad dn theowend Nt iresesiv v ptiehs Fétuidemgihe theput
dyngiie V19e-af dhé ARG, 4l e SUbicien JonsaRiue Alitas reinais Afd
interest, including the interference. Similarly components 424 and 428 may
neellfd B AN IridpadatPaEberitilty Bl AN rdigecBfXhe ADC
20 4dkanththpe FEQYinamenks oicdted iovpkioh) (€og 2 theldas stdre. 4126 and
dditional.. processing capabilities)., The.processing channels 432 (Fjqg. 4)
S lort R R e R R SRR RS et
one enaidimeprranoty patated. Wik dachcdnrfeperrsmgritigatiornpéifoioned
by the RERRARNYEH IR IR AG.SIPHR42&1I27 RASRNRIONRERIphase

parameters: (a) a pseudo-random number, (b) code offset data obtained

fromAHe ARG 18dRTIBoPEBIOnSLIYr oa s RSP SRS Bropdr g a4 28
obtaingd iemdheifregucocyatackesddoap{falstorontcainainchiltainandiid) at

east pne bit that can be led between being, set an bﬁi set
R B e e R BRI R R 424

interiétertior droe. ok BedTovetihihE Rfasiestby badbesnriststdraiphise riatad to
Obtqm&gm&%r&éﬂﬂgwﬁp&{@iﬁr@a IR ReaMRIREY ma Rafent

6,7771,214. When near-far interference effects occur, the above identified
pardmétereuionrs salgHlplaraLdsrinyeduffidient to model the interference of

each dowiniant kdeinéedening EadSdsighalof ha pracatdevaandinghgibdation
1489, relativ?lg Iotvv%g power inLerfer]?rszmﬁ K%Igan filter or higher order DLLs,
LLS'AndPLIs (a5 described i the Terms' and Definitions section above)
_ma)callspobelq%‘b tdoprotgial bopllewfgetﬁwaiépan@mdppimswwmnﬁmdel the
interlerERSHANE IR MATE RACH AL MO ORI B QuRKR! he

AID converter 412. Note that it is within the scope of the present invention to
obtaitgit Al prirsseter B S the I R EHRRGEre ST BN R c g ong i 424 gaf 428
parafle} asquisitomsginems: (asidleacipesding tiantaryisnmod.Refiniinspoay
ol e el el e IO gpesra 0.
identifiechsntedgrahdisighals. In GPS
The processing channels 432 (Fig. 4) identifies the components within which
the present invention is, in at least one embodiment, incorporated. For each
interference mitigation performed by the present invention, the data store 426
25  stores the following parameters: (a) a pseudo-random number, (b) code offset
data obtained from the delayed lock loops (DLL), or Kalman filter, (c) Doppler
data obtained from the frequency locked loop (FLL) or Kalman filter, and (d) at
least one bit that can be toggled between being set and being unset depending on
whether the its corresponding GPS signal has been labeled an interferer or not. As
30 noted, the data store does not store phase data obtained from the PLL. This is
different from the receiver of U.S. Patent 6,7771,214.

When near-far interference effects occur, the above identified parameters (a)

through (d) are usually sufficient to model the interference of each dominant
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NF situations, the interference includes one or more SV's (and/or PL'S)
pseudo- random noise code (PRN). Such interference can be predictively
modeled, since all GPS signals can be predictively modeled (in that the
structure of such signals is 15 well known and accordingly can be

substemitraing eBdniaraktde Aropiesisornaigreditridde (ng. prstaimelbe revess
ideniified ecainaRVEKIhSPMR SHUATARSEAUCRISIGNAIS MAY e Kigwn

a-priori, in which case the standard baseline receiver 400 architecture of Fig.

4 callr et dha trEeR QRS HIRIBICHERARONF ey BHPR 1 tthis REprgle
signaljieariftidhar thediroppiduraofoipdd (He satibedltereindetowy can 20 be

ysed o, aequirs and (elycanh fesiied neminghie, nan-inferigrance) signa
y cance II‘P(E] out the a-priori inter eré)rs. e Iintertering signals are not
knowrtanghosicaibreop the erhsrasinf dhigorbta nbtHigsush aksentiese iyendherein

belayphhiave hesmdemonsiratadiiosanceh i e eRs NSRS e ireme

cases of NF interference, the signal power levels (from distinct 25 GPS
SignAfnFBLARE A ipin At AV e A BRY BRdR BRI q@eErGhdpL's
signadietiallitRbshrymight be 20 dBW above the nominal satellites’ signals
l(Si.e., GPS constellatiori a};[{;‘ 'tg oper Itlitrégfnqrm lI nd another PL's
signal, call it PL2, mighéﬁe%&%%gﬁé@. In this situation, the
interferers Theistvbdiite patidichyv ide ntifiets frontihighestisonesitodbwestGiSwer
as g SifllushRteR. iﬁgﬂpéﬁcmﬂaﬂ&psgg%gm&@wgﬁa%duar%r* &/ pletRkes

more elapsed time to accorgélish than the procedure illustrated in Fig 6 but
tend@nePBE R EIGHEENA QUskrififERehes R eHRiyCls Rl NBte that

thesgistepsieiar tan hepeQitpoas iis @i dd gindhiawesaictinsSdos e Wipdersiood

\Jhathe (D converter, 22.412.and the components of e interference
processing cﬁanne lfg rﬁL}/S% incluae % ere wsffe %unc?lonamylio pe%]form

thesestdpy (raxsametbamhéestﬁi@sl béEigaboyeStdp s{ﬁ@ﬂ: S'lmetm_eiﬂ_aeh A@Oal§
attemmts, 19 AGaize, ANA Uagk Al oRseRablg GRS Signalk-RRissoprimarily

done using a standard GPS 5 acquisition and tracking functions components
a24%chpusiahig gt enaedtee st nat it Herera crREa W b Cachiabed

‘goagihdocies (lignatheursiheinle: pldoonplestaffsets dssvannBewit R I18W) can
2O LTGRO hBLH YO B G AT WL by
refeceadeln pothiehsingufar) imbigtbhre diidid ioaténiog ARy dignals sienple as
ideQEHXW J-}l%ﬁ;[%g%%%ﬁfeyof Fig. 5 and Fig. 6 (also described herein below)
have been demonstrated to cancel the interferers in GPS.
In extreme cases of NF interference, the signal power levels (from distinct
25  GPS signaling sources) are dramatically different from each other, (e.g., one PL’s
signal, call it PL1 , might be 20 dBW above the nominal satellites’ signals (i.e.,
GPS constellation satellites operating normally) and another PL’s signal, call it
PL2, might be 20 dBW above that of PL1). In this situation, the interferers must
be iteratively identified from highest power to lowest power as Fig 5 illustrates.
30  Note that the procedure of Fig. 5, in general, takes more elapsed time to
accomplish than the procedure illustrated in Fig 6 but tends to be more robust.

A description of the steps of Fig. 5 follows. Note that these steps refer to

the components of Fig. 4; however, it is to be understood that the A/D converter
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signals as presumed interferers, or the threshold criterion could be based on
design specifications such as those of USCG", Navstar GPS Space
Segment / Navigation User Interfaces", ICD 15 GPS-200C incorporated
herein by reference. (E.g., the threshold could be a predetermined power
levetiAiud theiepnzponanid Bivhe aljorferehec psegemingnabanna de et dvvéirdgsing

a 3-gR &alﬁsilwﬁﬁ%{dﬂgi_ﬁ&'@&%%seT §pgqgmy§§rsfgﬁglg@lp@,r¢)gelved
power for LI C/A-Code is -160 dBW, for LI P(Y)-Code is -163 20 dBW and for
L2 P(Y)ebdl%or CTASESER 76 1168 aBW A0 PR ihras Hark atehish M Some
embodiments, may;bs definiediassas palugtptarpondingtmdsigirs to noise
atio (SNR), or signal t%ié:oe}lrg% {%gﬁésgﬁ% or carrier topqﬁg&ai%(CNR),

. . acqul fions,componenys
relative amplitude, of 'some combination of such vatues e.g., aweighted 25

sum thétepPB¥:a sEries bf thgaahdhdtestdaiskeihbeschdldstadkaoat ledst
one of these ratios). Nojg (ah e P HiipRoBE:Ws RS withifr ad 996

reference cited hereinabove (and incorporated fully herein by reference)

details such a metAUSERGPEIANSiNEedteH Podierdy! ssenaliisseeparahip dignal
exceeding (or violatirghdhistveshotdiceirsionrislabeledasan anterferer

l.e., the data representi uch a signal is_accordingly lab Iz[iﬁsu h as
oggiing the bit el 1) UFnE R g e Seebe o aate).
This labeled 23 intenferen contivriessiople tsadkad ang thssoungsst Mappler and

code offset are savgdin e AihSiqreA2RrSiE e H-MbRIgnalsHabhave

not yet labeled as interferers are then re- acquired and tracked by invoking

13

Fig. 7 to cancel oufhsH&R deBam tRRd A9 oME AR A dqtistion and

tracking of the desied&igIFS faBEghiban NassasdaCktamten o8 18mEp
1920: After all the interdeyyg sianals haye been 'arbﬁ'r%%eér‘{/é?".', e presnold

non-interfering signals have achievé goocei fodk! e Teteivet “enters what is

denoted wherein a®alddteagyedeatahiiadpking kedontirueshorsdd dBdvinels

by, again, performing fhe, praceduit, desCiRad IbEg-u{m@ndthg payigation
data is demodulated.
linearly polarized antenna. The specified user minimum received

power for L1 C/A-Code is —160 dBW, for L1 P(Y)-Code is —163

20 dBW and for L2 P(Y)-Code or C/A-Code is —166 dBW). This
threshold criterion, in some embodiments, may be defined as a
value corresponding to a signal to noise ratio (SNR), or signal to
carrier ratio (SCR), or carrier to noise ratio (CNR), relative
amplitude, or some combination of such values (e.g., a weighted

25 sum thereof or a series of threshold tests wherein each test uses at
least one of these ratios). Note that the Parkinson, B.W., Spilker,
J.J., 1996 reference cited hereinabove (and incorporated fully
herein by reference) details such a method for combining such
values.

30 Step 512:  Any signal exceeding (or violating) this threshold criterion is
labeled as an interferer (i.e., the data representing such a signal is
accordingly labeled such as by toggling the bit field (d) of the

modeling parameters described hereinabove). This labeled
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Step 524: Once sufficient navigation data has been demodulated, the desired
navigation solution (e.g., PVT) can be computed via the navigation
processing component 436. 15 Fig. 6 is similar to Fig. 5 except that the
identification (i.e., label) of all initial interferers is done at one time. (Fig. 5
demonstrated an itefeifizersenénves tharideskeficdditerfaress fhonvleigndst

power downwards),dhisRepseduenashbesn shawndo be useful in cases
when all the interfering GPS s%;nals have roughly of equal power. 20 Step

604: ThESRCHiver Attevspib thadquirBoame frReledhsdBEElTahaTsBY Signals.
This is primarily darguisihgntheasteddarichokibe A aisitian@noutrackibgled
unctions components 424 and.428. Step 608: Once the sjgnals that,can be
Tracked ave aohiaUSH 50N ToERT (Tt B PRl e
varying within an 2écagise Staisielrdnpeatkrs haoktpearfld. signal is compared

to a thrgshelecriterjn a1 frgrbold ceitariaitontdpssot Heneralite
henceforth referred to in the smg,ulrﬁi) . This threshold criterion may be as

_ ar). _ /
simple as identifyifgtHRE <SG MITINe argirard ot &t RtV Erers, or
it could be based eategsigat30dspeeticaiiens such@sdhase ofTracking

CD-GPS-200C identified herejngbove (e.g., 10 dBW above the us

i receivect DO G S U i Bty s i SRR The

specified user minﬂmmbpédeiﬁ'mdb@m@ﬂlﬁ)mdyi@li@@bd?eiﬂ_sﬂemdlﬂlﬂedBW, L1

P(Y)-Cagle, 53163 SRR RVEOHER R Goss iR RBORWY). This

threshold criterion, in some embodiments, may be defined as a value

corresponding to eSiEHIAY IR ARGSKIR) Forigiabs eamisidrigshe

(SCR), or 5 carriemtgigairs Rie{GNRpnipbatMesanplitude, or some
ombinatiqn of such values. (as in step 508 above). Step 612: Any signal

ixceedingq{]ﬁSGtﬁrselghﬁoalrdt?s% b%el‘f’axcfe sl,p %lﬁt i%teelr (ealrlgr%cafﬁgsgﬁ‘abae e}lmkr??%ﬁferers

contimtiel totbdetrackedbana meirim@rrél_ﬁg. @dppl@xsamdcwd'eem@tsabersaved in
the daaaiRcdafele: SR G AL AL SIS AN RO AR pIRdAs yatTerers

are then re-acquired and tracked by invoking the stegs summarized in Fig. 7
to chfeeshown to be useful in cases when all the interfering GPS signals have

[S—y

roughly of equal power.

20 Step 604:  The receiver attempts to acquire and track all observable GPS
signals. This is primarily done using the standard GPS
acquisition and tracking functions components 424 and 428.

Step 608:  Once the signals that can be tracked have achieved ‘good’ lock,

(i.e., the estimate of Doppler offsets is varying within an

25 acceptable range, the most powerful signal is compared to a
threshold criterion or threshold criteria (without loss of
generality, henceforth referred to in the singular).. This threshold
criterion may be as simple as identifying the strongest M of N
signals as presumed interferers, or it could be based on design

30 specifications such as those of ICD-GPS-200C identified
hereinabove (e.g., 10 dBW above the user minimum received
power using a 3-dB gain linearly polarized antenna. The

specified user minimum received power for L1 C/A-Code is —160
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out all labeled interferers and thereby to obtain better acquisition and
tracking of the desired signals. The navigation data is demodulated. 15 Step
620: Once sufficient navigation data has be demodulated the navigation
solution can be computed 436. Fig. 7 shows a high level process diagram of

the operation of théBsYgrial RhYerferdmice harigBNOanchbRWY ak@dsppdrétas of

the present inventippydidringe SEAJY silenSifady slaisdsisedined in the
Terms and Definition section above. 20 The steps of Fig. 7 may be described

for a GPS embodifiBMReBitotnay &eelsinsd-iyielraseyssraedistbed in
Interference MitigaiginiTteclonie tigicSSNDY) @boya) is piodctaddoIar), or

#’nterference processingr channeléhi% entioned earlier this data could be

|
o R bt R 6L S o e
in-phase quadraturerpkiirgtion Fliguek vikims Gata yiep A8aibedby the antenna
401 angthef passerta ha bresai 404 et mnlfication. AssHringdhe

GPS radio-navigation sulgnal y is then down converted, via down converter

408, to an intermedfts bty iamessaoa Pueda benirskgh s agprent
converter 412 for 3sbgigitalhd sameplingt IlbsavuaipenodhitstorethecA/D

igonverter 4l g mustpe %Fﬁ!iﬁigptrteo 8?}% Wie Al signals of Iterest, ncluding
he intdriérénce signals. Accordingly, for an embodiment of the  receiver 400
to capture, e.g., 7 toBtsigrealbydifferkmeg tye-s83d ByBthecd umther oblvitgdel a

linear A/D conve ft%ﬁé‘aji?lé%@éd%ﬂé?@r@ﬂ&%n&\‘m&%eﬂ%‘{xﬁﬁ{h 'B_@ﬁléff%rquisi_tion

interference effects occur, the power of at least one interfering signal is
significantly highePidfreeRifhserfedngromitianasiediaifiids thus
requiring the A/D Sisabyeden412 to utilize such a range of bits to be able to
cquire_ and frack the wegker signals. It is the relative power difference that
oo RO g TR A B S SR LSS oxemely
weak signal as welljviR@BaS:obtrivennheedspttiebdiol bit to acquire and

track a GRS signalin esmal 10,RRISE- MR aP SRS RIAN ik AR G412,
the IF signal’is fed to all processing channels.
interference mitigation method and apparatus of the present invention, during

steady state. Steady state is defined in the Terms and Definition section above.
20  The steps of Fig. 7 may be described for a GPS embodiment as follows:

Step 704:  Digital data y (as described in Interference Mitigation Technique
section above) is provided to the interference processing
channel432. As mentioned earlier this data could be IF or RF,
but it must be complex with the imaginary and real parts being

25 in-phase quadrature pairs. In Figure 4 the data y is received by
the antenna 401 and then passed to the pre-amp 404 for
amplification. Assuming the GPS radio-navigation signal y is
then down converted, via down converter 408, to an intermediate
frequency (IF) and passed through to the A/D converter 412 for

30 digitally sampling. The number of bits in the A/D converter 412
must be sufficient to capture all signals of interest, including the
interference signals. Accordingly, for an embodiment of the

receiver 400 to capture, e.g., 7 to 8 signals differing by +33dB,
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Step 708: Retrieve the current interference modeling parameters from the
data store 426 having interference modeling parameters for all the
interference processing channels 432. Note, there may be no 15 current
interferers, or there may be one or multiple interferers. All the interference
modeling parametérs [forbsigefadis it Hages AdBelaty ateirtbifieririgpshdbexist

in the data store 42@@r@af SHhigVEIr-PlER A nYyriRieHaaNgR BM?'JEQ
parameters are retrieved in step 708, 20 then control is passed to 720, else

control goes to 728! SteProfteraingaisribisclembBernthd shen ety din-
used to create an intcplasiag @ochiubdFRBNRICOMPIeX-iqierierenca@ference

ignals which have the gor S ( t)le (15) cA 25 where: G;(t) is the
§Coarse Acquisitionc??:\ﬁf Co %‘tsoiatﬁ: Z%pggﬁigrlnrg e(ggégs\#]ot eeagﬁ[%agﬁ)daé:%l e
Positioning Systemn&Rs) thé isatiecagnials fridquinaylaOyiceoth ihftafaence

signal of each inteffgranse BRI IS ettt 3% {ha comple dtarference

signals are assembled into a matrix, S, as in equation (2) of the Wireless
Signal Model desciibieRreHe crermeangab gt ansbbtidRareiribdve.
Note, the desired sigtaiifarswhishiniaiaenceiischaiapsenmomadx2ennill not

e part of S even if it is identified as an int r';%r r . This, rule even ap IFe to
1 fipath, and ota? s BG a4 s JaA Bnass AR ey
y is determined asafaregustipal@nekhereby removing the interference

characiggizeddy he pid0ieHeraRes: MRYRING PHIGINGIE FraheR ({ #mPaEorm

conventional acquisition and tracking functions. If this step was entered from
step 724 use y (for'e@riptRitef Baiat s oy APl eRpapES iRl from
716 use y (for compeligrfEentrtintcdysihd hiepels343 T heote siked Eignal i
5compared to the interference thresholg o
1 current interferers, or there may be one or multiple interferers.
All the interference modeling parameters (for signals that have
labeled as interferers) that exist in the data store 426 are
retrieved.
Step 716:  If any interference modeling parameters are retrieved in step 708,
20 then control is passed to 720, else control goes to 728.
Step 720:  The interference modeling parameters are used to create an in-

phase and quadrature complex interference reference signals

which have the form:
s, (@) =[G,(0)]e"” (15)

25 where:
G;(t) is the Coarse Acquisition (C/A) code’s it chip at time ¢
(used in the Standard Positioning System (SPS))

« is the carrier frequency.

Once the interference signal of each interference PRN is created,
30 the complex interference signals are assembled into a matrix, S,

as in equation (2) of the Wireless Signal Model description in the

Terms and Definitions section hereinabove. Note, the desired

signal (for which interference is being removed)
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criterion that was used in 508 or 608. If the classification of the desired
signal is still labeled as an interferer (based on info from the data store 426),
or if it has changed from being an interferer to a non-interferer control will
pass to step 738, otherwise control 15 of the interference processing channel
432 passeSfto the Wﬁl(h§li®@ p@ftE)igS 5v€(ﬂfiFiQi-Sd @Jﬂlmiﬁgaﬁhﬁlfé%@?l This
activation of Fig. 7. Applicant ve ohseryed that a potential interfering
Sl i ochl o Ve MG SRS o,
times in arow before Its classiication should be cﬁanged Y and therefore
labeled an interferédre(obyuriabeledtbaenehicdesigrating:tirat ibyshrot an

gnterferer). This prevents 51;10% '9@&!@ lassification from being changed
mistakenly due to a{nnglsg spiﬁ“le or fr?a%llggtﬁ)n bit flip. Step 738: Update the

desired>$graPs (tHisrEranheEISPEORRS At GHTEfeRanddrapkirg dded g paidhieters
to the data store 426,0f all4he-dtgHRranse2PIRcERSIAE ChannsisEbiRigauch

updates include: (i) removing a labeling of the desired signal as an interferer
if this signal remaits tEléihiietamreanenicestéingh ‘dorisrteren canprLing
labeling the desiredgiginal #4s an interferer if this signal was 30 consistently
above the threshold criterion or just updatin%the current signals int(lfrference

nodelimyBrameters KEHMGIE I ELRY ERARRAMAUSTAE P EYITE 8

illustrates a single mweiyethahmame_keé\iﬁam oe 6eBrelf donehoifiya@ahhdishmany
such channels, e-qjeg?,'wggg 1%%%&1’?4&%&%&34%@}4%@ Jﬁiﬂ%h %%tﬁgaf'ﬁ&%'s-

Both the inphase and quadrature components of the signal from t
Receiver Frontend!8462 $pit 440 paddebarrbangsEhameisaspigforerhe

Doppler and chip-gffseloraranetarsdarsaash perieiing BRN @ wRsss 0

the 5 MSD 812 from the universal Data Store 828. Once the interference has

Ibeen removed, th8 <l BIEL PRIV S BRSBANY tdde R TN g3 4teP
Each channel pertdrfins a matchedl fulieriap ehsingten? RNvafiadaidtgll, first
C/A code acquisition isApe{forrpSel(l:I Th n.trag 'rallgi &gﬂ[&ﬁq}g&fgﬁin the

) icants idve observe a 1gnal
Doppler and chip- offset measurements from the acquisition step. The

parameters from thkoglckiaged (Psiaplaiee thadyetheddthetmiamiStarées?8 and
used in P(Y) code QeausitiRn-ifr INANY before its classification should be changed

20 and therefore labeled an interferer (or unlabeled thereby
designating that it is not an interferer). This prevents the signal’s
classification from being changed mistakenly due to a noise spike
or a navigation bit flip.

Step 738:  Update the desired signal’s (this channel’s) current interference

25 modeling parameters to the data store 426 of all the interference
processing channels. Note such updates include: (i) removing a
labeling of the desired signal as an interferer if this signal
remains below the threshold criterion consistently, and (ii)
labeling the desired signal as an interferer if this signal was

30 consistently above the threshold criterion or just updating the
current signals interference modeling parameters.

A Single Processing Channel Illustrated

Figure 8 illustrates a single receiver channel. A GPS receiver commonly
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P(Y) tracking is performed, and the resulting output is stored in the Data
Store 828. At any time, the Navigation Processor 836 can use the data in the
Data Store to determine the receiver's position, velocity, and time. Figure 8
can also be used for other GPS signals and codes. For example, the
receivemedy idirdampdsquireall B the REviyesdepiorl M ivodat est. Rpplication
to GRaRIRCIBER RGNS SUSRAIT NGRS YN dirg6HY the

applicable to all known GNSS codes. For example, applying this invention to

the BFrESE Pgifahiit syaiiAndperdogaih diemel s&sER34 % ddifioning
SystespHiSRa) ubipgihe: phaaeaedisctishantatoig, PIONTHe faR&lsgnal

tru e L1 frequencylooks like; L1, (ax) 3 A[P. @) O+ D; (f)] cos(ax) +
AL A s s e S St 52 Rt ey e
PreciseofRrdyfjcodent iftivashig @t dibasclifagectivePR&indig)is Baehrvhynadata's ith
bit 3idifgek s e GRAT S AcAWisTIRR G/ALIRAS ifirhig/atdime t [used in
SPS] aiis the carrier frequency As can be seen, the C/A code is 3dB
stroATRETHSA theBOYT<babar Laskipsde REFABEd S SaRIBRMPIRESIGHA R a
ratesefficientiancACooR, tHeeil dhisi R(Y eyl Tap paahasnoicenidBiedsdhan
he ariginal interferepce, sigpal. coherent i ration can.mitigate the
e R Sy e s B B R A B e
sampingratengil$ berfbOntimhemd2Behigghlbmtheutithid sssionglingtira deatreBided for
the GA cage, Mest GRRUISESHE Pracauirs and rack et coteandsise

the information in the navigation message to jump’ into the P(Y) code. It is
alsolDBLSTINNEIRGFEETHYACRAPY e VOlor Kotk 1S o R Sreffary aIMithe
GP Sdielddiiamiey stands akiBegau oo thaprghrrrsanplideulat@stng acquire

] Qois&/ﬁiq)té@ecroe ecerfl(g_rg?ggeeP(Y) code can now be removed. The interference
assotiated with the ¢Sdfe can be removed in exactly the same way as

was done for the Qhplocion (s

Figure 9 Wf‘t?é&éé&ﬁ%%%tﬁﬂ&&@%ﬁ%@%%ﬁé‘%@ AP P SR daSFor
described in Interference Mitigation Technique 10 section aboveg)ls prowded
as we

to tHE IRt E H e dRLIAGeHarkePrecise Positioning System (PP
as the Standard Positioning System (SPS) using the CA code discussed above.

20  The GPS signal structure for the L1 frequency looks like:
L1,(ax) = A[P.(t) ® D, (t)]cos(ax) + \/EA[GI. (t) ® D, (t)]sin(ax)
(16)
where:
A is the amplitude
25 P;(t) is the Precise [P(Y)] code’s ih chip at time ¢ [used in PPS]
Dj(t) is the nav data’s i bit at time ¢
G;(t) is the Coarse Acquisition [C/A] code’s it chip at time ¢ [used in SPS]
o is the carrier frequency
As can be seen, the C/A code is 3dB stronger than the P(Y) code. If a
30  receiver 400 is sampling the signal at a rate sufficient for CA code, then the P(Y)
will appear as noise 3dB less than the original interference signal. Long coherent
integration can mitigate the effect of the strong P(Y) code noise.

If a PPS GPS receiver is being used, the sampling rate will be 10 times
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432. As mentioned earlier this data could be baseband, IF or RF. There are
numerous possible designs for a RF front end, the important point is that this
invention obtains complex digital data from the front end. This digital data is
then split and passed to 15 the receivers various channels. Step 908:

Retieshetiutheepnplivgferencedasoide iry(aradeetdlesfriohS tisecidena store

426 pavinciiedarence Mmedeling RRraGIR R Aln e A BeNGSssage
processing channels 432. Note, there may be no current interferers, or there

may bdBrRe BY ML inRarreHers SRR RSB B dMIRGY ) code,
parameteks (haisignalisl thahhaws fiaheladeasanterferers) that exist in the data

tore 426 are retrieved, Step 916:.If any interferenc odeli ara rs
S rotriov s e GBS prEtEP B O T R M e 10
928¢aE> S1en©2be Gnuw tthe PviNicoideeagrd sheri@adcvide thaBking ddopandre

both|agker opiQ-hemianal. the, INterfeRRcJORAINCAMPONEDE KR Re

removed at the same time. The interference modeling parameters are used

to crHatEAEiR Pl shaiensrd wBmpRsesaidinedssaibsthich have
the forreted®s4(tot)BR(HedatS;: (Pede2fibkd inidiere e veliighiesnecariiaae

ame meanings as described in step. 720. 29 Once the interference, signal of
1 e intertorence PRRTE SIS T ate AR b e B
equation (2) (of th&WirslessSigedkModéehidastriptidn bin bhebtherdrld an8F.

Definitions sectionigreinahgiloNi6ssibe Q@ﬁr&%df&j%?# WihoeRg!Re part of

S even if it is identified as an interferer. This rule even applies to multipath
and multipath-like STHRER SRS GFhaIHEE SRR IBENS SRIDPATE §ligi A data
determined as perfagiaiiond@entherelyiigmiaving dheinigiferngssed to

éharacterized by thﬁ interference moaeling parameters. 10 Step 928:
. _the receivers Varlous& ann& S. . .
erform conventional acquisition and trackirig functions. If this step was

enteredSfepi¥08tep Badiexsethe anddhthis stepveaswitareparameters from the

data store 426 having interference modeling parameters for all
the interference processing channels 432 . Note, there may be no
current interferers, or there may be one or multiple interferers.

20 All the interference modeling parameters (for signals that have
labeled as interferers) that exist in the data store 426 are
retrieved.

Step 916:  If any interference modeling parameters are retrieved in step 908,
then control is passed to 920, else control will go to 928.

25 Step 920:  Once the P(Y) code and the CA code tracking loops are both
locked onto the signal, the interference to both components can
be removed at the same time. The interference modeling
parameters are used to create an in-phase and quadrature complex

reference signals which have the form:

30 s,(or) = P(1)e” +G, (t)e{ =) (17)
where the variables have the same meanings as described in step

720.
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from 916 use y. Step 934: The signal is once again compared to the
interference threshold. If the signals classification is still labeled as an
interferer or it has 15 changed from being an interferer to a non-interferer

control will pass to step 938 else the control interference processing channel
and baseline receiver fiéhetdhewiledorsiesizng aieatibieeifaprsed Rep 734,

applicants have ohsenvadibiata Retamial interfering, Ianahshaws exsese (or

violate) the threshold 20 criterion for at least twenty times in a row before its
classification shodly BE'ekshgiegaMrdsL AsrsrRtindictishermemder (or
unlabeled thereby Designatingdiat icisingioan)interkende) dddisd geavenid a

ignal's classification form chapging mistakenly.dye to a noise spike or.a
Ravigation bit i 8 S35 Sl e ad el h ARG oh
current interferencevamepidiindqardiete rodontenddtdiktoienas of all the

interfersiige rocesaing ensls.NatR.aush UpdaismInclyger (BN @

labeling of the desired signal as an interferer if this signal remains below the
threshold criterion berebistenying hapekrgred-erbatediog dignticas an

interferer if this sigﬂgg%%g@ﬁ%@gggl¥aﬁ%ygsthe threshold criterion or (iii)

ust updating the current signals interference modeling parameters. 30
l(anterfe relfee SlibspALE I SERIANIR HoRuN AR e s parating fhis
Steady State Modet&plimuntparfasimanpenf ke prasemmthnvastiondsntered
achieved by treating all_known signals except for the current channel's signal
as interference, ant®BUIHIHECS the S matrix appropriately. A simple
suboptisegl ebodiheribadltheritventiarongyoe oreatackthataltows dorigood

performance with lpwer computatignal . requi nts. This is accomplished
by buiing the S i o Rk ERAERERE, LR harerThe
Iincluding the curreditapeshfiens sigaal) Wivssieral (8 alenrinierbaeiofontoertrs

and is limited by cgagpm@tﬁmlscaMﬁ@iggﬁtraﬁﬂf&@&b&{cw&r&%Sg‘gfg@&ﬁh‘f&ted
en

signal, the corresponding identified group, of interferers contains only the
signals having povBfPaSBEdRTEVEY HRSHRIEH HHLsoI A LRRIPREY be
zero), the power ofithecselgcted, sispirhiRterferesesy &bt a potential

interfering signal should exceed (or violate) the threshold

20 criterion for at least twenty times in a row before its classification
should be changed and therefore labeled an interferer (or
unlabeled thereby designating that it is not an interferer). This
prevents a signal’s classification form changing mistakenly due
to a noise spike or a navigation bit flip.

25 Step 938:  Update the desired signal’s (this channel’s) current interference
modeling parameters to the data store 426 of all the interference
processing channels. Note such updates include: (i) removing a
labeling of the desired signal as an interferer if this signal
remains below the threshold criterion consistently, (ii) labeling

30 the desired signal as an interferer if this signal was consistently
above the threshold criterion or (iii) just updating the current

signals interference modeling parameters.
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signals having powers weaker than the selected signal generally is not a

significant obstacle to tracking and acquiring the selected signal. Because the

set 15 of interferers contains fewer members relative to the other

embodiments of the invention, the embodiment, though being suboptimal,
y . i et it N YU - e

a & 0

can '__, i €4 611GD PHTNINCESENA I TN ATOXT ™Y WNERY |BY6

number of channels and compyiafigpatReWeidre limited, control logic was
designed to remove interference efficiently when operating in stead% 20 state

mode. Thi§RERHBPHEL BESEREH PR SRR HLachioh hiErbge all

withiwdvhasipihag perdprioaneecubhia hahmitye fasadiortbe fetative oging
orrelation observed ers,of the various signals. The procedure for the
o A TR PP e Gl
chanrel baviltcbteprotadons fareacal idriandative stidplofor ¢wnphtehenshel are
detailgd:Ralow:. 2PhRIBRABAG AP et iaih Y gk FfR NSy it &mgn@geﬁ iand |
are channel identifiers, with each channel being associated with a different
sign@ﬁ@f&‘ﬁ%@ ﬁ%}?ﬂé&’éob%ﬁﬁl&%@qﬂ‘ﬂ%tiﬁ‘?a&ﬁﬂl j?ﬁl?‘FQRI YsHs this Bata
StoreuniE & foitthe premiaus lime-ssohfitapoviec@kthenjth channel is 30

reater than the power qf the im channel to within some threshold (to be

L erminod iy e B o A R AT, (e SORIBINERIRE Ehifor.
_andia@d@m_@Cmeaﬁn}Ee@éYéhﬁ:eigndSrb@f@gtheW@E mpmlmz.smhedmse, it is
'gnq{ﬁgsh-gﬂi%éﬁ% Rd¢ B@%‘?&i,ffﬂe %Um)@%%'ﬁl? @M&eﬂ%ién‘g’lt.eﬁélagl%?én-ggﬁom

newly created interference matrix, S, from the Interference Subspace
DiscY#RitoIeY 1o 021§ SEd it Rdhsisflettrbiiptrbeewebelv 8P Frontend
1046ianficthe iptertrr eneacitingitig@teduini tiiendMSEL kAnDeBLARR: et
15codefoffs]e_g and Doljg ler of the i si?n | is tracked,.and tlge .outlput
of inferferers contains Tewer members.relative to the other embodiment oft e
parameters (’power, opfj’Yer, chip-offset, phase, and” navigation da a?are
sentipethi®iD dta Btbedi 1028 kO Stbp NGB oFtneaiimengtepiik imcvestratitdd.
Step 19695 ] Q&A%@ﬂﬂﬁ@%gﬂgﬁ%{g the it' signal is deleted, and control is
e

returnedto the Interference Subspace Discriminator 1004. Initializing and
Popul atingSiH%elﬁiftal)@{W’éOf channels and computational power are limited, control

logic was designed to remove interference efficiently when operating in steady

20  state mode. This method was designed to minimize computational intensity
without harming performance. This technique based on the relative post
correlation observed powers of the various signals. The procedure for the
Interference Subspace Discriminator 1004 is shown in Figure 10. Each channel
will be processed in parallel, and the steps for the i™ channel are detailed below:

25  Step 1006:  Loop over all visible PRNs, j #i, where i and j are channel

identifiers, with each channel being associated with a different
signal.
Step 1008:  Retrieve parameters for the i™ and jth PRN from the Data Store
1028 for the previous time-step. If the power of the /™ channel is
30 greater than the power of the /™ channel to within some threshold
(to be determined by the specific situation), then the jth PRN is

treated as an interferer and added to the interference matrix for the
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Before the receiver can operate in steady state mode, it must first initialize
15 and populate the Data Store with most of the visible PRNs. Figures 5& 6
can be used to populate the Data Store. In another embodiment of the
invention the foIIowmg logic can be also be used to build the Data Store. . In
general, the logit., BRYr ilfal Qiberaliseatikinigraneladtissiions ielenatibEotil
"hottest” signals, QiR@RigNajs:having the highest powers, and groups the
signals in a first signal 20 grouping. Using the nonorthogonal projection

algotiem09Bove, Thenewls eratedansseedIch omtittie S AMPBOBREMGH-EINChe

interference attrl@u@P&%&M&&m@ﬁ@o@gp%@l hth WRGkSANGJ|arauires
the ungrouped 98 The "hottest” of the tracked and acquired si nals (or

he signals havin e RigHeUe RO h s dHRE AT SUBLELHAE Care

then grouped in asEroorksignal grouplng (having a 25 different membership
tha”fs [be fﬁié S'Q“ﬂlé%oé‘éo nQ) Tneptsiergnge kom the, t%‘éﬁ‘gerr?d% both
the first and secon S|gna grouplng Are removed from the measured
composite signaloafititharpretass prayss dRenrierichty-@iiged etk sighals

remain. Typically, {hgRewase Phihe sianals withnaey gignal grouping fall
W|th|n asl§e0|fled or redetermlned S|gnal power range, with the various

Yroupep Wavmérh% BRSPS SEalshinges. This process is shown in
morstgetaibin Figheentdfdreker ringitofbigur ¢ kigndPiStepdd OhdAteropisto
acquire and rack gl knpwn, signals 0, (R (SEEES. fadio, RS,
Alternatively one coﬁ?g JUSt atte mp to acqwr %rac nown signals
visible to the receivelmigipzing QD b dhe 9 exen grouped based

upon their gIgHYE S RANRIS? T&ﬁ%ﬁ&%@dﬁg&%%&%ﬁ%& iR ihgize

interference mitigation. Step 1112 Find the non- %roupe signal with the
IinadhrApgbee EbrrARRIAr Bl seeithgrotipls ARA adbisHEdehg c2n be
parameterpipulbe grobpta Sﬁaﬁ) Ithkbolteopnehtiabnhe ﬂ&mﬁrem@n the
non ed signals. 10 St a finished Io ov r Il the
non Sl S TR o R R a eh e B power
groupng agwmmmkagﬁ@@ahkmgmusqm@dehn@mmm@ i;fttﬁem”esmidawer

9rouR- o @Al BaviIRE RCAIMES ACkRALAAARUWRSHS '&”ﬂﬁé?)ﬁénal

(gerformlng the steps of Figure 7 to Cancel out the intérferers and obtain

ett&roYBIBE G HRRH RPN FARISARR PERISGHAT A SIS ARAYERE gt Hhen

removes, from the composite signal, the interference attributable to the grouped

signals, and tracks and reacquires the ungrouped signals. The “hottest” of the
tracked and acquired signals (or the signals having the highest powers among the
ungrouped signals) are then grouped in a second signal grouping (having a

25  different membership than the first signal grouping). The interference from the
members of both the first and second signal groupings are removed from the
measured composite signal and the process repeated until no ungrouped signals
remain. Typically, the powers of the signals within any signal grouping fall
within a specified or predetermined signal power range, with the various groups

30  having no overlapping signal ranges. This process is shown in more detail in

Figure 11. Referring to Figure 11:
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interference power groups. Specifically, interference to a particular signal is
all the power groups having a higher power than the group that the particular
signal is in. Step 1136: The receiver is now in steady state. The receiver will
transition to 20 steady state power control logic. Application to Anti-Januning
in GRS I BPS redtivenstarsdniz pahriglgathlardae peaadnvitba raentene

present inventiop, govidasuinteRENESJISIRtaERI AL GamBedsethIR and
eliminate jamming from structured interference. The jamming signal is simply

acquired, tracked™5h MO8 KEALIMNPIELS FREATIHEEComposite signal by the
pressap invsntiordMigatienighSetfebiterfarencaiedGRo thelf tetaiference is
hen & GPS trangmitier apd.feceiver.arc subsiantially golpeated: The.
application of thepprese'nt mver%ﬁor{)]togmltlgate self-interference is actually
more accurate thatigatine. standard interference resistant GPS receiver. 30
Thegégqqrﬂjor t%@tﬁ@q{@ﬁgﬂéﬁbéﬁﬁ ﬁ'%ﬂﬁﬁe‘%@ﬂﬁfdﬁ%@ﬂ?&ﬁ@ﬂ%}%
offset and Doppler from the tracking loops, this data is supplied exactly by
the GPS receiveP¥fraRe8tl SEUBY ARG t94reeprHag ARTHIENEDI. B group.
AppSeagtion 6o WAAS anel hAAS emnding mysieoipefPsagision navigation and
andin >ms yequire reliable and highl rate position, velgcity and
e T Erom R Al S e R rese
requitemidits addhtionali@ HShtragsnlittens the!8 peedeg topmprove the
accuragy . Ihese adiiRnal RosBiltars sanheadditinna), saelites.ps
specified in the Wide Area Augmentation System (WAAS) or PLs based on
the gFRIhPES spReifietits fild EacatAPCR MOHRRE AEROhDSPSIEMMPARS), or
on board ships, gipven inmanrethAcliahMabiales (A Mdeteringdiethe air
1 bove an area of interest. WA,tAS nd LﬁlAS can transmit eittHeEF(IBPS 10
correction data (i?éq,ué]ﬁgléﬁ?fier%ﬁ ilélﬁdatal)s c%vrlpr(%waréeélﬂgllﬁonea r%vﬁaing
information. For sueHcappliqationgrfips.capebiéadydifiterCamierthpseicular
Differential GPS igati ingd ential: S| ut
1 mm (as recited%r?%%r%%&%.lﬁ??u&g‘rg g%?e%@r%?@%%%%ﬁﬁ%&%@% 2.
pg 51 in Global PasHieRmEcastaaiRdbry and Applications, Volume 11, Ed
by Bsiitarkasson, BielerlvdA96)pwWihepahesedransmitens LsaithenGioa o

pectrum, as is the case for UAVs, PL1 , and satellites providing ranging
. .stea statesgfow 1 contro OgIC.
nformation, additichial ToRrIcHvE

Application to Anti-Jamming in GPS

2

If GPS receivers are in a jamming interference environment the present
invention provides interference resistance that can be used to eliminate jamming
from structured interference. The jamming signal is simply acquired, tracked, and

25  then eliminated from the composite signal by the present invention.

Mitigation of Self Interference in GPS

Self interference is when a GPS transmitter and receiver are substantially
colocated. The application of the present invention to mitigate self-interference is
actually more accurate than in the standard interference resistant GPS receiver.

30  The reason for this is rather than estimating the interfering GPS signal’s offset and
Doppler from the tracking loops, this data is supplied exactly by the GPS receiver

enhanced according to the present invention.
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interference is added. In the case of landing systems, a GPS receiver that is
too near any one of the PLs will suffer interference. This effectively "drowns
out" the reception from the other PLs as well the other GPS satellite signals.
When this 20 happens the GPS recelver WI|| be unable to track the satellites
and therefore wilDipdica =Utulds idfhanditie S viteinss the Near-Far

effect. NUrpgIgYsn %th'g&t{lﬁ hay @a@cﬁﬁg @%Rﬂﬁf&éﬂ&@@!ﬂﬁtﬁ%ﬁ@ mitigate
the PL interference, mcludlrft?a/gulsm the PLs. None of these solutions are

as GHSRENRROSIHAR-piteaht 2 B SRV2S e mrian et arbisralis®invention is
diffenantfteane drs." M sirg! t(Rdse seduiiomaesadibachi ¢S hisadnBrierendonck

eferen |ted abov The Pus PL t hn| eW|th O%
raneat (TR e Mo Tl ERIHEMI AR RO Bl

a 10dB iR r\soavelind nnsﬂgmﬁtl@@ fhtea fdvameatisival Sym@ é\\ﬁééﬁt of PLs
impEEMENhYas %é%%@h@h%{%ﬁﬂcét Area RECANMMABHSH:3Pseudolite

Slgnal SpeC|f|cat|on lobal Positioning System, vol-3, Institute of
Navifaton: i’@@hbé&ré TR IREEY R B HISF LA HY ABidrtd AV ipg
|mptﬁwemamvledﬁmrswﬁfereﬂ’em radiosnviremsniswheseiPeisigers are
30dB nn S.sate I| nal reover, if multlple PLs
(Zre use % tﬁrté‘r?ﬁteb(ea}ﬁ(?og:ngefsph e eﬁé in %Yh ﬁ':ﬂgs ots fror gath of the
PLsiafvdnzdgonthEonscllatpis oidhe Plschabe teethéovéiyrrstablesT Bidfgential
disceipse e I RAKIRSQNiE Wa pSPHHEN rah e pA2RR IR EBBEEH ARAYE it

important to note however, that the present invention can also be used in

conjiiricfitsh it MeriiRnsleske dolboritB S WRlHRD IS 21 e eaohAnd
MltlgaﬁmrdlﬁﬁtheﬁtthmastMquh@;hrdakenslg@ﬁlmeﬁn@pr@ssnpamammetcan
ess muIt 1path %nd mu %p ?},#lke |nterferen(ile gwnhfout loss of
gener’a ty, erea er FEteHEd O As iU |Rfer’f%rrler?<s:é‘°) ToRATTo parts
|derh1ﬂd&ttmenddmm@ht¢@mr<ﬁméuemegm9®éqmppad 4l teensiuatiion
natyfallydRRsisalkl HERUMNGPRIGIHRL Rl RIEHRR G, RIBRIY. an

interference resistant GPS receiver 400 according to the Present invention

will Bt 20 cicflf Bleinvitr aikites isketinenes- mMbiesifcgarsin. clrognbetanthsily

identicahsignaim inatoaie delayeddn e ers, ﬁt@t}u@ﬂ@@tt@n)ﬂ%naﬂ@ctlve
PS processin annels. T tech que is similar t thosec rrentl
2R TR CEVIR el DRONEMSnAc Sl 5 Uoe L oA

signladsinable to provide PVT information. This is the Near-Far effect. Numerous

solutions have been proposed and investigated to mitigate the PL interference,
including pulsing the PLs. None of these solutions are as effective as the present
invention.

25 In particular, the present invention is different from the “pulsing” PL
solution described in the Elrod & Dierendonck reference cited above. The Pulsed
PL technique with 10% duty cycle (transmitting 93 out of 1023 chips each cycle
of the PL signal) may result in a 10dB improvement in signal to interference level.
This amount of improvement was suggested in Stansell, T.A., “Recommended

30  Pseudolite Signal Specification,” in Global Positioning System, vol-3, Institute of
Navigation, 1994 also fully incorporated herein by reference. Such a 10dB
improvement is not sufficient in radio environments where PL signals are >30dB

higher than nominal GPS satellite signals. Moreover, if multiple PLs are used,

34



When two channels of the receiver have "good lock” on the same PRN, then
multipath interference is occurring. Comparisons of relative signal strengths,

the use of PVT solutions using combinations of signals, and/or the use of 20

additional navigation information (e.g., an inertial navigation system (INS))

can thsa tidwdodisibtfy thawneigigng Betd ivreadr e shoRbsrgdraeopheT

soluieiialfie ofeRaNING BWiRAIR Fianals May;be fINAieH.as INerigrence.
Although the present invention has been fully described in conjunction with

the pRfETred ehMIBAMSENCRRPPeferbnt BRHHE A QMR pEMYING dfaiviys, it is
to bereanuiiderstonchihatovsr iied thanges @aownbdifibgtions paydoste
apparent fo those skilled in the art. Such changes and modifications are to be
Understoodas included within the scope of the present invention as defined
by the ag¢ ifikeadii onl aind MBipytiennaf [V udti paithl B Multipatidpike Nigna $sing
m ?thOd’ camppisiag: ﬁ?&eﬁﬁoﬁr&tﬁ{ﬁ@uﬁ%&%ﬂﬁ&é’s§Qﬂ198§ﬂﬁea§m&it{éfe)uh\l¥ﬁ%rei”
y includes, from each of a plurality of signaling sources, at least one
corrB4PEHaRGE WiHBRE oS BB Rp SR irbisTatibie b Pubsating, for
eachnhaelectiad \ireless: sig naninfidiet @O mMpP osile signahanckiby adogifmigipenit
nd/or processor, signal modeling data: sed on the signal modeling

e e B e B R e AR v
prode@s@wpacpesiiemﬂbo@mweﬂgemmsm&%ﬁwméD@@maidingFb@luh in
phage. and;guagiaturm 99@@9@&9&3&{4@& GUIESRRDAING ARIRGRd.Wireless

alo

signal; (d) performing, by ic circuit and/or processor, a protiect_lon of a
repraskeiil steptsats aalErar Selupl L teT a0 a6 AT She
intedREHOGWEeRpRH sigNAL (Sahitm Btilkashnge: knawindnieHrragusignaling
1415 Saurce [he detectign Sulispace helng orthodanal (9 &, complex.
interférence subspace spanning arepresenf‘a on‘ofthe at leastidne
?ntemgn'&lg.signal so of t_he corre_spondin_g wire_less signa_ls, vv_herein said.
interferencg subsRAGRRASIP NG 1S iRg sl Jesnastie sianalpRAeling

data for the at least one interfering signal so, wherein said detection
sub&acaYYiRYR-BIRGHIR A S HE RS JcrvmEntoRs AfdRjMAY oD RlsteRsshs,
subspae® SPRNRG @iEPIRRRtaHOMelaRUhassiBnal e Rhsaisr

28 O o S S A e ISR A S PSR T g

be used to identify the true signal and the corresponding true PVT solution. The

remaining multipath signals may be eliminated as interference.
Although the present invention has been fully described in conjunction with
the preferred embodiment with reference to the accompanying drawings, it is to be
25  understood that various changes and modifications may be apparent to those
skilled in the art. Such changes and modifications are to be understood as
included within the scope of the present invention as defined by the appended

claims.
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estimating a phase of one or more of the at least one interfering wireless
signal so; (e) using, by a logic circuit and/or processor, a result from said step
of performing for acquiring said another corresponding signal ho; and 25 (f)
after acquiring the signal ho, determining, by a logic circuit and/or processor,
the infoympiiendromAneegngl ho . 2. The method of claim 1, wherein the
composite signal |s sampled to. rovi{%ﬁe{fcth the.in phase and quadrature
componen{s of th%sé%%lp%gﬁeés%@lglﬁ - WhETEHhe interference subspace
doe&hen imttuderecrepngsesiiagon tofsthebighattivociB0 BicTidesmatmoridf @laim
1, W&'Bﬁﬁﬁiilﬁ%f%‘%ﬂ@l‘iﬂ%%@ﬂ&g, %@&%ﬁ@@%@?&ﬁﬁ% WlF@i@s%%i%ma'

0

comprises estimates of time offset, a Doppler data, and a signal frequency
And WRABEHIRALLNALLBin the representation of the 36 signal ho is

characterilbﬁob_;a'mir%sﬁ&cﬁimh si@n@ﬂm&d&lsan@mh‘mr&iﬂdmmm gnal and
repIRenlS e in RS AR ANACGIHIF GIRRNERES Of the signal ho. 4. The

method of claim 3, wherein the respective model for each of the selected
wireless signapseshebmtican) matdsdng Saipfrieadoirles rdarcelsmsigeat 5 and
a cofaplexiagmppnesdiasitcaxclhdesmqpbase estipaitebmdde, saethod of
Gam o anesin e espastie medelnd deia [ar e ahipsst on jerfering
S|gnalsgo does not include the p}ha e of the at least one | terflérlng signal so
and \WHeTRR NG FelspiseiviEctavdddiig data is dependent upon one or more of

(a) a coars@)aeeaisiion pdeoand-ReariieyfreaueRt ansd) @i mparse
acquisition ¢ dg, ?&recise ositioni cod% andac ri%fieci[%jglrllé:y. 6. The

ﬁeé)res l’ltil 10 %nto ad ﬁ‘,CtIOI’I Su ace Iemove a P 821 .
method of claim erein tne respective signal modeling data Comprises

estiméderoavpstassiogan doniirunbleastotkekoffsatiogticrigdiabider data

13nd @xelidas &Rbase astphaiec b srainthalitfarcoalns ndhersrlected
wireless si%nals is navigation data, f/herei([} said navigfnti.on data 15

com PSR I BY IR SR i DT RTE  B - BN 8RS E18bk @b HPEction,
S V cheeltiofaticg raicsic sphgmlerislparamaten talfrrenacsdbspgcansidenosiphéric

moqgh??é@id ﬁ:@ﬂe@ﬁ@@ g%ﬁﬂrﬂﬁﬁéiﬁ% &%&%WKE ) leQXt @I{g)g{%ﬁt{ﬁﬁg ﬁﬁm@
processor, navigation information using the navigation data from a plurality

of s}BCE R RRLIeR SRS o Ih Tt eeRy thadi g LAY VABLHE B the
2@1avig‘aih_inrmeinfmﬂqﬂpethammmpgisewdﬂtmtddemﬁﬁdmgm&gtmn{ﬂ dfsza'cposition,
a Velgaity, ich MG JRESNE ANeMR Herd RRER IS REC\AHY LitiBgrein step

(d) is performed without input , _ , ,
estimating a phase of one or more of the at least one interfering wireless signal so;

(e) using, by a logic circuit and/or processor, a result from said step of

performing for acquiring said another corresponding signal h,; and
25 (f) after acquiring the signal h, determining, by a logic circuit and/or
processor, the information from the signal hy .

2. The method of claim 1, wherein the composite signal is sampled to
provide both the in phase and quadrature components of the composite signal and
wherein the interference subspace does not include a representation of the signal h,.

30 3. The method of claim 1, wherein the signal modeling data of each
selected wireless signal comprises estimates of time offset, a Doppler data, and a

signal frequency and not of phase, wherein the representation of the
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from a Phase Locked Loop (PLL) and further comprising: identifying, for each
of the selected wireless signals and by a logic circuit 25 and/or processor, a
corresponding set of interfering signals, wherein a first wireless signal has a
first set of interfering signals, wherein a second wireless signal has a second
set ofciiterfering signals dvyer eifhthavinaoerships.al the.first tand eeond
sets are differ nt, wherein the first and second sets are created after each of
the SR ﬁ?éjﬁ}%"sa%?%al%“ﬁ SRR L tsr‘§8ﬁz%-i/vﬁ1erei% the 30
acquiring and tratRing CoMSiSELd B ARy AR AFIREL S PP ds e cach o
corrgspohdind wiigiasd sippdblinglddiag tvgoabhimnaneoisaspsdudccahonaoponent

pumbar, codle affsehfaia. RoRRISLsatR,£ode Qffsql rate, and 37 Doppler

rate, and wherein the identification of a signal as an interfering signal is

based on threshdibecriegins fiatdHelddubesinehs temecsie(ardehredienvined
numherotibeost anaesi:of $aid GoUesnGHbG & gRaphatbb AR eERIREMIREd

decibel increase above a predetermined value, (¢) a signal-to-naqise ratio, (d)
2 S GHBTEB BE AL AR T S LR RSN TIBE (5 FeARRvRTath PRt
anddg) @ weightad) summe tuuBitimocedsfaia) dlepotigfiquéncihadietihod of

lai urther includi of ¢ cti I Circuit and/or

o B e e
reference Signal bbirigetissofes Batelnihergaidhessisiar intererandeling

subgpacenyheseiRthrreiarensa sionaliipn seniRrs hadoltrwinga, and
representation: so=slo+i*sQ0 wherein the reference ‘sitgnal for so is

compPBNREr 8% PRLICEEIHISS AR & S Uitish Y are@b fRTOEREP RSt ning the
in-phdsacomiptne bigaind anaoirplex ¢ompaseit sitigQavigdieredmsgrt(-1) and
15Q0. HhictLIs. 2 column yectof.comalping e 1, guadrature componentsy.
ihe method of claim , Wherein eath of the sngnglrmo els’is comp{:ax’and

whebeiihecsetestephomieie parsigeials dagvean deguailponesmeitimedd dsia.the
obtajpingMerc-eRipRises the substeps: (b 1) tracking and acquiring, by a logic
circuit and/or pracessor, the 20 wireless signal hO having a first power; and
(b2) identifiG B 18yt Rt aHE B OF JE RSP R U RTINS of
wirelesg; sigmalddadvindpa powier guedisr dhandthaedirsd miagestudenals an

adntertenes; and hose RAvVING 3IRMCHESS DALING ARLMGINNIS 8%

noninterrerer; wherein
identifying one or more of: a position, a velocity, and time for the antenna.

7. The method of claim 1, wherein step (d) is performed without input

from a Phase Locked Loop (PLL) and further comprising:

identifying, for each of the selected wireless signals and by a logic circuit
25  and/or processor, a corresponding set of interfering signals, wherein a first
wireless signal has a first set of interfering signals, wherein a second wireless
signal has a second set of interfering signals, wherein the memberships of the first
and second sets are different, wherein the first and second sets are created after
each of the selected wireless signals has been acquired and tracked, wherein the
30  acquiring and tracking comprises obtaining, as at least part of the corresponding
signal modeling data, two or more of a pseudo-random number, code offset data,

Doppler data, code offset rate, and
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in the performing step (d) the at least one interfering signal (so) comprises
only the 25 signals identified as interferers. 10. The method of claim 1,
wherein the selected wireless signals have unequal powers and wherein the
obtaining step comprises: (b I) tracking and acquiring, by a logic circuit and/or
pProgessaer alicant waeREnahdptiialiy O seleaiathvwirslasa igpalsnaGs(b2)
groypiy 10%%11%&%'1% GlEeqt angierpracesioy (e fa ab%d And agadired
selected wireless signals asednon the relative powers Jf the signals; and
(b3)MEPRAH BRgHIgeY Yetdicieeririnordiassiimals R bPRTEBY S dsiribe!
circuii ssasf abpve agssdite aie pe(tyalh écg insten Atdeasiconeolntbrietiimg isignal
550)c£%'3}95'§&5§%1§ QrAUPRISRIERIRT ire l%ﬁﬁi%%rﬂéﬁ;dﬁ%d’&&eiﬁ‘d’lfﬂg RuéfhiSd

[

perform each.un d selected 38 wireless signal. 11. The

%fcfj for roup

methYl O A&k T?Wi‘i’ér(é?g}g% &Pthe respective models is complex,
wherein th& complexmiatbefeeé nears ibypheeinglstene (@i widopliag yeaby
compiexcemvgairyansovhiesein ihebrelaction ©6a iepiesantalirnf saanto

the ?Odete&lt on subsgace ﬁj@ﬁrf%rsrendelg)_ ysin 1ante |§§§t onela)gioiglgfgleerator. 12.

i
I S e refere S1gn comple ce .
A compﬂter readrane 8|um omprising processor exe%utag e msI%ructlons

190 pehsmirthelsisistes takarenae 18 fidigio birclin Gperdprrta pEHBAthe
steps ef @lainrkQlg. The method of claim 3, wherein the respective model for

eacty, ol 10 tHéere?ﬁ&?Jggi WUPIESS, BRSO ?&P&%R%Joﬂ&at%%%ﬁﬁ%ﬁ%sbﬁth

a real component and a complex component and excludes a phase

estiff e S AR E WGP B BR SSEIG HHRTHRIE BE-ABhA SOHET SHMERIS )
removes, shbstarntiailyl alinht€fevihgiwivelegssigrealefromamogthénterfering

15Ig9nAliNGa SRUERDSHRR. the composite signal y to permit acquisition of signal
ho. 15 16. A signgy processir PYI?%L‘?%h%?éP 1IN §3) F"f‘”n%“ﬁ%c’f]e 3 f?rperab'e
to receive a composite sigha vy, 1é composité signa vinciuding, from each
of agomirAtiyApd siberalhgestnleeed varqleastigngls barrasisanalingWeireleds signal
COMpIisig sikgoiskingns faspnaiigssdd)tee Ridkeheed subspace detector operable
to: 20 (i) opigjny.f ir?gaﬁ{h%‘éé%%%g,‘w qlRsR390al Idhe somRgsite signal,
respective signal modeling data indicative of the corresponding wireless
2%i gn\glreless signal h( havinga first power; and
(b2) identifying, by a logic circuit and/or processor, each of the plurality of
wireless signals having a power greater than the first magnitude as an interferer
and those having a power less than the first magnitude as a noninterferer; wherein
in the performing step (d) the at least one interfering signal (sg) comprises only the
25  signals identified as interferers.
10. The method of claim 1, wherein the selected wireless signals have
unequal powers and wherein the obtaining step comprises:
(bl) tracking and acquiring, by a logic circuit and/or processor, at least
some of the plurality of selected wireless signals;
30 (b2) grouping, by a logic circuit and/or processor, the tracked and acquired
selected wireless signals based on the relative powers of the signals; and
(b3) for each ungrouped selected wireless signal, performing, by a logic
circuit and/or processor, step (d), wherein the at least one interfering signal (sp)

comprises the grouped selected wireless signals; wherein step (e) is performed for

35  each ungrouped selected
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(if) based on the signal modeling data for each selected wireless signal,
determining a respective model, each respective model containing both in
phase and quadrature components of the corresponding selected wireless
signal and 25 excludes a phase estimate; and (iii) project a representation of
y onidgralddetegiion subspace to remove all of at least one interfering wireless

signal (so) ffom aﬂhﬁ%%h%&eo}‘”ﬁml' ﬁéi@iﬂ%‘%ﬁ%’?ﬁleﬂ% SAUEGE nibS.Rgtection

SUbS ac eln ort ona oan i ter erence su spac pannlp%
rfeﬂ;] x 1nter ce. Su ce 1N s % multiplied by a
represe a on 0] one N er ering SIg na fthe

corré@ﬁaha.ﬁ@lw%reégdsmw WH@r@FﬁgaibOﬁﬁé%?éﬂE@@wé Pt fge
Uetelerieiinh sehspasaid pedpeetivestignalorsddeting datafortpe at least one
interfering Slgnal 56 Wi Whisadivlsaie dete DM SUBS PEEEROMOBERyonal
andimoneequsvalpntdoralsigrepls of-ihderekt subspace spanning a
representation ofa apatharcsig opdHpe) Lfaicrcaiesppnaingivyireless signals;
and 35 () @ procﬁﬁm&mﬂpﬁr@ﬁé?eli?@%@f&%&i&@%&&ffﬁ?%J&EPJEC“O”
(SO acquwe lgesgl&rt‘gc}heée(forrgs Qfs],dl n(?u nag r}l%l%ndﬁ(%nﬁrls%%% Qeerl]e

signal ho, determine the information from the si

stem of
Mt A I S N e DT o
comprising-S¢d) aesRbRIRTSHBEABIERY SRR theyasiesisp Mérﬁé'aé\f%d
compbsitatsidnall Eyriedogwicdensergnabderabiecwdowrfconegnalising
signaluiekefigrd fequeaipoiss, sandpraydendoiequidnveried dnaphase and
1$juadraturg gompRRERtS pldheirempeRaite signaly: (f) an oscillator operable

to provide &%ﬁ'ﬂﬂéﬂﬂy Bﬂ@&ﬁf@?&&%@&'@é&@&ﬁﬁoﬂ{y&’@&?w'EPE%(( Blee
analogﬂ ??f 1gl]CIaI con%/erter ol;?e{ablfe rta ertt e down- convert? 10 in
a

phas hd € ualllg% re oer%canaf‘o% Péﬁaﬁ%rma% Souf}ce(ﬁ)aé tfata Store
opeF&H@EB‘@EBEeWHQ?i@ﬁ&P%B‘HBHHﬂ%&%‘?@ﬂ‘@a}ﬁlﬁoﬁiﬁ'ﬁ@“tracked and
acquired plbralmpehedirahspacsigeiassori@eThie §9stem of claim 16, wherein the

2@omposite sigmaloistaantipeactosepraviteitxdtks thendlowheoomented kigphiase
and rgyRdraiNR R0Mpanenta:ef thehs eunpesitersignalinyherain oparaltion
(iii) is performgg withosh %mgﬂﬂl@iﬁhﬁs&té’f&%cﬁrs@i&%@dqfvﬁté‘f‘es%eé{%%tﬁd

W|rele£ Retidh ?1%1'3 aargsdpe\{\ég%%%éhle égé[ rre(:aspe@tc ive model containing both in phase

and quadrature components of the corresponding selected wireless signal and
25 excludes a phase estimate; and
(iii) project a representation of y onto a detection subspace to remove
all of at least one interfering wireless signal (sp) from at least one known
interfering signaling source, the detection subspace being orthogonal to an
interference subspace spanning a representation of the at least one interfering
30  signal sp of the corresponding wireless signals, wherein said interference subspace
is determined using said respective signal modeling data for the at least one
interfering signal sy and wherein said detection subspace is non-orthogonal and
non-equivalent to a signal-of-interest subspace spanning a representation of
another signal (h) of said corresponding wireless signals; and
35 (c) a processing channel operable, based on a result of the projection, to
acquire said another corresponding signal hy and, after acquiring the signal h,
determine the information from the signal hg
17. The system of claim 16, wherein the interference subspace is
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subspace does not include a representation of the signal ho. 19. The system
of claim 16, wherein the interference subspace is complex, wherein the
representation of the signal ho is characterized by a 20 respective signal
model, and wherein the model represents the in phase and quadrature
comjsordexsied thehsicrealsiiZ0. The system of claim 19, wherein the model
for each of ihe prerasREAdipaWIEIEsHSIgPals PRk dingsignal do.
comprises both a real component and a complex component. 25 21. The
systetRIEQNS"S, wherein the modeling data for at least one interfering
signal so degs astinoiudedhepphdserotithe rwodetedsignadanchinhgrein the
fmogeling data is 9 eg%?h%e&}#?&“ PRI %Léagua OIS AGANSIHON
code and a carrer requency and fb‘* a coarse acquisition code, a precise
positiersiergresdeigmatiya carrier frequency. 30 22. The system of claim 16,
wherein th&)@?@&@ﬁéﬁ%&@&%f@ﬁﬂ&ﬂ@vﬂie@ﬂ%@gm‘ Bﬂ%ﬁ% ?r&ﬁf%ﬂ@i@ﬂ@riﬁ'@m
number, code offset data, and Doppler data, wherein the information in the
wiref02 SYNSIEFs navigation data, wherein said 40 navigation data
comprises(@nen@hiney e gitelesnesne pkaatlansiconasribedio wtocknverted
orrection, SV health/accurac hemeris parameter, almanac data, and
g L A T A R R OB kB i mavigation
informatiohusidgia s rapngratibricdstacitonyiand pledeliitg ditsdia euileldsbe
signalsipelyding the slgnaliP.engdapiesginihie navigation information

comprises data identifying one or more of: a position, a velocity, and time for

the antenni- 23. Titeskysten] it Y8SRRRSI RSO SR isSpap R d

withpiglyinpubiiiians ackhasaleacke praepiRldunandiwhkengioifitsmadehed 10

1 ;ubsgace detectO{ is further c;Perabée.;[o: Igv idenéi(}{,t or each of the sgflected
i ’ #f RGO S

mposite S]I nal, wherein OHC ation ofrm out, eStll'Ihatlné a S€
wireless signals, a’ corfespohding's rferng signals, wherein a first

w@redéssfsfgmabth% whefixslegeﬂoﬁmtel_ﬁetfgngbs@damewhem rinaa_éetmmj
wirelGe$s9RkA% 356601956 ehINEHSF NG Sighpis; wherein the

memberships of the first and second sets are di erent, wherein the 15 first
and secontPsets Hre gyreated aften éachisidhalselactédenireiespsignals has

beep acquired,and, %%?Pesm&{&%mﬁe%%lﬂi@{gq@&HH&QKE&Q ﬁj’g‘prises
obtaining, as at least part of the corresponding signal modeling data, two or
2(noreespective signal model, and wherein the model represents the in phase and

quadrature components of the signal hg,

20. The system of claim 19, wherein the model for each of the
corresponding wireless signals, including signal h,, comprises both a real
component and a complex component.

25 21.  The system of claim 19, wherein the modeling data for at least one
interfering signal sy does not include the phase of the modeled signal and wherein
the modeling data is dependent upon one or more of (a) a coarse acquisition code
and a carrier frequency and (b) a coarse acquisition code, a precise positioning
code, and a carrier frequency.

30 22.  The system of claim 16, wherein the respective signal modeling
data comprises a pseudo-random number, code offset data, and Doppler data,

wherein the information in the wireless signals is navigation data, wherein said
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of a pseudo-random number, code offset data, Doppler data, code offset rate,
and Doppler rate, and wherein the identification of a signal as an interfering
signal is 20 based on threshold criteria that includes at least one of: (a) a
predetermined number of the strongest of said corresponding signals, (b) a
predeisgaiipedatiectpalriine raases mbtvel a istedeterirbdanshaeye)oad,
signabiR-nplseitaiave) Asignallis;, CRRERE FRUAr (8L R CARHEaI0aRRISg Jatio,

(f) a relative amplitude, and (g) a weighted sum of two or more of (a) through
(f). 22nospheHe rapdel A ias ALiHIET GARRETEhe matched subspace detector
constructsdategficirenceasignad frarorhaisignah gnbelalingdiatadios sonthe
§efer?nrg%t1ys(i)9nal being used to de gpin said interfer nce l§ub ace,

u alg wIreress signals includin € signa an ere € .
whePein tre m?erc%erence subspace Is cgmplef%, Wharéin the reference signal

for spigaithicinfol@wiog seppesentatitide 3t Haz 510 61"5Q0 vherititihe a

refe(/((-:;p%et s%}ﬂigl)r 89 t|§ec%rt[c1}?oased of a real component slo, which is a

column vVector con aining fhe |nn-|dhase component, and a complex 41
component3*sQd hwhgtierizeigriin) lion o k@on wisiciis Siookuparioractbr

Coni@imng iHYG IHAHAMICGADRANEY, A1) SYHERARCIAIM R, Wherein

each of the signal models is comﬁ)lex and wherein the selected wireless

1Qignesharreleiseiqtis ot rrarllesRuherein the acquiring operation
comprises(thgigigparatiensofhdrking andlasquinng, theowikplessngighal
hO having a first power:; and. identifying.each of the plurality of wireless
M S T T
thosednalsingharpoweedess whatethe gfinshmagritudes e binerimtegfamgls,

wheggitdi the REMSEHRAE OREiALRN it ALIGAFLAD LG HIRHENAR SidRRl (SO)

comprises only the signals identified as interferers. 26. The system of claim
157, ﬁﬁéfl@ﬁﬁ%@é&ﬁ StHECSERRdABEAack obBin Al tath o kvl tAls Rdlected
wireless sigiieda aveadrarualpawersaand rivhaieitatrengbtaiping operation
comprises the sutPoperati%?ﬁ)of: tracking.and ac uirine(i.at least some of the

plurahts BP Sete e RIes ™ S LiGHAILT GRoUBTAG TREH AR RAY- AN Aclidied

seIe@ﬁ@d)Wh@essdsi@naimlbIa_sedi@nffm dméaﬁ\w@mquet& oclicthgféignatsg and for
eachyngrerred seIRRIRMIECIESRi 51908 ASIQEMING S RIAIGHHIN Genal is

20  based on threshold criteria that includes at least one of: (a) a predetermined
number of the strongest of said corresponding signals, (b) a predetermined decibel
increase above a predetermined value, (c) a signal-to-noise ratio, (d) a signal-to-
carrier ratio, (e) a carrier-to-noise ratio, (f) a relative amplitude, and (g) a weighted
sum of two or more of (a) through (f).

25 24. The system of claim 16, wherein the matched subspace detector

constructs a reference signal from the signal modeling data for s, the reference

signal being used to determine said interference subspace, wherein the

interference subspace is complex, wherein the reference signal for s, has the

following representation:

30 s,=sl,+i*sQq

wherein the reference signal for sy is composed of a real component slj,

which is a column vector containing the in-phase component, and a complex
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operation, wherein the at least one interfering signal (so) comprises the
grouped 20 selected wireless signals; wherein the acquiring operation is
performed for each ungrouped selected wireless signal. 27. The system of
claim 17, wherein the signal modeling data of each selected wireless signal
compigesmastimaigs rEimepifspta BopriaicHala, Ancha wigoatHRaUsRCY
and pot of phase, wherein the representation of the signal ho is 25

chafg‘%ﬂa éaduﬁglcgr}]é’gﬁfél&'iive signal model and wherein the model represents
the in phad® and'uadtaturd dempldn et thehsif tial hgn@ 810kl signal

pro WateR RN CRIM LW heraiR QREIAL AR (i dsmoyRs: AUbstantially

all intertering wireless signals from known interfering . signaling sources from
Ihe EOHPELHE LWL LRPRIATCABRIISHOIF ST SIRTA S8 29. A signal
p.rocessingrmkﬂr@ahc‘gmqmriag\gre d2{rpatigantdn rha\@iegeaiﬁi.ngmpenmﬂsite
signal (y), WhRIEIRY JRglides. 5%9{511@%%%%&9"&1@%&@/ ﬁ)afvﬁ&gqadwggg%q&s’ at

least one corresponding wireless signal comprising information; (
obtdifih b fasubide s virEdesisigA dhosethey s pogits lsigibantha 5 by
a logis uiiaghitandion pracessioreSighalein oa eling datdn thp¢esjoactivatneadel
or each selected.wir s.signal comprises both.a real component and a
e e R R e

modeling d&ta fol BagttisBletdainitéiddesigrach abtberrimiplgnpdel ivgic

circuapdkanara6esso thastesRarcive1nodehae aehe I dgspeotivesmarel

cont 'ningl oth ip fohase ang %uadrawre gomponents of t?_e corresponding
\W% e(rje . obta mnr%?p 1QU10 onﬁqnsest € suboperations oOf:
selected wireless signal; f performing, by a ogﬁ’c circuit'and/or processor, a

projection Bickineprdswatation abfsatntona efchecriornkiyodpatested remtsve all of
19t leastone interfering wireless signal (so) from at least one known
interfering signaling 15 source, the detection subspace being orthogonal to a
complex ITRSHENEAES TESHARS KOG & IR A Y BH B tHE LY Tt one
interfding signak 96 b thenatorredponding wireless signals, wherein said
interferencg, SURRRACR IHAREEIINES LIsiRg;sRid (P@ﬁBﬁﬁIﬁgetlﬁgﬂaleB@ﬁige“ng

data for the at least one interfering signal so. and wherein said detection
subSPEEETE- YK S IHBG BHAM L REHBIEG NG slgrt oA cowarisa st srrared
2Gubsplace spankiingignegreteriatiocnaof @natharesignali{ pejfahsaidor each

Co?ﬁﬁ@f&[}&iﬁQe‘{%i&%lc?%rﬁ%%ﬁnﬁherei” step (d) is performed without
estimating a
g27. The system of claim 17, wherein the signal modeling data of each

selected wireless signal comprises estimates of time offset, a Doppler data, and a
signal frequency and not of phase, wherein the representation of the signal h, is
25  characterized by a respective signal model and wherein the model represents the in
phase and quadrature components of the signal h,.
28.  The signal processing system of claim 16, wherein operation (iii)
removes substantially all interfering wireless signals from known interfering
signaling sources from the composite signal y to permit acquisition of signal ho.

30 29. A signal processing method, comprising:
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phase of one or more of the selected wireless signals and wherein the
complex interference subspace in step (d) is multiplied by a complex
conjugate; (e) using, by a logic circuit and/or processor, a result from said
step of 25 performing for acquiring said another corresponding signal ho;

and (f) aftenpgoatitbngahe ignah kemgetaesisiangyhynddagicyCiReLIaARNEHHRL
processor, th in]fért)rmtation rom the signal he. 30, The sit%n

et o S S s iR

wirefeBYERpBIB G AoWN interfering 30 signaling sources from the

composite gigoahiniogperneitchcglisitioniaisigsighiian #8 composite signal and

5 by alogic circuit and/or processor, signal modeling data, the respective model for
each selected wireless signal comprises both a real component and a complex
component and excludes a phase estimate;

(c) based on the signal modeling data for each selected wireless signal,
determining, by a logic circuit and/or processor, a respective model , each

10 respective model containing both in phase and quadrature components of the
corresponding selected wireless signal;

(d) performing, by a logic circuit and/or processor, a projection of a
representation of y onto a detection subspace to remove all of at least one
interfering wireless signal (so) from at least one known interfering signaling

15  source, the detection subspace being orthogonal to a complex interference
subspace spanning a representation of the at least one interfering signal sg of the
corresponding wireless signals, wherein said interference subspace is determined
using said respective signal modeling data for the at least one interfering signal s
and wherein said detection subspace is non-orthogonal and non-equivalent to a

20  signal-of-interest subspace spanning a representation of another signal (h) of said
corresponding wireless signals, wherein step (d) is performed without estimating a
phase of one or more of the selected wireless signals and wherein the complex
interference subspace in step (d) is multiplied by a complex conjugate;

(e) using, by a logic circuit and/or processor, a result from said step of

25  performing for acquiring said another corresponding signal hg; and

(f) after acquiring the signal h, determining, by a logic circuit and/or
processor, the information from the signal h

30. The signal processing method of claim 29, wherein step (d)
removes substantially all interfering wireless signals from known interfering

30  signaling sources from the composite signal y to permit acquisition of signal h,.
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