SOURCE- TO- PROCESSI NG FI LE CONVERSI ON | N AN ELECTRONI C DI SCOVERY ENTERPRI SE
SYSTEM CLAIM OF PRIORITY UNDER 35 U.S.C. 119 [0001] The present Application
for Patent clains priority to Provisional Application No. 61/164,276

entitled "Electronlc Di SCOYﬁk¥ iﬁgtenf filed March 27 2009 and assi gned
to the assignetOkdR CESHNGELLE COYMBRSIEONIN r ef er ence

herein. FI ELD&N[EM’HR]OLNP@rBibCWEdlMDEFERRHISEWSmEMrel ate to
nmet hods, systens, apparatus and conputer program products for electronic
di scovery and, nore particularly, file conversion of harvested el ectronic

communi cati on data. BACKGROUND b 003] El ectronic discovery, conmmonly
referred to as e-di scoléi)yl OF SRAPRITY ENDPERG O ESS. §1d%hi ch el ectronic data

s Soug&}o 91' OCTﬁ S[gese%?%gﬁgati%ﬂq‘msﬁ%ﬁgﬁﬁzﬁ’“ aﬁrlbrﬁh‘?o %%%“&na?fﬁ\gp%elt g . as

evi den pr o ng, an au sec |es i nvesti gation,
f or ensibtd 642§ estttle@a’tﬁim oafc DisenerkBystémdiikdavercl 262009 atdndsig@dd ailthe
offline on a | ar uter. or e acconplished in a network

| C
envi r oAFTEHES b r@@%ﬁ] *Fﬁ%byr%ﬁ’ élyawoa?(@ﬁ&ea%yd CENRRRES: ¢ extrenely

wel |l -suited for investigation. In particular, digital data can be
el ectronically searched wth ease, ﬁas paper docunents nust be
scrutinized manual | y. Furthernore, data is difficult or inpossible

coppiogl el y destdyal, d?ﬁlﬁddnﬁ%@bf%ehﬁv&ﬂ@n Akt td Meflo@s @fstbisa network
enV|ronnent This I's because the data appears on multiplé hard drives, and

becausaprfirgis and ganpager pEogIAM; WOW%EOéGICCfI‘@}éﬁ disadVeyy aath nwe padietletlgdilel n
fact, E&%e?s”&}’%{ﬁ "rc%ﬁ'd%é&?%ﬂlc Bl %%Sféaru%%{'d% digital datais to physically

destroy any an rrves erel stored. [0005] In the process
of electronic discovery, data of all types can serve as evidence. This can
i nclude text, inmage, cal endar evRACKd:R@/Ndat abases, spreadsheets, audio

flles tlned flles web sites %nd conput er prograns._ Electronic nai
LTS o5 CH@HI&#M@&%&%WWVé?fﬁa © SouliEo VST &fPERERY i n civi |

Or C ri Bidaads ih '\atlﬁcgfaé}é(,QHm1@@&@%%@11%&?91@[:%&3&@@0@&5 ﬁrﬂi selatec?lﬁd %@Mflé‘lmén@ ofhese

exchanges than in hard copy correspondence such as witten nenos or postal
| et t er ssing (100 6}idEneti isadugl pracseding emaluditngscbiglic invatiggmesa faendeyond nere

teChnOlgag.Xtﬁ#m g Tike! t% ULt pI g le Ut offling o aOfarticu atc":(r:]onqal}{tg (}ﬁ;{ to be
r esol v efhihETe EERTe! iy apaed b p
can be accomplished in a network environment.
[0004] The nature of digital data makes it extremely well-suited for investigation. In
particular, digital data can be electronically searched with ease, whereas paper documents
must be scrutinized manually. Furthermore, digital data is difficult or impossible to
completely destroy, particularly if the data is stored in a network environment. This is
because the data appears on multiple hard drives, and because digital files, even if deleted,
generally can be undeleted. In fact, the only reliable means of destroying digital data is to
physically destroy any and all hard drives where it is stored.
[0005] In the process of electronic discovery, data of all types can serve as evidence.
This can include text, image, calendar event data, databases, spreadsheets, audio files,
multimedia files, web sites and computer programs. Electronic mail (i.e., e-mail) can be an
especially valuable source of evidence in civil or criminal litigation, because people are often
less careful in these exchanges than in hard copy correspondence such as written memos or
postal letters.
[0006] E-discovery is an evolving ficld that goes far beyond mere technology. It gives
rise to multiple issues, many of which have yet to be resolved.  For example, identifying data
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required to satisfy a given discovery request, |locating the appropriate set
of data that has been identified, and retrieving the data once it has been
identified and | ocated all pose problens in and of thenselves. This is

especi Lyident. 1f. the data that is being identified .located and
ot eoetied e STPhokbk BrbRtniy B P Rl MeiRiuiags Fr i Bt e Hen
cor por addntified hat rliéisvingXReddi€06Rdt RRNEEH RenBG&HALR blABSall fAMBTbBERG AN t he
| i ke. Mergers and acquisitions nean that the technol ogy Infrastructure
acr oss 2thal Bsteelyes. sEuntsyespesially exidangEdhe daia thabishetraridentifiadolnested and

e-di scq) 1 eV fr t hes sparate
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pur poses or furthering processing. i econes a daunting

t he entifrgstrueiorsipsttonely feshican sonpassesitian dyyd adviah the fifeegeetatquisigehnol ogy
infrastructures and the like. Therefore, a need exists to inprove the

i dent i fF¢8ti on, location, retrieval and preservation processes, especially

in insteouzes in Whk&htiod REidemnt ﬁlg[fo%&ixfgya%ffi%@ﬂrjcoﬁll ueles) diaPaE iRt Ligghnol ogy
infrastructures and the like. [0008] As previ ous_lgy_not ed, e-discovery, as
opposedai$f sanslesitinphdiscaticacis v gresfvationiafded, whichrinallees mpaiowimesarf or t he

ability to filter reh ot data so as to reduce the volunme.of data to
onl y. 1 RaeRa b Bl ahERohte I8; RS D hudird Qet H LB P IR rrg RSy APisl Ty
acconplaécshedmdy a deding takfor EheSaﬁf%@;i;rfde(Syﬁ@xh&hit%ﬂ&ﬁnﬁfvé%estahnﬂyﬁﬁﬂé‘ie(ﬁ?ferent
providing key words relevant to the case and the |ike. Inprovenents in the
area ofeSpalpEnIHpsireugs and ihe liks. nkesetprs, a need axdsts W@@an&‘»ency to the
overal | -di Y : ; once h .retrieved eserved
and, i 1o ELALARRL ok Bl A8 ahE BN R S B R L T ekEE By

t he r etiuwesitdrpgseeybtey, insludés dispagatk savhhdlogy irfesunidtinice and eMkessi on or the

like. ile large requests are generally suited for online review the
manner Y}mg)gihi ch ?ﬁé"%’d?‘&ﬁY g"*ﬁ&é%‘gﬁ‘foé/ﬂ% 8t OPRGFEH erpsntima] dipenvey efo the
revi ew,AhRE SRedNd proliddsTaE f?qltf)ébﬁli'i)',f MBI 8 LY QW PRRCesS.

COSH 18 1daf
Therefore, inprovenments in the nmanner iIn %2?%:“ éigta is presented for
r evi ewvaluneaifslotage onlhvatbhtevlish & rieans tothd equaassudg sefichingéngyicaiid r educi ng

costs. [0010]. Last | once the .digital data,has been reyvi ewed, data
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nmust be properlgl identified and include necessary redacti ons and
further add effic

iency to the overall e-discovery process.

[0009] Once data has been retrieved, preserved and, in some instances, searched the
electronic data may be reviewed by the requesting entry, such as a law firm, securities
commission or the like. While large requests are generally suited for online review, the
manner in which the data is presented for review adds efficiency to the review process and
ultimately drives the cost of the review process. Therefore, improvements in the manner in
which data is presented for review are also desirable as a means of increasing efficiency and
reducing costs.

[0010] Lastly, once the digital data has been reviewed, data identified as relevant may
need to be produced in a tangible format for further analysis or legal evidentiary purposes.
The produced documents must be properly identified and include necessary redactions and

confidentiality markings.



confidentiality markings. 2 [0011] Up until now, c-discovery nmanagenent has
been conducted on a case-by-case basis, neaning all tasking and workfl ow
related to the e-discovery is based at the case |evel. Such nanagenent

does n L1 ow f finer granularity in the nmanagenment of a case or for
ks 00EH ot patnasbll San? s SRR nbaternsi® pRRTGT RRbC BT s RE Ry g ¢ he
e- di scovssmémhiat 80ationg MNEWEATO W R1AOHLIRE e ARV Ry B s8&KhiThé Be CRRE-
Therefore, a need exists to inprove the manner in which cases are nanaged

and, i Pupamapegmant degsviot akkey her fined sworlefitow the sanagrarpatiof depsendifng on case
require S e lLike, . Y, €. |l awi ng. present.
Si (r:]rpl i nggg{os%xmf {Qﬂg? dglrﬁlegelgr%%r\r@l% tgﬁ%g%%%%ﬁgg?r%g% n%)%geer g‘tsgovﬁ% ?‘g%&g basi c

under saadasedo afiotherafewesiyodicRBHRS casEhi BhesefbFRs YieddSexiat todithpre&vd BB Siavifer
overview of all contenpl ated enbodi nents, and is_intended to neither

i dent i 1y WKE Cags & Manesr agfl dRwAtculr. how taghpaandrgntidlovhye epskssbat e t he
scope %pgl?ynp(gn :?a's«l:r&]m%%ﬁ@gﬁéthellﬁé. sol e purpose is to present sone

concepts o ne or nore enbodinents 1n a sinplified form as a prelude to
the nore detailed description that is presented |ater. [0013] Enbodi nents
of the present invention relate t®8yidMARE, apparatus, nmethods, and

conput rogram.ppraoducts for electrgnic discovery and, in particular,
oy oV o B Fihe o e s S SupI bRy Pl SaherBitenits Bover
to be efddred probiae aﬂfﬁ@icQﬁhﬁEm%ﬁﬁﬁ%kﬂf ¥edYemBimhems dTAR QS Ry flintehse
enterprise. In particular, enbodi mrents herein described related to

syst ensXteappapuarvsy ofedlodsmmded enpedimeniss aytiamtprded e neitifep ideatifiokat i cal | y

Pomver o} Bt LIRLAR o ol St 0lrfer SO TIVRL AR e LRBFBE Sl i MEIEDELT "o o

f or mat can subseque presente

| kel y ltsrseRgiukpyosp i gsaett ovn@ht§and byhedoriniire dndadiinyentSiRtar ympRERPRSIMDI €
for providing the requestin arty access to the electronic data and, in
par t i c@b aPrelidsdodhermpresital tigathad s rsseateddaiebnat i ¢ conversion of the

data eié)(ﬁh ates Eg% G&Hs Bptrha %g&@%;iﬁ\perfﬁgh LG %ﬁs@mﬂ% %,g]gzg?ihp em&ﬁ&yser sion

process and thereby further a Icrency to el'ectronic
di scoveny cpnpatesgrogfa@0firblludis fietehatrohrdigoeatyrad) ia pagionisn, iegrdewmdnid i@
Rt T I I S
el ect I Qftipfordaldrob s iNEHAGnRh k! A AEAMTUALEAMAN iR Yeld DO iRby(f! 1 LY
of custodi ans based on a data request and, once captured storing the data
i n | ongyttensmapgporagenctinds anstdoogpubdr poodramlpuatbstsclopyitngati¢edl yalopedrtiogi ¢ dat a
to a prd?v%?sseseilergzgmgﬂ:tcro mlfnlfgargiog%or?nats to a predetermined format that can subsequently be

presented to a requesting party or, more likely, readily processed downstream by a third party

entry responsible for providing the requesting party access to the electronic data and, in

particular, the electronic communication data. Automatic conversion of the data eliminates

the need for operator intervention during the conversion process and thercby further adds

efficiency to the overall electronic discovery process.

[0014] A method for electronic communication file conversion in an enterprise-wide

electronic data discovery system defines a first embodiment of the invention. The method

includes capturing electronic data including electronic communication files from a plurality

of custodians based on a data request and, once captured storing the data in long-term

storage. The method also includes copying the electronic data to a processing entry, such as a

converston server or the like. The method further includes identifying file type for one or

more of the electronic communication files and automatically converting, automatically, one

or more of the electronic communication files to a predetermined file format based on
3



conversion server or the like. The nmethod further includes identifying file
type for one or nore of the electronic comrunication files and
automatically converting, automatically, one or nore of the electronic
communi.cat.i.on. fil 0 apredetermned file.for ased on 3

dont 1 PrRuRRi TR el s Bied MR RS samb i bRioB Ton B S FIN T es have
been camyedt edred it heL-REA s Qeqlr ubsk@REr RN &IRLAPR cEReSBRRUENt
quality control processing and/or comrunication to the data requesting

party GPMENUIRiafan e dalreguoptingrpbneidihad perty prtdyireipaygsibledguersviding party
access fo the electroni 1t - According to specific enbodi nents of
t he neti{zu@é,gtnﬁ’r@r rdtégi% é(gtr%}l%%%trf);élrg%ﬁl to which the el ectronic communication
files 4o@l5gonver tedoriayg tespacifio emdbdistippattedmbihod, tht pidddepalied fehegt roni c
data pres _nHa{i on entry and, nore_specifically, accordi n? to certain

enbodi RRTEH hhgleeiveramupicreor Blerate sonyertrd Ipey Sonfarmef gppgecdpie (. PST)
format p;d- 1eARESL 8k ther Lent ¥ i dentifying
file typlé P%ﬁfigr |an tﬁgiéetga}t%t%}tl yiaﬁ%g%ﬁlgcgkﬁhﬁl(@g#?@%iﬁggk- up file
type, subhdasentPddonestal filefieniat key bedsronel Sibraphdabled PISAO fidronat.

communi.cation files. ln such enbqdi nments e net hod may further _include
ext ract[ﬁﬁé’]]i ndi vitthyaiding té’gf’frtg‘ﬁie@%@gﬁﬂﬁﬂﬁ? Bgtﬁlpgﬁt]f‘fgs%{j@é’“ﬁ lrﬁtYIPFerétﬂlé’bt ronic
comuniigatded ﬁue‘ninlfﬁgg h Seybile b Sch @%alBR bé&-ﬁpmmg#@, hdedy . Bas KiddR kikd 18l YPE.

Further, in such ™ enbodi nents, converting the &l ectronic conmmunication
files maygnéof hheleciomt gdensomaten fifg, In awhemttdoatitythetrhehal mey fotiec

comuni.cat j on nessages . extracted fromthe. nobile  c ni cation back-up

fiie t o B R aRaRRR ] PRt R0 e erst P TEr OBt R of the
met hod cometemidatiyh figeshidldrti el RE nfobilE BehmuRrhtsteBackleMeithpd. NirfEeeGh sini ¢ Mai |
(.EM.) file type and/or Message (.MSG) file type as one of the electronic

conmunicEROHBH NS, cenveyisths slecEomo spmimgicetipe fites mayclutiesnelody earnvierimg,

aut omat,j ; chironi i i il 1fied as ,EM. file type

or. I\/[SGta‘rl fb?'{ealu%éﬂ}glﬂ%t%‘gcg%&ce&e er mkérz%g) 119%5@6?’ %gtriréa‘gj&{]%slal%ﬁﬁ%gmé’éﬁ' or the Ilike.

[ 0018] cbmmueicasoobixkruefiizadianeedetdminddeilogidned, identifying file type

further includes identifyin rﬁpressi on _schene file type, such as.ZlP,
t

RARIHRTor t ndn Froleer edbadiieciso HaBoBp @t ey B2 SHIIANGATT GTF K6 { ypes.
L oy R Rt PSP S0, S 4 i . o7 e
subseqeletrbyic commuaidaiing fibngpor andooeveting fiethex fnchclee dowleataty; oni ¢
comu, oty L s 5, & el e muDed, L be LoDl Sl 29, BT 1 e
i dent i kyh BEdeRBned M Ryrmat, such as .PST or the like.

[0018] In yet another embodiment of the method, identifying file type further includes

identifying a compression scheme file type, such as .ZIP, .RAR, .TAR or the like, as one of

the electronic communication fiie types. In such embodiments, the method may further

include extracting one or more electronic communication files from the compression scheme

file and, subsequently, converting one or more of the extracted electronic communication

files to a predetermined file format, such as .PST or the like.

[0019] In still further embodiments the method may include identifying one or more

encrypted entries in one or more electronic communication files, such as Notes Storage

Facility (.NSF) type file or the like and antomatically decrypting the one or more encrypted

entries. In further related embodiments the method may include converting one or more

entries in the .NSF file to a third-party data presentation-supported entry format, such as a

conventional message format or the like.



encrypted entries in one or nore electronic conmunication files, such as
Notes Storage Facility (.NSF) type file or the |like and automatically
decrypting the one or nore encrypted entries. In further related
enbodiﬂgﬁbi t he et hod may, qclude convertrqg ne or nore entries in the
NSF fi a thi ’&PB%EF{L&? e S ’dﬁﬁ&?lf"é%ﬁ“élhtnr%ﬁ PEHRREIC such as
a conveqdd @d‘ﬂﬁ)'ﬂm%§@19&)%ﬂr ﬂ%fenﬂieﬂxﬁ@ ahd il & enfbdd@RZQlor AR iAPRALAL H5e T OF

el ectroni c comruni cati on I'e conversion in an enterprise- w de electronic
dat a dRpEwatey ylolslylg% emxdyitmgeédt&rmt ineludegizo thianteie pmﬁcesm apdeerdmopn. The
appar atus i ncl udes y Rlatformincl udi | east > processor
ana- o HHEab R RS SRR e il A hieut 8 By dRS B aPEET T on
file corveesbginiRAedueass By 8@ at Rasttdie oy Bidilexesui-abh modyietife at | east
one processor The file conversion nodule is conflgured to receive, from

st or ageonTEuEsY receive, S Berae. daay of eriieningatal iseludisgickecttevivmuni cat i on
fil es, C&MIUH{CEEOI{ {lfégn L%P&gécp{rérﬁ%n%gfse%%g géi L’lS Fwﬁlgleﬁle:)f{]gcgfidbl 5ion

conversi on nodu i'nc es a f |cat Ion ap

config umddieta@cludismt ﬁlﬁ:y)fﬁehéerfuﬂcetl(bryﬂﬁ)imﬁhod chﬁhf' ghﬁ:dttdi alrndHchefilniypabt on
files. ?Ithﬂa|| , the fiJe conversjon n?dule i ncludes one or nore file
t ype- s BE&FIONESRUBR @ Gtion e Additionally dhs ilgsrarersign mindyleanelugdey qpecs nver t

el ect r%@ﬁrcqgmc%tdogomtroh%gpﬁe 630&?‘#%(3%% AGRulatiba 1y OBl RRfsdcon

identification of the fil cording to specific e
of thecappanatus) fikhéo @pmdett:enmdrﬁﬁ: foirhet bakat oatdenhtfivition b f tHedfilelget r oni ¢
format chosen | based support

by o K par 1y BB R R G pRRERE Al 1 PBER: OF R a odqsat | ng

party f@mat Rewhickee du@ne &Hﬁﬁurﬁéﬁ@%ﬂ'ﬁf@s‘ﬁre c@)tﬁ\%ﬂﬁﬂ ﬁgﬁt&ranf'oﬂﬁgt dhbl& format
is Personal Storage Table (.PST) format or the like. 22] 1n anot her

enbodi hessd opfsupimet b)p@émait Mzgmy dl¢vgrosicedsta piesantasiomranly che d@tra réquestingpamiyer si on

con i gt 06 6 fRF AR ErEabudh: BRI ER O AL AT e P T s

such agPSapfemet sRp¢ Ekor the i ke, fromelectronic comunication files
prior to converting the electronic comunication nessages or entries to
t he pr E§BLEr ni neth Matlereabadinent obthgjapparatasfthe elselrorspbodimusivetion filehe

appar ag&rﬁm tx(ﬁ]em[)&h@ n%a?g/gﬁclh(ﬁiéem %lfeétﬁoqltlé ecpmpa&géno%a&n% nsasp%?g% ured to

i denti e comuni'cati on back-up tile type, suc ack up file
type ocoxtﬁgerdd thextrhdr ebdeabnierbodiumention nideged ecsthanintrigpsaeinscation file
conver si on nDduIeﬂgﬁ i nclude an el ectroni ¢ conmuni cati on extracti on

f

appl i c&RROGHMBSAY iRl ol @sqtiont caamaeriFgndileomairp cabyos®ssages or
other eREELES cbhhicBGoM RIS Ees or entries to the predetermined file format.

[0023] In a further embodiment of the apparatus, the file type identification
application is configured to identify mobile communication back-up file type, such as .IPD
back-up file type or the like. In such embodiments, the electronic communication file
conversion module may include an electronic communication extraction application
configured to extract electronic communication messages or other entries from the mobile
communication back-up file, such as an .JPD back-up file or the like. Likewise, in still
further related embodiments of the apparatus one of the file-type specific convetsion
applications may include an .IPD conversion application configured to automatically convert
the electronic communication messages or other entries extracted from the .IPD files to a
predetermined file format.

[0024] In yet other embodiments of the apparatus, the file type identification

application may be configured to identify Electronic Mail (. EML) file type and/or Message

5



communi cation back-up file, such as an.|PD back-up file or the Iike.
Li kewi se, in still further related enbodi ments of the apparatus one of the
file-type specific conversion applications may include an |IPD conversion

applic u utoma conver.t. the el ectronj.c ]
commn?tcl:\g@) ﬁi%g%‘{éésgafnegsuc}cl)rL mOPHLHNE nﬁ}" #é% t%&t?ﬁ@%&&“‘f"f%ﬂ?? AP TES to a
pr edet euenpetlddel @ EMLn'&invcfs “pblitationeidk BeTVS hedl BRh Sipphicibe

appar at us the file type identification application may be configured to

i dent i C9niEuEed fogmitamalisRily comprtyelgatogicroppuntiention Nesidageicdss (EMBGNdfdr| e
type. 'MSEHB*& g?@%;m&t@wg% file type-specific conversion applications
nc

may further conversi on application and/ or an. MSG conversi on
appl i c&b(26h conﬂm gutildurtler anbodiatancaf thy ageimes theelle etpeqddtifie@ioruni cat | on
files idlcpalntlfled a MSG to a predetermined file format. [0025]

d/
In a sEPRifcapgy fsﬁﬁ’f*ggﬁ‘iﬁl\%é‘? R%H&rycﬂonﬂ’r‘\‘e"f”é’ﬁﬁé?‘a’ﬁ% lerthipe, ppgheast oo -RABAtIAR cat i on
appl i cat ifRnikes 16 Qfsl MO%Qn&rﬁs iglen ki (Mncﬁgméfnﬁﬁﬁét% ﬁi%b:glgfcgilb]ll Fod¥iRGnay uch as

ZIP, RAR, .TAR or the like. I'n such i ments ctroni c

conmunifiesscr am:ilqu s cbahveicgioommurocitice filmyxtrdetiot hgrlidancd cddigaredebegtraani c

comruni_ cati on L g extractian taggﬂcstl on onfl ured to.extract . one or
& P e

nmore ePBEPY %lﬂfe ° n TP Py ?IBrﬁk@I R ABR PRSI ¥biREFRE L schene

files. [0d28026] | m amahdemmpabadit Wﬁ@ﬁ]fopdtuﬂ@s ARRALALMSILRGVESImARiREGET Foni C
connunlcatlon decryption nodul e configured to identify one or nore

encr ypted yplifn medul gorfigusediotidenify one ormmoard aatipdel dritlies, insuchecasnian NSF fil e

d
et 1 o€ Eniclth HR BUHAT3, S8L ohe DRENRE T BN GlenBUEA RO R BREF Y ¢y pe-

speci f inre emyepted @mnasppﬂm oahiopts; anf dpgbiaed b8, iAUleBAE 6ahmbi GaMesd file
entry for mat to a, predetermned entry format. [0027] Yet anothér

enmbodi AR l%?OI*EVﬁ@O&mBah%%s PoTd] ayerskio Auipaaiicoldy £amvertlile antrmo fumet togonf i gur ed

to ver e copy of electronic data. [0028] A conputer
prograﬁ%l?{g%gl?a %%(ggelg{aget anot her enbodi nent of the invention. The

conput €023 ogr amyjet adubdr enthodimles od theappuhas indadahl ashredifuniol ke dugedi um

i ncl udes st set. of cod for causing.a conputer to capture electronic
data, ¢ tguu WQJGEE%E‘E‘?%WE?F@S ’b‘gF‘FtB}ﬁ“‘f‘iiqt‘és froma plurality of

cust odigng) based A0 fdtfo ghROHERct ddies %gér&bm&leﬁ%ogﬂ?%n‘t’ gefea second set

of codes for causing a conputer to store the capture ectronic data and
a t hi r thwwetiownflhe sdmputeo progeans prigiuat mdumst econmiteapyddbhemediact ffbai ¢ data to
ZI g(r)olces ' gzggicpifdles ¥ fird 9 of%(sjdt% 59 Qavu%{nil aocQ)lr?p%rté{'ef‘(r) ca(l)prtul:[ehe ec,ltrloﬁl% da?;lhe medi um
including electronic communication files from a plurality of custodians based on a data
request. The medium also includes a second set of codes for causing a computer to store the
captured electronic data and a third set of codes for causing a computer to copy the electronic
data to a processing entity, such as a conversion server or the like. The medium also includes
a fourth set of codes for causing a computer to identify file type for the electronic
communication files and a fifth set of codes for causing a computer to automatically convert
one or more of the electronic communication files to a predetermined file format based on
identification of file type. Additionally, the medium includes a sixth set of codes for causing
a computer to store the electronic data, including the converted one or more electronic
communication files.
[0029] In certain embodiments of the computer program product, the fifth set of

codes is further configured to cause the computer to automatically convert one or more of the

electronic communication files to a predetermined file format supported by a third-party
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a fourth set of codes for causing a conputer to identify file type for the
el ectronic comunication files and a fifth set of codes for causing a
conputer to autonatically convert one or nore of the electronic f

conmuni_cat i on etermned.file for bas ification
of 111 ERPUHEC okar et DL Rt e bedePa s e wopssriE Bueet f o
causi ngrtha jkenputer to store the el ectronic data, |nclud|ng t he converted
one or nore electronic comunication files. [0029] In certain enbodi nents
of thel®BRbuter Pt @féﬁfawmm@t@ of theecofripbiteh peagram brodugd dae fosrth gettdfier

confi 9?5&@ il RirHBYS %ﬂ%d%ﬁ céogn; ult%rqg%eng& %%&Bﬁg\é&%}tﬁug%g%?%@[ €0

t he ectronic co

suppor tpdilbype, subh adIpRHayk- Gp ﬁllce@bé onihe mtat & UcRSaiodinh@ifs @Bhiddiura dat a
requesting party or he | i ke, such as PST file format _or the like. [0030]
in ot hé}%ﬁ@g %‘Hﬁ%t SFt Aiedesolon st Es RIS Sulieat Indivdugl slacitaniset  of

codes [Smiduhidgsn @Qg‘sf %&Lﬂr%%etr%nﬁi%y?i%ntagctﬁ) &%}%H}E&Qaﬁcﬁ*{?ﬂgé {(%ﬂ@hé@g le

communi cat i on type, suc ype or 't he
like. rrmbdelcbmmmbwdnmehack -tph@lengs. uin sunfhyembndxlmmhe: axesi'ﬁﬂem bf s@tes afaycodes

for caysi.n uter to extract individual ectraon comuni cati on
nmessag ghﬂ‘ﬁw{)f‘ﬂg Eué‘?‘i]ttf’lcé‘éseftﬁ%fﬁﬂé?‘gﬁrt th‘Hf‘B“"&‘&ﬁﬁilh‘?‘E’&f‘l t’j‘heif:%tF‘%’éc identified as
mobi | ec&ammmaﬁ@ﬁ in@!&hag@scdﬂaﬂdé‘tcﬁ ilogh &%%bxlb@o%%&ﬁ@f?%&eﬁﬁ filehhRe fifth set
of codes may further configured to cause the conputer to automatically

converpﬂﬂh@ﬂeh@dﬁﬁmhwmatsmﬁMﬁn?%&ﬁkdhnnwssa@@bk@xtracted fromthe nobile

conmnun t on ba flle t ermned file for such, as PST
CoIeun LR ©0 e RSPt Fesb e RS §F Fler iR e o Weh e i 8 of

CONMput e5deRiOBFAB WINBGURL. 1o thge tiRuEdnibu@to @dcnngo@leglebﬁmﬁy Mmﬁmﬁlfﬁwur ed to
cause the conputer to identify an Electronic Mail (.EM.) file type and/or

a Messhié apdiosoMasiags (INBE) fisrtypnbrone nomerosf thpelcetrene r:@mrmncs@mmﬁles ation
files dl"f‘d]grh%ﬁ tﬁh @i{t‘ﬁ@gtt (Eii CfOPPS R %rﬂ?er 5 Qﬁéﬁed 0 Jaldgét trﬂgé%ﬁﬁtrelr Ul g m?t qa@ause

t he conputer to au conv ert ronic catl

i denti f:mie.drtaﬁecEMncfdol'rﬁ!milymOarfﬂléqQﬂerWBGdfals| BMULyfie t§p2 and/opriader glemiped file
format, such as .PST or the like, [0032] In yet other enbodi nents of the
conputéP“ﬁFE@PHﬁﬁﬁ?%ﬁﬁE@‘S?%b“fb%?@hﬂ§éﬁﬁof codes may be further

conf i griad t 0 Caﬂ??@ttolﬁf'er%%%ﬁﬂrﬁeﬁr}te thcdgd}ﬁyfj [ FofQMIPLESRL M FARGTR b1 | &

type. I'n such enbodi nents Ium ma e a seven
codes faitescaysierfyrther orooﬁgmmé to tansextercastpuameo mkennfyraecoah;&ciskmmaheme ﬁle

ni catj on f|| s.fromelectronic c ication fjles |d ntjfied as
oy obER ol ehemBdia s S o HO e fgvarth SGR codes for dausing

a computer to extract one or more electronic communication files from electronic
communication files identified as compression scheme file type. Further, the fifth set of
codes may be further configured to cause the computer to automatically convert one or more
of the extracted electronic communication files to a predetermined file format.

[0033] In still other embodiments of the computer program product, the medium
includes a seventh set of codes for causing a computer to identify one or more encrypted
entries in one or more electronic communication files, such as .NSF files or the like, and an
cighth set of codes for causing a computer to automatically decrypt the one or more
encrypted entries.

[0034] Thus, present embodiments provide for automatically converting electronic
communication files to a predetermined format that is consistent with a format supported by a
third-party designated as the provider of accessible electronic data, and/or the data requesting

party and/or the like. The automated nature of the process adds efficiency to the overall
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codes may be further configured to cause the conputer to automatically
convert one or nore of the extracted electronic comunication files to a

predetermned file format. [0033] In still other enbodi nents of the
conmput e r agr,am product e medi i ncl ud sevent h set. of codes for
oot g PR TR O Bt Al o TR o RuEE S G M b e S Bile or

nor e ekegticenkblcommuni cation files, such as NSF files or the like, and an
ei ghth set of codes for causing a conputer to automatically decrypt the one
or nor €0038hcr ypt d¢ Gatackesplishossypt Hubregsins end rdatsddindanths q@r:mrndeief or

aUt Om%{nﬁ)@@m?’cggc%\é]e 1}sgen i Lt%{cf%;';rh%P n%ifter ?me %ﬂ%% tcléigdrxl]gi})lag‘iac%q%ﬁfr%)ugtgg er m ned
de3| gnaicedaias. t Tee friwide dewfi ﬁ@:@@ﬁ@ lt}lid eneked Urnhgs shtfasth andéall deh@mdat a
requestin party and/or the F The automated nature of the process adds
ef fici éh@gaw fepread the Pnczore«m@tq%bﬂdemamécﬂ%@ eabrecegdndipdivienBaw 8$r.t hat
the evg t

10035] T RAPSEREMERE REVDR WfichnD pALARS ot SRR Bl e,

nore enipbgiedentd thiongescsptidres figatdades Inmhﬁienaiﬂtmhfmiﬂhqdnde&eraddedxeand
particul arly p0|nted out in the clains. The follow ng description and the
annexeﬂqﬂVéﬁPhgs set forth in detail certain illustrative features of the
one or nore enbodi nents. These features are indicative, however, of but a
few of the various ways in which the principles of various enbodi nents may
be enployed, and this description is intended to include all such

enbodi nents and their L val R OF THE DRAW NGS
[0036] Having thus des%gﬂﬁéﬁﬁgﬁﬁggrﬁgﬁ(gitﬁgﬁﬁgkﬁﬁkggiion in general terns,
referepgop | | nowvhe tms&%&%@@gﬁ%awm@%m@% ng@mi@dnk&ﬁsare not
necessarily drawn to scale, and wherein: [0037] is a block di agram

of an é@i?‘@ﬂ%ﬁ wHbnop fe makdesa ?h@ﬁp@orm@@mekwwst@mh iegiol nedesiangy drawn
sour ce; r file conversion, in accordance wi th enbodi ments of the
present %ﬁgé%%fﬁﬁagﬁbOBB] FIG 2 is a block diagram of a conversion

servi cesn3gerver QL enenbedk dlagrd0bf Sfert@ppiOtaisdagromd dlbddvaly skest roni ¢
dlscover gstenl in accordance with enbodi nents of the @resent i nvention;

[ 0039] hpghlightmg SOUECCHPFERCEFBG Fs B S NeREPIgATSS WP EECRE Pl e
conver ﬂéggnt invention;
[0038] FIG. 2 is a block diagram of a conversion services server implemented at

source-to-processing within an electronic discovery system, in accordance with embodiments
of the present invention;

[0039] FIG. 3 is a block diagram of an electronic communication file conversion
module, in accordance with embodiments of the present invention,

[0040] FIG. 4 is a block diagram of an electronic communication decryption module,
in accordance with embodiments of the present invention;

[0041] FIG. 5 is a flow diagram of a method for source-to-processing file conversion
in an electronic discovery system, in accordance with embodiments of the present invention,
[0042] FIG. 6 1s a flow diagram of a method for source-to-processing file conversion
in an electronic discovery system, in accordance with embodiments of the present invention,
[0043} ¥F1G. 7 1s a flow diagram of a method for generating a decryption repository
for decrypting electronic communication in an electronic discovery system, in accordance

with embodiments of the present invention;



nodul e, in accordance with enbodi nents of the present invention; [0040]
FIG 4 is a block diagramof an electronic comunication decryption nodul e,
in accordance with enbodi nents of the present invention; [0041] FIG 5 is a

flow di m of od for..source-to-processi Rj i}l e _conversion ip an

el ectr éﬁ(?{:ﬁdi sco?elr@;%g@gg}g%dl‘lizﬁd'&c"?&”&‘gﬁ%‘gﬁ\ﬁ"?’l’l&gﬁﬂ%BPtﬁg’ﬁPcél FPHE" Bl['Jesent

I nvent iebfironik @OAR unidaGon Bitdssn an tleomolt Ageavdr @by steriBh Reghrii@fce with _
source-to-processing file conversion in an electronic discovery system in

accor dgAtedines ibo arcseniRvesfionhe present invention; [0043] FIG 7 is a
flow di m of fo tl > J Ltory., for
decryp '?%S?el ect ?gﬁgh@%mmnaﬂ{ﬁr?iqggt%lg%r?h?%o%ﬁgglﬂé%%égﬁﬁ%f)%lgg%%s\fgﬁ%ngvst em in

accor danci amiimipleamaad] aentdngfo ditenirodaaaits bNmenveation;8 [0044] FIG 8 is a

flow di m of thod for conductjng automated decryption of  electronic
comruni[@@‘{q?on fi ﬁ:é? ilﬂlga%&@Flégiaf%@l‘ﬁ E% WY YedirmiqdissryBNatagCREE W diince Wit h

embodi mea:g Rk WiftCerPinanl bANERH O il QRAR] FI G O illustrates a network
environnment in which the processes descrllbed herein are inpl enented,

accor dil¢@f7 o one KHfbddineblosk dfagtaneof ndgatdse serviiQ0dbkofdafice Whhbs a bl ock
di agram of ,an (?I troni c .di scovery manager server, in accordance with
enbodi r?g‘?i’fjgln i Pﬁ@eé’ffégglétﬁpv?l V8ntion; [0047] FIG 11 is a block diagram of
a dat abasm]ser VerRid, 12 2L BloeiRBRErat bia 8dllccBRIPRH M acRbrdlit® WiHIESENt
invention; [0048] FIG 12 is a block diagramof a collection server, in

accor dgnbedygenh obhe psgsbaldhrientionof the present invention; [0049] FIG 13 is

bl ock dj amill Rt ehectroni c di scovery. managenent =~ structure, in
accord er)l(%@ﬁvvl th aFlr#&IérIT%t(l)Sdg rgi%kn?ha%ﬁ‘atq%éjStf%I\}léne??"grﬂ?{mF@%‘ggTry FrE2TE s a flow

di agr astroftu, eddoodah@ witlnbi biabbdigheat SABE iMenti@i;t er including creating
search terns, creati ng,and sendi ng preservation notices, sending rem nder
not i cesV038hd cr edtlfnd? draiflew singsgn of arsjlod for nidatiog wense of matierdoeludinge wit h
enbodi s, of, 1t r i 1,90 .00 15.1s a.fl ow . di agram of
et hof oy o Sarc e CRRERL s AR Mo B bO TR sehGiredeBulds PO Bl T
accor dang ercafithambhseadingdinment toofustoianprie aentrddinay enithi @rtiodanchts pO0G52] FI GS.
16 and 17 are flow diagranms of nethods for harvesting different data types
in an SISEY BN scovery system in accordance with an enbodi ment of the

presentops) FIG. 15 is a flow diagram of a method for custodian management in an
electronic discovery system, in accordance with an embodiment of the present invention; and
[0052] FIGS. 16 and 17 are flow diagrams of methods for harvesting different data
types in an electronic discovery system, in accordance with an embodiment of the present

invention.

DETAILED DESCRIPTION OF EMBODIMENTS OF THE INVENTION
[0053] Embodiments of the present invention now may be described more fully
hereinafter with reference to the accompanying drawings, in which some, but not all,
embodiments of the invention are shown. Indeed, the invention may be embodied in many
different forms and should not be construed as limited to the embodiments set forth herein;
rather, these embodiments are provided so that this disclosure may satisfy applicable legal
requirements. Like numbers refer to like elements throughout.
[0054] As may be appreciated by one of skill in the art, the present invention may be
embodied as a method, system, computer program product, or a combination of the
foregoing. Accordingly, the present invention may take the form of an entirely software

embodiment (including firmware, resident software, micro-code, efc.) or an embodiment
9



i nvention. DETAILED DESCRI PTI ON OF EMBODI MENTS OF THE | NVENTI ON [ 0053]
Enbodi nents of the present invention now may be described nore fully
hereinafter with reference to the acconpanying drawﬁngs, in which sone, but
not all enbodinents of the invention are sh d,.the invention nmay
Do enbSAMBE TS HRAY: o FPLP GRS e SHETI BT BE SRS as. |1 i ¢ o8

to the- ?m@h nEMRraek, HAEHmBRL 8 he prés%h%em;ohqls@y ﬁH@%‘fHﬁﬂb?aare
provided so that this di scl osure may satisfy applicable [egal

requir @ﬁ@nvt@l prL%kaen ppdbelra & efreuterorehddble me@memitayingwooyghoutsablp pOgMiImAs may
be appr, em od Cg/}qggmof skill in the art, the present invention may be
enbodi € et §9§?én] conput er progranlproduct or a conbi nation of

t he f@m@w@l ng Aagadhngbymptiee raaaesie Rtedivny el ibemtlgyd. t arkec&ﬂﬂ?ut%pr m of an
entirely software enbodi ment (including firmvare, resident software,

m cr o- égdablearadiym grayde, Erssemperut otdbmindpny Jestranss. &agetihaptows e
|
aspect %m%!?&liqagﬁdb aRGEaAl by, eﬂﬁ Jen%g%esgg%mﬁx? \E}g&géu@ &%m% .9 a@%ﬁ%

Furt hernore nen ts I'on ?orn1of a
conput etedprmogmMame We@d'twctxampi(ﬁ of dmﬂwmdreeaﬁablemqmamumlh@a{ lbagare not

comput abl rogr.am odled in the nmedium [0055 An sui tabl e
conput Fm?ﬁééﬂég‘? go loRdng; r‘?’Pr?&i?”tfé RS BNV IE ST HRATE MU e asbE medi um may

be, forgiexRMRLRuR! léﬁcl{‘é)st a f)drmbieecg)lﬁ tm@ﬁ%k%lt@catl{aQ@ bk, IBYBGH CoesORE

el ectromagnetic, infrared, or sem conductor systenj apparatus, (fllew ce, or
pr opag&RAdh), a n@drcmiry Imy geri)f arcer esa’atqqtregraaﬁnetbﬂra eaémmlﬁleemoge(cﬁa’lfﬂ(ﬁvl medi um
i ncl ude { ar ot imted to, the n el ctrlc connecti on
havi g S RBSh RS bicprai 45 i a8 Sdosy Lo oDt afidtemERlorcort ani o

conmput efapdbik@biage dauls@rosi tiéhsHiissién ﬁ@ﬂf&%wagsc%% IBPBtMe ﬂéé%Mmei%r raﬁad only
menory (M, an erasabl e programuabl e read-only nenmory (EPROM or Fl ash

menor y jitraace oNprashat dieseonrpedad-rordaplermedng c(o@m @@V}be peperor Iaeq:th@mtmtelalb or
rragnetl stora e, or transm ting the
"t or ndreBRR LRSS Rk afiChroRionl RIS B B0 Bl s BE sBub BORBAHRRED LI 0 Seven
be papefa, @r ianaideesptiul {cabhigg offBeipdpeUR@thetl ik, NBePEQEH B inderpretddt €d, as
the programcan be electronically captured, wvia, for instance, opti cal

scanni REOBEMYIRRPapBed Bre Bttible mmeuH NQCREAYG BRhiNCB Gtoredhiney gt  or

ot her w, I§e%l&§ocessed in a suitable manner, if necessary, and then stored in
a conputer “nenory. [0056] Conputer program code for carrying out

oper at (@] of enltchpmwartBogimtdode for carrying out operations of embodiments of the

present invention may be written in an object oriented, scripted or unscripted programming
language such as Java, Perl, Smalltalk, C++, or the like. However, the computer program
code for carrying out operations of embodiments of the present invention may also be written
in conventional procedural programming languages, such as the “C” programming language
or similar programming languages.

[0057] Embodiments of the present invention are described below with reference to
flowchart illustrations and/or block diagrams of methods, apparatus (systems), and computer
program products. It may be understood that each block of the flowchart illustrations and/or
block diagrams, and/or combinations of blocks in the flowchart illustrations and/or block
diagrams, can be implemented by computer program instructions. These computer program
instructions may be provided to a processor of a general purpose computer, special purpose
computer, or other programmable data processing apparatus to produce a machine, such that

the instructions, which execute via the processor of the computer or other programmable data
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present invention nay be witten in an object oriented, scripted or
unscri pted programm ng |anguage such as Java, Perl, Smalltal k, C++, or the
l'i ke. However, the conputer program code for carryi ng out operations of
enbodi nents. of the resent Eventl g% maé br@iwrl ttep in nvengl onal
pr ocedBFAPSSHIEPARHING “HEAYTAYEENS &idRPEE CPH%?:* Uprsge aﬁ%sﬁif* %E’rf&d
S|nlIamogggg{gmy&ngo@@mggggﬁﬁed{&Qﬁ&kﬁEnbodlnents of the present |nvent|on
are described belowwith reference to flowhart illustrations and/ or bl ock
di agr af58f et hdbsse @ppmteama&’r@symﬁ@n@ns la%ddieco)h@ﬁmmd in pmoglmattrpr oduct s.
It may bg Linder stog7 % g 0 t bﬂ ¢ | ustrati onstand/ or
bl ock HiPS87SAEM%HR a&Pa‘%: i HS?H“BH? 8"f° B?rd’crf%%mi“ﬁn% %?B%ﬁséﬂg apparatus
i 11 ust eafunefen andbeficldhitkonedl isa@l daBthe GarubBosRIredBNthe dolputePrEadites
program instructions. These conputer program instructions may be provided
to a pREEWsyBrodgee an yEakroAmapyfashae! E&’éﬁtm@@éé’ﬂ‘ﬁﬂ“b plitghoswleneafist er, or
ot her uce a machi ne, such
t hat I{e%glg%gg‘r%g&ﬁﬁgﬁsnathgﬁggﬁﬁ%kg@d%%v| a 3&8?1§§:1§%50r of the conmputer or
ot her prO3@T anmablTae dahauted fropranc BB LA pRFraddols: losdedahe aeahputesss f or
i npl ementing the functions/acts specified in the f{flI owchart and/ gﬁ bl ock

s

di agr aRisT BOErEm e drie Predseni AP SABtRETerss BheReRational sersitp may
al so bger?&ﬂ{c%%n'tﬂc goifh &ecﬁhcr Leb ﬁ%tﬁsh@%uﬁfﬁ@eg'c&% fte CONpuUter or
ot her progranmabl e roces apparatus t unction | a particular

manner jmglgoientch @rocielsﬁasuc}n ﬁtaﬁ t}mtmﬁnmtlsn@wbnth|cncmllt1eorcﬁ1mutr$nter endiabt e nenory
produce an artll) e of rranuf ctur |ncIEud| nﬁ P I{:}WEC“ n mean? %/ni@h

i mpl emBHEFHE? LFGHB%‘P%PEP&% s%"é’é PY B IPRCRS e H%ﬁ ACERFOHIBER di agram
bl ock( ﬂbwcm@&&i/mmgcmg@utne&omgg rpafemaaﬁzter}ue&hﬁﬁtér PRYraad §9ibgche@ded onto

a COFYpUt er or ot her progranma e data processi ng apparatus to cause a
seri essigps @p@t@mabhapm@bl@p@ with dperatqyer homae duplsmehisd stappat aets ororderier

prograrmabl tus rodu e _a conputer- inplenmented process such that
the i n§TTUEE dgcoﬂ’ ITRELS ?é eSO t he conputer or other progranmabl e

appar afemopr ovi d&“h&‘i ,@Ppparh@k, dybieheMRbthbdgatd@nipinétrOiaharbsucsPae hbdegd 1 n
the flowchart and/or bl ock diagram bl ock(s). Alternativel %éaécorrput er

pr ogr afisFlepriaiirenide stiegpencyin gleptsota fatp discBYIY ABd mprefD Woforor hunan
: mgﬁfﬁfc‘}%ﬁﬂ g%(grg?m% ca&?ﬁ gle' %Pg%r@%h ih9 sgﬁ@é A ;&hsgg’% @%8%%%1 gf, the

corrput er program
pr oducpsrpasceoﬁ“;&beudmg, aihtaﬁiaﬁisﬁﬂmbmta tbfrd)‘pmdﬁ dedi friacddefoc proivitligg etsanitiee dat a
di scove{y and,, nore specifically, for el egﬁhgm c communication file

conver SIEBROTR discayssy dafas e dpigaedicating RasL P BRIERt for the

[6061] FIG. 1 provides a block diagram of an enterprise-wide electronic discovery
system 2. Embodiments of the invention herein disclosed apply to an electronic discovery
system that can be implemented across diverse platforms, networks, computer systems,
applications and the like to capture or otherwise harvest electronic data and properly process
the data for submission to a third party provider of the data, the data requesting party or the
like. The enterprise-wide nature of the electronic discovery system allows for a corporation
or other entry to acquire and/or merge with other business entities having disparate platforms,
networks, computer systems, applications and the like while still maintaining the full
functionality of the electronic discovery system to readily and efficiently harvest electronic
data and process the harvested data, accordingly.

[0062] For purposes of presently described embodiments of the invention, the
electronic discovery system 2 includes a data store 4, typically a long-term data store that is

configured to store data captured or otherwise harvested from, what is referred to in the art as,
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pur pose of providing a standard format to a third party designated for
provi ding access to the electronic discovery data, the data requesting
part or the like. [0061] FIG 1 provides a bl ock diagran1of an

ent erprise-w de. el roni.c,.di scov very of . t.he

vent uNoHEhE FySiEh SRaSisBRC ThbunBEREER Gt B SLEVEH okl tis hat
can be ohsmberemcas nagleOfhos JSRidoirh@fifRionNQIHAE kSnai COMBBTRE, SYWaiEens,
applications and the |ike to capture or ot herwi se harvest el ectronic data

and pr @pereyelpetoues Hrmes e defatich o3 woubprosewvs files andithe ke, per wpiqst ovi der of
the datc%%tmterh%dqgé g%:r eﬂlrb%s(g c@%l&ﬁ“‘éﬁ% d%{d ()t hx?chllri hggle?t-lr&qc g&t'n% maf o %ﬂta

nature the e roni ¢’ scovery yste a corp

ot her énisrcypmﬁadétﬁmﬁwmls&ﬁhdr‘x@l@teﬁﬁfoge(:u&tddlfamtnh afanhets dé@ﬁlﬁ@&ﬁi ddtaiesavi ng
dispargﬁe platforms, networks, conputer systens, applications and the |ike
whi | e $19 fectipaicfaig isiged Wedaastere 4 unctional ity of the el ectronic di scovery

SySt emyfx3 éead' 'R0, Rl 9&&%@&&5 MaHrefPEHE OB 4, HALBu@f Process the

harvested ata, according or purposes of presently described
enbodi wemnsingfatioi dath Bvugntpiehto 4 foarcegoguocasing ekitydOyarch asysbmm@on ncl udes a

data store 4 i cal l n rmdata store that is con red to store
Gata cufviednel Sutfude Be RAMLE Bt bifhast 18 shRelvenht b Eine o
as, 11@01%&41317{1%{1@&5‘@1&‘[21@éﬁsqg'\/@in@s%ﬁné@@h% WalSpre@e@HAURIAG Qlch Rdzip dual s
or an entr%6R entified a onset of a case or natter whose el’ectronic

comunifiéat filgud’ HRaféle@ndﬁlnﬂ lilgy, mdpde cpieunaation back-gsfilstthenatetuebas oni ¢

capt ur P B PR MR B Bt B8R (MRGh bR B omi ¢

comuniseatgoFacilal @ Ng) ﬂié foeRt aHdelle Gke. OLN@TW 8 ProRINGTERE fieQMBcEYsicodi ans
in manners described in detail infra. the electronic data is stored in

data stcepEwicalion BRprayssepiedueliongsvigwearthd paty e vided o5 date@nlysigsacd. st or e
4, theg ééqeéét fo?’ékz%np %Omwx‘t?&lgé?l'atlgf’f‘&ﬁs?atﬁes ine?sB %‘E'on & tﬁ ﬁQé’ﬁé%mesofr&Bocess' ng

entity conver si i ce serve dévice suitable
for datrca:epmmg;ﬁssf uhg eleétromabeomamﬂ&ranbmnela sttdiﬁlaﬁtﬂ fbﬁhﬁtomm‘zs ©OreEupi cation data
exists in various for such as conpressed file fornat such as ZI P

file, RIGReSIpEENttARIMP P’élc’aﬁ%d’nﬁ REMOFgBle cRplIPian @appiRFHPRRLS Oriratrmes £l e
format oRHeHe @§nvcrtl thelfebtlr(ﬁné 95%51110@1&93&9@ g%btlem(u %%_rjr{a tla? ol SRL ;

Message (. MSG ftile formt orage ornat and
t he I|hemnnmumhdmddmd4pmapHmenﬁmdpamesbﬁ@cah&nnomﬁqua&mﬂnmnﬁdhhnﬂn for

process, Bradisli o ey i (R PacL, prov der o1, & dale anglysts, oo
l'i ke bes@fduntcalib®Bhtal REBRY hd@ﬁrc%lﬂallq{]eé ey 8l &R f PTTURKGALA QRS 1N a
standard format. Thus, sour ce-to-
therefore, may not require conversion at the source-to-processing entity 10 level prior to
release to the third party data analysis provider. The file conversion application 12 may be a
single application configured to transform any and/or all format types to the predetermined
format or the file conversion application 12 may include a plurality of file format-specific
conversion applications configured to convert one or more format types to the predetermined
format.
{0064 Once the electronic communication data undergoes re-formatting at the
source-to-processing entity 10, the data typically undergoes quality control processing and
may be released to the third party for data analysis preparation and/or returned to long-term
storage.
[0065] Referring to FIG. 2, shown is a more detailed block diagram depiction of a

source-to-processing entity, such as a conversion service server 10 incorporated in the
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processing entity 10 inplenments one or nore file conversion applications 12
to transformor otherw se convert the electronic comunication data 8 to
predeterm ned formatted electronic comuni cation data 14. In certain

nbodlnFnts o% t he |nv boglthe‘g ﬁdeternlﬁ@% f or mat { be Per anal

St or ag& T AT & d{ECPSTy S¥5i ‘r“é PO e PhIYERI e S FCREAES™ SEMYE A 8P F oni ¢
coMUNic&afidu@dt @akrévids BehufmAGt dvardnBédmhlhiesidmBylc3biradyn x4 st in PST
file fornat and, therefore, may not require conversion at the

sour ceﬁ@ﬁ@ﬂ@@éé &gt énepeoydange Mathairesshi apeats I askdisipndomen ifies hiatad party
dat a ag?taf’f Sf“I‘QG 19éf119%1(§s ¥f;1[n)%q air’%tgrﬁal%%nn\ﬁ%dﬁncng? af el (;(ﬁ%%?ié%ﬁafwfvﬁé%v? 5 hSI ngle

applic orma a e

pr edet ﬁfamlﬁkﬂdde Srararatioreof hietybe bec@ﬁmeﬂiﬁcmsva:@p IThe ptdsemt apgara®y ahdiCl ude a
pluralit file format-specific conversion applications configured to
conver tn%méi'v‘ 681 asPEl Y PaPetged erpanyenp of aunpwtmedsyicef or mat . [ 0064] Once

the el ﬁﬁd@rgm ¢ cappualcat| ﬁelfg@g%hngm%g@?@nﬁmf ﬁﬁt@“t‘:c@g/eaa'hd Q&im%y

source-to-processing entity ypi cal undergoes qual
cont r okoytimes @ssapplicativgts. Caynpbeng placlased? hmclmchze nﬁﬁhﬂl(ﬁrgi 1Bawhichfiedy @aiise

anal ysi s rati o nd/ or ret rned 0 Ion -term storage. [0065]
Ref e?/r ﬂ‘ép{"cﬁp g”&“ “2’?‘1’?@%’6’\%0% SUCThRsyteareRlyiapdgT ngeR:- ?ﬁcﬁﬁr‘%ﬂ?‘g‘é’ﬁgﬁl\ﬂon of a

sour cexf@RONIEG %Wd}\q EBPRO)(/{ fRNE Bar@S R aRPMERIS e&nﬁl%h% e&nﬁ%\/ﬁatf&%q
incorporated in the 12 el ectronic di'scovery system 2 of the present

i nvent FoﬁherTmsimomi/%mvmtmllsytbmnc@emta’eﬂvérmmorysceilemrfm@ubeedlytancqmdtaw de for
autonateF ectron ni icatio conver nto a 2 3§@frnlned
format eﬁ“é%&??’d%r?%é‘cﬁn TIH" Br BEERY ‘Ca{g Loycq ﬁ“ iR 196! $rkrg

gr eat efoosdet ai |, Fhitfer, orfing g;ﬂé}f&mvwaawmmhb@m@&s@omwlémﬂh%e dhe

conver5|on servi ces server i ncl ude one or nore of any type of
conput épplicadonterdcties infrgEatest eiswit( éﬁﬁér)a@mh‘awhlpsmepmwon aeegiaecandongl y be

per f or g, s Accl T hce PIRULANDQLE Y 1 B8OLLCANE ARGENEL, Al 0G, udes

conput I'ng p orm hat can receive and execu

appl i capplivason Segptiming ipleffador P17 J2nbhtuges aoa ikl ankSesidbiit Gllograiys,cCompr i se
vol atil e _and non-vol atile nenory, such as read-only and/or random access

menor y SYGRAVElsHANIREIM et @msm gedule aﬁdﬂ,cct@rncawmﬁwﬁertwcomn to
conmput gLy P}}’tﬁ}nf R6a8e 36 BHIN B st dTBIRY the A8 1% Bﬂﬂé%n&ggiog 854 l@s

menory ce or may be any secondary or tertiary st orage evi ce, such as
magnet i1@. nedi a, optical nedia, tape, or soft or hard disk. [0067] Further,

conputing.platform 17 also includes processor 20, whi
oo cWlsh. Specrfation el Gt Erou P ASPERy et Zgerertien poet
pr oces §QdwatQGintwald, So¥lareO4nd combinations thereof, that enable the functionality of

server 10 and the operability of the server on a network. For example, processing subsystems
24 allow for initiating and maintaining communications and exchanging data with other
networked devices. For the disclosed aspects, processing subsystems 24 of processor 20 may
include any subsystem used in conjunction with the electronic communication file conversion
module 28, electronic communication decryption module 36, the electronic communication
form change module 38, the hash verification module 40 or subcomponents or sub-modules
thereof.

[0069] Computer platform 17 additionally includes communications module 26 embodied
in hardware, firmware, software, and combinations thereof, that enables communications
among the various components of the conversion services server 10, as well as between the

other devices in the electronic discovery system 2. Thus, communication module 26 may
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ot her data processing device. Processor 20 or other processor such as ASIC
may execute an application programmng interface ("API") 22 that
interfaces with any resident programs, such as electronic comunication
file conversion nodul e 28, electronic communicatjon decrypti nl_%&d | e 36
or the'q é‘?‘or%ﬂl‘“?lh“t}?é”?‘r‘ﬁﬁnrfil“i“sﬁrbf SPHE Ao APES | MBI S eSS V& 10,
[ 0068] REVIERHEHO nctBokN@UESS MR PHSedAHRCESSI Ng subsystens 24 embodi ed in
hardware, firmwvare, software, and conbi nations thereof, that enable the

functi 6¥A0Ity of Theeropeary 16 chneimphiengypetfaini 17 toghuwies tlhetraes vanmanicatioret wor k.
For exampl e, processing,subsystens .24 allgw for initiating a ai Nt ai ni ng
cormunt har B AT UE RS TP R R ERT o0 e e Shat el Gl el s ° N

di scl osefoRsIpPERits, sufll 0 EISLNISGUDEN S RRE ard t1Rf114e1t0 6 PF&RIcr@thdiBYandhac! ude
any subsystem used in conjunction with the electronic conmunication file
conver $PERE sHefed 321 thy lde pdiihas ebgrndnvidae o sy ojgstionls dssauers BB, t he

el ectrapi.c Tund J.QF I . rification
modul & P10 s e R 1 8e e SN B TRPHAE TR R0 cob M BREh W oSV ERB A f or m
17 addintddafesld ipcluded ufflesymoidontitic applorasionaddhe 2@ néighadite deteiminb dfdiiar e,
firmvare, software, and conbi nations thereof, that enables comunications
among {9 & TBUYC CompoEten g’}. est E%C‘BW@PEP@H‘%&"W ERYCHEIVEFVIAD, as wel |
as bet uwgeg fdﬂlr%cei%s{'beéo %‘f'aﬁ%?efgﬂnitchﬁta {a‘?’%fe@mwﬁi@ll?&ﬁé’t%ﬂi’bﬁ%ﬁ&ﬁﬂ}% Thus,

comuni cati on nodul e may I nclude the requisite hardware, tirmare,

sof t wacenanddosercioedremat il O msayteesieod cdprof adishablettsdiio goramuatcansk

comuni cation connectijon.. [.0070] The r 8 of conmputing platform 17
el udBE e BT (o ROt A e . dgtvareefionShRa e s Bf Rl forge

conf i gus@ehuhRaGONVRE inBl RGILORLG 16 ABRHAINGH fiRRohVdr&idn i R¥ssHASdnaus formats,
such as.EM.,, MSG, IPD .NSF and'the |ike to a predeterm ned standard

f or mat wheichle ggnwsson applivetipn koeappishiodhe fike, Hlthghilsdconverbion applicatiopasrey

el ectronj i.scovery data provider..the data requestin arty or the |ike.
The el U4 SRR A PR Rk Pl AR B RS A SR Rihe ashyY
type i deafliffiésasr tappkd, ealyi ey tliatinitise sreddibaunedfiteGoded efurhae Hdreof i | e
type of el ectronic communication files. In certain enbodi nents the

conver Sicdikesady thesefores gray @it neguire geiveesortodbpyredpternined figctoroai ¢ dat a

harvesi&g;,l‘lﬂv\hi | ehp e&wﬁrﬁic%ﬁfﬂ%f@%ﬁ A GnvERINGH ciu?@2§§<§]&ﬂi&?a?l %S(fiv&rs 10
nmay recerve a copy ol a the electronic conmuni catl on arVESP[e ‘(ll .e., a
subset ooé oambrd file cehectivwmpdicdadma)32 thaentoifigadd vmuaimdtirally coevettype of

| ectronic .communication files may be necessary to determine if file
goﬁ\(j er €iesiRonig c%g@gigzgpis)/n g}fﬁ fp predetermined %ormat bas%d on received file type. In

certain embodiments, the file conversion application may be a file type-specific application
that is limited to conversion of one or more specific file types. In this instance the file
conversion application may include a plurality of file type-specific file conversion
applications. In other embodiments of the invention, a single all-inclusive file conversion
application may be implemented that is capable of converting file format to the
predetermined format regardless of file type. It should also be noted that the predetermined
format may be more than one format. For example, in the instance that the electronic
communication data 1s being subsequently communicated to more than one third party
electronic discovery data providers and at least two of the third parties prefer the electronic
discovery communication in different standard formats. In other example, a third party
electronic discovery data provider may prefer certain electronic communication formats to be
converted to one predetermined format, while other electronic communications formats are

preferred to be converted to another predetermined format.
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which file conversion application to apply to the file, if the file
conversion applications are file type-specific. As previously noted
certain electronic communication files, such as active email files or the

li ke, urrently exist. in the predetermned file format, sych as PST or
the |1 RGY2Ind, o HP & HEMc FRyGiAHEa0 T Sri SerurGie RV ehe i Glietier mi ned

file fQri¥BbaiclcBRfhinichien ek@LkibARpSliGARHEN IR QRfikided (& ORVRT Sle@Ryffodul e 28
additionally includes one or nore file conversion applications 32 that is

conf i ggPBEnUNicaon St ¢ledrdnjc ewmvierication metspgsiandoonthenpmets. onclfdsl es to a

d 1: i.ved.file. . ' [ ,
Phe 11 Perunatta hiitbe BRR AP PuFREG SRRt Tt KPipe. DondfrA & BRI on ©

that i dilé fofinh8dint GhCighey €k $ha3d cafbo@iteen® infRieh SReKirhdtonldpbBediRas. In this
instance the file conversion application may include a plurality of file

t ype- s 586§ @dpvidunl compuppbon mgpsEes apnomMgIcnispr shalde, dioddicrryrsont t he

i nvent i,Qm. i alb=b nel usi:ve fi 'S l:catiaqn. Jmy, be

ol e e pat g et ) ARLBLLR coh Forf ORISR AR R RIS S, i e
f or mat appgamdiness thé like toetht prectethineti dild fhriahs dnlddimioh eathéhfdt féfeits, such

predeterm ned format .may be e. than one format. For exanple, in the
instan@énFW§FCWHB“@F@E??%ﬁ?ﬁﬁyg%ﬁﬂﬁW#@%ﬁ?@ﬂmH§W§*?§3ﬁgﬁﬁaﬂ%uﬁ§éﬁﬁﬁﬁk$y

COMUNIFIAKBE{® dAPIcEs AN@AbIR RNt Ridd cﬂ%qg WotidH (‘RQMQ%'P iv@at@lﬁﬁ)g @gl%yo Aataa

provi ders and at |east two of the t%lr parties prefer t ectronic
di scovargcandgnedite bhtdkowp files di irf dPBrfile faranatavidc mrapat@irelmessigeaixtrestanpl e, a

third party electranic discovery dat rovider may prefer certain
eIectr8HP&¥E§W%§%§E§F?@ESFbﬁﬁﬁgg&P “ﬁgﬁR@Bhverted to one predeterni ned
format [oowi]| e ot emvelRalseAMS sGQBNMUNME A his Mgl ER Bt SnA @ muBERlhed to be
converted to another predetermned format. 14 [0072] The electronic

comunideaypiaen mipfde d6rivas iseandigntedup eutempatiadibodderit ltetramic cematinicatipe
comuni L] on. racti.o ). cation 34 .that..is_gconfigured t xtract
el ectr (t)}?]a?ié (%g%ﬁnér%brﬁat gaﬁ)teiegﬁ'%?%e(sﬁgl %)faemclﬁ?’o}ﬁqt‘és %8@%@11?‘@3%8 mr%gi ges and/ or

ot her €htpdreson sUeinm@k, NapPPoRl RBNLS caabiltPh e ddcki cfctBHMi6 QIRARSS a0 SChenme
file formats, such as.ZIP, RAR, TAR file formats and the like. In those
embodi ¥RV il faAmath Mors datatlp setceahnahsiel cpnsroRunungsation degrypeil vi dual
connunhgﬁﬁhgﬂigggﬁ?gggdh PRILALIRIES4 Of 5 he 11 ke, the file conversion
application is confrgured to automatical 'y convert the individual
comuni{ @&} on negskigemally appeemionsatvices sertvlrel U inke atso indelepiiastenir m ned file
format. In additi other file formats, such as,nogjle conmuni cati on

o)

back- ufYaE4 e RS PRSP AR CORFBLES P ARt cal Poshagga s ferm of an

3 COMAABLEE Lt LU SRR AHOR Ll bttt o

whi ch rﬁ@yﬁ thetpsiarecptrbdsmghe thitdrmetyiedavtronic discovery data provider. Form change
may be necessary in certain instances if the converted file format does not properly recognize
the form of the message or other entry.
[0075] In addition, conversion services server 10 may also include meeting request
conversion module 39 that is configured to convert meeting request entries and meeting
request response entries to meeting appointment entries. In addition, the meeting request
conversion module 39 may be configured to convert task request entries to task entries.
Meeting request conversion is typically performed after the electronic communication data
has been converted to the predetermined format, such as .PST format or the like. As such,
according to one embodiment, meeting request conversion is performed on all .PST files

prior to submitting the files to the third party data analysis tool provider. Additionally, in

those embodiments in which electronic conversion form change is performed, meeting

15



prior to converting the files to a predetermned format. [0073] Conversion
services server 10 may al so include el ectronic comuni cation decryption
nmodul e 36 that is configured to automatically decrypt el ectronic

communi cation that .is det ned to. be encyypt For exanple, Lotus Notes
re, abeuCsioBYE g wm@gﬁ%r% Hiogro ABH R, C%Rlééﬁ WEFRSEaS OpHEtng

capabn bhde¥ng RqBRG rcM:ﬁ)Ies %h&ﬁkﬂﬁk@'t& n{é@ﬁfﬁruéﬁﬁ%in%ﬂt erfesN tiék'r‘é deRr (Emitles dyore
details concerning the electronic connun|cat|on decryption nodu e 36 are
d|scus@@&enwwﬁei@ﬁwﬁﬂakw1ﬂ1@meh£UDmﬁﬂaMJﬁGG@whodekﬁﬂ@haﬂmymnymnmﬁmglon
services. s u e el r.oni ¢ conver5|qggforn1change

ot o Fhe S TR i S of SEET e P bPT han RRCE Re kg o ot S

i ndi vi doggle] MessagBie@bn @16 s@DicEYserddiald ASy Ak MPRAE RhIEi RN lbke, to a
predeternlned formthat is acceptable to the third party electronic

di scovéPyhaiat eonpigpiedde epplFarwsi Wapgdm iedyic pectieiedatampd/onclegiranié n i nst ances
if the roper C of the
messagSonmBien e o VB PR QR R BR" 0L T SRS G ALL, Ve ' 16
may al @erfmrn@dduqmnnfa&:ﬁmng teeqpe of theabrrwenii darn/e‘mdtdne: SPnrhbhgitation dwenfrogur ed
to convert meeting request entries and neeting request response entries to
meet i ndPPPSIHINENRLERREi es. In addition, the meeting request conversion
modul e (Gr7Tay be i aafitig Bl RRINVEHicds3ek cf £ }h%%n&?ﬁeﬁ!n@écs&i s
entries. eting request conversion IS typica perforned a fer the
eIectrmnkmkeﬁmnmﬁguaﬁnmnummtaﬂuha$udeannEMMwefﬁ&dypa;hmabﬂnédﬁeﬁrnined
f or mat uch, PST format or .the |ike. As such cordlng to on%
enbodi HERTHEOREQYTHG SPEFICEP BEIFERTIHES. QUBDET Or el Ao 4Er PETORIS

to subgitd tye eht}ﬁesfthl: 88mb6r ﬁq@s%agéaremu@%wrggﬁg%ﬁm 8hatgk Stk OQJe O der
AdditionalI'y, in those enbodi nents in whi Ch €l ectronic conversion form
change bh@g@efrhf: @unrédi ofmzedi} mgssagesnadergstnacforiy @h@lg@nthﬁ sumbecof apgoatinents

conpl et of orm. ¢ rocessing. Converting neeting request
entries” %éo?hém“?wgmég W@Q@ﬁﬁg appoi ntment entries and task request
entriesod7®] task RAting & resdddeBeditohab FIOER atthekeli 86hH Oflag cRtranikncl udes
journal ed data. In many instances, journaled data may not maintain or

ot her wicsBITH@EEHAP Hle coppeisivnraedule Yhis deatcied, [lomeqdarrwewgb av embpdimeseeli ces
o appl TR BT SR AR G Rk B TRE B epeh Pl o Qe o e
comMmuniadéé type udiﬁaltlﬁct gppliektidry3d fhet isrbeggurty toodetérhigndait dile flpe ol a&btromc
verification is t¥g§call per faormed upon receiving the copy of the

of ect r SAmETigeRpa flkst TdmiGedimahine Als Re ol seRDHROTE BN Y- ey R¥ PBr age

uni t. necessary to determine if file conversion is necessary and/or which file conversion

pri or

application to apply to the file, if the file conversion applications are file type-specific.

(00797 The electronic communication file conversion module 28 may also include
one or more electronic communication extraction applications 34 that are configured to
extract electronic communication files, electronic communication messages and/or other
entries, such as appointments and the like, from communication files. The applications 34
may include one or more compressed file extraction applications 34-1, such as an application
for extracting messages or other entries from .Z1P files, .RAR files, .TAR files or other
compressed file formats. In addition, the extraction application 34 may include an .IPD file
extraction application 34-2 configured to extract individual communication messages or other
entries from an .IPD back-up file. Additionally, the electronic communication extraction

application 34 may include other file type extraction applications configured to extract



[0077] In addition, the conversion services server 10 may incl ude
processing indices nodule 41 configured to output indices, such as nunber
of file types, nunber of files undergoing fornmat change type of formt
change, nunber .of ﬁﬁges_. gnber]of 1othetr Xpe entries, the nunber
nessag§§WBHWFFB%“HW&@F&HI ERiTER ARG Otheh Bl YRRlOgPaI SRR TRHEHNGELOR he
nunber pabr @@Ll eBESages underg0|ng form change, the nunber of appointnents
under90| % formchange and the |ike. [0078] Turning the reader's attention
to FI GlO®U4 bl ocKbdickegirame epmannidagon I‘llmcmwr@@mmwﬂté@?% owy faidigosdhwer si on

dul
vent 5nedeRa IEPAGY B BREr R PR G sR R SFRR E OV a Wk fb Gt o 28

i ncl udesamplefolf Fect RASISE ndﬁ?m SpeRifi@Plelcogadriion agflichiiads ihslugont i1BDIrRgLd 0
deternlne the file ty electronlc communi cation files. Identification

of the H¥T Blespprergipn @P@I&aﬂ@ﬁﬁ% lea SR Elade g9 T filesenymiyiopappliratien 8y to
det er et ik L& PRATBLSHAUibS FIRARGREY 22 INYE LG I 2 BRDYEES! ON
application to apply t e conversion appli rons are
file tymdxgpemsinmndpﬂgzekrﬁhﬁyﬁ&&cPS@ﬁﬂec@nmﬁmn1@@ﬂmmnmflz9 conver si on

nodul e y aI inclu one, or re el ectroni c comuni cati on extraction
appl i cgfq 56(” 128 10 K4 @B’Pélél tag" a’%?ﬁ"a‘é?“&“é‘b?qné‘ﬁp’é‘c@éﬂﬂmn| cation

files, gelrestdOn t he uch as
appoi nt ne‘??s ‘ang&’l@““‘IJI‘E&?‘I‘I%%S%%W%@%Q??S%BI@ e el ons 34

may in@m@d@nﬁm906memnﬁanomWNMessédeﬂmhﬂﬁEXMnaQMe6auampkbadbmgpsoﬁ4 |, such
as an i cation es or otherﬁgntrles frOHIZlP files,

PR T RBbasE i or 12 bl AT LM TERRRES oo lab P MRS AETYILR  t he

extrac tkleﬁsﬂ)l ApPlikE Rk ls@ffseéﬁlenWtoiﬁa@d%& yphoh BRurdk{ifed ¥EFREL ERmBRRAd AL 1 on
34-2 conflgured to extract individual conmmunication nessages or other

ent ri edilesr dirtherillppptaseakbagdiment of Fifedithg (dmaynupn mcnb:kens@en i to decrypt
Com’runl Béf)t%.' Lﬁéjterao%s'@? Rlotc:ﬁ%% I Ca Ilet QNéﬁ'} gg ,taltfguge1 &(fr}%rg{go@hgﬁ%

extraction applications Qo isages and

ot her doadrptxs dfr(mmr@hb@pteﬁlﬂlet},tpyspg A foRtiblel etk ) thdGe@ti@CddiMase prior to
conversion. [0080] The el ectronic comunication file conversion nodul e 28

may ad@ERGEARFT | copfigyriod dxeenepiter apsradergficationdiledaiabassenichias ap iDdile
conver I I I l f file
i LR L L
file cddige ditamsappkisedt, Kiwyﬁ%lﬂ.datﬂ)akﬁgblfcrdt@‘ 42)111(;1!88&!’5 4 idee 1cﬁﬁﬁﬂezrtﬁmdne

application. 32- an. EML f to.PST file c ersjon application 32-3,
P NSRS oot i Spd e ePaiencipiapl 0T DR 4beias ARSI BLher 11 o

type t QuioRaticdily @neQRVeLst QRnaRRlHREE 8RaPe 29, such as an ID database or the
like. In one embodiment, the user identification file generation tool 43 scans desktop hard
drives, laptops and the like, enterprise-wide or a portion of the enterprise for user
identification files 44, such as 1D files or the like, to build a usder identification file database
49, such as an 1D file database or the like, or, in other embodiments, the user identification
file generation tool 43 may retrieve user identification files 44 from a designated server or
file share, if such a user identification file database exists.
[0082] Decryption database generator 42 also includes a user identification file
analyzation tool 45, such as an ID file analyzation tool, that is configured to automatically
analyze the user identification files, such as ID files to deduce an owner for each user
identification file 44 and password for each user identification file 44. In one embodiment of
the invention, the owner of the user identification file is identified by parsing the user

identification file to identify data relevant to ownership. In certain embodiments, the owner
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[ 00811 Referring to FIG 4 a block diagramof an el ectronic comrunication
decryption nodule in an electronic discovery systemis depicted, in
accordance with an enbodi mrent of the present invention. The decryption

nodul e incl udes r dat abase ,generator 42 o erable 0 generate
T at aothe F RS TR o aRS R e St O PR e R i e P eirraty hReF or
subsequemtr AUhO RS by Be8édRE BY c&hpﬁnfgrmg}@@ba% ? Eé(%t@tocﬁhmugbiﬁ@itp'r@@

files. In the illustrated enbodi nent of decryption nodule is
conf i gudpiebasep artbcpackinhiorlyymandcsaress (e dagy t@)ldmmfeshesmmgelrmdr’fem( NSF)

files, _al nts. .. decrypti of,.0th ncrypt
types |c§1bé{j]§g&%031{& L%%"pgcnltﬁmg%n & e Yp ’?%pb a‘gci%g%%skéasc 8%@?&?% (f{gh‘? s
conf i giilgaviile igener ahbBodimestithd d@mdehuﬁedtmrﬁépmwdamb@a@br@wﬂc@s an 1D

file database 49 and identify and associate an ID file owner and a
passwof&Cip¢'tt-each file in the IDfile database. As such, decryptl on

dat abaiﬁ)gzner at gﬁllg%%el 180G tf‘f’qgﬁoxﬁhf*é%%gﬁwoqg Q%nﬁéa{t\'@& aBIS'I K%lltlijg 48 ?51'1 A ool

e generation to conﬁlgured to
aut 0 maﬁl@pﬂsbwo@amﬂfmatmreanpseamdnde nké fke & ¢onfighickieo da @has ﬁleéﬂﬁecs uch as an

| D dat abase t he, ke. In one enbodlrrent tthe user_identjfication file
generaﬁ)?ﬁﬁ’oi"gg}’ pﬁl%%’@&&’é"s!@f’&bﬁ SV WPV e fsten ﬁ%ﬁ“@ﬁéﬂ?l Kdhe

enter p'§/b§ﬁc:ﬂ09%p}91rlcaﬁoﬁ%rs;tdc@é%sﬁi tfié" s@@&ﬁr@f én?lech(f: BlvndSH are aﬁlt%mca'h;é @at ion
files 44, such as |l es or the 11 ke, | d a usder identi ation

file datcabbdes 04@1,6% suthh vay identifoafion ‘éledw\ab}aseh@msm hientifikeiondile databat her
enbodi nents, the user identification file generation tool 43 may retrieve
user identification files 44 froma designated server or file share, if

such a[mq i dentrihkideat/h@eh ﬁth@e@atamaﬁau@eslane'éxythQ%g;},hdaﬁSﬁsm}ia@n; dat abase
generator 42 also includes a user identification fil anal yzation tool 45,

such asoEewre o aUé)laﬁa:lag}z dedrppt anevipteddheptronis @@nﬂungmt@d messaaes ondidi cal |y
anal yz%hiep EntHae éil%?lnif lji’e ﬂocf&t %h%? th{: Iglecg'\fiptéosnggp%gcat \allll tgpmgli\éhe ﬁg@fimen Gq OVner

for each user cation

i dent i biioatol @nvémhg tifdfile bR nee@ geyedie@Rtmahed filkgotniue Mhitanillubh@edwner of
t he user |dent|f|cat|on file is identified by C{)ar3| ng the user
i dent i FPadingt of FEGbihe desivpign pdigatiqn Visnsed i oRivBesen pithithe eser t ai n

enbodi F@cqhﬁ atfoheﬁlgm ast1:749%%d y}%ulejl li& cﬂﬁygupc% o %g%ﬁﬁfﬁQ%?&eﬁﬁhsﬁﬁe game of

the fi e in other e ment’s t owner deduced
by combatusiéptedie NE Bleant thedikeedn dﬂateﬁembodmrehmuﬂncﬁﬁtt@p@dm ag)hcﬁt&’.hﬁﬁias es and

backt r acki.n hupan . resources type ta to_jdentify the owner, In certain
enbodi wﬁtb&%ﬂflﬁé urgd & dgegay ofher eléﬁwﬁd? ¢ WPpad SRAFETYRES HRLGRAICHY based on

the namgri@fesh Q@mrﬁdnh(%t;oﬁ"@éss%n' nQhie’s] @i’fg? ?sdéorﬁ?iﬁﬁl%dttg' Guidilicdideinkiteat i on

file password may be brute force deciphered
communication session, such as a Lotus Notes® session based on a selected 1D file. The

decryption application 50 also includes an encrypted entry identifier 52 that is configured to
open a file including entries, such as an .NSF, which is associated with the ID file, and
identify the encrypted messages or other encrypted entries in the file. Once the encrypted
files have been identified, the decryption routine 53 is implemented to decrypt the entries
using the user identification file and, moreover, the password identified for the user
identification file in the decryption database generator 42.

10085] FIG. § is a flow diagram of a method 60 for electronic communication source-
to-processing file conversion, in accordance with embodiments of the present invention, At
Event 62, electronic communication data is copied to a source-to-processing entity, such as a
conversion services server or the like. At Event 64, the type of file is identified. If the type of

file is one that will not require conversion, such as an active email file or the like, which may
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[ 0083] The user identification file password verification application 48,
such as an ID file password verification application or the like, is
configured to verify the identifi ed passvvord by passi ng/testi ng the

identifje ass n _user tion file.

verifi étri?zi%é’ cé‘b\;ﬁ%i 13%1‘? t‘BH“ fg’ﬂﬁ%te%:ﬁi’ﬁ e‘%ﬁlcp@ggm &1’@41’71“:3?18 ‘ﬁ‘ﬁe owner 46
ar e autOnRiGAplo¥ess@GON SR RS SR bl BRent Mo ttH@ﬁHﬁ BMhar 'agzel%di{/é&ﬁtthé)n file 44
within the user identification file database . [0084] The decryption
nmodul epBBegmned fumadevchadibe rREE ﬁk@rfoapepl uxmgmquaﬁw ¢dndiol pcessongfirgur ed t o

aut oma ecry t en pt.ed. el ect i cation ssa es and/ or
ot har Shitflrhdo R WhesRSlot R ERsGof R oM BRTTYR: FRL Sp Pt RSP RERof
typi cakdutcdre Iff thp Fibs¥Rind Rentiféd L IPbE&RMefilek, g Evb& dd hRs@be RFSOGRS 10 a
predetermined file format. In the illustrated enbodinent of FIG 4 the
decr ypERiEiss aispkiradied Bamgbe iBDged Onge dsripdinebploncsingds arhextipsted, at Event

dent t d
et ont LAyt A 2 0o B S BORLA R Syt
enbodi fibnfosatt drehalilor, )AptEivemt Bpplel wateronl BOT ek toevadaf fogynusiity conegcr ypt

ot her encrggt ed . file types. The decrypti on appl | cation 50 includes a
comunPEOSEISHIE K &9 sibrgatien i Bird party Haﬁa analyps Hiol gIAPERUes aut omati cal |y
gener aj®sa) CO h ho,2 u n based on
2 ael oLt el | DT OBl R PR B ERLER IR,

encr yptedegnd tya padeteivhined fikotthat such as oPBT Gler fodnsior thrp!eim a file including

entrie ch as F, i ch. | associ at ed , ..and
Cent s TS he enctIBe D et B RaRE e Shome i psnas 45 W80 1 o
Once t lrearARE YPARD e b LRIIKRaMEREEM, icf@Abhikic8fmun@td8 G 4REL ORrdcRYt | Ne 53

is inpl emented to decrypt the entries using the user identification file
and, nﬁﬂéﬁ\héﬁompmsqdaﬁigmcﬂﬁnﬁem pideamingtion senadedp defedeniif iltafthon file in

t he de ion da as&. gener a a .fl ow di ram of a
et hod ey bRAUAEARR R SRR B fPm b Cilimbistoeting S it B8
conver gbiad, ofithe &Qﬁﬁmd@ﬁ\@(ﬁl et havrtedicRRadiad RbmithecphpseRl fild\entibess At
Event 62, electronic conmunication data is copied to a source-to-processing
ent i t yrelame fp huend 72 derpebe ommaancatioadile extvastion praceesing. Kt wAteteemetmd 64, the
type Othaj 5!‘[ 6f fh% cbgl?rﬂ}n'léa'tzgxq ﬁlclsfhat/é]geély&?l agﬂcc? ﬁf h‘i fc'! cgmgﬂc%s dkt’@g al ven

equi re conversi on, an active email £ q
aI r eady dbtennmaﬁdnmspnz&t&eﬁlmt}m; rech foomraticatimciile @8tradt&ITrbinl the a‘:cﬁfqﬁﬂ’&ﬁs@f t he
i ke, ?&ajl l.e conversion processing is undertaken and, at Event 79, the

files PHACIHFES 4QREFHRE- (Gremeilepreasicd maw wammesiondlie mayaliendy bsT il e
format i, RdeQRnAHRL! 'fctn¥na‘f QLR P PFRREES RIIIRE M, thiksCdd ﬁ%t uteoco O8G0t or age

and/ or subm ssion to the third party data analysis too paration
])IOCGSSIHE

18

[0088] If it is determined that one or more of the extracted files require conversion
then the process returns to Event 64, which identifies the type of file format for each of the
files requiring conversion extracted from the compressed file and processes the files
accordingly. Thus, if the files extracted from the compressed file are .EML or .MSG files
they are converted to the predetermined file format and, if the files extracted from the
compressed file are .JPD files, messages and/or other entries are extracted from the .IPD file
and the messages and/or other entries are converted to the predetermined format. At Event
79, the converted .PST file is forwarded for quality control processing prior to submission to
third party data analysis tool preparation. 1f it is determined that one or more of the extracted

files do not require conversion, at Event 79, the files not requiring conversion undergoes
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source. . If the files are identified as .I1PD back-up files, at Event 66,
nmessage and/or other entries are extracted fromthe IPD file. Once the

i ndi vi dual nessages are extracted, at Event 68, the nessages and/or other
entries _are con redet er ni ne PST file fornmat
or ¢ he 1S SRR Easiemgr o SEEHGEPh da e s B PR a R Shondial | 1y
cont r Okhe JHcOCeESSi Ng prior to submssion to third party data anal ysis tool
preparatlon [0086] If the files are identified as EM. or MSG files, at
Event T¥8% he fil ﬂaméliymmérﬂs defetnaingd matedbofethmca@mmidaéom Stavdiaye such as

PST fi | i 7 lf the es are identi
conpreES|%%&%@%dQﬁm#n§COh§ f%gc?nY %Onde$@@y%$?% eﬁ%&???ﬁ@ @Fh%he
li ke, aktrivenfile/2 Fveherd, fa@i@te@mﬁﬁﬁﬁﬂm 188dd @No MiegRr Bl ofirésded 8@ is from t he
conpressed files. At Event 74, a determnation_is made to determne if al
of t he ST@BH Mccanmmsessed fileds RRpE. Baning et ddesratmthaiecossmpriedvad i . | e.

L o R ARLE AR iAo m PO lite, A EVNETEMTURG ket on $ie NAF LT

extracte e conpress he prlocess rns
f ur t helf thenompiession Grctdrinéncexd macthd anptyr adbesi 7Y it ik forwtardes foedesd ing ned t hat
all of the,communication fjles have. been gétrac{ed fromthe conpressed

file, SPMERISRRCCFHENE PEOTIRSBOHSHAP Y hijdany datammabristod espasaioRuni cation fil e

extr acq@(ﬁbog rom t 'T%nﬁf?@ﬁ{e%eﬁie%attéduoﬁ 6 Fﬂ@.' 6 850% BARUEAT S eRcePorhai n files
extracted fromthe conpression file nmay already be” 1n the predeternlned

f or mat methuslBURST elcotromt C@nntuhetan@!kﬁleamdyelblhusn aglolentodnic dudvesy SOENBI ONn
proceSS|n ed that qQne o re of .t xtracted
P Pee: ruihark? SR ritoctshenes o BhbHTBwklEh, &P F Ry Fotiviini diks i or

i denti ﬁmmet, BRct¥ie cohnfunl @b EARL subRE- mp EPﬁcfxnttnlfh%t/célbxllc% dﬁi%%lli '%Hé19<e
conversi on extracted fromthe conpressed e and processes t | es

accor disepiuredrpiyadherivise ey ested dione gestedi asd qur@mr@ H@taé@ﬂwm@@f cf Plioecsar e
?61 ({}{E&n}li; aﬁ& ha&@&% e Gecp%gln cf Ltﬁ(()jmtcos‘{%)&%n s&ec grsg]?lgt?qlﬁﬁic{x% tfggr at

and es extrac rom esse

nessag®IGand/ ar. ot iketntedal ticesparel @xduoats ®@th fsrsafed heohPRifi di@ag@mdnt he
nessages and/ or other entries are converted to the predetermnned format. At
Event ¥9 the converted PST file is forwarded for quality control

pr Ocesit | O%p“ or I,At‘Ev%Hl a2 8LuhRic datd 13%08%5%'&? )atﬁi}/\ﬁa' ?urclil%gl

pr epar eferm ned that one" or e extracted files
do not cmemmxesamnweswanm ﬂatizkEy‘émmxaalgsls,tdoevérmbesndfot it 8EHe EinbgdigRABEr Si on

onder gqes A9 SURL L1, BOTLT ol BLOCEREL1G Rrier, L, sUbr Spon Lo, LA 1 par

i's det enaiyRE nfRakcladd, vaf art R GATRIRY 9T £Rsf EMISARAVRISG files, .IPD files,
NSF files, compression schemes that may contain electronic communication files, such as
Z1P files, .RAR files, . TAR files and the like.
[0092] At optional Event 89, individual electronic communication messages (i.e.,
emails or the like) or other entries are extracted from electronic conversion files that warrant
such prior to conversion. For example, mobile communication back-up files, such as .IPD
back-up files may require electronic communication message extraction prior to converting
the contents of the file to a predetermined file format.
[0093] At Event 90, the electronic communication files and/or the electronic
communication messages/entries are automatically converted to a predetermined file format,
such as .PST or the like based on the identified file type. The identified file type may
indicate whether the file type requires conversion. For example, if the identified file type is

equivalent to the predetermined file type, conversion is not warranted. Such may be the case
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been extracted fromthe conpressed file and conversi on deci sions have been
made for all the extracted file, at Event 76, a determ nation is nade as
to whether the conpressed file is enpty. If the conpressed file is enpty,

neani ng.no other fil Ot nlcatlon file .present in the
conpr e E@aPF@F@““HFdﬁi%ﬁ¥ %‘ Qﬁ@d%ﬁ% Ve &8l aediapysie qugg ﬁ%Feted | f
the conpidassany, ihshdetmbolinasdia wigth AR @lsm&pm@tcoﬁv&@ﬁnﬂa%pzIéafnolémizor war ded
for quality cont r ol processi ng Frlor to subm ssion to third party data

anal ysiigpieawntegy @@adr@tﬂﬁ@ﬁlon[cﬁab@ ileTypnsaneestipendiecdeehics capvasibhon to FIG 6
a f OWy, 1?@%?18‘11 e'lo%ﬂ&igg !aliqth%g & convertgF E evoer§Qef 3t eI &4 %trﬁ%%ég%ﬁf&nﬁumggcs\: ![ gn

ile c8 tronic
enbodl r[r@(ms} of tbna Hifreﬁts@zﬂthd AYERIniOduta Athﬁviﬁgme 8&1veﬁb@@tcwmle data that
i ncludes el ectronic comuni cation data, such e-nmmil, appointnent/cal endar

data asempH@iqaiie filgsds starsd i dapeoerp stoarasingier ﬁawwgg% Qydiy eUBEdi ans. For
nore d [ d el ectronic
ot o 1 Poaceit SRR A0 BpBRGAETon o RinRERH AR AR ERNAGH B0 2 Eoon

84, thereapdrured el ectronic data is stored in |ong- tern1storage or the
i ke. ] At Event. 86, e elect onic data is,c t o a processing
drive, @Qci‘?é a5 a ReGgriyes %IEE Teflorcissugnvaieied piet meibed S de! RIS s,

conver %bé}gp@fw{e%mdrjn iS QR @Jﬁté.?%ﬂ?feame?nbodq{?&{t%@EH@QvaﬁitonE"fﬁ@ﬁe&%bc& he file
type of the el eCtroni’c communication files is identified. e types may

i ncl udembpdiment & geoerally mnpledentd iPShjhndtes, wibMed yiitas ,NS\FSGcfs |alltheug11 iBD

commun Lt FRodTeRt TR B AR Rt VT B SR fp P B | e

like. [FR884 AAEv@ntgooaaéerE&&ﬁhc&%n ﬁl@@é&sﬁb@l’da@dh@% KN & AMQMRI cat i on
messages (i.e. emails or the D@ﬁ or othér entries are extracted from
¢

el ect r senositefatabsseon genarated + Fhe 1 @nosﬂog)amy@ﬁ|g@nem@dé>anvenmng)n For
A o Qe B b o SRR S 3 A0 PACKE RS Sy SHBE 121 £l R S0 i B vt

may requir ronic conmuni ca extrac onverti ng

t he comhewh$ocafios,hie b lhﬁzstx@a)abdlfe&dseb@ﬁmm@ﬁiveﬁi. hiﬁi/(ﬁroffilﬁ@harei O0ROBYerbg RireNt
90, the electronlc conmmuni cation files and/or the el ectronic communication

messag@¥Mehidenidy igidentificdblivneadintithe vwnident Beptios THesyr Higeaveraiioh e WspY e

format , i i Q; ] fd The
dent 19esREASERhy UL e ROR R RLAERR DL A o drbbD

conver shwon msFamemaﬂpt eﬁiel dhabyls i$ dexdttd idead ¥ the @wingpehd Sle regUbessdrastiot o t he

predeterm ned file ty conversion.is not warrante Such may be the case
20 if FHEVAF o 486 UFRE TR ahﬁ%@ﬁ%@I&H&Cf@@tw@bﬂ!@ﬁﬁlﬁvagﬁ&rfb piPest ed

i n PSTphiddi@ek to human resources databases or the like to identity the owner of the user
identification file.
[0096] At Event 104, a password is identified or otherwise deciphered for each of the
user identification files. In certain embodiments, the password may be identified intuitively
or using a brute force means of deciphering the password. In one embodiment, the password
may be intuitively deduced based on the name given to the user identification file (i.e., the ID
file name contains the password or the password can be readily derived from the ID file
name). At Event 106, the validity of the password is verified by testing the derived password
on a given user identification file to determine if the password is successful in rendering the
encryption/decryption keys in the associated user identification file. Once the validity of a
password has been determined, at Event 108, the password and the file owner are recorded in

the associated user identification file of the user identification file repository/database, such
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Additionally, in those enbodinents in which file type-specific conversion
applications are inplenented, the identification of the file type serves
to indicate which conversion application should be applied to convert the

file or flles to redeter ned 0 At Event 92, the

el ect r JHit VSR ﬁ%ﬂ*ﬂﬁi%@lﬁf% g aderuoal ot shi b PLHRST SRIIORH | o | s
StOredbbﬁﬁkﬁﬂgchﬁ&ﬁ&ﬁbﬁ%ﬂﬂﬁ&ﬂﬁhQﬁcE&xﬂﬂﬂﬁﬁ&ﬁkﬁgﬂaua|'ty control processing
and subsequent communication to a third party electronic data analysis tool

pr ow dé@097ﬂ 0095] Fket élpm\n@e%tdoﬂcﬁw (Eaz,v'aHaOf b owtididelgR oy dwgorpated éntreptiaf ofa

p eattng q?%p @ reE05|t H% in accordance with an
enbodl ﬁé:ﬁ?o%lf; C?'ﬁ'é“‘ﬁ“h‘i? At flb?'}l N 8 VR Y SERb SRR F s VB ner al | y
i mpl enefbedinidhtComhepebdr® whtidh. doséyPiiRtoMIMihE bRSyptad bRAEYM e Ot her
enbodi ments of the invention a decryption rep05|tory may be constructed in

si mi | aRsSOFREH;usaL idpptifpting fibs such asgarlDi fde et i ldwt haste been gelected, at Event
reposi gy ye( &%h?&%ﬁ?n 133&84?0@%098%463 eprlé,tillghebmgtggée Jh%}" hd@%%ﬁ&g/g?cflapﬁener at ed.

The ID file reposi y-scanni ng 5 har d
drives atd’t&ﬁltaﬂ}%ﬂd&h ah nNSﬁéil@mtmw NSies® 3¢ Broré@ited hdsed &h fHel IBsfiler eAsEwned in a
known Ioalon gcg IDfI‘l}\ﬁﬁ eretrlevedfromservers and/or file

bie, P

shares.! 1E9‘écr’i¥1’t CentgRs 1 asiany NBE filgentedikggra sitoraateds!lys t he user
i dent i fd&akLeond, 'al E¥ent 108 tl%m%{ yep?Jd &hl?@s%@%u?h@ﬁggﬂ chig,;p'téarll shilg tﬁ% may either
i Ra

be deduced from’the nanme o or throug ose
i nst ancamsropnamhﬂ@hptﬁmﬂ keyansd ysiisusly disseded o fetteiohitd ymha aomding tbleacfil e
may be rel evant | nformation and usin varlgyﬁédat ahases in

f
o oo ePRaR e R R NaBlaD e AT Haprs o] el ot b o et et as

dat abas@siftattherilkd, KecH & IALRE bf helife, @M@Be&{ahél@&pé@@&d afiEmtiolingat i on
file. 5111096 At Event 104, a password is iden d or otherw se deci phered

for eadhecppsspoad lsugfekevech‘éﬂmlthqr vt idmntificdten file and esaddb mersleb i nent s, t he
passworldgr ¥’9§e n'g}l fied intuitively or using a brute force neans of
deci pher1 P{%? \AA‘F& I n one enbodi nent, the password may be

i ntui t [eeisy dedum@pbaﬁ&@v@m tshecaamBegiven dnONBREilY 8 EMhell A8 Mt kégakizon file
(i.e., the ID_ file nanme contains the password or the fp}assvvord can be

readi | yhangeiof &t yisieraiornphpigce Brighwgingihe fyentypeds; tilenend/el ¢ndtiesyaref t he
Passm?ﬁbcé §asY1§r Hi{:\g%ig& @zﬁltﬁé}go&%? (f%érl\{aefgf S;H' &b‘ijniss?cr)]n B ' %md i p %@n dering

i denti atio etermne | I'S SUCCEeSS

t he emer;grmmdmbdmy yia:ralprmsm&@ysw()@nbm Eﬁ&ﬁtolcﬂiiabzﬁdy ti$ed indedat taifel }ﬁa‘htiaﬂ file.
Once tt} val.idity f;\ %word has been determ ned, at Event 108, the
passwor 3 CﬂtSﬁwl?q 1§ aé@/éﬁera LgpEmp i eAtigayadior qnifaes-as diny b lamitedioronly

is Sgﬂt 'Z%Hcﬁéteht?l@s {Hat BavfurkiBSoHS ffrm! dREL. T HRAREREs flal SRR bR W ARfiRRase.

to, the number of messages/entries in the file, the number of messages/entries that have
undergone form change, the type of form changes applied, the number of electronic mail
communications, the number of electronic mail communications that have undergone form
change, the number of appointment/calendar entries in the file, the number of
appoiniment/calendar entries that have undergone form change and the like.

[0099] As a means of providing an overview of a composite, enterprise-wide
electronic discovery system, which may be implemented in conjunction with the source-to-
processing processes described above, FIGS. 9 - 17 are herein provide and described in
detail. It should be noted that the system shown and described in relation to FIGS. 9 - 17 are
by way of example only and, as such, presently described embodiments of the invention may
be embodied within other electronic discovery systems or only implement select portions of

the electronic discovery system herein described.
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t hat subsequent decryption using the user identification file can be
performed automatically based on the information provided in the user
identification file. [0097] FIG 8 provides a flow diagramof a nethod 142

for au d dec¢rypiion el ectroni ¢ comupication in el ectronic

i s caviBhE e, SrFigh LB R at bR THIRY oS E D ehd DS EFORCErt § on.
Once awfithl@ Hotiahdi BYIRNEVMRLE lr%btnﬁd &abAeh RO he SSRGINAIEHr thser
identification file, such as an IDfile or the 1ike, have been sel ected, at

Event elramomadtsww syseass il hhisithe tifermagian t@bnolega paltfermiof ap heteipmist.dnce i n

whi ch k
(o™, bR e ENRRET o E - ERio Al SRl AR R a R Sy o o Bt 1) o

i Nt henfachi@es, ahi€ Retda®riaftoMpE dEvik& ialcotitinidalien and aelaombt 6arky 1dentified
and, at Event 148 t he encrypted entrr es are automatically decrvgt ed using

the appPBPRicaten BReyPYpt IneRticalar asclertep codistoy e menpgement ssrveel &f.iabn t o
FI G 7ieaélc(ﬁtgrdq{ Blel P?20 %@gﬂgﬁ%@%erggr Ht’)eellxt@ﬁ)%@& bgljgo 1a‘?c ﬁﬁ{rt)é{)sf 1'4%”
repository nmy e constructe at associat es ser entl ion’files,
such asntLErﬂ‘sc Iﬁﬁssem’crtt h&0, indhelingiitlbasa ogepérphat ﬁdwpﬂs&mmg,d asadnd at Ragwner .

The pass re ri eved fromthe user |dent| fication file and used to
r ender °Ph | SRS SRl BRTIseSPal D] | %&b aGB’tY%ﬁ%\“ P SEVERT STYY,

certai nwrttghbﬁsfexms@grny%ﬁvt 8@ 204 atats&ﬁ;f 1k & etk sfo‘?ﬂ#@r{ fodk ©HARgE pf form

under go form change. By changi'ng the Tormtype the | es and/or entries are
nor e ea@nmyanrcemiemIdeoammnmaimObaemcmkéézedﬂw: mremnarlchtyorpmﬂtworkt W2sulyn ssi on

to the_ thir art ectr over ata provider. opti gqnal Event
153, " oht PylfieRat bpwoRsEauths hefnibictioctRG RgPacE isglonefated o al )
commnhgtmpmﬁtmq.(cor entries or may be Irmted to only those entries that
have undergone form change. The indices may include but are not limted

to, th&Hbhber oAssbesagreddinokideagrim of WéGf 19.dhe elgetronierdiscovsty
nmessages/ ent 4 have under gope form change, .the t m changes
nop + o Sspb P W B B RRR WA A b G R e

el ect r esthe eﬂﬁbduﬁéﬁ(ﬁ[ﬂhﬂleﬁﬁhb@rﬂihsicb%r y hgagemef caesel fiok mwdbrb@ﬂ@ethai Brﬂt nunber
of appoi ntnent/cal endar entries in the file, the nunber of

appoi NPHBFACHEA IVEnHRED Brvriee sint s ghthef o thoelscEamangiscarsay t he | ke.
[ 0099] ﬂ%ﬁa ?E'cSrVQf] 1Br19¥1'1 H‘tn%ﬂ %bg\fggé{‘l/&\’t'hﬁtfqt% t?eoéga e& Euhﬁﬂ%g%' se-w de

el ectroni ¢ I scovery syst WA I'n"conjanction with
t he sotroveet o a praohies smrlmyt mremms;m d“emghbbtdeladmvﬁc d1E<chSry &anag]:ﬁm&f e

her ei n ovi de and descyi detail. It shoul d be noted that the system
shown & %ﬂé? ﬁhicb’é‘éf‘ilt’?rﬁrﬁ ﬁf& Y b Prepessed t9 a uspyiog the ke PyPosRapT BrRNRYEEDI e only

and, aﬁleser&tmnﬁrﬁec%otﬂygpr&%%%tmﬂm%m@@t J@é‘ateeaqtelémtat ﬁ‘x‘é‘%ﬂﬁér% H&¥o, D€

enbodr ed wthin other el ectronic discovery systens or only 1 nplenent select
port i ohsr ibfustrative purposes, it may be assumed herein that the primary user interacting with the

user interface 118 is an employee or contractor of the company who serves an electronic
discovery management role, and hereafter is referred to as the “e-discovery manager.” As
discussed in greater detail below, the e-discovery manager may utilize the user interface 118
to manage cases, custodians, collections, and collected data. It should be appreciated,
however, that any individual could use the user interface 118 to perform the manual functions
herein atiributed to the e-discovery manager, and, indeed, that an automated process could
perform those functions as well,

[00102] Referring again to FIG. 9, the electronic discovery management server 110 is
in communication with the database server 120 and the collections server 130 via the
communication network 102. The database server 120, as shown in the block diagram of

FIG. 11, is configured to provide database services for the electronic discovery management
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the el ectronic discovery system herein described. 22 [00100] FIG 9
illustrates an exenplary electronic discovery system 100 i n accordance
wi th an enbodi nent of the invention. In sone enbodi nents, the environment

of the electronic,.discover st 100 is the information technol ogy
pl at f oF VB! ’a‘{’nm&htdéff%bq‘@@,% (P hited Céoréi’scH%{Pi%aﬁQﬁtafﬁsedﬁmﬁwaﬂlﬁ%wﬁgﬁ
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area, enterprise email servers 160, a conversion services server 170, a

shor t - teliipls dalghbsg savesseconliche emjoxed insigad efraninge vetakasstsorvayendet wor k 190

communt Stneh PIoY e ey G Jgt: 3 SOMHBL R CaLENIRR o RBies R ke
| nt er nexample) the alnifdedireed ok could betst@B@in ore ddtdbRbesSyvernall Wy dagoliy t he

l'i ke. [00101] As shown in the block diagramof FIG 10, the electronic
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user | 146! iph gce 1 k%_%arldns_ss SPE ngmgid(j)mmbﬁse s}rcp‘?cr@!:rgéitogg(p IiCis gh %\fjﬁ\gte(gfy web

managerent server I10 is a web server that can cdesse
br ows eembbdingmés qidh¢ presdnainventhadihaedita rddtemgab ecttodinhcardi @s@versyoredranagenment

e DS oAU BRI ElcGRr ar3rioeB 1 GOBRATNE KT BALh oni ¢ -

di sCovV@hy c/RIBASHRM casS 84N S sc 11D maly bR 1MRE of ARl fief RithBnEBY PR RESSENT ed
to a user for the purposes of nmanaging the electronic discovery process

and al 2@ rfecesswle, ddwocubediaheargiassigiatto grichlah ezsentcustodiaes nay bEor

illustrative pur es, it may,be assuned herein. that the prinary. user
i nter agfain%e%wg% P %rggefyeﬁmﬁsc@?esi ?‘Tthélfcif%{&’ewﬁba FacC é%l']g}%‘l"%‘i/%IEF%EUS&%‘E"?%Ct or of
the compaied ' thesasy asoANaRInGDE HANEGodHISEEMLAYFPNSAS IR htiGR! 18y thand
hereafter is referred to as the "e-di scovery manager.”™ As discussed in

gr eat efusiedign)|is pedesisd byke elegiraiodiseqrermmantgement/sanydr|lit9en thed niSed
interfag , t.qdi & |.lL.ectians, and.collected
dat e FREhEn2 BMERAREATS 1 AHHARKENT, R ES SRR IS Boui d use the

user i ntaavdlaciepliliss the epischoamidagemintbathe tagact i ons he(rjei n attri but Fg to
the e-dji scovery nmanager, and, .indeed, that an autonated process_ cou
perforgéqlﬁgke { L hBR T dn gdilion fosReRingRERE AP Wigedgkpse o cmitediag, t he

el ectr QN Go L e QYEE e THARHENER hroEME and 10 dlsBussed further below, data
management processes relating to the collection of data from custodian storage locations
during electronic discovery are also separated from case management and custodian
management processes. In this regard, the data collected from a particular custodian is stored
separately from both the custodian information and any relevant case information (as
discussed below, it is stored in long-term network storage network 190), but is linked to a
custodian, which is in turn linked to one or more cases. This is advantageous because in the
event a particular custodian 1s assigned to multiple cases, data collected from the custodian
may be shared with the other case(s) to which the custodian is assigned. Therefore, the
various processes and components of the electronic discovery system 100 may be categorized
within one of case management, custodian management, or data management. And even

though cases, custodians, and collected data may all be managed separately, there are
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in conmunication wth the database server 120 and the coll ections server
130 via the conmunication network 102. The database server 120, as shown
in the block diagramof FIG 11, is configured to provide database
services for thigﬁ ctro i c di scover E enment 23 seryer 0, including
housi nBeHERBHDRIRSSE e ‘f&?fwuét‘i‘%taétd %?rt"a Wheas o (’&Hteéﬁ’et cludes data
reIat|@guhgn¢aghykgy§&m&gstodlans t he case database 124, which includes
data relating to particular cases, and ongoi ng coll ections database 126,
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when cusﬂddﬁthuﬂmhaasmﬂghegShme@éhhmewhhﬂonmﬁm&psduﬁk@d&ﬁg&enmyibe
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dat a stk 3geclbesatd RYidkVerl ??dccssc UshQdha ﬂ)u‘nh§ r@6meesREenieriffwalect ronic
di scovery managenent server 110 in the Unified Directory 122 in“the

dat abaseigyeforgnchl Ao, in soedemigodimentpathe Unificar Dicestery 122tmmasrba han

nanuall i.scover case.

Fur't ne PoagP 2B broRg ¥ G B o PR B P R b R kB2 M s ot an
nanagegificdaDige ¢a§ 6 208N 2GRABAL is RHACESSGSproaRd (1as ulii e uaseplclionlt her  bel ow,
data managenent processes relating to the collection of data from

cust odigf: ﬁ@fa@eﬂﬁﬁﬁa@kdwg1“@ﬁmﬁ%@1eIectronlc dlscovery are al so separated
fromc nage n ard,
Cgf gﬁpé ﬁﬂ:g' e (flltl(?&?gto ic dl%\/%g? gl‘; Laget s S%?\?@?EIO opthehi'a eg

t he data | ect ar cus ored “separa y from

both t mvmusztmﬁhyamtdrfaﬁe rwnfatth@rsmﬁpndmamyabraeéseﬂ alnd htﬁﬂaﬁﬁrebcﬁﬁr@d’%mmm&r( as
di scussed bel o it is stored in Iong term network storage network 190),
but i sSYSTRE tho caerrris fopaihe Wiprettips fiom thehyman igsearach deakasst infihe

cases. yliiey Ibﬁ‘?é%l 4nb ageaiie Aa6AHRRN snthelagac%rgﬁﬁ@msc@vé? 'Eﬁa'ngégﬂn%nt%%xod' an is

assl gned to nmu | e cases, ata CO ect e romthe C
110 may also reach out to a netwmk directory, such as Windows Active Directory, to identify

network resources related to particular custodians and integrate this information into the
custodian entries including the copied human resources information. Information for the
Unified Directory 122 may also be obtained from the managers of the information technology
network, i.e., those individuals responsible for setting up email accounts for custodians and
managing the various file servers of the enterprise. Furthermore, in addition to retrieving
information in the manners described above, in some embodiments, information in the
Unified Directory 122 is generated through tools initialized and/or deployed by the electronic
discovery management server 110. In particular, in some embodiments, as shown in FIG. 9,
a profile scanning tool 112, and a mapping tool 114 are provided.

[00108] The profile scanning tool 112 may be deployed by the electronic discovery

management server 110 and is configured to crawl the communication network 102, scan
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may be shared with the other case(s) to which the custodian is assigned.
Therefore, the various processes and conponents of the electronic
di scovery system 100 nay be categorized wthin one of case nanagenent,

custodi an napagenent, or data nmana nt. And.even  though cases,

et odeB T T e b s AT e P P B I8 o are 24
necessaddntiYyihg HSrnbeoWaBAuTeleh YRR AMS sIHRLATHRLER: hmahhOWw fRpAgeRY of the
overall electronic discovery process. [00105] CUSTODI AN [00106] Wth
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name, pathecoft dastandrntimsitoriagea gavicalesprotidedadipghdieorctoshodiaahine Mieudi ng

Shared,Drives and .HorneSpaces, work history, relate persons (such as
nanageﬂ‘??mﬂaéﬁ)ﬁ‘]‘ fb&fsd g %‘f%‘?%‘?ré%ﬁce‘é(ﬁ_@lbél‘ﬁﬁ ‘iﬁﬂard?é?e ?%Y"dr@ﬁi'ﬁ%n t hat
may be dp@bf¥abivet 020 s HeSFONRNNOBRIGHRS Svhick AELircRlc RUERA JsgsSour ces
identifier is always unique for each custodian, in sonme enbodinments, the
Uni f i ecleDiifiegtonsyto 1iRR tivayarbienlarorogamiter ¢l thercostedianh & thofdonfiedeBvertorys] 22
identifjer. |..0f the inforpmation | ati,ng to haw the Unified Directory
1251 s oo g et MeRh Rk RT, BEC Rt SyPtoes Hif terpRancedi s ant
et hodsu@bdibsieRhiry i e UiehievBhitctbRf O2TAE 1a0MHmb RIGApURR wR%BERER byt hE

el ectroni c_di scovery managenent server 110 or the database server 120 may

i nt er f §Bgodipt peetidingdpphntsrligdnipasicen wdnsehsecbmig prefdo seaigdonplier

Ny ! i,0f A f he h
ikt abagta it SofR b Big o L PRIATS el dRe Th g Sl P R s ™ o

el ect r emihccudiogd oy ard/thisdtagay®piraefiteé (o the AisRy el BthapeaeiciDaltolfedtién net wor k
directory, such as Wndows Active Directory, to identify network resources
rel at e@T & 6ussehen & ncal maclupgal iafdtialivgd; afrdgriuated i Bp@ilibalodr mati on into the

curtoSLRISIL | o LG 5y SO B AUIR L ESOURTE LB
nmanagerscoofigbiee to nfasd et doammechival regyork ER wad kxariine the dit@pesd fildi vi dual s
P g b oS BSOS & e RS S BTG (1
retri eyeMsnal network storage area on each server. As used herein, a personal network storage
area is a network storage area associated with a single user who reads data from or writes
data to it. Personal network storage areas may be in the form of network storage devices or
folders or other resources within a network storage device and may be referred to hereafter
for clarity purposes as “HomeSpaces.” According to different embodiments, the mapping
tool 114 may be run on the electronic discovery management server 110, the collection server
130, or another server in the communication network 102, In some embodiments, the
mapping tool 114 is a Windows service that is scheduled to execute through use of Windows
Scheduled Task. As the mapping tool 114 crawls the communication network 102, it is
configured to examine each file server and transmit to the database server 120 the path of any
network storage area within the plurality of servers 134 that it positively identifies as a
HomeSpace. In some embodiments, the mapping tool 114 is configured to explore the

enterprise file servers 150 by obtaining and reviewing the directories on each server and
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information in the manners descri bed above, in sone enbodi nents,
information in the Unified Directory 122 is generated through tools
initialized and/ or depl oyed by the electronic discovery nanagenent server
110. In_partic me. enbodi nent s rofile
scanni RRBHIE s Dhms ke AR TR AR SO o St RSN AL oo Fiatr of i1 o
scanni ml@vﬂi,@@ind]q&&)ulﬁa% be depl oyed by the electronic discovery managenent
server 110 and is _configured to craw the communi cati on network 102, scan
25 eachO@f!0fhe el ih prearkiopdensidnak ac;r@ﬁpmaerngtmb stz argeeasgnilemeSpache
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each conmputer. Accordin o di fferent enbodi nents, the profile scanning
tool 118MWAEl stogage eas it the catarpaiTie seryeisy ef yhaviiclisierarindisatpy drsedrm, t he
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and tine_,at whi art ular rofile was_logged on to the chi ne. \VWhen
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may include several user dentifications, to link the particular conputer

t o the tueppinghs! il tltltﬁanlwﬁl i joedie Mlﬁm‘cpﬂhﬁywm@mdeats’@o@ BemdSpacth Intsosle user

i denti fjgation The dat abase ryver o) re ord in ea

cust odi*an gméeﬁt%sr’ [t ?hc 8" UNCF & ﬂs“g U Qaé%st(gfr@%‘?%a?ﬁeoq gtcmf‘mlrlé?“iaﬁgnconput er
was aceesasd by uidﬂﬁlc 16416406 88 id @R ERAASMN 9O ehd diBeria08 | daghd JifsRAi@t | on
transmtted b%/ﬂé he profile scarring tool 112. Thus, the profile scanning

tool 1ok piesassiaycag dparhinelids upergdensificpéonso lalerafoiepthe arappingddolhi4 each
cust Odl ngn)? h;y (ﬁl eLt'o? E}S WacP@erQFle@ﬁﬂ%qge %1?1 dliﬁfo?s d‘\lt’(,lsrcovglr étc Gsaagvﬁﬁ When a

oIIect a custo I'an i ne PG alg e scussed
in det & furineindmak[e&()ﬂaﬁﬁﬂmﬂdﬂxoﬁ@@ﬁf dhaher winohtRqath @oldel aedd sdeafifitdiRn.
|nvent|&2 Epl ng tool 114 is configured to craw the conmuni cati on
net wor KV41g3 and é erpppeddhpidhe patbdnglnges thedssigated 1adicatess for sgmple. t he
conmnuni y r sonal
ot wor 18t G IRLAGE e BitpliRe L 12 AR eR) bokify RRhAnAhe BicuRET BP
st or agectvarkatorazear weﬂmﬂledstiydhagmﬂms@aHamsﬁmcaiaed tmnﬂnint a) &e dglabaseser who

e0s GaLa L0 oL ML B AL L0 b LR TP IR lad, 12 T
wi thin nﬁoﬂﬁétmrlkr&tﬁ/%@g§ tl@di&%a@@v&qﬂob@lerd@tfdgﬁse‘%grvreplf@ﬁ%fﬂgcﬁlﬂsel for
clarity purposes as "HoheSpaces." Accor ding to different embodi nents, the
mappi nédentification to link the particular HomeSpace to the custodian in the Unified Directory 122
associated with that user identification. In some embodiments, the mapping tool 114 is also
configured to recognize and transmit, and the database server 120 is configured to house, an
indication of the last time the HomeSpace was accessed by the particular user, for example,
the last time any data was read from and/or written to the HomeSpace. Additionally, in some
embodiments, the mapping tool 114 is configured to recognize when multiple paths map to
the same network storage area. The collection server 130 compares paths for the same user
to determine if duplicative entries exist. This advantageously enables avoidance of multiple
collections of the same data. Thus, the profile scanning tool 112 ultimately generates a list of
HomeSpaces used by each custodian, and this list may be presented to the e-discovery
manager when a collection of a custodian’s HomeSpaces is initialized, as discussed in detail

below.
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tool 114 may be run on the electronic discovery managenent server 110, the
col l ection server 130, or another server in the comrunication network 102.
In some enbodinents the mapping tool 114 is a Wndows service that is

schedul exe h.use.of W do Sch du e mappi ng
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enmbodi nrents of the invention, each user of the conmmunication network 102 is
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include the user's user identification. t he ot her hand, paths of shared

net wor Ragicslan siaret wefy odorepairessribatubis ur!;erduﬁide Heing, apdovensallyTier ety e, t he
mappi ngfstog%ed]\}ﬁh tHIGY shaf ac#ﬁ)et (éltkhr 3 qllrée%CtT‘l)ur:J 1161'? Qf %c%%%lﬁash%g tﬁiog\/\fat hin the

pl urali ervers, &V each pat h eterm nati on

as to \ahle\tdﬁs%zltroﬁf withtthd ﬁt@tl@aﬁrhnﬂrmﬁluude's u&llﬂlagﬁa!adeﬂihhtédl fedh iti@local[ 00111] |f
it is deternlned that the path includes the designated indicator, for
exanpl &ollecgiopded lﬁa@ﬁ%qurqddm Gablsctiqnisryrap po Adlopaan thetloglsdiggian fufi€d t o

posi ti e Xeﬂl%@eﬂttb ¥ fid it L@ﬁrutsblcyhl%hm@ﬁts\@%rcﬁssga Qf 3851 858 f%gﬂ’tll &' ed by that

path as transmt to t ase server particul ar
user i dehging |acﬁie bquargiobhbl tpaxtcbuted ob hiectrionme Spacery Whanpdrhatver 1 1tf @s mat i on
i's receh%ed bf%% % dat abase server 120, the database server 120 uses the
user WR ¥ t5i%n to 1ink the particul ar HomeSpace to the custodian in

the Unijhdgd) Di r eof@byidli soﬁeseepdoarrﬁaﬁmﬂﬂcFr@&mqﬁ%ﬁm,efn& ld Gakisag- 10

sone enbodlnents the mapping tool 114 is a
tool 116 1s coniigur ed to be utilized by the e-discovery manager through the user interface

118. The file browsing tool 116 gives the e-discovery manager elevated authority within the
communication network 102 to access, in a limited manner, the enterprise file servers 150
within the communication network 102. While the file browsing tool 116 may not allow
access to the actual files stored on certain file servers, it allows the e-discovery manager to
browse through the directories of the file servers 150, locate files that have been accessed by
the custodian, and determine the size of the files. In accordance with some embodiments, the
e-discovery manager may initially have a general idea of a particular file server within the
enterprise file servers 150 that the custodian has used in the past. For example, the custodian
may communicate {o the e-discovery manager a particular folder name and/or drive name on
which he/she has stored files. Additionally, in some embodiments, the e-discovery manager

may have already undertaken a local collection process on the custodian’s machine, wherein
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configured to recognize and transmt, and the database server 120 is
configured to house, an indication of the last tine the HoneSpace was
accessed by the particular user, for exanple, the last tine any data was

read from and/ or writt to the HomeSpace. Additionall in saone
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cust odi - ahkeh b . ge Led.by t rofile scanning tool 112 and
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i nterf §8@f@§ PR SsfipiegardueECpini, dagh ﬁg_fhﬁse gratipnging Befopyal yeuirs i by
the e-dhaGoHed My IRAGSHIaANhISIHRE &n IRBsRALDN bR cd1NRHbbE 4 Biodhd gCtOry 122 in
relation to one or nore custodians' hunman resources identifier(s). Mre
parti cltitirtess, the lpcgiorreingmhotparstoresl in s Enidicg dditdctuy 422 userbeatcdshal to

comuni,cation network 102 s chosen for, the |l ectj on process, the

e- di scg\g/té'%‘Vnﬁé%ea%%ﬁcu&gy&ﬁ‘ﬁ%ﬂe@f: fétkoé“’?lbat i“ﬁ%q]'toikhef%ﬁﬁése% PB&f ar shared

net wor knveg$Qigosesllédniah. Thatis adinedial asiiSallbsioondetlcBVAMHakd Y, the paths
associ ated with those shared network resources. This nmay be acconpli shed

t hr oughVegibsniiepsatsating PiRacks. ratkershan icbimapn fhedrdiseiyary, mbyagat fol hatualydat a
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130 (shodwn In diagramo eployed to the particul ar
user' s[GHdB] ne (assldidChssadd ihat detiaiifiedBlirevdhry BEXXbhay bbyegultblyldrzing a file
browsi ng tool 116 executed on el ectronjc di scovery manager server 110 (as
shown ﬁmu@sii@ydatfﬁgwi%’j INAIEHIAN ApsaerebHENG HISSBR reRtcEibed hemia. drleent
I nvent Laficulah§, th tRAPEAVRIBSvery management server 110 may be configured to

automatically retrieve data from the human resources databases and Active Directory and any

other relevant sources, such as information technology directories or lists, as well as deploy

the profile scanning tool 112 and the mapping tool 114, at regularly scheduled intervals.

Alternatively, rather than periodically retrieving data from the various data sources such as

the human resources databases, the system 100 may be configured such that the database

server 120 is continuously interfacing with the data sources such that the Unified Directory

122 is updated in real-time as the data within the data sources change. In either instance,

each of the feeds of information into the Unified Directory 122 is regularly updated to ensure

that the data in the Unified Directory 122 is current.

[00116] In some embodiments, the database server 120 is configured such that all

historical data relating to a custodian is stored in relation to that custodian’s human resources

identifier in the Unified Directory 122. Thus, when the feeds of information into the Unified
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tool 116 is configured to be utilized by the e-discovery manager through
the user interface 118. The file browsing tool 116 gives the e-discovery
manager el evated authority within the comunication network 102 to access,
inalimted ner, the enterprise file servers 150. within the
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Shared Drives may then be added, either manually "or automatically,” to the
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per sonab2 goihpiet @ khangddaneSpagrRgmeandatuSbad pattiBlilavestolss0 Heall@thowict h t hat
custodi an. Each of these locations is a potential source of data stored by
the cu$isEeNeAh magpeeneie serxer §IRvie senfigmedoin revosairelteeehapae aitd possitt odi an i s
initia : ion i j.0 it Uni. £ | I 122 may
be aceleegd PEIbRECA bl h RETEMC ROk IpETT My MinoBhor Bl RREEUSLYS TS be
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than r 8FY¥g 'GRUEH BOHP JisrevERy Sreneermah SV iyl 101k peifigured ear get ed

machi ngsteARfic WHeded BIMEES B il gk%léf'c@ﬁ) Ay &ok hreﬁt'a‘tcg'," nd, ¥L1R) trddsmfigul d be
f 22 naf ?y or

noted that the Unified Directory be regul ar

the designated manager or contact for the case or matter an electronic communication
notifying the manager of the terminated status and inquiring as to whether the manager would
like the terminated custodian’s data collected. In the event the manager responds in the
affirmative, the electronic discovery management server 110 is configured to automatically
initiate the various collection processes of the present invention. Therefore, the custodian’s
data may be advantageously collected prior to any destruction or unavailability that could be
caused by the termination. Alternatively, in other embodiments, the electronic discovery
management server 110 may not communicate with the manager and may automatically
initiate collection upon recognizing a change in employment status.

[00118] CASE

[00119] With regard to case management processes, according to some embodiments,

a case may be initialized by the e-discovery manager utilizing the user interface 118. In this
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conti nuously updated as new information is gathered using the tools

descri bed herein. More particularly, the electronic discovery managenent
server 110 may be configured to automatically retrieve data fromthe human
resour ces,mg t abgses and Active Di {cect orl%/; and. an?/ y g& er rel evant. sources,
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changedy c4sBeénclBLARRAR ;3RS0 20 is configured to store in the Unified
Directory 122 the new data and any relevant netadata, including, for

exanpl )012AE ti mOnaathedaatter efid/phease hanbeen isisialvedd, thas-dismivatyahmager mapr d of
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114 i deihbdn@mt ServAEWORE ESET Ak cdCO HREHhEMeARS QG484i88s MW d dinde GlATEOSH @% and one
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time ofy. ' LON 1oL coll act | s ' £]. One feed of
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server 110 is configured to recogni'ze the change and possi
which custodians are associated with the input information. In the case of a human resources

identifier being entered, only one custodian in the Unified Directory 122 may be a match. On
the other hand, in the case of a name being entered, multiple custodians may be a match,
[00121] The electronic discovery management server 110, after searching the Unified
Directory 122 with the input identifying information, is configured to present through the
user interface 118 a list of all custodians matching the input identifying infonmation. In the
event only one match was returned for a particular set of input identifying information, the
electronic discovery management server 110 is configured to automatically select the
custodian {o be added to the case or matter. On the other hand, in the event more than one
match was located for a particular set of input identifying information, then the multiple
matches may be presented together to the e-discovery manager through the user interface 118

and marked so that the e-discovery manager must review the multiple custodian profiles
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perform particular functions in response. Mre specifically, in the event
it isrecorded inthe Unified Directory 122 that the enpl oynent status of
a particular custodian changes from active to term nated, the electronic
di scovery nma nt rver (110 is confiqured to  determ ne whether the
cust odr PR Ben s g bt g el Sogiad ndiphSyT beGodelind ¢ 1o
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CASE [%g%%%llgyth regard to case nmanagenent processes, according to sone
enbodi ¢ 4 case may be initialized by the c-discovery manager

utilizijggobhe useycchiiigy tfﬁ%%ﬁleje%ﬁy_odllﬂeﬁtﬂ Pon §@diﬁ§9@srt§biar§sh§ a‘?ﬁéi{;[ei(%ﬁé/ ery

manager may enter into the user interface 118 certain i1 nformati’on about
part i c@legironarlisepvary noasgemantstivers! 4 is asidiguaeretoanidiawrthe tratrerissian shor t

description of the matter/cas a al td n;jti r, the parti.cul ar
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cont ackarve® rldVantBiliepariéul @ casé Hth¥ikEHERd foledVObY Bikddno tiRecaSsIBRiFAGe of the
matter rather than the process, like the e-discovery nmanager), custodi ans,

etc. THE @pedatrned24.di meenisipnmd fgurentatioangbeesiand siyyepoivfduglodisdst o store
(hes. WS04 R AE SRR ARARRaG A Db BE L ARBR SELH B0 ™

case database 1 I'S“co ured i

i nf or matdeqnofileltirdticagsetie degediiié dyt@erybhflenent &a&e 1016 té ghah@daw thin the
case databa@e 124 and a user can use the user interface 118 to view a

prof i | @GR Bresgptain nafice dRd sury e fpdpasticuan datanes time e wom aprtiqud@120] Once
the mattel.andlQf G8&s RRsuRRENbiRk i@ he Gl L2y TBY
add cusﬁ%%?ags to the %att%r %?b%g%é@ﬁkéé?%ﬁﬁ&gE%ggv%éﬁgég£¥ﬁggéggéayonic
di scoverpualipragetemressentien ndidd@siasd santysguedranamadd. hug@neous cust odi ans

to a single matter or case, at one tine. In this regard, the e-discovery
manageF IR ML (156 KGUBRE g PGB EEn e SEREe} [0 f cONHe] [ Fagmiher mat | on

about  pREecHEHPFHRRS andT v 4 shdd kAL TIRRELAN ThObweaEmey'sL A4l AN
the preservation notices such that they are transmitted to custodians together, and one survey
may be tied to more than one preservation notice. When a custodian responds to a survey,
the survey response is received by the clectronic discovery management server 110 and
stored in relation to the relevant custodian in the case profile in the case database 124,
Furthermore, the electronic discovery management server 110 may be configured to store all
or a portion of the data received in the survey response in the Unified Directory 122 in the
custodian’s profile.
[00123] According to some embodiments, each transmission of a preservation notice
and survey to a custodian, and each corresponding response, is tracked in the relevant case
profile in the case database 124. The electronic discovery management server 110 may also
be configured to transmit reminder notices if responses to the surveys are not received within

a predefined period of time. The electronic discovery management server 110 may also be
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does not have to be of the sanme type. For exanple, a name nmay be entered
for one custodian, an enmnil address for another, a network user
identification for another, and a human resources identifier for another.

The user jLnterfac 8 is confiqured to receive the identifying
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case or matter are stored in or linked to the case profile in

manager, or the contact/manager of the case, may upload relevant files to be attached to the

case profile.

[00125] With regard to the search terms, the e-discovery manager or the case contacts

or managers may add certain terms to the case profile to be applied when searching the

collected data to locate data responsive or relevant to the underlying issues in the case.

Storing the search terms within the case profile is advantageous as it creates a record of the

searching that is to be undertaken with respect to the data and aids in organization of the data,

as discussed further below.

{00126] According to some embodiments of the present invention, when a decision is

made that it is time to collect from certain custodians in a matter, the e-discovery manager

may use the user interface 118 to release the custodians from the matter to the underlying

case. This release triggers the commencement of collection of the custodians’ data. In some
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t he case database 124. Transm ssion of the preservation notices and surveys
to custodians added to the case may be autonated, for exanple, there may
be preset instructions within the case profile that cause the el ectronic
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di scoveqnyl 29pnagenentus@iimeprohild oy cusniied it RksddoroPESURNbN AN A& IRILNg Or
refreshing of the custodian's personal conputer(s) by transmtting an

al ert e preotn sg@pyigi(borsseriatpd withdhe eustodeay, droprtheeeeremg diseateion

hnol o di &4 i ved
1 om cuoPhetEn SEIECL R o PRE U us 1S A SRR TRG 4R R o

sur vey eledaynic Aiieb v @y asanbgeridndberel WX lia B tedi dgahdavheasmbiifn€idsh@ian uses
when storing data. The answer that the custodian gives to the survey nay
i nf or mBIRENEE: 84 PmeHn nageOF; agdiess, ¢/¢ rnd reusnBElian denleyment of g le

Uni fi ed iakahasg l%gﬁggji ﬁ‘ﬁ%{gﬂ?@sﬁlegﬁot Rl 386 asl Ho&RLY ?fé' Pf} [00124]

According to sone e odi e present 1 nvention, tThe e-discovery
[00130] The local collection tool 132 is configured to be deployed from the collections

server 130 or another server within the network 102 to any of the enterprise personal
computers 140. Therefore, for a particular custodian, the local collection tool 132 is
configured to utilize the machine identifying information supplied by the electronic discovery
management server 110 to be deployed to the identified custodian computer. According to
one embodiment, the local collection tool 132 is configured to be automatically installed on
the target custodian’s personal computer. The local collection tool 132 is further configured
to generate a snapshot of the data residing on the local storage of the personal computer 140,
for example, by using a commercially available tool such as the Volume Shadow Copy
Service, store the snapshot in a storage area on the personal computer, and transmit copies of
the files included in the snapshot to the collections server 130. By transmitting the data from

the snapshot of the data stored on the hard drive of the personal computer, the local collection
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manager may utilize the user interface 118 to add attachnents, notes,

tasks, and search terns to a case or matter. In sone enbodi nents, the

contacts/ managers for a case nay al so access the case profi le in the case
dd attachnments, tes t asks,

dat abase 4 bro anpd

and sei‘%f’éig% éﬁ%" p"%SOLﬁBFg Od’YS é‘?cﬁf%{g}a%’ﬂﬁgm orpge c‘b‘i“%‘é‘é%ﬂ} nager may
not begsydsh@itgnherehty hWntt'ﬂc‘i’&‘é?&ileE@oﬁ 081 cEs/da e GRS&GcRIRARMmN tool s of
the el ectronic discovery nman &em&nt server 110. The subject matter of the

at t achpemdon theherd danvg a5 dukepapdat of the datanybéing yansanigodiin the golidsionnse or
matter,. |0 s@me enbodi ments, the tasks are tasks that particular
cust odi ans nust conpl ete and the el ectronic discovery nmanagenent server 1

10 is [@Bf] gur eth dddifirARSiE fundti 6wl des&rilicd abbee, eustoedicansctiohaboltiBatmdyhe task
needs to be conpl eted, perhaps. using standard emmi | functions. Wth regard

to att aléﬂﬁ»@ﬁ@%ﬁw%wdlW@éé&)&ﬁﬁm%ﬁﬁawm 18P acaelagonthe filcminrdeied ipthe he
case, ngﬁh@eg sto g!aqx %Jgo coﬁ]l(@%t%Q%%ttaﬁﬁQeq‘lﬁ (,amg 6 a9 e rare;%méa%

[ 00125 regar ry manager
case conrt@tbtdions lsemaanka%g)ensn dayo detdrnciee tdicthet ecrlrwtwmmtdompdxas 911cproaf=:$dnec t o be

appl i ed when se ng the .collected data cate data responsi ve or
rel evaH‘tterf‘EPt?‘ﬁ@?{?ﬁ%H‘\}F}Wg}"i“géﬁé‘gelifﬁ’*t% il naﬁalarar:ﬁg K& vg@a?oaf terns

Wi t hi na&,kasdlﬁaaa Plbda gol'le%tlai‘ij\’(ﬁamgﬂﬁ%ﬁﬁg&eﬁ to e&ﬁaﬁ@aﬁm%@aﬂrtg yef the
searching that is to be undertaken with Fespect to the data and aids in

or gani glgtiremc dfsccu\h?ey danagem(mg safvgdu§sdat bimatverk ivedwoes thoek26  ushegor ding to
ecision is. made that it

sone enb s of sent,. i nve

is timES ?%JJH&D f e&ampi tgvé’ Himah%rfscf‘&figngSqrﬁcrat%ﬂleé’}ser haiesed ¢ scovery
Managehccet®RY. UR itsher wéaxrcésr}hw b@86rcl I8 tHeQlal HheAsevdr N80 G Bledid@anfsr om t he
matter to the underlying case. This release triggers the commencenent of

col | ecPradie B¥the himilaadcwentenys!22d AY gh ragardstorimngaiseieh of itireefﬂ@sthetnﬁ@lveq, ectronic
di SCOV%%%{(HRQ E(Q&{Eec?]{lbeoﬁi?%gﬁrof %lgé l/élltl() niihe%{ﬁt?gol e%tlgn t he I ac &H gmgrglt ans

assi gne 0 bé re ease e case a

addi t i ofmpics, hidls b aglisadvierifed iElugedinsho veipyhdTam &@ajliBafnp keveo1s y
created roups of cust od| ans within the case, the electronic discovery
manageHEHB2Eer vef 2016 $18 %wreﬂ'@dh@el%mapﬂaﬁp\éﬁlgﬁt@@ﬁ&mem sereeioldi0dn®y t o be

o a6 OB R @I58, bl Sy LOGHETL BRI 00120
t he ecditstiavemachmaafie canpliyr beichiggredidas eﬂcdnﬁgmea tomidnéor the netveake, t he
g{]gf E)Ei Q% %cp a]ezft(z:rg]\égé%}h&%%/o?él?qmca%%%p%?pcggoqai go%§u?ergq48 la{;[c,ot%gllec%k]el efO(I:‘g |1!|1eCt the
the event there is a custodian whose local machine needs to be collected, the computer
watching tool 117 is configured to determine when that machine joins the network 102 (i.e.,
when it appears to the computer watching tool 117) and inform the electronic discovery
management server 110 that it should initialize the local collection tool 132 immediately,
[00133] If a custodian profile (for a custodian released for collection) includes any
paths for HomeSpaces or Shared Drives, then the electronic discovery management server
110 may undertake to collect the files from these file servers by initializing the file server
collection tool 134 running on collection server 130 (as shown in FIG. 12). The file server
collection tool 134 is configured to access the file server located at the given path, whether
the file server is a HomeSpace or a Shared Drive, copy the data residing on the file server,
and compress, hash, and transmit the copied data to the collections server 130. The file
server collection tool 134 may be programmed with preset instructions that allow it to only

copy files meeting certain criteria, for example, files that have certain file extensions.
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information stored in the Unified Directory 122. Therefore, the electronic
di scovery nmanagenent server 110 accesses the custodian profile of the
custodian to be collected in the Unified Directory 122 and det erm nes,

i nf.or the different |o i ons dat a

f t [ t th in, cat o]
s{ S;n aggﬁtﬁmﬂt?’ﬁ[g? ‘Eié%??%ﬁﬂq%ﬁ%g&?g%%‘gﬁnﬂﬂé@%élfe b seyey ‘é@\“@‘a‘?“ EPHL}%“ are many

di f fer enty &(Qﬁﬁf%' QeshiNRE cdrdgh SKEMBAOoLaRAHHHRRS, HilE! (H%@ﬁ)rpﬁ)ri%al

conputers, émail accounts, and network storage areas, includi ng HoneSpaces
and Shadweatdpepwsad thed @disaokry harageustrotirderegedi dopynoxeeutdds fibdioan rel eased

for collection).includes at |east ..one personal conputer(s sociated with
the custBi SR FRntRE” o tore B beo B PETT S SEliuRR S0 O230THE ay
under t akgfided @l defbiate zd éshi@ftdF thd 6&Q réRGhE B8 She (ARRIRIMME ServENan one
el ectronic dlscovery managenment server 110 nmay retrieve the rel evant

es

machi némpaditant yhagle servkpeotieciiomtoot izhmay adomeaiieal inagn thepolentiosss, etc. ,

o | achrislis (BN ALaRERLRUIRRE Bl B hEHRL eyl RESDEM SReafdaahtic) 12 0T,
tool 18Reihwldonf adiitied it sonkecrdeplimyed, the dite ddhe:reollt@iohiteis 34 3eE0(81uded0 or

anot her éerver wthin the network 102 to any of the _enterprise personal
conput & Setampne yhethey ppasticylay foides ghaf jtds palfecB g from abile serer Instuses BOre ect i on

tool 1 gnlstokGPIAMIH bP e Pdtilel | A8, e BRANIMCHIGME foes rbdy QEfaL | on
supplied by the electronic discovery nanagenent server 10710 be depl oyed
t o t hentatbng fifes edhoosrstoost esileccosqeitfdes soAsconddidgverdoadonathesbrodi nent , t he

| ocal |l ection tool 132 is cqnfigured to be aut t.i cal i nstalled on
the t an QBT GIEEUT AP '8 SR (IO C TR Ore MipreEbeal Coten ek ARG 132 | s
furt hegr & pafiod W ek AlkOr AR @ £k SRAPINALdaf HhRufala, ek dibg.on the

| ocal storage of the personal conputer 140, for exanple, by using a

comrer evadpdign’ ayuifilabhetravoiitsshon tathetchbedfohs peva@hid@ow Copy Service, store

h i . h I : i
(e, SrgR, 1 B SLLABR AR O OSSR RIS S OEEY,

130. Byddre@nsihd thhigaddoandat dekhRmrisk B1agRaRSN 040, Mentthe cdatkehis HRESRPN the
hard drive of the personal conputer, the local collection 34 tool 132

advant 5EatRngat sgrvens Opney wndsttall wrrotlectdbmfilen diont Gegserprise emaeiisicrvsr wi t hout
subst ankj yP fe 1 . I l I t . 132 and..even
Thter actt B FTHEAELERER ] SO SRt BERLL P bl U AR DS SRR, e
dat a i shdvei MOFIG.a2$.Nilh b@de bmbbdienensl Heckiionanais eslkeriod 801 1§OR134ighred
addition to the functions descri bed above, the |ocal collection tool 132
may  afSCRS LopfTiguRei¢rasall brdnnee eove g i theralapdse el seperd0@atal og of
the fil@sch NELbydsdal Baldant SHaRSRAtt @égggétb%e%doﬂ fle L6 RNAR R9uEQ fhecti ons

dat abase. This catal og may he referenc
the Unified Directory 122), copy all email located there, including emails deleted by the

custodian up to a predetermined period of time prior to the collection, (for example, seven
days prior to the collection) and transmit the copied emails to the collections server 130.
[00135] Regardless of the storage resource location from which data is being collected,
or the particular type of data being collected, the collections server 130 is configured to store
the data first (while the collection is still ongoing) in the short-term staging drive 180 until
the particular collection is complete, attach a barcode to the set of data resulting from the
particular collection, and then copy the data set to the long-term storage area network 190 for
permanent storage. Furthermore, the collections server 130 transmits the barcode
information to the electronic discovery management server 110 to be stored in the database
server 120, for example, in the custodian’s profile in the Unified Database 122, in relation to

the stored information about the particular collection, whether it was a local collection, an
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the collections server 130 in order to determ ne whether collection is
conplete and to resune interrupted collections at the point of
interruption. Additionall y, in accordance with some enbodi nents, the | ocal

col l ection tooI 32.is ured to conpj|e nd transmt to the
eIectrSﬂP@‘ﬁVﬁ‘ﬁ@@?y”hﬁ % {0 %FV@r”ﬁlELQ“§V§ﬂ1%?mﬁ fMBP%°P§§b@?ces t he

user '?efk&%h&gatdlht@PHd%g’td"@ateﬁrﬁﬁc £ 30t Lot tH@HMYQr F'?ﬁ%P '(ﬁ?‘dtlag%crf"
servers that the user has used or accessed IS st 0 resou CeS nay be

st or edthedongrecratabasacs petwerk 190 theraleeti@ustiod b1 @nllm@fthb bashmg dfe

Unifie ect or Wth 1o SsSi 0 he flle t hensel ves,
accor dﬂ}%@ﬂga mdjﬁgx% gﬂ?%ﬁfo {C’W%ﬂ‘%’ds ﬁ?}gr‘ﬂ hSﬁmtaB{%A}l clgb apgh if B }aé’ﬁ% ool 132
i's confdigetrd], 11391ge@ﬂ’f&ﬂf&%ﬁomm@@ﬂaglﬁgdrﬂ@'{Wd the files included in the
snapshot to the collections server [00132] In sone enbodi nents, the

eIectrHﬂNééblsco&ﬁ$9ﬂw&ﬁﬁﬁéﬁﬁﬁﬁf%b$véﬁ%ﬂﬁﬁnﬁ@y%&uv%ﬂk@eméI&Qnﬁui@ﬁ matchlng
t ool 191gce%%rlﬁjf¥e%ﬂ¥d}?e\wg? Iﬁ&eﬁ‘t %qﬁéﬂﬁhgﬂh!ﬁ q6¢ 'n?a og%rﬁ%t?%c? !{ﬁg S

machi ne er wat chi con

net wor hcfoﬂxﬂ?as@aedlcdﬁileam mﬁtan fohreﬁifev& bjBnﬁfBﬂQ{aﬂﬁs 51&1 @&ﬁﬁ@@ahﬁoﬁ@(ﬂmﬁl@r s 140
are onllﬁe Therefore, in .the event there is a custodi an whose | ocal
machi ndeidey®ay e gecryed dxthedorm Hewbishfimyere coltecteriang sewdp thedong- @rm

confi gubed L dRIGSI 196, %&%f&r@aatcc%ﬁl B8om@le HI%J;_)E} ?enrt'%ert%o I%Q%Ré'

when it appears to the conmputer watchi'ng tool and |n B m
eIectrumnaidﬂhcowmnwmmnnmagenmnmaSé@mémmﬁﬁ&nbhafd&iﬂﬁhﬁmhdsmndmﬂahhme t he

| ocal c¢oll.ection tool. 132.i diately. 001 todlan profile (for
a cust CL{HHSHBP%B% %‘H’hlﬁé 1o o m&@tt%ﬁﬁ% "%@4 %‘ﬂ;{ %ﬁf‘ﬁf s 1S 195HB%pRces or
Shar edfer 1b1Yg3§mntslft§‘ ﬁ‘%é f1€a ﬁét%ﬁ{ 2y &1&11%&\‘1%1&1%@%%9&3%&@0&’ Blview 10 may
undertake to col the files fromthese e servers by initializing the

file sevpeses. col I ection tool 134 running on col l ection server 130 (as shown

in FI The flle Server . ¢ I ion t 134.is c ure ccess
the 1198 yver s MOULEEGER oma SgmE 1 AP R Snatiiaie tronaes IHEASE: RS S
Home Spaleétr@iic dis&flféﬁ‘ﬁﬂ]aﬁlge\&ﬁmt aeRYurk betRafréschemh aithe, Mtotdigy fd doeser ver,

and conpress, hash, and transmt the copied data to the collections server

130. Tﬁ’éb‘f"ihp“émtss éﬁfs\ﬁBPStt‘%ﬁq iadtlod 3¢ sto“qamlmmmcgs Cl@éClﬁ?ed@hCWY\hpt h preset

for exanpfe |Ies fave exten |ons natlvely, "the

progr amma:t,almt rasl €dir esestetithy BIDGNEZ[I, ot” Bﬁa ﬁmdneg,éiﬁérﬂ,ei’s 16@%&&6&& wBlelel 134
from cg‘g@n ng fil E g?aw ng certain file extensions or other attributes.
Ei t her AheCTEPEYBING: g eleaiﬂ%ﬁtd&@%mﬁs systerp 80 & arapged, g1 thﬁﬁaﬁéf i s not

i nt er estechihi aﬁatamanﬂaf&ﬁg U SdepbfRenObt orRUMbARr AR ey dr oo R4 TR

sone enbodi nents, thef rver ction tool conglgured
t 0 geneleaient & tb¢ zdegsiznnmt ef whedshe Wuthms;hermsﬁgdtmgtl*mnlstcbmdparagemédt file
server., I? gne . .

Should be understood that certain processes may be correctly assigned to more than one
category. Therefore, while the architecture of the system 100 allows separate management of
custodians, cases, and data, certain processes of the present invention may affect more than
one of the foregoing.

[00138] The first process that falls within the case management category is creation of
a matter or case as a framework for litigation support activities, as shown in Block 202. As
described above, the e-discovery manager may enter into the user interface 118 certain
information about a particular matter or case, such as a case name and/or number, a short
description of the matter/case, a legal identifier, the particular requester (i.e., who asked for

the case to be opened), managers or contacts for the matter (i.e., individuals involved in the

substance of the matter rather than the process, like the e-discovery manager) ete.
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enbodi nent, the file server collection tool 134 may automatically begin the
collection process (copying and transmtting data) if the size estimte
falls below a predetermned threshold. In addition, in some enbodi nents,
the fil ver callection tool 134 is configured to determ ne whether a
parti cifUR0} of deft it AGEA that et 8@?’?’??@“’?% pdpppaatglin Betides nore
than aifekeniAMEMinLhr iRAGIREsthiaB S mRAltthlc bdded. hﬂmi@}éﬁmdés hat mghe fol der
does include such nearline files, choose to not colflect such files so as
t o avoklcovir Hpaehany syshen séiivercseMhisreftiondo haccwrldbitigy, tvohedtfyf erdente

enbodi nent s At hg file gerver Cng I eﬁti on ttgol, 134 copies all or a portion
of t he FPPRIC AL ARG GsBRian oy e WEF RPUHISEEE at the path given in the
rel easeghi4gpst odi'a Gedoronfd digoatd 1&1&@?@1&%&%3&1&?&“0 gotRehis Mibesdtoans server
130. [00134] If a custodian profile (for a custodian released for

col | ectheqisye daehasedéd4 urthe Aatapase saeet). f e eane datahase 424 bowses 8ns t he

cerver A ERY ho Bt 8 i bR e B Sl DR e R BRI

server theldaBe dytabhase | Rahndza ngeriduneh ach matagat bonadt] @otusehed et inlddface Unhi ng on
col l ections server 13@1 (as shown in FIG 12). In sone enbodi ments, the
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e DR R MRS E e e iat the posf Do 08 B et AES SR msengbhe

col | eclbQeps orBSkvEyARRIh th R o B8 8B Hatt® 4 B@Siﬁﬁz}dliﬁ %é;M(%iQ?: Rﬁ)gi'ié’ & 130.

[ 001351 Regardl ess of the storage resource |ocation from ata is

bei ng ¢l dascdadehase 024 pheltpantvayllmk aypreraftiod abtichen sgyvayallicedyt gdiedtihe

col l ectiio server i s . confi. e o store the ta, first (whi.le the
ol | echeGRTES R o 1l b eci it e bt Pl R Buisrb SO Nl | " e
parti cuhRimaRkEaeitii9heicteationNBl &latch @iHASHI A @S RAAsd, Qs fdpeess@bd 8f data
resulting fromthe particular collection, and then copy the data set to

the | ofiakelth drssieagebedrabayhméiamiiecdgny mepageper maprptt o5 Piwagrs fortlie carsr nor e,
the COH&S@% ﬁﬁ%gglglﬁlyc?%gg‘ %&1@1&)@%5]?8%!138%% or'sB4:08 %’# st%ﬂ; etg %g the

I
el ectron di'sc nagge{r(r)el?llpaserver e stored i t abase
server agixd tb dte xahphested in thdeascu st achaasbqlimbnts ethe Bedréieteldns fizgde Dat abase
122, inrelatjon to the stored information about_ the particul ar
col | ectibisd toRet#drvith PaHsuar sustodians an/gevitB martigHlan gaygsted data grep. The
col | ect i o gal L ectd _ for e can be
oed' 1 oy it WIELSSHNET B Rild ke P10 AGHEY B b K A HR e aat o
Af t er hhwesded dathasd bednn copieedon withtsheingahgreseting s¢spoaxge: datea net wor k 190,

the Coﬂtﬁ%ﬂ ons Sf?lg\{)?oroe%s%f? of g}tng‘lal{gel%lf}vggt a?t%glgggrgs,%fotes and updates to a
particular case or matter also falls within the case management category, as demonstrated by
Blocks 208 and 210. The e-discovery manager or a case confact or manager may use the user
interface 118 to upload documents and enter notes and other relevant data, including updates
and reminders, to be stored in the case profile of the case in the case database 124. Once
these attachments, notes and updates are added, they may be referenced whenever a user
views the case profile through the user interface 118, The cost estimation modules of the
present invention are also processes that are categorized as case management processes, as
shown in Block 212, In this regard, the electronic discovery management server 110 utilizes
a cost estimation tool to determine the cost of harvesting and reviewing data, based on a

number of factors inchuding, for example, number of custodians, amount of harvested data,
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the data in permanent storage to the original data in the staging drive 180
and, if the hashing is identical, purges the data fromthe staging drive
180. [00136] Once the data has entered the |long-tern storage area networKk

190, it, is not necessarily ready for review Indeed, it is |likely that the
data miplaieess €6 tfém&y@%wag%%@éo ipclpdes gampenl @sing asdivortlos £ or
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storage area network 190 and iy remain there to be accessed for review
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for the case of

i ndi vi tuadBail, ivodured, will dppear aslabﬁ@qaﬁgzeem@ffeni hed tRbh e d@hb Biat hldgagt hlee
process, like the e- dlscoverﬁbnana ger) etc. 37 [00139 is noted t hat

cust odiPaiyey HilbPritaseHed & hgrord b swuparay deygorfigied pchd @ewhen she fills it out,

the survey is automatically transmitted back to the database server 120 for storage in the case
profile and the custodian’s profile.

[00144] Also falling within custodian management is the process of releasing
custodians from a matter to a case, as shown in Block 228. The e-discovery manager uses the
user interface 118 to mark the custodian’s profile so that the custodian is now activated for
collection of data. This may occur within the case database 124 since the custodian’s profile
is linked thereto. Once the custodian is released/marked, the electronic discovery
management server 110 may access the custodian’s profile and initialize collection based on
the various data storage locations identified in the profile. Therefore, as represented by Block
230, the electronic discovery management server |10 may automatically determine the data
types and locations of data to be harvested by accessing the custodian’s profile in the Unified
Directory 122. Alternatively, the e-discovery manager may manually make the same

determination by accessing and viewing the custodian’s profile. Finally, as with case
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information allowing for the same custodian in nmultiple cases. This
provides for the electronic discovery systemof the present invention to
have scal ability, whereby evidence associated with one custodi an nay be

used in nmultiple cases. [00140] The el ectronic di scovery nmanagenent server
110 st GHBSETHINS GUNDARAARIBEETS alsRancladis (aRYHISASbiagns ni PREKHaY abase

server stc%r 8t RS waal.ah qglg,g}gl frouses this information such that all
i nfor mlsltl g %

on relatin oaprtlcu matter or case is related within the
case d@tHBase 124habadt eatepoey is mmaamgemenama:gmnad bydibelc240. c@mmmja)rt he
user interface 118 .to,view and edit rofile f t he ter  or
00141 PE RGeS Bitbuedds TiRpsaeeahus e Magewereraiot (hie drbaitho it

pr eser YatidWh inMbECED  anithss Boke¥ss aeaabftm&ccmcﬁ(hﬁ)mu £6m ASHS @M N Bl ock
204. In this regard, the e-"di scoveval manager may, through the user
1

i nt er f aoeagepseaseof & meﬁlcg@n evsiedarg i pg és:emvfaﬂ:aom IomtSioc@ ayrheg perseya

rel evant tottg) . arttl) E ? to ble (5/ tﬁse profile
in  t h&"RRUE Fafkrase TEAP B O pen ?fe?f fiy cuf Oﬂ’lé‘“&eb‘?aé BPVEP Yot i ce or
sur vey adhat,e8die E&hofiird Hereint A8 daiahas s BERYESuskZRatOarbilss casied pr®f i | e of

t he speC|f| C case or_matter at issue., Also within case nmanagenent is the

creat | HanwRitted it bR cpbegiwnpearysrlSAt axdeserieddn detail dar qash padisntae solisptish ock
206. A%oé?%? éfocps%d Lﬂﬂ%g\{?zhch @qh@ 05“6%88 sese¥vcir?§@%rfa 1%5111? g (ﬁjél ¥ hd wigpnager

for the cas I nterface search

terns eﬁilaﬁaﬁcd*teir@bmﬁ}ekts:ddan e shﬁﬁﬂbﬂn@@ka*gﬂgtdh@ed&@ anﬂiiahve@m@donm t he case.
In sone e od| mentg t he search terms may be |imted to _be used with
parti cGPEP &fugwmc REIA AP Seref 1t1|tﬂlcplaﬁg|t%rm Heraga pira eI APG in W@é&n%e

sear ch \Jl@lrﬁkﬁ)eWﬁ L lia B }siﬁ% 8&cbik. URR: ﬁge}ﬁu%% 8025 & l%%rn séifed l%aﬁlotcﬁ )4y be

readily applied to harvested data I'n connectio storing the
r esul t idag maspomsd d&rgdtoa.or fROd4R]zalltve funcoceds ds appliett e inngdardbew ant

attach nts te updates.to articular case or. matter also falls
ot B R SRR DR LSt Sp She B3 hiskets e RS B Bl B haiBgn g

210. Thethe c%fﬁ@é{ﬁﬂh}é dﬁﬁﬂéﬂﬁi co%ex@mﬁ%%ﬁné‘c@@éx%xt 1 foi’fﬁi'ﬂﬁ%‘?{ aaﬁﬁdbn'*&@:%w‘hrh@ user
interface 118 to upl oad docunents and enter notes and ot her rel evant dat a,

i ncl udmnfgsswﬂalsabowandBmhﬁﬁﬂeB@ce the dot is cometteilnt ishetugemigo pralohgterof t he

case |nt0t h% case. d(?ﬁ(al?%‘ct 2 918\9 these attachnments, notes and updates
are addéf® tah Ava g]bglug,gi '84°WR&never a user views the case profile

t hr oughodihe) user AlsY RITRcei tHih Bata Thehagestntas tHemBidcamioma pheRulf ditheets pr esent
i nvention are al so processes t hat are cat egor| zed as case managemant

pr oces $a8h, pagaculageiue! Berrd) weRrs stored ip tha ¢ise Proddaeidhe care dafabasa B dndiiscovery
”a”age?%% d, %@{té’lﬁ ea%g}ié%x 1?&%6{'7'02%‘%% gthc%‘%at%gﬁqggg b g'&géﬁtg@uh ‘?l?r%uﬁé?m ﬁ;n? B?‘nge the
i ncl udlap}gaedfto rcmeaqamgqjee of atirbed/opborits bt s daapAntmafivilar cesiedadat a,

terms may be applied to all data collected for a specific case. In cither instance, the

electronic discovery management server 110 accesses the case profile, determines the search

terms to be applied, and associates the search terms with the barcode of the appropriate data

sets in fong-term storage. Thus, the search terms will be applied to that data and the results

will be generated and presented to reviewers for analysis. Finally, as with the other

management categories, data management also includes a number of tasking and workflow

processes that are represented by Block 250.

[00147] With reference to FIG. 14, an exemplary process for managing a case is

provided, in accordance with one embodiment of the present invention. As represented by

Block 302, a case or matter is created by the e-discovery manager and stored in the case

database 124, Next, custodians are added to the case, as shown in Block 304, by linking the
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38 data types, etc. Finally, case managenent al so includes a nunber of
taski ng and workfl ow processes that are represented by block 214. [00143]
Movi ng now t o cust odi an nanagenent, certain processes falling within the

category of custodi an managenent are_shown in Bl ock 220. Wiile the
pr oces §B¥OGIEy BIofigspt ﬂg@ﬁ%@&ﬁaﬁ LBFFCBrY § R lURE CREdPToiice OB s 1oppescaied &ivnl y

COU! d P‘? d(%(‘?ﬁt()%g@i'é'cztﬁgcoéér cﬂ'fént% ?ﬂ/or%@ﬂg%ﬂht ok %19%&9%@§§§§m§ﬂ on FI G

13 inclu those processes | Vi ng managenent ustodians within the
scope bt appledse data hantetted forl the tdsat incledaupdnsttutgofid assb applooesbe sfarchcust odi an
manag errent mclg\)ﬂed in FIG 13 is thg‘l’fﬁj‘d&dbl on of c st,odi ans.to _a case or
ot t o 40 BYTEGH GAgpeRonDstodhes 4Bl aerits (0§ AR CRNHRLLYEr Plmnager

may Uuseehii@e %ﬁ]rwhétmr%&@@sea HhBet @ Jhcuukca@e Cl'flﬁicﬁ)@!s% atRy 8kdduge from the
Unified Directory 122 to the particular case profile in the case database

124. Theservaten gaigeoaticant chfl id, éoamwméts dopmofuditethan éhe wosaselvall ewve The next
processges S th tran sion o servation
oy coafdatl b bR ARMGRETREL bkl hARER ka0 Bl PHES

pr esentiahijon a cdle, tha tﬁéJél*éQtY(ﬁh $1Qredépia0idh ABGcesASTY RV ak BhdPEKRId2B 31T he

el ectronic dlscovery managenent server 110 uses the contact information in

the custWdfhn' s pghebraservation prticengstsheynip Bieakoyly ig ransmigied fogthgni t t he
preser \5@5&!}85& srh(?lliilac(l: ?o(t% 1‘?32{@ r?i)g h‘éﬁ%’ &ﬁ)x §1’i1§1 gs Sﬁ%"i‘"}?%f%nc?:%% Oafljeln?n&e? the

cust odi an. so t hat
t he onhytmmﬁaaimma@memagﬁeﬁd tArqcshmvhen Biuckizad, fhe ra@aindeynclid? ntcﬁiutehe

custodi an's enmmj |, address. When the custqdi an checks her email, the survey
Wil appeapiteReredicgemingler peldges ihcusiienin e SRECS Fahebe $e8t oYRE€8RP@ndt he

survey nWylrEm% (Rl'%{%ﬁﬁilﬂg ngu&' hdEserdion FRGYEYn B e{?l QR dIHAS ?@ﬁg Wgp that

when she fills 1t out e survey is automatically transmtted back to the
dat abasevsex W¥ith 1@0ird tmrswtays,ag ¢hd evehheswaseis 1pqm1fadloe damd:dt mEou:lmsg @di an' s

profil 0} Al so fall W thin custodi t he process of
el eas Sier Chet Busns i oy v B 25elh GE CERGTRRe i Beitke Dog. The
e-di SC@H@B%efmﬂla%rshé'@ﬁ% BRek 3usar zs'ﬂ%%ﬁf)lfc@@@nélbi@tlltec%u%?‘fo bbgugusd odi an' s
profile so that the custodian is now acti vated | ection of data.

Thi s mayd baesuritted WltﬂlrhhetlbIéS‘ta@@HGMia@ase 124 since the custodian's profile

is lin eret the sto rel eased/ tronic
i scov T bher o Bk BOR2E Tl eV PR B el e RS
i ni ti alficzethe@hdt@etd ma c@@seﬂlcﬂ nmhh&amnmm HW A S R06d4:19CAL kRSN in
identified in th\e%?rofl | e. Therefore, as represented by Block 230, the

el ect r Bk 3@?165% ICOYBRYAGEAERL 0T Be vléﬁtrqnlclélsmgﬁtfamaamne@ésqryudét?er mne the
dat a Eé’c%gs%s o A~ dqﬁa%?atn H)?{;lﬁie %tgﬁ'} ﬁed&; fle Hﬁa %e\égﬁcﬁ Fo%atl?gn R4 ec%%l ptgd arﬂg

custodian's
initializes the applicable collection tools to go collect the data, Once the data has been

collected and a unique barcode has been assigned to cach dataset based on the particular
custodian and storage location from which it originated, as shown in Block 328, the search
terms previously stored in the case profile may be assigned to the dataset based on the input
instructions regarding the search terms. These search terms may be applied to the dataset and
the results saved to be presented to reviewers for analysis.

[00150] With reference to FIG. 15, an exemplary process for managing a custodian is
provided, in accordance with one embodiment of the present invention. First, as represented
by Block 402, a custodian is added to a matter or case. In this regard, the custodian’s profile
in the Unified Directory 122 is linked to the relevant case or matter profile. In order to locate
the custodian’s profile, a custodian search module may be employed, as shown in Block 404.

Therefore, the e-discovery manager may enter any identifying information about the
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Directory 122. Alternatively, the e-discovery nmanager nmay manual |y nmake the
sane determ nation by accessing and view ng the custodian's profile.
Finally, as with case 39 managenent, custodi an managenent al so i ncludes a
nunber of tasking and rkfl Qqw ., processes that are_represented by Bl ock
232. [Gbﬁfa%fwﬂéﬂ%r%&ls ?t%‘é@gkﬁ"iss“% acwﬁaa@ﬁéﬁwﬁ%we%wﬁ e Brock
240. M@ BItOdian $@kcHOhoMIOGRT BES M TBlinfRkA: AROSAR tn@{RifADRELGESSES
rel ati ngcto thlgn har(\;/es?i ng of data, 1Basnshowr%gri?icril Bl ock 542. 1Thesle processes
i ncl udé22 he acohtckectfiroeredfiardatcandtclom abtdingdy érediskf ipteeface 153 wilhgesarteds of a
particul ar custadiap, including the custodian’'s |ocal stor on .her

ber sondttengg it Ay e & BreovEboPetniin® Febio ik -SesPige b fpeinc e

cust odiagndedMBbdian ANHhANWaR tEforrRf QRRdiASs MRtifeS &hd PEGrARESF hat Al | Of
the data in the various storage areas is copied and transmtted to the

col | ectigpdian srlinked e approgasiechssedt maitedet ai | for each particul ar

col | ectj t ool ,aqr. , _ Lng the collections server , data
Fesul LI om o /BarRERGRIY BRE bSO UP S SR SRR e it dD

shor t - hesyrdesdragienghdiidrviee fddfculnt dustoldha acldbd Bethonbérsf tEOESEiS “@tnothi ch
point it is stored in the long-term storage area network 190 in association

wi th ac8ibdeh't irthigests Prirgnbapcauadicntien iohe geitedjab s ordEe in telbpiekent ed
by Bl O‘fjfre%é)f‘y 1708t @L?:‘ﬁ@rt Iéﬁ{'& 58 IR %&tﬁe%@n{glﬁtaegfrgﬁg(ﬁg?h&l?éc%iﬁﬁ's faﬁ'&mt I ons

to be applied to 1t or or It to e searc or ot herw se
usabl e an sbernbigven@xtacpsheaabise tdedf subhh sn wdrhmisrada¢ assivemagenenrustodiant he

copying.of the data to the conversion services server 170 for anal ysis and
co%er%‘@ﬁ%gdyn By D 9 SOD P Hoth 1% ROREBIN Lo daio ki seperal 0ahdt
conver b&d; bd fccksied ShHEAEGel B HAERPAMEBEM D itk %@&gtoafa%%gg%w k2t fQ to be
used in review [00146] Also falling wthin data managenent 1s the

associ an eidrer ofstgnac.ta datdraninadianas seds as i wiretipaior neuthacusedisn gfousklbe ch terns

stored in the ca rofile of the case database 124. .In this egard,
cer t a Sl ntRER B b Ea P tre B38a FhIT A Codfieny piaei e Pl

i nt ent L@BnRdtiRgbNGe caftBlibed atRsteRrbAbMet ¥RRSINPEhAdd Be saned. TRt ai n
custodian's data. Alternatively, certain search terns nay be applied to

al | datogegtioacyillperised Wt et drsmittiag eresprvaéon heticos ad sneeys. t he el ectronic
di SCOV%(YI 5 nage@g’ é% %{c:(l)gd&l,n%é; %313}%8&54?(% %g\%&eﬁglsngitigﬁ %th%cge}bﬁéitﬁg %{en‘tlr(?lﬁg the

search"' tér to associ ate ear ch W

bar coddisobvdri thaapgenapl bat e 1datas to s@bkset helc0fadibe hie Sdefhddel to Busieriohe
search terns. wll be apPI ied to that data and the results wll be
gener af&y- ahid it esedhanthesustedine weyasifiedr asshawy an 8logki424) supplemenigl dptat he

oLt RISGSIE .op SU0L % 0 PSRRIl 3020 B g, IHFT o
Block 426, and then the various collection tools are initialized by the electronic discovery
management server 110 for collection of the custodian’s data, as shown in Block 428. On the
other hand, if it is a matter, then preservation notices are required. Therefore, as shown in
Block 410, a preservation notice is sent via email to the custodian or custodian stand-in. As
shown in Block 412, the custodian may then be inactivated from the case because, for some
reason, data does not need to be collected from the custodian. In the future, when it comes
time to collect from the custodian, the custodian will be reactivated, as shown in Block 422.
[00153] After a preservation notice is sent, a determination is made by the electronic
discovery management server 110 as to whether a survey is required, as shown in Block 414.
It should be noted that in alternate embodiments the decision on whether to send a survey

may be made prior to sending the preservation notice. In such alternate embodiments, if the

survey is required, it may become a component of the preservation notice and, thus, accessed
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[00147] Wth reference to FIG 14, an exenplary process for managing a case
is provided, in accordance with one enbodi nent of the present invention.
As represented by Block 302, a case or matter is created by the i

e- dlscover and s ored.in the case database 124. Next, _custo i ans
are add&d %B“Eq‘?g’gtba@@ cugjeal %o&ﬁ SURY OB 1S EG USRS 1T 5 rapsRitied g ?%ﬁ“’l‘fé‘oe Yéthodi an
profi | epr&@brvabien binidel adi &% 'éﬁéi{fé?é Yrekéfedi&d Bp%e%?ro&ccﬂfléclo@m yiE écnalént
represented by Block 306, the e-discovery manager and se cont act
or nmanageer Hdowdstaedin the datgbase setyer ESh ks gewroinddoek thlaﬁ vlé@mede;frmtlcehe case,

ypes o0 b BRb Al g RS GuBRPL B TRE Gl b BBl Qi e ad Do

made aBlédk g0l dnbeftes figiedo &ﬂtdcﬁdiat@rthd: dslod@arCid$@eased HORPIE nhditePR MAL L Er
because preservation notices are not C1UI red, for exanple, for an audit,

then t HE §3Fbaeskowh in Blgek 418, end éheg‘ﬁiﬂwtlbt rstipmioolsedre matisleed oY thiat a
col | eCE‘ 9@01’!1 ISE(t)I?Ei mﬁﬁ%egz%xgserbér Itlla%l C('!H%gtn&} (51‘91[1& CESS?(E(H%{ %ggitgg%& %ﬁ%&/ﬂal n

case, en the crea I on preservation notices IS fequir _

Bl ock 31 Bck 4PBO0LV@B]s prhesspribs ensiatiaronpodil¢ ehe alslafisdalqwﬂedmyalzgeé(ao%éé’scd S
transmtted to, the HStOdla s added to the matter, Perhaps using email. As
shown i‘rhmg%’é’l@eﬁ"‘@meé £ ¥aRGHIdecatingt Vheetbrgnsedanmpe e ayddataas shown in

Bl ock Bhiny! RAnGEMNBRIKNGH! G RAMLE s dhhADETI P | g rem nder notices
to custodi ans. The notices may be sent over emall and may rem nd

cust odi%(ﬂédrhbout Reefreripg @sBIGS(E o % dibivoBagmus ere prestnted «fushetodns0 foo il |

t t S, Ln the event a suryey is required or
ggm re d%g%s&%?\é)?% Vﬁ%&qéﬁi&ﬁ% ui’c%r&v‘géc%?l% with ed%é“éiflgﬁms ?ﬁ&cs}]u‘l’s\‘/”éﬁl may be
saved ifvehtiéh. CRSEvdM 862 |tRe bdlicbiiéh 68%Ra ciflatohas & by s tﬁ@@p@ofaﬁ@ksoc k 322,

it is possible to enable t he survey to be attached to 'and ansmtted mnth
t he pré&satified i Driamdoqkcrls, Slgll)ﬁqsdig‘}w{?\lémdﬂ thas is¢ndigete droBi mmc&me fybtem

c-di sc ase, cust odi an o, t he,case,

Gt enC BRI AL T (b P8R el B bl ET e s TR Bhented th RS o i
326, t beaitfidiscionefiod dRIPGREesOr Ad@reebagt nedCadi s GOVAIMEBNENSERAL Server
122 accesses the custodian profile, determ nes the data types and | ocation

to be E9PpEmeats of dhfgnvemion; iy ysiodien@relipios asneoden rdeasediprcobediond go
col | echucilni%% gl?‘El%gi %cﬁ%sstiia? g@ﬁlgﬁ ?9{%1}9@ hc%ﬁJh e&f’s ﬁ}aﬂqgwer H%IOELHE%;I tgr code

has been assigned to each darase ase ( R and
st or ageletiomat dzooverpmandycatent termrl(glmaﬂ@duncﬁﬁ:dlsd’mvml bét thd Rk fidaBthet he
search terms ﬁ}?VI ousd%é stored in the case profile my be assigned to the

dat asefMEREEHBA P& (Pt by iz erthordive st doHECoRdOdd AP OHupBRgRD These
sear Ched iR ABnd R P E1RHP | Ih ‘%Qm% @mtbggm%‘isaﬁi%tacﬁog emhif Eoli @il {1 %ﬁ%‘?gs to be

present ed to reviewers anal YSI S.
configured to access the partlcuiar Microsoft Exchange server within the enterprise email

server 160 on which the custodian’s account resides (which is known based on the
information included in the Unified Directory 122), copy all email located there, including
emails deleted up to a designated prior period, for example, seven days prior to the collection,
and transmit the copied emails to the collections server (130). The email collection tool is
also capable of implementing bulk requests and for collecting email on a scheduled basis,
such as daily. The email collection tool is additionally capable of being implementing
enterprise-wide and requires no server identifiers or the like to collect the active email. In
this regard, the email collection tool (136) serves to reduce security risk.

(00155} At Event 510, a barcoding tool is implemented at a staging location, such as
short-term staging drive (180) to attach a barcode to the set of email resulting from the

particular collection. The barcoded data is then copied and communicated to the long-term
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[00150] Wth reference to FIG 15, an exenplary process for managi ng a
custodian is provided, in accordance with one enbodi nent of the present
invention. First, as represented by Bl ock 402 a custodian is added to a
matter or case. %hlgo ard t he custng fl|? in the Unified

Di r ect B‘i”yafvfz’éeﬁ‘?t‘l‘“?’ don G i en Siiiee. dasGeBRorRpE &7l sstigrs §8ver (R @r der to
locate trahsﬂﬁat@ﬂ\%%@Qb@é‘uﬁorﬂ{aﬁlﬁh k@tile%l&%ﬁi‘a%éﬂvé‘?%ﬁﬁ RN 6B 185 8! oyed,
as shown in Bl ock herefore, the c-discovery rranager may enter any

i dent i ipretinithé @ar‘imﬂqfi @@TV%YH(I)Z@) tdﬁ@xﬁmp]@usﬂbdD@WGIMQphﬂﬂe int thie §nf el

cust odi s.n se tificat emal .| .addr etc The
custodlﬁélﬁabég’ 622} #%bb%ﬁ“é’“&?“? %fﬁ(g’ qﬂ%n‘?ur‘?ﬁ O?WBP%P?Iaﬁcoéﬁ’&tl%arch t he

Uni fi edhBlef@6}@E YarcddlednQe @edBl ¢Bferdnte BIS Ritck AR (9 Nt ARG thd i dg?xli)'bﬁ{h@ed t he
user interface 118 will present all matches and allow the c-di scovery

nmanage faigo Adkessedathiasdeen eprieke the bingHegn @f@rﬁﬂétaéframeﬁ@lﬁﬁl{é%)b feended _
cust odigffecribfls LN G q%smﬁqgglgg%eﬁfahﬁmg%ﬂhedmdnm b QS LbLed 20 heTgflgf e

r epr esdatzed tHeystainckri 0B 801 hd, éltlecﬁihersﬁﬁﬂgcq d!eaﬁcarqwgermnagﬁmtn ﬁler ver 110
may determ ne whet her the particul ar custodi an added i s a nenber of the

ent er priagRe driys (KD Antych] pasgoding is perfpamedoyrbent theeged torgyecyte the i ndi cati on
in thepgusiiadiai) of aR'eREdn eké}v&h@duﬂ dulBdo h@naﬁ?ﬁtgﬁ}fm%stn@@éedtlpﬂle

parti cul ar custodi an shoulFd not contacted regarding collections, and an
al t er naticode pmnesacﬁn sttmuladcdamthsaﬂbpdmwﬂts @Shapreadmiimicatiogtong ®aasde siagnt  of

t he cu%todlan lative there may be a separate do-not-call 1|ist

st or ed ﬁs?éﬁjéidcﬁ’ﬁ’t%llﬁ Aty BF Wﬁ@a’f‘ BET EVEDSY- "b@“sﬁc’@@é@eﬂ'cénd searched to
det er @tﬁS‘G’f'et her @ eRod1 2t iR cﬁﬂ&ﬁ&fiéﬁﬁ‘il @ﬁ@%@ary%eodgséclﬂﬁéd Withh-spedific &1 ther
|nstance determnation is made as to whether or not the CBStOdI an shoul d
be di ﬁ@é@h igripsatactied Wiandhe seardietenneme applécde adisoud afiths fiesladdnot  be

di rectl act ont mat,i.on f.or the ian'.s assi stant
Cor ot fe SERR G R e M s sk RR LR e bretafBh W Figd 3340

Iat er &Ro sfor@niamhé Hatﬁigas@léﬁfva’f(\la@)l OThORIVISRS ndhrewaY 8y irdidadlBd 82ihiNext, in
accordance with Block 408, a determnation is nade by the electronic

di scovéiel %W&W%@M‘@@e@@@ sgever bl Mwivdtitliemay Hengugeddicseitizaiopdet added
to a n@{hteEFO mcﬁn&s \9@1?1'3 thc% dealdy tbx?n glaflgtsa?%rig)mﬁgkéi ?egéjfgts (?' an is verified, as

1S
shown i n ‘enent a "e “cust odi an

profi | 0157t he Umtﬂveﬁi 51:«4; eetcolyctd@ahdisarcRigd iatiph, enda] GhOWobled tBhock 426,
and then the vario ollection tools are initialized by the electronic
di scov8F3Fesy & ﬁ%u gugatanphyyiss §sheyld|begptegihaithg %vr@@ewa ahlss data, as

shown ,pyiBleQei 2810 Igé}fc;rﬂlecon%@ aﬂ@f&g dcc; g?t'“}” 45th@ dIRLELT At ]%Yrkglgﬁl S e

preservation notices are reqU|re here as shown i'n
pr eser vetivieamalotatoeet isslogdadtinteithe ermiyshs too! 41hip acEedno di nhodate vstiveippaed
stand-in

to the'?gquestor/rewcwex for analysis.

[00158] Data Block 520 signifies other non-exchange server based email, such as
ematil accessed through a client-server, collaborative application, such as Lotus Notes® or the
like. At Event 522, NSF files or any other file types associated with non-exchange server
based email is manually harvested from an enterprise-grade email server having collaborative
capabilities, such as a Lotus Domino server or the like.

[00159] At Event 522, a barcoding tool is implemented at a staging location, such as
short-term staging drive (180) to attach a barcode to the set of non-exchange server email
resulting from the particular collection. The barcoded data is then copied and communicated
to the long-term storage area network (190) for permanent storage. Furthermore, the

collections server (130) transmits the barcode information to the electronic discovery
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shown in Block 412, the custodian may then be inactivated fromthe case
because, for sone reason, data does not need to be collected fromthe
custodian. In the future, when it cones tine to collect fromthe

custodi an, the custo & &a ; activated, as _shown in Bl ock 422.

[ 00153]eEERCH SV el tﬂvlvtlﬁr?t% e idéta%*ﬁtscrvar el itn sxampdn 1 Senmde by t he
electrq I

equi 1 oy o e (AR DALAEI Y2, hiafiSn LOUMARK IS Bl ol
enbodi mlmocsmui@ wdcetgino T horefoeetih darcbde szenhzi: wsed tiovelererrayt bteraide tpri or to

sendi n e. r ser vat i. ti su | t er nat odiments, if the

sur vey%f’é’“?%(%ﬁ G @ of Bﬁé{}?zbe“gﬁ%h d?:%ﬁﬁ%ﬁeé’ﬁtco@f“d?‘I’t@n‘g?‘&@r“\?é’f‘?‘@ﬁfi H6%ice
and, th@ﬁmrﬁ@mStﬁélcotﬂe%t@hsm&wt@ram%b Mphies ttttehagmg@mt@mdtd i Rrfseney i
required, it is transmtted in conj UI’ICFI on with a preservation notice, and

the ansisess taitke ereging deiadn bye &ttt@nteﬂ@‘eﬁt 18A) enddifshobeshingniaidegodnpurgser ver
110 an@hé@a%ﬁﬁntﬂc&t@ mg%rhqggﬁﬁ) server 120, as shown in Block 416. Rem nder
notices B vat| Aoti ces and surveys nay al so be transmtted

t o t he [¢s0pdi an At&&eﬁmﬂ’ltiteﬂ:olle:t@d:Kmﬁ-aﬂzhah@(icrv@@ﬁﬁtlldatd Bayj békssb@aeal | ect
data, the custodl an is released fromthe matter to the case, as shown in
Bl ock 218! a gsaificrsgargh forpp st erdterSec\t/b@hﬂte@@argh toras ER apPEEd, 2By of He

el ectr QLG £ e

cust odi anb délq tglg}{&ggns 0 ob 42%%1(%’1;181 ﬁgi %trf)zsijc?p%&ttﬁe c%lgt odi an's

prof i | eeview¢rhad dhiofstardd i tthedatmbz}sc]s&%ei g2agcahsedicwer 1ﬁ)&}d|ﬁbvi‘de adet erm ne the

vari ouswj.ocatl ﬂg anre t he cgstodl an ma have stored a. F| nally, as
shown MIEI98I0T 4510 PRElecHtiG isﬁﬂv‘§yH§’P5 qnacnd §eriveich é)dw GiEAIeRERFER i ng t 0

FIGS. Bcrbfindtiof hﬁt’\btﬂh@&kﬁﬂﬁn@ﬁﬁaﬁﬁ %ﬁ%@&%ﬁ @ Rt Hﬁta?@ﬁim%é(lf{o bé"ar VeSt
data fromvarious data sources, In accordance wth enbodi nen
pr esentrespppsient i on. At Event 502 the collection of data ensues and, at

Event hety t entifie ta Bl ock. 0 s' nifies active
et B 1° A Ghe R By LSl e PR SR PR B R Lo Ly
the auteeaﬁhg@ls@céﬂua@edeaﬁalt thaOb Pt bARyHOOks derypidd &Rt 8 Rionabbiest  enail
fromidentified emai| address. As previously noted, and in accordance with
pr es entccosfinsd iwidrabagimeniaof the ereseeiinvintion. clhstaogiyatiop pHNSFdiles arcurs
ggz;gglta?‘glﬁ u?%]rqg\?e?gné %erg%lté gl%%ﬂ?enl)isel llas tk g%ssw%{ch eﬁefﬁqraogpgcir??tboﬁ ﬂle emai |

di scoveemypﬁna@ehﬁmms@r aafry;ﬁtﬂohm)f tlil?ﬁM SB netiprkiata Witk Itlmtnotth@:ig‘udf gse from
the enterprise ennil server C? by _initializing the active emnail

col | ectJF‘Ht?“P‘ddﬂm( 18eyeqr wﬁﬂfﬁgoloﬁfl sdb) filst thabgydstgsywheren ) entarprisco e
embodi gﬁgérﬁ g crgfngs §§ﬁth gfrﬂfe IPC@%{ %ﬁgoc&t]esttf?@batgt}a%g )mﬂhsthe ﬁ&?/feh([q gét%ldai

access e particu croso ange server wWthin I'se email
ser ver sli§@qumtlwhliectyptshike datst odi an' s account resides (which is knovvn based
on the R : . .

[00162] At Event 530, the non-exchange server email data set is loaded into the

analysis tool and, at Event 532, the data set is exported to the requestor/reviewer for analysis.
100163} Data Block 534 signifies journaled data, such as electronic commerce data
stored on a repository for the purpose of regulation, compliance to regulating bodies, such as
the Securities and Exchange Commission (SEC) or the like. At Event 536, criteria is
extracted from input system and manually entered in a designated third party system for data
retrieval.

[00164] At Event 538, the barcoding too] is implemented at a staging location, such as
short-term staging drive (180) to attach a barcode to the set of journaled data resulting from

the particular collection. The barcoded data is then copied and communicated to the long-
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information included in the Unified Directory 122), copy all email |ocated
there, including emails deleted up to a designated prior period, for
exanpl e, seven days prior to the collection, and transmt the copied
emails to the collectio rver 130 The emai|l collection tool is also
capab! 4151 TaF BiFaACYIGH BLILR Y QUBSHEt ALheF o BSPYCUD: G CEReET B
SChedUlb@ﬂ:oQ@cﬁjo%maléi%lﬂa ﬁﬁ){ HabdKciabhSyiB R éj |s'e§1%h'té}ﬂi 4Pl sk addi tionally
capabl e of being inplenmenting enterprise-wde and requires no server

i denti @S] or t He HvickeS42msouuicHegrotehengactiimpéensemidd to thure that snyrlegar d, t he

emai | | | ection.taqol 1 ser reduc ecurity ri sk 00155] At

Event g@§5”§P%§FﬂB§? €B¥aﬂ§m¥W§F%ﬁ@HP@d EVE 5 TERUH HGOCIERiIO9R, such as
shor t - teaibayBhag bﬂﬂhe(ilxﬁ\ie‘yﬁﬁoﬁ 1889 116 At er@iNindd RareRISdnlineg ré@&an?fstc@éﬁiin
resulting fromthe parti cul ar col l ection. The barcoded data is then copi ed

and cormiRie detedormentt tweh ppa ST dilapnthediker alfe metadatmeasspoipted (Wigothe fion-

bar coas raPiPRERFes U RRLARY Emp bR B EbUERGo Rl P hsrber (120) 1o

be st @r(&ﬂsshxlq, ﬁh&:od@éx&b%ﬂ:a?@EV&IUH(:&EQ)EML@(BM@WB@; MIG fdeateBiRgdi an' s
profile in the Unified Database (122), in relation to the stored

i nfor rré‘tliigf? BSout t he particul ar collection. Therefore, the barcode can be
used f r()gleren(:%t%tve@t flé@tﬁl agﬁ%ﬁcﬁﬁatﬁ%ﬁg Eﬂaﬁ@d (?th%ra'ngf s%olta § atdata

Af ter ta has been copie erm st orage network (190),
t he c<’n‘:lvlemc&4i6oﬂ$ jewnyled dgth36)is eoppaxies tltmeqxltmamﬁge\mér fbhenaﬂy':sﬁsa i n permanent
storag | nal 180), and, if the

| h th i ng.d
hashi n$0(§1327 dont. .rfﬁ'éf mnmgﬂé %B ﬁ%&tﬁgl 1 “‘Lafaa%?‘ﬁg? laral Versendoy . As
such, fa;a)rngﬁ,@erregcb %uaﬁﬁsf&ﬁéfsﬂséw i, Athﬁvéﬁ%@b bR REXAGKIEdR8001R3E n)qg' g

tool on an exchange server and, as Such no hurman intervention is reeded

the bappltenpdde eslécct fata divcod gigredilGsrhyetrbiod |an’Bm;Ishm1f of He dereswritard

i nventi,an ned per dat type and
bor © ov e RSB ELGR diptaF DitrGuRE e B et 5ol Bk Beol T ect od
emai | d%@ep‘l’@}’edlﬁuﬁ%%@ﬁhﬂg ¢ ned Foraing ReGIEI @tryﬂ?ﬁh@@ dﬁ&B%x%%dn@Ler&ﬁt s. \Wen
the search terns are applied, a listing of the | es and docunents

i ncl ud|ﬂPfgmt€hoB7e0fh@rW<@tlh@1tS §§@ﬁ¢lwq1éﬁlmfh¢ tochlj opllegticarteolnii 82)emexebe t o t he
revi ew%{ng &‘? fec?&a% frg%ipct&,h& Sg(?h base server (120). The revi ewer may
n-in

provi de Ion o “el ectronic di scovery managenent

server [A0®3] whi chatBaynt St theesecodigebelrigimplelneitel Ak sta@ind@bcatos e LS
within the search termhit list are nore I1kely to be responsive. [00157]

At EvedBOE1AM fapdng¢ivedd EMoactha Prisersiodbe b o laval FC dateaesudingoisord to a
pr Ocesﬁeﬂ%rﬁédl%’ & iIQ&}(ﬁu bﬁl%%‘d%ﬁctﬁ@a@cg c}én céﬁw(f?ﬁjuéo%lgﬁmgﬂgt? g &0 dw]gt he

nat ure of enal obvi ates the nee orm conver si on an
decr yptérorstangs hlea datt\hank €190) Air peweatenbdt6yagt hAt Event 554, the collected and
barcoded local PC data may be associated with a specific search term set or sets.
[00169] At Event 556 source-to-processing is implemented to insure that any loose
files are properly formatted in a standardized format. In this regard, according to one
embodiment of the invention, loose files are examined for relevancy and, if relevant, stored in
a proper data format, such as a PST file or the like. The metadata associated with the non-
standardized files is retained and remains with the reformatted data files. Source-to-
processing file conversions may be required on EML formatted files, MSG formatted files,
IPD formatted files and the like.
[00170] At Event 558, the local PC files that may be encrypted are decrypted using a

decryption tool, in accordance with embodiments of the present invention.  The decryption

tool allows for decryption of the PC files data without the knowledge of the user/encrypter.
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active email data set is |oaded into the analysis tool and, at Event 518,
the data set is exported to the requestor/reviewer for analysis. [00158]
Dat a Bl ock 520 signifies other non-exchange server based email, such as
emai | cessed.through g client-server, collgborative application, such as
Lotus M6t g%ﬁlmw@%f%a%@ R b as s e Plﬁee%/?t&w gigiedther file
types agepakatadd I fRs NORCEXGNROGRASRE Weih thOaSBAn&TBict ahSsuRRAHRR Y
harvested froman enterprise-grade email server having col |l aborative
capabi Hparypis thesdigh as a Lotus Domino server or the like. [00159] At Event

522, a,harcodi ng | s hnmplene t a staging location, suc S
short-ggﬁﬁ?gtaginéPEVPv§6Pg§6$x?g£§g?§%ﬁpﬁﬁ%%§gHgE#FH"Fh@még?‘%@iﬁ
non- ex ERang®2 SBE Y&zl BORata sef € eMpdidido fiiORghdreoRavibivetiodtng@lid ection. The
bar coded data is then cog;ed and communi cated to the |ong-term storage

area n&QIdek (190ptxBpcleriragufies datofragenctywork sierpap sech asHeshareg| dretorons
server r ] , i I [ el oni ¢ di scovery
2 nanbibished APETLGHh e R E04E LGN, hiReBeSEI e (120) T or
exanpl eutohmtitdiy cotlastdadi anh shaeotitives dnd/drioriéfiphte d atdahawent122), in
relation tg t he sﬁored i.nformation abqut . the @grticular col |l ection.

Ther ef 6P80di5at e Jhenieh relilgsetyer shllcciprioshtld 4hmay be atodeplayl hus.

det er m : Eb f _ale acopied to the
ong. + Sp EaliERHE b Shy fudIRY PO EE AR EF hAnIRT PRRINEOP! B 05

conpar €¥17/Ak has Wit iiyewtfS68héhe datcading tparisamgnmentsd ot agfeging lddagomrsugh mal dat a

in the staging drive. (1 and, .if the hashing i.s identical, purges the
dat a1 P18 e T e DO AR 2 byraotea T eate e s odouoregh b et Bited
non- exghaye pRRIcURF cOllRtibn deh@bABYIR18SiS AtdndoBRd M LhmhuSRa&fth grsear ch
termset or sets. Wien the search terns are applied, a listing of the

files &nmg-tgoeavmpesrdanshudki§oDHospertianen starags. ' Atdaant fi7Q, draxoilictted ped ") ar e

d to th ' d.al in the dat 120) .
e ouraais debfors S gET M) AE QRN B ¢ Rpe o NP TERERTPEATE o acovery

managep®nty4per vent Elent 3misehirciay-ptdiessinmik emplentiptearonatd @ar dabowt her
docunents wthin the search termhit |ist are nore |likely to be

r espondiesare propaby formatted it stapigrdizadefongnt. £ in|this regardpgcaiiigrioppt e types
associ M - -hange. ver - iyl t | edis
Saos T SYEDRIAR: SECRL HATEA ST MLy B SLSCYRLRS, |
pr esent prapeedith dormatpacle ncd YPTifdnondhe NBE. fliHeasctabtuisociated Wi thsasn evel
and, theref %gigggy t he user has. the ass$prd necessary for decryption. The

decr ypERBHAr Reval SOl Mot (B ralornaesE dniar s yPeUEEier wit hout the
know edgeQind f18 conversions may be required on EML formatted files, MSG formatted files,
IPD formatted files and the like.
[00175] At Event 574, the network storage files that may be encrypted are decrypted
using a decryption tool, in accordance with embodiments of the present invention. The
decryption tool allows for decryption of the network storage data without the knowledge of
the user/encrypter. The decryption tool finds 1D files that exist anywhere in the enterprise
system, creates a database of the ID files, associates the database with the user/encrypter and
subsequently decrypts the data.
[00176] At Event 576, the network storage data set is loaded into the analysis tool
and, at Event 578, the network storage data set is exported to the requestor/reviewer for
analysis.
[00177] Data block 580 signifies electronic data for forensics. At Event 582, a forensic

collector tool, such as EnCase® may be executed on the devices of interest to collect data.
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user/encrypter. The decryption tool finds IDfiles that exist anywhere in
the enterprise system creates a database of the ID files, associates the
dat abase with the user/encrypter and subsequently decrypts the data.
[00162], At [Event 530 Ejhe Qo‘-exchagge erver . enmni | datz se%b is | oaded into
the anstySiie POSF CHRImEt &Y WA imea80m (R foggisie lectos gk By Ped to the

I equesefohiBehBnebidyel oAl ¥Sk& of ibRIOIth&Rtie: BleakiR3f vsd aidd 88r.

journal ed data, such as electronic commerce data stored on a repository

for thénperopbsiee pithragilicaembrdimentgiitheamyention, p egubatet woichodbelspasbeh as

the Secur.i.ti J . SSI Q. or.the like. At Event 536,
criter ?%{Etlcyeﬁgeg ??%csﬁé\gnﬁk? ggcicg%é:tzﬁ/ag{]g%ﬁgn%twmgﬁF&‘/‘ngﬁlteé&e%fﬁlﬁﬁonaor
desi gnatigchctibn blcqapityrs Sy glearti @k bdeddaon ITELAP evBbsse RAEA] ok tRvent 538,

the barcoding tool is inplenmented at a staging | ocation, such as
short - "8t agi ng drive (180) to attach a barcode to the set of journal ed

data r l&ui ng fr : pal.ti GOl I : data is.then
copi ed?g(ﬁgtg%onnur‘? ﬁE:E gtcg[ﬁ46%e#59#gﬁ{&-t8@§ : tﬁgélr% E thgtaagaepgé@gqﬁ%%lgﬁr%dk %30) for
per manehert-sor sageng &b veEd 80) tosd@ch 4 harcadd foeb¢ sd oéfidendhadnoewditingdronatied dat a

may be associ ated w t specifjc search termset or sets. [00165] At Event
54% soﬁf”z‘é‘fEl '69%‘?%88%5??\%"?r50‘f%a%ﬁle@dx’ﬂ? iaﬁgﬁ?"é‘mp“l’i‘éﬁawgﬁ? tll‘"o‘%%‘"“’rf“! les are
proper |st\br5cﬁéraﬁ@atﬁ&\doﬂkr(1 805t APSRHAL AR AR, MR EvdD 5§ IS QALY @1@8?1‘3{)&%@9 to

one enbodi nent of the invention, |oose files are exam ned for evancy
and, i foreadiedainmaydrecsediated with psppefic stardh tbon settor setach as a PST file or

the |i e et t sociated with the non- standardized files is
r et ai nt@ lgég ren&ﬁ&%e%fgﬁ PRECHRPEPIrat el Iﬁlgfeénefl’l%qd:tg .111%6%%3%@“(3/0190% ocessi ng
file coinsenspops eymated BOMithaRrdRedEMmAOr FBhiadgdi RSord¥eGofonk mat t ed

files and the Iike. [00166] At Event 544, the ]j ournal ed data set is |oaded
i nto t g@badimepspEthe doicntipn logse filg@aspex@uiged fayaciepincyahdd! daeans etor¢dsin
export e I i r_far.,analysis. 00167] Referring to FIG
o datdnifts RS SRR LRSEIEL: b e AT S SRR Ao T
such astaedirdizpd fike 1PEt(A0nd rénainy @nth thdfotnhetel deal filen! Keadckam t ool (132)
is inplenmented tp collect data from designated PCs by taking a "snapshot”
of t he PHREGTSHE %‘ahgﬁ* EEauted 9B EVNe Egpgiteg fites, @fé’ﬁ*ﬁé@?‘#%lﬁ%s IBP formatiedvent i on,
the | ogals 68lhEQtd on tool may be autodeployed thus, obviating the need for
any manual entry by the e-discovery manager or the like. In other

enbodi MEHBE] of t e Hvantet0i die, fotehac fidesahatandy ectricoyptédat ded3Rked neyighe

enpl Oy%gcrgz;())tio(ilotlolof% acdcg%ﬁmger \(311‘[ gr%a)\(l)\gi';rifen%t (?fr tﬁg Sfesent invention. The decryption
tool allows for decryption of the network storage data without the knowledge of the
user/encrypter. The decryption tool finds ID files that exist anywhere in the enterprise
system, creates a database of the ID files, associates the database with the user/encrypter and
subsequently decrypts the data.
[00181] At Event 592, the forensic data set is loaded into the analysis tool and, at
Event 594, the network storage data set is exported to the requestor/reviewer for analysis.
[00182] Data block 596 signifies collaborative data, such as data residing at discovery
sites, for example Livelink® or the like. At Event 598, a discovery site collector tool, such
as a LiveLink® collector tool may be executed on the devices of interest to collect data.
According to one embodiment of the invention, the discovery site collector preserves at least
a portion of the discovery site database in the e-discovery database, including all files and all
revisions of the files. In this regard, the discovery site collector tool queries against the

database to define what files need to be retrieved, then copies those files based on the result
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[00168] At Event 552, the barcoding tool is inplenented at a staging

| ocati on, such as short-termstaging drive (180) to attach a barcode to
the set of local PC data resulting from the particular collection. The
bar codeg data is then copied and comruni cated to the | ong- term storage
area net WeMRe1YFfadnigpepaierete Sicraighinediin Bigtiee Bonazqiest esf9ct ed and

bar cod Iéso?-féccﬁﬁaﬂéé RitlBYoE ASRRGhALEHT ﬁabeaﬁm%pﬁx%'dﬁ%ci%vcﬁﬁ%{et&? BoriRfdp set or

sets. [00169] At Event 556 source-to-processing i s inplene to I nsure
t hat atop! tdbst thé ddesnatseandribpetdtgd fmotadattaed uses the sictadd@ndiutechaficallyvat . I n
this regard, according to one enbodinent of the invention, |loose files are
exanlnggm?%thgeevancy and, if relevant, stored in a proper data format,

such ag@sPST fi lag EQEntidne, e brcodd ne té@t@ﬂﬁﬁléné&é@ﬁi @itﬁgng«a&ﬁuémuaf)&
standardl zed files is retained and remains wth reformatted data fil es.

Sour ceshat-tepnetagsg drgyef(il S@ te @ﬁwlmmqsiertayiido@t ﬁ‘é@gmqvew oig M refwWringt t ed
fil 0170] At
Fvent | 558 e RRTRUREFo e o] Tad et Riatast hshsr e 8¢ b bl faced¥ie g o

decr yptonghetn®orage AreAGROUESHRNCE)MbE er@rh@disiRaies AfEveRes(, asamllcitey gt | on.
The decryption tool allows for decryc?_tlon of the PC files data without the
know eBieodH disreveryeite da@mypt ey assouged wihdeprgipe pevich GON SEi HAS!SI D fi l es

that e_assoﬁ‘“y""h%r vlalrﬂ C?‘O SJ&E?%B c%%ﬁgg\’étu%giexn%ﬁ%t Pnsfre g%t 45&e0f the 1D

files, i ates Baseé user/encr er an sequent |y
decr yptitestahepdpérdy fo[rﬁ@tl@cﬂ.lll aAftariduetitedFofnatt hie tln@@@gardD@cdﬁtiﬁlgsebnt s | oaded
into the anal yS|{s tool and, at _ Event 562, the |ocal ]gata set is .
expor t BAPPYMEHECHBY ST MY fesvr Slsrars Brommpdd .@wewmép VA Pord 1864

signi f b‘??oggghﬁa fes Y, @%M Kp§t ?i'i@&ethe fKeh 183 lﬁete?cﬂ@:g %gocqﬁt'eé( @v1ﬁ’irthe h@{resloace

At Even he fi'le server collection tool | enent e
aut onastaoddrdiyed Hlek ectetagatiant] wammhanfédhdrafmttaddﬁteﬁilm nﬁ@pacm Accor di ng

rmy D PHEOUETE) RS oSl RgshBhdaC BRI Hendfh ety Toy t no

e-di scouRnydmnager or the |like. [00173] At Event 568, the barcoding tool
is inplenmented at a staging |ocation, such as short-termstaging drive
(180) {@18F} ach aAtawenbold, thy dlmvseftsﬁ@fdata@temﬁkad@d@lﬂa@@ aalwisrtesldndi ng

fromth heul a ecti The barc opi d .and
communtoaralopS st RshG et ol BreaBr P L3 BB e 1eEF B3P ittanent

st or aggi018b) Eventrla’és?@resbxliteeamldhﬁ@it@ﬂelemcthsduac,le@@dﬁﬁddﬁ@t V&ﬁ?:‘év&h@lE@GE data may
be associated with a specific search termset or sets. 00174] At Event

572 soblegiEtipdisposes sEngodigepigicesia Atselgsedopiorisla fer anpaterange-wilsse
discovery system that provides for data to be identified, located, retrieved, preserved,
searched, reviewed and produced in an efficient and cost-effective manner across the entire
enterprise system. In addition, by structuring management of e-discovery based on
case/matter, custodian and data and providing for linkage between the same, further
efficiencies are realized in terms of identifying, locating and retrieving data and leveraging
results of previous e-discoveries with current requests.

[00187] While certain exemplary embodiments have been described and shown in the
accompanying drawings, it is to be understood that such embodiments are merely illustrative
of and not restrictive on the broad invention, and that this invention not be limited to the
specific constructions and arrangements shown and described, since various other changes,
combinations, omissions, modifications and substitutions, in addition to those set forth in the

above paragraphs, are possible.
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files are properly formatted in a standardized format. In this regard,

according to one enbodi nent of the invention, |oose files are exam ned for
rel evancy and, if relevant, stored in a proper data format, such as a PST
file or the like. The netadata associated with the non- standardized files
i s ret&Néd) and rlénia valled ipahe HemaypppIeiptcdBatdatiaus adapgtiospiidce- t o-

pr ocessi g il e ] \ : i.r.eq : AfLOf . | MG

For mat T 7t el SRS SRR, FE AR AR L, ool PTRL Wb B8, 570

t he netlworckpsirar pgét dfithemveiltan. ridyrdierceindy yhcandasmod elent ypitlad thasiopg a
decrypti.gn tool, .ipn.accordance with enbodi nents of the present invention.
The d@éﬁwﬁﬂpweécs&lméﬁﬁ%mww R by practerdthe fRanysReEe %ﬁ%@&e&at a

W t houfefche know edge of the user/encrypter. The decryption tool finds ID
files that exist anywhere in the enterprise system creates a database of
the ID files, associates the database wth the user/encrypter and
subsequently decrypts the data. [00176] At Event 576, the network storage
data set is |oaded into the analysis tool and, at Event 578, the network
storage data set is exported to the requestor/reviewer for analysis.
[00177] Data block 580 signifies electronic data for forensics. At Event
582, a forensic collector tool, such as EnCase RO may be executed on the
devices of interest to collect data. 47 According to one enbodi ment of the
invention, the forensic collector tool may be autonmatically depl oyed on
the device of interest without the know edge of the device user. In
accordance wi th anot her enbodi nent of the invention, a conputer watcher

tool may be inplenented (not shown in FIG 16) that watches the network to
determ ne the addition or subtraction of conmputers to the network based on
ID s/1 P addresses returned fromthe network. [00178] At Event 584, the
barcoding tool is inplenented at a staging |ocation, such as short-term
staging drive (180) to attach a barcode to the set of forensic data
resulting fromthe particular collection. The barcoded data is then copied
and comuni cated to the long-term storage area network (190) for pernmanent
storage. At Event 586, the collected and barcoded forensic data may be
associated with a specific search tern set or sets. [00179] At Event 588
source-to-processing is inplenmented to insure that any |loose files are
properly formatted in a standardized format. In this regard, according to
one enbodi nent of the invention, |oose files are exam ned for rel evancy
and, if relevant, stored in
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a proper data format, such as a PST file or the |like. The netadata
associated wth the non- standardized files is retained and remains with
the reformatted data files. Source-to- processing nay be required on EM.
formatted files, MSG formatted files, PD formatted files and the like.

[ 00180] At Event 590, the foren5|c(ﬂwﬁgg that may be encrypted are
decrypted using a decryption tool, in accordance with enbodi nents of the
present invention. The decryption tool allows for decryption of the
networ k st orlage damathadtfioglecttdnes ¢omombedgendile chieversisieny @netgrptiss-widEhe

decrypt fi.nds | Xxi st. anywhere in the enterprise
systen1k%ﬁ@@fggw(hﬁgygyﬁggmgf%Fﬁﬁﬁ?;%wmggmu%ssociates t he database with
the user/encrypt eaptafifl eRUBGRHUAREINuAREEMBTSIE PenfahRatidPELS Honf Event
592, the forensic data set is |oaded into the analysis tool and, at Event
594, t MRy WS crstedignsyscdion adatarequssiaxported to the requestor/revi ewer for

anal ysi s. -[0018%ﬁ“E% ﬁ‘péﬂ%k“fgghé#%ﬁméigﬁgfe %gggratlve data, such as

data residing at bvery velink a or the like. At
Event 598, a di secopgny tigidetoald et ©ra dopotrsios4efver;as a Li veLink R col | ector
tool may be execuéed on the deV|ces of interest to collect data. Accor di ng
to one embodi mentdHITYIRG FGRTIcAbY, ﬂ?Hﬁmd?%@éﬁg*VO@FP@méﬁmﬂééﬂ%ﬁhﬁreserves

at least a portigh, 1§,?§ O%a%gﬁ}éfa?if St &%r&d@fttﬂp@l%a];& %é&ﬁrﬁggﬁﬁ(ﬁﬁﬁf&%ys

dat abase, i ncluding a es an revisions o
regardtoBMHﬁdwsnmméKWeﬁkMthmbdemkhmnﬁanhnqﬁéM¢e@eagﬂlnst the database to
defi ne what fil es need E?be retrgeved t hen CoPles hose flles based on

the result 48 of SINEESqHdRGMERONAAT HeTEmGIaiR My ddng the cppyssedioge Pt ai ned i n

t he casgrFeRsESNERbmaNSIedn gkl es. I n accordance with anot her enbodi nent
of the invention, the discovery site collector tool collects the docunents

and the rel ated netadata and uses the netadata to autonatically renanme the
files. [00183] At.Eve t i.N e staglng
| ocation, s %c h atsThe Y gl?(f fecgﬂmsf Va]eﬁ‘a” 8?‘? “(glgbl)m’}aﬂnglyt SE%OIamBEFrocfa

the setelefrol S6OMBIMYcalbh Glelad 8 prRRtdhing filé FRMat ﬁ@th@ﬁé&h&#ﬂe@l’:{)lﬁ%ﬁhﬁ;ﬂ ' On
The barcoded data is then copied and conmunicated to the |ong-teen storage

ar ea néPHOF woraghe elsetrgrie pernewnication fitge to apredotenningd file folvsatcappettded and
bar cod C|ated with a specific search term
set or%ggsg§&8¥%%¥%§*$ﬁfgéggﬁgaéaggsour ‘e-to-processing is inplenmented to

insure that any |loose files are properly formatted in a standardi zed

format. In thls ripard accordlng to one enbodi nent. of the invention,
| oose fil es’are exAmsiae Hailaipel. vheral camgrting aplematignly, oae o mare of the

electronic communication files further comprises converting one or more electronic

communication files to Personal Storage Table (.PST) format.

4, The method of claim 3, wherein converting, automatically, one or more
electronic communication files to .PST format further comprises converting one or more
electronic communication files to .PST format based on identifying the file type as one other

than .PST format,

5. The method of claim 1, wherein identifying, automatically, file type further
comprises identifying a mobile communication back-up file type as one of the electronic

communication file types.
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a proper data format, such as a PST file or the |like. The netadata
associated wth the non- standardized files is retained and remains with
the reformatted data files. Source-to- processing nay be required on EM.
formatted files, MSG formatted files, |IPD formatted files and the |ike.
[00185] At Bvent é’@@*e“mf’e@fcﬁlf%’o%éﬁ‘l&?f‘éi‘ fdengbiting, somadicplba dawrhilét o t he

anal ysi S > orted
o the P EnRRlcaBf bacle R Rifer S es RN TN o Biac ST B BREDT DT
here|nodn3m¢dsadnp¢omnmanﬁwmm1hmsovenents in electronic discovery.

Enbodi ments herein disclosed provide for an enterprise-w de e- discovery
systemthat provides for data to be identified, |located, retrieved,
preserved, 75ear oiegefQVHLIRE ATGHIREQAMGRSinb RxRRBbihdL RNk a&%omc

cost - effectlve manner across the entire entérprise system In addition, by
st ruct @omngmmhagmmebﬁm@ -difctrenaoynnasedioodilescdesifrdtas ergbileust odi an and
dat a andn rOV|E|ng gqua e between the sanme, further efficiencies are
realizgalTHmﬁﬁ R S%KWH ¥S ing, locating and retrieving data and

| everaging results of previous e-discoveries with current requests.

[00187] While certain exeqplary enbodi mnents have been described and shown
in the accénpanyilsgahed@idam T.twhesein gopertifig evtomsbeelbh ane suphreerfibeli nent s
are ner ion, and
that t hIFBISCMIOIIIlIIV cHl?ﬁrgﬁﬁdﬁé ?cfs rr}gf’nﬁ@% Jo'n%ljtl}{g ﬂ?e.rl:lééglgﬁﬂ,tcg)glg'{lulg%ag@h

ar r angensiigss strensredaidn d%mbﬁibﬁd}m:ﬁmmeﬁmnamcwﬁ 0t hed petasgeised file

conbi nati ons, om ssions, nodifications and substitutions, in addition to
those $¥M4orth in the above par agr aphs, are possible. 49 [00188] Those
skilled in the art may appreciate that various adaptations and

nodi fications of the just described enbodi nents can be configured w thout
departing fPom {ihe nsatiopkofaadnshiwhereinfdanh&ying nemiiaical vl Hee efhorferthdrt is to
be under st aod at.,. wi.thin t ) f the a ed, claims, the invention
may- be SHPHE LA AL ET A Ao L BR i Sy BB P e HEMG: n. 50 CLA NS

1. A mebhadint@liof If@ct%mlﬁ VIRITEH Rb it i ) aﬁ!oln%n%&l'l})/%r'ﬂ&e‘? RoinPridd

enterprise-w de el ecironic data di scovery system’ the method conpri sing:
capt ur ichgvesiizgeledrninee danmuiinetiandiilngideheted onEdllc Gletupé toart prodettintissd filkom a
pluralgggﬂﬁf cust odi ans based on a data request;

10. The method of claim 1, wherein identifying, automatically, file type further
comprises identifying Message ((MSQ) file type as one of the electronic communication file
types and wherein converting, automatically, further comprises converting electronic

communication files identified as .MSG file type to a predetermined file format.
11, The method of claim 1, wherein identifying, automatically, file type further
comprises identifying a compression scheme file type as one of the electronic communication

file types.

12. The method of claim 11, further comprising extracting one or more electronic

communication files from an identified compression scheme file.
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storing, in the nenory, the captured electronic data; copying the
el ectronic data to a conversion server; identifying, automatically, file
type for the electronic connunication files; converting, automatical |y,

one or nore Qf tq§ ctro %ggggnlcatlon files zﬂ predetermned file
format basedon iGeRGEm e %W@m"énwt%%ﬁw ¥; OnPIUR¥ S nor y,
the el %(ﬂ&mo%&%‘ilﬁnblﬂ@étfb@'mgs ﬁﬁﬁeF&Wﬁ[sE@&n%ﬁm%roneWP§rﬁ)r@1ne{% eQfh&Ged

conmuni cation fi . The method of claim 1, wherein converting,
autona@k@&@Mycmmnememhwmﬁébaiaphéawehemdﬁﬁmﬁnnmbnnunlcatlon files to a
predetermned file format further conprises converting one or nore of the
el ectronic comunication files to a predetermned file format supported by

a third-partiy. el gothehdd fadampr, es@ abinpAsiAR ddMfyiss ofdd\& MBlchadypleac! ai m
1, wherein converting, automatically, one or nore of the electronic

CoNMUNEBEIH BhOTe 4TaBoTE glecHeric compriniagor fsser t i ng one or more el ectronic
comuni cation files to Personal Storage Table (.PST) format. 4. The nethod
of claim 3, wherein converting, autonmatically, one or nore electronic
comruni cati a8. fi Tas mathddSH damned, filrtiel be@hpeanpits gRingoBvemhingyone ode nore
el ectronic connunlcatlon files to .PST format based on identifying the file
type a8 BRE gichgred ¢I8HPS- PST format. 5. The method of claim 1, wherein
identifying, automatically, file type further conprises identifying a
nobi | e conmuni cati on back-up file type as one of the electronic

communi cati df. fi Maetmodesl ofslaid. 1, Vﬁeumnkhodﬁmnwahmhmﬁﬁﬁbmﬁ&fe@afmdﬁmtifying,

aut onmat i cal up f Ie type further conprises
i dent i F?/]?]H’ds%ﬁdenl“ ]%%@SL%SMF‘H’ Eacf‘ ¥ (3}@3 fﬁ? tX?(?r TR Rormmmuni cat i on
tiles. gbctrdie cBRIBEa06n 6lc@l M 5, further conpr|5|ng extracting individual
el ectronic conmuni cati on nmessages fromel ectronic communication files

identified as nobile comunication back-up file type. 8. The nethod of
claim?7, wherein onve rt' g, .aut ica ..one or.nore of t ectronic
cormunt cat 1 1 158 e By PRl Bshtas OF R REREFult otsle enSiyBlet
CoMuNicAiRich Qﬂheﬁﬁéﬁﬁ@@ﬁe BSF fAs e dédmhichenimiiitfioagneaini cation back-up
file to a predetermned file format.

18, The method of claim 17, further comprising decrypting, automatically, the one

or more encrypted entries.

19.  The method of claim 18, further comprising converting one or more entries in
the .NSF file type electronic communication file to a third-party data presentation-supported

entry format.

20. The method of claim 1, further comprising converting, automatically, at least
one of meeting request entries or meeting response entries located in the electronic

communication files {0 meeting appointments.

21.  The method of claim 20, further comprising converting, automatically, task

request entries in the electronic communication files to task entries.

22.  The method of claim 20, wherein converting at least one of meeting request

entries or meeting response entries further comprises converting at least one of meeting
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9. The nethod of claim1l1l, wherein identifying, automatically, file type
further conprises identifying Electronic Mail (.EM.) file type as one of
the electronic comunication file types and wherein converting,
automatical ly, further conprises . c nvertiqg | ectroni c communi cation files
i dent i FRGSIEBIEROT Piering LFpeOns cairiss Kgated it Wé‘g“'cf"f’l"é copypypatationdiicstae net hod
of cl aifBefing WRARMRNIsARRE Ll bAGe, ARLATBLNIG AN Yne b hBrd ¥RRe EMEANRE
conprises identifying Message (.MSG file type as one of the electronic
comunicemtivorcafipd &lesty pepredueterufreddila fgorverti ng, automatically, further
conprises converting electronic comunication files identified as MSG file
type to a predetermned file format. 11. The nethod of claim1l, wherein

i denti fyingp3aut W?Péfdpﬁ@ltdsm)r ety RS bR fileRERVIrSies id deatkibhing a
conpression schene file type as one of the electronic conmunication file

t ypes. wige clypieonmeddiodisedvesy aistam. the anpardies caoamiissi ng extracting one or
nore el ectronic _c il cat | ihes. f identified conpressi on schene
file. 52 13. Thea%ﬁﬁggn%&ggﬁgﬁl mch%ﬁll%é{gggesfﬁncc}grﬁ\(}ees?% arlfg,a négﬁ%r%?liﬁgal ly, one

or nore of the ehektromiccopammuaticaticmnlels®s hotuldhabred e B&8ogoNverti ng
one or nore of the extracted electronic communication files to a

pr edet EXFRUHGIE 1Y 1he af SATHaNS PIOFESSPR antherAlgyTefio pegi iy ron¥siorese @ COBWPF i si ng

i dent i fyl : | entrd i.n : I Onj
communt Lo 6 Bfte Rbp MRS ERR R wiBEL i ol ROy e PREAOSL 6 (Thdes

decr ypeleagoniautamanhicaadd filestahé whiasein thie ntude molwdypt ed entries. 16. The

met hod of claiml1, wherein identifying, automatically, fjle type rther
conpri ses i denti fyIHEPRE eé‘é‘ﬁgft‘tﬁ)r“aaé’é?h?*gkf’inlqof’ggfrﬁéfi) 1df'3¥tl@ *b@ﬁ& %Eq: 0%)‘:}]?8 or
mor e 0hcki8nic Bh@einARLGs Myl cation files. 17. The nethod of claim 16,
further conprising identifying one or nore encrypted entries in the one or

more. NSF fil e typec et mota lbiaitypecspemiigiconvdrann gpplastionscontigaredds hod of clai m
17, further .caonprising, decrypting, .autopntically, the .or re

encr ypt i RHE e Vs Hieani Bompnispoon B & prefisiermiied s fspimal rged on

conver {ddagfieRRnQf thofiRk tgp.ries in the NSF file type electronic

comuni cation file to a third-party data presentati on-supported entry

f or mat .

24.  The apparatus of claim 23, wherein the one or more file type-specific
conversion applications are further configured to automatically convert associated file type
electronic communication files to the predetermined file format supported by a third-party

electronic data presentation entry.

25.  The apparatus of claim 23, wherein the one or more file type-specific
conversion applications are further configured to automatically convert associated file type

electronic communication files to Personal Storage Table ((PST) format.

26.  The apparatus of claim 23, further comprising an electronic communication
extraction application configured to extract electronic communication messages from

electronic communication files.

27.  The apparatus of claim 23, wherein the file type identification application is
configured to identify the file type of the electronic communication files, wherein file type

includes mobile communication back-up file type.
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20. The nethod of claim1, further conprising converting, automatically, at
| east one of neeting request entries or neeting response entries |ocated
in the electronic communication files to neeting appointnments. 21. The

met hod of claim 20, further conprising converting, automatically, task
request entries in the electronic communication files to task entries. 22.
The nethod 6 cl %Hh%&%ratﬁ‘é‘@fr&éiﬁm f’PchP&hﬂsz%t' 3L MG o affe gLiidigs" equest
entries or neeting r onse entrieés further rises converting at |east
one of cmﬁ@umi}o%emléﬂdesnotehtqonrwmmatméﬂack’rgp fiksypasehoeein themobideat ed i n

the electronic nication files to eting.appoi ntnents after
converf@ﬂﬁwnﬁﬁ?%hgnk jﬂ t“FﬂBdBﬁﬁzﬁrnﬂgF@3'W9? e electronic conmunication
files to the predeternlned file format. 23. An apparatus for electronic
communi cation file conversion in an enterprise- wide electronic data

di scovery sy¥8t emI'he hepasppaeixlais dongreren thy: ﬁlatmné@ﬂtlfwgtiw atpligrtmomi incl udi ng
at |lea rQ 0 ectra ation file
conver U RRRESTTE PR Bl P eafle ISSHE DY AREOMESS: “One

pr ocess@hmanitagenbicgumetic tieriggaliosen fropai gy age, a copy of electronic
data captured fromenterprise-w de custodi ans, wherein the electronic data
i ncludes electronic comrunication files and wherein the nodul e includes, a

file type idgnti i i ; i i i J: e type
P LB EaA, PORUL R AN B0 OOISI Y el o LYPe.
conver spdivatqpl is Gatheodsiimednt iag Llfpmcdn@els'aamtappﬁéaitmalcbyhgﬁa&&raut@hamailgm c

connunicatiog files.to a Bredeternlned file g %ﬁbas & identification
of theCPicEt ‘3/ 80"‘"%30 COPRE a’ﬁﬁ‘éﬁl‘a‘ilﬁ%ga%‘%“eéré?tﬁﬁ‘ oM AP et et one or nore

file tPRQGQHﬁﬁkaﬁﬁﬂbﬁggyerSIOn applications are further configured to
automatically convert associated file type electronic communication files

to the predetermned file fornat supported by a third- party el ectronic
data presen aratg t he one or

t 1 Th
e TR L R A T L

aut onatsrauked t@qwﬁ@rmﬁ@%@w%ééu:&rcﬁlyao&nuﬁb;ﬁeétrow193 G HEakhon files
to Personal Storage Table PST) format. 26 he apparatus of claim 23,

f ur t heinctigep Ei@trﬁ@wéﬁalbd Bl di¢ typ@@oﬂ whgrdicend @fthe ¢ yaespastiappl i cation
confi gb‘(g}%/erstl(% z:?p)f)thcﬁlons ?ux%acetl . Ilelclse%%%mch(;[nv%%or}ged%%?ga%on coan,med to

automatically convert electronic communication files identified as .EML to a predetermined

file format.

32.  The apparatus of claim 23, wherein the file type identification application is
configured to identify the file type of the electronic communication files, wherein file type
includes Message (.MSG) file type and wherein one of the file type-specific conversion
applications further comprises an .MSG conversion application configured to automatically

convert electronic communication files identified as .MSG to a predetermined file format.
33. The apparatus of claim 23, wherein the file type identification application is

configured to identify the file type of the electronic communication files, wherein file type

includes compression scheme file type.
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el ectronic communication files. 27. The apparatus of claim 23, wherein the
file type identification application is configured to identify the file
type of the electronic comunication files, wherein file type includes
nobi | e conngnicatjon back-ug file type. 54 28. The aPparatus of claim 27,
wher ei n t he3ti | e 10§ 8BPAT#ERET ¢lpint 1. JHHRGSPMPEFING AN ke cURBIKIO G BUCAIEN | dent i fy
t he nolgi .gatd on. 2 . &6 £l LB v il
communi et o Bl Al e AR L DG gl S TR gy Mt
appar atuws) déctging enn@26ynitameilos tdestifidd & doppeessoarnsthdme leitgpe. appl i cation is
configured to identify the nobile comrunicati on back-up file type, wherein
the nobile conmunication back-up file type includes an .1PD back-up file.
30. The appasat ughehpgdraufb2aineBHRerQB/pinkRE eldctBni ¥BemAREGkbh C
conversion applications is further defined as an .| PD conversion

appl i cdedrpptionpiyacetfiguochiotidenitty oat pymorcomesipted digrics| inan elirenic

[ ' ed, f 1 PD fil d i ned
e 16y Rup e RIRR S LRGLETY (RIS preuiost Fork@efepdefype ™ ™ ™°

identification application is configured to identify the file type of the
el ectronic communi cation files, wherein file type includes Electronic Mil
(.EM) fil e3fype Thaarnmaivephclaine3 dfvhaianthq deglippic eqpapppicetiegipgspEpron
appl i cati0on. ' . versi i: [ sonfigured to
a0t oy g FEEon AR o180 ol OREE AR R 3 0 BMLOEIN o
pr edet elegiraigd comirluaidhtomtite and2o aloenadpghr ddcgt dfe wleair M3 enovfigied emiche fil e
type identification application is configured to identify the file type of
the el ectronic conmunication files, wherein file type includes Message

(.M8Q filejsyype apdpMhatebncione29frubhg bl ?isﬁ%%é%l’ﬁﬁx‘ré biinCOPYSE LA
applications further conprises an M5G conversion application’configured to
aut onatomalidign appdievients cehBgired i autcoatmatly canvantifciches fodentd §i ed as MSG to
a predetermned.f.ile format. 33. The apparatus of claim 23, wherein the
file t PHACCHBIERf@E on appl i cation i s configured to identify the file
type of the electronic communication files, wherein file type includes
conpression schene file type. 55 34, The apparatus of claim 33, further
conprising ah el dbeepparatus ohelaim 3atwiorcinfong ef éxtonget inore app ivoespeific

conf | g%(r)ne\%rs:[ign gﬁ(}}lircgt%ns%l rfer cr:rcpnrﬁegu?eldetg G o?ﬁa?icgl?yn&lilwe:ﬁ aLsp %I(I <|3n|treysfom1ats

to a predetermined entry format.

39.  The apparatus of claim 23, further comprising a hash verification module

configured to verify integrity of the copy of electronic data.

40.  The apparatus of claim 23, further comprising a meeting request conversion
module configured to automatically convert at least one of meeting request entries or meeting

response entries located in the electronic communication files to meeting appointments.
41.  The apparatus of claim 40, wherein the meeting request conversion module is

further configured to automatically convert task request entries in the electronic

communication files to task entries.
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fromelectronic communication files identified as conpression schene file
type. 35. The apparatus of claim 23, further conprising an electronic
comuni cation decryption nodule configured to identify one or nore

encrypt ed eq%rie in an eleftronig conmuni cation file and to autqomatically
decrypt the“ne dmMeABPEERet fptRalenigitiadhe mectingrequgshetueiionopodtlaism 35,
wher ei Bukihe ShBGHELR e SRBIUNLRS AT ARE INERTE AR mdTOIHHNE cicdirbiEt her
configured to identify one or nore encr pted’entrles in an NSF file type

el ect r epmonueortron fidcsttd dre fredateramebdt foedotonat i cal |y decrypt the one or nore
encrypted entries. 37. The apparatus of claim 23, further conprising one or
nore entry type-specific conversion applications configured to
automatically convert file entry format to a predeterm ned format. 38. The
apparatus of claim37, wherein one of the one or nore entry type-specific
conversion applications is further configured to automatically convert NSF
file entry formats to a predetermned entry format. 39. The apparatus of
claim 23, further conprising a hash verification nodule configured to
verify integrity of the copy of electronic data. 40. The apparatus of claim
23, further conprising a neeting request conversion nodule configured to
automatically convert at |east one of neeting request entries or neeting
response entries located in the electronic communication files to neeting
appoi ntnments. 41. The apparatus of claim40, wherein the neeting request
conversion nodule is further configured to automatically convert task
request entries in the electronic conmunication files to task entries. 56
42. The apparatus of claim 40, wherein the neeting request conversion
nodule is further configured to be executed after converting the one or
nore of the electronic conmunication files to the predetermned file
format. 57
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