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1 FI NGER VEI N AUTHENTI CATI ON DEVI CE Background of the invention 1. Field of
the I nvention 5The present invention relates to a finger vein authentication
device, and nore particularly, to an inprovenent technique that can inprove
aut hentication precision while maintalning conveni ence. 2. Description of
the Related Art 10Anbng various types of bionetric authentication

techni ques, a finger vein authentication technique has been known as a

t echni que that can a%%%%%%lvé¥ﬁ'ﬁﬂ%ﬂéﬂﬂ¥%A dNHHé#fHﬂ(HL According to this

finger vein authentication téechniqué, since finger vein patterns 15
extracted froma hand are used, superior authentication precision can be
achieved, and it is difficult to performfalsification and alteration as
conpared with a fingerprint authentication technique, thereby achieving high
securi t yBaQopsowrd exfanple ©ivenisorype of finger vein authentication in the
related art, JP-A-2004-78791 discloses a bionetric authentication device. In
t he bi onet r it edut hehtuheatlinrerdedrce, in order to simultaneously photograph
veins of the fingers, the
5 The present invention relates to a finger vein
authentication device, and more particularly, to an
improvement technique that can improve authentication
precision while maintaining convenience.
2. Description of the Related Art
10 Among various types of biometric authentication
techniques, a finger vein authentication technique has
been known as a technique that can achieve high-precision
authentication. According to this finger vein
authentication technique, since finger vein patterns
15 extracted from a hand are used, superior authentication
precision can be achieved, and it is difficult to perform
falsification and alteration as compared with a
fingerprint authentication technique, thereby achieving
high security.
20 As an example of this type of finger vein
authentication in the related art, JP-A-2004-78791
discloses a biometric authentication device. In the
biometric authentication device, 1n order to

simultaneously photograph veins of the fingers, the

25 fingers are placed in the device, infrared rays are



25 fingers are placed in the device, infrared rays are 2 irradiated onto
the fingers fromthe back side thereof, and light that is transmtted

t hrough the pal mside of the fingers is photographed. Furt her,
JP- A- 2002- 83298 di scloses a device that 5 irradiates infrared rays fromthe
upper side. Brief summary of the invention As an exanple of a nethod

where plural fingers are used to inprove authentication precision, there is

a 10 nethod in which plural fingers are seqyentialkagyotographed using a
devi ce adddrdiiid S IHE rétatled HEhS tHaA™ phit Spaphst & iy 4 nger .

However, this nethod has a problemin that the fingers need to be repeatedly
pr esent eckndaiicih thédwtes s igemeenitamd figryr audiserhe Ippithes ide deivitdee that i s

di scl osed in JP-A-2004-78791, since there is no structure that defines a

| ocat i on fihejea edch ghowgeyrapghaar.esented, the fingers cannot be guided to a
predeterm ned place, which nakes it difficult to reproduce a state at a

poi nt of time ef, regiSt@linanobughhers when 2Q 4 ransiissl ahdd ght is
irradiated onto the plural fingers, |eakage light that is not transmtted

t hrough t.he fj.ngers .n he si | ener.at ed._and contrast of blood vessels
may bg I&ﬁéfﬁg] ﬁﬁiéﬁﬁﬁﬁﬁggFﬁﬁx%%ékﬁﬁkﬁhft%?gﬁﬁw%ﬁ%aauthentication
precision. Further, in the case in which 25 plural devices according to the

related art where a single

Brief summary of the invention
As an example of a method where plural fingers are

used to improve authentication precision, there is a

10 method in which plural fingers are sequentially
photographed using a device according to the related art
that photographs a single finger. However, this method
has a problem in that the fingers need to be repeatedly
presented, which becomes inconvenient for a user. In the

15 device that 1s disclosed in JP-A-2004-78791, since there
is no structure that defines a location where each finger
is presented, the fingers cannot be guided to a
predetermined place, which makes it difficult to reproduce
a state at a point of time of registration. Further, when

20 transmission light is irradiated onto the plural fingers,
leakage light that is not transmitted through the fingers
ray be easily generated and contrast of blood vessels may
be lowered, which makes it impossible to improve
authentication precision. Further, in the case in which

25 plural devices according to the related art where a single



3 finger is presented are arranged, for exanple, in devices that are

di scl osed in JP-A-2002-83298 and irradiate infrared rays onto fingers from

t he upper side, individual fingers need to be sinultaneously placed in
plural holes 5 and thus it is difficuly for a user to use the devices. In an
open-typed device that is disclosed in JP-A-2004- 78791 and has a structure
where |ight sources are |ocated at both sides of the fingers, in the case
where the plural devices are arranged such that the plural fingers can be 10
si nul t an€ot IS priefemSERtahé e StHEE S5t viseh RIS cés SHOUWSF be

i ncreased due to arrangenent of the |ight sources. Accordingly, if a user
does not téyrtead coutl Svilsyseer ifn nifers 2 Ave F3dfferand annotd i r esent ed, and
peopl e who have small hands cannot use the device. 15Accordingly, it is an
obj ect ofirtfe rngwventyorie @ioads & fddmgere gigeawhent i cadiwid@evi ce usi ng
plural fingers that enables the plural fingers to be easily presented while

mai nt ai nifng Juh RN iLAld ;oM IS RO, Jihdern Lo achi gug dhe
above-descri'bed object, a 20 finger vein authentication device according to

an enbodi_nent,_.of  t.he .inv j.an +i.ncl udes |ight. sourc that irradiate |ight
ont onPi ng?élrd;;thlur?aglir{nglSeldglﬁeénltcsu]I%aétorphaotuosge?faptho Ib}sg%tetsqer a(ﬁesvrﬁﬁsed t hrough t he
fingers; and an i nage processing unit that, processes the obtained i mrages. 25

The fingdr vl PRAR TreiaL S50 Ueviate ¥urtierl93rd ddes’ Bra a2 004-

78791 and has a structure where light sources are located
at both sides of the fingers, in the case where the plural
devices are arranged such that the plural fingers can be

10 simultaneously presented, the distance between the devices
should be increased due to arrangement of the light
sources. Accordingly, i1if a user does not spread out
his/her fingers, the fingers cannot be presented, and
people who have small hands cannot use the device.

15 Accordingly, it is an object of the invention to
provide a finger vein authentication device using plural
fingers that enables the plural fingers to be easily
presented while maintaining high authentication precision.

In order to achieve the above-described object, a

20 finger vein authentication device according to an
embodiment of the invention includes light sources that
irradiate light onto fingers; imaging elements that
photograph light transmitted through the fingers; and an
image processing unit that processes the obtained images.

25 The finger vein authentication device further includes a
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finger placenent table that defines a presentation |ocation of the first
finger in an anteroposterior direction and other finger placenent tables
that define locations of all the fingers in a horizontal direction.
5According to the aspect of the inventjon, it is possible to provide a

hi gh-preci sion finger vein authentication device that can be applied to a

| ar ge-scal e authentication systemto performentering and | eavi ng nanagenent
in an office building or the like. 10 Brief description of the draw ngs
FIG 1 id@randlicstdle ¢l i@ ddrdmdaiivas &t ig £ T53Hge™ vei n

aut henti cati on devi ce; FIGS. 2A to 20 are schematic di agrans

i 'l ustratlioggta ot ofi rtéte flommtoff iagdeviice droraragrvgtdteatiary vei ns of plural
fingers; FIG 3 is a diagramillustrating a state where an authentication
devi ce i RifleGSic?AdnR 2 Hex UsedjeFidGacknchd SHRMmBtdaPracess bl ock
diagram 20 illustrating a finger vein authentication device; FI GS

SA to 501318 (diagr aes Jihl ysty ating & nef hod, d.n WYl prale {4,ght sour ces
|

adj ust the anount of ght 1n aregion within one imge; FIG 6 is a

SChen?tIC dlag%%%%&hh%%tk%t%%% aspect of the invention, it is

possible to provide a high-precision finger vein
authentication device that can be applied to a large-scale
authentication system to perform entering and leaving
management in an office building or the like.
10
Brief description of the drawings
FIG. 1 is a functional block diagram illustrating a
finger vein authentication device;
FIGS. 2A to 2C are schematic diagrams illustrating a
15 first form of a device for authenticating veins of plural
fingers;
FIG. 3 i1s a diagram illustrating a state where an
authentication device in FIGS. 2A to 2C is used;
FIG. 4 1s a schematic process block diagram
20 illustrating a finger vein authentication device;
FIGS. 5A to 5C are diagrams illustrating a method in
which plural light sources adjust the amount of light in a
region within one image;
FIG. 6 is a schematic diagram illustrating

25 interfaces of a device for authenticating veins of plural
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25 interfaces of a device for authenticating veins of plural 5 fingers;
FIGS. 7A to 70 are schematic diagranms illustrating a device for

aut henticating veins of plural fingers that photographs the outlines of
fingers; S5FIGS. 8A to BE are schematicsdiagrans illustrating a position
correction sequence of the fingers in FIGS. 7A to 70; FIGS. 9A to
90 are schematic diagrans illustrating a device for authenticating veins of
plural fingers having 10 |ight sources formed thereon; FIGS. 10A to
100 are défmeivgisi’;c diagrams illustrating a method of detecting the outlines
of fingers in FIGS. 9A to 90; FIGS. 11A to 11D are schematic di agrans
illustrating 15I&sdevVirceof 0C autchentierattiing deigraref igllursslrddingeras t hat
phot ographs fingers while sliding on the fingers; FIGS. 12A to 120
are schengtii¢edifagr ank Hdduusdaatd Nora iy ihesi s Sequenger Ofcpar tial regi ons
of fingers in FIGS. 11A to 11D

photographs the outlines of fingers;

5 FIGS. 8A to 8E are schematic diagrams illustrating a
position correction sequence of the fingers in FIGS. 7A to
7C;

FIGS. 9A to 9C are schematic diagrams illustrating a
device for authenticating veins of plural fingers having

10 light sources formed thereon;

FIGS. 10A to 10C are schematic diagrams illustrating
a method of detecting the outlines of fingers in FIGS. 9A
to 9C;

FIGS. 11A to 11D are schematic diagrams illustrating

15 a device for authenticating veins of plural fingers that
photographs fingers while sliding on the fingers:;

FIGS. 12A to 12C are schematic diagrams illustrating
a synthesis sequence of partial regions of fingers in FIGS.
11A to 11D;

20 FIGS. 13A to 13D are schematic diagrams illustrating
a device for authenticating veins of plural fingers that
photographs veins distributed in the sides of fingers;

FIGS. 14A to 14D are schematic diagrams illustrating
a device for authenticating veins of plural fingers that

25 photographs veins distributed in the sides of fingers;



20FI GS. 13A to 13D are schematic diagrans illustrating a device for

aut henticating veins of plural fingers that photographs veins distributed in
t he sides of fingers; FIGS. 14A to 14D are schematic di agrans
illustrating a device for authenticatigg veins of plural fingers that 25
phot ographs veins distributed in the sides of fingers; 6 FI GS. 15A
to 150 are schematic diagrans illustrating a device for authenticating veins

of plural fingers that irradiates |ight froman oblique upper side of finger
si des and obl i qU&Sy pRt d§r dpits alife AR ide s i nams sflilntpdret ing FI GS.

16A to 160 are schematic diagrans illustrating a device for authenticating
vei ns of aplderalcd ifigerassimyl @ tpiorg abd iet evfiiplal raindf engeas devi ce; and
FIGS. 17A to 170 are schematic diagrans illustrating 10 a device for

aut hent i catdang meiNsl ifhPliva 41 ngerisqidatpgphot HiHaphs veidepatterns of
fingers at the back sides thereof while holding a portable term nal.
sides and obliquely photographs the palm sides of the
5 fingers;
FIGS. 16A to 16C are schematic diagrams illustrating
a device for authenticating veins of plural fingers using
a portable terminal and a read device; and
FIGS. 17A to 17C are schematic diagrams illustrating
10 a device for authenticating veins of plural fingers that

photographs vein patterns of fingers at the back sides

thereof while holding a portable terminal.

Detailed description of the invention
15 The preferred embodiments of the invention will be
described.

FIG. 1 is a diagram illustrating the configuration
of an authentication system according to a first
embodiment of the invention.

20 An authentication system includes an input device 2,
an authentication processing unit 10, a storage device 14,
a display unit 15, an input unit 16, a speaker 17, and an
image input unit 18.
The input device 2 includes light sources 23 and

25 imaging devices 9.
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Det ai | ed description of the invention 15The preferred enbodi nents of the
invention wll be described. FIG 1 is a diagramillustrating the
configuration of an authentication systemaccording to a first enbodi nent of
the invention. 20An authentication systemincludes an input device 2, an
aut henti cation processing unit 10, a storage device 14, a display unit 15,
an input unit 16, a speaker 17, and an inmage input unit 18. The
i nput device 2 includes |ight sources 23 and 25 i magi ng devices 9. 7
The |ight sour g@@@ﬁ@%@%@d %of 15 (ﬂoné%@érﬁﬂ L arf et LER" and
irradiates infrared ight onto fingers 1 that are presented to the input
devi ce 2.irMmiamdify dewd ce agiwtagriaphsatde fighyerento t hbtgare present ed
to 5 the input device 2. At this time, the nunber of each of fingers 1,
i magi ng dsdtcesrd prikdightt SalHcesn@d sdptital2. The imEgdgmge input
unit 18 inputs inages obtained by the imagi ng devices 9 of the input device
2 to the geyice 9 photographs the fingers 1 that are presented to
5 the input device 2. At this time, the number of each of
fingers 1, imaging devices 9, and light sources 23 s
plural.
The image input unit 18.inputs images obtained by
the imaging devices 9 of the input device 2 to the
10 authentication processing unit 10.
The authentication processing unit 10 includes a CPU
11, a memory 12, and various types of interfaces (IF) 13.
The CPU 11 executes programs that are stored in the
memory 12 to perform various processes. The memory 12
15 stores the programs that are executed by the CPU, which
will be described below with reference to FIGS. 2A to 2C.
The memory 12 temporarily stores the images that are
input from the image input unit 18. The interfaces 13 are
connected to devices outside the authentication processing
20 unit 10. Specifically, the interfaces 13 are connected to
the input device 2, the storage device 14, the display
unit 15, the input unit 16, a speaker 17 or the image
input unit 18.

The storage device 14 previously stores registration

25 data of users. The registration data is information that



10 aut hentication processing unit 10. The aut henti cation processing
unit 10 includes a CPU 11, a nenory 12, and various types of interfaces (IF)
13. The CPU 11 executes prograns that are stored in the nmenory 12 to perform
vari ous processes. The nmenory 12 15 stres the prograns that are executed by
the CPU, which will be described belowwth reference to FIGS. 2A to 2C.

The nmenory 12 tenporarily stores the inages that are input fromthe i mge

i nput uni.t %18s'edThteo icrg)tﬁrfac%%elis are c onrectxead t.0 de.viaceesS oougsi de the
it 10 SpeciTidHIS, tTHETHhterfaces 13 are

aut hent i ¢t 01T procéSsi ng =2
connected to the i,nput device 2, the storage device 14, the display unit 15,

the i nputt IG9SE 161 Pefesders 17T8F {REIPFRGE tRfut 1aqeE Y§1n The
storage device 14 previously stores registration 25 data of users. The

regi st r atdiadrt edatsa dre ilnfagreratdldr itneat 08 dhetesmnioirebldlated t he users, for
exanpl e, imges of finger vein patterns. The inmages of the finger vein
pat t er ns varss dIrages mekiraiveadc )y, phatgraghicigs t iond acessedsr (fhigiger vei ns),
whi ch are distributed under the 5 skin of the finger at a pal nar side, as

dark shadgw pajd &S finger atT&efﬁl%@@ysitau’,t ao dspk fOraexample, a liquid
crystal display, and displays information received fromthe authentication

pr ocessi 'f:%t%eirtnslo'

The display unit 15 is, for example, a liquid
crystal display, and displays information received from
the authentication processing unit 10.

10 The input unit 16 is, for example, a keyboard, and
transmits information input by a user to the
authentication processing unit 10. The speaker 17 outputs
the information received from the authentication
processing unit 10.

15 FIGS. 2A to 2C show one embodiment of a finger vein
authentication device that simultaneously photographs
veins of plural fingers. Specifically, FIG. 2A shows a
top view, FIG. 2B shows a front view, and FIG. 2C shows a
side view.

20 At a top surface of the finger vein authentication
device, openings 101 that are used to photograph finger
veins, finger placement tables 102 for finger tips, finger
placement tables 103 for finger base portions, and
sidewalls 104 are provided. Here, these constituent

25 elements are called finger presenting units. In this



10The input unit 16 is, for exanple, a keyboard, and transmts information

i nput by a user to the authentication processing unit 10. The speaker 17
outputs the information received fromthe authentication processing unit 10.
15FI GS. 2A to 20 show one enbodi nent of a finger vein authentication device
t hat si nmul t aneously phot ographs veins of plural fingers. Specifically, FIG
2A shows a top view, FIG 28 shows a front view, and FIG 20 shows a side

Vi ew. 20Atb%dgpgﬁ§$gg_ce of-.t he finger \vein autq%ptlcagyon de%ﬁce, openi ngs

101 t hat “are us P roeteog:ifrlzi1 Y ipngesrenvtelinr% S ngearrepl qcenent” tabl es 102

for finger tips, finger placenent tables 103 for finger base portions, and
si dewal | ssuf%h Eed ﬁrr%\ﬁedéc}.n%rse,catrhg?e CoHEt AN RS 125 RAafcht s 18re cal | ed

finger presenting units. In this 9 enbodinent, three finger presenting
units ar@cdioyeeged sudh tehvathertriem fiqrgerre clati die & mA Haineidusl yeht aced. In
accordance wth authentication precision or usability, the nunber of finger
presenti mumbddt et roed nareaased oy Unidecreaseaetk dIncregsgdlsot o i nterval s
between the finger presenting units, the finger presenting units are

di sposed adj-aceniy torgachgat-her cat idiatangespak wihchnal Irihigagers having any
sizes can be naturally placed without being limted by the sizes of fingers.
The nidmﬁ%ééé%%?hg units, the finger presenting units are disposed
adjacent to each other at distances at which all fingers
having any sizes can be naturally placed without being
limited by the sizes of fingers. The middle finger
10 presenting unit is located to protrude more forward than
the other finger presenting units that are adjacent to the
middle finger presenting unit at both sides thereof. 1In
regards to the locations of the finger placement tables
102 for finger tips, the distances of the finger placement
15 tables 102 in a depthwise direction are the same, and the
finger placement tables are arranged in one line. 1In
particular, the finger placement table for a finger tip of
the middle finger presenting unit has a larger size than
the other finger place tables for finger tips and is
20 emphasized. At the sides of the finger tips, light
sources 23 that irradiate light onto the fingers are
disposed, respectively. The light sources 23 are fixed by
a light source supporting unit 105. It is preferable that

the light source irradiate beam-shaped light having an

25 irradiation width as narrow as possible, such that the
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10 presenting unit is located to protrude nore forward than the other finger
presenting units that are adjacent to the mddle finger presenting unit at
both sides thereof. In regards to the |locations of the finger placenent
tables 102 for finger tips, the distanges of the finger placenent 15 tables
102 in a depthwise direction are the sanme, and the finger placenent tables
are arranged in one line. In particular, the finger placenent table for a
finger tip of the mddle finger presenting unit has a |larger size than the
ot her fi AgENTpIsaEE FRabllge Fe- oS ger tiPs afda <0 fgfasiyed it the si des
of the finger tips, light sources 23 that irradiate |light onto the fingers
are di spesed,rmagspddtany elangelThdg |tinghtl ishur des 23 arienddxed Iy tailsi ght source
supporting unit 105. It is preferable that the light source irradiate

beam shaped | iighti haRg AR 2% idupidicld b ds A8, Narfiow @sonmpossi bl e, such
that the 10 light source irradiates the Iight onto the finger wwthin an

irradiati r t l.J t; i . ;S WAy, d ti4 ossible to
suppressb(u%rr}rrl1 C s?gg%ﬁﬁhtd%%}m@g%gééeﬁg%fedﬁI\téﬁtzhlv}?n%}éov%isosot e contrast
in thg bl ood ves elﬁ In tgié.errb di ment .omg. Ii%ht source supporting unit
105 i el JEESFSur FghPt8oGPEREIGHE /t RBSi AVEREI ST S SnSEPPRRTEd t her et o.
The nunber of |ight sources that are included in one |ight source supporting
unit is ALY LAY ddEdsideend A tlalsmissyitsies i gt ddir b st ii ently 10
irradiated onto the finger. In order to photograph the three fingers,

i magi ng ded desmigear @ hdirspesed Heelmnmitdre apenigigs, sawespecttihed yareds shown in
FIG 22, each of the imging devices 9 is disposed in a space that is

sur r oundedh dyudeay tiirt i 'Iddrs; M r SR B pcx sihywsurd stiad envhere fingers 1
are presented to an input device 2 shown in FIGS. 2A to 20. A user places

hi s/ her middlie § inger, o the M Adlie LREN NGO a Al d N $e 1 0Ban Whien a ri ght
hand is presented, a ring
10 irradiated onto the finger. In order to photograph the
three fingers, imaging devices 9 are disposed below the
openings, respectively. As shown in FIG. 2B, each of the
imaging devices 9 is disposed in a space that is
surrounded by partition walls 106.
15 FIG. 3 shows a state where fingers 1 are presented
to an input device 2 shown in FIGS. 2A to 2C. A user
places his/her middle finger in the middle opening 101.
At this time, when a right hand is presented, a ring
finger and an index finger are naturally placed in the
20 right and left openings, respectively. The finger tip is
disposed on the finger placement table 102 for a finger
tip. However, since the middle finger is generally the
longest finger, the finger tip of the middle finger is

disposed on the middle finger placement table 102 for a

25 finger tip. As a result, the location of the middle
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finger and an index finger are naturally placed in the 20 right and |eft
openi ngs, respectively. The finger tip is disposed on the finger placenent
table 102 for a finger tip. However, since the mddle finger is generally
the I ongest finger, the finger tip of ithe mddle finger is disposed on the
m ddl e finger placenent table 102 for a 25 finger tip. As a result, the

| ocation of the mddle 11 finger in an anteroposterior direction is
determ ned. The ring finger and the index finger that are adjacent to the

mi ddl e fifAgérratl héth & TFELRITEETHO fare HOritBr &t kT e e Thienger and
does not reach the finger placenent 5 tables 102 for finger tips of the ring
finger amdnohd linydex afnichgére Moy drinadre Yhedatd o aof) admntri ol g i nger in
an anteroposterior direction is already fixed and thus the |ocations of the
ring fingaddard ftikgyd mdex ddurgeri adj ateitedo dhe A e fimgerciad bot h si des
thereof in an 10 anteroposterior direction beconme fixed according to the

| ocat i on pafidihe Midde fingeles The hecati ans ofi ald, the.ddmgers in a
hori zontal direction are defined by the sidewall 104 or the finger placenent

tabl es 1Q3,f.or_ t fi nger. base portions. In particular, the sidewall 104 15
protr Sdegcat?plv?/asr &rb?o flt%gtefr]ﬂ%%% itﬁlé)esr olpvsﬁqﬁ rnlor}% éelvr}ga?re almné]athh%ri zont al
direction. As a result, the three fingers are fixed at predeterm ned

| ocat i onsNfendvididathe tIRVEESFi n§BFs L1aFETpPBseht £8¢ FRdEHiSs temB6di nent, the
m ddl e finger placenent 20 table is shown to have a large size so as to
vi sual | y lor ast randtancgld st esnphrasi izee athieonm idd | el feamjerf pteat ermehtthabl e.
Accordingly, the mddle finger that is generally | ongest may be easily
gui ded t aHde ddddlan S iogeameplacemenindabland W hi makestidgqpossible to
provi de an interface convenient 25to a user.
adjacent to the middle finger at both sides thereof in an
10 anteroposterior direction become fixed according to the
location of the middle finger. The locations of all the
fingers in a horizontal direction are defined by the
sidewall 104 or the finger placement tables 103 for the
finger base portions. In particular, the sidewall 104
15 protrudes upward so that the finger 1 will not deviate in
a horizontal direction. As a result, the three fingers
are fixed at predetermined locations whenever the three
fingers are presented.
In this embodiment, the middle finger placement
20 table is shown to have a large size so as to visually or
structurally emphasize the middle finger placement table.
Accordingly, the middle finger that is generally longest
may be easily guided to the middle finger placement table,

which makes it possible to provide an interface convenient

25 to a user.
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12 In this enbodi ment, the m ddl e opening 101 protrudes nore forward than

t he openi ngs adjacent to the m ddl e opening 101 at both sides thereof. This
is to photograph approximately first joint regions in alnost all of the 5
fingers. Since the first joint regionihas a relatively thin outer skin and
its internal blood vessel patterns can be clearly observed, it is possible
to realize a high-precision authentication process by photographing the
joint region. Since the first joint region_of the mddle 10 finger protrudes
nore forward tREntEReE FIMPSLIEIAY FEGi SREIE CRETINTgels adjcadete o t he

m ddle finger, if the mddle opening is further protruded forward, it is
possi bl e mog epHotrograp i hare thier stograingts resgiagrent talttostnigddleof the fingers.
151f any finger other than the mddle finger is |ongest, the finger

pl acenentopealilng 102 faar batf ngeled ithdredmcl vded everol phanygiiapger
presenting unit. Therefore, it is possible to place the finger tip on the
finger plaeemenitralle fiarsit he fingeryitd iy tihats Bxd st ss1at & 20,4 ocation where
t he correspondi ng finger can be nost easily placed. As such, the
finger placenent tables e arranged.in one.line_in_a depthw se direction.
Oy & Litg OF e PORGESE i RGSCCr S bl acRdaRTE RESH Prder ol deedent tabl 6 to

thin outer skin and its internal blood vessel patterns can

be clearly observed, it is possible to realize a high-
precision authentication process by photographing the
joint region. Since the first joint region of the middle

10 finger protrudes more forward than the first joint regions
of the fingers adjacent to the middle finger, 1if the
middle opening is further protruded forward, it is
possible to photograph the first joint regions in almost
all of the fingers.

15 If any finger other than the middle finger is
longest, the finger placement table 102 for a finger tip
is included even in any finger presenting unit. Therefore,
it is possible to place the finger tip on the finger
placement table for the finger tip that exists at a

20 location where the corresponding finger can be most easily
placed.

As such, the finger placement tables are arranged in
one line in a depthwise direction. Only a tip of the
longest finger is placed on the finger placement table to

25 determine the location of the finger, and the locations of
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25 determne the location of the finger, and the |locations of 13 the tips
of the other fingers are fixed on the basis of the |location of the tip of
the longest finger. In this structure, three fingers can be simultaneously
presented wi thout depending on the |eRgths of the mddle finger, the 5 index
finger, and the ring finger or a difference between the lengths. As
exenplified in FIG 20, the light source 23 irradiates light onto the finger
froman oblique upper side of the finger at the side of the finger tip. At
the 10 tithe &fipshetfodihepleithe it Hengsinss ald dghtxad amsnila dtrfiomia direction
that is opposite to the |ocation where the veins are observed is detected,
and t hus tar ilage ikaviafg dhee thipghestteontaragtstd s iobieat nedn Hovever, in order
toirradiate light fromthe location that is opposite to the 15 | ocation

wher e t heteidts: [, e tohsRr Watgdhe ddriiie sow e Hredsstp He dispased on the
opening. If any structure eX|sts on the opening, it becones difficult to

di spl ace _t. in ) pl a ere the f S aced vi,sual 'y

bl ocked, %&?ﬁ 13qg3§%§€s%b§g}gglggyc k%blé%ﬁgfbr¢é¥£% 5%%1 Abé%%%lngly, in
this inventjon, the light source 23 is disposed at_the side of the finger
tip and i ai@gqqumndoﬁtfk? tHE S i g rma Het ot i e Lﬁfp €<t de
thereof. In this structure, it is possible to alleviate user's psychol ogi cal
r esi st andéraniemaithes f i nger

As exemplified in FIG. 2C, the light source 23
irradiates light onto the finger from an oblique upper
side of the finger at the side of the finger tip. At the

10 time of photographing the veins, light transmitted from a
direction that is opposite to the location where the veins
are observed is detected, and thus an image having the
highest contrast is obtained. However, in order to
irradiate light from the location that is opposite to the

15 location where the veins are observed, the light source
needs to be disposed on the opening. If any structure
exists on the opening, it becomes difficult to displace
the finger and a place where the finger is placed 1is
visually blocked, which increases user’s psychological

20 resistance. Accordingly, in this invention, the light
source 23 1is disposed at the side of the finger tip and
irradiates light onto the finger from the oblique upper
side thereof. 1In this structure, it is possible to
alleviate user’s psychological resistance when the finger

25 is presented and to photograph the finger having high



25 is presented and to photograph the finger having high 14 contrast that
is the nerit of transmssion light. As a result, it is possible to realize
hi gh usability and hi gh-precision authentication. Further, it is preferable
that the transmssion 5 light is unifeamy irradiated onto the finger and

l'i ght having strong intensity be efficiently transmtted through the finger.
In this enbodi nent, on the assunption that the finger has a size |arger than
a general size, light is irradiated onto a region near the base portion and
the 10 cERNEFSE thétopénithg TSittG e FHSATISIgHRt SGilrces 938 and 23b,
such that an incident angle of approximately 30 degrees is fornmed with
respect tr@suRd sditf dce pofs stilpd of itipgareadtl aehér yodl veralsii ldeby 1and el dhhci dent
angl e is decreased, the arrangenment height of the |light sources 15 becones

| ow and thus itsherdevit¢encdrrahe areduced in size. However, since a range where
light is irradiated by one light source is increased to a wi de range that

ranges from theyfi-nger tip;L0tReHasePONLIORN itghlhdGident efficiency
becomes | owered, which makes it becone 20 difficult to obtain a clear inmage

havi ng hi,gh.contrast... I.n.contrast., .if. the incident angle |s .ncreased, the
Iightgca&gﬁgﬁpfﬁpgpﬁgﬂﬂm% dﬁéFééﬁﬁﬁf%ifﬁgx?ﬁﬁﬁéﬁﬂﬂlé? é”ﬁ%?f‘qg}ange whi | e
i ncreasing incident efficiency, but the Loca%ion of the |ight source needs
to be heilghtiéed IR % P SRSdiYt P i iAo % He T dE§S §THeHsed and a
di stance 15

the finger. In this embodiment, on the assumption that

the finger has a size larger than a general size, light 1is
irradiated onto a region near the base portion and the

10 center of the opening using the plural light sources 23a
and 23b, such that an incident angle of approximately 30
degrees is formed with respect to the surface of the
finger at the palmar side. If the incident angle is
decreased, the arrangement height of the light sources

15 Dbecomes low and thus the device can be reduced in size.
However, since a range where light 1s irradiated by one
light source is increased to a wide range that ranges from
the finger tip to the base portion, light incident
efficiency becomes lowered, which makes it become

20 difficult to obtain a clear image having high contrast.
In contrast, 1f the incident angle is increased, the light
can be pinpoint-irradiated onto the finger over a narrow
range while increasing incident efficiency, but the
location of the light source needs to be heightened. As a

25 result, the size of the device 1is increased and a distance



|

fromthe light source to the finger is increased, which increases |ight
attenuation and decreases the anount of |ight. Accordingly, the incident
angle is set according to the size of the device, intensity of light emtted
from5 a light-emtting el ement used 1§ a |light source, or a divergent angle
of irradiated light. Since the thickness of the finger is different from
each individual person, the plural |ight sources 23a and 23b are configured
such that they can be independentI% controlled. Further, the 10 plural Iight
sources Z38Mande23B darte S@UEERatticc&lney fdesierolised s @8 ah i fithai n

bri ghtness uniformy as nmuch as possible. If reflected light is

i rradi at edcoprbeea sughdce taknaagann emdofdetdre afsiasgamhamzareinteialts ar e

phot ographed, 15 winkles of the finger surface are enphasi zed and an i mage
qual ity afigwei.nsatsodet eyl orated. ihuLtbet, ahf1ki gbt skhakctsrAghgt ransnitted
through the finger is instead directly incident on a canera, |lum nance is

artiallyjnere ixel: val ye i I 8 grthieh, ke
b %O REeR36E B ADIXG A8 UGdeh 33 d%tggfﬁﬁﬂéﬁpig t ?gk%%attered

i npossi ble to 20 observe peripheral veins. Furth

in the device ,and refl.ected on the surf.ace qaf, e finger, thereby
deter?or&tﬂﬁ&h ﬁeWH§§én§U§ﬂFWfptlﬁ“ﬁ?ﬁéﬁlquﬂﬁ%Géﬁf’ acéSsdty external
light fromleaking, in this invention, the opening 101 is designed to be
suf fi ci eftiMg r2B nfarnwewioth iresisdct oo likd i ngéRCRi PR &RACKRESEI nger 16
cl oses the opening, thereby preventing external light frombeing directly
i nci dent odn tthiee fdewjece.isThigtt fiexertthef reindesald sintl4r iatue proribed at  bot h
sides of the opening 101. These sidewalls 104 are used to position the

finger Sthe @1herH1zant@le didieeidson NG HD PGk Umesasiafad Id@H such as
external light such that the external light is not irradiated onto the sides

oL 0o (BT chod Bk e isanes iy, (o naecensary

10  plural light sources 23a and 23b are automatically
controlled so as to maintain brightness uniformly as much
as possible.

If reflected light is irradiated onto a surface of a
portion of the finger where veins are photographed,

15 wrinkles of the finger surface are emphasized and an image
quality of veins is deteriorated. Further, if light that
is not transmitted through the finger is instead directly
incident on a camera, luminance is partially increased and
a pixel value is saturated, which makes it impossible to

20 observe peripheral veins. Further, the light is scattered
in the device and reflected on the surface of the finger,
thereby deteriorating an image quality. In order to
prevent unnecessary external light from leaking, in this

invention, the opening 101 is designed to be sufficiently

25 narrow with respect to the finger width and the finger



10 phot ographed and for the light to be directly incident on the canera.
Further, it is possible to prevent irradiating of unnecessary external |ight
having strong intensity onto the sides of the finger to make one surface of
the finger becone extrenely bright andeoversaturating a 15 half of the
surface of the inmage. Accordingly, it is possible to photograph veins with

hi gh contrast. Only the sidewalls 104 are |l ocated at intervals
bet ween the three openings. The sidewalls 104 function even if awdth
t her eof S HP& GV SRFTORer SIFHFRRREE 60 D0 h = Tt + ot B i Ssed. Thus,

the openings can be di sposed to be adjacent to each ot her Therefore, even
t hough abgséng s el ifricigare, dn tife pbssidd e fbagasisly Heesent hi s/ her
finger. In consideration of the case where the opening is 25
not cl osed diue 1tle amy iayaurpr dueldd dthesddmngerdesa ofl Atsd ratsdndey i S required,
whi ch can prevent photographing of other fingers frombeing affected due to

external 1lgight TH%%@%EH@Qatllirsoqgh the apenl RY. A% 1$HYWN tiHR "Eh%ge%B in this
i nvention, the spaces bel ow t he openings 101 are 5 surrounded y t he

partition | I.s 6 rgzgr devr [ aces. Each
of thé parrim%\ |hoonrll\%a rrt%%% nc]trnonasmggcsoa%flao e Pdsd ccordi ngly,
the imagi ng device 9 is not affect ed by | ht perrreatr ng. through t he

openi ngs BtHerr % BT $HE operfitiy $4%9h e external Iight 1s not

irradiated onto the sides of the finger 1. 1In this way,
it becomes difficult for unnecessary reflection light to
be generated on the surface of the finger to be
10 photographed and for the light to be directly incident on
the camera. Further, it is possible to prevent
irradiating of unnecessary external light having strong
intensity onto the sides of the finger to make one surface
of the finger become extremely bright and oversaturating a
15 half of the surface of the image. Accordingly, it is
possible to photograph veins with high contrast.

Only the sidewalls 104 are located at intervals
between the three openings. The sidewalls 104 function
even 1f a width thereof is narrow, and other structures do

20 not need to be disposed. Thus, the openings can be
disposed to be adjacent to each other. Therefore, even
though a user has small fingers, it is possible to easily
present his/her finger.

In consideration of the case where the opening is

25 not closed due to any injury due to the finger, a



I S S———

10 the imagi ng device 9, which enables veins of the finger to be reliably
phot ogr aphed. As exenplified in this enbodi nent, when plural fingers
are simultaneously disposed, it is difficult to rotate (roll) the finger
using a major axis of the finger 15 as7a base axis. Therefore, since the

| ocations of the photographed veins becone stabilized, it is possible to

i ncrease aut hentication precision. FIG 4 shows a process bl ock of
an aut hentication device using veins of plural fingers. A basic 20

aut hent i GaE6T Ffocds £ SAGW M| [WIHETIESET iIFFEY SRt K AR D F G 4.
First, a finger detection process (S101) is performed to detect that a
finger i otheasditngg.rsTHawm ddiinghta fdresied adjeustoremt gorrecleslsiqig102) i s
performed to irradiate |light according to the anount of 25 light that is
sui t abl e geamephatograntiuyg weicnspehien;. aas1l8hpasi thoFICOr LeGt iian process
(5103) is perforned to correct a position deviation of the finger, and a

feature exhl:actiQnRiecessd SHMed $8 aed J i§dd aglr fgat ures of the
veins. Finally, a collation process (5105) with 5 registered feature data is

performed to determ ne whether .a.correspondi person is. a reqgistered
%_ surroun edabézpéc | .partlacr%ﬁne w(?fsﬂﬁngkgn@é}dsd‘éqa&%r}%n iIces

perso I"C "exa rocess, the
| ight source 23 is flickered to investigate a o
9 are disposed in the spaces. ach of the partition walls

106 functions as a light shielding wall. Accordingly, the
imaging device 9 is not affected by light permeating
through the openings other than the opening right above

10 the imaging device 9, which enables veins of the finger to
be reliably photographed.

As exemplified in this embodiment, when plural
fingers are simultaneously disposed, it is difficult to
rotate (roll) the finger using a major axis of the finger

15 as a base axils. Therefore, since the locations of the
photographed veins become stabilized, it is possible to
increase authentication precision.

FIG. 4 shows a process block of an authentication
device using veins of plural fingers. A basic

20 authentication process flow will be described with
reference to FIG. 4. First, a finger detection process
(S101) is performed to detect that a finger is presented.
Then, a light amount adjustment process (3102) is
performed to irradiate light according to the amount of

25 light that is suitable for photographing veins. Then, a



| [

| um nance val ue of an inmage obtained fromthe imaging 10 device 9 and how
much a | um nance value when a shielding material is interposed between the

| i ght source 23 and the imaging device 9 is decreased. Alternatively, a
touch sensor may be provided in the fiigger placenent table 102 for the
finger tip or the finger placenent table 103 for 15 the finger base portion
So as to detect a contact. At this time, the finger detection
process may be perfornmed including a process that detects when the finger is
st opped. PASUHEs & B9 Ods P[rr?&qsisgh&%urhs UG 7 SRS whi ch i |
be described in detail 20 below), the veins of the finger are photographed
and the feeaasrid lon destliadn @y cdesh aarfd ndve cdndatd dreagdrioeess (which will be
described in detail below) are continuously perforned, thereby neasuring the
anmount ofexpasidtien gendaidson 30 4)hel f ipwgefornmed ead dxitmacAffertar?S
predetermned tine, when it is determned that the amount 19 of position

devi at i on, ofc HN& Jiiiger pi 52318l | o Lhihs s78aRS t-hak sihe shigrger, has st opped
novi ng, and the process proceéeds to the foll owi ng processes. In the |ight

anmount adj ustnent process, a, feedback 5 contral operation i rformed such
t hat | umih: asanE(;eer evdglt%eaecdjff S hdeatpaho]’tsogprearpfhoerdn e|({rrgttgoe egtceor A st)r}é;%é%rer m ned

val ue. Basically, the light anpbunt adjustnent dprocess is performed at a high
speed usihgoF HFSHBE P St Ahete S tHRI aRifd dfe1IYht where a tar get

| um nance val ue of an
As a specific example of the finger detection

process, the light source 23 is flickered to investigate a
luminance value of an image obtained from the imaging

10 device 9 and how much a luminance value when a shielding
material is interposed between the light source 23 and the
imaging device 9 is decreased. Alternatively, a touch
sensor may be provided in the finger placement table 102
for the finger tip or the finger placement table 103 for

15 the finger base portion so as to detect a contact.

At this time, the finger detection process may be
performed including a process that detects when the finger
is stopped. At the same time as the light amount
adjustment process (which will be described in detail

20 below), the veins of the finger are photographed and the
feature extraction process and the collation process
(which will be described in detail below) are continuously
performed, thereby measuring the amount of position
deviation of the finger in real time. After a

25 predetermined time, when it is determined that the amount



10 image on the basis of a |lum nance value of the inmage when light is
irradiated in accordance with the initial anount of light. In this
invention, as showmn in FIGS. 2A to 2C, the light source is disposed over the
finger tip, the base 15 portion of theofinger is distant fromthe |ight
source with respect to the finger tip, and the size of the finger is
increased. As a result, |ight cannot be sufficiently irradiated onto the
base portion of the flnger and t hus the obt ai ned i mage may be dark. For this
reason, thePOSghtosodiedes tizn aid % fEreed dposadiln thib diMets ons t owar d
t he finger tip side and the base portion side and i ndependently controll ed.
That is, thhké ampurdtisicefr hiaghts torgmd hevinght asourtdes 3zceamd 23b are
controlled in order that intensity of light emtted fromthe |ight source
23a 25 dipgpesed ssuieh thRatf dlhewinghtodesdddeadi ated onto the base 20 portion
side of the finger is stronger than that of light emtted fromthe |ight

sour ce 23h di sp S%ﬁeSQEphtth%noht{% LG ks Ladicated antg. e dd nger ti p

side. As a resu can be unlf rn1y irr ated'onto the entlre finger
5 and_veins L£an be ph .0gr ap ontr st thout | um ance

i rregul aFi §§ g\/\/& Hehr\g plnl?rda% C&H ngr}ﬁncsourage are used,
one-side |ight anDunt control af fects the other- S|de | i ght anount control.

As shown 9fn ThEGPIRA CIfseR Sdvd MadghiPessiitdest Rpdteiermired Hea lysyht sour ce
23b that irradiates light onto the finger tip and the |light source 23a that

i rradi at &sdiiggiitl ygntthvet He drers enporrtt e jerd tsten it heer et ogirsaphed fi nger i mage
120 may be divided into two parts and the |ight sources 23a and 23b may

i ndependeydd s Rt el Jd Wighangr @hiesd i bl nkd ragionss tli2a and 120b on
the respective images as target values, respectively. Wen it is determ ned

oL e Y SRELAY. o el i A (i dromari o 23 oL e
23b I% IQ%&E%?%%.€M% l;gygeégs Humlnance value of the image when
light is irradiated in accordance with the initial amount
of light.
In this invention, as shown in FIGS. 2A to 2C, the
light source is disposed over the finger tip, the base
15 portion of the finger is distant from the light source
with respect to the finger tip, and the size of the finger
is increased. As a result, light cannot be sufficiently
irradiated onto the base portion of the finger and thus
the obtained image may be dark. For this reason, the
20 light sources 23b and 23a are disposed in two directions
toward the finger tip side and the base portion side and
independently controlled. That is, the amounts of light
from the light sources 23a and 23b are controlled in order

that intensity of light emitted from the light source 23a

25 disposed such that the light i1s irradiated onto the base



20 region 120a of the base portion side of the finger. Meanwhile, it becomes
necessary to control the light source 23a of the base portion side such that
the intensity of |ight therefrom becones weak, which affects the region 120b
of the finger tip side. As such, the 25 light sources affect the respective
regions, and the control becones finally unstable. When t he regions
are divided, setting paraneters due to light influence fromeach other is
considered, which is called a coupling coefficient in this enbodinment. The 5
i nf | uenc@opariaretddcof it Rder édingif r120b SEfrae ¥ ithger &haF sifdel iE  epresent ed
by linear coupling between an influence by the Iight source 23b at the
finger tigmigiteel dncbmart hienflligéric e,ounttiec 12 3ks dilstrai seed yechmihdtplyieng an

i nfluence by the light source 23a at the base portion side 10 of the finger

by a coupliighg ceefifdGiEnite Acaardifi yiidder tvopreghens ageaaféected by both
| i ght sources, but it may be considered that the influences by the |ight

sources gre,di fferent fr; : . i tate c r ted by

si mul tanglol sh eqcl?glt i%%nsu.nlglrgé%ﬁg; lgl%\;%\{/slaat% z%nchﬁrﬁﬁn?e{:mﬁ%gﬁ gﬁt ness of the
region 120a is .affected by the Iight sources 23a and 23b. In FI 5B, aaa
denot és &0¢b 0Ty C@@eg’ﬁ é@ﬁoqrﬁgﬁr@ﬁiwﬁh Iﬂéglr T A ¢h HHE T egi on 120a
is affected by the |ight source 23a, and aab denotes a coupling coefficient
i ndi cat i Agie NdeGree & Nre anHiagh ties -20HpEgiven  170&ni shaf béegréd by the |ight
source 23b. Further, Pa and Pb denote the ampbunts of |ight fromthe |ight

sour ces 23alcarcthd23fy, Iriegpecidweles @ derat,eoran fdesetigiad uenaintbri ght ness
of an i mage when the anount of light is zero, la and | b denote average

| um nance.drles Lfrddt® the other-side light amount control.
As shown in FIG. 5A, when two light sources, that is,
10 the light source 23b that irradiates light onto the finger
tip and the light source 23a that irradiates light onto
the base portion exist, the photographed finger image 120
may be divided into two parts and the light sources 23a
and 23b may independently control luminance values in the
15 regions 120a and 120b on the respective images as target
values, respectively. When it 1s determined that the
intensity of the light emitted from the light source 23b
at the side of the finger tip is weak, the amount of light
from the light source 23b is increased, which affects the
20 region 120a of the base portion side of the finger.
Meanwhile, it becomes necessary to control the light
source 23a of the base portion side such that the
intensity of light therefrom becomes weak, which affects
the region 120b of the finger tip side. As such, the

25 light sources affect the respective regions, and the



25 regions 120a and 120b, respectively, and f and f' denote 22 coefficients
that indicate relationships between the strength of the |ight sources and
the | um nance values on the image. In FIG 5B, these rel ationships are
approximated in a |inear expression. The brightness of 5 the region 120a on
the actual inmage is obtained by adding an offset value bO of the brightness
of the inmage to a sum between the influences by both |light sources. FIG 50
shows the result obtained by fornmulating the above-described state.

10Expr es I8 éjr?chmesarfe”?/éijﬁeyaru kir;]sesi ons (f = ax and f' = a'x), unknown
integers a and a' are determ ned by finding out P and |I. These equations can
be sol ved as siWngint &heousdguat iagies dUidate iafttdgers tm ikt rardie

determ ned, specific values of the anobunts of light Pa and 15 Pb can be

i nver sel yccdliggdtatied Tweerdef i freond awid dthas targeisidedadnoeh vatt ues. The
finally obtained |ight anbunt val ues can be determ ned as val ues that nake

L possi bl on ptddTall oot o s hend Uik nance Jaldiesnalc botr egi ons.

20Si nce the coupling coefficients are basically a

5 1influence parameter of the region 120b of the finger tip
side is represented by linear coupling between an
influence by the light source 23b at the finger tip side
and an influence, which is obtained by multiplying an
influence by the light source 23a at the base portion side

10 of the finger by a coupling coefficient. Accordingly, the
two regions are affected by both light sources, but it may
be considered that the influences by the light sources are
different from each other. This state can be represented
by simultaneous equations. FIG. 5B shows a state in which

15 brightness of the region 120a is affected by the light
sources 23a and 23b. In FIG. 5B, caa denotes a coupling
coefficient indicating a degree to which the region 120a
is affected by the light source 23a, and cab denotes a
coupling coefficient indicating a degree to which the

20 region 120a is affected by the light source 23b. Further,
Pa and Pb denote the amounts of light from the light
sources 23a and 23b, respectively, b0 denotes an offset
value of brightness of an image when the amount of light
is zero, Ia and Ib denote average luminance values of the

25 regions 120a and 120b, respectively, and f and f’ denote



uni que val ue of the device, optimal values are previously cal cul ated through
experinents and stored in a nenory 12. In addition, when the anount of |ight
is adjusted, a CPU 11 refers to a specific value of the coupling coefficient
25 and cal cul ates average | um nance vabues la and Ib in the 23 imge,

t hereby cal cul ating solutions a and a' of the above-described sinultaneous
equations. As a result, since the anounts of light Pa and Pb that are to be
subsequently irradiated are obtained, it is possible to 5 always irradiate

| i ght haWosg fappreps dfetstireigdte relationmiiipsdisioteataytife applied to the
case of adjusting the anount of |ight of a device that includes plural
i magi ng devieres hared [tihghtl igdur cesir ooy sexafplee, LUMirAGS: @A ues 20 t he
m ddl e i magi ng device is affected by not 10 only the mddle |ight source but

al so the dHeghimageur ces adiacent tackbergiddhienkhgbt seurce at both sides
thereof. In this situation, in order to optimally adjust the anount of

light, t%?ag‘l%% &l why ch %%%%P&%@g%%é%%ﬂg deu B?ig;?itgﬂcefs%(:to%d by the

l'ight sources adjacent to the dle ght” 15 source oth sides thereof
anal 20, GFBRP FobnioH “tHfe B Cal RS G 11 G AT HE he | mgi ng
devices is operated on a tine basis by smﬁtchiqg each i magi ng devi ce and
only thedn gtfssdurigd ue b0 of the brightness of the image to a sum
between the influences by both light sources. FIG. 5C
shows the result obtained by formulating the above-
described state.
10 Expressions £ and f’ are linear expressions (f = ax
and f’ = a’x), unknown integers a and a’ are determined by
finding out P and I. These equations can be solved as
simultaneous equations. If the integers a and a’ are
determined, specific values of the amounts of light Pa and
15 Pb can be inversely calculated to define Ia and Ib as
target luminance values. The finally obtained light
amount values can be determined as values that make it
possible to optimally control the luminance values of both
regions.
20 Since the coupling coefficients are basically a
unique value of the device, optimal values are previously
calculated through experiments and stored in a memory 12.
In addition, when the amount of light is adjusted, a CPU

11 refers to a specific value of the coupling coefficient

25 and calculates average luminance values Ia and Ib in the



|

20 corresponding to an operation thereof is allowed to emt |ight, which
enabl es |ight anmount control that does not affect another imaging device

wi t hout considering the coupling coefficient. However, since overhead of the
switching tine causes the photographing to be delayed, it 25 is required to
provi de an i magi ng device or |light source 24 in which an operation can be
switched at a hi gh speed. Next, a specific exanple of the correction
process of the position deviation of the finger wi|l be described. Since the
camera pRBESGr aphs T8 G AdicerSiloralsdlvagens @ 5%hé pssi t57%h devi ati on of
the finger occurs, patterns are viewed differently. In order to realize a

st abi | i zedcagtidescirdaeidon Pprddessoushe fiatgensneeds Borbeuditsposed on the
finger placenent table so as to hold the finger at a predeterm ned | ocati on.
For exanpliecet keef iafgamntiss dfelld ghd suchirdhato ithstdiaspd acement angl e becones
a predeterm ned angle in a constant direction by the sidewalls 104, and the

finger is . @issphaced on thefinger 4 splacenent itable d & contact state. As
a result, a distance between the finger 1 and the i nagi ng device 9 becones a
pr edeg> erm rvlqead 15 rcﬂasti%r%%e l%n%ta% evnlnar enent rriaattieo SI srerIrlaitrH ai ned. However,
t he flnggﬁ i°s an élﬁ%tic bo and the Eﬁbe§)cannottbe 61aded at the sane
| ocation every tinme due to a pressure difference when the finger is placed.
I f an angl e at ThAScRetRESF MRgePsi §PpILdEed tos tdevicased 0 fa aConeiridghce rate 20
with patterns at the time of registration is decreased in performng the
col | ati orther eceswstofo ff datartes fofa tdwer ivasd M hpet tieraisidekharlefrrle, it is
required to correct an angle deviation of the features of the vein patterns.
The Openiiﬂgac?]i% ievdesigned t10 Jravescurdad .h marr ewanpd?,t han rirthg .f i nger

e

width in order to block external |ight.

2A to 2C, the middle imaging device is affected by not

10  only the middle light source but also the light sources
adjacent to the middle light source at both sides thereof.
In this situation, in order to optimally adjust the amount
of light, the degree to which the middle imaging device 1is
affected by the light sources adjacent to the middle light

15 source at both sides thereof is calculated as a coupling
coefficient and simultaneous equations are analyzed,
thereby obtaining the optical amount of light. Each of
the imaging devices is operated on a time basis by
switching each imaging device and only the light source

20 corresponding to an operation thereof is allowed to emit
light, which enables light amount control that does not
affect another imaging device without considering the
coupling coefficient. However, since overhead of the
switching time causes the photographing to be delayad, it

25 1s required to provide an imaging device or light source



|

25 Accordingly, it is not possible to photograph the outline of the finger
and to correct feature patterns of blood vessels according to a finger

pl acenent angle. In consideration of this problem in this invention,
rotation 5 correction that does not use outline information is carried out.
As the rotation correction nmethod, a nethod that rotates patterns at various
rotation angles with respect to any central point, collates all rotation
patterns with 10 registered patterns, and adopts a result having the highest
concor darde Wt & (IRE 9 Yt i B r%uﬂ"fl,t‘ﬁ?edg Hethdtt $hatPeffdl yzes | i near
conponents of blood vessel patterns by an average vector and rotates the
direction vect dexitn @ predetidrmaredidiar extt itdre meoyr dyes tuised. pdarelss parti cul ar,
since the latter generates only one rotation pattern, the latter has

advant agesrt ithd hads itthieors peed of i drheo authent i repd i o I aseS@e £ani tbed easi |y

i ncreased, and the collation result with another finger is rarely
deteriorat; Hayey, L ) §g§$' ; at: gt is
suscept i ﬁélcl:rg:teo nol s%moﬁgagﬁpk#%é efag%gscs:o%dﬁ%f%% t eé?m%%%%"hohfs are

conbi ned ,and perforned, it is possihle to further inprove a desired effect.
S| By PR S ST GTE O S| S eHEn (o] S H1S Shi enl ar ged

and reduced patterns are 25 generated, registered patcerns and all the
enl arged &rpved differently. In order to realize a stabilized

authentication process, the finger needs to be disposed on
the finger placement table so as to hold the finger at a
predetermined location. For example, the finger is held
10 such that its displacement angle becomes a predetermined
angle in a constant direction by the sidewalls 104, and
" the finger is displaced on the finger displacement table
in a contact state. As a result, a distance between the
finger 1 and the imaging device 9 becomes a predetermined
15 distance and an enlargement ratio is maintained. However,
the finger is an elastic body and the finger cannot be
placed at the same location every time due to a pressure
difference when the finger is placed. If an angle at
which the finger is placed is deviated, a concordance rate
20 with patterns at the time of registration is decreased in
performing the collation process of features of the vein
patterns. Ther=fore, it 1s required to correct an angle
deviation of the features of the vein patterns.
The opening 101 is designed to have a width narrower

25 than the finger width in order to block external light.



reduced patterns are collated with each other, and the collation result with
patterns having the highest concordance rate is used, which enabl es
collation in consideration of the variation in the enlargenent ratio. 5In
particular, in the structure according5to this enbodinent, it is assuned
that the finger tip cones into contact with the device but the base portion
of the finger is separated fromthe device, and thus the variation in the
enl argement rat.i o _becqnes different .depending on each ortion in the
Cge. | BOFEGaLaS e Ghe tenFiar B AR 16 ERPaG G, I pdt or no.

whi ch are obtained by snmoothly varying the enlargenent ratios of the finger
tip and the thiengéndsasangorto e rrgce gerdiarceda Mgt @falblled col | ation
process in which the deformation of patterns 15is absorbed. As
descri bedeabeuls, adrcaddingl e t20 fihejaretdied dreatt ardjreact Tan of the finger is
corrected on the basis of direction of the vein patterns, a method that

corrects d-he ¢ @Glicon &f thhe fRgaksiing dinformtdan fased it tde 20
surface of the finger may be used. According to the nethod using the
i nfor gmti an r%fctti%% sc%%fta_((:j%eosf rltohe ufsien%eur 5t hee .qlifroercti an _of. the finger can be

gog : 1 matrion 1s
correcte y only observing 'l ocal Tregions ose pi'tches are narrower than

those of the veins. When winkles at joint portions of 25 the finger can be
obser ved CALHEMiOMect i on thereof can be corrected to a predeternined
direction. In order to photograph the finger surface, a reflection |ight
source may be dissposedoitattibe deviregetion method, a method that

rotates patterns at various rotation angles with respect
to any central point, collates all rotation patterns with

10 registered patterns, and adopts a result having the
highest concordance rate as the collation result, or a
method that analyzes linear components of blood vessel
patterns by an average vector and rotates the direction
vector in a predetermined direction may be used. In

15 particular, since the latter generates only one rotation
pattern, the latter has advantages in that the speed of
the authentication process can be easily increased, and
the collation result with another finger is rarely
deteriorated. However, the latter has a disadvantage in

20 that it is susceptible to noise of an image. Accordingly,
1f the two methods are combined and performed, it is
possible to further improve a desired effect.

Similarly, in regards to a variation in an

enlargement ratio, some enlarged and reduced patterns are

25 generated, registered patterns and all the enlarged and
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When plural fingers are photographed, a direction of 5 a position deviation
or an angle deviation of each finger is generally the sane. Accordingly,
with respect to only bl ood vessel patterns of any finger, differences with
the registered patterns in a rotationzangle or an enlargenent ratio are
calculated. Wth respect to the other fingers, 10 a range fur estimating the
conventional deviation anount is restricted within a narrow range on the

basis of the calculation result i ch enabl es .a hi.gh spee rocess as a
whol e. O1€ i traﬁerd?s tHe tﬁdglhlvgslpeeé(;d“lpnﬁﬁbcee%@q vﬁhffr?elfvovﬁ”bg descri bed.
First, with respect to only the finger that is placed on the m ddl e openi ng,
col | at i orf Witat rdyi ZaFwG o datke i e et florned Wi thighesthe, as descri bed
above, input patterns are rotated and enlarged and reduced to generate

pl ural patdrerasidrand npbaAariousadt athiorh antgdielse 20c@nih eidrargenent rati os.
The nunber of generated patterns is increased or decreased according to a

maxi mum vednke frdtieod A Aatd N andl £ Ain the e adgeMednd@t | £2010 a
resolution, but is set according to all owabl e deviation anmounts of the

rotati.on angl e -and .t |_ar genent, r at.i i - | nggk by a system
Then, lspat terns %agllar%qtcﬁlga%i gq‘ggthecg%lecrg%c&g%ceﬂcg%eﬁvﬁ chjetzdegl S sPati on data

are sel ect ebd é&romthe_ ener at ed tterns and the rotation ang]es and the

enl ar gemsHtPTHTIE of - 't hie® iarﬁiﬂm%gtqk@rtnst%ﬁ e TS netP G DbtAFPed val ues
are stored in the 5 menory 12. Then, with respect to the fingers that are

pl aced orraries¢termi i rghoplai s, bt doid &tdon process ¢5 Peefbimper In the
sanme nethod as the collation process with respect to the m ddl e opening, the
i nput patierdspare ednein ethd "oy ipad t edm$ travs Nghe/ ard oUst Yot ath on angl es

and
the enlargement ratio becomes different depending on each
10 portion in the image. 1In regards to the enlargement ratio
correction, plural patterns, which are obtained by
smoothly varying the enlargement ratios of the finger tip
and the finger base portion, are generated, which enables
a collation process in which the deformation of patterns
15 1s absorbed.

As described above, in addition to the method that a
direction of the finger is corrected on the basis of
direction of the vein patterns, a method that corrects the
direction of the finger using information based on the

20 surface of the finger may be used. According to the
method using the information of the surface of the finger,
the direction of the finger can be corrected by only
observing local regions whose pitches are narrower than

those of the veins. When wrinkles at joint portions of

25 the finger can be observed, line direction thereof can be
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10 enl argenent ratios and the collation result is obtained fromthe
generated pattern having the hi ghest concordance rate with the registration
data. At this tinme, the maxi mum val ues of the rotation angle and the

enl argenent ratio of the generated pattern are restricted to small 15 val ues
using the results of the rotation angle and the enlargenent ratio of the
finger that is placed on the mddle opening. As a result, it is possible to
reduce the nunher, of generated patterns. Thiss is hecause it is assuned that,
when t he TAdd< (r)lcé’e?a rpoﬁeé{egcserprfﬂl%({s C%OreecrrhJaorpg‘ed, Nt & P&EmiCni ng fi ngers
also rotate at the sane angle and are enlarged to have the sane size. In
cont r ast BN G aRds tiiist i 09 Sth e & 476 S e rfi 41 Tlge 34 IiJer st Helv eSTWEES ot at i on
angl es and the enlargenent ratios that are different fromthose of the

m ddl e fimegeme ekicassiaklin Xhestdeonigcgpower is applied to the fingers. O,
the fingers my be presented acconpani ed by |arge deformations. In this

case, since acqueat @1celllatiionegannate ke omdgagied,s d alitdaediegdedt to
consider this situation. Accordingly, if the present nmethod is used, the

numbeg Orao\%géﬁrtaito‘?fj cﬁe\;iqattafcjrprb@% eé‘rlcfireg‘?{@}(}za}tlpl%ﬁ LS LA P&n%ié.ﬂuced

wi t hout ng collation precision, and a ation process od agai nst

the rotat,ion and | argement devi ations _of the finger can be executed at a
hi gh speé&.qﬁ?%ﬁéi;ysﬁhQJ%ﬁﬁ?feéfﬁp§%éQ9#¥CtW&ﬁhp%8§8§§F € &7td process
for enphasizing line patterns, a method using a matched filter, a nethod
that tradkseqd messadndad tstfod t Y detiets d Moier ofces |Winihanee profile
are used.

registered patterns in a rotation angle or an enlargement

ratio are calculated. With respect to the other fingers,

10 a range for estimating the conventional deviation amount
is restricted within a narrow range on the basis of the
calculation result, which enables a high speed process as
a whole.

One embodiment of the high speed process will now be

15 described. First, with respect to only the finger that is
placed on the middle opening, collation with registration
data is performed. At this time, as described above,
input patterns are rotated and enlarged and reduced to
generate plural patterns having various rotation angles

20 and enlargement ratios. The number of generated patterns
is increased or decreased according to a maximum value of
the rotation angle or the enlargement ratio or a
resolution, but 1s set according to allowable deviation
amounts of the rotation angle and the enlargement ratio,

25 which are defined by a system. Then, patterns having the



Next, a collation process will be described. In the collation process, the
collation data registered in the 15 storage device 14 and the input
collation data are conpared with each other by the CPU 11 so as to eval uate
simlarity. The registration data andZthe input data overlap and the nunber
of pixels in a region where a blood vessel portion and the other portion
overlap is counted, 20 thereby calculating hom/nuch the registration data

and the mptg}h ata are |fferenct froC each reshol d val ue of
SR Tt e

simlarity 7% i SEt" 9N Qdviance o o]foré C}% ati%t% cal method is

stored in the stor age device 14 or the rrermr In accordance with the
t hr eshol $4AUE I5 Fhe EPY e Thetsst rﬁ%%taﬁéﬂr ilife 1Rtk are the sanme

and executes an authentication process, when it is determ ned that the
patt er ns aargd éshershrie lenltdrigemEmodiatants dh Wraempuwt phaot ograph t hr ee
fingers, registration data is also handl ed as one set of finger 5 data that

i ncl udes Jgdat a itdyee rhagebsaifedt he1tieRe 0t eerpad senthtche finger data
is corrpared one by one and simlarity with respect to the correspondi ng

fingeg | %e?&’&lgpaidzg TAENL NLS (! TBsanaverage of tg%g%et%'a@ lgid ties may be

used as term nation reference, or after determ ni ng whet her the
data is trf sacﬂe each finger, a final deteml]elr%mn rra% be per forned
accor di ng tTFThéh ) i rEht9%r € det Y R Hdt®Ihe'Yata is the
sanme. In particular, in the nmethod of the latter, 15 authentication results
of the|IﬂﬁﬁﬁQﬁﬂgdf|ﬁ@eﬁ§en§@m§emethod as the collation process

with respect to the middle opening, the input patterns are
converted into patterns having various rotation angles and

10 enlargement ratios and the collation result is obtained
from the generated pattern having the highest concordance
rate with the registration data. At this time, the
maximum values of the rotation angle and the enlargement
ratio of the generated pattern are restricted to small

15 values using the results of the rotation angle and the
enlargement ratio of the finger that is placed on the
middle opening. As a result, it is possible to reduce the
number of generated patterns. This 1is because it 1is
assumed that, when the middle finger rotates and is

20 enlarged, the remaining fingers also rotate at the same
angle and are enlarged to have the same size. In contrast
to the assumption, when the remaining fingers have the
rotation angles and the enlargement ratios that are
different from those of the middle finger, excessively

25 strong power is applied to the fingers. Or, the fingers



conbi ned and aut hentication precision may be flexibly controlled. For
exanple, when it is determned that data of all of the plural presented
fingers is the sane as the registration data and all the data is
authenticated, a 20 false reject ratezGFRR) is |lowered two tinmes as nuch as
t he nunber of fingers and a fal se accept rate (FAR) is |lowered by the square
of the nunber of fingers, which results in increasing authentication

preC| si on. when there are fing ere accurate vein patterns cannot
e 55 ot a0 T SERIR (e ARG B o8 4 SO P EHs e 81 ¢ ot
data of Mfingers anong N presented fingers is the sane as the registration
dat a, setify G Gvadel Kifc R aHEE2 T Ut hent e g3 o hrireesads s beridr med.
Therefore, the authentication process can be perfornmed even if sone 5
fingers mmrdle imgadet.tdurdrrerdersitites s Malawei @f. NAcsccaddemilee urfi que
value, the value is fixed, but a value of M my be dynam cally changed

dependi Nt N @A SYsteMSEH i 1y Pd CYchd Manf¥ OCesSgdiketdee€ase where there
are fingers 10 that cannot be phot ographed a security IeveI is lowered with

respegt t r h(gq% r hol d | evel
for aét her(rjlttlaaca é}gnﬁr%;é}tl aﬁ%@d%@%&?ng toclf% Pé ‘gjf{?%ﬁgers t hat
cannot be phot ographed. |f the nunber $| ngers that cannot be 15

phot ogr a 59 icr n %ecc]tﬁje%rh'olsbn e"‘\lle‘fO}szatth‘? RTY-Set, thereby

mai ntai ni ng a hi gh securi ty | evel of an authentication system
method against the rotation and enlargement deviations of

the finger can be executed at a high speed.
In regards to the feature extraction process, as a
10 process for emphasizing line patterns, a method using a
matched filter, a method that tracks lines, and a method
that detects a void of a luminance profile are used.
Next, a collation process will be described. 1In the
collation process, the collation data registered in the
15 storage device 14 and the input collation data are
compared with each other by the CPU 11 so as to evaluate
similarity. The registration data and the input data
overlap and the number of pixels in a region where a blood
vessel portion and the other portion overlap is counted,
20 thereby calculating how much the registration data and the
input data are different from each other. A threshold
value of similarity that is set in advance on the basis of
a statistical method is stored in the storage device 14 or
the memory 12. 1In accordance with the threshold value,

25 the CPU 11 determines whether the patterns are the same



In a | arge-scal e personal authentication system in order to maintain high
usability, (1-N) authentication 20 needs to be perfornmed, which does not
require an input of an ID nunber. Meanwhile, it is required to increase a
speed of a collation process as well &s authentication precision. In the
above-descri bed enbodi nent, the data of the three fingers is input. However,
when all 25 registration data of the fingers is sequentially collated, 32 a

process ti i S increased i roportion to the nunber of registration data.
Accor di NGl SRS That' it eh PG 1 3P et ot cof I fon process at a
hi gh speed while omtting an unnecessary collation process and 5 maintain
aut hent i @meéﬂ\lme@citﬁa&ngqfse SFERTVRe. 2% Eihotitent 16f thHiSs met hod will be
descri bed bel ow. However, when plural candidates exist in the registration
dat a, thembeglistardt,i am dataerhaa nghdthey Haghestree cluirrapyr hecones an

aut henti cati on subject. 10First, focusing on a first finger anong the three

fingers, mafiastofatting fdatd fd ngeso fHamBdd ddeneoist ret ipmglata is col | ated
with input data of the first finger. If the present systemis set to perform

an authentjcation prooess when ald, ofnthe data Al the thee 48 iggers s the
sane as the registration data, t he

comparison, the finger data is compared one by one and

similarity with respect to the corresponding finger is

evaluated. At this time, an average of three similarities

may be used as a final determination reference, or after

10 determining whether the data is the same in each finger, a
final determination may be performed according to the
number of fingers that are determined that the data is the
same.

In particular, in the method of the latter,

15 authentication results of the individual fingers may be
compbined and authentication precision may be flexibly
controlled. For example, when it is determined that data
of all of the plural presented fingers is the same as the
registration data and all the data is authenticated, a

20 false reject rate (FRR) 1is lowered two times as much as
the number of fingers and a false accept rate (FAR) 1is
lowered by the square of the number of fingers, which
results in increasing authentication precision. Even when

there are fingers where accurate vein patterns cannot be

25 photographed among the plural fingers, if it is confirmed



aut hentication process is not perfornmed on the registration data that is not
the sane as the collation result, the corresponding data is excluded from
the authentication candi dates, and a collation process on the 20 second and
third fingers is omtted. If the presendt systemis set to performan

aut henti cation process when only data of at |east two fingers anong the

t hree fingers is the sane as the registration data, a coIIation process is

conti nuoutshayt pqeartfaor (ilfloﬂntiq Ssea%pr}ld fli] éserﬁ:{ éh D t| t he data of
the firstand sSecon f|n er samne ast gls ralon data, a
col l ation process onthethlrdfln er be omtted | f the present system

is set toEr for rhidh ZRAREE EAT tpar %tW%nl%a?aad%fSIa‘?@ tof the
three fingers is the sane as the registration 5 data, the coll ation process
needs to dre aurtdHucts] yorparforant imtee r idened] | dthiege forsceddricon the third
finger. During the collation process, even when registration data that

sati sfi esswatidrentcpatdronp ol d i @ns wppsar Soridd i svdeequf resnd o anal yze data
having the highest accuracy. 10 Therefore, the collation process needs to be
cont i guousi y;pes o red, Q—?dfﬁ%d f o the Gases naere (1heLold at ijan process can
be om tted. %n thls met h f the present systemls set to performa
process of he her than an aut hent| cnatl 9o process. w ata QPGMOf t hree
15 fi ngers V5% ne' shme, "9t 3’s anti cl pa eu t af ’he anou processes can
be consi derahbly reduced and a hlgh spe rocess can be achi eved. For

exanpl e, T4V tHe CA M e tHe %fy%:%%% %elY o Pet ot it an

aut henti cati on process when data of the two fingers anong the three 20
fingers icltiheysame, if a range of candi dates can be narrowed to about
several percentages by collating of the first and second fingers, the
process tine cam ke greduced itro talkoulast Jefrd thqurocass tinesrahich is
needed when all the fingers are collated. 25Wen performng collation of the

firstofingels &8 ot be photographed, a security level is lowered

n\{af‘”

with respect to a general authentication process.
Accordingly, a threshold level for authentication may be
changed according to the number of fingers that cannot be
photographed. If the number of fingers that cannot be

15 photographed is increased, the threshold level is strictly
set, thereby maintaining a high security level of an
authentication system.

In a large-scale personal authentication system, in

order to maintain high usability, (1-N) authentication

20 needs to be performed, which does not require an input of
an ID number. Meanwhile, it is required to increase a
speed of a collation process as well as authentication
precision. In the above-described embodiment, the data of
the three fingers is input. However, when all

25 registration data of the fingers is sequentially collated,



registration data is rearranged in the order of data having high correlation
coefficients and collation of data having | ow correlation coefficients is

st opped, thereby considerably increasing a process speed. In this case, 5
however, even though authentication pBecision is slightly lowered, if the
nunber of data where collation is stopped is set such that authentication
precision statistically does not change, a hi gh-speed process can be

achi eved ile the.authenti.catjon precision can he re ar 0] i nt ai ned
as a V\hola\g%rjli—bucret%ert,llﬁ}ef E3Irghelrr%£|esa Daeo({calsne pvﬁoéjroelatalnonautt%gér:riel cIJla II|1b(%enr ﬁ%cess may
be conpleted at a point of time when one authenticahion candi date is

obser ved,r SHe WrdaBi 1934 -of AERETFaf Aelri éal'FoRCCandfdatéoei ng at the head
by a rearrangi ng process becones high, thereby 15 achi eving a hi gh-speed

aut hent i cdifiemt ipredcegerform a cHurathiam rrdvgis spead processzeedn be
performed using data that is obtained by conpressing the anmount of collation
data of one Ifd rgertt iy wxamleseddady ngearl ateiioh datecdss sprad i al |y reduced,

t he amount of data can be 20 reduced while the original vein shape is

mai nt gi nedh 3% di% MRIAtd AN P geRsS; d 5, Perd ward-wisidg bhe data and a
collation process on data having low collation coefficient Is stopped, the
process can b er.for at a .process speed, faster an that of the
above-deseénrblqt)agL et r?ofgfﬂc% ISR TRS "Hslnle?)esidnecsecrflhoee%nm%eﬂln?w'of data is

reduced, the 35 , . . . .
However, when plural candidates exist in the registration
data, the registration data having the highest accuracy
becomes an authentication subject.

10 First, focusing on a first finger among the three

fingers, data of the first finger from all the
registration data is collated with input data of the first
finger. If the present system is set to perform an
authentication process when all of the data of the three
15 fingers is the same as the registration data, the
authentication process is not performed on the
registration data that is not the same as the collation
result, the corresponding data is excluded from the
authentication candidates, and a collation process on the
20 second and third fingers is omitted. If the present
system is set to perform an authentication process when
only data of at least two fingers among the three fingers
is the same as the registration data, a collation process
is continuously performed on the second finger. At this

25 time, 1f the data of the first and second fingers is not



collation precision is |owered, but when determ ning data on which the
collation process is to be stopped, a threshold value that is capabl e of
sufficiently securing authentication precision using data before
conpression, is 5 statistically deternisned, thereby achieving final

aut hentication precision. Wth respect to registration data that remains as
candidates, it is confirnmed whether an authentication process can he finally
perfornmed using data before conpression, thereby performng a reliable 10
aut hent i &&t8 G5 Gfeddie registrafd et ihed oM L IRP gordsiTa My st oppi ng
of collation for each finger, rearranging of data according to a correlation
val ue, andhecdiprmsk Sadvaat alay tod onpddsidl e Ifo thehpeeecathisyistspedd,

hi gh-preci sion, and 15 | arge-scal ed 1-N authentication system using plural
fingers. set to pddfarnd sshows ah eirdeodioredr afe & fumgerdared noaudhent i cati on
device that defines a location of a finger using a groove installed in a

devi ce syfacsk ALQee 20 dhats fior mha Sy ed ing wiosesseation 1s snmooth
is provided in a surface of the input device 2 and the opening 101 is

provi edcj n.a g ncavell%ocri_ti on 151 of the 5groog}ee. At _this time, the finger 1
av

that Ras ¥ 14t ur al CsQnape is |rsopcoessesd T E don ecopno?JtI}uoonuso]fythe groove. 25

Further, a convex portion that is raised fromthe concave .
performed until the collation process on the third finger.

During the collation process, even when registration data
that satisfies authentication conditions appears, it is
required to analyze data having the highest accuracy.

10 Therefore, the collation process needs to be continuously
performed, except for the cases where the collation
process can be omitted. In this method, if the present
system 1is set to perform a process other than an
authentication process when data of any one of three

15 fingers 1s the same, 1t is anticipa?ed that the amount of
processes can be considerably reduced and a high-speed
process can be achieved. For example, in the case where
the present system is set to perform an authentication
process when data of the two fingers among the three

20 fingers 1s the same, if a range of candidates can be
narrowed to about several percentages by collating of the
first and second fingers, the process time can be reduced
to about 2/3 of the process time, which is needed when all
the fingers are collated.

25 When performing collation of the first finger, the



} et e

36 portion of the groove serves as the sidewall 104 in FIGS. 2A to 20, which
prevents a position deviation of the finger 1 in a horizontal direction, and
bl ocks external light froma horizontal direction. In particular, if the 5
section of the groove has a shape of a4curve |line that corresponds to the
shape of the section of the finger, the positioning of the finger can be
stably perforned regardl ess of the size of the finger. FIG. 7A to 70 show
an enbodi nent of a devjce for 10 authenti.cating vejns o | ural fingers that
can det eCEIFEIGHIGTNEL G 15 AFSHLANTEY HE diso ity %h&t2%% shown in FIGS.
2A to 20, the outline of the finger cannot be observed fromthe opening 101
and t he pegiltidofmidéyicatrred adfl arhe deffgariendisclrras ade atotat ivh &Ffta he fi nger
or the 15 change in the enlargenment ratio, cannot be accurately corrected.
In the demvvdegshomn dor dedlGS.1opA doe fAG,c itdrer sopenigtp kel t hate odiser ves t he
outline of the finger and an i magi ng device 162 that observes the outline of

the fingennanedneiyded Aedied ingaodds sige andhhenfisngaschase 20
portion side. The opening 161 opens to be sufficiently wide with respect to

the finger. w , tl] f .t fin an he .conf4.r ... I n order
to cIéarﬁf@%ﬁéﬁvéggﬁé%%ﬁ?ﬁﬁh§4§%%ﬂﬁ' ﬁﬁﬁg}%%%éig %ﬁnﬁ%ﬁg%%%ﬁﬁh%ource t hat
illum nates the surface of the fugger may be included in 25 the opening 161.
The reasdi? Wiy dan ffmddicng &N P EBRPNGTR GO VEY thie THHR of the

finger is provided in addition to the imaging device 9 that photographs the
vei ns i s secadseudie thpdgiang et ica tlign prreaveimtion statistically

does not change, a high-speed process can be achieved
while the authentication precision can be regularly

10 maintained as a whole. Further, if there is a case where
an authentication process may be completed at a point of
time when one authentication candidate is observed, the
probability of the authentication candidate being at the
head by a rearranging process becomes high, thereby

15 achieving a high-speed authentication process.

Further, a high-speed process can be performed using
data that is obtained by compressing the amount of
collation data of one finger. For example, if finger vein
data is spatially reduced, the amount of data can be

20 reduced while the original vein shape is maintained as is.
A collation process is performed using the data and a
collation process on data having low collation coefficient
is stopped, the process can be performed at a process
speed faster than that of the above-described method. At

25 this time, since the amount of data 1s reduced, the



unnecessary external light frombeing incident on the 5 imaging device 9
fromthe opening 161 used to photograph the outlines. The inaging device is
separately prepared, unnecessary external light is blocked by the partition
wal | s 106, and an inmage quality of a ¥éin inmage is prevented from bei ng
deteriorated. 10Wen an influence due to the unnecessary |ight may be
ignored, the imging device 9 and the inmagi ng device 162 that observes the

outline of the finger may be .i mpl enented by one device. As a result,

manuT act GG TGN € 5T HET dduce e FSr (RE SR YD BE SHOW HIP Gl & of a
finger outline detection process of a device that is shown in FIGS. 7A to
70. FlI G 9@AYSHERs TS iGRdera bidim RS S176 thratPd StgdPdm dhe rel ated art.
In the finger vein imge, the outline 173 of the finger is photographed and
i nf or mat itdrreshcd R gdaraaldrelt liccatdpeblor @nh anffl e icfnttlhe femgeingan be
obt ai ned. Therefore, the parallel |ocation and angle of the finger can be

corr ect edi it LRGN il dyedelieimmuneithd otatd o Ak angh:e Hdn 88 shows a
finger vein imge 171 that is photographed froman opening 101 in an

embodi ment: 43 qf; "8 J AU AN SNOWH L) G i {1y 20n 4 nCe the 38
authentication precision. With respect to registration
data that remains as candidates, it is confirmed whether
an authentication process can be finally performed using
data before compression, thereby performing a reliable

10 authentication process.

As described above, by performing stopping of
collation for each finger, rearranging of data according
to a correlation value, and compressed data, it is
possible to achieve a high-speed, high-precision, and

15 large-scaled 1-N authentication system using plural
fingers.

FIG. 6 shows an embodiment of a finger vein
authentication device that defines a location of a finger
using a groove installed in a device surface. A groove

20 that forms a curve line whose section is smooth is
provided in a surface of the input device 2 and the
opening 101 is provided in a concave portion 151 of the
groove. At this time, the finger 1 that has a natural
shape is disposed in a concave portion of the groove.

25 Further, a convex portion that is raised from the concave
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opening 101 is designed to be narrower than the finger wdth, the outline of
the finger is not photographed, and it is difficult to accurately correct
the location of the finger. FIG 8C shows a finger vein image 171 that is 5
phot ogr aphed by an aut hentication devidée shown in FIGS. 7A to 70 and an
imge 172 of the outline of a finger that is obtained by an inmagi ng device
162 that observes the outline of a finger. Since the inage 172 of the

2 that observes the ger. Since the imge e
PG BB, B0 T2 paer e o et e e Tbcalt on B e T1gor - G 80 Shows

an exanple where a finger outline 173 is detected from inner portion of
an | mage 2873 S0P h& T IFHE VSR & A MEST-E e GRAHA ST 1 HET i nger | s
defined as a boundary between an inmage of the finger 15 and an image of a
backgr ourfd-ng&tr thhil$ t4 M r igerdrdi tHasctddye iandeltradtedfromahe | mage,

t hereby obtaining the |ocation of the outline of the finger. In particular,
when photlagyhaphfinagn tehéncauitddme lofd itdees tfiiarger Int perltiightl asqurice t28 fli ckers
intine series to obtain a differential 20 i nage between an i mage of the

outlipe when ihe i gHe ?%Hcﬁﬁ‘e 334 S ldHApRd o andi A inege ofad he outline

when the light source 23 is turned off, resulting in enphasizing an edge

portion of Qefi er. Eram outdine 173 .of the finger. that i.,s obtained
by the at%jvlle orrrlannetro, %ecesﬁl}{gﬁaﬁ Lﬁél nge}]el% Co%l%rheoéienkgegr{ll%gecél culated. 39
If the vein image 171 rotates such that the central |line 174 becones

vertical P Y BH&T G o1& Het F9Sfgérd Tt dif pe-ably pertormed

regardless of the size of the finger.
FIGS. 7A to 7C show an embodiment of a device for

10 authenticating veins of plural fingers that can detect the
outlines of fingers. In the embodiment that is shown in
FIGS. 2A to 2C, the outline of the finger cannot be
observed from the opening 101 and the position deviation
of the finger, such as the rotation of the finger or the

15 change in the enlargement ratio, cannot be accurately
corrected. In the device shown in FIGS. 7A to 7C, the
opening 161 that observes the outline of the finger and an
imaging device 162 that observes the outline of the finger
are included at the finger tip side and the finger base

20 portion side. The opening 161 opens to be sufficiently
wide with respect to the finger width, and the outline of
the fincer can be confirmed. In order to clearly observe
the outline of the finger, a reflection light source that
illuminates the surface of the finger may be included in

25 the opening 161. The reason why an imaging device 162



corrected. If regulating the enlargenent ratio of the i mage according to the
width of the outline 173 of the 5 finger, the enlargenent ratio of the
finger can be corrected. FIGS. 9A to 90 show an enbodi ment of a
device for authenticating veins of pldral fingers that includes |ight
sources formed thereon. Specifically, FIG 9A shows a top 10 view, FIG 9B
shows a front view, and FIG 90 shows a side view. A top cover 180 is

di sposed . in.the device. in arder. to lLow the light saource 23 .to irradiate

li ght fr5§@§h8%5§6§FssF§§,o§% lﬁﬁé¢%§§%€ ghﬁﬁf 5153E5F3”é¥¥gﬁﬁéd in the top
cover 180. Since the |light can be irradi ated onto the 15 finger 1 fromthe
upper si G&AIEEREY &St WO ANPGRS MEgE G I HE S MG CHRRIE iTH5 oved, and the
light can be efficiently irradiated. Since the device can shield |ight from
t he upperesinge,lst e cdensiec & Nise covams st e den IfiZeweretviang- 9 eakage of ext er nal
light. 20in this enbodinent, the finger placenent table 102 for a finger tip
of the muldleefdsrgsr dxs etingaosadiHmn fArdren SR Vipe: iakedtherabowe- descri bed
enbodi ment, but positioning grooves 181 for finger tips of the fingers

adj acent it@hey Weddice 1 n9eh AU sidles dhersel 25 hesuipsdan el ongat ed

void. This i's made in consideration 40 of that it is difficult to visually
p05|t|ont%hecﬂ#ﬂg§k§ dU@ to.the.arrgn enen heaEgg caver 18% and due to

this, the 655| ion devi at'Tof of "{'He iﬁﬁgrgﬁﬁgg%ﬁgri At &I S8 Fecti on may
occur easier than the case of the enbodi nent o

unnecessary external light 1s blocked by the partition

walls 106, and an image quality of a vein image is

prevented from being deteriorated.

10 When an influence due to the unnecessary light may
be ignored, the imaging device 9 and the imaging device
162 that observes the outline of the finger may be
implemented by one device. As a result, manufacturing
costs can be reduced.

15 FIGS. 8A to 8E show an example of a finger outline
detection process of a device that is shown in FIGS. 7A to
7C. FIG. BA shows a finger vein image 170 that is used in
the related art. In the finger vein image, the outline
173 of the finger is photographed and information on a

20 parallel location or an angle of the finger can be
obtained. Therefore, the parallel location and angle of
the finger can be corrected to become the predetermined
location and angle. FIG. 8B shows a finger vein image 171

that is photographed from an opening 101 in an embodiment

25 of the invention shown in FIGS. 2A to 2C. Since the
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5 shown in FIGS. 2A to 20. If the grooves are forned, it is possible to
effectively suppress the position deviation fromoccurring in the horizontal
direction. At this tine, the locations of the fingers in the in the
anteroposterior direction are not fixéd. 10The top cover 180 is disposed to
cover portions near the finger tip fromthe upper side and covers a half of
the surface of the finer tip at the opening 101. Therefore, it is open, as

conpared with th hape of .the vi ce according.to t related art that
covers t & enti% g%flisné%rs.lqnnedggcﬂ i%ceuInéarr,roa‘f'seIghtohv\ailnn i}]%eFlljén%eOr, the finger

pl acement table 102 for. a finger tip of the mddle finger is designed to be
vi sual | y "e&8gnithéd catt ldmeamdl b6t 48 dfegrice 9T AATRI AR sidié of t he
device. For this reason, since a user can easily recognize a finger 20

pl acenentitl deatdidif,ittHg usakiddunatedy e ringertovdte location Asf cdre be

recogni zed fromFI G 90, the light source 23 that is disposed in the top
cover 18CGirgyedi.spesed at anslisght fangke such thagel tL7ir raditaties |ight onto
the center of the opening 101. This is because the cover 180 covers 25 up to

the ugperprgt%abr%fpﬁeme Rerdd ong hear dhe Jd nassi dd Rnddh, and dhs the |ight

source cannot be di sposed right above the opening 101. When the |ight source
i s disposed right, above the ni 101, it.is ssibl e to .reduce a
vari ati Of]col n7rda nl?maﬁlanlénea%eallue oq‘fntgthhee p 10 lolgnreap ed iflr?rﬁb%e.r Stbfher]e% ore, an
arrangenment angle of the light source 23 is inclined toward a base portion
di recti oS Ahgér FRIEHUEE T Vidrd dthadn Ga5aHET dmithance val ue,
t hereby inproving an image quality.

outline of a finger. Since the image 172 of the outline

of the finger is photographed in addition to the image

10 shown in FIG. 8B, it is possible to detect the location of
the finger. FIG. 8D shows an example where a finger
outline 173 1s detected from an inner portion of an image
172 of the outline of a finger. The outline of the finger
is defined as a boundary between an image of the finger

15 and an image of a background. At this time, an arbitrary
edge is extracted from the image, thereby obtaining the
location of the outline of the finger. 1In particular,
when photographing the outline of the finger, the light
source 23 flickers in time serles to obtain a differential

20 image between an image of the outline when the light
source 23 1s turned on and an image of the outline when
the light source 23 is turned off, resulting in
emphasizing an edge portion of the finger. From the
outline 173 of the finger that is obtained by the above

25 manner, a central line 174 of the finger is calculated.



The top cover 180 that has the light source 23 also 10 has a function of
shielding external light. For this reason, the top cover 180 shields
infrared light and it is nade of a material that does not reflect the
infrared light. Different fromthat i85 he enbodi rent shown in FIGS. 2A to
2C, the opening 101 increases an opening width 15 and can sufficiently
phot ograph the finger up to its outline. Since the perneation of the
external 1ight can be redu due to the arrangenent of the top cover 180,
por fof marice 6 GHIGT SETOR doat BRI AT (T T 1 A5 acibve { he
accurate correction of the finger |ocation 20 by photographing the outline

of the filndeecones vemtdgalygAhS U@ Sdw Hn Eaanpl Wt @ prijtess of
detecting the outline of a finger in the enbodi nent shown in FIGS. 9A to 90.

FI G 10Acshuwstad.i mdde refudatiingetht ehatrigsmebtairaed cbyfamhiemagi ng devi ce
9in FIGS. 9Ato 9C. 25 In FIG 10A, the finger tip side becones an upper
side of #Uddhedawing W tHd syiddreocmttHhedEaimsi o off thwee finger 1, the
top cover 180 covers an upper half of a screen. Since the top cover 180 is

made of &g inptsrialyd hat) shisl &rdale Ldghtey d nt reflect infrared
l'i ght, itjggﬁ%'shomn afﬁn%n t eq%%age. The oufgﬁﬁ% background of the device
is reflected oqia | ower half of the screen. Further, the finger 1 is

i 11 uni nat e 55 %% i ght source 23, the finger 1 is reflected as a bright

object. At this tine, in the upper half of the screen, the
FIGS. 9A to 9C show an embodiment of a device for

authenticating veins of plural fingers that includes light
sources formed thereon. Specifically, FIG. 9A shows a top

10 view, FIG. 9B shows a front view, and FIG. 9C shows a side
view. A top cover 180 1s disposed in the device in order
to allow the light source 23 to irradiate light from the
upper side, and the light sources 23 are arranged in the
top cover 180. Since the light can be irradiated onto the

15 finger 1 from the upper side, contrast of a vein image of
the finger can be improved, and the light can be
efficiently irradiated. Since the device can shield light
from the upper side, the device becomes strong in
preventing leakage of external light.

20 In this embodiment, the finger placement table 102
for a finger tip of the middle finger is disposed in the
same type as the above-described embodiment, but
positioning grooves 181 for finger tips of the fingers
adjacent to the middle finger at both sides thereof

25 becomes an elongated void. This i1s made in consideration



10 outline of the finger is clearly reflected as an inmage edge. Accordingly,
as showmn in FIG 10B, the outline 173 of the finger is detected with respect
to only the upper half of the imge. The central line 174 of the finger is
cal cul ated on the basis of the obtained information, and 15 the | ocation and
rotation angle of the finger are regul ated, which enables collation even
with the position deviation. In particular, the outline of the finger at the

b ti iide is bey t hot [ d to..th tati
devi ab off ot Hohe 1 Agors Mgy Lo 1 90 e irpom areritse {1 AR Sor et on

process is performed using the outline of the finger at only the finger tip
si de, théYcoitat ithe Sormddiren tcaf Bdadd® Wiy tIFd corstBift ihformation. As
a result, collation can be reliably performed during rotation. 25FIGS. 11A
to 110 shdwsan téxamplse tafort e vid3 iconfdfgurtat ifdmasr arswedptiyged 41 nger vein
aut henti cation device in which plural fingers are presented to the device

and bl oodiivessalorpataerotsaf dde eantid-6 fimgelasarss phoet egiaphieg by sliding
the fingers. FIG 11A shows a top 5 view, FIG 11B shows a front view, FIG

110 i i d.E 11 | i:ght: i
Sgow%ém%m de, \@Iggg,}.a% & G, 95823\3? g?‘%ﬁi@??é%te()ffo%%@, 49! tds

irradiated in consideration of one source 23 is disposed
Finger aft I S6ed G T gR ori R S (5o Tk Hn GBI AHUST over o de.
If light emtted fromthe light source is directly irradiated onto the
surface GEAhEIANRFENT Wil riklee 18t 2 sslurdig@s tdfort he Afi h§ée ivdyiehe
reflected on the vein image. In this case, the light sources emt |ight from
t he side toppdsideecions of the fingers in the in the anteroposterior
direction are not fixed.
10 The top cover 180 is disposed to cover portions near
the finger tip from the upper side and covers a half of
the surface of the finer tip at the opening 101.
Therefore, it is open, as compared with the shape of the
device according to the related art that covers the entire
15 finger. 1In particular, as shown in FIG. 9C, the finger
placement table 102 for a finger tip of the middle finger
is designed to be visually recognized at an angle of 45
degrees from the upper side of the device. For this
reason, since a user can easily recognize a finger
20 placement location, the usability can be improved.
As can be recognized from FIG. 9C, the lignht source
23 that is disposed in the top cover 180 is disposed at a
slight angle such that it irradiates light onto the center

of the opening 101. This is because the cover 180 covers

25 up to the upper side of the portions near the finger tip
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15 to the sidewall 104 and irradiate light onto the finger 1 at the opposite
side. The sidewall 104 prevents light frombeing irradiated onto the surface
of the finger at a low |ocation. This aspect is showmn in FIG 110. Further,

t he opening 101 that is used to photogiaph 20 the vein inmage is fornmed to
have a small size in a longitudinal direction of the finger, thus, the

devi ce can be reduced in size. A user presents an entire region of the
finger by sliding.the.f.inger and a vein. nage,.of the entire finger can be
obt ai ned%nlgurtt Y& ,t eetlv%é%ln t1re fclar?éle%rt ﬁegcdelr?é)n Setdabﬁlegkitofqoor a base
portion of the 44 finger and the opening 101, an opening 200 that is used
to obser V&St RESEEFFPace Tof WH@“fFHSeE}gQﬁdsauFéﬁl ect ﬁéﬁppgéﬁt Id@fice 201 t hat
phot ographs the surface of the finger in the opening 200 are di sposed. Ri ght
bel ow t hebopenitig 20@r8 nchadt0li,s ibsdd tryahidlfd fgerrsgindeaace, an i magi ng
device 202 that obtains an inmage of the finger surface through the opening
200 i s divgpdsedon dnaddilturdmaracepardlidd @t wald g dgr abirsposieci et ween an

i mgi ng device 9 that photographs a vein inage and the imagi ng device 202

that 40 pheteyAarRNs dhe 1 BgRnd hefidas éﬂgfﬁg§ht source Fguser places
hi s/ her finger in a void of the finger placenent table 103 for the finger

base port.i on. i.f. the,finger process is

. _As, descri pbed . above detectio
per f or med,”a léjlelddi%r?éqasrtagrat k1‘3asrrep E:?Oré.tliosn tdulrrnee on. QItﬁgchfSnfulsnec—IrersIt_iodes t he

finger by drawing the finger. At this time, the |ight source 23 and the
ref|ecti&ﬁqqqﬁnéhﬁmﬂqﬂgatlon in the luminance value, thereby

improving an image quality.
The top cover 180 that has the light source 23 also
10 has a function of shielding external light. For this
reason, the top cover 180 shields infrared light and it is
made of a material that does not reflect the infrared
light. Different from that in the embodiment shown in
FIGS. 2A to 2C, the opening 101 increases an opening width
15 and can sufficiently photograph the finger up to its
outline. Since ths permeation of the external light can
be reduced due to the arrangement of the top cover 180,
performance deterioration can be reduced. It is possible
to achieve the accurate correction of the finger location
20 Dby photographing the outline of the finger.
FIGS. 10A to 10C show an example of a process of
detecting the outline of a finger in the embodiment shown
in FIGS. 9A to 9C. FIG. 10A shows an image of a finger 1
that is obtained by an imaging device 9 in FIGS. 9A to 9C.

25 In FIG. 10A, the finger tip side becomes an upper side of
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201 are turned on. A partial finger image is observed fromthe opening 101,
but the observed location is deviated in tine series and presented. Finally,
a partial 20 inage of the entire finger is obtained. If these imges are
synt hesi zed, the finger vein imge of 4€he entire finger is acquired and an
aut henti cati on process is perforned. In order to acquire the
entire finger vein image 25 fromthe partial finger vein inage, it is
required.to 5 accuratel y, cal cul ate_t he _ampunt of rositign deviation when
the 1 ngérs &GS aces irid S et RUBNEran G488 it SRt b8 o ¢ he
surface of the finger that is obtained fromthe imaging device 202 of the
finger surfddé OReVEYSF g% SIS Hh WRPSH iNdife ST hiXHFSE% di stri but ed
on the surface of the finger, are dense with respect to the vein patterns.
When t he Sdmmentthef told ¢ qissd tlitdh ideviaatd @f iss mestdmetled-rat tHeldlasi s of the
pattern, the uneven patterns of the surface of the finger rather than the
vei n pat tegrterH i S iprte Huteferable thecise-t hen fdedd betgwen theipatterns is
narrow, which makes it possible to accurately neasure the anmount of position
devi ati onndup RAI O ahe Whend hergpening ot bhexdevicq k¢ kowmed to have a
small size, it 1s needed to acquire a position coll’ation feature fromthe 15
limted nar r.ow riegironf e\M’Ei[C Oins mor e erffea1 tf’ ve chleG 1loenshows an i nternal
structur & that i's neeedle(f o si'mi té)neeousq pho ograpshcrt%e finger veins and
the finger surface. The reflection |ight source 201 that photographs the
surface SfUEHRETi dd& §iMEEdi at 65 1 g Ier Gt % HE S ur¥Htle U4 fi nger,
and wrinkles of the surface of the finger are photographed by the inmaging
devi ce 2@3, Athd Hersmme 1t iire, rafhledtightascurcel #& iadopaditates |ight onto the
finger 1, and the internal scattered light is transmtted through the

surface of theat this time, in the upper half of the screen, the

10 outline of the finger is clearly reflected as an image
edge. Accordingly, as shown in FIG. 10B, the outline 173
of the finger is detected with respect to only the upper
half of the image. The central line 174 of the finger is
calculated on the basis of the obtained information, and

15 the location and rotation angle of the finger are
regulated, which enables collation even with the position
deviation. In particular, the outline of the finger at
the base portion side is beyond the photographing range
due to the rotation deviation of the finger. However, in

20 this embodiment, if the correction process is performed
using the outline of the finger at only the finger tip
side, the rotation correction can be made using the
constant information. As a result, collation can be
reliably performed during rotation.

25 FIGS. 11A to 11C show an example of the
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25 finger 1 to reach the inside of the device fromthe 46 opening 101, and
the finger is photographed by the inaging device 9. Therefore, the finger
vei ns can be photographed. At this tine, the light emtted fromthe
reflection light source 201 is shieldad by the sidewall 106 such that the 5
light directly propagates to the inagi ng device 9. The openi ng 200

t hat phot ographs the surface of the finger is preferably fornmed to have a

smal | area so that the device can be reduced in size. It is required to
T avent O T TR A P o T e A T e e duct | on i

the device area. In this enbodinent, the opening 200 is formed to have a
rect anguldeVisigapd Wuch tHatr alhe g @ traP e sHored sie e hsh VR t udi nal
direction of the finger and a long size in a width direction of the finger,
whi ch al leows dlle depidsadf ddtecmdet dehd erite shal lroye r Howsver, in order to
mai ntain the bonding precision, it is needed to increase a frane rate of the

i magi Ng 4eeR QA SOt he fdinger urfacgrs. FIc. Meanwhidwe a Rdghe regards

to the direction of the opening 200, the opening may be long in the

thef Pger Vi s case i DRani TG 200 i < B sposed (T4eely 1o the out i ne
he. bl ood ks S baier o b PoCEGrIt: Thdleny Kedhi ng the oize

irradiated in consideration of one finger. The light
source 23 is disposed on the side of the finger placement
table 103 for a base portion of the finger and irradiates

10 light onto the finger from an oblique lower side. If
light emitted from the light source is directly irradiated
onto the surface of the finger, wrinkles of the surface of
the finger may be reflected on the vein image. In this
case, the light sources emit light from the side opposite

15 to the sidewall 104 and irradiate light onto the finger 1
at the opposite side. The sidewall 104 prevents light
from being irradiated onto the surface of the finger at a
low location. This aspect is shown in FIG. 11D.

Further, the opening 101 that is used to photograph

20 the vein image is formed to have a small size in a
longitudinal direction of the finger, thus, the device can
be reduced in size. A user presents an entire region of
the finger by sliding the finger and a vein image of the
entire finger can be obtained. Further, between the

25 finger placement table 103 for a base portion of the
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25 of the device to be small. The direction where the finger 47 is slid is
a longitudinal direction of the finger. Since the opening 200 opens in a

| ongi tudi nal direction, even though a |arge regi on where unevenness portions
can be bonded on the finger surface ig4obtained and a sliding 5 speed
beconmes fast, accurate bodi ng becones enabl ed. However, since the w dth of

t he opening 101 for photographing the veins needs to be narrowed by the
correspondi ng anmount, authenticgg}on precision is slightly detg{iorated.

10FI GS. 12RHG £2€ 6w R Dortd nd 'seGllemBE 0% idider™RAdi ns® i< dre

partially photographed. As described above, the partial inmage 210 of the
finger velbssrasd thige sparfteicel dfmdde LENOST t ke d iangerf latfiade Fiorms a pair and
are obtained. At this time, an enphasizing process is 15 perforned on

wr i nkl es sefurtdee 2f0iIngera ts wHcaeey s reespeatr fiard hef pard ifalndgamgen 211 of the
finger surface. The partial inmge 211 of the finger surface that is acquired

at a subsegueYerlind N0 & IQhidisdevi atgdi BeROS thenopEhGag 226 and 128
show a process of photographing a 20 slightly deviated | ocation. At this

time, i t.hat ar bt.aj n ter form , ; [.Zd cess on
the Wei g&l%g% o@ tg'lnsgeofeit(r%)gtét?{esﬁﬁfn ceereasr%?caoc(r?reﬁaragg l%ﬁ@%i%ﬁ%rﬁ%nd t he
anount of position deviation is calculated. The partial imges 210 of the
finger véird S PEITIER T St Bif the st%b?oq% dr'tfati on on the

obt ai ned
opening 200 is disposed. In addition, a partition wall

106 is disposed between an imaging device 9 that
photographs a vein image and the imaging device 202 that
10 photographs the image of the finger surface.

A user places his/her finger in a void of the finger
placement table 103 for the finger base portion. As
described above, if the finger detection process 1is
performed, a sliding start lamp 203 is turned on. The

15 user slides the finger by drawing the finger. At this
time, the light source 23 and the reflection light source
201 are turned on. A partial finger image is observed
from the opening 101, but the observed location is
deviated in time series and presented. Finally, a partial

20 1image of the entire finger is obtained. If these images
are synthesized, the finger vein image of the entire
finger is acquired and an authentication process 1is
performed.

In order to acquire the entire finger vein image

25 from the partial finger vein image, it 1is required to



48 amount of position deviation. In the bonding process, a partial inmge of
a new region may he overwitten and an overl appi ng region of the inmge nmay
be subjected to an average process. \Wen the average process is performed, 5
the process tinme is slightly needed, WGt the partial inages may be snoothly
connected to each other. In this way, the entire finger vein imge 212 of
the finger can be obtained, as showmn in FIG 12C. Meanwhile, if a feature
extraction process of the finger veins is perfarnmed, an 10 authentication
brocess A&y BE om Grdl1ate thy BRGHhte B A GG heEs G (HE T | nkl es
of the finger surface, an edge enphasis filter that is generally known, a
mat ched ftile &ingsr vici ¢ ldét-ecfreprefinglyunithascéngeefilon pe6Ei |l e may be
used. At this tine, the algorithm 15 paraneter is adjusted on the basis of
t he exenplrgioyrmaitdidn @ tdree wumideess oon thee fiilmage; titd tchi ensdd eisneah opt i nmal
enphasi s process. Further, if an enphasis process that enphasizes wi nkl es

inonly &rspReaHd ariigied i ic i2depandent |84 prd oyuerhdd, pluwedlen o
directions, it is 20 possible to accurately calcul ate the amount of position

deviatio i, t S t - irecti . S i pl acenent
t abl eg 10% af\%otrer}anr Sga%gﬁ%lorat%l g"%clo ﬂt SZ f“%h(rflgr}:ehr as%eom%l &n%l%é\nttg[gé 110 may

press the fh?%%! ﬁ% hed;in er placepent table 103 is dispQ§ed 25 to be
di stant fFEmiife < “h Ls&F & G Bbserie t HESHRF T i Myl S el Ts? and t he

openi ng 200 that observes the finger surface is disposed in a space that is
fornmed bardtd&@rshe Whagethpl aserant ofable d103safd onheeypetiliog 161. As a
result, a space can be reduced while accuracy of 5 information can be
prevent e¢sriomtrel no [tOwered idue f o hpr gssittgrrof e wetven patterns

of the surface of the finger rather than the vein pattern
10 1s more preferable because the pitch between the patterns

is narrow, which makes it possible to accurately measure

the amount of position deviation. In particular, when the

opening of the device 1s formed to have a small size, it

is needed to acquire a position collation feature from the
15 limited narrow region, which is more effective.

FIG. 11C shows an internal structure that is needed
to simultaneously photograph the finger veins and the
finger surface. The reflection light source 201 that
photographs the surface of the finger irradiates light

20 onto the surface of the finger, and wrinkles of the
surface of the finger are photographed by the imaging
device 202. At the same time, the light source 23
irradiates light onto the finger 1, and the internal
scattered light 1is transmitted through the surface of the

25 finger 1 to reach the inside of the device from the



The i magi ng device for the finger surface that is shown in FIGS. 11A to 110
may use a fingerprint sensor that is generally used. 10FIGS. 13A to 13D show
an enbodi ment of a device for authenticating veins of plural fingers that
irradiates light onto fingers fromthdépal mside thereof and phot ographs
veins of the fingers at the side thereof. Specifically, FIG 13A shows a top
view, FIG 13B shows a 15front view, FIG 130 shows a side view, and FI G
13D shows the principle of .light irradiatiaqn of finger_in consideration of
one 11 ng@ESATE HiLS /emBsti T 97 oas TGS TS T INGers S Biided | s
exenplified, but the same principle can be applied to the case where one
finger o0 Gchree GREHSTO M8/ ngetSs MO ekt dcaA ReePhpragedraetlinger tip
of the first finger on the finger placenent table 102 for a finger tip and a
finger tiayr afhisndtimer, filrgeright sengirtdmce r8in ftore posi tdomiay aidhtnger tip.
Since the fingers having 23 different | engths are disposed, the | ocation of

the fingeyourkQ tdon ofs tde Jlidest dy ROy dinamantieopasdierdidt dikection is
defined by the finger placenent table 102 of the finger tip. However, the

or s o Aol GBI DA ST Sl g USRI 09 |5 ot def e
The opening 200 that photographs the surface of the

finger is preferably formed to have a small area so that
the device can be reduced in size. It is required to
prevent bonding precision from being deteriorated due to

10 the reduction in the device area. In this embodiment, the
opening 200 is formed to have a rectangular shape, such
that the opening has a short size in a longitudinal
direction of the finger and a long size in a width
direction of the finger, which allows the depth of the

15 device to be shallow. However, in order to maintain the
bonding precision, it 1s needed to increase a frame rate
of the imaging device 202 for the finger surface.

Meanwhile, in the regards to the direction of the

opening 200, the opening may be long in the longitudinal

20 direction of the finger and short in the width direction
of the finger. In this case, the opening 200 is disposed
closely to the outline of the finger and located in a
place where the opening does not affect when the blood
vessel patterns are photographed, thereby keeping the size

25 f the device to be small. The direction where the finger



defied by the groove 181 for positioning a finger tip. At this time, the

|l i ght source 23 closely adheres to the pal mside of the finger 1. As a
result, the light that is emtted fromthe |ight source 23 is efficiently 10
incident on the inside of the finger 47 The light is scattered in the
finger, and anong the light that is radiated onto the outside of the finger,
the light that is radiated fromthe side of the finger is photographed by

t he i magi.ng devjce 9, .and \vei tterns at the side of the 15 finger can be
obser ved. A Sowrt i G T e A5G Vodted 25 19 SpoSed R ¢ he

| ocation that is distant fromthe imaging device 9 nore than the centra

axi s of tHe fAfgemy AL kel tin tthel Hisitaiftd Petdieedt i sue¥ete of the
finger that is photographed by the imagi ng device 9 20 and the |ight source
23 beconmehduwyh aandhndwe mamiunt wWiedd ghtetdrate mmyparaicing hean negi ng device 9
W thout being transmtted through the bl ood vessel portion is reduced as

conpar ed pMrided hey amunti fed ighirddati 4 odtansdm t4ed 4 houging he bl ood
vessel portion, which increases the 25 contrast of a blood vessel inmage.

Furt her, stp"é%d 'k%@ofmoe%f%os:’c{,ceasc&?’réacree hggasiglo%ekge%ﬁ& req%néef%%t o one finger,

but this I's to uni | um nate t he 1 nage erefore, e nunber of

light sources is not limted, and one |ight source my be disposed or two or
more | | gHIOEHFoes TGP BES 'Hetdbl S ditpaRani1d Hoceary.

photographing the veins needs to be narrowed by the
corresponding amount, authentication precision is slightly
deteriorated.

10 FIGS. 12A to 12C show a bonding sequence of finger
veins that are partially photographed. As described above,
the partial image 210 of the finger veins and the partial
image 211 of the finger surface form a pair and are
obtained. At this time, an emphasizing process 1is

15 performed on wrinkles of the finger surface with respect
to the partial image 211 of the finger surface. The
partial image 211 of the finger surface that 1s acquired
at a subsequent timing is slightly deviated in position.
FIGS. 12A and 12B show a process of photographing a

20 slightly deviated location. At this time, images that are
obtained after performing an emphasizing process on the
wrinkles of the finger surface are compared with each
other, and the amount of position deviation is calculated.
The partial images 210 of tne finger veins are bonded to

25 each other on the basis of information on the obtained
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In the enbodinent that is shown in FIGS. 13A to 13D, the finger placenent
table 102 and the groove 181 for positioning a finger tip are not provided,
and the imagi ng devices 202 for the finger surface that are shown in FIGS.
10 11A to 110 are conbined in the devidge, which achi eves a sweep-typed
device. As a result, it is possible to reduce the size of the device.

FIGS. 14A to 140 show an enbodi nent of the case where the inmaging device 9

of a device for t henticati 15 veins _of plural fingers shown in FIGS. 13A
Lo 130 | SR Hed t ¢ THih G 1S SdRs6rS PRI PS&HEGE 1 € very thin.
In this case, two flat sensors adhere to each other with surfaces having
sensi ti viRdr ticdaridadfe Qutsitfe THEFThYFOref iy i hitce? @ndedsor that can
phot ograph 20 both sides. In this enbodi nent, the inaging device 9 has

sensi ti vidwe o yoitrty siaddel surdacese windge b ngoa snejdctsedeto Tder ef ore, an

i magi ng el enent that photographs sides of the finger in both directions can

be di SpOSﬁﬂeﬂa{qeﬁ g d Oy SPate nbetheear gl igiarlcs s AGCediiined,t he finger
can be 25 easily presented w thout broadening opening. FIG 140 52 shows an

ChaTLe IR AR 41 S 365,004 conrs g bei v onused o
center of, the lindend Iddnpdanandtdne llght souree 23 that is
way, the entire finger vein image 212 of the finger can be
obtained, as shown in FIG. 12C. Meanwhile, if a feature
extraction process of the finger veins is performed, an
10 authentication prccess may be achieved.

In the emphasizing process of the wrinkles of the
finger surface, an edge emphasis filter that is generally
known, a matched filter, or void detection of a luminance
section profile may be used. At this time, the algorithm

15 parameter is adjusted on the basis of the exemplary width
of the wrinkles on the image, which enables an optimal
emphasis process. Further, if an emphasis process that
emphasizes wrinkles in only a specific direction is
independently performed in plural directions, it 1is

20 possible to accurately calculate the amount of position
deviation with respect to each direction.

Since the finger placement table 103 for a base
portion of the finger shown in FIGS. 1lA to 11D may press

the finger 1, the finger placement table 103 is disposed

25 to be distant from the opening 101 used to observe the



5 at the right therefromis turned off. At this tine, the light that is
transmtted through the bl ood vessels of the right surface of the finger is
phot ographed by the imging device 9 at the right of the finger 1. At a next
timng, the left light source 23 is tdPned off and the right |ight 10 source
23 is turned on, and the left surface of the finger is photographed by the

i magi ng device 9 at the Ieft of the finger 1. As such, if both-side surfaces
of the fi er are altern phot o ragﬂﬁg e anDunt of velns can be
phot ograﬁr;lql t her'eby |rrpro |ngOpaeur}gh ent cat%}bn 1 Brec) &F oS TIH9ST |t he
embodi ment that is shown in FIGS. 14A to 14D,  the f er placenent table 102
for the fiYgeCd ilp siFRIFEYridove SIBCS otrh%sﬁstlwr?\%fgt%t‘ﬁ’%e? Ngip are not
provi ded and the inmaging devices 202 for the finger surface that 20 are
shown i n HIrG&sr HlAedanetD tatel oltbi et | the hepatemigel Onhi &3 achi eves a
sweep-typed device. As a result, the device can be reduced in size. FIGS

15A to 13&sfiay an gihedigentoofradesd o fos accurass henticating veins of
plural fingers that irradiates 25 light onto plural fingers froman oblique

upper ssi dg, Qa3 dhedd r}ggj e{)rh@eé Aom 18k {44 Slc?w”&f’(ﬂa ”EFE% & light source

supporting unit 220 is disp sed etween two fingers, ht source 23 is
di sposed on the|lé¥ﬂt Source ¢ supportlng unit 220 at an angle at which the
| i ght sodr'ce

The imaging device for the finger surface that is
shown in FIGS. 11A to 11D may use a fingerprint sensor
that is generally used.

10 FIGS. 13A to 13D show an embodiment of a device for
authenticating veins of plural fingers that irradiates
light onto fingers from the palm side thereof and
photographs veins of the fingers at the side thereof.
Specifically, FIG. 13A shows a top view, FIG. 13B shows a

15 front view, FIG. 13C shows a side view, and FIG. 13D shows
the principle of light irradiation of a finger in
consideration of one finger. In this embodiment, the case
where two fingers are placed is exemplified, but the same
principle can be applied to the case where one finger or

20 three or more fingers are presented.

A user places a finger tip of the first finger on
the finger placement table 102 for a finger tip and a
finger tip of another finger in a groove 181 for
positioning a finger tip. Since the fingers having

25 different lengths are disposed, the location of the finger



5 23 irradiates light onto the finger fromthe oblique upper side, and the

| ight source irradiates |ight onto the finger fromthe upper side of the
side of the finger. However, the |light source supporting unit 220 is nade of
a material that does not transmt andaOeflect infrared |ight, 10 such that
it is possible to prevent an inmage quality from being deteriorated due to
permneati on of unnecessary external light. In regards to the |Iight source and
the i maged portiqgn, fromportions, at a |location that is opposite to the

1 nger o Gokl s 6 ST e Ho s ). Thet N HGIRE (ot DERC Lt bbS obt i ned.
Accordingly, as shown in FIG 15B, the |light source 23 and the inmaging

devi ce 9 dafelmrGpgusediatf Hoehgtacsngntal fonse the? | pghthsotitegcand t he

i mgi ng device to be opposite to the |ocation where the finger 1 is placed.
Accor di nglig. | Howsveassitihlee ltoaa2( cobsdr waorgiar datrtgermsin rara slightly
oblique direction with respect to the pal mside of the finger. Further,

since thesideywddtdbdbordife-4ighti Sous€edSERRO L i nghlynidhe220 can suppress
the external light frombeing entered, the width of the opening 101 is not

o AT U SL AU L O AR e . oty ve
defied by the groove 181 for positioning a finger tip.

At this time, the light source 23 closely adheres to
the palm side of the finger 1. As a result, the light
that is emitted from the light source 23 is efficiently

10 incident on the inside of the finger 1. The light is
scattered in the finger, and among the light that is
radiated onto the outside of the finger, the light that is
radiated from the side of the finger is photographed by
the imaging device 9, and vein patterns at the side of the

15 finger can be observed. As shown in FIG. 13D, the light
source 23 1is disposed at the location that is distant from
the imaging device 9 more than the central axis of the
finger. As a result, the distance between the surface of
the finger that is photographed by the imaging device 9

20 and the light source 23 becomes far, and the amount of
light that may reach the imaging device 9 without being
transmitted through the blood vessel portion 1s reduced as
compared with the amount of light that is transmitted
through the blood vessel portion, which increases the

25 contrast of a blood vessel image. Further, two light



:

i mage having high contrast can be obtained over a |large area and the outline
of the finger can be photographed, it is possible to accurately carry out
the location 5 correction of the finger. In order to be easily

di sposed in the device, the light soubde supporting unit 220 has a thin
structure and the light source 23 also uses a snall-sized el enent, which
prevents the finger fromcolliding against these 10structures. The
finger 1 and the outside background of the finger 1 are reflected in the

obt ai ned SHEGE" W1 K 7 eSheetc 16 e ol SR backdrBund 6 the Bat 1 ne of the
finger 1, the outside of the device is reflected in a half 15 of the surface
and the Ithgrt isodcc &rddppporit g iiitnai® Ghe ddfadset ed hew ofRe Sbadlk§r ound of

t he opposite side. Accordingly, in order to correct the rotation of the
finger, onimperhe foutildhie ssfundes biounmddr y ivettwesbn arie aref | leigititon of the |ight
source supporting unit 220 that 20 wll always be dark and the finger 1 is
det ect ed,s oaticeh naghiev es ssicald e dd nger cutnldme dejrectd@mcdd dde sanme tine,
the rotation correction on the finger is carried out on the basis of the

obt ai ped Qudd e Jif Mt i oy apddhus.stable rotation correction of the
i

finger can be realized. 25 As such, in this embodiment, the place where the
finger is 55 placed is,open and _ high-definitian in p ographjng is
Q. %r%gvgénbodlgllelnitt glchg%d 1& éc'chioé"]ino 1in %%IG% . Fi%tA %o ﬂ@[ﬂ

enabl ed, which Pnp usa n

the finger placement table 102 and the groove 181 for
positioning a finger tip are not provided, and the imaging
devices 202 for the finger surface that are shown in FIGS.

10 11A to 11D are combined in the device, which achieves a
sweep-typed device. As a result, it 1is possible to reduce
the size of the device.

FIGS. 14A to 14D show an embodiment of the case

where the imaging device 9 of a device for authenticating

15 veins of plural fingers shown in FIGS. 13A to 13D is
formed to be thin as a flat sensor. The flat sensor is
very thin. 1In this case, two flat sensors adhere to each
other with surfaces having sensitivity toward the outside,
thereby forming a thin flat sensor that can photograph

20 both sides. In this embodiment, the imaging device 9 has
sensitivity on both-side surfaces while being a small size.
Therefore, an imaging element that photographs sides of
the finger in both directions can be disposed in a narrow

space between the fingers. Accordingly, the finger can be

25 easily presented without broadening opening. FIG. 14D
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In the enbodi ment that is shown in FIGS. 15A to 150, a structure that is
capabl e of presenting two fingers is shown, but a structure that is capable
of presenting three or nore fingers nay be used. In this case, since the

| i ght source supporting unit 220 is coafigured as thin as possible, people
who have snmal| hands can al so present fingers without difficulty. 10In the
enbodi nent shown in FIGS. 15A to 150, the finger placenent table 102 for the

finger tip and the arqove f i,td oning t fin ti p-are not
provi ded,sr?lé)n tHe e)%érgfi neg Oége3 |hcogcgog%%§gk}lor}&t%gmf%ﬁtge§ru§€gr eaccgfs own in FIGS.
11A to 110 are conbined in the device, which 15 achi eves_a sweep-typed

devi ce. AST¥SesR S%10% % €1 PHYRELR NG S A of L1HEE devi ce.

As descri bed above, according to this invention, an authentication device
can be eddid yididpesed and harethiigh aisdbid itgf whitan dilesstéeatey hprovi ng
aut henti cation 20 precision using veins of plural fingers as conpared with

t he rel at@gt aritngdAccoridi nglnhed hen dend ceheaciciogtoi ngouocd hes ettbodi ient s of t he
i nvention can be applied to managenent systens for entering or leaving a

room that,ang,d nstald add b dogr s Of holses, and afkf ic¢g buishdi ngs & hat a
nunber of 25 people use, access nmanagenent systens in inportant 56

menagenent, £aci) 1 s, SUoh as ald LS AN, Sqar el syster. that, are used to
det er mi ne Whet her peopl e are i hclude I'1P a registration 755t ,%such as a
black list. In particular, it is possible to construct a (1-

aut hent i cat9on SY<tasH (Hattdant G970 yl%é?k’r%/tctﬁﬁapafi“?dal.ﬁ%eﬁé? cjglf%“'i“g%n%r ocess

using only a finger by inproving authentication precision w thout being
requi red dorice Usat tthiecontdct @h 110G carmbor I npédtt @ pesdwdridiinghi ch | eads
to inprovenent in usability. As described above, the sweep-
the left light source 23 is turned off and the right light
10 source 23 is turned on, and the left surface of the finger
is photographed by the imaging device 9 at the left of the
finger 1. As such, if both-side surfaces of the finger
are alternately photographed, a large amount of veins can
be photographed, thereby improving authentication
15 precision.
In the embodiment that is shown in FIGS. 14A to 14D,
the finger placement table 102 for the finger tip and the
groove 181 for positioning the finger tip are not provided
and the imaging devices 202 for the finger surface that
20 are shown in FIGS. 11A to 11D are combined in the device,
which achieves a sweep-typed device. As a result, the
device can be reduced in size.
FIGS. 15A to 15C show an embodiment of a device for

authenticating veins of plural fingers that irradiates

25 light onto plural fingers from an oblique upper side of
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10 typed authentication device can be configured to reduce the size of the
devi ce. For exanple, the device is installed in a keyboard of a personal
conput er and can be applied to the PC login or settlement on the Internet.
Further, the device can be applied tosa banking system 15 such as the ATM
or credit card. FIGS. 16A to 16C show an enbodi nrent of a device for
aut henticating veins of plural fingers that photographs veins of plural
fingers to performan authentjcation_proces 20 1i ng hol di a portable
RS & Lo o 801 e CHESiATERD, 300 4 emory. 303, and a

term nal
W rel ess comuni cation unit 305. Two grooves 304 that place the finger 1 are
di sposed SCAFEs P U tefisodimEnt22 @ wes fihege? 3@ ave beephot vgr ApREEIrSAs shown
in FIG 16B, a light source 23 is disposed at the center of the grooves
25304 t hatheplldettt e Uricrger3 iAs silepasdd dAd GhelG0,gha usBrrcd7 gri ps the
portable term nal 301 at the groove 304. At this tinme, the |light source 23

i rradi at esidddgitti ente itthe Jealdn sirfesrRf1d he: filmger .t tihs: sdalL e t he back
side of the finger 1 cones into contact with a read termnal 310 5 that is

sparat sy disposed J o toush sator A1 detest sy ol acl, (i moing
313 may o 4o SAETR A 0 H ARG o 0T OB eI ng o e
resolution or a field angle. If the vein image of the plural fingers of
ski ns t o Wegsiotiowmapied UpP Pt sdebs el Byna el dgP B18e ifinge et er m ned
whet her the patterns are the sane as the vein patterns registered in the
menory 3@wdveadvanee.l i registd afig@orting unit 220 is made of a
material that does not transmit and reflect infrared light,
10 such that it is possible to prevent an image quality from
being deteriorated due to permeation of unnecessary
external light. In regards to the light source and the
imaged portion, from portions at a location that is
opposite to the finger, a blood vessel image having the
15 highest contrast can be obtained. Accordingly, as shown
in FIG. 15B, the light source 23 and the imaging device 9
are disposed at an angle that allows the light source and
the imaging device to be opposite to the location where
the finger 1 is placed. Accordingly, it is possible to
20 observe vein patterns in a slightly oblique direction with
respect to the palm side of the finger. Further, since
the sidewall 104 or the light source supporting unit 220
can suppress the external light from being entered, the

width of the opening 101 is not narrower than the width of

25 the finger shown in FIGS. 2A to 2C, but may be wider than
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15 data is registered in the nmenory 303. However, in order to performa

col lation process, the wireless communication unit 305 and the w rel ess
comuni cation unit 314 nmay perform encryption comunication with each ot her
to read the registration data and trasgmt the read data to the 20 read
termnal. In contrast, the collation data may be transmtted to the portable
termnal and the CPU 306 may performa collation process. In the case of the
former, a.CPU .having high performance does not need tq . be installed in the
por t abi ¢ T FITI Sndt T SRS Case | GFTERGIFa FEPCS28 SARGET HE Pegi st at i on
data does not |eak, security can be 58 inproved. In the case where
t he armpurfagke NagHfndemilttreFMigmsthedn gt FoRIcEDPPYSr cphthawde at the tine
of photographing the finger, the wireless communication unit 5 305 and the
W r el ess ac@amamicc athieoroutniine3 b cdranmircatre awrt lheeadtvwideaphadd tthe anount
of light emtted fromthe light source 23 is transmtted to the portable
term nal .; Adynatlievely o ciddmae, ualdd s @l uded such that a gain
controller 316 has optinmal brightness. 10As such, if the authentication
procegs usingMeips of the plyal fingers at the back sides is performed, an
aut henti cati on processthaving I gh precision and high usability can be

achi eved even i_n a small_device, ol

aut hent i cat i on 1pr 85§t S £ east

light source supporting unit 220 has a thin structure and

4o 23 AP Ale term el - 3 nee

the light source 23 also uses a small-sized element, which
prevents the finger from colliding against these
10 structures.

The finger 1 and the outside background of the
finger 1 are reflected in the obtained image. With
respect to the outside background of the outline of the
finger 1, the outside of the device is reflected in a half

15 of the surface and the light source supporting unit 220 is
reflected in the background of the opposite side.
Accordingly, in order to correct the rotation of the
finger, only the outline of the boundary between the
reflection of the light source supporting unit 220 that

20 will always be dark and the finger 1 is detected, which
achieves stable finger outline detection. At the same
time, the rotation correction on the finger is carried out
on the basis of the obtained outline information and thus
stable rotation correction of the finger can be realized.

25 As such, in this embodiment, the place where the finger 1is



-

15 increased, the device can be applied to the settlenent using the portable
term nal . FIGS. 17A to 170 show an enbodi nent of a device for

aut henticating veins of plural fingers that photographs veins of plural
fingers to performan authentication 28 process while holding a portable
termnal. As shown in FIG 17A, a portable term nal 400 includes a grip 401
that grips an index finger and a mddle finger, plural grooves 304 that are
used to place the fingers are provided in the grip 401, and the |ight
sources 233&E8 PF1SaCBE A th& 138 C&ftindl t 1B G IOh LHeFt AHE R esS 1n or der
to detect that 59 the finger is presented, the |light source 23 |ightens or
f1ickers snabdwal,uathé cin limpaype ssbtusiarad Iy tanel ipmsgi it devi ce 9, t her eby
detecting when an object blocking the Iight source is entered, and at that
time, an 5 authentheatimdndpmeeess hstraritss.shAwnshewr1ias FIIGA £68,13d, a user
grips the portable term nal 400, the user can naturally place his/her index
finger |a o mddlie finger; d b gndihe o i AQb iy thi s stiddsns ifs the |ight
source 23 is turned on, infraréed light transmts the fingers la and 10 Ib
and reachegs the,i ing device 9. The finger, vein inmage that i, obtained at
t hat ? i nﬁ?ﬁog“ nghé)o\}\lnr{a%n réc%’cﬁf aet Vel ncsa(%)oafb ]ﬁweO%ipnrgegsreanlangant}ﬁebe at the
back and side thereof are sinultaneously photographed as inmages 402a and
402b by (e MAREgifid A &8 Y0 PeTHES S5Ut | LRe t6£ St Ré SEwo SE5CEI (f§érs i s

phot ographed in the inmage, and divided into two finger regions by an edge
det ect i on jprhdc esslr CEhissigp tta reoppa Mi t42 Gant exceptionad cesesucheas i nj ury
by i ndependently collating one finger, which will be described in detail

bel ow. A eeiarliesonpaparatiiaN nevd s Twnhdeld sdef edl §d ngessaei n data is
performed with respect to each finger to determ ne whether the data is the

same. \Wen high cordielat ion@xd Sts, between data of both fingers and the
registration data, an authenticati’on process 1S
10 In the embodiment shown in FIGS. 15A to 15C, the
finger placement table 102 for the finger tip and the
groove 181 for positioning the finger tip are not provided,
and the imaging devices 202 for the finger surface shown
in FIGS. 11A to 11C are combined in the device, which
15 achieves a sweep-typed device. As a result, it 1is
possible to reduce the size of the device.

As described above, according to this invention, an
authentication device can be easily disposed and have high
usability while drastically improving authentication

20 precision using veins of plural fingers as compared with
the related art. Accordingly, the device according to the
embodiments of the invention can be applied to management
systems for entering or leaving a room that are installed

in doors of houses and office buildings that a number of

25 people use, access management systems in important



perfornmed. For exanple, in a state where the finger is 25 injured and a
bandage is applied to the injured finger, 60 both data are not coll ated
wi th each other. Accordingly, even in the case where it is determ ned that
only one correlation is high, an authertication process is perforned. In
this case, however, a threshold value is 5 set to cope with an excepti onal

case such as injury without lowering a synthetic security |evel. The
enbodi e that is shown in FIGS, 17A to 170 can be applied to a renote
controll g%rapbﬁ‘g%éne[neq e%\;allg\gﬁolntloers a Sg%(#e Facht HE ™ ny aa?%s%?fgkilt is possible to

provide a 10 service that enables an indjvidual person to select a program
accor di ng A His/Het fet é%%%‘%et,o aﬁ%tefﬁmaﬂﬁ h@h?ﬁl‘g%% PeORERr2TH the gane
machi ne. This enbodi nent may be applied to a gane using randommess of vein
patt er ns.1TForudsdnpl e Ndweis Tt davi testaccoreh e to hhisk ehbodi mdmt 15 is
di sposed with high reproducibility wwth respect to a registration state, it
may be used-twdhenl aonpat | e [pdysils] elet@radmedr byt evalbatj ng simlarity of a
partial shape of veins, which determ nes an attribute value used in a gane

by digi tizinga padial shane, ofhdhe el Hsnp 201 da Arpushe byt ton is included
inagripunit, it is possible to trigger an ‘authentication start by

pressing [he,plish hutton, £s. o, result. poyer consumtion of jthe,light source
23 in a waiting state tdn be reduced And’ & userdTan bt AfETAh A%t henti cati on
e

process by a sinple o , , ,
authentication precision without being required for a user

to contact an IC card or input a password, which leads to

improvement in usability. As described above, the sweep-
10 typed authentication device can be configured to reduce

the size of the device. For example, the device is

installed in a keyboard of a personal computer and can be

applied to the PC login or settlement on the Internet.

Further, the device can be applied to a banking system,
15 such as the ATM or credit card.

FIGS. 16A to 16C show an embodiment of a device for
authenticating veins of plural fingers that photographs
veins of plural fingers to perform an authentication
process whiling holding a portable terminal. A portable

20 terminal 301 includes a CPU 306, a memory 303, and a
wireless communication unit 305. Two grooves 304 that
place the finger 1 are disposed, and in this embodiment,
two fingers can be photographed. As shown in FIG. 16B, a
light source 23 1is disposed at the center of the grooves

25 304 that place the finger. As shown in FIG. 16C, a user



25 operation. An authentication start nay be triggered by 61 pressing a
button of a renote controller. Further, the authentication device may be
installed in arifle or a gun and owner authentication nay be perforned
using when a finger is locked to a trggger as an authentication trigger, 5
preventing unauthorized utilization of the rifle or gun. Thi s device
may be installed in an office or an autonobile. A |ocking state becones

rel eased by only a gripping operation, which is nore convenient for a user.
Wi | e t hETLRFertiCoR Has PdEert SdEdcrilbed lalfdy & ien IFPEhneétd i ofitwi th the
preferred enbodi nents, one of ordinary skilled in the art would be enabl ed
by this dhssl 6dmee tthemakghrasioorsemed flircatdiens st d itdhe mmdferthe

enbodi ments and still be within the scope and spirit of the invention as
defi ned ipalithe iappeddechec|fdimgr 15Far taxanpketei ntaef bager sveienof
aut henti cation device that includes a grip unit to grip fingers, |ight

sources 0 mMake JJ gRt dpcident: ondhedd nAets .o 1B NG deMLes3 i@ phot ograph
light transmitted through the fingers, plural finger placenment tables to

pl ace_the fingers, and.an i e 20 processi upit to pr ss the obtai ned
i mageg, ?ﬁ@tli§h§e§@ﬁF§§g”égﬁ%PO§F 'heﬁgeﬁtggPCB053P58ﬁs%g? the plural
finger placenent tables, and the inmagi ng devices are provided at | ocations
that are 55565t @ CONHREY i fhe dORLEY WHH FesPet PG IHE@H I hders di sposed
in the grip

veins of the finger at the skin side according to an

instruction from the CPU 315. 1In this case, the number of
imaging devices 313 may be the same as the number of

10 fingers or one according to a resolution or a field angle.
If the vein image of the plural fingers of skins to be
photographed is processed by the CPU 315, it is determined
whether the patterns are the same as the veln patterns
registered in the memory 303 in advance. The registration

15 data is registered in the memory 303. However, in order
to perform a collation process, the wireless communication
unit 305 and the wireless communication unit 314 may
perform encryption communication with each other to read
the registration data and transmit the read data to the

20 read terminal. In contrast, the collation data may be
transmitted to the portable terminal and the CPU 306 may
perform a collation process. In the case of the former, a
CPU having high performance does not need to be installed
in the portable terminal, and in the case of the latter,

25 since the registration data does not leak, security can be



25 unit and photograph the plural fingers. 62 Wat is clainmed is:
1. An authentication device that is used to perform personal authentication
using feature information obtained 5 froma |iving body, the device
conpri sing: a casing; a plural ggy of regions on the casing on which
fingers of the person that perforns the authentication are presented; 10a
plurality of |light sources that are provided so as to correspond to the
plurality of regions; a plurality of openings that are forned in the
plurality™BfOr&gfi-ons to guide transnissive light that is irradiated fromthe
|l i ght sources and transmts the fingers 15 which are presented in the
plurality of régi ohs cate whereashmgamount odnliphgi rgidéeidcériohat captures
the transm ssive |ight guided fromthe plurality of openings; and

the light source 23 is optimal at the time of

photographing the finger, the wireless communication unit

5 305 and the wireless communication unit 314 communicate
with each other, and the amount of light emitted from the
light source 23 is transmitted to the portable terminal.
Alternatively, an image quality 1s adjusted such that a
gain controller 316 has optimal brightness.

10 As such, if the authentication process using veins
of the plural fingers at the back sides is performed, an
authentication process having high precision and high
usability can be achieved even in a small device, such as
a portable terminal. Since authentication precision is

15 increased, the device can be applied to the settlement
using the portable terminal.

FIGS. 17A to 17C show an embodiment of a device for
authenticating veins of plural fingers that photographs
veins of plural fingers to perform an authentication

20 process while holding a portable terminal. As shown in
FIG. 17A, a portable terminal 400 includes a grip 401 that
grips an index finger and a middle finger, plural grooves
304 that are used to place the fingers are provided in the
grip 401, and the light sources 23 are placed at the

25 central locations of the grooves. 1In order to detect that



a divider that is provided so as to divide between 20 the fingers presented
in the plurality of regions, wherein the transm ssive light is guided
from openi ngs whi ch correspond to the regions on which the other fingers are
presented into the casing by the diviger. 63 personal authentication using
feature informati on obtained froma |iving body, the device conprising:
a plurality of regions on which fingers of a person who perforns the
aut hentication are presented; 5a |light source that irradiates |ight onto the
pl ural i t yhef fhegesnds aacispagicdy dé¢ dé dtfrats agdstures teaisfisssitve | i ght
that is irradiated fromthe |light source and transmts the fingers
whi ch ar élpcésent ¢d enatlhe tpl analimageofobiteginens byl hend meading der that is
provi ded so as to divide between
device 9, thereby detecting when an object blocking the
light source is entered, and at that time, an
5 authentication process starts. As shown in FIG. 17B, if a
user grips the portable terminal 400, the user can
naturally place his/her index finger la or middle finger
1b on the grip 401. In this state, if the light source 23
is turned on, infrared light transmits the fingers la and
10 1b and reaches the imaging device 9. The finger vein
image that is obtained at that time is shown in FIG. 17C.
The veins of the fingers la and 1lb at the back and side
thereof are simultanecusly photographed as images 402a and
402b by the imaging device 9. The outline of the two
15 fingers is photographed in the image, and divided into two
finger regions by an edge detection process. This is to
cope with an exceptional case such as injury by
independently collating one finger, which will be
described in detail below. A comparison operation with
20 two registered finger vein data is performed with respect
to each finger to determine whether the data is the same.
When high correlation exists between data of both fingers
and the registration data, an authentication process 1is

performed. For example, in a state where the finger is

25 injured and a bandage is applied to the injured finger,



transm ssive light generated in each of the regions fromentering into other
regions. 15 3. The authentication device according to claim1 or 2,
further conpri sing: a pluralitgpof inmaging devices that are provided
in the casing so as to correspond to any one of the plurality 20 of regions
and capture the transm ssive |ight guided fromthe correspondi ng region.

4. The authentication device according to claim3, further conprising: 25a
partiti oR°tRatlatign afife Ne&sICRg L A51e6c ks thé&a 64 A dfsnmi 8SF9&ALnght » gui ded from
the plurality of regions from being reached to i magi ng devi ces other than

t he | magiengndewi ¢éecorses pordiend tt ¢ st e tguindinegl rtégitoren 155 .oriEhe

aut henti cati on device according to claim4, wherein the divider and the
partitiorcatre liantiegr dlsl yifer,mee. authenticat@.onlThecaddientd cation device

according to claim1 or 2, wherein the divider is formed to protrude from
the 10 C%%&Q%rmed. In this case, however, a threshold value is
5 set to cope with an exceptional case such as injury
without lowering a synthetic security level.
The embodiment that 1is shown in FIGS. 17A to 17C can
be applied to a remote controller of a television or a
game machine. As a result, it is possible to provide a

10 service that enables an individual person to select a
program according to his/her preference, and to
authenticate a user in the game machine. This embodiment
may be applied to a game using randomness of veln patterns.
For example, when the device according to this embodiment

15 1s disposed with high reproducibility with respect to a
registration state, it may be used when compatibility is
determined by evaluating similarity of a partial shape of
veins, which determines an attribute value used in a game
by digitizing a partial shape of the veins.

20 If a push button is included in a grip unit, it is
possible to trigger an authentication start by pressing
the push button. As a result, power consumption of the
light source 23 in a waiting state can be reduced, and a
user can start an authentication process by a simple

25 operation. An authentication start may be triggered by



7. The authentication device according to claiml1l or 2, wherein the |ight
source emts infrared |ight and the i nmagi ng device captures an inage
corresponding to veins in 15 the fingers presented in the correspondi ng

regi on. 8. The authenticatign device according to claim1l1, wherein
one of the plurality of openings protrudes further t han the ot her
openings in an extending direction of the 20 presented finger. 9.

The aut hentication device according to claim1, wherein a plurality of
finger pPiEERERT Cabléd oo ipredERtitfg AORE 1o el i t YU6F EFngEPE are provi ded
in the 25 plurality of regions. 65 10. The aut hentication device
accor di ngutoegitaicamtd onnkierdios ey pleuralsitial 1efd fiimgerr igllacememt duabl es have
curved surfaces to fit on the shapes of the fingers. 5 11. The

aut hent i eadl ownéeViate hateliditignt tagl &empk,r fotnidie u Cienprirssmag: a
supporting unit that supports the |ight sources, wherein the supporting unit

covers atrihgast & Ryl 10 Lach Lfed Nes PIUTAiHYnOf 4 €850N8rigger,

5 preventing unauthorized utilization of the rifle or gun.
This device may be installed in an office or an
automobile. A locking state becomes relesased by only a
gripping operation, which is more convenient for a user.
While the invention has been described above in

10 connection with the preferred embodiments, one of ordinary
skilled in the art would be enabled by this disclosure to
make various modifications to the preferred embodiments
and still be within the scope and spirit of the invention
as defined in the appended claims.

15 For example, in a finger vein authentication device
that includes a grip unit to grip fingers, light sources
to make light incident on the fingers, imaging devices to
photograph light transmitted through the fingers, plural
finger placement tables to place the fingers, and an image

20 processing unit to process the obtained images, the light
sources exist at the central locations of the plural
finger placement tables, and the imaging devices are
provided at locations that are opposite to the light
sources with respect to the fingers disposed in the grip

25 unit and photograph the plural fingers.



12. The authentication device according to claim11l, wherein the

| i ght sources are supported by the supporting unit so as to be
posi ti oned higher than the divider. 1? 13. The authentication
devi ce according to claim1, wherein fe | i ght sources are provided
so as to be adjacent to the divider, a part of the light fromthe
light source is irradiated onto a finger presented in a separated
regi on 20Whatr oiglclizieecddiacent divider, and other part of the |ight
fromthe light source is blocked frombeing irradiated onto the
separated region by the divider. : 14. The aut hentication
device according to claim1, 25 further conprising: 66 a
reflection |ight. smureHenat casich Sjose® $hadsSid mdad adi ptefdinght
from sides of the openings toward the plurality of presented fingers;
a second papgimgd davhestidati@apisihgSteatdae asfotmbbiord qptaiakdty of
fingers; and “an arithnmetic unit that processes the inmage

capt ured byor he liRaghnNgodey iRy deheeei Bodhe sAnig hneti ¢ unit conbi nes
a plurality of partial inages obtained by the second i magi ng
device to 10 fergmwamngntire inmage of the fingers. 15. The
aut henti cati on device according to claim1l1, wherein the casing is a
portabl e term Rabi1hayi NGy ashapeowbese fHNEBESngl 6n AHiRBEEingers
of the person that performs the authentication are
presented;
10 a plurality of light sources that are provided so as
tc correspond to the plurality of regions;
a plurality of openings that are formed in the
plurality ¢f regions to guide transmissive light that is
irradiated from the light scurces and transmits the fingers
15 which are presented in the plurality of regions into the
casing;
an ilmaging device that captures the transmissive
light guided from the plurality of openings; and
a divider that is provided so as to divide between
20 the fingers presented in the plurality of regions,
wherein the transmissive light is guided from

openings which correspond to the regicons on which the other

fingers are presented into the casing by the divider.

25 2. An authentication device that is used to perform



15 16. The authentication device according to claim1,
further conprising: an arithnetic that processes the inmage
captured by the inmaging device, 20wherein the arithnmetic unit detects
captured states of the plurality of f?ﬁgers and dynam cal ly changes a
security level in accordance with the nunber of fingers on which an
aut henti cation process is not accurately perforned.
personal authentication using feature information obtained
from a living body, the device comprising:
a plurality of regions on which fingers of a person
who performs the authentication are presented;
5 a light source that irradiates light onto the
plurality of regions;
an imaging device that captures transmissive light
that is irradiated from the light source and transmits the
fingers which are presented in the plurality of regions:
10  and
a divider that is provided so as to divide between
the fingers presented in the plurality of regions and
blocks the transmissive light generated in each of the
regions from entering into other regions.
15
3. The authentication device according to c¢laim 1 or
2, further comprising:
a plurality of imaging devices that are provided in
the casing so as to correspond to any one of the plurality

20 of regions and capture the transmissive light guided from

the corresponding region.

4. The authentication device according to claim 3,
further comprising:

25 a partition that, in the casing, blocks the
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transmissive light guided from the plurality of regions
from being reached to imaging devices other than the

imaging device corresponding to the guiding region.

5. The authentication device according to claim 4,

wherein the divider and the partition are integrally formed.

6. The authentication device according to claim 1 or
2, wherein the divider is formed to protrude from the

casing.

7. The authentication device according to claim 1 or
2, wherein the light source emits infrared light and the
imaging device captures an image corresponding to veins in

the fingers presented in the corresponding region.

8. The authentication device according to claim 1,
wherein one of the plurality of openings protrudes further
than the other openings in an extending direction of the

presented finger.

9. The authentication device according to claim 1,
wherein a plurality of finger placement tables for
presenting the plurality of fingers are provided in the

plurality of regilons.
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10. The authentication device according to claim 9,
wherein the plurality of finger placement tables have

curved surfaces to fit on the shapes of the fingers.

11. The authentication device according to c<¢laim 1,
further comprising:

a supporting unit that supports the light sources,

wherein the supportinglunit covers at least a part of

each of the plurality of regions.

12. The authentication device according to claim 11,
wherein the light sources are supported by the supporting

unit so as to be positioned higher than the divider.

13. The authentication device according to claim 1,
wherein the light sources are provided so as to be adjacent
to the divider, a part of the light from the light scurce
is irradiated onto a finger presented in a separated region
through the adjacent divider, and other part of the light
from the light source is blocked from being irradiated onto

the separated region by the divider.

14. The authentication device according to claim I,

further comprising:
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a reflection light source that is disposed so as to
irradiate light from sides of the openings toward the
plurality of presented fingers:

a second imaging device that captures surfaces cf the
plurality of fingers; and

an arithmetic unit that processes the image captured
by the imaging device,

wherein the arithmetic unit combines a plurality of
partial images obtained by the second imaging device to

form an entire image of the fingers.

15. The authentication device according to claim 1,
wherein the casing is a portable terminal having a shape

where fingers are gripped.

16. The authentication device according to claim 1,
further comprising:

an arithmetic that processes the image captured by
the imaging device,

wherein the arithmetic unit detects captured states
of the plurality of fingers and dynamically changes a
security level in accordance with the number of fingers on

which an authenticaticn process is not accurately performed.





