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pr esent irﬁ%sémt%s?mm devel oped with a view to providing a nmethod and
system of supporting a conpliance agent in CMAD in a conpl ex environnent,
whi ch enabl es the agent to performthe task of decision nmaking with greater
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20 trading and various forms of market manipulation. An example of a prior art CMAD
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system in the capital market (CMAD_) is the current surveillance operation at the
Australian Stock Exchange (ASX), which uses an analytical model based on the statistical
matching approach to CMAD,,,. It combines computer-based decision support systems to
analyse market events with communication software, text retrieval and graphics. The
25  system, surveillance of market activity (SOMA), includes related sub-systems such as
real-time monitoring of market events, news display, market replay, and alerts history.
SOMA originated from the New York Stock Exchange's NYSE) STOCK WATCH
system and was modified for the Australian context. SOMA primarily uses statistical
methods (means, variances, moving averages, days since last traded, etc.) to identify
30 SNCEs.

Problems that are found with the prior art analytical compliance monitoring models
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These analytical, predictive and compliance models are often rejected by the decision-
makers. Consequently, to compensate for these limitations, some analysts "tune" the
results by making heuristic adjustments to the analytical model. This tuning produces

20 amodel forecast that is consistent with intuitive expectations, and maintains the detail
and structure of the analytical model. However, tuned forecasts can easily be misused.
Altemnatively, a cognitive model of an analyst, implemented as an expert system,
might perform better at predictive tasks than an analytical model. However,
probability based cognitive models fail in domains where there is too much reliance

25 on judgment. In these domains, judgments are dynamic and their representation is
difficult to quantify and verify.

SUMMARY OF THE INVENTION

30 The present invention was developed with a view to providing a method and system of
supporting a compliance agent in CMAD in a complex environment, which enables the

agent to perform the task of decision making with greater accuracy and efficiency. The
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havi ng greater domai n know edge and experience. 25 Typically said nethod
further wogeasies provi ding each conpliance agent w th agegsude@gemdsCconmon
central database via a graphic user interface (GQJ ) for human agents, or an
appropriate conmuni cation protocol fo#-nachine based agents. 30 According
to another aspect of the present invention there is provided a systemfor
suppor t i agend meybp himmae er maehine basedsonpl i ance nonitoring for anonaly
detection, the WO 00/ 62210 -6 system conprising: 7t" pctober 2003
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Throughout this specification the term “comprising” is used inclusively, in the sense that

there may be other features and/or steps included in the invention not expressly defined or

comprehended in the features or steps subsequently defined or described. What such other
20 features and/or steps may include will be apparent from the specification read as a whole.

According to one aspect of the present invention there is provided a method of supporting
a compliance agent in compliance monitoring for anomaly detection (CMAD), the method
including the steps of:
25
receiving information relating to a suspected non-compliant event (SNCE)

generated by a primary monitoring system;

selecting first heuristic cues corresponding to a set of premises from a
30 knowledge base, said set of premises being grouped together as of possible relevance to

the SNCE;



together with said supporting evidence enables the agent to nmake a deci sion
regarding the SNCE nore efficiently. 30 Advantageously sai Zth??t em éa{)t her
conprises a "blackboard"” in the formof a dynam c referenc 51808898 o
facilitate conmunication and review of the conpliance agents' decision
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s In order to facilitate a nore conpr-ghensi ve understandi ng of the nature
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described in deta of exanple only, with reference to the
acconpanyf %%ﬁ&ﬁjeﬁ‘bg’%‘\%"%ﬁl ch: 1 o Figure 1 illustrates a concept ual

nodel of a preferred enbodi nent of the CMADcm nulti agent deci sion support
"system Figure 2 illustrates a preferred nmethod of supporting a conpliance
agent in conpli ancesekoting secomd) héwristia cocsafrgmdmidekidvdedge Bdddbased omcsaid dance
with the jnvention; |S Figure 3 illustrates the architecture of typical

" system f PR RRGSEVADem nul ti - agent deci si on support in the Surveillance
Division of the ASX; Figure 4 illustrates a preferred nethod of

i npl enmenti ng both procedural and declarative 20 know edge used by the nodel
of Figure |I; Fi gureob&iiﬁhgmmﬁomﬁalagcm tgeazh lof theuweond Ieuasticames (1IGUI )

enpl oyed @351 a COﬂB| |ance a in the systemof Figure 3; and, 2s Figure 6
illustrat 'ng responses fromthe conpliance agent to
heuristic cues in the system of Figure 3. DETAILED DESCRI PTI ON OF THE

~ I NVENTI ON 30 The CMAD system and nmethod in accordance with the invention
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propositions, said intermediate propositions providing supporting evidence; and,
combining said weighted intermediate propositions to produce final
15 propositions repudiating or confirming the SNCE, which together with said supporting

evidence enables the agent to make a decision regarding the SNCE more efficiently.

Preferably said responses to each of the second heuristic cues are in the form of fuzzy

linguistic variables.

20
Preferably the method is capable of supporting multiple compliance agents, said multiple
agents together forming a team in which the agents are organised sequentially and
hierarchically, with each successive agent having greater domain knowiedge and
experience.

25

Typically said method further comprises providing each compliance agent with access
to a common central database via a graphic user interface (GUI) for human agents, or an

appropriate communication protocol for machine based agents.

30  According to another aspect of the present invention there is provided a system for

supporting a compliance agent in compliance monitoring for anomaly detection, the
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conponentSNCE mase effigientls and final propositions (beliefs) are derived. The
conponents of the domai n know edge include: 20 1. descriptive know edge,
which relates to the data and information about the CMADcm probl em sol ving; .
2. pracedadvantagesislyediiesyswin Glithep eerhprises at“bRckbioant® indeefosmrof 4 dyrmatit eve t he
CMADcm deci si on task; 3. reasoning know edge, which specifies what

concl usi gafsrense databaieatn fagilijate commumirapn g deview ofbibe romplianes, pgrRaT e

supporting the inter jat.e_hypot he rtin r refuting the NC
hypot hesi%;c‘sf.n rﬁagé?%qggﬁg?fdg ﬁd@%&%ﬂi?@%ﬁﬂnﬁggﬁ‘é“é‘g’ﬁ%ﬁ?@om ot her know edge

conponents of CMADcm knowl edge and may itself actually belong to other
conponents if nade permanent; 30 5. |inguistic know edge, which is
concerned with the syntax and semantics of the CMADcm probl em domai n;




7" n pctober 2003 WD 001 62210 - 10 PCTI AU00O/ 00295 6. presentation know edge,
whi ch pertains to how the know edge shoul d be discl osed; 7 'h2355ibm I gh‘iﬁve
know edge, which is know edge about what new know edge to AcCEHPSf A
external sources; 8. evaluative know edge, which is know edge about the

rel evanc know edge 5 accepted from external sour - 9. _dynam c
know edggf&é/%l is know edge about the rel evance and irr%giwf"‘[{%wgﬂzg%t her
know edge cl assifications have on the,CMADcm probl em donain over tinme; [0.
evi dential know edge, which is concefréd with the assunpti ons and
propositions that substantiate or repudiate the hypothesis of NC. to The
above know edge conponents extends the current CMAD state of the art. These
know edge categories can be broadly classified as domai n know edge [d]
(comprising itenms 1-4) and int ive knowl edge [t] (itenms 5-10). 15 The
key to prign fonind 2 e BRAWINGS i onal know edge to coordinate
team nenbers includes the task status know edge [TS]) which is concerned

wi th whether a nenber is still in the process or has finished their

© assi gred hasder tfidilitdie a nttRd borhpreidnsive uka@yhRigCof thdhatulof €k int@itiohfal €s t he
team nenber. This is classified as coordi nati on_know edge [ COR]. 20 The
above kndquefenetbembodimented thesnethad and|system forsuppprtingrrmpliance mrppitoring for

know edge [ T]. conpone i 4id h wm_ of onponents of the.domain 25
nowi edgdpry GHBAFEAALD uf 6 e fedBhio 8, 6 PRI B4 mafonbin e

col | ect i qefepdncé@thé accdmphnying draWwings, if Rhighomai n knowl edge d; of n" i=1, ...
m includes the facts, m)crel s and know edge about 30 the use of the results
of the nodel, heuristics know edge etc. and 3 d;" -~d, _or d; nd, + $ 0,
but ig s TN A t -1 1. / 5 t is

t her e'%ex :@%‘g{e éﬁ llés%&c%i ‘%P &lrprt}%?g]?r’g%\egglg %d%%é%e%%%dlvd? %&gﬁ%@%@ W}?}?’i S

di f f er entagenitaierision sysporiagstempai n knowl edge, d,. The anount of increnental
dormai n knowl edge is small.

!

Figure 2 illustrates a preferred method of supporting a compliance agent in compliance
monitoring for anomaly detection (CMAD) in accordance with the invention;

15
Figure 3 illustrates the architecture of typical system for applying CMAD,, multi-agent
decision support in the Surveillance Division of the ASX;

Figure 4 illustrates a preferred method of implementing both procedural and declarative
20 knowledge used by the model of Figure 1;

Figure § illustrates an alert graphic user interface (GUI) employed by a compliance agent
in the system of Figure 3; and,

25  Figure 6 illustrates a GUI for obtaining responses from the compliance agent to heuristic
cues in the system of Figure 3.

DETAILED DESCRIPTION OF THE INVENTION

30 The CMAD system and method in accordance with the invention may be employed to
support a single agent in the compliance decision making process. However, in a complex

environment such as the data intensive capital market, the CMAD system and method



However there may be differences in the interpretation and degree of

rel evance that can have 5 a significant inpact on the resul ne d.
The domai n know edge of the teamis represented by DT= {df%, 69&?’8#66%1&
d ~d;+~, 1 > j < m to The expertise of node n; is EE = { e~~, e;~, e~~

.., e ~Wwoodhwrie e;1, 1=1, ..., z, represents the vari opgTeaicsgeisses of
information, and partial or final 15 propositions that n; can generate as a
result of being in the possession of.gl;. It is necessary to point out that
the CMADcm team presented is a subset of a collection of teanms and

i ndi vi dugdouldvhefeetypiraliss béTaecd itaBasportaNtehhl & f @YK WofkaR brb a @R@IAaI08%r 20 Wien
all the information required to make a deciSion is present,” exact reasoning

can be ugiow. t Eagh bumee agsnd des dedividuali support Keahdy eeqrdinated Her ovatallweand, it is
rare that_ail f act.s_.are present, onpting varioys theorjesg of.

r easoni ngURRNe I Nl o0 {ilatiop §5 '?'H"Eegp ertg%gxglpdpeq%ggné ﬁgﬂﬂ%engfegbgqﬁw 15

pr obabi | ket toBRdiEEtebOtR teliadividuilandI6an 3@ipott. (FidAS) illbRisYa E5hegstusln

probability, Denpster-Shafer theory (Shafer 1976), and 25 Zadeh''s (1965)
f uzzy 5semadebfor ¢ profprasd embadiment oF am intelligent desisienppst system (D& asing or

appr oxi . j J V] certain fact or both, can be
used. T@‘ﬁ%ﬁéﬁ‘gﬁ’%ﬁﬁ@g@WPE&‘%W&WJ“MW?& 991 ). "Decision
Anal ysis and Expert Systens”. Al Mine) 12(4): 64-91. Shafer, G (1976). A
Mat hemati cal Theory of Evidence, Princeton Unjversity Press, NJ. Shannon)

C. (1 948)naCMéDyranvisarmentdhe mrablemsobfingpraeashisdynicaliyi collabeeative) as tsyagents
Techni cal ; Joug nal ) ..24; 9 -423: 623-56. Z eh) L. (1965). "Fu Sets".
ot o e SHE oGl iy, pidecsedof 0 oy SRED)ard bR seprptddlY, i
PCT/ Ab00hp20lically| Aith\each SiccdssiDé @@ havih® Brealdfl doas RIOWRAPS 86 Sgictienddles
the appropriate nmethod of evidence formulation and conbi nati on. Concurrent
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approaches based on fuzzy, | ogic. The Bayesi an approach _is based on the

eval uat i dheSIMARL., faspdasisian Suppert system 56 tillustnted tim Figyem | oompsises & seriesnolof
evi dence. . it £ i i fvi i hy ties
o 1Rl REET &ich B AALAINAPE. 2% combordiS Ll it PEAGIGRANy RREEREAD | 2
t heory ofTeagr Datisioy SuppoarSystéin ADSSY, TDSS] Baegpoyts tikdividiak sedi@tmempeaararid be
generally valid for, | onger inference_chains. npst er - Schaf er theory does

De

have a r iPgRidsscooslination; dhe omerale CAD, Broblem ks be, salveds isndecompesehinte iseby
consensu r . ion
of the. Erafled asset KB e, CARIERR, Ryntiaind ly pine  OFh AL SRLES 7
Henri on dts salutiof 1®Bd $oordiuatey withahe yolutiofestfaithet Apénts. Tl ddeatsnmss eithemtaskaor
theory of uncertainty that ,has been fornul ated. Fuzzy set theory is a nore
appr cﬂ)éri ﬁ@#‘%‘%ﬁ‘ﬂe&é@i@%ﬁg@ﬁ%i ronments where there may be a high
degree of uncertainty and anbiguity, such as 20 CMADcm and in areas of
accounting and auditing where there is uncertainty and anbi guous terns such
as i npor tBach node 40, igltbhneciedyiorat centralocaehe oe Blackoaddn2, idtle atts|laeveeteand t he

sition node jn the system the assunption based

construct, for each propo )
truth nai'ﬂ?"é?f&ﬁ?fé’s’é‘ifgﬁﬁ‘ﬁ?lﬁfhﬁﬁ%‘i’sr@“§°\ rules- Baclifeam membsehas his ooler 088y it i ons
(Bool ean Sdatabibd : f’c‘?{ac% wgg(gr L
correspon |§’gaapr opoési*até én Jc'?ﬁte%le u Qﬂ@%%?ﬁggpg%r oV c(V()Eérgé gg%%lg[?ned. At
t he roscr alatabasel contamingohistbricat tinfosmationhandt adcess| te nelevank iexferhl dhfekmationunknown)
however this is refipned by applying a neasure. of the inportance that
i ndi vi dgaﬁpw_a%%é a&rf%é 15 aFel-SpeIBAKE! i ihamation BEWR YREVIGHS: (OFRIERT BRYS ti ons.
Fuzzy |1 ngys bhd tafiled Dinhe SSfdcHife-GRRE H%éﬁtsE o;SFE@é &Pﬁg{iﬁi&&on .

I'S Know edge. 7 n

i mportance and prototypical frames to represent t
pct ober 239&@cols are employed for communicating with the central cache or blackboard. The

knowledge appropriate to the novice is included at the first node 10,, and incremental
30  knowledge appropriate to the more experienced team members is included in their nodes
10,,...10,,.. The knowledge in the system supports the decision making. This domain
knowledge, at its lowest level, refers to the CMAD,,, objects, events and actions. At a



WO 00162210 -13 PCT/ AUO0/ 00295 Figure 2 illustrates in flow chart forma
preferred enbodi nent of the nethod of supporting a conplianhg ent i.n CMAD
in accordance with the present invention. In the first stgg ?5&%e§k@1and
associ ated data and information is retrieved fromthe primary nonitoring
conput er This information is stored on a bl ackbo ically a
dat abase @%2‘?’?@% is used for the blackboard). The retri Z{fg%“@%@‘"s’?ored
SNCE hypot hesis triggers neta-rules tg_associate heuristic rules with cues
-appropriate to the SNCE hypot hesi s. en, at step 200 the SNCE hypot hesi s

| s scr eenghed 9veP RS isHinbwicdgt labbut thd BoMbiA KroWiddg¥ Lot Ak ! inbRid

evi dence.rlﬁ ee qVSaP?t atsi ve ewgdencesqls (r)mnageg usli nguﬁngﬂ?%tl{n%%éggi&abl es
and fuzzywisel acts dn dietdrminingh theeappirapiriate {lemaje kmotviedgd te U asdi inad igivenevi dence
may be fuzzified or crisp - as a 10 subset of fuzzy. Standard fuzzy

oper at or SOy sed and fuzzy sets can also be used for statistical
applications. The resulting evidence of plausibility is then conbined at
step 300 and used to generate the internedi ate propositions
* (cl assi f i Aspartof$heicanalysiscodpdiancttagetite develbd, propusitioas ot baliefy, based omrdhdirat e
proposi tion evi denge chunks.are conbi ne | S produce, final propositions
(F i hal ol SRarRORS | RS A o7 PYMEF O PUBRCTE eV Ao b e
summar i seghsdice 8t BRAGHEL to Bk cBheRy, O lterthiiRdér kw5 301 ’Pdéﬁe gf@ma&ed)

h pot hesi s, ar

propositions plus evaluation evidence, and the SNCE hy e posted
on the blmaykthembeicontinummitdtad toatmert expesidnced campbahca agent whoanaysiadge them

pr oposi tions, d eval uati evj dence_.i.s nade avail gble via co-ordination
Bnd. commPsiRE RSHOTRERGND; d e JiEmER Bf L6 S1ors Feporigwed o mpliste 8Bt Bifent  CVAD
eval ugt i g&akh méhuhicAl bh8PR the bigiRARBLEERE, ;d&r ; | t he
irrporlt%an(r:‘% %féga?lgy?)? ccgéllfjitt%ihons onﬁl%gltsi%, t he c%kh(‘:‘)ggtﬂf rgg gsggﬁgggrreasur es
i s used. cbheenRl iswtachal. ¥os thei GMAD yitdam earstiuctt aach modo @ basenknawledgeonpl ex

dition |i t 0 i val. An RM of 1.has th i |
a0 o5 CORILFENT P P St RRFHDE ghe AR KkEowtes R litiiodig HEMmporn oo
part of tdqe cbﬁkiiét&é'of‘fw\&rﬁid&ﬁ?iﬁ&ﬂ%hﬁim,reﬂé&e@&kﬁxé%%%s ®fBdd@ndef aul t

assunptions. Responses to Bool ean cues, i.e., True or se, linguistic
var i abl escugs approprigteds thedypetof $NKGE endencinsidorstion, defanl eprumptionsTinede ngsofr ange
fromextr |y, important (El) .tg not 3Q inportant (N ). The s.are

con! Hed if Ftis PR T itph ik e i 20 apEVREs, Pt hod B CMAR =A% c

el ement cRAMIHORS, BisB®oh TS donipoferd, intertedRicad THnaPPropSstisHa (baRfs) areON 2
prem se (IDR). Elenents associated with the sanme classification goal are

t hen contdenige. 7" " pctober 2003 WD 001 62210 - 14 PCT/ AUOO/ 00295 to form an
evi dence chunk. The conponents of the donmain knowl edge are used to eval uate
t he evidence chunks and the gl obal degree of evidence for the hypotheses

under cOnBHetRirpoh&its of the BémaiH kaowlkdge iichideedi ate and final proposition
(belief). The processes used to form each evidence chunk and to eval uate

the oXeral-l gldskeriptive kpevledge, hichdplates tathe dntatand infoamatinn abppothe EMADumder
consideration are set out below. To formulate IDR, the influence of
rel evance neadiellem@plving dence eval uation) we use the conbination of the

Connoct 1 ve. 1 LR G e Blethppni B BRGE neck by 1 ieiele e CRIADE,

domai n of evi qRBsRnthske: the level of inportance, and DRMis the domain of
rel evance measures. Thée correct ed evi dence obtained by applying r CONNECTI VE
to the pal.r <abaseningckrewilaizecwhidRMpeoifiea wWhat tconclusibes caryber drawnt givdnothet he

COMEEL e 5T SR e B e SRS 2
20 {1) f,,~ R EHTEENChyfak@sM =f 1 " p(l, md f~(1, m---m

4, derived knowledge, which may be derived from other knowledge components of

CMAD¢py, knowledge and may itself actually belong to other components if made
permanent;
30 S. linguistic knowledge, which is concemed with the syntax and semantics of the

CMAD, problem domain;



f,",,p(e,me if O<e <1 and f~(e,mMz if O<e <I and O<nxl 0O<nkl
f~rro(e,m--ni e+(1-m 25 The first operand of both fAND angd fOR r sents
t he observed evi dence of an atom c condition and the secong' gﬁéqbﬁhg%ﬁe

rel evance neasure of the finding occurring in the atomc condition. 30

Functi on ich satisfy (1) and (2), are used to co r al f or m of
t he fornﬁi(g@%wgh define fAND and fOR f~NQ(e, M= ma +r}?rf‘&!°%06£§?'

pct ober 2003 WO 001 62210 -15 (3) foR(gnht--ni a PCT/ AUO0/ 00295 Once the
revi sed evi dence degree has been evaluated for the el enmentary conditions,

4), 5 an jare: j ; rma
R e s e
e(T,) and.~3= assiméatiyg knowiepdge, Wicte {INGDwigdge about whal hew kidwledgeetoQRegpll T2
Tn)) =e(3€T&1§AND NOT TI) (NOT TZ) ... (NOT Tn)))) A heuristic
approach is u e UHESt he evi dence degrees of the rel ated know edge

chunks tg for ; Elb‘g,l, J ; f ) t | The
staring (gbi nt ré},%m%é&lt e éﬁéwlél?]}%%\ﬁgd%jﬁoslg)tﬁc:{cmﬁ@c:%@xgﬁ\?@%?g)q e~
However, as t lceeptdfsomextermahsowlexgy ees of evi dence as the same with no .
single | ue ing .a privileged .positjqn, we proceed from,(8) to foynulate
(0% To" & ot RGueetl Subtiedss. Fhish P Rpawisdas epoe Boraergner and imghct thatsghers) o
+ 1,.e2 = e, whed) : F{m the d

of p?i vi l gge._k(?:]1 e,, fg@?ﬁ‘%ﬁ‘é’r %%Q%fl%? ege&%ﬁ%%@&ﬁ?@%épri \e/i I ggre)ee

g(e,, A} =Xow t RvRiential knowledpb,awhith fs ddnCerteddRith the ddéudiitibneand propositiGithat A By
varying (err) an evidence conbi nation schene, which assigns nore or |ess
predoni nance tsubstansiategrdepuséate twhypethasieof NGO An operator for evidence
conbi Qati on is used to account for the intuitive semantics of the exclusion
rul ed? This operator is essentially nmultiplicative since the gl obal

evi dence TheGiRNe knbHledpe! agioneMS TxWRdS Thé ddrtéht -CNIAD Giate/ 6£ HRDLAO2 These

knowledge categories can be broadly classified as domain knowledge {d] (comprising items
1-4) and interactive knowledge [1] (items 5-10).

15 The key to problem solving is knowledge. Additional knowledge to coordinate team
members includes the task status knowledge [TS], which is concerned with whether a
member is still in the process or has finished their assigned task, and the identification
knowledge {ID], which identifies the team member. This is classified as coordination
knowledge [COR].

20
The above knowledge is viewed as a triplet,

K=<d, COR,I>.

The team knowledge [T] components include the sum of the components of the domain

25  knowledge plus the interactions between them. The team equals the collection of nodes.

T={ny, ..., 0,}

The domain knowledge d; of n, i=1, ... m, includes the facts, models and knowledge about
30 the use of the results of the model, heuristics knowledge etc. and 3d;,,—~d, or dn d,,,#0,

but is small.



of the hypothesis should not decrease in case the evidence gathered by the
exclusion rule is null. Assum ng that the additive operat ofy, | ef i by
(7), the fair nmultiplicative operator has 5 to be defined gsb%g%et?aﬁg- e~
. ~ and the evidence degree of the hypothesis His obtained as ~ _ (t~") +
ups)) Cdl-e E}%A% where e(P) represents the degree of the primary evidence,
e(S) repre@Nt21¢ he secondary 10 evidence and [1-e(ER)] rRpHAYMMI02% he

evi dence degree of the negation of thq exclusion rules. Finally, to take
into account the confirmation rules,'té'evaluate the overall gl obal degree
of evidence of the hypothesis under consideration, we use (10) to conbine
the degrees of 1 S evidence of the separate know edge chunks obtained from

e(P), e( SThat4$,kre aRitst SifarhUiRik bf RFenRAtal ubﬂaﬁ(&@vlcdg%,%gmax i6 (i(ffc)rlcrft R4 S) )

al - ~R 1) + ue(CR)ai~ Table 1 illustrates a frame ubstanti a

r
Shar ehol dtkeioMiseidomaiisiongwiedge, di The amentt iof incrumental ddmbin knostledgetiobutell. t hat
hol ds at J.east 5% of the any'.s ,st.ock and buys, or sells so stock. Each
Cor i ot  HEwByerinerd et ARERRGY if Rl on i Geite SEre Sl tat can hive
possi by | 1 § ¥igHiFlcdst impacidifthe fesafbs@sertad i n each slot with assunption i.

Each slot is interpreted as follows. The fact that assunption i takes the
(linguistic) value Vij is conpatible with the hypothesis H 25 (the

i ntermedi at e i N ssSibili iid The linguistic variable
range froﬁ%&?ﬁﬁﬁ?%%%?%ﬁ?ﬁﬁ%&%ntféw I%’Ter ’t'a'ﬂt'g i mportant, slightly
i mpor t ant whére )t dlhporjanh, is associated with an assunption. The
resulting degree of inportance is then conbined with associ ated rel evance
neasures (RWVs) (the CMADcmA default assunptions) to produce weighted

i nt er pedi ﬁ\eapr gt?OSi ti@ns.. These wei ghted internedi ate propositions 30 are
t hen nbt Red RS 55#’85‘8 e nal proposi tions or conclusions, which are then
ranked. 7°" Cctober 2003 WD 001 62210 - 17 Table 1 FRAME: Substanti al

Shar ehol ders Notice (SSN) PCT/ AUOO/ 00295 Triggers 5 Today's Price versus
Previ ous O oseERvESs:FuNecesqdry Fi ndings The | evel of inportance of an SSN
bei ng | odged recently to the price nove <V1, 0. 75> <1, 0. 5> <81, 0. 25>

<N1, 0. 0> 10 RM=1l. 0 Secondary Fi ndi ngs

where ¢, I = 1, ..., z, represents the various categories of information, and partial or final

15  propositions that n,can generate as a result of being in the possession of d..

It is necessary to point out that the CMAD,,, team presented is a subset of a collection of

teams and individuals whose tasks may impact on the CMAD¢y, team's operations.

20  When all the information required to make a decision is present, exact reasoning can
be used ta produce exact conclusions. However, in the real world, it is rare that all
the facts are present, prompting various theories of reasoning under uncertainty to be
proposed. They include classical probability, Bayesian probability, Shannon's
(1948)' theory based on probability, Dempster-Shafer theory (Shafer 1976), and

25  Zadeh's (1965) fuzzy set theory. When exact reasoning is not appropriate, inexact, or

approximate, reasoning involving rules, uncertain facts, or both, can be used. The

Henrion M., 1. S. Breese and E. J. Horvitz (1991). "Decision Analysis and Expert Systems". Al
Magazine, 12(4): 64-91.

Shafer, G. (1976). A Mathematical Theory of Evidence. Princeton University Press, NJ.
Shannon, C. (1948). "The Mathematical Theory of Communication”. The Bell System Technical
Joumnal, 27: 379 -423; 623-56.

Zadeh, L. (1965). "Fuzzy Sets". Information and Control, 8: 338-53.




The | evel of inportance of a particular broker being responsible for all or
nost of today's volume to the price nove <E1,1.0> <V1,0. 753, <1 0&5‘;

<S1, 0. 25> <N1, 0. 0> 15 RM=0.9 The | evel of inportance of a Z)a fab§r 2P0%r oker
havi ng | ayers of bids and asks, and being noted in the history, to the
price nowe goldard- 0> N1, 0. 75> <I, 0. 5> <81, 025> <NL1, 0. 0> RMcP0B0/86209 Ne | evel
of inportance of the conpany having been queried in the |ast few nonths
about the top 20 sharehol ders becausqaaf an increase in the vol une of
trading AND this volune attributed to changes in the top 20 sharehol ders,
to the prymeofpeesaititioh &l Mhsdhingdasedl délerhinesShe Qpploprist®! metBod>fRM=0. 5 25
The |l evel of inportance of enquiries by the ASX to the conpany about an
announc e exisdenqe farnylationgnd spmbigations epori x)) the price nove <E1, 1.0> N1, 0. 75>
<1,0.5> <81, 025> <N 1,0.0> RM=0.5 The | evel of inportance of a particular
br oker being responsible for nost of today's volune, to the 30 price nove .
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RMEL. 0 5@ppragches based oh MRnistenScltufist’s dRsdly 6feiddnbde dné bpproadhs bisedloho nmodel the
meta kno edﬁe and know edge. On a heuristic level, which is hierarchically

or gani seduzzyegicndhe Baysian spproadnis based pn; the svalvation o the prebabilihed whi ch
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The hbghgpedifyitigi pobletior wrukdbititias or kdliheed fkias S dertgiaty faBoP¥ppvédthsas Wher eas
the lower levels are nore specific. These higher and | ower |evels are
connect edenipedy Howeyes the theory of centainty Jaetprsis anad doe ithegrt Hhat doesrros t hat

repr esent | i {1 i es. .k a ting nore
Cpec 11 c 2BPaD b B ERBIR LS tor Al RACIGEC AR, DRPRE-SABREIRE "3 TN D o
SSN fr angoehhave b nigorsle sfotrtdation lswveiptiead dsaoidtedan rnbe aantdielr know edge

parts. The causal |evel know edge representation is represented by five
types of cABwass on itsiapplisatien fos saarraldise yhEes A detpiled shiseyssion efifhe RtE
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Table 1 for exanple, would be connected to the hypothesis nodes associ ated
with a situation where a Substantial Sharehol ders Notice (SSN) is being

consi der dyzasthgoryoadeh 965} s thegnost genespldheory phuugertainty thabhasdiestis previ ous
d ] %ﬁ&}r i d Sgﬁhﬁ Sy St
prgzgss, %grg?%ﬁ&acg '? e 5%@%%%?@%3@&%@% eterﬁeg%lstdtgﬁéms{tsa?(ran of the

hy pot hesieavir®intagtsowiiess thereanhy be a high degree of uncertainty and ambiguity, such as

20 CMAD,,, and in areas of accounting and auditing where there is uncertainty and

ambiguous terms such as important or slightly important are used.

At the highest level of the construct, for each proposition node in the system, the

assumption based truth maintenance system maintains a list of minimum sets of
25  assumptions (Boolean cues), which are relevant to the SNCE type, under which the

corresponding proposition can be fully or partially proved or explained. At the macro

level, the construct uses the trivalent belief-disbelief-unknown, however this is refined by

applying a measure of the importance that individual pieces of empirical evidence and

facts have on the propositions. Fuzzy linguistic variables are used to capture this measure
30 of importance and prototypical frames to represent this knowledge.



3. Action nodes, which determne the transformation fromone state to

anot her, such as the transformation of a linguistic variable to form an
atom c corrected evidence val ue, based on the RVs associ at gg’ Qteert3nos
instantiated franes. 4. Initial causes nodes, which represent the possible
ori gi nal wawwezi®df the 20 instantiation of the di agnosti cpdiiyRObJARILS under
consideration. In this exanple, the hypothesis relates to the occurrence of
the alert "Today's price versus PrevidBs Cl ose". 5. Findings nodes, which
represent the observable conditions or data in the system This takes the
f orm of t Keguree? illustzatesfin flbw chart faom ayrdfesred @bbodiment afi el methad of supgoritiag

i f est . f ts. h t hesi de i i tanti at ed
Vi an i nAepRpligisg agent i EVEAR B pecordangi v, SRt v aony 16 M SBL SR t he.
agenda (r qpg, &ML hitbasSdcili@bdata AR0intdiRaGaH & esHenRdl ﬁ{e?mgﬂouﬁﬁwat ed.

The heuristic and causal levels represent the surface p edge
r espect i vebmput@raystemh dhisrinformationads stered yonat biackbeard ¢typioally a detabdsheystémt es ar e

of 1 b st inused b SRRbGIDY o e bitind StaisNcs Bl evgishmemBS o auasl
pat h whi Clgy hascife BBufisad siISwRE cha dpprdpRinieitd R SﬁéE%?ﬁ%tﬁeéis? FREH, Taf \%ﬁ{; i f

not, other paths are considered. As a consequence o e franes, ch are
associ at e@0hetSNCE hypoiwsis e scodsoed foo @Rusibiligoutdlseoquanti@t ROIJAIBHIt02 95

hypot hesi s_nodes, the .LV (oh d dat transformed into findi
uehng  he SxBbre THb B BAAREY bt wid TR RS A B BB g s
are al so Héﬁdviﬁ%chﬂf@iﬁd@?ﬂeﬁ@y%§qudﬂﬂ{aﬁ% ERdenBEmi$ B fil0iffedtl IcHEP Ofas &l t er

t he causal path. . 5 he know edge representation is constructed using

cl assd8 amdbsothpfclizzy. Standard Huzy oneraters lareovsgd and futzyrsetstdan abénsbe wsdsi for
diti .well.as the.f t.th i.stic. level be shar.ged
et ween-+ ReiehfappBot e 18U Re Bigen@ of Py s it omibiNear 8 sBB 300 ot  on

based tr uiid Gl id pineRGaheREeMbdiak pYoposiviehs(ElEssifatidi) saﬂ?wo(pati on of the
CMADcmA' s belief Structure, supporting both the internediate and fi nal

propositions of a SNCE, fromthe CMADcnA at node 10; to each node 101+k in
t he hierargchy. 0 ication 4.5 facil..tated usi comuni cati.on

protocol fﬁog‘{phg&gltgec%@glpé A gncﬁﬁaie SF%PS’ of o elbcgv‘[é]%lﬁgﬁ aBeycodmé@Fﬁ & rules
cont aijped prditutd findd brpbiditaisdfida chssificatiohyO m@&%ﬁls%xbb@sitﬂ\@ir@ﬂﬂﬁrraﬂ&d by a

primary nmonitoring system The SNCE 15 generated by the primary nonitoring

syst em i nend;aemansed atstepH00e AdistepoiOfcthe Baali(rankpdomdgummarnsed)miepasitimst he it h

agent's delib i ONS., . LS ¢ I Lfi.ed_an e classifi fon is
supported pL")‘? %\r/aﬁ%%ncg?ldéf]n% ﬂ%g%ﬁ?ﬁs%%g'g%‘?’f F?a‘%d".’%ﬁ %h sﬁkﬁ%@%} g

evi dence iFinallpai step 8605 chnked shdisifniridekropdsitiohs, and evdliitionteRidkn@die dMadas part
of the review process. 20 A specific application of the conceptual nodel of

t he CVADc@vaable; via gerprdigationsangreosmpication psetaeals f forirefrieal 1and; revienbhy be

descrihed [ @%ﬂ&j SRV b anal yst teamreview
pr‘oceszg. I§Icl)r e?‘%gpsa e %@%ﬁ%ﬁé&’ (ﬁﬁ S b&ﬁé%p%&;@?@agent deci si on support
systemw || be referred to as ALCOD. ALCOD assists the ASX s 25

surveillance anal ysts deci sion maki ng task_of classifying a SNCE generated
by the prilgrdsr Howsigh therimpeyance of dafangr condptins g dats the eencepfrafdeievance

di vision i %% qﬂqolg . r“;:!g zﬁ‘&“ﬁ? 0, u di ng .J |1

i nf or med. u é\ I'n ZIF{C%E tr!z:i I ng ega\t/l ronrrtéarll ?tgxﬂg:née&\g;]t{eo?le{na?ﬁb&pt&

parti ci parbaditiey ienon aks (0,0) ihavaanAni RMbfrdt hanthabasttiniune releadide tamdbei ng
traded. Clearly in a_ conplex, market, where individual traders have 30

di f f erfnt PRiteEkbi the iy RM 150 o RMsere glicisd fram dhes CMABaAhes Parhebtheat i on,
a fully i qﬁiﬁﬁl%gwledgc acquisition, and make up part of the default assumptions.

Responses to Boolean cues, i.e., True or False, linguistic variables (LV) are associated
with each positive response. The LVs range from extremely important (EI) to not
30 important (NI). These LVs are combined with the RM to produce an adjusted evidence
measure for each element concerned, the importance of how relevant an assumption is on

a premise (IDR). Elements associated with the same classification goal are then combined



trading environnent is an inpossible ideal. As a result, the division may
detect unusual patterns of market behaviour that m ght insftggce ma%&g

mani pul ati on, insider trading and 7t" Qctober 2003 WO 00f 625'1%¢"

PCTI AUOO/ 00295 sim | ar practices. Unusual patterns mght be reflected in
heavy tur, r...n a particular stock, or in a price change nuch | arger than
changes ivg8§?/ﬁ7@wstock prices observed that day. Once an EW@H&‘V"% ternis
detected, if no adequate expl anation jf4found and there appears to have
been a breach of the ASX rules, it is teported to the Exchange's conpanies

C divisi : i P ¢ . o
(if | \;I f)lrg oeﬁ‘&ﬁ;%%f’né\yg({e\ﬁ/%dﬁ o?nﬁ%%@@é‘ﬁegg W=t fépé’?@ﬁ&{ ?'PI %eglet\f/’: \S;:a'?inve
security iegaliaty @levévidencd Hitinks hitbthe g‘kﬂﬁﬁd&?ed 6f dvidefcdofe thechybothaseh ufidert he

law) the matter is reported to the federa gover nnent body that adm nisters

]E he ﬁor poransidamtionato Pradvas the infermediate and final pwenpsition dbelieBnmihespreeessessc) f or.
( O . . A
odel ot it cath 8fknct, chifRSFER ehalun the SEL BHY Wered B¢ LB,

St ock Exc gl thictiypbthdsid urdér bghsferdtiomateTetdifbbelowhier e are up to 100, 000

SEATS entries on a typical day. SOVA includes priorities that are
determ ned by the type of alert generated. For exanple, when there is a

vol une ty ]-IWE i [ Y. . ?M% i raded) ,
t he nurrber%g?'lr@gétgﬁgghcg eHstoéﬁé\%\i{a@QDr eggéguosnljc?ld.eﬁég%g |sdﬁg§'f:el‘f§$%1rc t hat
cont ri but esmbimatiticofthorelevande mdagures and the lgvel afimportante)r Tids takevthefopmeasfat i ons

can be broken down into a sequence of steps, as follows. 20 1. Once the
aut omat ed a£pBResHY®et ect s unusual market activity, it produces an alert. The

type of alert depenfts(gglgﬁg gt ur e of the unusual activity. Typical alert
report'g i nclude, for” ﬁ‘gyg'%é(e%ﬂ‘c’eﬁ%rsus Close Price on any of the

l'ast n Dayghereda),Srefeschts e Homain ITRvides, (. AR levdlQf iiBor@inced) abRYR,, Y€fhsuUs Past
n Day Vol unme, and Today's Vol unme over n% of |ssued Capital. These alert

reports, whmain joferal¢vapeen gneasures.bl elheoreomected mylidenerc eobtaimed iby ApRlyingn| y

i ndi cat or of, _potentjal market Lpyl ation, techni qu .- SOVA
separ at os CONNERIHTE «f el blehyod BlifgHes eV Bt a et iind RECRAETor fiequi o

st ocks andofifeetive Finclio i shovai g (19 UAdS(2) st the Wb Ghssar6f ANIEahd iGR as
illiquid stocks. A different analyst is responsible for each category.

Li qui dSst genaectyes respoctivelyi r nature) wel | researched 30 by market
participants. They nmake up the nost significant part of the market index
and can be seen as representing "the market". Alerts generated by liquid
stocks are sent to the one market analyst for scrutiny. Alerts for the
illiquid stocks, which nake up the bul k of 7tn pctober 2003 WD 001 62210
-2l PCT/ AW00/ 00295fadle.0%Flerts) are sent to an fad&PEOant market anal yst who
i s supervised by a Emr(léq anal yst. To optim se Qgga__gnber of rejected
alerts, the conpliarf®® paraneters are constantl%R reVvi'ewed and adjusted (see
Fi gureo3) (1)3. At thé,sOan)lah anal ysis, t¢2% assf,g0a)t0market analyst is
presented with a graphic user 5 interface (GJ ), displaying the current

al erts generated byfmb{ér%ﬁlnary system keyed bfpk(kgﬂode. 4. \Wen the

assi stant mar ket anal yst .selk s.a _stock code for, whi here,is an alert,
she is presented wi ?wo‘?ﬁ@-??é@?'r‘flt“&ét details V@%ﬂ"%@%ﬁ?%s gener at ed.
0<m<] 0<m<l]
fo(e,m)=m’'e+(1-m)

25
The first operand of both fyy and f,; represents the observed evidence of an atomic
condition and the second operand the relevance measure of the finding occurring in the

atomic condition.

30  Functions (3), which satisfy (1) and (2), are used to constrain the form of the formulae
which define f,,p and fg,.

fano(e,m)= m'e + (1-m)



5. The assistant market anal yst then adds comments to the GUJ, using as a
guide a set t o of questions that are docunented in her mapgyal . The answers
to these questions determ ne whether the alert is to be rej7e(,ot°é%Pe(1399§use
it can be legitimately explained) for instance by the announcenent of a

t akeover wig /2o t he conpany) or accepted for further scpgriAauoooiosy
relate, for exanple, to issues of price or volunme novenents conpared to
previ ous novenents of that stock and-ib-the novenent in the rel evant share
mar ket index, or the t 5 issuance of company announcenents, brokers’

newsl ette3), etc. Reference is nmade to charts of the past trading patterns
of the stock and thﬁ&rﬁ%x, the stock's alert history, news services, and
other information t ’ Vebe of interest. Cormments are added to the alert
(via the GQUI) on anything that the assistant narket anal yst believes may
hel p the market analyst in reviewing the alert. 20 6. The assistant market
anal yst cOngrathegevised evideope degned hins beenl evaluatadefortheeriemaentaryiconditions, Kd)st or y

and with ve ts in.the relevant index..din addition to the,conmparisons
AT eady BBt fokobins T Sbmetny evidehie 38 ket of SEIRETE ) <7 e
possi ble) inputs alert codes. These codes flag the alert status as judged
by the asgjstant,. yQdi caj g, ,foy exanple, that the alert is 25 "not
for anal yé4:)sg(t%@-w7‘g?fﬂﬁ I‘F‘hé \mrﬂjsector". 8. If, at this stage of

the review, an_alert_ re.lpkel eries of alerts) appears to have
identified a sMREFF ¢ e(@ﬁﬁﬂﬁebrmﬁhémr ket for a stock that is
R r market information, then the assistant market
ne
S

unexpl ai ng§ by, NG
“anal y rgfers u i i-Mi Ssi on personnel. They
cont ai‘% t r efev Qfl f‘c%C)rrp ﬁgﬁw&mﬁ%ét}essary, and deci de
whet her an official query to th&N@BApMNyY is warranted. 9. The next step in
surveillance is conducted by the market analyst) who receives the case

details fromthe assistant market analyst (via the now updated GUI). The
market A heupsticoanproazhds usad togombineghe ovdency degmoey ofithe selated (kpewledge access

broker o' - PREER PR Liigléba 8ihite BearbtbbE Rhralot ool SR R 1
on-1ipe ctheBemoullhformekg®nse from the ASX Conpani es Division personnel or

t he ASX Menbership Division (if,applicable), and alert history files.
occasi ona{®y the entidr@d arfddtescode will be altered by the market

anal yst. y tne f.odikadi J he
seni or mﬁg&eeéa}hg#%%%&g 'ﬁ%@?‘%ﬁgp?feﬁ{rﬂf erﬁgﬁgéﬁgmﬁ@%ﬁ%&g@%i ng a
det ai | ed havihg/s pavildgad positiong we fposceakfroml(8) toformaikat (%) o distinghish begbn and
who sol d, .and an eval uatjon,  of the value of the stock traded relative to
the st ockthe pEimsry and secondamyfindingsort i s prepared by the senior narket

anal y?(ls g;ﬁ') 10 the gq{)}/%'lé_l : gm:ggggpﬁgﬁ: who then determines if a detailed

i nves on is justi eport is forwarded to a surveillance
i nvest i gawhere thdparaneter X reprasattotht degramofiprivilegdhe ALCOD s primary function is

to suggest an appropriate alert cqde, .gnd to present the evidence
supporting this sug@éeﬁ?g code.(PHIh Y’r@&?)y function of the ALCOD systemis

t 5to assist inth n%ggerrent Hﬁizi, . ssification review process
conducted by the tegrgﬂ’ f 'survei( an?geg{#g?ysts and the generation of an
audit trail of the gleghsXonsitngdeXlsyi when@€amnd1 This trail is used to
fine-tune the ALCOD system and potentially can be used to review the
thresRdl d levels in the SOVA system The architecture of the ALCOD system
is ill UStF ted in F'%(gu;\pch(ﬁa& * LMADcm eval uating agent is presented with
a LOOK GU? 20 whi ch Presents the alert details and enabl es the invocation
of ALCOD. ALCOD then supports the analysts in their classification task by

presenting the . Bogl ean cues appropriate to.the alert type (SNCE). in
questi on, n"ﬂ%hew&'é&%icaw@ﬁ’ﬂﬂﬁ? FF%F‘HS’ ‘%8‘6}? ggieng mere X@PW’&‘@}W. son of
Fi gures 1¢afd edidbdce dahlbeRedevi dent that ALCOD enpl oys a mul ti-agent

architecture simlar to the conceptual nodel of Figure 1, which includes
t he anal ysts 20, 25 expert systens 22, a blackboard 24, a GU 26 for each

anal yst, gnd dat ahases.28 cont.aining additional.related. informatioen.  ALCOD
is cent re?“a?ﬂ?mqgr Fvaqence &ﬁ?‘%&g%ﬂ%ﬂ%ﬁé&&‘&ﬂﬂg&? f?m?xﬁg:s 8ﬁp}§ut from
SOVA,  t he eedihdiGilule s B5dratbt B ekﬁéﬂﬁllyﬁﬁﬁlﬁ%ﬁd&ﬁ)’e §iRde tﬁ@{;lﬁbﬁ RGRIcHS dlgases

i ncludi ng brokers research informati on, the stock master list, the SNCE s
history in the formof previous exceptions, including SNCE s details and 30
subsequent classification supported by evidence, and (3) control rules,

i ncl udi ng the coordi nati on know edge. The expert systens 22 appropriate for

each |l evel of expertise in the team hierarchy contain the know edge of the
| ower | evel expert systens plus (if 72n pctober 2003




WD 00! 62210 -23 PCT/ AUD0100295 required) the know edge specific to that
| evel . This design allows for the conplete review of the a e?)tc' Ser 2003
assunptions, in the formof LVs, and their decisions based on t9é

accunul at ed evi dence. The bl ackboard 24 contains control rules and neta
rules controlling part of the heuristic |evel know edge, for exanple, the
rul es goV¥? R¥81%hi ch 5 hypot heses to consider given the REEAVIKOPRRS
presented. The LVs, each agent's results and the accunul ated evi dence may
al so be on the bl ackboard 24, dependl'lll “on the status of the diagnostic
process. e.an alert code. plus supporting. gvidence have been .assigned to
an al ertegp@FM?tgfﬁ‘Feého '?%B?ﬁr??ﬁ? yﬁ%s? °§§§§8&‘f Qa@“fﬁgb)h {EXEHAAR ﬁ‘\ggrber for
revi ew. TRigmyiconmuni cation is conducted via the bl ackboard 24, keyed on the
ASX stock code. The bl ackboard is typically a dynam c reference database.
Modi fications to an agent's results can be perforned either by manually

editing this evidenge ar.by using.h i rategi es).such as altering the

assunpt i oft$SHHge (ta?"f‘éﬁﬁ ﬁg&%pp@@gﬁ(%gﬁgggy %E&FS&W@@W@&W%MWH' s

15 anad ysioheddefinedlgied to the decision audit trail. To support the

i ndi vidual conpliance agent, ALCOD takes the formof a diagnostic

probl em sol vi ngwdegé,@r@ﬂ—;smﬁ@orh system conpri si ng an gxpe[)t syst e(T or

conparati ve, know e an afc r0Ccessi stem a database, and a

gr aphi c u%&ﬁf@??"ggﬁgﬁ:@f@? Wﬁ%@ﬁ'ﬁﬁb@ﬂﬁa%s to present cues, via the

QU 26, appropriat ec(;ga((&p)t.ypgsgfoﬁp%g;{g)ert presented. These cues use the
rovi de

CVADcm synt ax and semantics an C eci sion assistance to the
eval uat i nyhergea{Prepfesents theidegree of thei primary evidence, e(Gipepressnisghesesondaysyeces of

i nf ti whi tiall full th it .0f
non- cBipl Paiees <G ITRET rarens o evidiors aRaRER loeeton P0G 5 iolhs. s | v
t he conbi pagd. on of pieces of 25 information. Figure 4 illustrates an ALCOD

alert GUI and controls available to the agent to retrieve the SNCE
hypot hesi s or variance alert. The ASX surveillance division uses 24

different .cl gssifications (interpedi ate propositions) of,a rt ch
requiri ng@&@&g‘?ﬁkﬁ&‘%ma’%‘c‘ﬁ?%_ 2y %?EEY%%? &cgﬁ?%ﬁgobgfp%%rq%gte to
30 the twevigekeloflthdRppotiRisQnber GAsHARAME WY 83 QUP tdbéiibine tddegrak fPr i ce
versus Previous Price” are: Media Article (M, Conpany Announcenent (N),
Subst &t i avideiearefhibe deprsatridmpwiedgsshynks mbtained Bpm e®)] £6580 oER) avdddel yi ng
Security (W hti \/\lgﬁe(éggg , Watch and 7'" pctober 2003 WO 00! 62710 -24
PCT/ AUOO/ Fz‘i"h ini es Departnment (R), Analysis Conmenced (A))

I nvesti gagign Comme(egd:((a)p)aqg(sppo,[i Oe(BR)PHYSH(SR)Y Oor various reasons, such
as insufficient volune (FS, insufficient price (Gg, inline wth industry
classification (J), or inline with market index (l). 5 Surveillance team

menbers u i_nt e r ' ' 1S S j cases
that 1 nol nabien MR ExEe s Bhahdl) SHERhIEES NRLTSINERER R “The
anal yss giled Byydéhareholderf thatddldslet 18ast 8%OSf the'Eusiiay'e btotle BiRDbBls o Bells@aieext
sensitive information) both directly and indirectly related to the event

under scr gtorkyEachislo$ in g frrmgbas the followng fomanci es in the anal ysts' decision
maki ng and evi dence%ﬂﬂgwaﬂg_.v_%%imw@dup i_J> o anal ysts may mani f est

bias in the formof Teturrtng i rtonsistencies-over time or inconsistencies
bet ween t Bad &n@bacidtal infeatihslof wittitassumption i. Each slot is interpreted as follows. The

fact that assumption i takes the (linguistic) value V;; is compatible with the hypothesis H

25 (the intermediate proposition) with possibility i; The linguistic variable range from
extremely important, through very important, important, slightly important, to not
important, is associated with an assumption. The resulting degree of importance is then
combined with associated relevance measures (RMs) (the CMAD_ A default assumptions)
to produce weighted intermediate propositions. These weighted intermediate propositions

30 are then combined to produce final propositions or conclusions, which are then ranked.




The goal of ALCOD is to assist the decision nmaker to match events generated
by an external agent to known, or suspected, patterns of anonal ous agent
behavi our. This goal | S can be seen as the terninal hypot HesPgtober 2003
(proposition) supported by subgoals or node hypot heses (propositions). An
obj ectiv f is to mnimse the inconsistencies nmen§jon ve and
to i rrpos:"vg(’?@irzqrrgj framewor k for conbining conpl enentary gﬁ@'\@g?@ﬂg?scti ng
evidential information. This framaworﬁal so assists the anal yst to manage
the hi gh volune of related external Thformation. ,, 20 The two rel ated
alert types, "Sale Price versus Pr evi.a%llles'l' and "Sal e Price versus Previous
Price" nentioned aboyg, '{ae cho%en-a-s-—&-represent ative exanple of the type
of SNCE whReME b [‘Fﬁ€°i BN GiNbr ocesses were then anal ysed and broken

down into a selrfioirstrue-fal se Bool ean cues. Table 2 bel ow represents the
cues for these | 5 Table 2 Cue 30 Media and Cancel | ati ons
QL3M Ig t he pr}l‘%@l}%&gﬁé&s%?@]gl 2eby a recent nedia article? T/F Q 15 Was
the alert geneg Gaagse a trade was cancel | ed? T/F Low Vol unes 35 QLAF
Di d today's prirfGevbiay ce Ol SEN Rig 1o BBy G @ bhcd fbve | OW T pctober
2003 WO 00/ 62ZLkpy g3 kA 0285N180>for this stock? T/F Buying and Selling
Pressyge: Bids Conpauegh to Asks QA Is a particul ar broker responsible for
all or nost of sécaday Rndgs ce nove? T/F 5 Q1 A Has a particul ar broker got
| ayers of bi dsfieddealsf imprtafce offapicticularbryided Haingetponsdifor i 6H nivefIdday'e Koldnieao Sane
period is the theprbembve | ine with the rel evant i ndex?T/ FQBOver the sane
period is the mV@>INILIFA5T 1B1825uMNIAPyi ng

secur itf y?T/ FLOAnnoukMeent sQ4ls the price nove expl ained by a recent
conpany announ&kerievelobimperaseple paulagiveker having livers ofthids andyasks,and eing potedtin the v

nont hs about a HtPpde thyfeemove 15 gBHas ASX queried the conmpany in the |ast

f ew nont hs aboGELIRNEL-LRSEISHINRRX N M of shares traded (i.e. have they
askedany of the to Ip'os(‘hare | der s ’?'I"/_ FQLODI d ané‘gof t he top 20

shar ef®i der' s %:;fxi‘g & °§|°§ % REPW Bgyine PGW‘FE‘?"FP t%’?'l“ﬁ%"" BPied the
conpany in the Y sl in the YoNBE S Mﬁl“\% I MUY D di ¢

t ~eports) ?T/ FQggﬁfgg%v%o% 5% °ﬁ%ﬁ5§ﬁ?ﬁﬁ}§6ﬁ ders notice been | odgod

recentl y?T/F 2 egf-gdies are USEd to confirmthe presence or absence of
the fagts and @fDiete} 6RImpiithdd WP ChqubdPby B boMfe SIMpUE dbb M Cenffdiedich S 1 N
the task of al giduding peaisdidripe®), e price W0 I €l evance nmeasures for the two alert
codes are obt ak@@m>£ﬂ8,b,ﬂg<q,5ﬁq1job§r<mm edge acqui sition phase, and
encoded as part of gMengdecl arative know edge franmes. These rel evance 30
measures are nmeléd of npbiafice OfArtiC)lar Bioker Beinka3pdisitle RPMYLof tdady's volme, i€ the

know eglge acquprxemben phase a nunber of nethods were used to acquire the
domai n know edgil,f0a<VADLTEEL,08> R 96+ giI,00r of the ASX s surveill ance
operation at a macr®MF&EPel was enpl oyed to give a.world view of the goals,
objectives and tools currently 35 used for CMADcm at the ASX. Vari ous

t rai ni ng manualValidatios Rees vei | | ance documentation were then reviewed in order
to obB&in a befenfim fSALFRpg v ofdmroranetle ASX' s procedures. For the next
stage it was necess@l‘ﬂd conduct interviews with the CMADcm agents. Three
dormai n experts part Tlpoat ed in the know edge acquisition interviews: a

seni or anal yst arg“aﬂ}gl st and an assistant analyst. The interviews were

enpl oyed to obfarh i B hee al n t andj ng of the.probl em donai n and
obt ai ﬁgspeci fi g"ﬂ%“nﬁ%ﬁ&ﬁﬁr‘f%%é‘&%@%?ﬁ@émmg'frw “Er‘b’l‘%‘i?lo -26 7t" Cctober
2003 PCTI AUO0100295ggmywt ruction of an expert system This was achieved by
aski ng the domain expert specific questions to explain how they make their
deci si ons. Rel pygficspedifideubd €S were obtained in
45 The level of importance of an SSN being lodged recently to the price move
<El,1.0>
RM=1.0

50

The fuzzy modelling approach described above is used to madel the meta knowledge and
knowledge. On a heuristic level, which is hierarchically organised, the knowledge
representation takes the form of frames which contain structural knowledge slots,



S 10 a simlar manner. For exanple, the follow ng question was asked and
answered: "If a substantial sharehol ders notice is present, i.e., True,
what rel evance does this have on the assigning of a parti c i’ Qctohes 2003
code?". The rel evance neasures so attained for each alert code are given in
Tabl e 3 lwboms22end form part of the declarative know edgepdt/atiBpooesab! € 3
Rel evance Measures for Alert Codes Appropriate to the SNCE Al ert Types:
"Sale Price versus Previous Cl ose" an@g:Sale Price versus Previous Price"
Alert Classifications 15 20 2S 30

ESSNWL MFNG5RBsi A DEEO0LAF0s106 And) 66htd0 Rndad gt ODh ORIghQ MelifiticAOR1sH@6 . 000. 00
0. 000. 000. 000. 000, 00QAQ. 000. 050. 100. 050. 400. 050. 0S0. 400200 | ,
AO. 000. 00@%?@5@2@5’.“8’%9%%? we%ﬁg'e?m.lwlsmmmceﬁe-. dbesedighes00. SO

S0. 000. 008185 b3 5% SRB AR RSB S ia s s o0 <00

100. 000. Ofopre3éril. Igbrkrdl SQladdificalioh. hy}dileSéd to frames representing more specific
120. 000. 500. 05d. 050, 050. 050. G-0. 100. 40Q1L3\D..000. 00Q. 001. 000. 000. 000. 000. 000
. 00Q 4F0. Brothsses: 008G PPRERRS RTEERH08 SeHIErlooTaeg a3 SN famg whigh f or

exanpl e, ep%ﬁﬁ : asure for the

classifi cgllta?lgn I gmga%%t?\ﬁ%ﬁ%%%‘ldggﬁ%@% %Peﬂ%ﬁ s stock is to be watched
for future possible indications of non conpliance and that the ASX' s
Conpani es_DivisiqQn |s t e 35 notified of a possible breach). In other
wor ds, mﬁh%%l%ﬁh@lﬁ?@?m%awywn by §M¢W@e%\9f nedes- assi fi cat i on.
The CMADcgn ageg,, - | ok 'ﬁ‘f(ﬁi i l aat i on
that can Fepud?%i’hﬁge%%ot esﬁogé%dpﬁ?l%@%onp |%ﬁm§§?§§s he
agent $0 byart@onmetedtto thredfkansisrthat rdpirasenfthe sanhd hypodesdshit shetheudsticdbwghi ge a set
of appropti ate .envir n 7" n pctoper 2003 00/ 62210 -27

PCT/ AL0O/ BEP8=EsHY 1 (IgEle iﬁ@&iemp f&f?&fq be ioen elp Heehypathestsanededm t he
rem se s Lt adand 1 i ; x def aul t
p BsoB B8R i ACsillalith WikreSH FutSa "OBRoldRK Rbticd (ESNORN béing

assunptions (the RMs), the agents environne specific
assunpt i ooensideted ak ¥ passitie casedf the alert ATpdaylstHrice verssyRredeust @osdie premi se set

cues). Figure illu tr%@g the procedqural ang declarative k?@w ed'ge 5 used
by ALCOD, %t he gﬁ”&’c s WHER $ORESPARR Q) thenFiatek A e G mhAWCERe SRS n whi ch
t he procegs&sndr o&&?iﬂa?&’e -ﬁ%%‘%?ﬁ?‘?&@ﬂ%{#& neigege 1s represented

as procedural schemata, an e as tenplate schemata.
Oper at i ondl | y, Attim xheles, avhacli datersutective transformatiph droteone stite ¢ amotlerssuchict ur ed

in object-attribute-value triplets..The notion of .a class tenplate is used,
whi o apets i dentnEnom fb 4 rebist Biiable ta High Rb it ofphR et e’ ol aes
is a set gise@bh B PMs WbSiBted QHA UWSintthRtiaty Pdks| €at ures specified by the
class tenplate. bjects, which are nenbers of a-class, are created by

i nstanti ati ng #nitidlaseuses mpidat, ewhithereprasent thee pofible driginal otaness oéttheeval of
t he SNCE hypothesis, .t he varj.ance alert, .fromithe.t 5 prjpmar ni toring

syst ef] aﬁ%gﬁ"%%?q“nﬁf fhe g‘ﬁg?‘ﬁgc ﬁ&%ﬂ!&?‘“ﬂ‘é%@?‘?ﬂ-r e@o% E’éﬂﬁ?’ details
of the alg tﬁéé&%laﬁe@?o%&Eﬁ&%%&éﬁ“ﬂﬂhﬁkbﬁw@er&@?ﬁ%@oswder review

(the stock) - current and historical, and other related infornation.
Control r6l es &mdings nodescwbishrepresent the wbsarrbie ¢opdisions of datd irothe tspisterout put  of
SOVA. Once, t S h hesi s i | aced on the blackboard, it triggers
net a knovﬁgﬁgé‘eﬁ#%f’ﬁﬂ)(gg P&@%@‘g °ﬂ88$"i‘°‘5ti cs - 20 with appropriate
cues. It also triggers the heuristic solution of cues appropriate to the

SNCE type by drawi ng on the know edge of cues pertaining to the SNCE
envi r hneiThe Edusabredsaning,is eargifesfas afonn o eaustl nets. o Whea agthyphthesis pedeatsed wi t h

the SNCE, .S, 1,. B d .t.he SN t t he, bl kb d t a- th
o oot t niEB i R 2R b D sy BR pdefy 00 aRESRRd hirdlhesl S e Setn Y ¢
Fioure S ichsiink 861, 6 0 @rblRiAg Nink PS5 2ENAR4! THBHRib g QR ance

agent to heuristic cues. The Boolean responses relate to the required
j udgnent s leyels represent ahep busfach apd rdgep kdowledgs mespeativelyur Oncec thepiaitiad eagsewi t h

rel evant indices,. conpan nnouncenment s,. .and di npouncenents apd

cancel | at ?%%ﬁ“éfs ‘Fr"&ﬂ‘é‘%‘.‘_ A@cﬁgeﬁ aﬁ%fnsfﬂtéatﬁa;u_ t‘f’%‘%@ﬁ%‘b e8n°°f’1hﬂlé§.1 Stic _
vari abe phe¥dnce Uit Sabaénee Of the Statdls trfladifRStaliis | 1ff MRh BoMaRifadtaties B9 fs@d, et ai ned
at step P2 are heuristically selected. The selection is based on 30 both

t he know eaugal path whichkas been cerisidered to dnstansiaoNbE statevisconfimed; ifamt, etherwel | as
know ed LV i,fic to the stock iated wWith the S S2. At
10w 20 e B, SRR BASCAL b SR RS ARRRE B et e e, S

Bool ean responses and




|
7°n pctober 2003 WO 00l 62210 -28 associated |inguistic variabl es.
PCT/ AU00100295 More specifically, at P4.1 the adjusted rel gyant nmeasures at
the atomc level are evaluated to determ ne whet her they fJ quwtéf"'ﬁgpﬁ al
test of sufficient conditions. Both local rules and 5 neta-rules are
tri gger edvoame22pe ocedures, rules and linguistic variabl e pgeauadsenyd aced on
t he agenda and processed. The resulting linguistic variable netrics adjust
the RV to produce the adjusted eviderl® at the atomc |evel. Both
know edge of procedures, rules and cues associated with the CMADcm
anal yst' s hgpath&iOhodas)dhe LY (ebsarvedndata)tand traesfarmed imte fimiirigsasimg thd actiomd t he

know edge of ocedure ul es ,and asso ed with the to SN its

attribut e&o‘éﬁ‘fd %?8(9% Ed"’%’%‘l‘i"‘?efil‘?é's"ﬁﬁa‘ rsrg ?ﬁ’i‘gﬁl ngs ate flse LReds as thess

eval uati nge J}c H\%}%@uﬁé&t@%&%ﬂ&'%@&ﬁ@a& BARHL ©s- Then at P5, evel uation
ence kno

of the evi edge chunks occurs to det'erm ne whether or not they
partially fulfil a test of secondary condi tions. The know edge source is

simlar to t f ep P P6. 1 e cqnbi ned evi denc

know eage%ﬁg‘%&% vﬁ?ﬂ?‘:m"ﬁﬁ @%@ﬁ%ﬁ)}’ﬁ‘ﬂécw ‘g’rle% ai‘?“?f?)‘ﬁ mat i on

rul es ar e og3alsh@die the dbServat &ﬁmdltibnk B well a8 HHEFRHintts Bt e RS e ma}'iR

i nt er medi at en£r0p05| tions include both SNCE classification plus sUpporting

evi dence. shredib¢tweenttheh¢unistie anstiansableyelsposi tions are ranked at P7, and the

results of the conpliance agents analysis are sumari sed and posted on the

bl ackboard to facilitate review by other 20 team nenbers. Now that a

pref err ed TEDRMcERbcRS b ssiRphO R aufhl fEIn usy@&{uampgmeavd nce
nitoring for anonallythdet ection (CMAD) have been described in detail, it

will pe agpmmunicatione hélhde@gﬁ'meﬁmm,amdpomngnbdhphewtdmedxamﬂer of

signlflca dvant ages .2 ri,or i,ncl g.

fol | owi ng: nf'\a TOPQSI °£8§Wﬁ°of?6hc8%‘f‘?%”g"8é% @r{g éjer L(g‘ﬂ H'{f t he
cost of CQpERArHIC TheRBinnfinicafen &5 FcRitAted ukifg @%@ﬂ%@cmw&aﬁd tHey and
provi di ng transpar ency, when required, thereby contributing to corporate

gover nanc dlagkboand £2.dThd pretecel. is Boverned) by 2 set o ndesptontainedrin thoblackbeardaldds

| t t ed | at d t t'
LEt T but o i gisd oS T BNCH ectbrfal B B nfthad WifionE 3R DRk SRR °
anal ysjiss @aﬂl:r&tbaeb Sfe PRy Gfbnit sydtend filcludBs mls Waridne€ afidl B&HeR BAJiASNOE

evi dence; ctober 2003 WO 001'62210 -29 PCT/ AUD0100295 (iii) it can
expl oi t ardetaﬁ-f ra cemrthe slﬂppémfscdﬁi@t:men&athd S&S&ud&r@assnﬁled eand ghe owi ng

ner oby | AUPRTeSn i b o' SARERE: b b Sp RS MRt

(iv) it caridene ishiengnpiedavia tﬁéblacldﬁﬁtcﬁll) o thjltlﬁﬂdagéﬂﬁ&ﬂﬁﬁ{ bfiheJ feGlew
anal ysis of results can then be used to revi ew the anal yst's

deci si on- PE®IHy processes and to refine the primary filter tol erance
| evels;,, (v) it can support a structured, flexible and inclusive approach to
.conpli‘ance analysis; (vi) it can add a cost function to the

conpl i ancex m@apm@aﬁdmf of dier coticeiitaal t hodel pifuthe CMAD beneltitdgedtr dstivical fs; 15
(vii) it ena es i nsi t to be gal ned fromthe know edge acquisition

conponent SHPROR System PE’rQF Wb@u@rﬂﬁn‘?ﬁmg( iASXsprvedlanegs si st
I t qk of
tﬁeggrggnl sa |6'h§m§’§‘?%}<')rém? gan - ad ?gf%ﬁ@f%pmgfé‘%%ﬁ%agzs

transfer sietisionrsppdic Bystin GifiFbe hsferfadntd asr mg:mmd ADCODY lakdiftg thASKA ect i on
of informatiop based on qrganisational criteria;
25  surveillance analysts decision making task of classifying a SNCE generated by the
primary monitoring system (SOMA). The role of the surveillance division in the ASX is
to monitor the market to ensure trading is well informed. A fully informed trading
environment is one where all participants have access to the same information about the
products being traded. Clearly in a complex market, where individual traders have
30 different incentives and are in different positions to gather information, a fully informed
trading environment is an impossible ideal. As a result, the division may detect unusual

patterns of market behaviour that might instance market manipulation, insider trading and



25 (x) it can reinforce corporate probity; (xi) it can reduce distrust of
conpliance nonitoring systens, by reinforcing accountabili n
transparency; 30 (xii) it can significantly inprove the ac ura?f:ca’e{)lzof)ﬂe
results generated by conventional conpliance systens; 7'" COctober 2003 WO
001 62210 WB@0/FR2T) AUOO/ 00295 (xiii) it can increase reli abPCT/AYP0/00295

consi stency, productivity and effectiveness of conpliance operations; (XxiV)
it can free up resources so they can-B@-redirected to nore productive

activities with 5 greater pay- of fs; (xv) it can inprove overall risk
managenensimilan aractisesi \Unusual patteras might bef re préccbaphqaw ternevestin amanmlarbuu I d

confidenc f or ket | di t and y
decrease %E%(r)él?g c@ %lnlg "Fﬂ%%& i ﬂa‘“Ig S qH ‘é% g?t"faé
persons siy. | ©ficd n hﬂﬂﬁuﬁlqiamrlé datebtsd, txh ab aaeg%te%tﬂammk 'f&ﬂiil a?aﬂ%ere
modi fi cations may be made to the descri bed D system and nethod, in

addi ti on appeatsdehavglbeena hregelsefitho A§X mles,nbmempétq&m@xmomammmpsc

i nventjve Rce r I calli uzzy sets
o' a ot or VPR ELE il cofBal R Rl AK i RRR RS U A ok ZEL T <,
set s can fieobed), Ioﬁthe ASX dHodtivea divadibm (is aaiadvaﬁi'dlséd\ﬁ@ isOifgolaéd). tWhére
considered within the scqope of the present invention, the nature of which

is to be ﬂ@feewﬁcﬂ‘édOfWﬁ]%ﬂfW%@Cdé‘ycﬂlﬁpmﬁw larsm;ﬁsééﬁdb@ f@de&qlns

|73tCTI 2&8?%‘?@89%“\6%&%% suppor I ng Og@(l:oﬁpqaml w((:%gg-glgen N corrpefl ance

noni t or i nGofarission(AHC) fotefumtidrimrsigabhnd, iR cesirp ofdr lepallagdong t he steps of

5.receiving information relating to a suspected non-conpliant event (SNCE)
generded by a primary nonitoring system selecting first heuristic cues

COrrespongi ] r ...Sal t 4.Qf

prem ses gg?%g%’?‘ g’ﬂég% [?ogegshg;r(ﬁlgé °éf£§§ﬁﬁ&®%efg%§§ﬂvgﬁkg%&§ﬂ8&

obt ai ni ngSasck&plmgeAfwmumdﬁ"ﬁaamrsystem (SBATS)f Thee dre bip tto M6O000SEATSUES i N
the formof 1 o Bool%ﬁn responses; sel ecting second heuri StIC cues from
sai d knowPRHEEORYE! Sﬁﬂéan@ummahe& emdatermined by the type of alert

generated. For example, when there is a volume type alert (e.g., when an extraordinary

15 large volume is traded), the number of days since the stock was previously traded is a
factor that contributes to the choice of the alert's priority.

Surveillance operations can be broken down into a sequence of steps, as follows.

20 1 Once the automated system detects unusual market activity, it produces an alert.
The type of alert depends on the nature of the unusual activity. Typical alert reports
include, for example: Sale Price versus Close Price on any of the last n Days, Sale Price
versus Previous Close, Volume of # Days versus Past # Day Volume, and Today's
Volume over n% of Issued Capital. These alert reports, while identifying possible non-

25 compliance, are in fact only indicators of actual or potential market manipulation
techniques.

2.-  SOMA separates the alerts into those that relate to one of the top 200 liquid stocks
and the rest (about another 900 stocks), which are classified as illiquid stocks. A different
analyst is responsible for each category. Liquid stocks are, by their nature, well researched

30 by market participants. They make up the most significant part of the market index and
can be seen as representing “the market". Alerts generated by liquid stocks are sent to the

one market analyst for scrutiny. Alerts for the illiquid stocks, which make up the bulk of



obtai ni ng responses fromthe agent to each of the second heuristic cues in
the formof linguistic variables; 15 conbining said |ingui §{;,i C vbari ggées
wi th respective rel evance neasures for each of said second hé’&H & 2808 yes
to produce respective weighted intermedi ate propositions, said internediate
proposi t vmed/§2etvi di ng supporting evidence; and, conbi ni rgTRATM/00®Eght ed

I ntermedi ate propositions to produce final propositions repudiating or
confirm ng the SNCE, which together wi2lh said supporting evidence 20

enabl es the agent to nake a decision regarding the SNCE nore efficiently.

2. A et hdkp derts; apppsent torpg ass who fsysuppmisediby alefarketanalystcl ai m 1,

c
wherein said res. es tp each.of the second heuristic cues are in,the form
of fuzzy ﬁ;onaq}%@?@%gwngglgéfcjﬁe%?ﬁgs,néf h°881p§?n°§d AT H G “UBHPTY ance
agent in QMMQBJ'“Q@@I@@QF%@W.L wherein said know edge base conpri ses
evel

rules and facts reflecting a ,of domai n know edge appropriate to the
conpl i anc8- ageitthestast efranglysishe assistant markatanalystis presented withvgogmaphie iser

type of | Wein (AT Nighylidle 6AR3Gs slariin B DR PR fbic, |
consi der atAS¥icoddef aul t assunptions in the formof said rel evance neasures;
and, the conpliance agents own assunptions. 4. A nmethod of supporting a

conpl i ancé- agerWhenfheRasistans masset aaalyst selestap slock cosle fprewhich thees i apdlestance
measur es %@@@@F@cﬂvﬁtﬁh{ﬁg J&m%‘ﬁﬁwjﬁ@@gﬂgg&cmﬁgpa” of the initial

know edge "acq ron durl constructi or t now edge base, and

wher ei n ars, RM (e bssistaht fratles annlyst thefaddy v 13 e GUI, ihois Dguideld seat es
m ni mum r el evance. 5. A nethod of supporting a conpliance agent in CMAD as

géfi ndd ! of apestipasthat preddogpmented insharananpslg (The enssverstp thes qssestmls determinpe ‘
e e L g A T

defi ned i nh&Chgiommcmenhof € itakesvdr bid iferattié Sbmpanyd ot akepted fordunhie sexitingel y

i nportant, very tir‘hr;%())ortant, i qportapt, 15 slightly i ngortant, and not

i npor t ant .They rolatseton gxamanle.dta dssyes ohprics ar yepmcameiemegls rompared i preX U ef i ned
in Caim i } Skl . Whi ' L er Is I

or gani sed}"%%&ﬁ%ﬂﬁ?é%?@%?aﬁ%‘%ﬁé&mm% %g@]%f%%sl&& 1%rhthgont ain

E tr \l;I\ACtlgl‘ alisslhmfw &'Ch@mmhphﬁn%@b?hﬁts(ﬂirﬁléﬂrs' kﬁwk@dglecqzo Refepdnse d$1¢hadertdbr ol
now edge slots. 8. A ngthod of supporting a conpliance agent in CVAD as
defi ned i Fhestsnftherpastirading patemsiof dhesttockand the indexpthe slack's Hert historpieWs f or m

ST £h 8 e 3B e Yo e, il 3980 el Pt
val ue Vij (vin thaGtil)quasnyithing diat theaashigtant rhakétsanhiy(;t;tnlibm arayeaipathe market
Bgent 1 n MBI NRRRReAleE oi 8. 30 whorei n on & causal |evel  know edge
r e\pr espnt &1 on TR fGRARSRAKECaBY s LifipdrdP S stk P PHESand volume movements
| with its history and with movements in the relevant index, in addition to the comparisons

already made by the automated system.

7. The assistant market analyst (when possible) inputs alert codes. These codes flag

the alert status as judged by the assistant. They may indicate, for example, that the alert is

25  "not for analysis", "watch" or "in line with sector".

=

8. If, at this stage of the review, an alert (or more likely, a series of alerts) appears to

have identified a significant change in the market for a stock that is unexplained by news

and other market information, then the assistant market analyst refers the circumstances to

ASX Companies Division personnel. They contact the relevant company should they
30 deem it necessary, and decide whether an official query to the company is warranted.

9. The next step in surveillance is conducted by the market analyst, who receives the

case details from the assistant market analyst (via the now updated GUI). The market



(i) Hypothesis nodes, which correspond to the SNCE hypot heses under

consi deration, and are connected to the frames that repres%qt the sane
hypot heses at the heuristic |evel; 7tn pctober 2003 WO O | §3e3kpr 2093
PCT/ AUOO/ 00295 (ii) State nodes which correspond to the states of the
system pvagegs2icsuch as an inference process, that deter Pdii@sudoldgast at € of
t he hypot hesi s being considered; (iii) Action nodes, which dﬁl{ern%%e t he
transformation fromone state to anothgr, such as the transformation of a
l'inguistic variable to forman atomc corrected evidence value, 5 based on
the RV agsdipdt ala6 hedst o iangdtabatd adrsininh P8RS of lintdredtVelating 16 HewBSitdRles,

whi ch represent possible original causes of the instantiation of the

di agnost i brokggsoreresurendalings, publisi newsetieon andjourngly yecoinmgndagions,odedine whi ch
t th b di t i dat.a i th t d.reflect th

Fesul ts of e e, Tedprs Jim e A3X Kompabiey s pGromeh & SEmdSince

agent in %@c&m;ﬁmwﬁ&ﬂ(ﬁﬁfﬁl@wm d aleh9iRr) QS Ocibivhally BREAREalER

mani fest as a form of causal nets fornmed acCording to the follow ng steps:
15 whefh anodeywidiihealticred by dhe marketanalysit i ated via an initial cause, associated

hypot h | he (14 £ t at d di
Y B ar 19%c: A REERPIBed PitcBP e Rie ERBEE0MN fy 3t oo RIS he "
states ar gitdnfioh 36t fusth@dnguiyC A feee Bdridudtingt d detdiled afilgsts @iclalise Torcexaimpld)e

states manifestation; if such a manifestation is found the causal path

whi ch has anaralysitefsvinebaughtand iwhesald: angran eygluation of thervaluesfdhprstockitradedi f not
ot her paths..ar nsi der ed; d.\as_a _consequence, of the franes ich are
associ at el e Sehok PRIom A depdr iR Broprie By dbs senipd ppagkt AR s Ve
dat a) 1gr eﬂiersaﬁ&ima@ﬂwu%b@“mbms&zme@wﬁwmauaﬁnaﬁab@ﬂgM% justifiéd. afgoON t he
confirmed causal path. 251 1. A nmethod of supporting a conpliance agent in

CMAD as ddfeirapart isfor@iagdeshta g surygillanee investigatot, ydiorpgquires anta theonaftesd  as
threshold | evels, which may be used to confirmor alter the causal path.
12. A method of supporting a conpliance agent in CMAD as defined in Claim
11, 7t " TRe IAMIBODE PhthaFunfticad2 bGuggedéan appropriate alert code, and to present the

evidence supporting this suggested code. A secondary function of the ALCOD system is

15  to assist in the management of the classification review process conducted by the team of

surveillance analysts and the generation of an audit trail of the decisions made by the team.

This trail is used to fine-tune the ALCOD system, and potentially can be used to review

the threshold levels in the SOMA system. The architecture of the ALCOD system 1is
illustrated in Figure 2. Each CMAD_, evaluating agent is presented with a LOOK GUI,

j 20  which presents the alert details and enables the invocation of ALCOD. ALCOD then
supports the analysts in their classification task by presenting the Boolean cues appropriate

to the alert type (SNCE) in question, and the LV associated with the Boolean cues. From

a comparison of Figures 1 and 2 it will be evident that ALCOD employs a multi-agent
architecture similar to the conceptual model of Figure 1, which includes the analysts 20,

25 expert systems 22, a blackboard 24, a GUI 26 for each analyst, and databases 28
containing additional related information. ALCOD is centred around a relational database
which contains: (1) the output from SOMA, the current SNCE details under scrutiny, (2)
reference databases including brokers research information, the stock master list, the
SNCE's history in the form of previous exceptions, including SNCE's details and

30 subsequent classification supported by evidence, and (3) control rules, including the
coordination knowledge. The expert systems 22 appropriate for each level of expertise in

the team hierarchy contain the knowledge of the lower level expert systems plus (if



PCT/ AUO0O/ 00295 wherein as the know edge representation is constructed using
cl asses and objects in an hierarchical organisation, the Og‘?‘ﬁf %é‘d
conditions as well as the frames at the heuristic |evel APR85 2088 ween
the heuristic and causal levels. 5 13. A nethod of supporting a conpliance
agent i n vwdBéxnas defined in daim3, wherein the nethod ig-ga0RssOf
supporting nultiple conpliance agents, said nultiple agents together
forming a teamin which the agents ac@3organi sed sequentially and

hi erarchically, with each successive agent having greater domai n know edge
and exper reired) thoknbkledge spicifiedo diat favpl dTHis dgiga atlowp Firahceomygets review CVAD as
defined in_Caim13, the nmethod furt her conpri sing praoviding each

conpl i anc@fab%ﬁge%ﬁ tassuRptionsy ngthg fosmneh Lien@nd thepdseisisas \ha%Fdaogrthﬁhl c

user int e%E ﬁgﬁ, ?g% r p g | on
protocol for machin c %&éed age[ &@ %g « &g%s?é olrgaiegu%npo i ng

conpl i anceomgivig part ofctmihduﬁwﬁalcﬂﬂrknbmwga, fop exanipéahe/rulkRt g ériig, whibk syst em
conprisin rel ati onal database for receiving and stori ng i nformation

rel ati fg gﬁm&h t9cconsider gaven tagplert Syne rrosented Vg eachagents resplts apd i nar y
noni t ori ng,.S, e sible
o the coms el vt My ACoA B RORRA BB AR AInE YR ATMERERE "1
suspect ed theatiagnostizlpravess. event ( SNCE) gener at ed by a primary nonitoring
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A system for supportl ng a conpliance agent in CMAD as defined in Caim 16,

20 wher ei assisnge totherevaluating egentmvith ¢heimanalysisc dhe ciies donpristieei¢vantopiseesof

assunptio S Pr&sr?rgamn, which may partially or fully support the proposition of non-compliance, or

may partially or fully repudiate it. It also assists in the combination of pieces of
25 information. Figure 4 illustrates an ALCOD alert GUI and controls available to the agent
to retrieve the SNCE hypothesis or variance alert.

The ASX surveillance division uses 24 different classifications (intermediate propositions)
of an alert, each requiring supporting evidence. For example, classifications appropriate to
30 the two alert types “Sale Price versus Previous Close" and "Sale Price versus Previous
Price" are: Media Article (M), Company Announcement (N), Substantial Shareholding
Notice (SSN), Error (E), In line with Underlying Security (W1), Watch (Q), Watch and
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Is the price move explained by a recent company announcement? TIF
Q5 Has ASX queried the company in the last few months about
a price move? T/F

15 Q8 Has ASX queried the company in the last few months about an
increase in the volume of shares traded (i.¢. have they asked

any of the top 20 sharcholders)? T/F
Q10  Did any of the top 20 sharcholder’s changes explain the
recent volume? T/F
20 QIl2 Has ASX queried the company in the last few months about an
announcement (including periodic reports)? T/F
QSSN  Has a substantial sharcholders notice been lodged recently? TF

25
These cues are used to confirm the presence or absence of the facts and empirical evidence

that guide the surveillance analysts in the task of alert classification. The relevance
measures for the two alert codes are obtained during an earlier knowledge acquisition
’ phase, and encoded as part of the declarative knowledge frames. These relevance

30  measures are mapped to the cues given in Table 2 above.

During the knowledge acquisition phase a number of methods were used to acquire the
domain knowledge for ALCOD. A description of the ASX's surveillance operation at a
macro level was employed to give a world view of the goals, objectives and tools currently
35  used for CMAD_, at the ASX. Various training manuals and surveillance documentation
were then reviewed in order to obtain a better understanding of the ASX's procedures. For
the next stage it was necessary to conduct interviews with the CMAD,,, agents. Three
domain experts participated in the knowledge acquisition interviews: a senior analyst, an
analyst and an assistant analyst. The interviews were employed to obtain an initial
40  understanding of the problem domain and obtain specific domain knowledge for the
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7868\ 889X9Y9Z9dE: / 10m Table 3
Relevance Measures for Alert Codes Appropriate to the SNCE Alert Types: "Sale Price

versus Previous Close" and "Sale Price versus Previous Price"

Alert Classifications
E SN Wi M F N J Q R
Cues
QSSN 000 090 000 000 0.00 000 000 0.00 0.00
Qls 100  0.00 000 000 0.00 000 0.00 0.00 0.00
QA 000 005 0.10 005 040 0.05 0.05 0.40 0.20
QlA 000 000 005 005 020 005 005 040 0.20
Q2 0.00 000 100 005 0.05 0.05 1.00 0.30 0.50
Q3 000 0.00 100 005 005 005 0.05 030 0.50
Q4 000 0.00 005 005 0.5 100 005 030 050
Q5 0.00 0.00 0.10 0.05 0.05 0.05 0.05 0.30 0.50
Q8 000 050 005 005 0.10 005 0.5 0.20 0.50
Qio0 0.00 0.05 005 010 0.05 0.10 0.05 0.10 0.50
Qi2 000 050 005 005 0.05 005 063 0.10 040
QI3M 000 000 000 100 000 0.00 0.00 0.00 0.00
QI14F 0.00 000 000 0.00 1.00 000 0.00 0.00 0.00

From Table 3 we can see, for example, that based on the cue Q12 the relevance measure
for the classification R is 0.40 (which indicates that this stock is to be watched for future
possible indications of non compliance and that the ASX's Companies Division is to be
notified of a possible breach). In other words, Q12 has a 0.40 relevance measure for

assigning an R classification.

The CMAD,, agent's primary goal is to evaluate all possible information that can
repudiate the hypothesis of non-compliance. =~ ALCOD assists the agents by

operationalising this goal. It does this by developing a set of appropriate environmental



10m <! 10%1& () -: ! 10%m8 () - 89@10%M8 () - 510%m& () - 210%& () - 0@10%T&’ () -
Z9[ 91 9x9| 99: B; xY: / 0

10 109&’ () - LI 109& ()- ! y10%: ()-1 109 () - SLO% ()- Y" 10% () Oci%hep2093
>e>dE: /| 10m@ $10%& () - #10%& ()-1$109%& ()-1" 10%& ()-" 109%& () -

Sy910°/&' (WOQB’/&WAC’E / 10m OT#109&k' ()- PCT/AU00/00295
ITU10%& ()--' 1 109& () -+ 109%& ()-Yl (* 109%& ()-!"10%& () - XABE] COCCOCKNDC
10m " 10%r& ()- 10 10 10&<' | 10%& ()- | : 1;,0%! ()- 8S#10% ()-

S2: | 109 () CCCDQ:FHaOrrbC 10m #10%x& () - " 10%m8& () - 'T 10%e& () -

0%7&; Hwé%; V- vate
&$10%r§r3& ()-s!9& 100/ %’goﬁ(l%&“g'%s &$1 f%’/ie])v‘f&eﬁ?) S (8%%%& ()-s I#%}cfs?'éf’?ﬁ
* KKKKKKKKHEINGE 16@is¢ 1n0rigs, réview, 0 tioRageontd tofat' spurhpticd@ivihe )RMEY) nthe 18gents

O SO L GV O R OO O SRR ()

10! 1" 109 Y1
O %Eue rc&ﬂésf@;g&é es)! PPM 1)1%%?@%%&%@%%@%@

$10%vE'S() mmmomnh@mw@mypmm kromledze savk the) orlerdin which the

LONE: ()L A0NE el HONE ) GLOIE e JOME () B B

! 10%3& () -sEHda dnd- 4 Yiskldrtive "1idWigdpt) as iyl 3eHelmald E: Aperationally, the
declarative schemata, ie. the templates, are structured in object-attribute-value triplets.

The notion of a class template is used, which specifies the common features of a collection
10  of objects. A class is a set of objects, which possess the common features specified by the
class template. Objects, which are members of a class, are created by instantiating a class

template.

The first step P1.1 involves retrieval of the SNCE hypothesis, the variance alert, from the
1S  primary monitoring system, and storing it on the blackboard. The alert record contains
details of the alert type, the SNCE transaction, details of the entity under review (the
stock) - current and historical, and other related information. Control rules on the
blackboard retrieve this hypothesis from the output of SOMA. Once the SNCE hypothesis
is placed on the blackboard, it triggers meta knowledge and rules to associate heuristics
20  with appropriate cues. It also triggers the heuristic solution of cues appropriate to the
SNCE type by drawing on the knowledge of cues pertaining to the SNCE environment El,
and knowledge of cues specific to the stock associated with the SNCE, S1. Based on the
SNCE type, the blackboard meta-rules then select the Boolean cues appropriate to this
SNCE type, as given in Table 2. Figure 5 illustrates a GUI for obtaining responses from
25  the compliance agent to heuristic cues. The Boolean responses relate to the required
judgments of, for example, buying and selling pressure, comparisons with relevant indices,
company announcements, and media announcements and cancellations of trades. At step
P3, the heuristic selection linguistic variable (V) cues associated with the positive
Boolean responses obtained at step P2 are heuristically selected. The selection is based on
30 both the knowledge of LV cues pertaining to the SNCE environment, E2, as well as
knowledge of LV cues specific to the stock associated with the SNCE, S2. At P4, the

hypotheses are screened for plausibility by using the positive Boolean responses and
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More specifically, at P4.1 the adjusted relevant measures at the atomic level are evaluated

to determine whether they fulfil a partial test of sufficient conditions. Both local rules and

5 meta-rules are triggered, and procedures, rules and linguistic variable cues are placed on
the agenda and processed. The resulting linguistic variable metrics adjust the RMs to
produce the adjusted evidence at the atomic level. Both knowledge of procedures, rules

and cues associated with the CMAD_, analyst's and SNCE and its environmental default
assumptions, E3, and the knowledge of procedures, rules and cues associated with the

10 SNCE, its attributed and associated entities, S3, are employed in this step of evaluating the
adjusted evidence relevance measures. Then at PS5, evaluation of the evidence knowledge
chunks occurs to determine whether or not they partially fulfil a test of secondary
conditions. The knowledge source is similar to that for P4.1. At step P6 and P6.1, the

combined evidence knowledge chunks and the results of applying exclusion and
1S  confirmation rules are evaluated, resulting in the intermediate propositions. The
intermediate propositions include both SNCE classification plus supporting evidence.

Finally, the intermediate propositions are ranked at P7, and the results of the compliance

agents analysis are summarised and posted on the blackboard to facilitate review by other
20 team members.

Now that a preferred embodiment of the method and system for supporting compliance

monitoring for anomaly detection (CMAD) have been described in detail, it will be

apparent that the described system and method provide a number of significant advantages
25 over prior art CMAD systems, including the following:

@) it can add value to compliance operations by reducing the cost of compliance
monitoring, assisting in compliance accountability and providing transparency,
when required, thereby contributing to corporate governance and due diligence;

30

(i) it can employ a method that adds value to a generated exception by encapsulating
and associating the event's attributes, its source agent's characteristics, the
evaluating agent's analysis and the recommended remedial action plus the

substantiating evidence;
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facilitating decision consistency and greater processing volume;

(iv) it can use the approach as a decision aid and secondary filter, analysis of results
can then be used to review the analyst's decision-making processes and to refine

the primary filter tolerance levels;
10 (v) itcansupport a structured, flexible and inclusive approach to compliance analysis;

(vi) it can add a cost function to the compliance-monitoring infrastructure to capture
cost-benefit trade-offs;

15 (vii) it enables insight to be gained from the knowledge acquisition component when

setting up paramaters and heuristics;

(vii) it can assist large enterprises to set up an effective accountability structure across
the organisation;
20
(ix) it can add value to information retrieval and transfer software such as OLAP, by
monitoring and controlling the selection of information based on organisational

criteria;
25 (x) it canreinforce corporate probity;

(xi) it can reduce distrust of compliance nonitoring systems, by reinforcing

accountability and transparency;

30 (xii) it can significantly improve the accuracy of the results generated by conventional

compliance systems;
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(xvi) in the context of the capital market, it can build confidence and therefore increase
10 market liquidity and ultimately decrease the cost of capital to business.

It will also be evident to persons skilled in the relevant arts that numerous variations and
modifications may be made to the described CMAD system and method, in addition to
those already described, without departing from the basic inventive concepts. For
15  example, although the application of fuzzy sets is a preferred feature of the method and
system, in appropriate cases crisp sets can be applied. All such variations and
modifications are to be considered within the scope of the present invention, the nature of

which is to be determined from the foregoing description and appended claims.
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5 receiving mformatlon relating to a suspected non-compliant event (SNCE)
generated by a primary monitoring system;

selecting first heuristic cues corresponding to a set of premises from a knowledge
base, said set of premises being grouped together as of possible relevance to the SNCE;

obtaining a response from the agent to each of the first heuristic cues in the form of
10  Boolean responses;

selecting second heuristic cues from said knowledge base based on said Boolean

responses;

obtaining responses from the agent to each of the second heuristic cues in the form
of linguistic variables;

15 combining said linguistic variables with respective relevance measures for each of
said second heuristic cues to produce respective weighted intermediate propositions, said
intermediate propositions providing supporting evidence; and,

combining said weighted intermediate propositions to produce final propositions
repudiating or confirming the SNCE, which together with said supporting evidence
20 enables the agent to make a decision regarding the SNCE more efficiently.

2. A method of supporting a compliance agent in CMAD as defined in Claim 1,
wherein said responses to each of the second heuristic cues are in the form of fuzzy
linguistic variables.

25
3. A method of supporting a compliance agent in CMAD as defined in Claim 1,
wherein said knowledge base comprises rules and facts reflecting a level of domain
knowledge appropriate to the compliance agent; a premise set, consisting of facts and

empirical information reflected by the responses to Boolean cues appropriate to the type of
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SNCE under consideration; default assumptlons in the form of said relevance measures;

and, the compliance agents own assumptions.

4, A method of supporting a compliance agent in CMAD as defined in Claim 3,
5  wherein said relevance measures (RMs) are elicited from a compliance agent as part of the
initial knowledge acquisition during construction of the knowledge base, and wherein an

RM of 1 indicates maximum relevance and an RM of 0 indicates minimum relevance.

5. A method of supporting a compliance agent in CMAD as defined in Claim 2,
10  wherein said linguistic variables reflect the degree of importance of an assumption and
range from extremely important to not important.

6. A method of supporting a compliance agent in CMAD as defined in Claim 5,
wherein said linguistic variables include extremely important, very important, important,

15 slightly important, and not important.

7. A method of supporting a compliance agent in CMAD as defined in Claim 1,

wherein on a heuristic level, which is hierarchically organised, knowledge representation

takes the form of frames which contain structural-knowledge slots, prototypical knowledge
20 slots and control knowledge slots.

8. A method of supporting a compliance agent in CMAD as defined in Claim 7,
wherein each slot in the frame has the following form:
<linguistic_value V, possibility_value i>
25  and is associated in each slot with an assumption i, wherein if assumption i takes the
(linguistic) value V; it is compatible with a hypothesis H (an intermediate proposition)
with possibility i;

9. A method of supporting a compliance agent in CMAD as defined in Claim 8,
30  wherein on a causal level knowledge representation is represented by five types of nodes:
) Hypothesis nodes, which correspond to the SNCE hypotheses under consideration,

and are connected to the frames that represent the same hypotheses at the heuristic level;
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once the initial cause hypotheses is confirmed the states are instantiated which confirms

the presence or absence of the states manifestation; -

if such & manifestation is found the causal path which has been considered to instantiate
20 the state is confirmed, if not, other paths are considered; and,

as a consequence of the frames, which are associated with the hypothesis nodes, the
linguistic variables (observed data) are transformed into findings using the action
nodes that are on the confirmed causal path.

25 11. A method of supporting a compliance agent in CMAD as defined in Claim 10,
wherein the findings are also used as threshold levels, which may be used to confirm or

alter the causal path.

12. A method of supporting a compliance agent in CMAD as defined in Claim 11,
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efficiently.

16. A system for supporting a compliance agent in CMAD as defined in Claim 15,
15  further comprising a central repository in the form of a dynamic reference database to
facilitate communication and review of the compliance agents’ decision making process,

in a multi-agent CMAD decision support system.

17. A system for supporting a compliance agent in CMAD as defined in Claim 16,
20  wherein said communication and review process is for the purpose of assumption based
truth maintenance and involves communication of the compliance agent’s belief structure,
supporting both the intermediate and final propositions of a SNCE, from a compliance

agent at node N, to each node N, in a team hierarchy.

25 18. A system for supporting a compliance agent in CMAD as defined in Claim 17,
wherei}l each compliance agent has access to a knowledge and search processing system
appropriate to the agent’s level of expertise in the team hierarchy, each knowledge and
search processing system containing the knowledge of the lower level expert systems plus

(if required) the knowledge specific to that level.



