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2 9 SE P 2005 WD 021082717 PCT/ S@1/00077 1 METHOD AND APPARATUﬁEFog
CONSTRUCTI NG EFFI CI ENT ELLI PTIC CURVE CRYPTOSYSTEMS Field of t gI ggn?&@n
5 The present invention relates to the field of inplenmenting elliptic curve
cryptosystens, and particularly to nethods and, apparatus for efficient

I npl ement Woidos2ritereof . In this regard the present invegorisean/mey be applied
to informati on and docunent security systens using public key encryption

t echnol ogy, including systens where such operations are performed by | ow
10 cost | ow power conputing devices. Béckground Wth the increasing

I npl ementati on of el ectronic conmunication nore and nore information is
stored in electronic form This formof storage is nore efficient and

space- savi ng \gSTeGRRANG APBARK pr\d@éW@‘%*ﬁ STIRE Efﬁl Fﬁ??ﬁﬂfﬁﬂc
information is also subject T, (S’]fz?ﬁiro entl al Ty damagi ng,
security issues. That is, elecpronlc I nf ormati IS nore prone to

unaut hori sed disclosure, alteration, substitution and destruction. A
nunber of appichbsiiRs Ihawntoeen devel oped to address these problens, one
bei ng cryptography. Cryptaography transfor | ectronic data 20 to a

modi fi ed f8rm andf/rlen%refS %Frig‘f‘%f&'ﬁéf‘?’%tﬁs e th,eo_r?'ﬁ"SBf 1_”@?19'5?”?'1%9'@@ Ve key or
keys, which th@sydibfs! Qi briRiafl 06! Hthédss tehlingppdrafis! jopCefiipbnenCr YPLI O

i's public-key encryption, ere bo origi nator. nformati on and
t he reci pi enimpieentglion dheseafl. ke s regaraghe preseat isveniivnpoay be apphed

boon dever oGl o meht sbefing Vst iaf BHRG Ref efBE ) of an
el i ptic curteehmolygt, dssladingns(Steins wieresash bpdraigns bhe peddrgrdtbyloivme fact or

of the curye order, which i1s in ﬁirﬁactice approximate to the field order.
The fi nit d01508t @VHPRWEST GBS EWIERT- of el ements it contains. 30 Therefore

the field siggygmdpigts 1s usually taken as the security parameter of an
ECG CurrentTy, it is regarded as the | ower bound for the field size

With the increasing implementation of electronic communication more

and more information is stored in electronic form. This form of storage is
more efficient and space-saving as compared with paper documents, but

156 electronic information is also subject to different, and potentially damaging,
security issues, That is, electronic information is more prone to unauthorised
disclosure, alteration, substitution and destruction.

A number of approaches have been developed to address these
problems, one being cryptography. Cryptography transforms electronic data

20 to a modified form and the transformation is controlled by the use of a key or
keys, which takes the form of an electronic string.

One type of encryption is public-key encryption, where both the
originator of the information and the recipient have different keys, being
private and public keys respectively. Various types of public key

25 cryptographic systems have been developed, including elliptic curve
cryptography.

The security of an elliptic curve cryptosystem (ECC) is measured by
the largest prime factor of the curve order, which is in practice approximate
to the field order. The finite field order is the number of elements it contains.

30 Therefore the field size in bits is usually taken as the security parameter of
an ECC. Currently, 160 bit is regarded as the lower bound for the field size
used in ECCs,




used in ECCs. 2 9 SEP 2005 WO 02/082717. PCT/ SGOL/ 00077 2 An EC? pygtﬁaﬁéﬁ
uses an elliptic curve as the group acting the role of GF(p) a n
traditional Deffe-Heilnman and El Ganal schenes. An ECC over a finite field
requires arithnetic operations of addition, nultiplication, squaring and
I nver si onWON#d@B27itBnal |y, subtraction and nodul ar arit hietvscog@erati ons = 5
may al so be required. An elliptic curve is defined over a finite field K,
and can have either affine or projectL%e representation. The group
operation on an elliptic curve is forntilated in operations in the
underlying finite field. In affine representation, one curve operation
(point addition or doubling) needs a few 10 field nmultiplications and one

i nversion, while i | ' FR#? e r ratl gn needs
many nore mul tipl ﬁ@a@gggﬁﬁﬂw%ﬁgggﬁﬁlﬁi&on. Semcéo%rto EiHra éﬁggﬂgfrﬁfe a
mul tiplicati (ﬁlf&haeﬁbﬁrmtidral Drtie-higilmac enddriGamal stheinmes. et B8Erovat &i ne  or

projective r t e cross-peint.is around 7. Wiile various
ECC net hods ﬁ@@%%@@%q@%}%g@@&@m ioﬁeaagt%?&? aaﬂg'on'lg'_uﬁ‘gg?ﬂ%ﬂowqr@gei ther
not suf fi ci emindi inversichoAdeiioaallyorsubhiectivar M@ rBod@aIUbfithetit Uperdtihgent at i on
I's too, exgnsiv% There . is therefore the need for a nore efficient ECC

p

met hod, .W@Lﬁ‘.ﬁﬁ’ P?r%ﬂur'l@ghod that' does not require costly hardware for
i npl ementation. 2@ TyhtieBud BSHerhel vk bdilie fdld % fdngl &t hgféceitlr%rt 0

construct a finite field of size exceeding the security parameter and with
efficient fi@ffflecyeraiectvestepresentstions ddwergroup lopetation rosi an elipticscurief i el d

Conetruct ) on 1SRRI e D, R BhebBaRE IR l o e o
G-(p), i nver \pesdmation; pnés lcome dpeeatidh (pok aaditive of ERIIFGNhasdOR féwist be
due to tndbr ige ilRicaliths H1 et b Biviai Projsiive rRTBIes ) Poe e
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or projective representation, and the cross-point is around 7.

While various ECC methods have been developed, in general the
15 technology is either not sufficient in performance, or the hardware required |

for implementation is too expensive,

There is therefore the need for a more efficient ECC method,
particularly a method that does not require costly hardware for
implementation. .

20 The main task for building an efficient ECC is o construct a finite field
of_size exceeding the security parameter and with efficient field operations.

In this regérd, the two main types of field constructions for ECC are
GF(p) and GF(2") in polynomial basis. These constructions have reasonable
performance for desktop applications. For GF(p), inversion is very slow, and

25 projective representation must be used. For GF(2"), multipiication is slower
than that for GF(p). This is due to the fact that multiplication of binary
polynomials has to be implemented completely in software while integer
multiplication can utilize the built in instruction for multiplication of two word-
size integers. Inversion in GF(2") is implemented using extended Euclidean

30 division. Although GF(2") with polynomial basis has reasonable performance
on desktop computers, both multiplication and inversion have complexity
o(n?).



30 division. Athough G-(2") with polynon al basis has reasonablg SEP 2005
performance on desktop conputers, both nultiplication and inversion have
conplexity Qn2). 2 9 SEP 25 WD 02/082717 PCT/ S&1/00077 3 One nethod for
i npl ementing ECCs for desktop conputers uses Optinmal Extension Fields
(CEF) [D.woBapd2ely and .C. Paar, "Optimal Extension Fiel gerhQuinb@st
Arithnetic in Public-Key Al gorithnms", Proceedings of Advances in
Cryptology - Crypto' 98, pp. 472-485, Sprl nger Verlag, 1998]. 5 There are
two types of COEFs. Type | CEF is deflne?d as G-(pm with irreducible

pol ynomal X - w for sonme small integer wwhere p =2" 1 is a Fermat or
Mersene prine. Type it OEF is defined as G-(pm) with irreduci bl e

pol ynom al X -2 whj 24 S me. The
multiplication in ane'ﬁpogaforr#a leéntqf;snetﬁ A fgl;r%afto;fl %ﬁ |u§téjée to 10

i nprove effi GpélmayExfEheloa Faelds K)EE))[[b‘a{cBweyiand|O‘rﬁhamé®pttmbi£xtarm:$| on in an

CEF. The fi te th it t
o pover ot Bl Goh EAsE, ARRKEE 1T PR Ao Fiiecdiobngt The
second one A@W@nc%sﬁfﬂdﬁr)fpt@dgﬁl cwoww &m-ﬂBQ(E[jrlrJE@r{/Ertag] 1998]6 D. S. Kim

and P. J. Lee Speed up of rithmetic For tic
Cr ypt osyst &ns Neresags B’&‘ééﬂi’%@f %?E?SCI dgprest Ot iis lﬁieflfl@b@S @Eﬁq ﬁg@lﬁh Lecture

Notes in Co 0 5 iy tions in
G(py. A Chi PEEibie iRk X OVPE o SERNBBPY wite U 2t L I

Hoshi no. FasFelﬁhétiquaser@Jnr)]MBeAﬂ‘ gps HItOBER Sodddined g GF@B,EWItM&ré\zﬁlﬁibﬁﬂd Tabl e
Ref erence to_ Adapt er racteris nces in

Crypt ogr aphy® @Yfﬁgﬁﬁ T"g i r?gé? %I‘%@Psﬁ Melregs primseathe
transformati ﬁiﬁﬁig%ﬁti@h lhsa!P@BF @éﬁ 'rﬁél@s”hsé o Kd?&tﬁba—bﬁlﬂntt@&ﬁﬁqd@ fhods, the

inversion in CEF is still relatively slow conpared with nmultiplication.
Ther ef or e 10t 'mﬁo‘ﬁ)ﬁfﬁﬁléﬁw t hareiare g@ppraactesisn Iﬁmﬂemfﬁbe inversiari ioran oper ati on

5 forons | onBEE, e OE E3B TGS 1B FLeol 3, IFREI 8 Bt L @ e
opti ni zi ng opdvesr digsitchaperaritireeds albiofdichl @uliplidativas.hahelvacand one
| mpl ement at 'L?sness aOFnOI:h'Fg(':l%mc];slt?r%v%rs%p gr;grEthmr}E J.Lee, D. S. Kim, and P. J. Lee,
Speed up of GF(p™) Arithmetic For Elliptic Curve Cryptosystems.
15 Proceedings of ICICS'98, Berlin, 1998. Springer Lecture Notes in Computer
Science], however it needs about 3n? multiplications in GF(p). A third
method [T. Kobayashi, H. Morita, K.Kobayashi, and F. Hoshino. Fast Elliptic
Curve Algorithm Combining Frobenius Map and Table Reference to Adapt fo
~ Higher Characteristic. Advances in Cryptography-EUROCRYPT'99.
20 Springer-Verlag, 1999] uses linear transformations which is only efficient for
m <4. With these methods, the inversion in OEF is still relatively slow
compared with mtiltiplication.
Therefore it is apparent that in many ECC methods, the inversion
~ operation is a bottleneck of ECC performance.
25 There is therefore a need for a more efficient mechanism for effecting
inversion operations as well as optimizing other basic operations.
There are various hardware implementations of finite field operations
such as described in United States Patent Numbers 5,612,910, 5,768,168
and 6,003,057. The drawback of these implementations, however, is that
30 such circuits are too large and hence too expensive for a typical ECC
application.




such as described in United States Patent Nunmbers 5,612,910, 5, Zg%ﬁ% @J%d
6, 003, 057. The drawback of these inplenentations, however, is th 58
circuits are too large and hence too expensive for a typical ECC
application. 2 9 SEP 2 S WD 02/ 082717 PCT/ SG1/00077 . 4 There is therefore

a need f owoamesanpr oved appar.atus and/ or nmethod for inpepyGaigodihe
efficiency of field operations in ECCs. The present invention seeks to
overconme or at least aneliorate at |east one of the problens of the prior
at 5 Summary of the Invention. In a fifst aspect the present invention
provides a nethod of inplenenting elliptic curve cryptography including
performng arithnetic operations over a field K ; and using a result of

the arithnmetic o I er .t ' rf ' ' erations
in one or nore ex eeﬁllésilsgﬁ%rifgyeff[jeqegg.f&fb\%l(':ipé'%ﬁlggtaggé{%@éé&@gyg&@ot he
present i nvefak inyroping thelefficienordifuld opdratidrecih g Cxal | y converting an

el ectroni c nessa to an encrypted ssage for transm ssiopn over a

transm ssi on mad?ﬁ'}ﬁ peeseat e §%$¥§r1i°ng?dC?rH% orgitdgastoameliprpiegahn Ecc to
performari t REBidre FRKS Bidofints Ohe pRb it € key and 15 a point, wherein said
point is a point on an elliptic curve over a finite field Ko; using a

result of bheummanhethednventient i ons over the field to performarithnetic
operations in oneg.o0 e t 1.0 ' feo D pQn perations in
the previous fi elqra %1@ ?%&?3@? (r)Jg gt gﬁ\fnéﬂrglgnaﬁFogl?lhce%p%er@%go@e% using an
encr ypt i gn/ deplgmenting etiptic dmmmymograpmt(dnﬂuﬁng rm:fcn'mm?aﬂg&nétmt tsai d 20
encrypted nmessage using sai nci pher.ing key: usjing .a transnmtting
meana Lo t 1 RGNS & i frecct b euag @ Btk 3o it S8 e um
Accordi ng t Qov@r fths iR 1@ piRfBEm driimBlic SBBlatibhY &N ldnBNoPhRdYe ERBendioR0MPUL er
program product including a conputer usable nmedi um having conputer

readabl e ¢ dldem code and conputer readabl e system code 25 embodied on
oLyt o ORI B By R RS Bl Hofes, =
of electronically converting an electronic message to an encrypted message
for transmission over a transmission medium, said method comprising the
steps of: using an ECC to perform arithmetic operations on a private key and
15 a point, wherein said point is a point on an elliptic curve over a finite field K,
using a result of the arithmetic operations over the field fo perform arithmetic
operations in one or more extension fields K, based upon the operations in
the previous field K4, in order o determine an enciphering key; usihg an
encryption/decryption means to convert said electronic message fo said
20 encrypted message using said enciphering key; and using a transmitting
means to transmit said encrypted message over said transmission medium.
According -to a further aspect, the present invention provides a
computer program product including a computer usable medium having
computer readable program code and computer readable system code
25 embodied on said medium for implementing elliptic curve cryptography within
a data processing system, said computer program product further including
computer readable code within said computer usable medium for
constructing a finite field K,, such that the size of the field exceeds a security
parameter k; and performing arithmetic operations in K, and in at least one
30 subsequent extension field Kj, based upon the operations in the previous
field Ki1. | |




conput er readable code within said conputer usable nmediumfor constructing
a finite field KO, such that the size of the field exceeds a seguégi@%
paranmeter k; and performng arithmetic operations in KO and in atvl t206Fe
30 subsequent extension field Kj, based upon the operations in the previous
field K3.w0oR0R713EP 2a05 WO 02/ 082717 PCT/ SG0I / 00077 Spéwseridoorg to a.still
further aspect, the present invention provides a function nodule for
performng large finite field operations conprising: (a) a plurality of
devices for carrying out arithnetic opérations inafield KO, being from
the followng group: 5 i) One or nore Ko-adders for perform ng additions
and/or subtractions in KO. ii) One or nore Ko-nultipliers for performng

mul tiplications i i - ] ng
Mver oi one. 1 1 Ko, Abiuing o s fufler XSbcer, el BHSERETehfn BRURET "D
iteratively functioromadale fot @erfomengndrge fihite fisldeopdtationsrooenptrising: (a) @ne or
nore extensign f. el K. in order to. carry out arithnet] rations in
The one. o nebmibCpEfedias Br Shiniho fitaEBiiall Psretos T adekh Rb Helidnt ; on
lies in the fr@@ttﬂéﬁﬂ[oﬁﬁng,%rbh?;zi ng the operators in the underlying finite
field for an ECC that is built up recursively by a series of snaller and
smal l er  s8b- subd¥i el P¥peat@as Kopdderss oy gsiormingy édiditions i andfased upon
the realisation that %ﬂbﬁ&ﬁfeﬁ&iirpk in K' can be factorised into a plurality

of operations in Ko which are moré efficient. In this way, the arithnetic
operations are siipl i fOredorandreltéanealtiplies farfperforning ynuttigliceticed.in Ayso, for

har dwar e i npl enent atigg.ls, onl dtgiﬁpera'_fio S i& the.base fi.eld need be
circuit integratdd, a es‘BME‘é'é PVRTIeEs IPTiPPEPEYING HYCEASIB "t | be

i mpl ement ed @i ngd.dghy mechas dwaitiizing the eliaas i faWot iteradivt fopadne &F ogr anm ng
l ogic. This therefore greatly reduces the size and cost of the hardware.
Bri ef Desd?ipPiconulpliers@ngiosivagarsdn pre pemaose exiensian dielss foin emMer fsr esent

I nvention WéérWyw nsﬁ%n?éic‘iﬁ%?étloﬁ@% thRYoneF rifre XRIARIch fillsy. with reference

to the acconpa
The essence of the present invention lies in the features of utilizing

the operators in the underlying finite field for an ECC that is built up

recursively by a series of smaller and smaller sub-sub-field operations. The
15 present invention is based upon the realisation that an operation in K, can be

factorised into a plurality of operations in Ky which are more efficient.

In this way, the arithmetic operations are simplified and hence the
efficiency improved. Also, for hardware implementations, only opefations in
the base field need be circuit integrated, and subsequent field iterations can

20 all be implemented using this hardware in combination with additional
programming logic. This therefore greatly reduces the size and cost of the
hardware. -

Brief Description of the Drawings

A preferred embodiment of the present invention will now be

25 described, by way of example only, with reference to the accompanying
drawings in which:

Figure 1 which illustrated a flow chart of iterative arithmetic operations
in a plurality of expansion fields K; according to an embodiment of the
invention.

- 30 Figure 2 illustrates a flow chart of a method of encrypting a message
for transmission according to an embodiment of the invention.




drawi ngs in which: Figure 1 which illustrated a flow chart of |f£ agt}?
arithnetic operations in a plurality of. expansion fields Kj 92%
an enbodi ment of the invention. 30 Figure 2 illustrates a flow chart of a

met hod of encrypting a nessage

for transm ssion according to an enbodi nent

of the i nwentomanzs 2 9 SEP 2005 WO 02082717 PCT/ SQ01/ 869sdo1modiet ai | ed .
Description The efficiency of field operation inplenentation generally
the hardware. In ECC applications, there are three standard

depends on

types of

har dwar e: power ful general -plrpose processors for desktop
5 mcroprocessor for digital devices such as smart cards and

conputers,
hand- phones,

har dwar e,

and specialized circuits. For these different types of

th ent choice of field construction will differ. In
this regard, Beliel DoBErinoly ment of the present invention will not be

descri bed w th refrer e‘ﬁciend:)poﬁejmopemtlorlﬁnmlemeﬁtduen geyeraindeperidsadrd. An

over K. B et BB )0 0 HesiSe) ot SRR SANCAG B
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mul tiplication of po nom a

the pol yno#i @ICTCB(rR‘;e%GEﬁOTt Watta!Ateww@uc 128 FE@IPEAYIS andhlaneuphangsi
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pol ynom al s
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cl

10

15

20

25

30

described with reference to Figure 1:

Let K be any finite field. An extension K™ of K is defined by an
irreducible polynomial P(X) of degree n over K. FElements of K™ are
polynomials of degree <n. Addition in K™ is just addition of polynomials.
Multiplication in K is defined to be multiplication of polynomials mod P(X).
Inversion of A(X) is define to be the polynomial B(X) such that A(x)B(X) =
mod P(X).

The multiplication in K™ is carried out in two steps. The first step is
multiplication of polynomials. In this regard, the following algorithms may be
used for this step:

Multiplication of Polynomials of Degree 1

Input: A(X} =ag + a:X; B(X) =by + biX.

Output: C(X) SAX)B(X) = co + c:X + 6X%.
Begin

Co = @obg; C2 = @1b1; C1 = (Ap + a1)(bo + by} - Co - €2
End
Multiplication of Polynomials of Degree 2
Input: A(X) =ap + aX + a2X2 ; B(X) = bo + biX + boX%.
Output: C(X) =ALROB(X) =cg + c1X + c2X? + ¢ + CX%
Begin
mg = (ag + ag)(bo + b1) my = (@s + ag)(bs + bz); mz = (ap + az)(bo + bz) mg =

abs;

Cp = @pbo; C1 = Mg - Cp =~ My; C4 = dzby;

degree n
n K("~is

| nver si on of A is define to be

cation in

used for this

+ alX

(ao+4'%\? gd@%afﬁ( a grstce%nﬁcéﬁ'ax%nt oftfe T present Vet w'?lergotrb co =aobo;



25 Multiplication of Polynom als of Degree 2 Input: A(X) =ao+alX+a2X2; B(X)
=bo +b1X+b2X2. CQutput: C()g =A()gB(X) =co + clX + c2X2 + c3X3 2 B 2085
Begin mo = (ao +.al)(bo + bl); nl (al + a2)(bl + bz); n2 = (eo + a2)(bo +
b2); nB = 30 albl; co =-aobo; cl nm - co - Ina; c4 = a2b2; 2 9 SE P 2005
WO 02/ 082¥@t2is2e3=nil- nB- c4; c2=n2+nB-c0-c4, PCT/ SGOL/ 0907/ Ec&ndo77Not e: | n
above formul ae, addition and subtraction is the sane as X or when
characteristic is 2. 5 The second step Itiplication in K(") is reduction
nod P(X). The conplexity of this step depends on the choice of P(X). The
choices of P(X) and corresponding inplenmentation of this step is
illustrated in the followng subsections. The inversion in K() can in
general be inplenented by drempogi;ticgd, =1, exienged, Eucl i d al gorithm which
needs an inversion in K and about 3n2 nultiplications in K Another nethod
to invert A(ﬁ)"dis solving the linear equation A(X)B(X) =1 nod P(X) where
B(X) is rega ] Lol Jecat: | arded as
a |linear traﬁg 6#%??%%8%5%%\@@%%@%&&: %‘?ﬁtti)éo?% t%fgé%%\%( mﬁﬁgs resul t
in the sane chajaetetisiiniag. fol | ows: 15 Inversion Algorithmin Extension Field

of Degree Ass X thX+a. ..l nput : .A(X) = +. al _ ) .~Qut put :
300 2bo-+Sb1x = iSor s, Ruafiiibn 360, 5, Budiph doF gL 4" Boli
bl=tal ; End complexity of this step depends on the choice of P(X). The choices of P(X}

and corresponding implementation of this step is illustrated in the following

subsections.
The inversion in K™ can in general be implemented by the modified
10 extended Euclid algorithm which needs an inversion in K and -about 3n?
muitiplications in K. Ancther method to invert A(X) is solving the linear
equation AX)B(X) =1 mod P(X) where B(X} is regarded as the unknown and
multiplication by A(X) is regarded as a linear transformation on K™ . When n
= 2, both the two methods result in the same algorithm as follows:
15 Inversion Algorithm in Extension Field of Degree 2
Assume P(X) =X? + bX + a.
Input: A(X) = ap + a,;X « K?.
Output: B(X) =bp + b:X = AX)" e K@,

Begin
20 r=ba;-ag s=rag+aal;t=s";
by =1r; by =1tay;
End
When P(X) has simple coefficients a, b, this algorithm requires three
multiplications and one squaring and one inversion in K. For odd
25 characteristic, this is roughly 4 multiplications and 1 inversion; and for even
fields it is little more than three multiplications and one inversion, since
squaring is much cheaper in this case.
When n = 3, solving a linear equation is a preferred approach, which
results in the following aigorithm:

30 inversion Algorithm in Extension Field of Degree 3
Assume P(X) =XC + X2 + bX + a.



When P(X) has sinple coefficients a, b, this algorithmrequires three

mul tiplications and one squaring and one inversion in K For oddZ §58EP 2005
characteristic, this is roughly 4 nultiplications and 1 inversion; and for
even fields it is little nore than three nultiplications and one inversion,
since souantesg7izs much cheaper in this case. \When n =p@riscalovirng a | i near
equation is a preferred approach, which results in the foll ow ng

al gorithm 30 Inversion Algorithmin Eétension Field of -Degree 3 Assune
POQ X3 + cX2 + bX + a. 2 9 SEP 2005 WO®02/ 082717 PCT/ SGOL/ 00077 8 I nput: AN
=ao + alX + a2X7 E 0. Qutput: B(X) =bo + blX + b2X2 = A(X)1 E Kt} Beginrl
= ao - bat; r2 = al - Cat; s1 = -(aa2 + br2); s2 =r7 - cr2; r =rls2 -

r2sl; 5 ifr=0{ Slnﬁgt('ggg)ﬁéoﬁ%%-ﬁdi)@e h = 0; bl= -ssl; b2 =srl; } else{

s = als2 - az2r2; t = -(rao + asa2 + atr,2"1; 10 bo = -ur;
by = us; b2 = ut;OltpEn@(hety £6.X + ba’ supol’e-gBfficients a, b, ¢, this
algorithmrequires no nore than twelve multiplications and one inversion
in K 15 In gﬁ@“next subsections, we will illustrate how to select the

irreduci bl e polynerg aly.f9r -eac t ension siep; = pel ggtjngs] rpeduci bl e
pol ynonmi al s: Case_fof ochaa?’g%:t Zﬁi ????12 %sagugbkoz = GF?’%"']) : gf% 'irz‘%’t he first
ext ensi on Btep Kifxo0{t he extension degree is 3 and nis prine to 3, then

| et the irreducible pqly ] al P X) 20 X3 + X+ 1; if 31 n the
si npl est P(X) depends%o'n(‘]"%% 'cﬁ’&t}gi’l ”E)P;_Q’h”e’%éi?b&k%}’rml tiplier and can be
determ ned by conputer seayching. Now we can let Kl
else {
s=a132-ap_r2;t=azr1-3131;u=—(rag+asaz+atr2)"1;

10 bp = -ur; by = us; ba = ut;

End
| When P(X) has simple coefficients a, b, ¢, this algorithm requires no
more than twelve multiplications and one inversion in K.
15 In the next subsections, we will illustrate how to select the irreducible
polynomial for each extension step.
Selecting irreducible polynomials: Case of characteristic 2
Assume Ky = GF(2"). If in the first extgansion step Ki/Kp, the extension
degree is 3 and n is prime to 3, then let the irreducible polynomial be P(X) =
20 X? + X + 1; if 3|n the simplest P(X) depends on the details of the said Ko-
multiplier and can be determined by computer searching. Now we can let K
play the role of K, in the subsequent extension steps. So we may assume all
extensions starting from Ko = GF(2") are of degree 2.




play the role of Ko in the subsequent extension steps. So we nmay assune all
extensions starting fromKo = GF(2") are of degree 2. 29 SEP 290% QMSEP 2005
02/ 082717 _ PCT/ S@1/00077 9 If nis odd, we can let Po(X) =X2 + X + | in
the first extension step KI1/KO and |let x1 be a root of Po(X) in Kl. Then
P1(X) = XRo#288%7+ 1 is irreducible over K1 and we.capctmstoiioverdefi ne the
extension K2/Kl. In general, let xj be a root of Pj_1(X) in Kj, then
Pi(X) = X2 + xjX + 1 is irreducible ov? K 5 and we can let it define the
extension K+1/K: If n = 2kn" with n' od then GF(2) contains an el enent yo
which is algebraically equivalent to xk defined above. Now | et the above
Po(X) be replaced by X2 +ycX +1, then the statenents run the sane as

above. When the i Ilf rneldbmdd;)lvm parh Yert P el SX%IH@(Gthemeaﬁratwt@smhMep 10

operations in be f or mul at ed those »1 as_foll ows.
Denote an e el g bepa I(O‘gs‘:’f(gt?&ﬁ ndTr&%hgﬂ&ér A‘K K§ %efs Yof ®per ati ons

in K 1. Ml trrda'uu%t bR} ;b,yaree o Can 1&).%3eﬁﬁe(the e?de*hs'iBh Kgfk, I in Q@f?é?él, one
addition (XOR) plus one nultiplication- dé recursive
i nduction, t It e azotyofipdil ésKi.dhen P,()d/ df K,P(ohé lsmw gible over K;

mJltIplIw%{j%@?’ééﬁ){%ﬂﬁ@"&éh%gg@ﬁi‘b ?%F/ﬁ(a b) 2 = ((a + b)2; b2xj-1) It

needs one a I€ation-by-xj-1 and 2 squaring in

20 K_1. By recur df ve= i2veusith anodd,ithen [GATaY) |l gontahekiar eliémert y,Avhiakigs ti ons,
7+1)j/2 nmultiplication by-xo and2squar|ngsmK 3. Multiplication:
(a, b)(c, )ag@lar@lcaﬂwqua{alent Eﬂsmdeﬁn@}d aoves Nowe lah the abeve FM)B

Bl 5o BBy o B Sl S L R aeibtne
<E< 6*2"'l1Whe ﬂIGG(IB'EdlElblea@dithmr&tS aaw <hosénxa8labove, the
mul tipli C% gperag?élns iR K can L)(ra“formu a10d based on those in Ki-1 as follows. Denote
an element a +bx; € K; as (a, b), and consider 4 kinds of operations in K;:
1. Muttiplication-by-x;.
(a; b)x;= (b, a + bx.q)
It needs one addition (XOR) plus one multiplication-by-x.; in K... By
15 recursive induction, this finally reduces to 2/ - 1 additions and one
mukiplication-by-xp in K.
2. Squaring:
(a b) = ((a +b)% b))
It needs one addition (XOR) plus one multiplication-by-xzs and 2 squaring in
20 K1 By recursive induction, this finally reduces to < j2' additions, (j+1)j/2
multiplication-
by-x, and 2’ squarings in K.
3. Multiplication:
(a, b)(c, d) =(ac + bd, ad + be¢ + bdx.1)
25 It can be done by 3 multiplications (ac, bd, (a + bj(c + d}), 5 additions and
one multiplication-by-x;.1 in K4, and finally reduces to & multiplications, < 2k
6 * 27 * ' = 6(3.2)) additions and < 0:5 x 3 multiplications-by-xq.
4. Inversion:
(a, b)" = (a@® + b® + abxi ) '(a + bxi.1, b)
30 It can be done by 3 multiplications, one inversion and one squaring, 2
additions (a® +b” + x.ab = b? +a(a +bx;.1)}, and one multiplication-by-x.s in K.




(a, bll = (a2 + b2 + abxj_1)-1(a + bxj-1, b) 30 It can be done bgé P 20
mul tiplications, one inversion and one squaring, 2 additions (a b%E 005
x1llab = b2 -i-a(a +bxj_1)), and one multiplication-by xj-1in K 2 9 SEP
205 WD 02/082717 - PCT/ SGOL/ 00077 10 1; and finally reduces to 1:5 x 3

mul tipli CHOOYMRTI7>, r-12' < 21 squarings, +98(3'-2') +3PERSE01/00077
<9x3'-(95-2j)2' +15additions, <j+2'+31 nmultiplications-by-xo, and one
inversion in Ko. Note that if Ko = GF(23) with n odd, then x4 =1 and all
mul tiplications-by-xo 5 above are not needed It can be seen that an

I nversion costs only about 1.5 nultiplications. Selecting irreducible

pol ynom al s: Case of odd characteristic Suppose KO = G-(p) is a ko bit

field and k L,Sartd?‘mlaﬁ?%dude)é t@arsaxre'trﬁultuphdaﬂbnsnmezthe’ étﬂﬁhh@@oQ@(m“Ve
integer of the form 3 x > k. If_there exists

a binom al ifr é@l@m -bEh *pp’ol yﬁ’brﬁ :9 XX3' W16veﬂf)ﬂké+1§h%qﬁ'ﬁ!% iT 7t bl e _
pol ynom al i ﬁé’?ﬁ’ﬁ%f%ﬁ%e@s@og"%ﬁ@'"&%‘%@q“ osen as follows: For the first

step K1/ Ko, 2 - w, for subsequent steps |et
P, (X) = X2 - Noje thahifrie xjCH(E") avithoh otlilothenfxst=hé gndeali muﬁlpﬁuatlmns-byrxb( The

I tipl b | at ed 15
L e oo BBk i FEPOBE T R AR S bt bogl 4077 E 1S,
be finally nedtigiestions. a single rrultlpllcatlon byW|n GF(p) The condition

for the existence of such irreducible X - is as follows: 1. If
3l mandj =2, thgﬁ'eSF'BQIrredEC‘bI[? BPWHHH]'QJQ Pﬁﬁﬂc‘i?ﬂ!ﬂ ChfraGZB"?»t'clfSlrrandJ >=2. t hen

41p-1." Vihen the oqiiddbar LB} 5% gt fUIcCaRy Rss HOSEARPparaRiddr i ve T oot

of p. Wen irreducible bove does not exi st
pol ynoni al s kefrmibe tbbmmﬂeatspdsaﬂ\'bm@gen of tBe Tomm 3we?dan o etlchﬁbeb(m )be any

e RN P s
that Po(X) Xhe-irrsducibie poBaugiidlireeacht Heswiciestepean dd chassrchs follbwstuci bl e
For the first step KKy, let PoX) = X° - w or Py(X) = X? - w; for
subsequent steps let P(X) = X? — x;, where x; is a solution of the previous Piy
in K. The multiplication- by-x; can be formulated as (a,b)x; = (bxi.1, a), where
15 xg = w and if K/Ky is of degree 3, then (a,b,c)x; = {cw, a, b). So it can be
finally reduced to a singte multiplication-by-w in GF(p). The condition for the
existence of such irreducible X™ — win GF{p) is as follows:
1. [f3[mandj=2,then3[p~1.
2. If3|mandj>2,then12|p-1.
20 3.  If3[mandj>=2,then4|p-1.
When the condition is satisfied, w can be chosen as a primitive root of p.

When irreducible X7 as above does not exist, the irreducible

polynomials can be chosen as follows. If 3|m, we can let Po(X) be any

irreducible polynomial of degree 3 with simple coefficients. For example, if

25 3 [p -1, we can search a w X, GF(p) with lowest hamming weight such that

| PyiX) = X° - w is imreducible; otherwise, we can search irreducible

polynomiais of the form X% - X - w where w has lowest hamming weight.

Since the subsequent irreducible polynomials are irrelevant to the choice of
the first degree 3 extension, we can assume m = 2 in the following when

30 considering successive quadratic extensions.




polynom als of the formX4 - X - w where w has | owest hanmm ng WEI%I“Q p
Si nce the subsequent irreducible polynomals are irrelevant to th r%%_ cezﬂﬁﬁ
of the first degree 3 extension, we can assune m= 21 in the foll ow ng
when 30 considering successive gquadratic extensions. 2 9 SEP 2005 WO

02/ 08271™WP@MNMRTDL/ 00077 <11 If p = 1 nod 4, we can cho®B€HSGNPOMAr at i c
non-residue wwth |owest hammng weight, and let PO(X) = X2 - w, and |et
P1(X) = X2 - x1 where x1 is a solutiopqof P, 1 simlar as above. If p =3
nod 4, we can let Po(X) = X2 + | choose an elenent of the 5 formxl = xo +
w e K( such that PI(X) = X2 - xs is irreducible, where xO0 is a root of PO
and w E GF(p) has | owest hamm ng wei ght. The subsequent P1 can be defined
in the sane way ab pabdveod Hnweltas chasss aayuadtaticplonerasidoe ubwitlx owasén be

reduced to a _nultiplication-pby- whigh is it ®#ns and twp

i 1ol § cat | BAEIOE Weldht bRt PR Fok e B BP0 sl o e 768 3n EcC
syst em dependgiuben Bf PN difiarfds@ldveconstruction and on the hardware. in a
typi cal application context, a suitable chgjce of sub-field Ko followed by

a single step fielf@ a@a g9dibrve aan det FX) Rréwh TgBogxera elemain of iteg d

nmet hod", nerally offers tter r mapee  than the, traditional GF

Tt oo S B = Rk & st R R REE g 1 hebiBie WABH KRS o
invention gi ygs o‘f_fF%a?ﬁan Eidr(p) BES IoNEst hBing mglq]r?gfrhef@%@quénmwsi on and

hence gives additional perfornance inprovenment i nprovenment is
il lustrated bgnbadefinedrpl the sametway aodbans ny thiecasara multipicgibedybn t he

ko=GF( ) viner eft ostecEedaa Aamiificafbkhyd AT TELEE gy ol Pl
32-bit CPUs tmiltipficdtids-bynw it GE{p)oPerfopanoéeger arithnmetic. The Ko-inverter

can be inmplenented usin bi nary extended Euclid division as fo]llows. 25
| nversi on 0n Gr( 288 R‘?ﬁ‘%ﬂp?"q%l"igﬁﬂ %7(2 gystenydepends both on Hhe Heid

construction and on the hardware. In a typical application context, a suitable

choice of sub-field K; followed by a single step field extension, which is

known as OEF or “sub-field method", generally offers befter performance

than the traditional GF(p) and GF(2"} method. Compared to the “sub-field
15 method", the current invention gives the same efficient multiplication but

faster inversion and hence gives additional performance improvement. This

improvement is illustrated by the examples in the following section.

Examples

in the following examples, we assume the security parameter is 160

20 bits.

1. Kp=GF(p)where p=2%"-1:

The Kg-adder, muliiplier can be implemented on 32-bit CPUs using the
instructions for integer arithmetic. The Kg-inverter can be implemented using
binary extended Euclid division as follows.

25 Inversion in GF(2*¥")

input: integer 0 <a <p= 2311,

Output: integer b =a" mod p.

Begin:integerap=p;a;=a;u=0;v=1; k=0,

if a7 is even, do

30 {far=p-ayv=-1}
while a;> 1, do{



Qutput: integer b = a-' nod p. Begin: integer ao = p; al=a;u=0;v=1; 2-8; SEF 2085
al is even, do 30 {a,=p-al;v=-1;} while a, >1, do{ 2 9 SEP 2 005 WO

02/ 082717 PCT/ SGOL1/ 00077 12 ao=ao-a,; u= u-v; k=k+ 1; vvhi le ao is even, do
{ao=ao/2; v=2v; k =k + 1;} if ao < al, swap(ao a,), p (u, v)5}b
v x 231k WBdﬂBs””End Define K, -to be the extension of R@T&Sﬁﬁwﬂﬂ”ﬂr educi bl e
polynomal X3 - 7, and K2 over K, is defined by X2 +1. Elenents of Kl are
represented by 3- 10 tuples (ao, a,, a®}, and Elenents of K2 are
represented by 6-tuples (ao, al) (ao, a,, a2, a3, a4, a5) where the first
hal f and | ast half can be regarded as elements in K,. The nmultiplier and
inverter of Kl are descu | ere aII +; X are in GF(p).

Mul tiplication in Kl G'—‘%“Z%l’?ﬁl)'g ‘f[g(wﬁgum = (ao, al, a2j; b = (bo, bl,
b& ¢ Kl1. Qutput: c (co hile a2s eveabdo Begl n rm (ao+al) (bo+bl); ml=

(a, +ta2) (bl+b2); nk= (ao+a2) bo+b = albl; nb = a2b2; co = nB
+7(m- M - nms); d 02:14’ Ngbfr +E11}j 20l nversion in K, = GF(231-

1)3 lf ap < ay, swap (ag, as), swap (U, v);
5 } "
b =vx 2% mod p.
End

Define K to be the extension of K, with irreducible polynomial X2 -
and Kz over Ky is defined by X? +1. Elements of K; are represented by 3-
10 tuples (ao, &+, az), and Elements of K are represented by 6-tuples (ap, a1} =
(a0, @4, @z as, a4, as) where the first half and last half can be regarded as
elements in K;. The multiplier and inverter of K; are described as follows,
where all +; x are in GF{p).
, Multiplication in Ky = GF(2*' - 1)
15 Input: @ = (aq, as, a2); b = (bg, by, b)) € K.
Qutput: ¢ = (co, ¢y, G2) = ab.
Begin ‘
Mg = (@ + ag)(bo + by); my = (as + az)(bs + ba); mz = (ap + az)(bo + by);
mg = aghg; My = athy; Ms = azby;
20 ¢co=m3 +7{My-my~m;5); C1 =My -Mz-Mg + TMs; C2 = Mz +My - M3 -Ms;
End _ '
Inversion in K; = GF(2%" - 1)}
Input: a = (ag, a4, az) e K;.
Output: b = (by, by, bs) =&

25 Begin
r=a?l -7ajay
if r=0{
§= 7(606'2 al J'; bo=0; by = sag; by = -say;
}

30 else {
' S = aq(ag - az); t = az(ag - 7ay); u = (-rap + 7sag + Ttay)";



C =n2 +md - nB -nb; Input: a= (a0, al, a2) ! KL. CQutput: b =¢

b2) = a-1 . Begin 25r=ao -7ala2; if r=0{ s = 7(aoca2 - a; )"1, zbgo'%gg;]zggi
= sao; b2 = -sal; 30else { s=al(ao-a2); t=a2(ao-7al); u
=(-rao+7sa2+71x,) 1, 2 9 SEP 2005 WD 02/082717 PCT/ S&X1/ 00077 13 bo = -ur;
bl = us; WR02717 } End The nultiplier and inverter ofPCcKRcarweo77or nul at ed
in the followng. 5 Miultiplication in K2 = (GF(231- 1)3)2 Input: (ao, al),
(,90, ,61) E K2. Qutput: (a, ,8) = (atg al)( o, /Ql). Begin. a = ao, 80 -
al,81; 10 = (ao + as) (8o +f1l) - aoflo - aifli; 15 End Inversion in K2 =
(GF(231- 1)3)2 Input: (go, al) E K2. Qutput: ()60, ,Ql) = (ao, al)-1

Begin a = (a0 + ai) 1;
bo = -ur; by = us; ba = ut;

}
End
The multiplier and inverter of K; are formulated in the foilowing.
5 Multiplication in Kz = (GF(2*" - 1)°)

Input: (ay, ey}, (G, /1) € Ko.
Output: (&, A = (eo, ar)(fo, 5.
Begin
a = ool - e,
10 B= (ot ar)(fo+ f) - ciofpo - o,
End
Inversion in Ky = (GF(2*' - 1)%?
Input: (ap, ) € Ko.
Output: (%, £} = (au, ca)” .
15 Begin
a=(a +a)7;
Mo = aop, 1 = acy;
End
One ECC reported in D. V. Bailey and C.Parr’s paper referred to
20 above uses OEF K with Ko = GF(2*-1). The cost ratio of field
mu!tipficationfinvefsion with this method is about 1/56. Compared to this, the
above construction gives a ratio about 1/2:5, and hence improves the ECC.
performance by at least 25%.
2. Ko=GF2'):
25 The operations in Ky can be implemented on 8-bit processors as
follows. The elements of Kp are represented by integers in the range [0, 127].
Choose a primitive element g of K;. Make a powers-table exp[l] = ¢’ 0 <i <

126 ahd make a logarithms-table log[a] = log; 1 £ a < 127. The

muttiplication in Ky can be implemented as
30 ab = expflog[al] + log[b] mod 127} a = 0; b = 0:




,Bo = am fl1 = aal; End One ECC reported in D. V. Bailey and C. Parr's
paper referred to 20 above uses OEF K(h) with Ko = GF(231-1). Thgggq;@aaaﬁ
ratio of field multiplication/inversion with this nethod is about

Conpared to this, the above construction gives a ratio about 1/2: 5, and
hence inpwowymnnne ECC performance by at |east 25% 2rCHSGEH/NOGF(27): 25 The .
‘operations in Ko can be inplenented on 8-bit processors as follows. The

el enents of Ko are represented by integers in the range [0, 127]. Choose a
primtive element g of KO. Make a powers-table exp[idJ =g 0 <1 < 126 and
make a logarithnms-table log[a] = 1log; | < a < 127. The nultiplication I n
Ko can be inplenmented as 30 ab = exp[log[a] + log[b] nmod 127] a * 0; b;

0: 29 SEP 2%@wwmeﬂmp¢mm@®@w 00077 14 The inversion can be

i mpl enented as a- 1= exp[ 127 - f1Q re are 4 extension steps to
get the final 168-bit field K& TBher é%gfgféeg%e 3and KIK 1. | <1 <4

are quadratic. THeéers ammmwnelopdtspm@tmeaﬂmhl 158+m¢ﬂMati@VKﬂnBsof t he
operations in an f ow t he oces escribed, ip. the i ous secti on.
Corpar ed i t 9o S20EOH-61 e hE AR aUaEHC: HBe SRR POMTATBATEL r uct | on

i mproves ' t BeinipldrhéMbficiRbf tRB bbBNEHsd @aﬂ(‘éﬁﬁ%llb@etth@ PGS Wa8kHbeld idtHe0 111: 5,
and thus inproves the ECC speed by a bout 2:5 tines. 10 3. Ko = GF(23i): In

this case, tFPf@V'R@Sﬁ‘EFFthNpI ier and inverter are best - swted for hardware

I npl ement ati on. W§régd%ﬁhb{% P t}’f‘é?&” ﬁ'\leﬁofde[l ons & S%Q%aré’ dﬁgrlrl and X2

+X+1 respectively enent at1 on of oOpera escribed in
t he previ ouscomstriction. wrlﬁemmarthelmaittplhc&thm/rﬁwﬂoh icebidratie floadabout NiSstoi npr oves
15 the nmul ti Ilcat n/i.nver5|®1 g@é ratio @gtgout 1/5 to 111:5, and

¥

thus i mpr ovELr A e impmygs FPeed YA
10 3.  Ky=GF(2%):

In this case, the Kg-multiplier and inverter are best suited for hardware
implementation. The irreducible palynomials for Ki; Ko are X® +X+1 and X2
+X+1 respectively. The implementation of operations in K» are described in
the previous section. Compared with the “sub-field method", this improves

15 the multiplication/inversion cost ratio from about 1/5 to 1/1:5, and thus
improves the ECC speed by about 1:8 times.

Therefore, in summary, in a preferred embodiment of the present
invention, the construction of the finite field consists of devices to perform
operatidns in a small base field Kp ‘and methods for successive field

20 extensions. The first extension step K+/Kp may have degree 2 or 3 according
to size kp of Ky and the security parameter or key k. Subsequent extensions
should all be quad_ratic. For a degree 3 extension K¢/Kp, one multiplication in
K: needs 6 multiplications in Kp, while one inversion in K; needs no more
than 12 multiplications and one inversion in K, For a quadratic extension

25 K/K.1, one muitiplication in K; needs 3 muitiplications in Ki.;,, and one
inversion in K;j needs 3 or 4 (according to the characteristic being even or
odd) muliiplications in K.s and one inversion in K.s. Thus both muttiplication
and inversion in the final field can be implemented very efﬁcienﬂy via the
devices to perform operations in the base field K.

30 On desktop computers, the best choice for Kp is GF(p} as in OEFs. In
this case, the present invention maintains all advantages of OEFs and
improves the inversion operation efficiency significantly.




Therefore, in summary, in a preferred. enbodi nent of the present oéﬁﬁ“ﬂﬂﬁ@
the construction of the finite field consists of devices to perz

operations in a small base field Ko and nethods for successive field 20
extensions. The first extension step K1/Ko may have degree 2 or 3 according
to size KWOOROKH7and t he security paranmeter or key k. Soibsegqueenr ext ensi ons.
should all be quadratic. For a degree 3 extension K11KO, one multiplication
in Kl needs 6 multiplications in KO, 4hile one inversion in KL needs no
nmore than 12 nultiplications and one inversion in KO. For a quadratic
extension 25 K/Ki_1, one nultiplication in K, needs 3 multiplications in

K, 1, and one inversion in K, needs 3 or 4 (according to the
characteristic béPmd-bilegeneral mmr)serrm:qm;prpcems;ngo inrayK be Ichasen @se

inversion in 7 b ve the final
field can beeﬁ%ﬁeﬁ’l(ﬂﬁga &ép?ﬁ&égftbl c%'iaﬁt%lt"ﬁ??%)f)g h&ﬂlyabeaﬁ%cﬁé‘dtgafbé)lﬁf orm
oper ati ons nmplémedﬁadmafﬂabledod@up 30 On deskt op conputers, the best choice
for Ko is G-(p) cas resent invention mal nt ai ns

al | advant ages of gEﬂ'E? i @Q@‘%P X HQ%"@QB% b Ferngeldie erguitci ency
si gni fi cangl piegéat8d, SpB 208an/ 6k %@%ﬁﬂeﬁ \Z gélﬁ%léﬁg%mﬂaé [5@08311@' t general

pur pose m croprocessors, Ko nay chosen as
mul ti pl i cat itBHs areetlyredves the size @:m g0 i énd héﬂcﬁ!&!f%enlrbﬁ?ls cagsl, deianed vi a

t abl e Iook d(\?ﬁr t I r need be
circuit 85‘?%‘%”h§§ g%r fgg?r]e £' Sg "'C%gﬁ ﬁéé)r%ﬁg@&&%sgﬁ%qhg@%eﬁggr amm ng
| ogi c and trqurgn@v:tdfjfner&pbhcatldﬁmnﬁeme and cost of the har dware In this
case, Ko can be hqsen as ected accordin
cost-effectiveness® ‘Pé%fﬁiopéﬂéﬁ@ h‘@ aaﬁ}ﬂ Q‘ﬁhro‘?{'c%’r‘i‘f‘@%@ry ?nventl on
may be us¢gl m@ss@g@%h%smésm%mm&d pachyRid ng a 10 message for
transm ssion, as indicated in Figure 2. Vafiations and additions are

possi bl e within Masatieenad additionsi are pessilepvithis the| gensealdpyentivat to t hose
skilled in thg.aitas il Be FopaiPR tho skilled in the art.




THE CLAI M5 DEFI NI NG THE | NVENTI ON ARE AS FOLLOAS: 1. In an el ectroni C

information encryptionldecryption system a nethod of inpl errentg 2405
elliptic curve crypt ography including: performng arithnetic operati ons
over a base field K,,; and wundertaking arithnetic operations in one or

nore extension fields Kj, based upon the operations in the previous field
K5_1. 2. Method of claiml wherein Ko is GF(p) where p is a prinme nunber of
the formp = 2" ¢ and where c X2" E? is a small integer. 3. Method of
Caiml where Ka is G-(2"), the cha}acterrstrc is 2, the extension degree
is 2 and the one or nore subsequent extensions and further i ncl udi ng the
steps of: selecting irreduci ble polynom als for each extension step, such

that: if Mg el AMMS MJN{SX‘%HNVENT*IONSARE Ad redugigg.e polynomial in the

first extension step K, T Ka;or If ZKnm wih n° odd Po(X) = X2 + yOX
+ 1 is an irreducible polynomal in the first extensron step K, I K ; and

for al l %Ubseﬂfﬁﬂtel@éﬁ‘&ﬁéiiﬂgrﬁétg)ﬂseﬁ%r@tﬁg?déc%{(gg;sl Stet tﬁ)mét’hogl so that

PA(X) = X2 + I's Irreducible ov extension Kj _, |
Kj 4. Metmptdmehtz@; eller@cdmebhrptogl*amiyunblu@nghe step of performng a
plurality of operatjons in el enent a + _.bxj EK denoted (a,b),
wherei n the operdt‘?rt%@ Wﬂybétfcr%?ﬁr%ﬁ@sd?vﬁﬁﬁ b@éﬁﬂ?és’f I\/UI tiplication by '
Xj @ (a, b)xj = (huncRrtakid Jautmnetrc fdtioRd in 6ﬁe ob}no?e extéﬁé]od‘fr@ﬂi&(j b2 xj _

); Multiplication: (a, b) d) ac + bd, ad + be + bdxj.,);

| nver si on: (al?aaﬁpumﬂtbegperatrqna@tb&prewqusf(eéd Kbxj , , b). 29 SEP 2005 17
5. Method of Caiml or 2 where KOis G-(p), the characteristic is odd, the
security paranmeter is k, mis the smallest positive integer of the form3 x
2' - 1 or22' sMethodhaftclaimx mbteperrk Kamd Gfp} wherd pdd adiringe hirebst efpiteof . ,
ascertai ni ng et her.a b| ir uci blael_&%l gnom’ al of the form Xm- w
exi sts, such OHE® PE( kP 9"9\/6" pRHERNA IEYCL. \y and P, {X) = X2 -- xE
for all subsequent steps vvhere xf is a solution of the previous Pl -1 in

Kf
3. Method of Claim 1 where Ky is GF(2"), the characteristic is 2, the extension

degree is 2 and the one or more subsequent extensions and further
including the steps of:
selecting irreducible polynomials for each extension step, such that:

if nis odd Po(X) = X2 + X + 1 is an irreducible polynomial in the first
extension step K4/ K, ;or

i n= 2% with n odd Po(X) = X% + yoX + 1 is an irreducible
polynomial in the first extension step K, / K,; and

for all subsequent extension steps x; is a root of P.4(X) in K, so that
Pi(X) = X2 +xX + 1 is irreducible over K; and defines the extension K4 / K

4, Method of Claim 3 further including the step of performing a plurality of
| operations in Kj, on an element a + bx; E K; denoted (a,b), wherein the
operations may be from the group comprising:
Multiplication by x; : (a, b)x; = (b, a+ bxg.1);
Squaring: (a, b)2 = ((a + b)?, b% x.1);
Muitiplication: (a, b)(c, d) = (ac + bd, ad + bc + bdx.1}; and

Inversion: (a, by = (a® + b? +a bx.1 )'(a + bxs , b).




and wherein such an irreducible polynomal will exist if one of th§ _
following conditions is met: (a) 31lmandj=2,then 31p--1; (b) 31m &n@ $ER 2005
2, then 121p --1; (c) 31mand j < 2, then 41p -1. If a condition is
satisfied, and such an irreduci ble polynomal exists, wis the primtive
root of p; if such an irreducible polynom al does not exists, choosing an

i rreduci bl e polynom al according to e followng criteria: (d) if 31m

then Po(X) may be any irreduci ble polynom al of degree 3 with sinple

ffici ; i 30ip..- = X3 Dis 2ad3ime X -
Coch that. v MeBled of Gl 1 2ot e Rych@iote Seieiitls Pobotre " o e
i rreduci bl e; 6&durity paragnamst4a Romm2 hPanXesXBoditianihtegervdthetirm Suck t hat

P1(X) = X2 --,x; s irreducible, Wher?1 X0 IS a & ) quadratic non-residue
with | owest haftnd SYChHIEGAY X Ko T s=andieingningluging U %@ O%2-wand PL(X)=X2-x; ,
where x1 is a sol utd - 1 ng

wei ght. 6. Met hod%%ﬁgﬁgingghﬁgggi t‘rf]ihcﬁn: gf@adrﬁm%hgfg?élﬂrﬁg ;[r::&?@r ations
are perfor med wi W exists, sutbdial Bo(X).= Ket-hvoar Bo0G FaXim & aneP&Xn= XFi-t hnet i ¢

. : ) o a. fi el .
ol oment ed viAopALSHSAEH st 3R S5 80k of R el SR KL o
performed on amnd &hbrein sl apinedasiby polghorhial witlexist ifeineadf tienfoliewing

converting an el ectroni c message to an encrypted nessage for transmi ssion
over a transn?@k‘i'tlﬂﬁ'srﬁ\meﬁm sai d nmethod conprising the steps of. using an

ECC to perfpr(g)arighlg‘@{dp: Q,Qﬁé@gkpo_m; on a private key and a point, wherein
said point is a point on an elliptic curve over a finite field
(b)  3imandj>2, then 12|p-1;
() 3mandj<2 then4ip-1.
If a condition is satisfied, and such an irreducible polynomial exists,
w is the primitive root of p; |
If such an irreducible polynomial does not exists, choosing an
irreducible polynomial according to the following criteria:
(d) if 3lm, then P¢(X) may be any irreducible polynomial of
degree 3 with simple coefficients;
()  if3lp—1, then Py{X) = X3~ w or Po(X) = X> — X - w such that
w E GF(p) with lowest hamming weight required for Py(X) to
be irreducible;
(i ifp=3mod4andm=2, Pe(X)=X?+1andx=xe+wEK
such that P«(X) = X? — ¥ is irreducible, where xq is a
qu.adraﬁc non-residue with lowest hamming weight;
(@) Hp=1mod4and m=2, PgX)=X%-wand P{(X)=X*~x,
where x; is a solution of Py and w E GF(p) and has {owest
hamming weight.

6. Method of claim 8 wherein n = 7 and the arithmetic operations are
performed via table lookup.

7. Method of claim 8 wherein arithmetic operations in K, are circuit integrated

and ali sub-field operations are implemented via programming logic.



KO; and undertaking arithnmetic operations in one or nore extension fields
Kj, based upon the operations in the previous field Kj _1, in order to
determ ne an enciphering key; using an encryption/decryption nmeans to
convert said electronic nessage to said encrypted nessage usigg %gﬁg-

enci phering key; and wusing a transmtting neans to transmt s i% cﬁygsed
nmessage over said transm ssion nmedium 10.. Conputer program product

i ncludi ng a conput er usabl e nmedi um having conputer readabl e program code
and conputer readabl e system code eMlbodied on said medium for inplenmenting
elliptic curve cryptography wthin a data processing system said conputer
pr ogr am pr odublettadrdflckim 1 peredihad oo andubiemiaregardeddser.code wit hin sai d
conput er usable nediumfor: constructing a finite field Ka, such that the
size of the field exceeds a security parameter k; and perform ng

arithmetigc opRletidduTelddirokiCampeoriveritiy dredlettrame me%s@g@wﬂén@ym@aa on field
Kj, based upon the operations in the previous_ field Kj-
message for fransmission over a transmission medium, said method
comprising the steps of;
using an ECC to perform arithmetic operations on a private key and
a point, wherein said point is a point on an elliptic curve over a finite field
Ko; and
undertaking arithmetic operations in one or more extension fields K;,
based upon the operations in the previous field K4, in order to determine
an enciphering key;
using an encryption/decryption means to convert said electronic
message to said encrypted message using said enciphering key; and
using a transmitting means to transmit said encrypted message over said

transmission medium.

10. Computer program product including a computer usable medium having
computer readable program code and computer readable system code
embodied on said medium for implementing elliptic curve cryptography
within a data processing system, said computer program product further
including computer readable code within said computer usable medium for:

cdnstructing a finite field K,, such that the size of the field exceeds a
security parameter k; and

performing arithmetic operations in K, and in at least one
subsequent extension field K;, based upon the operations in the previous
field Ky




