SYSTEM AND METHOD FOR CGENERATI NG A SECURE STATE | NDI CATOR ON A DI SPLAY
ABSTRACT A system and net hod for generatlng a security indicator on a

di splay of a conputing device (e.g.; a nobile device), to indicate when
the conputing device is in a secure state while | ocked. A determination is
made (e.g. by a data protection system) as to whether at - |east sone of the
secure data stored on the conputing device can be decrypted by any
appl i cations on the conputing devi ce, whij¢ the conputing device is in the

. locked state. An icon or other identifier can be displayed to indicate

that the securgystih caEMPERSD BOik BIERATINGONE SSROSEFBRiATE he secure
state i s consithephechtor howea beefpit ai ned, iIf it is determned that al

ti ckets that have been issued to applications on the conputing device

whil e the conputing device was unl ocked have been rel eased, and any
decrypted encryption keys that nmay beABSERACX decrypt the secure data have
been deleted. Fig. 4A

A system and method for generating a security indicator on a display of a compufing
device (e.g. a mobile dévice), to indicate when the computing device is in a secure state

5 whilelocked. A determination is made (c.g. by a data protection system) as to whether at
least some of the secure data stored on the computing device can be decrypted by any
applications on the computing device, while the computing device is in the locked state.
An icon or other identifier can be displayed to indicate that the secure state has been
attained. In one embodiment, the secure state is considered to have been attained, if it is .

10 determined that all tickets that have been issued to applications on the computing device

while the computing device was unlocked have been released, and any decrypted

encryption keys that may be used to decrypt the secure data have been deleted.

Fig. 4A




