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1 Commruni cati on devi ce and net hod The present
invention rel gffRuil2 @ comuni cation device 5 and nethod, wagkEBssRpMdat @ unit
oriented comuni.cation bet ween a sepder and a receiver 1s perforned,

sai d sender and receiver operating in accordance with a predeterm ned
conmuni cati on protocol. 10 Data unit oriented conmunication is

wel | - known. In data unit oriented conmunicati on an ampunt of data is

di vi ded into one or nmor e dat a unrts where the structure of the

data units is defined by &% VL s azdtit ‘ whi ch t he sender
and receiver in the conmuni catlon 15 adhere The prot ocol al so defines how
specific information is to be coded, and how the sender and/or

recei ver may Theaptesents JoveRtEcn medahes itn2 pammuRiflation deyiamt ed

conmmuni caki ORnlSmet 1Sy Kibhe 38 PAGKEahi €XHHaREed combmirHBi&ati on. It shoul d

ove Tt or apethEed ™ TARLE gD 4198del Jo L AMNBELEMRM, | Ba2ROCLIALE P 01 0001 S

have differe S, anes, segnents etc. For the
pur pose of tﬁedpre%emerdeeerrmgoﬁn Pﬁ@tw"uat% g predetermingg |
generical ly cemfinicatdldn bypescalf. units used in a data unit oriented
communi cation. 25 A feature that many communi cati on protocols use for
i ncreasi ng reliability is that of acknow edgi ng_received data. More
speci f i caPl y PagaseridfeordLREBATHGURLEREHI® ffeWell YimPdR - pFBtRAR sends out
data units, andttoeiermed commaricatioacan \dmognpeef dtat he givitedr ot ocol

acknowl edges 1598 one OMHEEE! A EL RInkt s PV BleUkRE NG ARRKOR! bAt €he
acknow edgnent

data units is defined by a communication protoccl to

which the sender and receiver in the communication

15 adhere. The protocol also defines how specific
information is to be coded, and how the sender and/or
receiver may react to specific information. Data unit
oriented communication is also known as packet exchange
communication. It should be noted that the data units

20 used in connection with specific protocols have different
names, such as packets, frames, segments etc. For the
purpose of the present description, the term "data unit”
shall generically refer to all types of units used in a
data unit oriented communication,

25
A feature that many communication protocols use for
increzsing reliability is that of acknowledging received
data. More specifically, a sender or sending peer of the
given protocol sends cut data units, and the receiver or

30 receiving peer of the given protoccl acknowledges the
correct receipt by returning appropriate acknowledgment
data units. In this way, the sending peer is informed
that the data units that were sent were also correctly
received, and can accordingly adjust the flow control of

35 the further data units to be sent. An example of a

protocol that uses acknowledgment data units is the so-

called transmission control protocecl {TCP), which is a

part of the TCP/IP protocol suite.



data units. In this way, the sending peer is inforned that the data

units that were sent were also correctly recei ved, and can accordingly
adj ust the flweoeoBér ol of 35 the further data units to bgcEERbnesdN
exanple of a -protocol that uses ackndw edgnent data units is the so-
called transm ssion control protocol (TCP), which is a part of the
TCP/ I P protocol suite. 2

The transm ssion control protocol and the TCP/IP protocol suite are
e.g. well described in "TCP/IP Illustrated, Volune 1 - The Protocol s"

by W Ri char Bhst @@l saiien gmtrob pygisicey. aagguhe TCP/IP|Rrasogel to cope
wi th the facsuithatar@atagunidlsl @escribeat kmowredgrent 1datsatsd,ts may be | ost,

atime oul TEaiMe: - Th PERUARD: 1) RN PELER G chensl Gl sbhIre- Ot

feature 10 neans t time-out period is set when dafa’is sent, and
i f the sp%cﬂf’?%l‘ﬁfaté ﬁés not been acknow edged by the time the time-out
period expires, a tinme-out response procedure is started. In TCP, the

i me- out T eSpQMSRier roCOASL Usktl Bnk SHdANIILL! &l tubﬁtga&@ that was not 15
one Or nore MlCOﬂtrQ raneters.

acknow edged, @nd Eﬁﬁett'r%%

As an exarrpl% AP SIERERH W TSR ba vy flﬁe Ebntd mlmeT@ff" cathzea byte
ori ented protscotovikigt @i viaes proybeEls .nSabbra 20imef-obyt Egatturebe sent into
so- cal | edp sege®i $hadnd Bikeetdperiodfist BerSeidn daka is deopt, in ternms of

bytes, i.e. gﬁﬁtf% the specific data has not been acknowiedged by the
time the time-out period expires, a time-out response
procedure is started. In TCP, the time-out response
consists in retransmitting the data that was not
15 acknowledged, and resetting one or more flow control

parameters.

As an example, TCP uses a window-based flow control. TCP
is a byte oriented protocol that divides a given number

20 of bytes to be sent into so-called segments, and a record
of the sent data is kept in terms of bytes, i.e. up to
which byte the data was sent, and a record of the
received data is also kept in terms of bytes, i.e. up to
which byte the data was received. The simplest way of

25 controlling the flow of segments in connection with
acknowledgment messages would be to send a segment and
not send the next segment until the segment last sent was
acknowledged. Such a method of flow control would however
not be very efficient. As already mentioned, TCP uses

30 window-based flow control, which is also referred to as
flow control according to sliding windows. This concept
is also well described in the above mentioned book by W,

Richard Stevens.

33 Fig. 2 illustrates the concept of sliiding windows. As can
be seen, an amount of 8.192 bytes is to be sent in the
example, where this amount is divided into 8 segments.

The sending of segments is controlled in accordance with



whi ch byte the data was sent, and a record of the received data is al so
kept in terns of bytes, i.e. upto whi ch byte the data was received.
The sinpl est wayomize25 controlling the fl ow of segnents i npesgpeabdsen Wi th
acknow edgnment nessages would be to sedd a segnent and not send the
next segment until the segnent | ast sent was acknow edged. Such a

nmet hod of flow control would however not be very efficient. As already

mentioned, TER ug a%&nwogd%@@es Rel L 0N ORI 681 endfiely wn&l&fqg eferred to

as fl ow control accor to s ng w hi's conce is al so
vel | descri b88Eimped iy é'-l?&v@a?ﬁen't‘ﬁ Gﬁéds?ﬁﬁ‘éﬁ@tﬁy tWt ha"eRlbéﬁ%rﬂe’B% evens. 35
Fig. 2 illusendtabrddtly achoepledgleds| Idi tig: wixadpohs. ofAFigan2 thie seen, an
amount of 8. 122tﬁyt£§cal St €0 b, osl%nbyké'st hze : tséaé@n%mwr&a:} i s amount is

di vi ded |nto e ndi ng ments, 1S contr I'ed in
accor dance WEER aébustment of gk ﬁength oé) genc wvndow,Ban the send

wi ndow, wher éheheby eftte gndhbfertchefsthe winddewissa mattgef pAethdy the data in
the segrrentscbhairobqs&%cféaeﬁeswlch ne@hA LRadypackiewi gdgedkiil n the

exanpl e of F%‘% is the data up to 2.048 bytes, i.e. the segnents
1 and 2. adj ust ment of the length of the send w ndow and
thereby the right end of the windowis a natter of the control

procedur gop w@hehs&&ﬁdu&abwb@eﬁmlsatnsdam&ﬁebal bata whh@ﬁemay he@e The send

wi ndow defines_t he _amun y [ respondi ng
acknow edgrrent%soﬁ Sta 81&3“% ac@ctnﬁw\i\hégmenrga outsg ?dll'Pg &? %he data up to 4
096 bytes, i egample of Flg 2, the data up to 4 0°6 bytes, 1 e.

segments 3 and 4 have been sent and not yet acknowledged,
and the difference between such sent and not acknowledged
15 segments and the right end of the send window defines the
usable window, i.e. the data that may still be sent
without having received any further acknowledgments. As a
consequence, in the example of Fig. 2 segments 5 and 6
may still be sent, but segments 7 and 8 can only be sent
20 if the window moves to the right, which happens if
further segments are acknowledged such that the left end
moves to the right and/or if the length of the send

window increases.

25 Furthermore, it should be noted that TCP provides for
cumulative acknowledgment, i.e. there is not a one-to-one
correspondence between segments and acknowledgments foxr
segments, because one acknowledgment message may cover a
plurality of segments. As an example, the receiving peer

30 for the data amount shown in Fig. 2 could send an
acknowledgment of bytes up to 4.096, such that this
acknowledgment message would cover both segments 3 and 4.

The send window used by the sending peer will typically
35 be determined by the so-called offered or advertised

window, which is a data length provided to the sending

peer by the receiving peer. In this way, the receiving

peer can influence how many segments the sending peer



segnents 3 and 4 have been sent and not yet acknow edged, and the

di fference between such sent and not acknow edged 15 segnents and the

ri ght end owddgimend w ndow defines the usabl e Wi ndgwyrbkeshossh he dat a
that may still be sent wi t hout havi,ng received any further

acknow edgnents. As a consequence, 1n the exanple of Fig. 2 segnents 5
and 6 may still be sent, but segnents 7 and 8 can only be sent 20 if
the w ndow es_to the right, i.ch.happens if further segnents are
acknowl edgé"mi}siuﬁﬁ“‘?h‘ért i ﬁé‘%feef?ryge]ntéfplcafﬁf)vt € ESVERE SNt SR or i f the

| ength of tHélskadcalculgtedoan iy dases. of B rpgeiticindeer ' $t shoul d be
not ed that rEcBipe owmifles .f also, tHiadbattvepeknavhetgredinani®e. there is
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for se , edgnen ssage may cover a

pluralitly GRPSeghetS TASINMNERA-e, the receiving peer 30 for the data
anmpunt shown in Fig. 2 could send an acknow edgnent of bytes up to
4.096, suchlBah til Sia er_tégéﬁ'%vﬁn%lggn‘?{'{ {gﬂ%&@g.ekmm roeééﬁnémth segment s
3 and 4. The send wi ndow useq by fhe sendi n\g l%leer W typically 35
be deterni @8 B9 T3e  SoCORPPRY VY HPEa¥ orviddRetfi Y3 2@ wi ndow, which'is a

dat a | engt kopnevtted wicht kevesridiceggest jpeercdpyrohercgdeiesi sigelpeer. In this

vay, thg regekYblhdstartle@bn§ddtidy kysiesnoWraRRY-S8GRBALE 4 e sending peer
wi | end at a tine, and typically.the advertle%eggc\é\{l( dow wil |
r |
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be cal cul atfgaégﬁe?%‘feerﬁ’asfiga%? $%%e o dc etV M gEePert2on buffer.
Al so, the #dvBithaxd SHeveoe. | Bhen cgpaantion windavaheteerechad may be changed

W th every tagknevé edgimnl peer keeps, and it is intended to take
into account the congestion along the connection between
15 the sending peer and receiving peer. As a typical control
mechanism, the send window will be defined as the smallerxr
of the advertised window and congestion window.

While the advertised window is a flow control imposed by

20 the receiving peer, the congestion window is a flow
control imposed by the sending peer, as a mechanism for
taking congestion into account.

In a general sense, the congestion window is an example
25 of an adaptive flow control parameter. In TCP the above
mentioned time-out response consists in resetting the
congestion window to one segment and then consequently
only sending one segment, namely retransmitting the
segment that was not acknowledged and thereby caused the
30 time-out. The sending peer then waits for the
acknowledgment of said retransmitted segment.

2nother exampie of an adaptive flow control parameter is
the time out period itself, which e.g. in TCP is referred
35 to as RTO {Retransmission Time Out). The RTO is doubled

as a response to a time out.,



5 sent- by the receiving peer. Beyond the advertised window, it is

al so known to define the so-call ed congestion wi ndow, which is used in
connection W B (s@4er al congestion control routines such 1Q-Rsps)gu start,
congestion avoidance, fast retransmt and fast recovery, again see e.g.
t he above nentioned book by W Richard Stevens. The congesti on w ndow
is a record that the sending peer keeps, and it is intended to take

i nto account .t he_congestion al ong . the connection between 15 the sending
peer and recéFvFH@eeﬁg'eF“.en,&%C’ﬁe‘Fygﬁh@altlﬁﬁﬁ?‘ftolfeat“r‘?re‘cgnénfiéﬁ? 1% send

wi ndow wi | | ketdetiorednembanhemsmibegr data lufsst Hetadviemt msedami sxdow and
congestion WRAQW. anotherVBkhfpida AQUET L4500 Wh BLOW ¥ @athow control

i nposed by 20 the recejvi,ng geer t he congﬁeﬁs;t i,on n(fo s a flow

control i npodBdthy™R HETsdRIFRTPYERS TP TREEHRRI < icatet aking

congesti oA i acknaecbwigrents. Thisg meghgehem atildehsebridfd ycengestiegn wi ndow i s
an exanpl e 25pnotnancadaptinge fl ow control parameter. In TCP the above

mentioned time-out response consists in resetting the congesti on w ndow
to one segnent and then consequently only sendi ng one segnent, nanely
retransnmitti A§ theeady segfdrmed heeangsgndticacRhovk agAWRE Her eby caused

t hed30 t i mepbeutent hies Sendieg ey at beaumd.sctﬂfveﬂmnaldacknovm ](caflgment of
sai d retransni . t e 0, n. ive ow

contr ol plgr a% Ee'%g?rs&%g:q%? tI*sueo%i'rrﬁsp %l%t% %gir:?r%%ﬁn?lslgﬁ‘fgha\%nilgh@%g. in TCPis
referred 35 regehsiNRrOceRebrANSA%IEEnaTE MEkRgY}edantk aRFer Faikjoubl ed as

a response tdaaatamr@uiup to a given byte (a certain number of

consecutive segments), it expects the data that is next
in the sequence. For example, if segments up to segment 4

15 have been received, then segment 4 is acknowledged and
the receiving peer expects to receive segment 5. If it
then receives a further data unit that is different from
segment 5 (e.g. segments 6, 7 and 8), it continues to
acknowledge segment 4 for each dzta unit it receives. As

20 a consequence, the sending peer receives duplicate
acknowledgments. Commonly, TCP is implemented in such a
way that the sending peer will count the number of
duplicate acknowledgments, and if a certain threshold
value is reached (e.g. 3), then the data unit next in the

25 sequence to the data unit for which duplicate
acknowledgments were received is retransmitted.

It is the object of the present invention to improve the
communication in a system using a communications protocol

30 that specifies the acknowledgment of sent data and
specifies a data loss detection function, such as a time-
out function or a duplicate acknowledgment response

function.

35 This object is solved by a method as described in claim 1

and a device as described in claim 18.



5 As already nentioned, the tine-out feature is a data | oss

detecti on nmechanism Qher data | oss detection nechani sns exi st.

Anot her exanplcoolsszsk he retransm ssion of data units i pctfeBodnd 8;,_esponse
to the receipt .of duplicate 5 acknow %dgrrents Thi s mechani smva

briefly expl ai ned in the foll ow ng. As al ready mentioned (see
e.g. Fig. 2), a data anount to be sent is divided into a sequence.
Conventlona{,l 1a0 ,JC engn&a;uq S 011; S'I;:CP are aE{%”g%dséHgé‘rthat if the

recei ving peer has Fecei ved an REXTOW & a Certarn "8t a armount up

to a gi ven pyBINigagapE Wil Ingrpéuchfa resP@éﬁ%@ﬁHCieﬁérge’g‘hents) it expects
t he data thﬁésp®s@exb an evdntt bRaseatiepees Fodawmxavpkedetdctiegnents up to

segment 4 lpeolianerbesnlofoqslvedsolllen H8I0RN, 43 agkoan edged and

the recejving peer éxpects to receive se ment t hen receives a
further Yat2EfFH t“wf’héf“‘r%r%ﬁtf fefentfay 6ﬁ‘lapt1n%é§‘r?eﬁf1315t’(‘éeg segnents 6, 7
and 8), it pardnauees teed in Hthwowdradwd .segnemnts 4afotheasdthddt a unit it

recel ves. A§n£%@11§@“§§q&?@%¢es&b@ ﬁ%qltggnpeﬁeé *{l%ﬁ@%veﬁeﬂ%qlel cate

acknow edgmantsq Conmonl %‘H*e qr% enented I n Su way that the
sendi ng peet® Witdt*cBanRte ‘tnﬁﬁbté?l Ting 8’ﬁ?f?‘iscat3§ at®how edgnents, and if
a certain tésmstielldy be vrgllemented dacisedh( 8. @py Ipatt e tdwpodaea unit next
in the 2% Wet Rad hse Q@abaewmépérfa&pghb&méi%hbca&@enualacknovw edgnment s

were recei ved s ret Eansmtte 311”1—16 olghectoroxf t he present

i nvention to 1 rrpr8ve PRe T 1995E 5 MM eélat'l AT - sy 2E e Uy a
communi cat | BREPOHSAVecBEaBT eshEe & prigien 66 tusfel e kaywPedgmoiedof sent data
and spesnd ite@rabgateaduies det asd 208 iBUACtH migHE hadGiad 141 M- out

function or,a duplical g, AR EAITRY JLESPOLARy a abéGHIQ-

15 detection mechanism was triggered.

The data loss detection mechanism is a mechanism that is
capable of detecting a data loss. Examples are a time-out
mechanism or a duplicate acknowledgment mechanism.

20 Naturally, the invention may be applied to any suitable
data loss detection mechanism.

According teo the present invention, a response procedure
comprises at least two different modes for adapting the
25 adaptive parameters used in flow control. As an example,
which constitutes a preferred embodiment, there are two
modes, which are respectively associated with different
causes of a time-out or a predetermined number of
duplicate acknowledgments (e.g. the above mentioned 3).
30 More specifically, a first mode is associated with the
ioss of a data unit, and the second mode is associated
with an excessive delay along the connection. Due to the
use of two different modes, it is possible to adapt the
parameters as is appropriate for the cause of the time-
35 out or duplicate acknowledgments. Accordingly, the flow
control procedure will contain one or more evaluation and
judgment steps, in which the triggering event is
qualified, e.g. a categorization is conducted as to what



35 This object is solved by a nethod as described in claim1 and a
device as described in claim18.

6 In a e wth the present invention, a sender j

comuni catioﬁw%b?;f‘g%onduct a response procedure in resﬁgﬂ?%wl’%s%n event
that triggers a data | oss detection 7 mechani sm where the response
procedure conprises at 5 least two different nodes for adapting the
adapti ve paranmeters used in flow control. In this _way the nethod

and devi ce of2Y¥$RA & ENEDF nVEIRD: oHCBPRAHIRPY the S8LE OF thiF their
managenent ofhiraggeriizagienents apprdptidte respsSpesimlocpgdbee ingy emented i n
such a way thatetdin JsRANSke 1OnREQECIHN G MBY.PE ShAER, depending on

vari ous potential ., causes of the triggering event su%h that the correct
responsi ve nBasTTERed, thah s SEPELART I i Llbea PR ASKkEaviedaments ¢ her eby
measur es tanabe caugiededyt hlae¢ Jnsghtfaztdetid pnit, Gygr &hat knswrt uati ons t hat
may occur af espehdlaldobedsrd o d8EECLLON ARG RANLSTRVASYt bé aasyr, ed.

The data |osg_dgtection npchanismis a nechanism.t h%.i 2 capabl e of
detecting a ath" 1'0sS IExahpTes e YT eS8t *-F WEeRAnTSH™ST a duplicate
acknow edgnerkabreiyafiiBaTroPo oxNgbar ne¢sirtt Iod Favernl Guphdsatre applied to
any suitabl eacknowldidaneass {iet@tkeaMNYBAREANLER of a daté\Cﬁxlﬁ)Itd.i mg to the
present inventio r e pr ur e . C ri.s east _two

differ enttpm%%éo%]%arn%gd?%? ?%etﬁ%%%g& a%f'éb&%l\?ggggr%hr?gt% e?é ?J%%d’ Sn flow
control . As ansesQifpFede, andfifchtconsistarrdsed phast &PPeliReisyd ment, there
are two obddsplivhaicehackmwlesphehty elrne aagsed ahednwekbegh iieer ent

delay along the connection, then an excessive delay

response procedure is run, which will typically be
15 different from the response procedure to the loss of a

data unit.

More specificelly, as will also be explained in more
detail in the following, the judgment that data units

20 have been lost will be answered by reducing the
transmission rate to thereby avoid further congestion. On
the other hand, if there is excessive delay along the
connection, then the measures taken in response to a
supposed loss of data units would not be helpful, much

25 rather they might actually aggravate the problem causing
the excessive delay. Conseguently, the response procedure
to excessive delay will typically be different, and e.g.
comprise keeping the transmission rate at the previous
level, but on the other hand increasing the time-~out

30 period, such that further unnecessary retransmissions are

avoided.

Naturally, the present invention may be implemented as
providing an arbitrary number of modes or response

35 procedures to various causes of triggering events. The
number of modes and the specific measures taken in each
mode nzturally depend on the specific situation, i.e. the

chosen protocol, the given communication situation, etc.



causes of a tinme-out or a predeterm ned nunber of duplicate
acknow edgnents (e.g. .the above nentioned 3) 30 More specifically, a first

nmode i's assogigdoRsew t h t he | oss of a data unit, and thg 56504 node is
associ at ed with an excessive delay glong the connection. Due to the
use of two different nodes, it is possible to adapt the paranmeters as
is appropriate for the cause of the tinme- 35 out or duplicate

acknow edgnents. Accordingly, the flow control procedure will contain
one or nore eval uation and judgnent steps, in which the triggering

event is  Angimpifisad aspget aofcabhegpresentt amvesttondiscttddtas t o what

Cﬁused the ayeRbugH hef ddepershNaeeBet fvh rn%%wahé@& {dlicGpable of ol ed. |
characterization,.an appropriate response procedure, nay . e enabled. In

the cont ext SSFO R SHTE d0aRpI e FREFTLq v oL RIGHOEART REL the time- out
or dupli éat &hackaen lergndatect Brgpeckanistnl depst het | st thatat a unit, then
t he known datéem]?ﬁspheééﬁ&ﬁl&ooi&&ﬁréd),sﬁmeh daterial FSeRBYLPE ruN;

as it is e. . nt j T Iy s t any

ti me-out org%3 ﬁé&?yeggellsr ?’mgg?lgie/‘%‘e&gﬁ%gu%?ﬁaatk\éhlggog%i%%%eéaﬁlégﬁt@g i s caused
by the | oss<BPs@S Rt £PEnF¥1999Fifg e¥eRor dance with the present enbodi nent,

there i s however a second node, and if it is determined that the

time-outy, pFyPEndURldcRts ACKNQM.QHILEIIS: e £aUSEH RYBAL EXEessi ve
del ay al ong hhi}connectl on, then an gxces& vefl ?gl a%/ reg%gnse procedur e
is run, whi GR2N17S BESTEAI PYEHE CPBAGTF IR &Gt TP oYM 9PE8pOTSe procedure to
the | oss of daescriptdagina whic¢h makes réfbererspeciof khal figures. wihl al so be

expl ai ned i gLBKE detail in the followi ng, the judgnment that data units
1S Fig. 1 shows a preferred embodiment of the control
procedure

according to the present invention:

Fig. 2 is an explanatory diagram for describing the
20 concept
of window-based flow control;

Fig. 3 is a graph for explaining the advantages of the
present invention:; and
25
Fig. 4 is an explanatory diagram for illustrating a
situation in which an excessive delay may be
caused in a connection between two host
computers.
30
Although the following description will be generally
directed towards any communications protocol that makes
use of data acknowledgment and also provides a time-out
feature, examples will often be given that relate to the
35 transmission control protocol TCP known from the TCP/IP
protocol suite. The application of the present invention
to this protocol is a preferred embodiment. In order to

avoid any unnecessary repetition, the disclosure in the



20 have been.lost will be answered by reducing the transm ssion rate to
thereby avoid further congestion. On the other hand, if there i s

excessi ve del Vo @YY t he connection, then the measures_ taken i
response to a supposed | oss of dat?? units woul d not be WFSPW ®ruch 25
rather they might actually aggravate tHhe probl em causing t he excessive
del ay. Consequently, the response procedure to excessive delay w !l
typically be different, and e, conpri se keeping the transm ssion rate
at the previ dasroductigpeps Bh%s FPRLiE2bt frerishAREOTRRTASRS) ABPhee i me- out 30
peri od, suchihkahtfar tdieclusaeeessary retransm ssions are avoi ded.

Nat ural |y, the present invention may be inplenented as provi di ng an
arbitrary nunber of nodes or response 35 procedures to various causes of
triggering eféfirs! SRS 2 RARBLER! Jf-MotEo=HTd °fhe RIRFEHFPE neasures taken
in each 5 medbodatentaldfy tdepergbemt theesyieci.f A sar st isean, Isteap t he

chosen pr0t0@9|lnéfﬁhdﬂsvgﬂaﬁOE”?HB#%%EEQQréHédﬁ%E'PQ1eﬂH€%ec Fl

8 ortan spect .of the sent i_nventio al t hough
the data | os§°ggtle%tt i 31? rrggﬁaﬁ%"?nc"? g%géb’?oé:egPrerﬁ aciiellf’gct‘?n °data | oss,
the reacti onthédstpeing.i ggett nks off Bot hmpeittamckofsr oré‘tee@trﬁaﬁntrecham sm does

not assume thabeauon d@&aek&ﬁ@élascnﬁsf%@rcmhywﬁw-@éseauehow ather a
flexible 10 L ?P" Seolcsed ossu{plall wg Yy | g |wnltt% ¢ccou n\éiar' ous
causes of' °t h&°Pri Godriovg event 2 PG FtP t e easpeet's "and *davant™ges of the
present i nveﬁthnW811 known from TCP. It is only important for the

invention that there is data acknowledgment and a data

loss detection feature, such that a sending peer cf the

protocol has the capability of detecting a possible or

15 potential data loss, and may conduct a corresponding

response procedure. As already mentioned, the data loss

detection feature may e.g. be a time-out feature or a

duplicate acknowledgment detection feature.

20 In the example of Fig. 1, after the response procedure is
entered, selected adaptive parameters that are used for
the fiow control are stored and then reset to
predetermined values in step S2. As an example, the time-
out period and/or the above described congestion window

25 are such adaptive flow control parameters. In
conventional TCP, the congestion window is typically
reset toc a value of one segment and at the same time the
RTO is doubled. It should be noted that not all adaptive
parameters used in the flow control procedure need to in

30 fact be changed, much rather only a selected number.

Also, it should be clear that the present invention is
naturally not restricted to window-based f£low control and
the asscciated adaptive parameters, much rather the

35 invention is applicable to any flow contrecl principle and

the associated adaptive parameters.



shal |l be better understood fromthe follow ng detail ed descri ption,

whi ch nakes reference to the figures, in whi ch: 15 Fig. 1 sgovxs ?
preferred enbed sRi¥sz of the control procedure according to
the present invention; Fig. 2 |$ an expl anatory dIPéaf’Eg?ﬁ/ &P
describing the 20 concept wi ndow based fl ow control;

Fig. 3 Is a graph for explaining the advant agfas of thed f
resent inve tion; is an explanatory diagram for

!OI | ustrating a turﬁmg [t PRig. ft %ﬁﬁ GRERNURRT cPedn tExE83R%e &bGel ay may be
caused in a €FRAEct® ch Isewedna ttigmehost) is ’”e:.ranqmltﬁéﬁfpilml ecep 30

Al t hough t he sBol mvwgazd%eagptwm ‘é‘th.:l?f vgzﬁﬁze"t:ﬂlel ¥xamp bgched towards
data ac nova edgnent and

ny communic ns._pratocal .t hat use of
ZI go provi degg'g\gt Suby qztbt gat?eu’%l ngoreylé’rﬁfr‘e%" RCKROBt eEmeRE U?%en t hat
rel ate toSt hé’essw'?%rﬁyﬁl@g. bhe coimeroht ppet boblisTERPtkawam thedm t he TCP/ | P
protocol sui tRenTher applaitedt bOihwfitt e @EESANMNYENdYPI 54 10t Ni S

protocol is Qcﬁﬁgifg#éﬂln%ngggg{g?led %thrteg gé ransmlé{é% gny unnecessary

repetition, the disclosure
9 P ungt has been received. This may be a cumulative

acknowledgment or also a single acknowledgment. It may be

10 noted that the dotted lines in Fig. 1 indicate that other
steps may be interposed, but these are of no importance
to the present invention. Then, according to the
preferred example of Fig. 1, step S5 determines if the
acknowledgment associated with the data unit that was

15 retransmitted in fact acknowledges the original
transmission of the data unit or the retransmission. It
should be noted that the "original transmission" may
already be a retransmission, such that the
"retransmission" may be the retransmission of a

20 retransmission etc.. There are various possibilities of
implementing step S5, as will be explained further on.

If step S5 determines that the acknowledgment message in
fact acknowledges the retransmission of the data unit,

25 then the procedure goes to step S7, in which a data unit
loss response procedure is run, because the negative
outcome of the decision step S5 indicates that the
original transmission of the data unit was lost. In the
example of TCP, step S7 will consist in conventional

30 measures against data unit loss.

On the contrary, if the decision step S5 is answered in
the affirmative, then the procedure goes to step 86, in
which a response procedure is run that answers an

35 excessive delay. In other words, because step S5
indicated that in fact the original transmission of the
data unit was nct lost, but only excessively delayed,

corresponding measures must be taken. For example, when



introduction-of this application is incorporated into the i nvention

di scl osure. Fig. 1 shows a partial flow diagramof a preferred 5
enbodi nent of wohwespeesent i nvention. As can be seen, step ,E§§N &gl cates
that a response-procedure is entered. Fig. .1 does not sﬁT A& | ow
control procedure leading up to thistpoint, as it is of no inportance
for the present i nvention. For exanple, it may be the w ndow based fl ow
10 control pr cedur expl ai ned in_connection with Fig. 2 and e.g. well
known from gl?/ RIRSEF PRt L ey hEhs mqym?@ﬁﬁ%ﬁ ¥hat there is

dat a acknow leeignexnnganueacmi:w@tlon vios®wdebeche oralfueattseed Siich that a

sending peers@lp iheana oB! Bi60heHARREARARY |4y (Bhelglecting a possi b e
conduc a correspqondl ng response

or 15 otentl aI 0S and_ma

pr oceduPe % JFr% C?Gf]tﬁ'edm P Fal'qrApssthe r%‘gfie‘é’f’r%n‘lf‘\?ature may
e.g. be &t |1’(‘i§n (ﬂ?tsoﬁéat‘-ﬁ@ igh she origupkilcatenstiasdwhedgdrertie det ecti on

f eat urg f&ﬂrﬁuﬂhegﬁéﬂﬂm& 8k Etﬁbmlalh%%ﬁémiéﬁoﬁueéaﬁr@@ x&{e‘&cegrre I's
entered, selgcte p ters that are use e flow
control are agor e&gg%dyf% %%23 e EINS PRy % éi‘r%"neg{‘%?rt}’es in step S2.
As an exanplfertiwe PP’Pr%‘:essarYoE?t{?é?ﬁ“GéSaﬁW oand fémgbowes descr i bed
congestion wipddwa?b atlenduedgneny idte tbovkeQidinel dpasypneieie. In

conventi gnal ,;JGR. 4t he congestion wi ndow is typically reset to a val ue
of one segnent and at the same tinme the RTO is doubled. It should be
noted that not all adaptive paranmeters used in the flow control

procedure ln&chﬂemabhyBOtHaaccbnbesdmgeddom ot Bemp Dyl sesketsebect ed
nunber . theAlp§Qv1b1§s shawd Bg: Ghear - é@?%r the s%r e§ néhé Q)éeﬁy On s

natural ly not res@rl cted to w nd base ow cont ro and
associ at ed adapPPid ParamEcEFed- thEt FetPIRe 850 eiAishfiotn | s appl i cabl e
to any flsow t@denr Bla<p¢4 riciep| badrthe dathelass aEtacedondepttiand spar anet er s.

not been triggered.

As can be seen, the example of Fig. 1 shows a first mode
consisting of steps 82, S3, S4, S5 and S7, as well as a
20 second mode consisting of steps S2, S3, S4, S5 and S6.

In order to better explain the present invention,
reference will now be made to Fig. 3, which shows an
example of a flow control procedure conducted in

25 connection with conventional TCP. The graph shows the
amount of data in bytes transported over time. As can be
seen, the first two segments are sent at time t=4s. Then,
due to the interaction of receiving acknowledgment data
units and the adjustment of adaptive parameters not

30 shown, segments are sent.

For the purpose of explanation, it should be noted that
the diamond shaped symbols refer to segments, and the
square symbols to acknowledgment data units. The diamond
35 symoels indicate the first byte of the segment, whereas
the squares indicate the lowest unacknowledged byte. The
acknowledgment data units indicated at a certain segment
level always acknowledge the sent segments up to that



10 Returning to Fig. 1, the data unit that triggered the event
(e.g. caused a tine-out) is retransmtted in step S3. In other words,

when stayi ng Wdlddaisdge exanple of a time-out, the datal;ég}é,”fnggso_mhi ch
no acknow edgnent was 5 received duri?ﬁg the tinme-out period iIs

retransmtted. Then, at a | ater poi it is determned in step S4 if an
acknow edgnent associated with the retransmtted data unit has been

received. This may be a cunul ative acknow edgnent or also a single
acknow edgnefegmert ffyee INoHMZedorfRat e afpesleddnres rh ¥ig. 1

i ndi cat e t hateghé®t levelSbeps. 4amy heebsntesymyedckhowiddresetnee of no

i nportance £ r Ng o d ti i t _
preferred exgﬁ#%b%‘1%ﬁg5§s§'£%% e%\é%%i‘) gg%e%%ﬁgggﬁé%fyﬂe @é%: now edgment
associ at ed WREREE HeP diea CARF AP haPSWaEP1E°1 1t rafirRteed™i Fbf act

acknow edgesgthaphorilgi sabment dtr #nIAPssyon Of=10ke iD=tz dammtumit t he

retransm ssi gp. pddker thaROUAGsde NQLRD-Lbat Ahe cohidfakel ransm ssion” may
al ready be a retransm ssion su“%f thgt éhe, "retransm Sﬁ' on" may be the
retransni ssi BREBFASPIEF 1Pl ? arANSEFEN° Bt 3219 fREF MR ATaFPBus
possibilitie§.690 byte ggvehenting step S5, as will be explained further on.
If step SS determ nes that the acknow edgnent nessage in fact

acknow edges.the retransnission he, data unit, 25 t.hen.fhe procedure
goes to g?epNg ’, J|‘€1 l\ﬁnilghaﬁs%?da%&ﬁ%t ?heatllmoess?ur eE%%wr%elgp?(‘) edure is run,
because the KWegataused by pRtwIRsséiet Aelaednd satshbeghssshadi cates that the

original trapshss Pakedl beheg daisa , UBhén EIse [x@%trantmi ddien hasexapl e of TCP,
step S7 will fg?f&%i?]tgt hggggwgrggng@ghegg%s measures agai nst data unit |oss.

On the contrary, ecl sion step is answered in

15 For one thing, it leads to a decreased throughput
performance, as the same data has to traverse the
connection or connecting path twice, which wastes
bandwidths that could have otherwise been used for useful
data. This negative consequence will occur in any

20 protocol that falsely responds to a time-out by

retransmitting the data unit.

If, as shown in Fig. 3, the TCP protocol is used, then
the reaction of the sending peer to such a time-out not

25 caused by data unit loss is particularly disadvantageous:
the sender will retransmit all outstanding packets and
above that reduce its transmission rate. This is
explicitly shown in Fig. 3.

30 It may be noted that the above described time-out not
caused by data unit loss is also referred to as a

spurious time-out.

As also shown in Fig. 3, in conventional TCP the sender
35 misinterprets all acknowledgments associated with

retransmitted data units as acknowledging the

retransmission, eventhough these acknowledgments {ACKs)



the aff.irmative, then the procedure goes to step S6, in whi ch a
response procedure i s run that ansvverﬁ an 35f exceﬁsive. del aly.tln ot her
wor ds; becaus 5 indicated that in fact the origina ransni ssi on
of the dat gvﬁar?’ia?“%as not |ost, but only excessively del RFEFP?10480.
correspondi ng neasures nust be taken. FoF exanpl e, when _

11 taking TCP as a protocol exanple, this may consist in

returning the congestion windowto the value stored in step S2 and on
the other haRB Aeptdsfydehayed meiagwledgmenyy iofdthe etiwigelay. |n ot her
words, the rauwafstisficdnisne 5 RITT associated with the original

transm ssion and the acknow edgnent of the original transm ssion can be

used as a basis faqr adapting the tine-out period. Thereby, further
unnecessary PBEFaishi SsPBRE Bfd SDoHe- b6t Shagr addityepalilyatbeacknow edgnent s
due to exéessipbickieagatanubits Henavbydek sending s@fehahhy, the congestion

Wi ndow i s Notrshedd Yaup3ehed Gacknowh BERLEY QUS (X2l U.o RN MUCh rather -is
, aa h fs

set to the vajue ., _.i ul d have assune : e respo pr‘ocedur e not
15 taken pl a%f%,m?.“&l' éaggh? Fitta 2PBERSH ST SRR Bt AT sm not been
triggered. transmisséan batsedn theheopxanplonadf TEP gsenBeshonamenyf i r st node

consi sting othét@fyed2iomawindbw 92 888 = oSt oS ¢ ggrf?%ond mode .
consi sti g ogaﬂeeps S2, S3, S4, S5 and S6. In order to better explain

the present iInvention,

The occurrence of excessive delay that gces beyond what
the TCP time-out period can account for, may especially
appear in wireless networks or such protocol connections

15 of which at least a part runs over a wireless link. The
inventors of the present application realized that
spuricus time-outs can happen often enough in such
networks, so that serious performance degradation
results. Examples of this will now briefly be mentioned.

20
Fig. 4 shows a situation, where two host computers actc as
peers of the TCP (indicated by the long arrows from host
to host at the bottom and top of the figure). The lower
protocol layers comprise a radio link over a wireless

25 access network to the internet. The connection between
the internet and the host on the right is not shown. An
example of a protocol for the radio link is the so-called
radio link control protocol RLC. As indicated in Fig. 4,
both the transport layer protocol {(e.g. TCP) and the link

30 layer protocol {e.g. RLC) have an ARQ (Automatic
Retraznsmission reQuest) function. This means that these
protocols both implement time-out and retransmission
functions. In the situation of Fig. 4, due to the ARQ
beinc used at the link layer, a race condition is

35 generated between the link layer and the transport layer:
while the link layer retransmits data, the transport
retransmissicn timer might expire, leading to a spurious

time-out. The retransmissions at the link layer can be



reference will now be made to Fig. 3, which shows an exanple of a flow
control procedure conducted in 25 connection with conventional TCP. The

graph shows Woom}pszam)unt of data in bytes transported OVP%FF#@%%;‘SOAS can

be seen, the Tirst two segnents are sent at tine t=4s. " due to
the interaction of receiving acknow e’dgrrent dat a units and the

adj ust nent of adaptive paraneters not 30 shown, segnents are sent.

For the purpose of explanation, it should be noted that t he di anond

shaped symh8i8 ®ef ertq FrSBgREFIION RPCTHeLT to Sabar ¥ sSyRBERYSE o
acknow edgnetit haled@sans ts. The di anond 35 synbols indicate the first byte

of the segnent, whereas the squares indicate the | owest unacknow edged
byte. The acknow edgnent data units indicated at_a certain segnent

| evel al way<taBRRomMIRE PRESS ditets ERRerfanSh3 SE40R Hfiglay over the

12 ssegieales2vwadtwokR D¢ hefitenmobadsond heradbl noftaddgeentd £ athe segnent

| evel of 6.400 byI&H1 UeThIShe ALLROVLENLES LI ana rQATRALSpbE! OW 6. 400
byte, but not |ncludi ns% b%tf 6. .400. Quite to the confrary, as
explicitly PhdFRAtFPITHOLhe 3 Gr RPATCTHE: sHgdentPit €S%007Byte (t=10s) is a
data unit Dbandwididclesriflhble daushe bransmemiuflayds ongenseomeince, a
retransm ssikp8 dirLduatedo! Edbd dadsiddtab1dt obdre a shobe 400 byte |evel .
10 Now, f 1L isqassymed that he,tine. out shova,in Fidy 3, coq vas caused
by an exXCesEr¥e delay And ot By tRe E nEtwt t7r'5t° facket D& ng | ost,

then the reflPadSrRediesn RAS tra@sportf ayesnisegdaerid vecesdrisequences.
might lead to spurious time-outs. Examples of bandwidth

drops include mobile hosts executing a handover into a
cell which provides less bandwidth than the old cell.
15
As already indicated previocusly, when employing the
present invention, the problem described in connection
with Fig. 3 can be avoided. More specifically, when
applying the method described in connection with Fig. 1
20 to the problem in Fig. 3, then the sending peer is
capable of distinguishing between acknowledgment data
units to the original transmission of a data unit and
acknowledgment data units to the retransmission of a data
unit. From this information, the sender can decide if a
25 spurious time-out has occurred, or if there indeed has
been & loss of a data unit. The sender can then react

accordingly.

More specifically, in the example of Fig. 3, the sender

30 using the invention will be able to identify the
acknowledgment data unit received after having
retransmitted the shown first packet as being an
acknowledgment for the original transmission (£=10s) and
not for the retransmission (t=15s). Due to this, the

35 sender will perform an appropriate response procedure to
the excessive delay, namely not retransmit the data units
following the first retransmitted data unit, and also not

decrease the transmission rate, much rather the sender



15 For one thing, it |leads to a decreased throughput per formance, as
the sane data has to traverse the connection or connecting path tw ce,

whi ch wastes wg kg dths that could have otherw se been ﬁ.{; 4‘?useful
data. This negative consequence will occur in any 20 prot oc A %al sel y
responds to a tinme-out by retransmi et i ng the data unit. as
shown in Fig. 3, the TCP protocol is used, then the reaction of the

sendi ng peer to such a tine-out not 25 caused by data unit loss is
parti cul ar | yw#lk dd\vaepagebhs : time-opkeperinferempilpyed et denitiowl |
out st andi ng paedeRils candhe basdw\ee that méfdueR Qesa) rNsnSEesstRe rate. This

S ecri b TSN N O ok aacdOuldc TR bR LR ENAE the above

descri bed tine- 0SS So reférred to as a
spurious ti n‘émé’tﬁsmndmgAédé‘I‘%e@ﬁ&ﬁﬁtl‘ﬁa% grig fpR v eRtetRal TCP the
sender 355 ntendirey.prret shab |wack fankregnanirs casspet sdrathiwkst bns

retransm ttegd,datg.Juaits as,asknow;gdgi ng the retransm ssion, eventhough
t hese acknow edgnments (ACKs) 13

in fact are del ayed acknowl edgrrents of the original transm ssi ons.
As may be seen, the present invention is capable of

providing a mechanism that allows a more flexible

10 communication system when using a protocol that provides
acknowledgment of data and a time-out function or
duplicate acknowledgment detection functicon. In the
example just described, the invention is capable of
qualifying a triggering event, i.e. distinguishing

15 between at least two different causes, and then capable
of invoking an appropriate response procedure. It may be
noted that in the above examples the modes for adaptin
the adaptive parameters were associated with data unit
loss on the one hand and excessive delay on the other,

20 but naturally the present invention is by no means
restricted thereto. Much rather, the modes for adapting
the adaptive parameters may be associated with any
possible cause of time-out events or duplicate
acknowledgment events.

In the embodiment described in Fig. 1, it was decided in
step S5 if the acknowledgment data unit associated with a
given data unit acknowledged the original transmission or
the retransmission of said given data unit. According to
30 a first preferred embodiment for implementing this step,
the sender keeps a record of the round trip time RTT
associated with the connection between sending and
recelving peer, and especially keeps a record of the
shortest RTT found during the connection or session up to
35 the point of time under consideration. Then, if an
acknowledgment data unit for a retransmitted data unit is
received within a time period that is smaller than a
predetermined fraction of said shortest RTT, then the



What Fig. 3 does not show, is that additionally the 5 duplicate data units
sent by the sending peer will trigger duplicate acknow edgments at the
recei ving pPegfg ooz Which will lead to yet another reduction in the
transm ssi on ratoe at2 t he conventi onal TCP sender, nanely Pcmpt’?{éo‘po
congestion window is set to one hal f of®its earlier 10 val ue. The
occurrence of excessive delay that goes beyond what the TCP tinme-out
period can account for, may especially appear in wreless networks or
such prot ocoterdgmeetronings thot thithcmobdedimentpielongmsorbe a wirel ess
link. The  origiMent @ksnehiddienpresedte appl kéaiarmmrseabhzeﬂutshat

spurious ti Ne; oubs | %Q hgé)psiaer; thgnf& ()&Jg,hl{lg SUC "\ags ge# rks so t hat

serious perfornance e rad Fesul s &1 now
briefly be nifaRrtifedpapgueter. FN@thﬂa‘sJWomsta%lQ%tﬁ%ﬁssmr@attv\o host

conput er s5s acthéScomparpeed Svalfuet hel d{g ildandi ent &g b rhbeidong aneows from

host to Bosteal LAgsPOLd o a”ﬁuérﬁ@aqﬁle&h%“sg%% d1@ner

pr ot ocol Iayers conprise a ra a Wwiteless access network to
t he i nter net thathdbeoRRRASY o“??eﬁét fRetverager RET | FldenefRafis he host on the
right i s notsefmwnthAncomparsanplelwd t® peoimerulplfied biesaiadio |ink is the
so-cal | ed fra[c_aaq'oﬂ b snke £t 9! 2 PEHAQGRL BJ&QmeA*%r‘ Rdieaded in Fig. 4,

boththetransport er roto and the link 3Q |ayer
protocol e "F‘a_scj“eﬁg e r?‘nAﬁ%e(‘A‘gHro‘%af’lfct e COREEFHEART CBITIRYr eQuest )

function. Thtlse rmegasonhat t hese protocols both inplenment tinme-out and
retransm ssi on functions. In the situation of Fig. 4, due to the ARQ
bei ng used n a a_race c 5 generat ed between the
link |ayer a?n Qt(aaln rgcr’lsa oetthefa?re erred m%’% nﬁ Ig retransmts

data, the trwtlngr%ttqpa%m ghe cﬁ?n@ﬁﬁeﬁdfﬁﬁ gﬁwﬂ“aékpw atizeading to a
spuriousis Jdhits @bkt Thesdrglsl, anbdts FaQa@Smatk tihe deifbked aptesuenna be

way that it allows to distinguish between an original
transmission and a retransmission. Then, the receiver can
accordingly mark acknowledgment data units, such that the
sender is capable of identifying if an acknowledgment

20 refers to the original transmission or the

retransmission.

This marking of data units can be done in any desired
way. For example, it would in theory be possible to

25 simply designate a single bit in the data units, where a
value of 0 would indicate original transmission and a
value of 1 a retransmission, or vice versa. In a general
sense, a kit string can be chosen that may alsc convey
some more information. However, in connection with

30 protocols that provide for such an option, it is
preferred to use the time stamp option. This option is
e.g. well known for TCP, see the above mentioned book by
W. R, Stevens. In other words, it is preferred to include
a time stamp in sent data units, which indicates when the

35 data unit was sent. The receiver can then simply include
the same time stamp in the acknowledgment data unit, so
that the sender has a unique way of identifying the data

units to which the acknowledgment refers.



14 . due e.g. to transmssion errors or to data |oss because of

| handovers. It may al so be noted that the transm ssion delay over the
., 5 wireless “GR%Q&%nh often a considerable fraction of the end-t o-end
i del ay between 'the sending and receivi ngypeer of the traRhSPEPI 1948 er

" protocol. If in this case the bandw dth available to the transport

! layer connection in the wrel ess network drops considerably over a

" short 10 period of tinme, the resulting increase in the end-to-end

del ay between the transport |ayer sender and receiver m ght lead to
spurious ti nAalnheighbErbappessapft Bandniiirh has bdewpiesard¢bedeimobi | e hosts
executing a_hafgdes Pn&,@u@ prefetflh Mo%lm%i?%/ dafedeedy pandw dih than the
old cell. 15 r ead i cated previously, en enpl oyi ng t he
present i nveh%?%ﬁ?lcﬁhéhﬁriﬁﬂRﬁﬂ G@éc??%eRP%thééﬁméﬁﬁ|Q9nc°nveWu%i1 Fig. 3 can
be avoi deds I\&;&&pea&éggﬁda&ng\/\/aentge 1va;mltybﬂg ﬁm h&a&ﬁ&ﬁ GL%%CB i bed in
connection wt he ptobl em en the sending peer
is capabl G g %h tﬁﬁnbéf ‘%Rﬁg\%ﬁ’ye APPEXtS units to
t he origi nal d¢X¥aimsni ssi on of a data unit and acknomdedgnent data units
. to the retransm ssion of a data unit. Fromthis information, the sender
~can decide if a 25 spurious tinme-out has occurred, or if there indeed has
been a loss of a data unit. The sender can then react accordingly.
More specifically, in the exanple of Fig. 3, the sender 30 using the
~invention will be able to identify the acknow edgnent data unit

recei ved after having retransmtted the shown first packet as being an
acknow edgnent for the original transm ssion (t=10s) and not for the
retransm ssion (t=15s). Due to this, the



35 sender will performan appropriate response procedure to t he
excessive delay, nanely not retransmt the data units follow ng the
first retrang data unit, and al so not decrease t i Ssion
rate, nuch rgﬁ%%éﬁ e sender p@%@%&%@&ﬁ' 15
will increase the tine-out period enplgyed in the flow control on the
basis of the neasured del ay between the original sending of the data
unit and the recei pt of the coréfggquing acknow edgnent data unit for
said original 5 sending. In this mayr—ﬂurther spurious retransm ssions
and tine-outs can be avoi ded. As may be seen, the present invention
is capable of A RE@VILisRG &M@@h@n&tma &l OVSr Fordtige Tl exi bl e 10
comuni cati on system when using a protocol that provides acknow edgnent
of data and a ti FETBHIFAFACE RFFWSER 2 SeRRY ERCe2atfifiWi®Edgnent det ecti on
function.s | n t heoperatamhea¢datidageacwitieds drikaetameinedon i s capabl e of

qualifying a triggering event,  i.e. .distinguishing 15 between at |east two
ggmmxgu%ﬁa%lona%ra%]oecox, wh req

di fferent causes, an en ¢ OT" T nvoki ng an appropriate response
procedure. It may be noted that in the above exanpl es the nodes for

adapt i ng t hesadapddie Pal MHILLE WREELEASF0GhALeth Wd Refat a unit
| oss on the one hand and excessiyve del_ééon the other, 20 but naturally the

present inventi oh™FS WP 95 ReEhHdata updst Maotiad EnerBtE ERuch rather, the
nodes foro adapt i Agtermirdddebadepid yeopasslet ers may be associated with any
possi bl e cause of tine-out events or duplicate acknow edgnent events.

25 In the enbodi nent described in Fig. 1, it was decided in
said receiver acknowledges the correct receipt of

data units by returning acknowledgment data units to
said sender,

15
said data units are sent by said sender in
accordance with a flow control procedure conducted

~on the basis of one or more adaptive parameters and

said acknowledgment data units, and

20
said flow control procedure comprises a data loss
detection mechanism capable of detecting data loss
in said communication, said daca loss detection
mechanism being triggered to indicate the potential

25 loss of data by one or more predetermined events,
where in response to the triggering of said data
loss detection mechanism a corresponding response
procedure 1is conducted, said response procedure
comprising at least two different modes for adapting

30 said one or more adaptive parameters.

2. A method according to claim 1, wherein said data
loss
detection mechanism is a time out mechanism, such
35 that after a data unit is sent, said sender monitors

a time out period and if no acknowledgment data unit

AR



step S6 if the acknow edgnent data unit associated with a gi ven data
unit acknow edged the original transm ssion or the retransm ssion of
sai d'gi ven dayg obihyst2 According to 30 a first preferred en@@hmh‘w{}or
i npl enenting this step, t he sender keeps a record of the round trip
time RTT associated wth the connegti on between sendi ng and

recei ving peer, and especially keeps a record of the shortest RTT found
during the connect] Ql. .Sessi tQ,.35 -ROI [ der

consi derati on. Thgeéns?&l %taen é‘kggiaﬁ(%wagéén%%{ked%t ggéﬁlﬂ%e% gr@ggrget ransmtted
data unit is rexid vddewerhi peziad wxppees odaidating &l | er than a

predet erm ned fragddydhi®h $81 €y de@st RTT, then the

16 sender determ nes that this acknow edgnent bel ongs to the

original transm ssion and not the retransm ssion. This fraction may be
set to a bixed vahusstd aayordie} ftobelaim 1, whédapin veaighanat er.

Natural ly, i toisg not necessary that 5 the conparison value multiplied with
said fraction i's the shortest nmeasured RTT, much rather it is also
possi bl e t hat detretdondoechaipn 45 avivnbicaRETagktqrd edomenhi s sense,

the conparison vahdiedtd RemBbhinitn, edubY &@id saia E&dddd @Rnkigogenerally a
function of one or. nore RTT_10 val ues neasured in _the_course of the

connection (duringfte recehred AGMatedaments n@nsy 4f ngy 4352aiBt-hetS pref erred
enbodi nenv for ackngpiledgati 4 preddeeShinédamdagest adidesa gai& to data 15

uni ts that it sengs, wheressphl fBikehs H5{ined.iposueh A 5o vey that it
3 I'na H )

allows to distingur” etween an orig transm ssion and a
retransm ssion. Tiekggexie€-recei ver can accordingly mark acknow edgnent
data units, such that the

4. A method according to claim 2 or 3, wherein said
15 response procedure comprises the retransmission of a

given data unit.

5. A method according to claim 4, wherein the decision
on
20 which of said at least two modes to choose for
adapting said adaptive parameters is made on the
basis of one or more acknowledgment data units
received by said sender after having retransmitted

said given data unit.

25
6. A method according to claim 2, wherein said time out
period is one of said adaptive parameters.
7. A method according to one of claims 1 to 6, wherein
30 said

flow control procedure is wincow based, and one or
more flow control windows are among said adaptive

parameters.

35 8. A method according to claim 5, wherein said at




sender is capable of identifying if an acknow edgnent 20 refers to the

original transm ssion or the retransm ssi on. This marking of data
uni ts can bewgepsisén ‘any desired way. For exanple, it paube, bh theory
be possible to 25 sinply designate a single bit in the data unlts Whe

val ue of 0 would indicate original tratsm ssion and a val ue of 1l a
retransm ssion, or vice versa. In a general sense, a bit string can be
chosen that nmay bé&sr GV AY¥des co&&&ewsfeaiﬂ%%rmahaoa sdzkwaver, in
connection with 30 proto ol.s_t hat gvnde or su% 8Ptt it is
preferred to use ?c}te SoE EHERD "5F BRICTHI S8 Sﬁ %€ g. well known

for TCP, see thejwlmmeatnshef orred »lmgkebyug event RaSStfewﬁtﬁsbyl bhet her wor ds,
it is preferred 19.d i udeq giveh Walg e anra $698 daddhaiRbhs, Which

i ndi cates when the 35 data unit was sent recei ver can then sinply
include 5 the SeiR9 sFecirERp Wikht Hﬁemﬁﬁéﬁtsﬂﬁ §iyAPt, so

that the sender 8atSa amifi guecv@)sc®howleddrhdnid B@thhenfiat@r sai@nits to which
t he acknow edgnent_ ref esent i nvention

7
has been descri b&4 $h d%oﬁn%%’tti‘ &?smﬁfﬁnp?’e‘feeﬁsﬁé’ﬁﬁgn%%gay t hese do not

restrict the scope, and are only intended to convey a better under st andi ng
of the invention,y MGhd abBeraiddh@cSEPPE A, LAG LAY iPRehdeget ermined by

t he appended cl ai ns.
10 marks

data units being sent such that an original
transmission may be distinguished from a
retransmission, and said receiver correspondingly
marks the acknowledgment data units, such that the

15 acknowledgment of an originally sent data unit may
be distinguished from the acknowledgment of the

retransmission of said data unit.

10. A method according to claim 9, wherein the sender

20 marks
data units by including a time stamp in each sent
data unit, said time stamp indicating the time said
data unit was sent, and the receiver marks the
acknowledgment data unit for a received data unit by

25 including the time stamp contained in said received
data unit in the acknowledgment data unit for said

received data unit.

11. A method according to claim 9, wherein the sender
30 marks
data units by including a bit string in each sent
data unit, said bit string having at least two
different values for distinguishing between an
original transmission and a retransmission, and the
35 receiver marks the acknowledgment data unit for a

received data unit by including the bit string

T



18 . Cl ai nms 1. A nmethod for controlling
a data unit oriented communi cati on between a sender and a receiver

5 . oper albglasgy accordance with a predeterm ned ication
protocol, where. sai d sender divides an anount o?cagﬁgﬂpggbe sent

into one or nore data units having a sBtucture 10 determ ned by said
pr ot ocol , sai d recei ver acknow edges the correct receipt of
data units by retesdiaigedc knoyd BllgeRtvdat @&daniuhict n the sai d sender,

15 sal d data WL S.R0 G aent by 52l d SENdel Ly gp,  acCOrdance

with a flow controf procedure conducts e basi's of one or
nore adaptive paremit-ers and sai d acknow edgnent data units, and
20 said flow control procedure conprises a data | oss

detection nechani sm capabl e of _detecting, data | oss ., ) .in said
conmuni cati ot? - saf S PESer Yk o shain 11, whepgthA7i8hPhEi ng tri ggered
to indicate tsheipgtential 25 | oss of data by one or nore .

predet ermi ned events,. . _ wher.e En response to the triggering of said
C%P ists. of a singleé . .
dat a | oss™detecti on mec i s a correspondi ng response

procedure is conducted, said response procedure conprising at |east

two differentsmodesdlaadapbidh3o claif@ild GRE-OIn W@ Bdaptive

par aneters. )
10 string

consists of a plurality of bits, such that said bit
string is capable of distinguishing between

different retransmissions.

15 14. A method according to one of claims 10 toc 13,
wherein said

first mode is chosen if the first acknowledgment
data. unit associated with said given data unit that
is received after having retransmitted said given

20 data unit acknowledges the retransmission of said
given data unit, and said second mode is chosen if
the first acknowledgment data unit associated with
said given data unit that is received after having
retransmitted said given data unit acknowledges the

25 original transmission of said given data unit.
15. A method according to claim 8, wherein

the sender measures the round trip time associated
30 with the connection for sending of said amount of

data,

the time between the retransmission of said given
data unit and the receipt of the first
35 acknowledgment data unit associated with said given

data unit is determined and compared to a value




2. A nethod according to claim1, wherein said data | oss
detection nechanismis a tine out nechanism such 35 that after a data

unit is sent, nder nonitors a time out peri i f. no
wodufhsee WrABhso

acknow edgnent data unit
associated with said data unit is recetad/red before said tinme out

period expires, said tinme out mechani smis triggered. 5 3. A

net hod accor di ng dexigkai Brdnm oMebei fosdidt daka round @8Sp time det ection
mechani smis a duplicate acknowl edgnent detecti1 on nechani sm such
that said sender PEgPgRts. and Tine received acknow edgrments, and if a
data unit is 10 acknowl edged a predeterm ned nunber of tines, said

duplicate acknow & Q&s@cafre%telsggd%océ@ahs%bﬁen on, the phild e{ed

4. A nethod accor ing to erern sal response
procedur eSconpri sé® rREuE btafafsAtl sePmRRIESOR - gi ven data unit.
5. A nethod according to claim 4, V\/nerel n the deci si on on 20

whi ch of saigatlea§_§%ra gl to choo gatlngsald
adapti ve par afiet & S&F HeEBFH PR © ey lbba@?%r"d‘rn satdovahist e
acknow edgnedéeridasda units

from said round trip time measurements is the

10 shortest round trip time for the connection, and the

second mode is chosen if said time between the

retransmission of said given data unit and the

receipt of the first acknowledgment data unit

associated with said given data unit is smaller than

15 a predetermined fraction of said smallest round trip

time.

17. - A method according to one of claims 8 to 16, wherein
the -

20 second mode comprises adapting the time out period
on the basis of the time that elapsed between the
original transmission of said given data unit and
the receipt of the first acknowledgment data unit

associated with said given data unit.

18. A method according to one of claims 8 to 17, wherein
the
flow control procedure is window based and a
congestion window is used, where the value of saigd
30 congestion window at the time of said triggering
event is stored after said triggereing event
occurred and subsequently said value cf the
congestion window is reset to a predetermined value,
and if said second mode is chosen after having
35 received the first acknowledgment data unit

associated with said given data unit, said value of



received by said sender after having retransmtted said given data
unit. 25 6. A nmethod according to claim?2, wherein said tinme out
period is one | J adaptive paraneters. 7. A nmeth ng to
one of cl ai rrs“(llg_?o%‘ , Wherein 30 said fl ow control pgrr/g%gé}c?i{frgde i's
w ndow based, and one or nmore f#dw control wi ndows are anpbng said
adapt i ve par aneters. 35 8 A net hod according to claimb5,
wherein said at . .i4 congestion window is set to the value 2k would | east
two nodes consist 0t a T1Tst and a second node, said first node
bei ng associ at ed Wave agrsmed, had thq,FgRBRAPSE RACEHETEIIYgdrdTg event was
caused by the place.l 0ss of said given data unit, and said second node
5 bei ng associated with the judgnment that said given dat a
unit or the acknow edgnent data unit for said gi ven data unit has
been excessively detayethication @vick ferhdadtacudrdiengented| ai m 8, wherein

sai d sender 10 maf éx%xatﬁré'cationd?éga#{ryxldﬁnggi P95 e b ralebetdidlean origi nal

transmission may b tinguis om a . _retransmssion, and said
recei ver correspofrdimghication profagads wheracihshiceBgHRht2d@ta units, such
that the 15 ?QKBQ&\AIEQQ@BHBQS aha@r kgbNaddgersent adata unit nmay
be distingui shed cgggléig;é?%§n8¥¢f§g¥n%2tagguﬁéuzf data to be sent

10 into one or more data units having a structure

determined by said protocol and the receiver in said
communication acknowledges the correct receipt of
data units by returning acknowledgment data units to
the sender,

15
where said communication device, when acting as a
sender, is arranged to send data units in accordance
with a flow control procedure that is conducted on
the basis of one or more adaptive parameters and

20 said acknowledgment data units,
said flow control procedure comprising a data loss
detection mechanism capable of detecting data loss
in said communicatioén, said data loss detection
mechanism being triggered to indicate the potential

25 loss of data by one or more predetermined events,
where in response to the triggering of said data
loss detection mechanism a corresponding response
procedure is conducted, said response procedure
comprising at least two different modes for adapting

30 said one or more adaptive parameters.

20. A device according to claim 19, wherein said data
loss

detection mechanism is a time out mechanism, such

35 that after a data unit is sent, said device when

acting as a sender monitors a time out period and if

—_—
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retransm ssion of said data unit. 10. A nmethod according to claim?9,
wherein the sender 20 marks data units by including a tinme stanp in

each ‘sent wooodiskat a unit, said tine stanp indicating th@c%ﬁﬁ?m%@ d
data unit was sent, and the receiver marks the acknow edgnent data

unit for a received data unit by 25 24 including the tine stanp contai ned
In said received data unit in the acknow edgnent data unit for said
recei ved data unhé.acknowlblgménteidiaduageossidig stegchaimndhigmerein the
sender 30 nmarks ' i_ncluding a bit stri ngpl n each sent

.tdata unllseéfyé K §
data unit, said BPT® tHithdShATFTY S5t 2LESEE 1 ime out ReBAent val ues for
di st i ngui shi ng betmests.asaid time cmti gechhinismansnissogereand a

retransm ssion, and the 35 recei ver marks the acknow edgnent data unit
for a received data unit by including the bit string

21 5 2lcont H9EFS ACSAFHINRES ¢éainatt (ereln $aid data

acknow edgnamksdata unit for said received data ~ounit. 512. A
AR accordlngdéééclf§nnhéc agﬁgﬁwiénas ﬁé&fgéte ackggéiég%ment consists

of a single bit.
detection mechanism, such that said device when

acting as a sender monitors the received
10 acknowledgments, and if a data unit is acknowledged
a predetermined number of times, said duplicate

acknowledgment detection mechanism is triggered.

22. A device according to one of claims 19 to 21,

15 wherein said
response procedure comprises the retransmission of a

given data unit.

23. A device according to claim 22, wherein the decision

20 on
which of said at least two modes to choose for
adapting said adaptive parameters is made on the
basis of one or more acknowledgment data units
received by said sender after having retransmitted
25 said given data unit.

24, A device according to claim 20, wherein said time
out

period is one of said adaptive parameters.

30
25. A device according to one of claims 19 to 24,
wherein said
flow control procedure is window based, and one or
more flow control windows are among said adaptive
35 parameters.



13. A nethod according to claim11l, wherein said bit 10 string

consists of a plurality of bits, such that said bit string is
capabl e of diyd hdagshShi ng bet ween different retrapsfessnhpRs: 15
14. A nethod according to one of clains 10 to 13, wher el n sal

first node is chosen if the first ackr@®w edgment data unit
associated with said given data unit that I's received after having
retransmttegs saindagives adtordin gdeds ac Uit AaCkWﬂ‘ﬁdgeﬁlﬁhﬁt retransni ssion
of said Lven_dat d second chosen if

the first acknovwlgagrgren °d"§id;e un| %%sc?? At gﬁ“’t tH a sedors Qsal d given data

unit that is receapded sdidkrfingdi mgde odeing asgetiatesihiwiitbdtkeai d gi ven data

uni t acknow edge%uheﬁegé that theltgi rlfxa"ga@x'?&@%é?sncgtxsé@'ﬁ&gﬂh\éen dat a
unit. 15. A nethod accordin n%a cl.aim 8, wherein t he
sender nehsures tRESr BENTRYS BHVER %?sé’é’é?zaté%ﬁﬁld sec@pd e connecti on

for sending of saedngn@suyci@ited with t}ﬁatwadgment that skbe given between the
retransm ssi on of ald iven ndth recei pt. of the first
35 acknow edGFBnF HatE Tht a‘é}é%%“& 5{56‘8’1 ?%%aln& gf Ve sdta dat a
unit is determ n@dvandd@mmn@dha@ bearalexgessively delayed.

22

100 27. A device according to claim 26, wherein said device
when
acting as a sender marks data units being sent such
that an original transmission may be distinguished
from a retransmission, and said device when acting
15 as a receiver correspondingly marks the
acknowledgment data units, such that the
acknowledgment c¢f an originally sent data unit may
be distinguished from the acknowledgment of the
retransmission of said data unit,
20
28. A device according to claim 27, wherein the device
when
acting as a sender marks data units by including a
time stamp in each sent data unit, said time stamp
25 indicating the time said data unit was sent, and the
device when acting as a receiver marks the
acknowledgment data unit for a received data unit by
including the time stamp contained in said received
data unit in the acknowledgment data unit for said

30 received data unit.

29. A device according to claim 27, wherein the device
when

acting as a sender marks data units by including a

35 bit string in each sent data unit, said bit string

having at least two different values for

—————
e
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derived fromone or nore of said round trip tine measur enents, and
said first or second node is chosen on the basis of 5 the result of
said conparis 00/41362 16. A nethod according to claim 15, wherein said
val ue der ived fromsaid round trip time measulSHERTEE (he 10
shortest round trip time for the connec®ion, and the second node
is chosen if said tinme between the retransm ssion of said given
data unit and the Rt of the first nt, data uni t
associated with salscfmlg\llléﬁh#aqca unrE i son%gllé’?lt an%\ﬂsgg%@

predeterm ned fr ai:txle(maufsmsasldmsrrahﬁeme rdsyidet when acting astg ne.

17. - A nmethod accordidlGetOm@fies AheChakiByBdgmed 6 ameru%e for 4 he 20
second node conprises adapting the tipe out perjod on the basis of

the tinme that el SfReEIvIse: debh Yé by lnClUdﬂﬁﬁl6?%&P‘t§§ﬁ§ﬂ933|on of said
gi ven data unit afﬁhtalned in ddi@ tee&ﬁ¢ﬂd<ﬂhthhenitrfﬂ taeknow edgnent data

uni t assogl ven. data.ynit 8. A nethod
according to one ocf r’r%m%“ %%lif? % S rkor s81d %cel%%d aacd fl ow control
procedure is mnnduwtbased and a ongestlon w ndow i s used, where

t he val ue of said 30 congestion w ndow at the tine of said triggering
event is stored after said tri ereln event occurred and
subsequent | y38aj d® \PavdEeor<e mg to ad&h&@s?Fo?Pw‘”ﬁ‘&GW‘i‘ssar“@set to a
predet er tonedivat ue, and if said second node i s chosen after having
35 recei ved t e Egréto§§kn%mk§dgpn knowf%&gment data d%i%CIated Wi th
said given data am Sard val ué

assoc1ated with said given data unit that is
received after having retransmitted said given data
unit acknowledges the retransmission of said given

15 data unit, and said second mode is chosen if the
first acknowledgment data unit associated with said
given data unit that is received after having
retransmitted said given data unit acknowledges the
original transmission of said given data unit.

20

31. A device according to claim 26, wherein

the device when acting as a sender measures the
round trip time associated with the connection for

25 sending of said amount of data,

the time between the retransmission of said given
data unit and the receipt of the first
acknowledgment data unit associated with said given
30 data unit is determined and compared tc a value
derived from one or more of said round trip time

measurements, and

said first or second mode is chosen on the basis of

35 the result of said comparison.

—_—
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23 : . said congestion windowis set to the value it would

have assuned, had the response procedure not taken pl ace. 5 19.
A commruni cat I‘fﬁo"gj‘? 65ce for data unit oriented comuni catl on i

accor dance w DT edet er mi ned comuni cati on pr of bEEF*? 'V/\ﬁ%re sai d

conmmuni cati on protocol prescrdsbes that the sender in a
communi cati on di vides an anount of data to be sent 10 into one or nore

data units having ge5ildGdlblaing co c1a0R! 1 MARLAK 5214 kool and the
e

receiver in said cation ac ges t correct receipt of
data units Senigedrni ng acknova edgnment data un| ts to t he sender,

15 wher e £gah s LIMASALG at + G e fBasWH@ILAG! 1BItRS a
sender, is arran ed to send data units in accordance dOwg a fl ow
€or

control procedur EPPREEST FOUBRIEEIRFigF Tor the qqnuefhipy. A nor e
adapti ve spar anet eesomfitha@® is chosai d faskiawt stgmentvedat ehaini ts,

said flow control gtgﬁg%rsﬁogogpr asﬁﬁw%l@egaag,i Qﬁﬁt and t(__j;hcodet ection

mechani sm capabl &% o ectin muni cati on,
said data | oss deeeeiptorpf the flrsmﬁfanwéﬁ@mm dtaltiaggm@d to indicate the

potential 25 assbOSc L withasdia @a%ardapéauprtqut %mr&d tBMANt S,

where in response to the triggerin sai d data 0ss detection
mechani sm a corrés%?fb?még% 1°n of S?Jlr%csé‘li’l}rlésf:sr%‘ﬂ?ﬂjlﬁﬁl@d sai d
responseigpr ocedukéme. conprising at |east two different nodes for
adapting 30 said one or nore adaptive paraneters. 20. A device

according to claim 19, wherein said data
33. A dev1ce according to one of claims 26 to 32,

wherein the
second mode comprises adapting the time out period
15 on the basis of the time that elapsed between the
original transmission of said given data unit and
the receipt of the first acknowledgment data unit

associated with said given data unit.

20 34. A device according to one of claims 26 to 33,
wherein the

flow control procedure is window based and a
congestion window is used, where the value cf said
congestion window at the time of said triggering

25 event is stored after said triggering event occurred
and subsequently said value of the congestion window
is reset to a predetermined value, and if said
second mode is chosen after having received the
first acknowledgment data unit associated with said

30 given data unit, said value of said congestion
window is set to the wvalue it would have assumed,

had the response procedure not taken place.

35
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| oss detection nmechanismis a tinme out nechanism such 35 t hat
after a data unit is sent, said device when acting as a sender
moni tors a tiweomiszperi od and if

24 no acknow edgnent data unit associated with s%cfrc/iEPg911°48°' dat a
unit is received before said tine out period expires, said tinme
out mechanismis triggered. 5 21. A device according to claim 19,
wherein said data | oss detection nechanismis a duplicate
acknow edgnent detection nechdM sm such that said device when
acting as a sender nonitors the received 10 acknow edgnents, and if a
data unit is acknow edged a predeterm ned nunber of tinmes, said
duplicate acknow edgnent detection nechanismis triggered.

22. A device according to one of cIE.‘@ ﬂa to 21, 15 wherein said

response procedure conprises the relransni ssion of a gi ven data
unit. 23. A devi ge according to claim 22, wherein the decision 20 on
whi ch of sai o choose for adapting said
adaptive pafaneters is _nade on th basis of one or nore

acknow edgngnt IT%P@ ceived by said sender after having
R T P
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24. A device according to claim 20, wherein said tine out

period is one of said adaptive paraneters. 30 25. A device according to
one of claingw}au 9,24, wherein said fl ow control procedure is
wi ndow based, and one or more flow control wi ndows*SFE %m%ﬁ& sai d
adaptive 35 par anet ers. 25

26. A device according to claim 23, wherein said at | east two
nodes consist of a first and a second node, said first node being
associated with the j udgment Qh@t the triggering event was caused
by the 5 | oss of said given data unit, and said second node

bei ng associated with the judgnment that said given data unit or

t he acknow edgnment data unit for said given data unit has been
excessi vely del ayed. 10 27. A device according to claim 26, wherein said
devi ce when acting as a sender marks data units being sent
such that an original transm ssion may be distingui shed :
froma retransm ssion, and said device when acting 15 as a receiver
correspondi ngly marks the acknow edgnent data units, such that the
acknow edgnent of an originally sent data unit may be

di stingui shed fromthe acknow edgmenFR‘; rie retransm ssi on of
said data unit. 20 .
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28. A device according to claim 27, wherein the device when

acting as a sender marks data units by including a time stanp in
each sent datwo@iihs: Said tine stanp 25 i ndi cating thpcﬂ'_: - {d data
unit was sent, and the devi ce when acting as a recel ks the
acknow edgnent data unit for a received data unit by i ncl udi ng the
time stanp contained in said received data unit in the
acknow edgnent data unit for said 30 received data unit. 29. A
devi ce according to claim27, wherein3dfe device when acting as
a sender marks data units by including a 35 bit string in each sent
data unit, said bit string having at |least two different val ues for
26 di stingui shing between an original transm ssion and
a retransm ssion, and the device when acting as a recei ver marks
t he acknow edgnent data unit for a recei ved data unit by including
the bit string 5 contained in said received data unit in the -
acknow edgnent data unit for said received data unit. 30. A
device according to claim28 or 29, wherein said 10 figst node is
chosen if the first acknow edgnent data unit agiociated with said
given data unit that is recei ved after having transmtted said
gi ven data A
-
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unit acknow edges the retransm ssion of said given 15 data unit, and
said second node is chosen if the first acknow edgnent data unit
associ at ed wiwdoskase given data unit that is received after having
- retransmitted-said given data unit acknow edges the PCT/EPSS(1P43P nal
transm ssion of said given data unit. 20 31. A device according to
claim 26, wherein the devi ce when acting as a sender neasures

t he round trip tine associated with the connection for 25
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{54) Title: COMMUNICATION DEVICE AND METHOD

(57) Abstract 4
A device and a method are proposed in which the sender
divides an amount of data to be sent into one or more data |~ St
units and the receiver acknowledges the correct receipt of data RESPONSE FROCEDURE
units by retuming acknowledgment data units to said sender. 7
The data units are sent by said sender in accordance with a
flow control procedure that involves one or more adaptive STORE SELECTED .
parameters, After a given data unit is sent, the sender performs ADAPTIVE PARAMETERS
a data loss detection routine, and if a triggering event occurs, AND RESE] SLELTED 52
a comresponding response procedute is conducted, where this TO PREDETERMINEO
response procedure comprises at least two different modes for VALEES
adapting said one or more adaptive parameters. Preferably,
there is a first and a second mode, where the first mede is i

associated with the actval loss of a data unit, so that this first
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mode comprises the conventional data loss procedurcs, and u?ﬁ‘r“ﬁmrw&“znso L~ 83
where the second mode is associated with the recognition that FROCEDURE
an excessive delay has taken place and not a loss of a unit, ¢
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