DYNAM CALLY M GRATI NG COMPUTER NETWORKS BACKGROUND [ 0001] Many
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' Tusion t haftacﬁtl &4 15 ﬁa}dr\}v%rés dwhed by various customers, while other public data
center operators provide “full service” facilities that also include hardware
resources made available for use by their customers. However, as the scale
and scope of typical data centers has increased, the task of provisioning, |
admihistering, and ma'naging the physical'computing resources has become

increasingly complicated.

[0002] The advent of virtualization technologies for commodity
hardware has provided some benefits with respect to managing' large-scale
computing resources for many customers with diverse needs, allowing
various computing resources to be efficiently and securely shared by
multiple customers. For example, virtualization technologies, such as those
provided by VMWare, XEN, Linux's KVM (“Kernel-based Virtual Machine®),
or User-Mode Linux, may allow a single physical computing machine to be
shared among multiple users by providing each user with one or more virtual
machines hosted by the single physical computing machine, with each such
virtual machine being a software simulation acting as a distinct logical
computing system that provides users with the illusion that theymare the sole
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operators and adm ni strators of a given hardware conputing resource,
whi |l e al so providing application isolation and security anong the
various Viyév@hnimeni nes. BRI EF DESCRI PTI ON OF THE DRAVENMER2010/042858

[ 0003] Fi gures 1A and 1B are network diagrans illustrating exanple
enbodi nents of interactions that involve dynamcally mgrating
conput er network conputing nodes. [0004]Figure 2 is a network di agram
illustrating an exanpl e enmbodi ment of interconnected conputing

systenms for [Eét'arspéﬁéf 'aﬁhﬂﬂsﬁéﬂﬁ?bﬁ‘ hidifsh hadwdye @Bhipthihy res&iras, While
conput er net conputi ng nodes.
also providing application isolation and security among the various virtual

machines.
BRIEF DESCRIPTION OF THE DRAWINGS

[0003] Figures 1A and 1B are network diagrams illustrating example
embodiments of interactions that involve dynamically migrating computer

network computing nodes.

[0004] Figure 2 is a network diagram illustrating an example
embodiment of interconnected computing systems for use in providing
capabilities for dynamically migrating computer network computing nodes.

[0005] Figure 3 is a block diagram illustrating example computing
systems suitable for providing capabilities for dynamically migrating

computer network computing nodes.

[OOOGj Figures 4A and 4B illustrate a flow diagram of an exarhple

embodiment of a Configurable Network Service Manager routine.

[0007] Figure 5 illustrates a flow diagram of an example embodiment

of a Network Migration Manager routine.

[0008] Figure 6 illustrates a flow diagram of an example embodiment

of a Gateway Device routine.
Detailed Description

[0009] Techniques are described for providing capabilities to facilitate
dynamic migration of computing nodes between computer networks while
the computer networks are in use, such as on behalf of a user or other entity
associated with the computer networks. In at least some embodiments, the
provided capabilities include facilitating the dynamic migration of an entire
first computer network to a remote location while the first computer network

is in use, such as with each of mﬁ!tiple computing nodes of the first
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[ 0005] Figure 3 is a block diagramillustrati ng exanpl e conputing
systens suitable for providing capabilities for dynamcally mgrating

conput er Red YALLuSATPUt i ng nodes. 10006] Fi gures 4A andpdBykiohdiebiat €
a flow di agram of an exanpl e enbodi nent of a Confi gurabl e Network

Servi ce Manager routine. [0007]Figure 5 illustrates a flow di agram of
an exanpl e enbodi nent of a Network M gration Manager routine.

computer network being incrementally migrated to a distinct computing node
that is part of a destination second computer network at the remote location.
In addition, in at least some such embodiments, the provided capabilities
further include facilitating the ongoing operations of an originating first
computer network while a subset of the first computer network computing
nodes have been migrated to the remote destination second computer
network, such as by forwarding communications between the first and
second computer networks in a manner that is transparent to the various
computer network computing nodes (e.g., such that the migration of a
particular computing node of the first computer network is transparent to the
other computing nodes of the first computér network, such that the other
computing nodes may continue to send communications between
themselves, and in some cases may also continue to send communications
fo the computing node being migrated). Furthermore, in at least some
embodiments, one of the first and second computer networks may be a
physically connected computer network (e.g., a LAN, or local area network)
in a first geographical location, while the other of the first and second
computer networks may be a virtual computer network provided at a remote
second geographical location (e.g., under the control of a network-
accessible service available to remote users), such-as if the originating first
computer network is a physically connected cdmputer network under control
of a first entity, and the destination second computer network is a remote
virtual computer network provided to the first entity by a fee-based network-
accessible service of which the first entity is a customer. Additional details
related to the various provided capabilities for dynamically migrating
computer network computihg nodes are discussed below. In addition, in at
least some embodiments, some or all of the described techniques are
automatically performed by an embodiment of a Network Migration Manager

(“NMM”) module, as described in greater detail below.

[0010] As noted above, in at least some embodiments, an
embodiment of an NMM module automatically facilitates the dynamic



[0008] Figure 6 illustrates a fl ow diagram of an exanpl e enbodi nent of
a Gateway Device routine. Detailed Description [0009] Techni ques are

descri bed w@591pHA%Hdi Ng capabilities to facilitate dyngpygssthéhBsdson
of conputing nodes between conputer networks while the conputer

networks are in use, such as on behalf of a user or other entity
associ ated with the conputer networks. In at |east sone enbodinents,
the provided capabilities include facilitating the dynam c mgration

firer comput dFSFIIOPKEPES A BLEDSRoRasdi AT anch bt Ties eghisuter

conputing nodﬁ&v@& id@ Histigét destination second computer network, such as fo a
destination virtual computer network that is remote from the originating
computer network. In some such embodiments, the NMM module may be
integrated with or otherwise associated with the destination second
computer network, such as if the NMM module is part of a network-
accessible service that also provides virtual computer networks for use by
clients, with the destination second computer network being one of the
provided virtual computer networks. In other embodiments, the NMM
module may instead be integrated with or otherwise associated with the
originating first computer network {e.g., if the first computer network is a
virtual computer network provided by such a network-accessible service), or
may not be -associated with either of the originating and destination
computer networks (e.g., if the NMM module is part of a distinct service that
provides capabilities to facilitate dynamic computer network migrations).

[0011] In addition, in at least some embodiments, the facilitating of
the dynamic migration of some or all computing nodes of an originating first
computer network to a distinct destination second computer network while
the first computer network is in use includes managing interactions between
the first and second computer networks during the dynamic migration. In
particular, gateway devices on one or both of the first and second computer
networks may be configured to maintain a connection between the first and
second computer networks (e.g., a private and/or secure connection, such
as a VPN connection), and to manage interactions between the first and
second computer networks. For example, if a sending computing node on a
first computer network initiates a network communication to an intended
destination computing node that was previously part of the first computer
network but that has been migrated to a distinct replacement computing
node on a second computer network, gateway devices on the first and
second computer networks may interact to forward the communication to the

replacement computing node on the second computer network in a manner
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network is migrated to a remote destination second computer network that is

configured to operate as an extension to the first computer network, with the
migration such that a distinct second computing node of the second

computer network replaces the first computing node as part of the first local
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computer network using spoofed information for the sender network address
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node and the first computer network, etc. In this manner, the forwarded
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software programs to a new physical computing system in a different
geographical location (e.vg., by executing distinct copies of those software
programs on the new computing system, by copying data to the new
computing system, etc.), such that the new physical computing system acts -
as the same logical computing node after the migration is completed, while
in other embodiments the computing node to be migrated may be physically
moved to the different geographical location and attached to the new
computer network. In addition, when a computing node migration involves
use of a new computing system at a different location, the new computing
system may in some embodiments be configured to operate as the

replacement computing node for the computing node being migrated before



originating first conputer network to a renote destination second
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| earned thresholds or other types of constraints (e.g., to identify
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nore areas). In addition, such criteria my be related to one or nore
of a variety of factors, including operational netrics of the current
conputing nodes and/or other factors. For exanple, a non-exclusive
list of factors that .an NMM nodule may use in its defined criteria
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time; a non-financial cost associated with using one or more computing
| nodes for one or more activities at a current time and/or future time (e.g., an
environmental cost, which may be represented in financial terms); a user-
specified predicted degree of current and/or future demand for one or more
other of the factors for each computing node; an automatically learned or
otherwise predicted degree of current and/or future demand for one or more
other of the factors for each computing node; etc. In addition, an NMM
module may gather or otherwise obtain current values for and other
information about such metrics and other factors in various manners in
various embodiments, such as by monitoring various computing node and

network operation characteristics.

{0015] Determinations may be made to migrate particular computing
nodes for various reasons and in various manners in various embodiments.

For example, in some embodiments, a migration of a computing node may
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[00171The use of the described techniques for inplenenting the

vari ous provided capabilities produces a variety of benefits in a
vari ety ofwerpdiwatiswns. For exanple, in sone situati ONSpCHUSREE040Q858
other entity may maintain one or nore physical networks with multiple
conputing nodes in one or nore geographical |ocations, but need to
tenporarily mgrate sone or all of those conputing nodes to a renote
| ocation (e.g., in order to perform nai ntenance or upgrades), and

Lo the one. ol R e pRRrRELEl e bl Hrille RARTEIrTEAA iR
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| ocation (e. gyhoskéHiifing FevrIRHagRApltBr fBRYorRNE /cRsatea Rl torfigefad (or
Furthernore, the tenporary or permanent mgration of sone or all

conput i ng nodysothersfer avharpr acqssgsisc axplisiiveerEgyradbneF o exgmple, the
geogr aphi cal | i . ' g i raff‘éﬁ | .

vari ous rranngreggalis(uc %g%:ﬁlqeﬁis%mé ?’ng%g@gr g?ﬁggﬁour séé)o m'ehﬂtoésthgr
hours) or nometwokcacmbbsiblee sgrvicowsitl? pavaite daariesdales aorcomier metwork

ths) - h migrati i ncl.ud t.ed| | ectibng « g
CompUt 1 ng noBEREE el BNb-F LR M ora B8 Hisrutoy e Rer n R
conmuni cat i opgtbdrRt) werhsttiRhher Wikér bavatebesmmetioh betwders ensebechere

conputing nodes to instead be sent to correspondi ng repl acenent
conput i ng nod@oks computingsysems af fas CH%‘EW‘ﬁ&‘%W@"@BSiW‘H% network,
st oppi ng use ,pf mgpé&; AHERgick hHrfiduesOfo @hbBle th
t hey have fi r??s'ﬂéé%%ﬁgﬁéitﬁg%g’ggge ifide/ggfagnc_tilgﬁﬂém‘(?%g., ong(g)i_ng . ©
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be used in asgad et theoforopiter networks proyi@ed 8) Fhg uetvdik-acceasibbet sevice
diagram il uZ’ltrer %gél'?gre%ctleg )éﬁg%lo%figtﬁred by a client to be an extension to an existing
computer network of the client, such as a private computer network
extension to an existing remote private computer network of the client (e.g.,
a remote corporate network of a client that is a corporate entity).
Furthermore, in at least some embodiments and situations, the computer
networks provided by the network-accessible service may be virtual
computer networks, while in other embodimenis the provided computer
networks may be physically connected computer networks. Additional
details related to establishing and using a remote computer network

prbvided by a network-accessible service are included below.

[0017] The use of the described techniques for implementing the
various provided capabilities produces a variety of benefits in a variety of
situations. For example, in some situations, a user or other entity may
maintain one or more physical networks with multiple computing nodes in
one or more geographical locations, but need to temporarily migrate some
or ali of those computing nodes to a remote location (e.g., in order to

perform maintenance or upgrades), and then to reverse the migration back
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situations in which the described techni ques may be used to provide
capabilities for facilitating the dynam c mgration of conputer

net wor k' camprdtiiogsmodes bet ween conputer networks. | n phrassieoRks,
the dynamic mgration uses destination conputer networks that are
remote virtual conputer networks from an exanpl e network-accessible
service that provides client-configurable netwrks, such as renote
virtual conputer networks that are created and configured as network

ext ensions t istin riLyv . i . t h
T other " enbafl HERTe ol Rhfea T alksTHtet 10 teBbofiry BRlid st
manners (e. g.In dtfieusitualiontharusay ar bitiErentibymayi ingtead dissiref togparsangntly
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t t t K). .- . .
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for exanple, ¢t |1 I ded t t

dynam cal |y r’%’gﬁ ?Hﬂg@ (l'%e)OSdgeg t? \(I)V?%Sg%gor ggeﬁ%@gp%oﬁéﬁ)ﬁ%%h}gﬂﬁ#égeggﬂagﬁqmem
provi ded conmdneputingt neddesdf thief repeote ivirtla mepworki dad apdiopatie stoppingonses

al ready include, conputing nodes that, are avail able to t rar.l

or pernanent | %‘&tg&ﬁ?f&gu%%“agt"?%5‘988%&%‘?“@%@&( eﬁgﬁgg%%a mﬂﬁ@
Load Bal ancerndriiigespedifies fineiats @©ld; dridoR Isespmnti ovl ather i metwork
Figure 1A1 a nunber of clients interact over

t he
interactions that they were involved with before they were selected to be
migrated). It will be appreciated that the described techniques and provided

capabilities may further be used in a variety of other manners.

[0018] Figure 1A is a network diagram illustrating an example of
situations in which the described techniques may be used to provide
capabilities for facilitating the dynamic migration of computer network
computing nodes between computer networks. In this example, the
dynamic migration uses destination computer networks that are remote
virtual computer networks from an example network-accessible service that
provides client-configurable networks, such as remote virtual computer
networks that are created and configured as network extensions to existing
private computer networks of clients, although in other embodiments the
dynamic migrations may be performed in other manners (e.g., by using
other available computing nodes of a user, such as that are part of a distinct

computer network). -~
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public network 100 with a manager nodule 110 of the CNS 105 to create
and configure various private conputer network extensions 120 to

renot e exiwdbn@opkrent private networks 130, with at | eastussaoei2eds

t he conputer network extensions 120 being configured to enable
private access fromone or nore corresponding client private networks
130 over the public network 100 (e.g., via VPN connections

est abl i shed over interconnections 100a and 100b, or via other types

of private i onnec n..thi.s e f e
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nore APls ("appl |cat|on progranm ng interfaces") that enabl e renmpte
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100 (e.g., via VPN connections established over interconnections 100a and
100b, or via other types of private interconnections). In this example, each
of the provided computer networks 120 include one or more computing
nodes 124 (e.g., from a number of computing nodes provided by the CNS
105), and at least one computing device configured to act as a gateway

device 122 to facilitate interactions with a corresponding remote client
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client private networks 130 is to be mgrated to a repl acenent
conputing node on an associ ated provided conputer network 120, the
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of the mgrated conputing node, such that the configured gateway

device 132 will forward,. Lcathon fr 0 . t]
hodes 134 t o rriale Rt 0 gk G hBra i T At RATRELadtorks
122 for furtheo diwilaay Hogidsantifiple ephpotinenddao tPditasgelh ad@nb2st, more
whi |l e a comuni cation from anot uting nﬂges 124 to th

f the | t
networ k addr &3EWRY | d¢ydcasor g dgg{ cng‘@@Fq’ey'?‘?%ngsr Rls) C%ngq{{espondm%

conputing nodesdiddy drhigiter HBtwB 11205 Budm @atsidy @eREsIaB2Way, for
devices 122 and 132. [0022] Furthernore, in sonme enbodi nents, the NV
modul e 125 meyxamplenmbel eddeg ferther sliertdprivataaneiverks 1 3@satyia Hime of
respect to sel | t he ' n . ' /

per form ng t%g?aﬁhéﬁ%gi g"n (tcbg{%gwe)hgglpr g)gg\gé%négmggﬁgcg%@%@qnggg 1 4?39]
such as by i eixtsaidn tigthe thergrivate natworkf13thés.gompder egntoldeisthe3GNEo

obtain curre status informtion out their. operations.for,. J

sel ecti ng thgtoé(ﬂﬂﬁﬁ?riﬂ O_digl% 1%’%b8r maéfr'af’tga,g%mrgp?mﬁ ieht private
i nteracting WetokhB3PpRVIGIRH @GP AanagkVsthér ihkstaviichs dlthetstimsutih0
to add, provision and/or initiate operation of the rep acer‘r‘reF

. nt
conput i ng nodedesl34with thertlic Retwatk 480} apd qogfiguiachiq Rgieme further
dynam ¢ m gr gty : i visle ke
private net V\gﬁté%&[gﬁ% éﬂﬂ?ctg‘%r%srteo ?‘ﬁg‘tgp?g)v iI ded%gér%aﬂpétr\@r\ﬁoﬁo_lﬁg,
t he NVM noduladdit®b, imihis embmstimpoet, fibe rmanagaraoeddrs! 10 assistsdnanevidom,

such as one g@r re.of | - NQ: L L Cr, I.Qn: of .t ;
provi ded congm(gﬁ?ﬁgyv\?)ﬁ@%léglét g&%g@l}géﬁeg@ t% ﬁgéﬁtg%ts ?%ta%olr? é%ﬁr%gﬁ?_t‘é’r"
network for it wagoad i stheofmodutpsit (noy shasay @B4hé rONSt H85cBndnvarious
private network 130; to initjate the addition of K one

ng Vigslics

conmput i ng no&8 Mades AN geprssing Fhﬂ‘gf'?/\ﬂhlgfégjsﬁgrbytwg

client privaicangefosid ptifide IHE privatd oRputiresbtddrk eRteeRIRN120. In at
conputing nodes; to initiate the use of one or nore exjistin

computing WSas) EDME estERane s Ao /NS gsanager module 110 may execute on
one or more computing systems (not shown) of the CNS 105, and may

provide one or more APIs (“application programming interfaces”) that enable
remote computing systems to programmatically interact with the module 110
to access some or all functionality of the CNS 105 on behalf of clients (e.g.,
to create, configure, and/or initiate use of private network extensions 120).
In addition, in at least some embodiments, clients may instead manually
interact with the module 110 (e.g., via a graphical user interface provided by

the module 110) to perform some or all such actions.

[0021] Each of the NMM modules 125 may be associated with one or
more of the client private networks 130, such as to facilitate dynamic and
incremental migrations of one or more computing nodes 134 of those
associated client private networks to one or more corresponding
replacement computing nodes 124 of an associated provided computer

network 120. As previously noted, when a computing node of one of the

14



nodes of the existing provided conputer network 120 as repl acenent
conputing nodes for the client private network 130; etc. In sone
enbodi mentweo 2@@0h 576 grated conputing node 134 will be pepiugfaslfyssa
di stinct computing node 124, while in other enbodinments a single
conputing node 124 may act as a repl acenent conputing node for

mul tiple mgrated conputing nodes 134 and/or a single mgrated
conputing node 134 may have multiple corresponding replacenent

conputing. noqfﬁéntlaﬁvat@,@@%n& aéélglterbe ngr%@é@t@@%ﬁlé@?ﬁént &&ﬁ?l e

nodul e('s) urther facilitate dyna rations

nodes 124 of rmqer oni deassosiated ravded réompater mertwpﬂ@daﬂeme cﬁmpgtateﬂb
nodes 134 o L 3
s, 154,91yl ERE X8 0 Bk B RS LT By, For

t1 28 provi ded exampk eheritivbmoduiR0125 maytch?flglj'reaﬂrte gnteway«dememm and
, Or as a r nent one- ro vi rtual
otuork 130" (B2 SIS cAMAYS pahHuRe iy At feshaeveRl ol hanace

in some e”bo%ﬁﬁﬂﬁﬁlcaﬁ&% i W@QHéeﬁéﬁvoﬂE?%dﬂ?é&sf df tihe migted | ddthButing
dynami c mgrations of conputing nodes 124 of a provided conputer

network 120 thedeepserienia ﬂf@m@mﬁagredocaaéewm 6¢v1'afhoﬂ%%r dorvrd a
computer Nt Wmdddaial drdth BYOR hd"l B RliABS nBliel ORI nmapqsmork
134 of a clien prlva e conmputer net 3 o replacenent conputing
nodes 134 of agdegdseto te eonfiqured gateveayngeviee 122t fnofrthegtlory@aiid] ththee

bel ng accessIERECORETE fAamRdiie R, Fel vl AV R RidReB R Phesher of
sone or all afhe hbmmm&eﬂﬂﬁth@wwehmkwﬂrmmlh@e feroairdsd diectly

part of a particular associated cljent pr| te twork 130 and/ or as
part of the tstheogepiesemMephngATBPUENg NddeD t%?ﬁ' t#A qiops, Byoﬁ’

particul ar clcbﬁﬁéurgal%ﬂéﬁapggv@ég1Q§%nq&bggbe obt ai ned and installed
by an entity t provi des” that client -private network, while an NV
Load Bal ancer _nodul e 125 that is provided by the CNS 105 may be

confi gured t §0@R&port &HENSIMAEs é”o‘Fomﬁee"}ﬁ‘PS@W%HS:cmﬁ)tN'\éM Aadide Kls
120 that arepigp ng&ﬁat%n Beffoth Ui achitfles WitOBRpaL ©6ddIa8Md M

be configured to art ose one or nore provid
conput er net \mom{mt:mgmode 134 to be migrated and/or to performing the mlgration to

the corresponding replacement node 124, such as by interacting with some
or all of the computing nodes 134 to obtain current status information about
their operations for use in selecting the computing node 134 to be migrated,
and/or by interacting with the provided computer network 120 via the module
110 to add, provision and/or initiate operation of the replacement computing
node 124. More generally, as part of facilitating the dynamic migration of
some or all computing nodes 134 of a client private network 130 to a
corresponding provided computer network 120, the NMM module 125 may
further perform interactions with the CNS 105, such as one or more of the
following: to initiate creation of the provided computer network 120 to be
used as the destination computer network for the migration of computing
nodes 134 from the client private network 130; to initiate the addition of one
or more computing nodes to an existing provided computer network 120 for
the client private network 130, such as fo be used as replacement
computing nodes; to initiate the use of one or more existing computing
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WO 2011/ 011576PCT/ U52010/ 042858 [ 0025] I n the exanpl e of Figure 1A,
the public network 100 may be, for exanple, a publicly accessible

net wor k ofwd toikedsrwet wor ks, possi bly operated by disti pet/umnboLsss
such as the Internet. The renote client private networks 130 may each
i nclude one or nore existing private networks, such as a corporate or
other private network (e.g., home, university, etc.) that is
partially or wholly inaccessible to non-privileged users, and that.

i ncl udes CO”%HEF%PX%e@%sl@@%{:vi@é@e&onﬂﬁhwrK&Woﬂ@viztﬁsasofre;ﬂacement
client. In the illustrated exanple, the provided network extensions
120 each i ncleotputingt inodes ctarpthe nejienddervaie4netorkedd®; siee dn wRMEN
are provi ded by, or. erw se r 4 atsneCON n
each of the ﬁl’%?ﬁ‘%@%k et?/vg\oc?’k tgéndsitcgﬁqsﬁ%% ﬁ%%&gghc‘gglﬁgurg%cﬁﬁ Sﬂ/ a
vari ous ways ditincheombuting aoflern 24hwhilé regther enroalimeets.a &agle aimplting

network extensions 120 in the illyustrated enbodi nen y. b Livat

conmput er net WGAR 1%{71613/33%!&%@5'?8%&681’?1 Wﬁ“ﬁ'@gcﬁqéﬁng’?trﬂﬂlﬁp%&'ﬁ@%&
it, al though domhfkiRG nEHEROdBNRIHGForah diRgIBt mRPERICESMPLRTg RBHVOTIS may
provi ded by the CNST105 for clients may be publicly accessible and/or

may be st andieyaendbplenosiespendipgspierament somputing pedes 344 to ot her
exi sting conputer networks. Simlarly, while the provided conputer

networ ks 120 habdihe exRIRitRIne i$ ddpis iiSoditeh®he Nmmwomﬁ@yt%

networks 130°that are private networks, in other enbodinents t
provi ded conmmua furtkemdadiiate? dynamih enigrationsi oh sompuging erdasofgdt ef a

t ks 130 t | t '
et veen ar ombtied oBrEls LYRHE 128 iebhcanittt MRl desee54 of 2
cor r espondi ngligmt pevatec netdrier 136t whethee xas neverne 1d@ratiand o ccdnoputing
i ent b bl ' | . b | i shi V|
connect | on onogERaRadnRbAEE leHRrET B ER I RER AL POR P Bl rioN
i nt er communi qabi ABNPMRE &Mt Pprdts mstinemk k13000oi isa appenadseitaoneway

For exanple, the CNS 105 may automatically perform appraopriate \
confi gur at i omigrationdTeyaayalrampesr netweikdli2dtos HBYJ?E%E‘WJPY‘%C’ client

t t t ' ; |
systens to e g#’&é‘\@# a§i?rﬁl%1ﬂ¥,c @ %g?%EHHBdllrﬁénth iRARIRIM RioMRAd(s) 125 may

extension 12 ent, s y autonmatically confiagurl ng one

or nore VPN reternfasiitate stynathid ynigrasioosi®f 1@sngusing. nodast 1 308 aapgvisied

har dvar e VPNchnCprtlj enri %gR:ZomaPé’d % replacement computing nodes 124 of another
provided computer network 120, and/or dynamic migrations of computing
nodes 134 of a client private computer network 130 fo replacement
computing nodes 134 of another client private computer network 130.

[0024] While the NMM modules 125 are illustrated in this example as
optionally being accessible via the public network 100 via a connection 145,
some or all of the NMM modules 125 may instead each be located as part of
a particular associated client private network 130 and/or as part of the CNS
105. For example, an NMM module 125 that is part of a particular client
private network 130 may be obtained and installed by an entity that provides
that client private network, while an NMM Load Balancer module 125 that is
provided by the CNS 105 may be configured to support one or more of the
provided computer networks 120 that are used for dynamic migrations, and
in some situations may be configured to be part of each of those one or

more provided computer networks 120.
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WO 2011/ 011576PCT/ US2010/ 042858 nmy automatically provi de appropriate
configuration information to the client (e.g., credentials, access
poi nts, sefdyare¥BN prograns via el ectronic delivery, poandywases2sssN
devi ces via physical delivery, and/or other paraneters) to allow a
VPN nechani sm hosted on the renote client private network 130 to
establish the VPN access. Such VPN connections nmay be established
directly between correspondi ng gateway devices 122 and 132, or such

gat eway devi y in

gat ovey dovi S5AY | NSASRE YR DRSS YA SRR AR e
enabl ed and/ gér exafriplelr adpuldliciPccessiblet netwarkyofbéinkext ateitwetked possibly
between the renote client é)trlvate ne V\orﬁealag%the | vat e, ne e\r/‘\,grk. t
ext ensi on, s fPEraediby distipePayes RUCR 3% rAgt: %Ee'(‘PT'ﬁg private
Prot ocol  Seciydnldris 190 Rial)YachNREINAE ok orTRBTRENISI] Pivate Hefobikg] Sisch
For exanple, in some enbodi ments, a VPN connection or other private

connection nm@p HEOEXNELS PEREErBIVEte b@mlér(eﬁetWﬂﬁsuﬂlﬁﬁfs't&isétol\)lﬁbét is
Mul ti Prot

nstead of  ag Rz OE Rl EdpAEsibic 1o - FriboRR TheRTeP Ba el iydes

il lustrated eshqiitimgnsystemsi and/onetther ketwerked sidliees ofrta elieat ouncthe

services 140 I 1 abl t t t

public net vvor"ﬁ'I i@% 2 dﬁ‘?ng"‘% goqggﬁls tﬁgév gd%)éér%ﬁn%n?%’f;earcgﬁor{ciude

client pri Vatrﬁulﬂﬁlb\/\&ﬁdﬁﬁuﬂ@ nodiBe 12815 GH NeAst SEvve of wHid anayprovided dhay or
various functionality to the renote c&gpg&}l%q nodes, %glgh §1for a

| east some ofOﬂﬁW'?rQaéMP&éhge‘FQﬂhiS’éSOf 09 @ad: g Fp Y
nodes with a%ﬁﬁ?rkté3d¥ﬁ§|b9é‘3gb¥ﬁ§‘3$b8fcoﬁﬁém%'uﬁ'gaﬁ«@ué‘%?s 'b?&ﬁé”bﬁ@ﬁts for

Furt hernore east sone o E@gvate net wor k ext ensi ons 120 t hat
are provi ded whona hibegNsrel @Bovidgd.be Eachf ofythe detworl griansionscd48 inothe

| east sone of,th

hocess opti olstEEE ERBAIERINGD B H KRS bl ietwbfidhaPlsdddiedible
networ k ext ermiyoby thOclEmt hhahgréammhtl wlthoogf died:tiveraemhoduaents at least
connections 115 that are pa f the, pr,ivat e

al t hough t he SRB1&, SOMYBHRL Pg’&?'%ﬁngr%c{éﬁ tﬁ?eﬁh&@ 1:b<§s Ur éeng%%'o%)igj
140 may occur, u%H&Y ddeassivid hﬁdi@ﬁtnﬂﬂy o2 ét@ﬁdé!@ng corlvputer networks that are
i nterconnections 100b and 100c). In addition, in at

I eg P WO
2011/ 011576 POPt (tensivny g 5gher existing computer networks. Similarly, while the
provided computer networks 120 in the example are extensions to remote

client computer networks 130 that are private networks, in other
embodiments the provided computer networks 120 may be extensions to

client computer networks 130 that are not private networks.

[00286] Private access between a remote client private computer
network 130 and corresponding private computer network extension 120
provided for a client may be enabled in various ways, such as by
establishing a VPN connection or other private connection between them
that allows intercommunication over the public network 100 in a private
manner. For example, the CNS 105 may automatically perform appropriate
configuration on its gateway devices 122 and/or other computing systems to
enable VPN access to a particular private network extension 120 of a client,
such as by automatically configuring one or more VPN mechanisms hosted
by the CNS 105 (e.g., software and/or hardware VPN mechanisms), and/or
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enbodi nents, an NVWM nodul e 125 nmay be configured to use one or nore
of the resource services 140 as part of a dynamc mgration of a
conmput i ngwmegro8Ewh as to tenporarily store software peogsni®gossd/ or
ot her data as part of the dynam c migration. [0028] The provided

net work extensions 120 may each be configured by clients in various
manners. For exanple, in at |east sonme enbodi nents, the CNS 105
provides nultiple conputing nodes that are available for use wth

net wor k ext en [

et vor k ot enarpAENRcel Brofid abGieTield i piorf RciRih B clont
mul tiple Sucf(e@O,rfmédel@alonmeshapmatse sidivarat EENf prog:amsayiap@ietc’cr@hic

t he provided twor k _ext ensi particul a nt _nma nter

W th the moddiivae bardee: S eliiin: Vi HitsBal e el ther
initially be Japghatas) tcnamw@ ANk Ghe ST hata bl @lle remotdielient upemate
(e.g., via one or nore progranmatic interactigns with an AP| provi cg)ed

by the CNS 108jwoikn13Rid&p establish theVAN: aseesso reush MPN 58608 smay
conput i ng no%%%amgxe{iaa.fé{gﬂg% fled Iesa&%yorﬂﬂﬁg%@aféw d&AEBY 992 4rRim 82,

provi ded conputer ne la o or nore
programat i c orn*smlracgateway wievicesn @y ipsteat! duse b\ﬁPNheomtms) that yare

as after the ut er net n S e
client (e.g. ,"9@9}/%"?: (p.%lnﬂbe tﬁomﬁf’ﬁl\ﬁ)é\l%é(ggeﬁn?a %ﬁgét\ﬁxae%%s?oﬁapybé&
particul ar prpgrcesrately RaBbledUlzmd/aromenfigvgdnode¥YPN Feortrizetiomr mayt tb@
CNS 105 may prowde rrult I i fferent tly fs of co utln%aﬂ,'es i.n

| east sone erdsiRklighad sbe regot %)@ﬁg é’”"@fﬁrﬁgg\f’ﬂrﬁ 8 %W'Ha

various perf‘?fe%ﬁﬁ(ee%‘s%t esrdcﬁt h& Snitigted by pﬂhécél%ﬁﬂrué dPsedHqBiamet
avai |l abl e, storage avail able, etc.) and/or ot her fy@gpﬂﬁel ties. If so,

in at |east $ynatwoolSecuryddphether aRprepiiagt Coragus ehrolegiges ke
conmput i ng no%%ﬁrrf b?n Q&i\@dgmﬂoﬁlrﬁeﬁl@o ggﬁNC%HE&rorreér"‘%ﬂferf Privhfee

client. In a | €ast sone é I ments i ent
interact wit tcohhecmrdmha/ bkOestmbished dorar betvweenk netiehrks $hat uee MPLS

or ogr ammat i c (WSt 2hB RwiReD T sbfalanayi il g Asiiiead of

net wor k addr ggsiPgeBmbaskatva?N eenaydtivn. cal | y added, renoved or nodified
for a provided conputer network of a client in at |east some such

nmbodi t 20111 115 6PCT/ USz01 4285 ch,. ft
ot ovi ded comOVR net wdh KRS ol Thsuac, stseenfoiaiounfematc

addi tion, in a%%eéaa@treﬁm réstfee BBRliGes P40 br@ava.m}e td’ltéi‘ﬁ@t@tcom;ﬁditlng
t he rmdul e 110 to conflgére net wor k to&ol ogy information for

conput er net WYBIEN§ eveld Wilictnatwerk 46 'O@P{'S'“g t9 corBRting n%$%134 on
programmat i c hé‘trgfrﬂ:ge%/ 'c%?il%ﬁ }’%&ﬁteaﬁeiﬁ%lrk r1%' d?ﬂeﬁys&&%e%végg)mm%y

such network topolo tion may a er nam cal |y nodi f
for a provi depllomdemrleus fenctionklityrtodhel reanste somuﬁugmo@@soau%aséor at.

such as after t ed felgn) uter .n

by the cli ent tr&\ﬁ I‘eSPH cgtsqr\gg% Vlvgglri%g od| megtié H?(?es

may interact v¥i/tH Bcéés% m!hlf lotis k}Ped of compuﬂug-eelawd mmurt;ﬂsmﬁﬁ'ﬂmrme

constraint in orrratlon r a conput er net or t

(e.g., via ot eastseme ptiog P%W%E@?‘{f\gﬁ%ﬁs&g &W?QFP RVt Yﬁ'@d

by the CNS 1%51%?3 gy bR l:bﬁ'ﬁgfuraa 1BNBINRIABESSE 1 0lIBASt SOmBUS T
and/ or conpu

systens 135 ting-related resource services 140), and such
net wor k accegemotastasaurge i servicaat i14A, nwigh | thadr Pﬂé"@ﬁﬂwaﬂ?f@éﬁl ptionally

nodi fied for r
embodi ment s, ARiSANHa G FpEPURH Fon8s; 1488 b pivaleSRoRE PRELEHp 120 2o
been in use memdlboeltyprﬁvudédw.atvmtmlsaomenmmwjthmrare,paameNMprivate

nodul e 125 na | ar | canfi e intergct wt no

110 to perfo t‘é’e exte lanSJgﬁ c%ﬁ’ﬂ gnrﬁi ”%f C%‘F‘W\H"d‘éag%%ng’m‘ fhe

net wor ks 120 rgphdeRedduréd semidesCladtamay!dcent Sver‘Sthéf'meﬁctr@t\h@(ksl'llOOa(ia@.,
via interconnections 100b and 100c). In addition, in at least some
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[ 0029] Net wor k addresses nmay be configured for a provided conputer
‘network 120 in various manners in various enbodi nents. For exanple,

i f a partivwobaliopsmvi ded conputer network that is bei ngceRbdigou2858 | S
an extension to an existing renote client conmputer network, the
client may specify one or nore address ranges (e.g., a C assless

I nter-Domain Routing ("CIDR') address bl ock) or other groups of
network addresses that are a subset of the network addresses used by

th i sti t k,
hotwor k- adds Srdasigents, ayNFATRiGEe d75 Rk pediitioUbR 1d, 0S5 BB b5
conmput er net Witke rédtilics RBRIERY €40 a¥PatOdfla @yﬁémﬁPﬁﬁngrﬁﬁaﬁkﬁlaOéﬂﬁﬁl&mg
net wor k addr esses in sone situations be virtual or

sﬂﬁ% &%‘?ﬁ‘f’ﬂa as

net wor k addr é¥sles @sdecemporafily ateneysefivare LY agEes ?6
systens on t %hé%}t@ﬁw\?ﬁﬁg{%ﬁe h(e.g., if the existing rendbte
e

client computer netwo and correspondi ng provi ded network
ext ensi on use network address transl ation techni gues and/ or vi rtual

net wor ki ng t ¢eBeBlques flde nmid@ﬂi'@iwodb@ﬁﬁﬂﬁﬂnﬁé Qenay gagh besconfigured
e . PITEH
provi ded net %é@&ﬂfg %Wrﬁ)@s Wide 'I'-’Brch%ﬁ{pl ‘é‘i‘tlénéegti\%@ ?rL éﬁgﬁem?@rﬁg

of the confi net doFeseas nay iC sses
that are dir é¢os¢ IGNAdDSepxvities rmudirple:onmputmg r@yiesethat are availapliebfircuse

k b, d h i i
"ot o net - T o et ftendions orayied U6 6 i atin b Sed e VEied netwpr
I'n ot her enbegtdridgs 120N madyNinchite BRYiGHIMbURA uasttyeot nmﬂtherskuch
addresses to be used for at | east sone co uting nodg of at e%i_erk

sone provi de@oEHMbingrodest that Rreeﬁ?@ﬁ%‘iegrfgr ey %‘t ? cPrBH’dﬁgt
addr esses t h%d@éf{(s?ol?val‘ﬂ ?Qhﬁ:uié}r AHehy n&eﬂﬁ‘ |@§&Q§lth Qﬁéeﬁho@[}le 110 to

sel ecting ne addresses that are rel ated network dresses used
by renpte exiconfiggrecoapanidy ofeompukisg @@de@@mﬁmﬂu@q Iacluﬁed i 8\EogHiter

conput er net e f e

net wor ks prov h&%kb?}%dg%\@blggoéﬁgn{céﬁfq ‘gur e e%rﬁab<}»rjé p?@éFHHﬁﬁétlc
i nt er - comuniigtatactioas lmtm/asmmmropmdl bLEtha:GMSJﬂﬁﬁ) nét additien( . gt least
for two or nore co ter rks rovided . to a ngl e custa C

as for diffeSOe HiLETbe rﬁ%@"%?%’%"@y *ﬁSP& W&ﬁy?@%dq
for two or magser G%B%@Eroﬁ@bﬁﬁb%&e@rc@mpﬁﬁ& htwioniooPa oliente(eck. §Viartme or
custoners; etc.), the CNS

in sonme enbodi pents aut t
sel ect net woMROTgdUPasRRatie Inieragians with an AP baravideghky %éng@
of those proyg rciﬁérB!;l% d‘@érﬁ@ﬁé’? n%ﬂm ds‘él%a% aen i in use by the client

i nter-conmnuni cati ons usi I’lg er ent net WOr addresses
for the vari deg. ppywidieatingotepiritate rmzttamﬂngte execidiont popartichlas torogragis

o ents. suchnsgaifulil ahedbe hoodd EIRIL e Mg SNs B BiiS plgtice
each client nmaltipe differanedyias sheompytignyodes woak lezid seasesembodiments,
used for their I‘OVId d conputer networks é? fo arti.cul ar

conputi ng no&é@ 188, ofort 158 %%’I MBSt kYakiogs ~bgHRMance
for a repl aC%ﬁEmctémegt(le@ ﬁ%@sé& dpld %zﬁoﬁy%aﬂabwrsbragdrmaable

previously used by a m grated conputing
etc.) and/or other capab:htles If so, in at least some such embodiments, a
client may specify the types of computing nodes to be included in a provided
computer network for the client. In addition, in at least some embodiments,
a client may interact with the module 110 to configure network addresses for
a computer network provided for the client (e.g., via one or more
programmatic interactions with an API provided by the CNS 105), and
network addresses may later be dynamically added, removed or modified for

a provided computer network of a client in at least some such embodiments,

19



WO 2011/ 011576PCT/ US2010/ 042858 node 134), even if nultiple clients
specify the sane or overl appi ng network addresses for their

respecti vevepsayodss conputer networks - in such enbodi penisio1dduesseNS
105 nmanages the network addresses distinctly for each client, such
that a first client may have a first conputing node associated with a
particul ar specifi-ed network address for the first client's provided
conputer network, while a distinct second client nay have a distinct
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net wor ki ng dewhs&&. inOht !é"éa%i %%@hé)!éuh‘h rdriBddibheits) vé i s afidt the provided
functionality w thout physically providing such networking devi ces,

as di scussed compgiteraneiwode has |alisadykeenninsiken by thashient. |hahlezst sepe
2011/ 011576P%%§%ﬂé9&9%ﬁ%§m module 125 may similarly be configured to interact

with the module 110 to perform some or all such configurations of provided

computer networks 120 on behalf of particular clients, such as to facilitate
the dynamic migration of some or all computing nedes of client private

networks 130 of those clients.

[0029] Network addresses may be configured for a provided computer
network 120 in various manners in various embodiments. For example, if a
particular provided computer network that is being configured is an
extension to an existing remote client computer network, the client may
specify one or more address ranges (e.g., a Classless inter-Domain Routing
(“CIDR") address block) or other groups of network addresses that are a
subset of the network addresses used by the existing remote client
computer network, such that the specified network addresses are used for
the computing nodes of the provided computer network. Such configured
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entire client private network 130 is dynami cally and increnmentally
m grated to a correspondi ng provi ded conputer network 120, the CNS

105 may emnpbb@i1bierem grati on of the networking devi cespet/ukiigogd2sgnt
private network 130 as well as the computing nodes, such that all of
the client private network 130 may be shutdown after the entire
network mgration is conpleted. [0031]In addition, the specified
configuration information for a provided conputer network may in at
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access to pamddoedses todsouseddornat kast somratanogutinganodes abat leagt samee

in all such geographic | ocations: ,having.specified_Lo LONS, I j
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2011/011576P8T/ US%OlO/ 42858 costs assoclated with providing data to
and/ or from mnebrerksomieit i hgrthemeare, dt ¢wp or more of the computer networks

provided by the CNS 105 are configured to enable inter-communications
between the provided computer networks (e.g., for two or more computer
networks provided to a single customer, such as for different departments or
groups within a single organization; for two or more computer networks
provided to two or more distinct customers; etc.), the CNS 105 may in some
embodiments automatically select network addresses to be used for at least
some computing nodes of those provided computer networks to facilitate the
inter-communications, such as by using different network addresses for the
various provided computer networks. In addition, in at least some
embodiments in which the CNS 105 provides virtual networks to clients,
such as by using overlay networks on a substrate network, each client may
be allowed to specify any network addresses to be used for their provided
computer networks (or for particular computin'g nodes 124 of the provided
computer networks 120, such as for a replacement computing node to

replicate the network address previously used by a migrated computing
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[ 0032] As discussed in greater detail elsewhere, in at |east sone
enbodi nents, the interconnections and interconmunications between
conput i ng wodasonszea provided conputer network are managedstiao/ngssan
under |l yi ng substrate network of the CNS 105, and if so, sone or al

of the configured network topology information nay be sinulated in at
| east some such enbodi nents using the underlying substrate network
and correspondi ng nodul es of the CNS 105. For exanple, each of the
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about whet her and how sone

[0030] . Network topology information may be configured for a provided
computer network in various manners in various embodiments. For
example, a client may specify particular types of networking devices (e.g.,
routers, switches, etc.) and/or other network devices or nodes (é.g., load
balancers, firewalls, proxies, network storage devices, printers, etc.) to be
part of the provided computer network, and/or may specify subsets of the
computing nodes of the provided computer network to be grouped togsther
or that are to otherwise share common intercommunication characteristics
(e.g., a particular subset of computing nodes that are part of a subnet for
which intercommunications are not filtered and/or that are associated with a
particular networking device, a particular subset of computing nodes that are
part of a group that is managed by an NMM Load Balancer module, etc.). In
such embodiments, the functionality of the specified networking devices may
be provided by the CNS 105 for a particular provided computer network 120
by physically providing such networking devices, or instead by virtually
providing such functionality without physically providing such networking
devices, as discussed in greater detail below. In such a manner, when an
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or all of the conmputing nodes of a provided conputer network are
all owed to comunicate with other conputing nodes of the provided
conput er nedverikidnd/ or with other external conputing $y$iuebEo/0LEEN
as based on one or nore of the follow ng: directions of
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[0035]Figure 1B illustrates additional details regardi ng an exanple
conputer network 120a that nay be provided by the CNS 105 (or ot her

enbodi nentweboigoneiswor k- accessi bl e service) for a clieptrusboiblod2éss
provi ded conputer network 120a in this exanple being a private
network extension to a renote private conputer network of the client,
such as one of the renote private conputer networks 130 of Figure 1k
In this exanple, various connections and communi cation paths for the

provi ded ORISR 2 I MRLY witt R odling B80! dhdloCREINARbYE cofRARY rideles;

illustrate types o I gur abl'e network access constraints an
network topoledgy, and Figure 2 illustrates additional details
regardi ng an exanpl e of underlying substrate networks WO

2011/ OllS?GPﬁ%ZOlO/ %@2%@&1@% q@@%g{gsro(g%gﬂ fg&aen%regﬁgﬁgféggp some

create provi onput er networ
conput er net vambodi®@ats, | theadiitérconnedtionshiande Xateptanmanidsitivheo betveeen

164 iated with th i ded | k. 120a is illust.
as bt ng. par EOGIPUAE AR, Pl 10 PHBRYR 1N BOHGA S AHasd P

NVM nodul e majgefyingesubirbteOheftitk BTaNée IS CoBp Eharif 86! ok dr2@Robthe
even provided as part of the CNS 105. [0036]1n par_ti?ul ar, in Figure

1B, the pr Ovic@gﬁg@r@mtyprmg}nmgy information may be simulated in at least Some
such embodiments using the underlying substrate network and

corresponding modules of the CNS 105. For example, each of the
computing nodes provided by the CNS 105 may be associated with a node
. communication manager module (not shown) of the CNS 105 that manages
communications to and from its associated computing nodes. If so, firewall
devices, for example, may be simulated by using the associated
communication manager module for a computing node to disallow or
otherwise handle communications to and/or from the computing node in a
manner consistent with one or more simulated firewall devices. Such node
communication manager modules may similarly simulate routers and
subnets by controlling how and whether intercommunications are passed
between computihg nodes, and by responding to requests from computing
nodes for information (e.g., ARP requests) with appropriate response
information. One or more external communication manager modules (not
shown) of the CNS 105 may manage communications between the
computing nodes provided by the CNS 105 and external computing
systems, such as to similarly simulate firewall devices and enforce specified
network access constraints, as well as to manage configured access
mechanisms for remote resource services and private connections to
remote client private computer networks. Other types of network topology

information may be similarly simulated.

[0033] Network access constraint information may be configured for a
provided computer network in various manners in various embodiments.
For example, a client may specify information about whether and how some
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120a includes various conputing nodes provided by the CNS 105 that
are located at a first geographical location 1 160 (e.g., at a first
dat a cent gvo ad11bheregeogr aphi cal location 1), with the yeriustdo042858
conmput i ng nodes being configured into | ogical groups 165 and 166 in
this exanple (e.g., to correspond to different subnets and/or

associ ated configured networking devices, not shown). In this
exanpl e, a single conceptual virtual router 162 is shown at

geogr aphi cal dr aRajiRd chritiRMoHBS of ARHRLEA'oRTBUEA BRIk bROfowed to
conmputi ng nodes and other cofrputing systens, so as to illustrate

di fferent typemmfinicaienwitih otharmesnpuing nadesafdoe previded agmputar network
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net wor k 120a,l&{éﬁ%ﬁgﬁgg{hlgg#ﬁg)udrt@ éetV\rﬁgr gef%b%g}é}{ ﬁ%%mpgowh%ﬁ
confi gured acoegsité¢ronetemok,eparesbarreaate rclientesompnter cehweorkcentfesponding
networ k access ,constraint information., suc s. to rout .
Communi cat | oFR {RdouREds eoreRis? s 84t B S8 Browme 357468 da
conput er net whidh bdeasd hasobees pestablithede Bxterabl a6 thenprividigl codgsiteam
t he provided conputer network 120a, and to route other (él?m‘runi cations

to ot her net REMCTKRIIE3REEOBRIRAIINDGICMIRHE GHPBY FABRUES MEWRK: Rictlnbmes
120a as appr @piotdrecompli %}é@ﬂ&%@gﬁh%%ﬁ%ﬂ%&@ﬁﬁ% Fd“iﬁaflﬁbg?fefﬁuork

comuni cations that are not permtted by configured firewa evi ces,
confi gured néapaegy tivipometoni andrethei dauting inforsatienntheyr¥8 A8BwaEY

Couter 162, PRI A BoORs SoRbEChItRRATRCIE oYl oLl At

provi ded f or netwaksirplaridils mabndrs. and is a network extension to a
remote conputer network of Client 1. Cient |'s renote conputer

net wor k i ncl mul tiple. {] S a | r :

| ocation Si tWiQO, ag°ﬁ'ﬁﬁq§§v%%§€§% %?c%m%é%e}gs o%gn %%%?re g

physi cal roubelowetimorwhish depedifics tEfes aoél tdoenputinguahodesit enetlizks,s

- configured to commynicate with those multiple conmputing,nodes vi.a a
Virtual commBATEHIGRIaNS, ERG (cHBBHEHOT (RPegRialRa TR atnad, dise
163. For exapRh@pledSafl pFMBEES foMillNsRAERY pdRicakl M avdeimplifiddefor the

provi ded conputer network 120a_may include one or nore configured VPN
connect i ons &ake pEbraityi pnd the ipentive teghniqias may Sie esed inop wide, yarigly

conmmuni cat | OBT loitl{% délifL%tiBﬂ¥\Ag%Ee§ﬁ)\9H%ht SreCli8 o é@B@loﬁHC?oy%Nag]é)le, in
connections. | n addition, 2N one oF more of The conput i ng nodes '165
and/ or 166 asemesphhodimertsdoapommienoeiesrisihatiag atssded eng wonfigured

nodes t hat re previ,ousl. art of the conmputing nodes 19 he N
Todul e 164 niy RGERFAHY SEHS Hi: SS GBS pEBaREedifns 19 iittng
communi cat i OpfvatecsBrapiter nedvgIks iof ghawdelientd Iwltile nether embadliraéntshihee
repl acenent conputing.nodes 165 and/or 166 rﬁt t he provid ut er

. ed co
net wor k 120actAaked a0y CoRfigHred HAMRHIBRNEHHOTKS TR2Y A8 Smagqnﬁ FaAMPYiaro

route corrrrunbgﬂdr@%héﬂé}gﬁ&?%ﬁsﬁms%ed}ﬁéﬂ c&if nREvERE Bhdidtmay be

and/or 166 a ne provided conputer network 120a to conputing nodes
191 vi a t he publicedbmpotannetyarksothat iank noY @rivately accessible by the client on

whose behalf they are created and configured. Furthermore, in some
embodiments, particular computer networks provided by a configurable

network service may be configured to enable private access to or other inter-
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[0038] I n addition, the renote conputer network of Cient 1 may
optionally include conputing nodes at one or nore other |ocations,

such as t keobdihwpbieat ed optional Site B 193, and if sop¢f@sf@seudsssng
nodes at Site A 190 and at Site B 193 may be interconnected via one

or nore conmmunication links (not shown), such as via the Internet 196
and/ or one or nore private connections - in such situations, the NwW
nodul e 164 may WO 2011/011576PCT/ US2010/ 042858 sim larly configure

gateway device 163 and a e devi ce (npt shown). Si

route commun iC@gﬂmbgaB%rﬁl\%gh Ot\{\ﬁ%r CURRUEr ﬁﬁ%‘ﬂ%@? f?%i%?‘s ?Hg&%)cggﬁ&gﬁf’ge
B 193 and t he,dh@biaSERRIY, WRIEUA | dten@ftsodibeninelon id&s.copimibniaatiorisa
t hose one or nore comrunication |inks between Sites A and B an /@r In

via an opti orf@tween tusltivleo PrRMAGh CPBIPUIEMRENOIKS gnay (Ot EIe PIoYIEe
N9k &AL GHbEHmERRS ARBNGSHHARP MBS Broviicd by Bl

via one or m)c{c@B
When nmultipl e ¢tonnect1ons or ot private connections are used

to renote comoufigugbkysetsk strvica esmtempotipgnedes thatmrr prewded by and

connecti on na ol r ond to a .subs f t ' -

(ol oo by perchgtRLEE BV Soh- P eflia sdfRel BRE Fn SHIEF HrbSudknts
thet rerr?te cmiﬁmeeémr kotnpating atodespthzd dre nmgo:r prodided mopyiitery
systens), so as to cause conmunj cat t t t he. . .
appropri ate CEHNEESiHAY bencert llede‘Pflbg‘gfs’ﬁ%'ﬁFg?b rOﬁﬁ??)l(%_%vfgﬁyethwd-pames,

connecti ons By AEREENR! EMAY ButGAEAE Glbikible FEudtewHs Btk EOnAdFabIe network
conputing systens at one or nore |ocations, but may each support

colrmun: cat i osentice.afrpr ekample, ik gome eVhpdiMmenys.syrs ,madidls raay peEcese
mul tiple con t red n - t.l ]

bal anci ng) . PR, HEF pfutng HEHE brodohf BY) kP Sohfofled by SRl alstife
conput er net wonkgumpld netwotk sewicépwhose mompuigigsyedastareatn o0 Or ghere

o the remt GBI S ePa AEotG, TBY B dsatol e N RIRE e o
gglto \r/\glro lr<i gteia”g)irnt@‘éérgﬁgﬁ%gicﬁﬁétiﬁiﬁigr ﬁbkﬂét:sw/hbbg rggﬂrmibﬁ tafaciitatedoby fise NMM
provi ded conpoedsle r{gtgmggsqqz@g %N@ﬁ\]ﬂ rLogu!e]csipec?lgqln%érg&ingt \t\lne%h multiple
distinct configurable network services, based on a particular configurable
network service from a first entity providing functionality to the NMM module
by interacting with another configurable network service from a second entity
to obtain access to functionality from that second configurable network
service on behalf of the NMM module, etc.), such as to provide a specified

degree of geographical distribution of the computing nodes of the group.

[0035] 'Figure 1B illustrates additional details regarding an example
computer network 120a that may be provided by the CNS 105 (or other
embodiment of a network-accessible service) for a client, with the provided
computer network 120a in this example being a private network extension to
a remote private computer netwdrk of the client, such as one of the remote
private computer networks 130 of Figure 1A. In this example, various
connections and communication paths for the provided computer network
120a are shown in a conceptual manner to illustrate types of configurable
network access constraints and network topology, and Figure 2 illustrates
additional details regarding an example of underlying substrate networks
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configured to allow all, sonme or no conmuni cati ons between the
conputi ng nodes of the provided conputer network 120a and ot her

ext ernal opopumtibngrsystens that are generally accessi blpeT@R2d1byes2858
Internet 196 or other public networks. If at |east some such external
comuni cations are allowed, the virtual router 162 may further be
configured to comunicate wth those external nultiple conputing
systens via an optional virtual communication |ink 178 of the

provi ded conputer ‘ i n ' g '

bbbt onal vi vt cgeeng hab fraybe Lstd (o BASIAAT cbhirluéilnotworks
120a. The vi rdudhl adtivelexample provided comypbier pigpsorkal20a.i irpbddiioheth this
vari ous manners, such a t he 05 usi.ng .one, oy, nore .actual
firewal | devi®@"R¢ BOr Mr W@g\ﬁ i B8SC¢R _H&Ha itohy CATRHIET
bet ween ext erfidlvofCTPO4 lid HlEYEIRITEs Pethd Partvel iHeUsetamP YR0AY aRBsl@sh in
provi ded by the CNS 105 at geographical |ocation 1 (e.g.

, actual ~
devi ces t hat db@pembasiimentsuthe MYV arodide oAk shasr B i RREE Qfsfhﬁﬁgr@@d
105 t i ent ' : , b

o clientqpl | n%r @%@go:ﬂ?g?ﬁa GPERLY EF&@F@% BQH otf@? %ﬁ@é) y

usi ng an under]| e network and assoOci at I es that
control comuni cations over the underlying substrate network (e.g.,
to prevent di[8@38lowed donparticdari onEigureni Beithg) FB'@Wde@yCQ!‘GP(WGfiWéWOFk

nodes of the Vi r t '
notvor k) ot 20R nE feR JRLE RGPl o iR ME IR BN 308 that are
concept ual | y loastedtatian first geographiddh docationmurtieCafeigpnat adirst data center at
conputing systens external ,to.the provided conputer network 120a, .
such as to tﬁ'aer%mf@pﬁﬁc?Lﬁ?C%@deﬁeW' etoriar SSF?'@QU%&?%HEP%S {Pging
one or nore rRRREErete HAB! CYiGAT §ioups. 185 Cand 098@]ihntragidetdraple (8., to
provi ded conputer network 120a nay be configured to provide private

or other specogiesperd decdifisrans ety ansier ?‘é?ﬁﬁi%teﬁe%ﬁigé’ée%éﬁw’%@ﬂlg
such as by ASRh RS HoPSRot). M Risfe! &, adsligis SBRCAStubNErREUER 62

conput er net wor a to represent those' one Or nore remote resource
servi ces, ands showmt abrgeogyaphicHli lgoatiory 1pé&e tdontroh coamunieatians between

taken for co ni cati ons s t h | K r n
thi's exanpl o O CoMAine “Falnse A AR E316ERE Rl of o F BRuate
| ocal access differeatrojpes’ of eonmeursiestionsethb®4nsy acauni althoalgh the provided
comuni cation |ink 174 of the provided,c ter ne rk 120a. Thus
for exanpl e, SOMRIRS JretiA c@ﬁﬁum% %ﬁé@) ; V?h@"'{ﬁ#ﬁ iﬁ‘éd‘%ocr?&%ggwd
networ k 120a 2@Rekiy eevieEgikaiddfasiical Basfidrt Y ahd @eVesipad mswofk
t he provided conputer network 120a that is mapped to the

comuni cat i orf20ankay7be impletnantedi by &g egordigyraide iRgiwotk, gervice at the
nmuni cat i ' 194, .
communi cat 1 %@g@%ﬁ&é&ggﬁ&%&Zslﬁlegég%u%\?rirn\éhﬁ rs; l%ucﬁ%se(/%ahulit@rl]ée ?ﬂ’ws;cat

provi ded co Y the'I'nternet or o _
publ i ¢ net woliktejconnectacheutensbodethen nsfwarkingrdavites, bysusing answndserlying

194 nay i npl esﬁgggrat%n nie toer[(f a5id egsrf]s%tciaLtesd pr%trnéutgé thQF cghlﬁ'ol communications
over the underlying substrate network, etc. In this example, the virtual router
162 operates in accordance with the configured information for the provided
computer network 120a, including configured network topology information,
configured access to remote resource services, and other configured
network access constraint information, such as to route communications that
are sent to network addresses within the provided computer network 120a to
corresponding destination computing nodes on the provided computer
network 120a, and to route other communications to other network
addresses outside of the provided computer network 120a as appropriate.
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105 or otherw se at the geographical location 1, and if so the
comuni cations sent to the particular network address of the provided
conput er Redvais113z0a that i s mapped to the conmuni cat ip@ifyustditioshdsd
may i nstead be forwarded to that interface of the renpte resource
service for handling. In addition, the virtual communication link 174
may be configured in at |east sone enbodi nents to manage

communi cations sent via the link in various manners, such as to

Forva ded t o RPGEIER coBIRATOBE A8 0%, Pried dunsreiio fideal

the rendte reRQ¥URE SEHAYUPS] L9étwork atoge%@yahﬂféﬁﬁlatmn_@r-otﬁer Fed
in the illustrated enmpodi nent, the virtual communi cation |ink 174 may
be confi gur ecdhatwodopeeassorenstwints jaay ibeublackerh @ Hirwisg Manageddy the
remote resourge. %Il\g{egq 394, wi th a subset of the computing-rel ated
resources provi ded by tﬁe' renmote resource service 194 being part of
t hat nanespace, or may instead be configured to correspond to one or
nmore particul[@@37]dent i flin dhis examplédheorepdet oatwask 12Raiie provided faitan

iated with th ] t h
Cont qur abr ¢ Al 185 1) 844 574 AR Plallr R0 adle iy nppyon
I n addition, gfiCliche 1viCliem 1’ cemutsiconiputer hétaork irthidesanakippucardputing
Subset of « nddESHaks HesiHEl Byatns bt e0r it RS LERFNEY A9

the provided Ry 8he BRINGEHHYIRAI FRieORétvORGhd Mebites 1OENERd the virtual
configured to include one or nore other virtual comrunication |inks

that al so corpeiepotRR (i® eandigyeate to cepraupisaisuMi® fiasg Fuiltiia eAIPPYing
configured t %\ RREARS 4 Uielof WinlARAHEE Gnk OF70 s%%%gogwéogéﬂéwagl (evices

manners, such as provi nmput er net wor t1on
i ncl udes a ditf2 acd 13t bat examplmiasadisonsdeidnin greatarncdetall elsayifarguihed

to access the renpte resource sef Vi 4. St

that of vi rt PAPAOSaRIRgE] Berierig 209 gL rgfuh Bher e RARE L OPN
di stinct secquansatiziRPas ahet Huhiple GMERAPGNSystomanyt [Sitet Acdbar and the
nanmespace, to use an jdentifi of a custoner gd; the renote resouw_:,ﬁl

service 194 temmygicatian j ik ‘ﬁoorﬂ‘%}’ SRIESPRRY| B RN i U MIYEd SHER

comuni cat i onyohhBKtidhEd: Ifeidition, WReAO0drdd OF TRdRPEITHeSEOHBLEHE foles 165
[0041]In the illustrated enbodiment, in addition to the conputing
nodes of the 20R®N1ES ate wetapemsant campubisamosas for migraiadsarariting nodes

conput er net 0 i i {

134" pr ovi ded g W RROLRY RatEt nk Satipdlfla fdes 1, IRTRIMNACB0E o4
| ocati on 2 18fay eogfiguretthae ghtewapclevicesoti? dad d6Setnt mutatconiraunications
geogr aphi cal |l ocatjon 2). According] he virtual r 1

confi gur ed térqnﬁccfthﬁ% ] %Wpoﬂ%ﬁ’egﬂﬁu OB nunT &t ﬁghﬁfsienﬁgqg@/rpgﬁt
the portion Qbmpigingmudcderbaidiot ¢66 acthansioviiddaoniputsengeouk apba ok
|l ocation 2. In this exanple, the portion of the provi d?d conput er .,

net wor k 120a tAe Vil fosynapicatan "PBCHQ:cﬁFdZSW'lﬁ”BatPI tpute comridpications

with a conce 41 4 ; 1&at i vl
1 om the commatf thddd kiflacedBhELolplnhd MERBIIDE BTIR 160 a0 bR

portion of tlempuiet deatwoskpuide ret vismiputrg anodese §@bgvigphtheal virtual

| ocation 1 vi VLI . nication link 188. Such conmmuni cati ons
bet ween conp urhgé@@t B@?m CNS 105 at different geographi cal

| ocati ons may be handl ed in various manners in various enbodi nents,
such as by sd0@38ig t he | cadditiorg atheo remotee cotripeitemnetwark ofr Clieher! may

public networks (e,d., . a art of a secure tunnel . t es
encryption 59@8&?@8'%9“1[5%%%'%3?36509{ QBR & %orph@%g‘?%%ﬂ%@%tslu ﬁsas
in a privat e theGlistaf@NBplions - Ste BVITB, andeifl so ahe dohgagiagl nateshat! Site A
t he geographical |ocations) or qther )priva_te manner, .etc. In

addi tion, whil9® nd a4 J2ite Bed9Bermay thR IRrEPEREded t K@ NG| Yednore

communication links (not shown), such as via the Internet 196 and/or one or

more private connections — in such situations, the NMM module 164 may
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i ncl udes conputing nodes at multiple geographical |ocations or

ot herwi se includes conputing nodes that differ with respect to one or
more attrivbob@spisien the NMM nodul e facilitates dynamperisghiabd2ess of
a conmputing node WD 20111011576PCT/ US2010/042858 191 to a

repl acenent conputi ng node 165, 166 or 184, the NWVM nodul e 164 may
further be configured in sonme enbodi ments to sel ect between
particul ar candi date conputing nodes or types of conputing nodes at

t he provided co ter networ [OF- T A r vaj

repl acenent EHH@ ¥ Ty a%c#a%'t %%J"ggg?%tal?’gga @%ﬂe%%&%ég@cé&(ﬁgﬁ@ﬁ&ﬁ)s at
attributes ofgitehBse reafudinuniediess between dne dosipating ricdesr(not sleown)
relationships of those conputing nodes, wth ot her i

conput i ng-r eld & BeGupred dhe é@@gygmgpt Egmpy \ngégglpg\%t jilor 166, such
i nf or mation ra%'s\gf 8thdeCorid 6P A b ARt thic ARIMAMRERRWESNBitE S POarP Beshdi6r

use by such a ection by Cient 1, as discussed in_greater detail

el sewhere. via an optional virtual communication link 172 to Site B 193 (e.g., via one or
more other configured VPN connections directly to Site B). When multiple
VPN connections or other private connections are used to remote computing
systems of a remote computer network, each connection may correspond to
a subset of the remote computing systems (e.g., by being associated with a
subset of the network addresses of the remote computer network that
correspond to those remote computing systems), so as t{o .cause
communications to be routed to the appropriate connection. In other
embodiments, multiple VPN connections or other private connections may
be used to remote computing systems at one or more locations, but may
each support communications to any of the remote computing systems,
such as if the multiple connections are redundant alternatives (e.g., used for
load balancing). Furthermore, in some embodiments, a client's remote
computer network may include multiple computing systems at multiple sites,
but only a single VPN connection or other private connection to the remote
computing systems may be used, with the remote computer network being
responsible for routing the communications to the appropriate site and

computing system.

[0039] In addition, the provided computer network 120a may be
configured to allow all, some or no communications between the computing
nodes of the provided computer network 120a and other external computing
systems that are generally accessible on the Internet 196 or other public
networks. If at least some such external communications are allowed, the
virtual router 162 may further be configured to communicate with those
external multiple computing systems via an optional virtual communication
link 178 of the provided computer nefwork 120a, such as in conjunction with
an optional virtual border router 155 for the provided computer network
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[0043] 1t will be appreciated that the exanple provided conputer
network 120a of Figure 1B is included for exenplary purposes, and

t hat ot henveouTpuiers net wor ks provi ded by the CNS 105 f eeT@kioesésssgay
not include all of the types of configured comunications |inks and

net wor k topol ogy information, and/or nmay include other types of
configured comuni cations |inks and network topol ogy information that
is not illustrated here. For exanple, in sone enbodi nents and

| ude confi.qured

si tuati ons, roviged co t er networ in . .
devi ces and g'tzﬁ@r r oMWg’E Oﬁd%{dfﬁqt?roh5 OX@P, 6?159_ FHFasY ! #ﬁﬂ]‘?ﬁ“_ﬁa in
nodes, and i fyafifus ARsithers! BuchiREhy HRS CNS SOF RN BRrore Betuas fifegvad
a network address of the provided conputer network. Furthernore, the

conceptual délevices endosdamintiteradevies ithrt managa cameanicatgngupewasn
may be inpl egrlAg Uhpeich YUtbRivaRd thy REflold clRRlihy bdeRBroviasd b

devi ces, connecti ons a n addition, whi illustrate
here, client sherliNPetFoatrgacgraphinay latationht (e gy.prciual deviees thati support

with renote resource servi.ces,, whet her .fr i 0,

networ ks or MYETE8YS &PH@P‘%%W@”%%Hﬁ%ﬁ#%?gg]%gﬁé)\gr@? q&%cﬁpéfseﬂﬁsothat use
subzcri _be{ r e?h@deeéompuﬂﬁglge B?ea@wfctﬁe ,%Nsm@w,ebﬁnemge@wandenﬁng substrate
credentials (e,g., user \ sswords, .etc.), create resqurces
and/ or names &E‘g‘é'kf F"B&] %ﬁwatg‘inﬁpgu'@énﬁtﬁti@t@sﬁmupﬁ ons qyer thee
part of a r_eg%srmhg\@&tr@fé PREAGR (25§86 koreldiftt didhifoviedl @bnRe@asSRMs
froma provided conputer network (e.g., a network extension to the

private cor péiom beingtsant b)l,Comnuﬁng\}@d%PIﬂiﬂﬁDMQDBQWP@F@MSQZOB
[ 0044] Fi gur efo?\td ﬁweaﬁrﬁ%tﬂ?é iﬁeﬂb&ﬂ#,a&b.‘ lF’u‘r't‘ﬁ%ﬁﬂHé?Qﬁé‘@irﬁf&?%t{eerrmuter 155

enbodi ment of conputing systens f'or use in providing co
net wor ks, suahayakirtiner @oneepiadiyrassisbin managihp githabtemnmeniesations do il

In particular, in.this exanl nupgber of . physi cal computi

systens are EBUHPHBQ%S&SF%W%%%VQ&C n grp%@egnéorgplgteirﬁeg\pgri(n cq’esc'fCh
via various pBysithelrenoiavelikninerigiviee eetvedid 0 rBifesoA anar B, 1hysé oalmore
net wor ks. The physical conputing systens and ot her devices are used
inthis exarrﬁ?‘@oéjreéoémﬁeﬁwlcﬁ%lgcnetvvor k service to provide multiple
conput er networks for clients, by establishing and nai ntai ning each

of the provi ggshojonput i RRAitMN, Kthedprévidéd tdomhputel Wiitlworkan@oRY missi be
t he physical network(s) as a substrate network on which the virtual

net wor ks ar eceniigureddo pevidecariyate, onpther rspesiatized Accaes dQ AR5 er srore
Figure 1B, t r : aphi

locati on 1, SIORhaefiiee] saUReEoMUER of 4 Hehriae afnar hdhs nptwork
used to proviaddrasises of thrupravidadocraputes netwbrk d@0afto gepreisgatithosepnear

et K T MR T e
provi ded conpgtigis netbwtden foratomeastications ssrodi thesksassigned network
addresses. In this example, the virtual router 162 has been configured to
provide local access to remote resource service 194 via a virtual
communication link 174 of the provided computer network 120a. Thus, for
example, if one of the computing nodes of the provided computer network
120a sends a communication to a particular network address of the provided
computer network 120a that is mapped to the communication link 174, the
virtual router may forward that communication to the remote resource
service 194 external to the provided computer network 120a (e.g., via the
Internet or other public networks). In other embodiments, the remote

resource service 194 may implement an interface that is part of the CNS

30



[0045] I n addition, one or nore NMM nodul es may be | ocated in various
| ocations, and may use the provided conputer networks as part of

provi di ngw(ymimggﬁl ity for facilitating dynam c m gr apcosffions2sss
conmput er network conputing nodes. For exanple, one or nore such NWM

nodul es may each be part of a private network 240 and communi cat e
Wi th a correspondi ng provided conmputer network at the data center 200
via the public network 235, or may instead be associated with one or

nore ot her conputi ng stems 245b or other.c ut'.n ystens.at_a
data center 2@ t Hat © %é@"”ﬁ?r tltﬁ/ecgﬁﬂ%r@?élfaf h"'g 3r i 8"&21"3&% the
235. Wile “Qion%hH@bféﬁs?%eh?rtQ tHenf)éﬁimla@nﬁéthﬁlerﬁcﬁreééﬂ%fciﬁﬁppidvitﬂad
systens at the data center urther include one or npre such

* NMM nodul es, onmmﬁelhmwmkéﬂaéttha{ iIshmaRRed e e Eomplnieationoling, 4 may
i nternal net

Computor et itEad He fehRE A 1 Indf {fhodact B HESIRBI RN o BrBlice for
[ 0046j | n t hi handiingl én addmonoﬂmméualrmmmunkzatiomﬁhklé('1r4byay be configured
configurabl e.ne rk servic re. an Vi T I

ot works t nath L eret st piGeR e TR Ry riddiRps Bet Y2 the tink
substrat e netyQaKouslmanpensisden awtbtmwdufyomesé aymnsinicationsimpnber more
i npl emented in various ways in various enbodi nents, such as w tgg#t

encapsul at i ngnadare hetere sy ars fopvardedis disepmety éei?”rc%§e’é’m?e

virtual netwgg kotﬁ@ﬁ&n@ésaéégsgrf@ ir@otdreSoitcet §VicBEY BRT it BNspecialized
conmuni cati ons con ured for a networking protocol of the physical

substrate netamner, AchineexamR]@,trfatlmé ) fed embpdingent. n yigual

TRy be | P! CTRRLGNHSAP 1A Pid, nhE Bol cdrigBrAP o REegRicha 6" S fid

net wor k addr esses net wor resses nm
enbedded as mmesphcéaﬂltmntthEch(télmsemnmetsd?wneo‘fﬁ# with si enb@‘t)of the

net wor k addr esses .used t he si cal. at e tvvork such

re- headering C@H}ﬂ‘rﬁﬁgéﬁlﬁ?%% ‘é pB(?V'%‘?CﬁB gtrgrq aﬁgﬁ?@gfsosr?y’fé '@ﬁ
using Stat el @efd Patt GrRndt ﬁmbapaw),omaﬁhdsﬁad oe cnfiguddst msfmnmg
such data transm ssions to transJate themfroma first net

prot ocol for QUeNENOR FEye st idgntitierst ¢y ather scrers cg@équfmglcatorg that
networ ki ng pip i%@@éma’éﬁ \ﬁﬂpﬁﬁeﬁrohidbﬁ%orn?ﬁdte\!ﬁnmh 20a BY'the £BAfi %urable

virtual network and substrate network be 1 npl emrent ed usi ng
sane network n&ddmr&ss&mgemrobmﬂm regrgo‘@ respprpe servicey 694. dn@dﬂiﬁm, if the

transm ssion nt | r

virtual net rﬁ%&&&)"@%@?s@ ?ﬁe m)dl @‘?g{u(ggﬁgé @%@%ﬁﬁttgpﬁ?gﬁ%&mr
net wor k addr easesspacer esrtondihegwtse t:bﬂrespximﬁ rtat a sebseir bf the | esphees
transm ssi ons ar %ient ver the substrate net

origi nal vi r PEAYIdeR: Gt eam%@ségs%gp?lgseﬁ”ﬁ? *F‘ﬁepfr?eﬂ&fef’. 88"5’&'?%[

transm ssi onpeflokt RIS bpisrefy Beoflrdr ddhﬂgdl@”datd nengie &isé @nInoray
be restored to their original formwhen they exit the substrate

network. | n GHRIvidualoramEnnicatian inks dbakBe corresRend e e Fama TRPRE
may be inpl eqgol pde UsiritBe S1SARRY| b higlirdd BUYCEES [tRBSremote resource

service 194 in other manners, such as if the provided computer network
120a optionally includes a distinct virtual communication link 176 that is
configured to access the remote resource service 194 in a distinct manner
than that of virtual communication link 174 (e.g., to correspond to a distinct
second namespace, to not correspond to any particular namespace, to use
an identifier of a customer of the rerhote resource service 194 that is distinct

from a customer identifier used for communication link 174, etc.).
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[0047] The illustrated exanple of Figure 2 includes a data center 200
with multiple physical conputing systenms operated by an embodi ment of
t he confi gup alihe1188t wor k servi ce. The data center 200 peTASIWIGGLeE tO

one or

nore public networks 235 external to the data center 200,

whi ch provide WO 2011/011576PCT/ US2010/ 042858

[0041] . In the illustrated embodiment, in addition to the computing
nodes of the CNS 105 at geographical location 1, the provided computer
network 120 may optionally further include computing nodes 184 provided
by the CNS 105 that are located at a second geographical location 2 180
(e.g., at a distinct second data center at the geographical location 2).
Accordingly, the virtual router 162 may be configured to include an optional
virtual' communication link 168 to the portion of the provided computer
network 120a at the geographical location 2. In this example, the portion of
the provided computer network 120a at the geographical location 2 similarly
is illustrated with a conceptual virtual router 182 to manage communications
to and from the computing nodes 184, including to communicate with the
portion of the provided computer network 120 at the gecgraphical location 1
via a virtual communication link 188. Such communications between
computing nodes of the CNS 105 at different geographical locations may be
handled in various manners in various embodiments, such as by sending
the communications over the Internet or other public networks {e.g., as part
of a secure tunnel, such as that uses encryption supported by the CNS 105),
by sending the communications in a private secdre manner (e.g., via a
dedicated lease line between the geographical locations) or other private
manner, etc. In addition, while not illustrated he're, the portion of the
provided computer network 120a at the geographical location 2 may
similarly include some or all of the same types of other virtual
communication links illustrated for the portion at geographical location 1,
such as to a remote client private network (e.g., via a gateway device at
location 2 and/or one or more VPN connections distinct from any VPN
connections to the geographical location 1), to remote resource services, to

the Internet, stc.

[0042] In such situations in which a provided computer network 120a
includes computing nodes at multiple geographical locations or otherwise
includes computing nodes that differ with respect to one or more attributes,
when the NMM module facilitates dynamic migration of a computing node
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access to one or nore renote conputing systens 245a via private
network 240, to one or nore other globally accessible data centers

260 that gpoboihewer¢mul tiple conputing systens at ot her pge@girafhi261!
| ocations, and to one or nore other renote conputing systens 245b.

The public network 235 nmay be, for exanple, a publicly accessible

networ k of networks, possibly operated by various distinct parties,
such as the Internet and the private network 240 nay be, for

exanple, a co ate ntvvorkthat I | e
from conputin t"’eﬁﬁ" Pm&‘lorqu't%ﬁvw%% ¥g$e1§§ ﬁé %ﬁ%wﬁﬁtdpng
systens 245b ﬂﬂy n@,ﬁlmrh%r Eﬁ@rcoﬂﬁgunﬂeﬂem éommmmtegosyﬁeanbteMen
connects directly to the Internet la a tel epho

modem a Di giRailiculabsandigate EQfﬁBUfG“QJQ%d?S QU yprgs Pé@&ﬁ]ntﬁms e“BP
exanpl e, theﬁff%ﬁé&%b@?)uﬁgr BB 1128k I@Iﬁé’cv'a‘iléda%ﬁfﬁwé efo rb%.t\f&gé@ﬁ dss

facilitated by a nanag nmodul e 210 of the configurabl e network
servi ce, and replacepieat computing aodes forf therwigratisn ue.abrsed env@ltributes of

service are f

et vor ks, cudioss SPpRbg TBRke HH3EH Al isidneedh o i REBAePRTR e
rmfll fylk ngI cormjmmmanl@ mmast\hnﬂ;] oﬂmrendxaatédousompam tefeted ubseuraes, efc.), or
net wor n partjcul ar X I d t
manager modull8sotherwise  poNide ﬂ%ﬁr %[Iﬁbtr%%ﬁ ééfw%gggaﬁ%;ﬁg{gu%égerhgnt
comuni cat i Orb%nﬁmﬁa@dnédésﬂf@a&ecwtsedh GPEBKCHOY bYyoUksnt §usshdissusderl in
Il lustrated node comuni cati on manager nodul es 209a, 209d and 250 as

di scussed i n gjeaigr detadiedlegwhaesel ow. I'n addition, in this exanple, an
external comuni cati on nanager nodul e 270 of the configurabl e network

service nmanagggaFoNMmuniiCgfii ys Iré’Iﬁ‘&t@dtih%tpthMS I%Oﬁwdéwo‘b RSB
within the dgta %Jenter 206 andaggterna utlﬁfﬁgpsterrs "

di scussed i n nptwatked2@2tofi Figue 4%, ISV‘IﬁllCllé’eé @(eénI?I@IYeP'éSPLOé?ﬁaP“d that
W1 be appr 478 SHRPUR HpferE f?%ﬁéI'Wﬁ% TS 185 P IR, oo o
i npl enent ed us¢lode rall of he tyisas oé&onflgoueel] Fomnmaxucaiions dinks eedmtratwgdo
e e BhSpol RNRIER  GRURH  SHEMET a7 i bogggured
that execut egopiin@RiRaBOoNIMIKS é?ﬁdIﬁétwork topology information that is not illustrated
here. For example, in some embodiments and situations, a provided
computer network may include configured devices and other resources in
addition to or instead of computing nodes, and if so, each such other
resource may optionally be assigned a network address of the provided
computer network. . Furthermore, the conceptual devices and
communication links illustrated in Figure 1B may be implemented using a
variety of types of underlying physical devices, connections and modules. In
addition, while not illustrated here, clients may perform a variety of other
types of interactions with remote resource services, whether from provided
computer networks or instead ether remote computing systems, such as to
subscribe/register to use resources, receive/create various credentials {e.g.,
user IDs, passwords, etc.), create resources and/or namespaces from other
remote computing systems (e.g., that are part of a remote private corporate
network) that are later accessed from a provided computer network (e.g., a

network extension to the private corporate network), etc.
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WO 2011/ 011576PCT/ US20101042858 conputi ng systenms (not shown) to
manage conmuni cations for the associ ated conmputing systens 255a-255n,
and a manageto1moaete 210 of the configurabl e network setyiussib/bhasss
executes on one or nore conputing systens (not shown). In this
exanpl e enbodi nent, each physical conputing system 205a-205d hosts
mul tiple virtual machi ne conputing nodes and al so includes a virtual
machi ne ("VM') node comruni cati on manager nodule (e.g., as part of a

virtual nachi yper vi or ni.tor for the si cal t| '
system, sucl@g"sﬁt he n%od% 8o MRINPEat #{a%nga%t?érr W ATE SRggple
and virtual gpHddiasenlef sopuiRgBYiteRt By Siseh 206vdingrebrspister astwdiss,
VM node communi cation manager nodul e 209d and virtual machi

I rry RGeS

on conputi ng 3§9Bta§rﬁ3f2@'5@m%'ﬁeﬁ¥ ot Acopfigyrghle ARtk &SR HHu
may be used HY trﬁ{g e' QU FRbEr %&‘é@fe‘éi e6MBLGS @st@m@'a’fré'c%%cated ina

conputing no nﬁuter net provided for”a client. sica
conput i ng syslatameﬁ‘:EiaZ%EanCU@rmontemm&DE%ma vamldﬁalphW§ﬁi ﬁ@gNCPTHmQ

< part o adeRhpt el AT RS Rl bl | fREER R e

confi gur abl esygbww &n&%ﬁemhﬁamob@medbmdthmmmmé Ibyora nom*gmabte
t he physi cal ngutl ng.systens at the data cen

h
machi nes. [OGQU}’ i SeRicE P cPiRYide JBHitiRle com qr |n|gg¥?f5§§%F er'ﬁ?’e by
physi cal net %@fdﬂll@lﬁineeéﬁcpﬁ‘%m@m éécﬁ‘&f&ﬁ@ fovid&p camputtl Histweri@eas a

routers 225a-225c, and core routers 230a-230c. Swmtch 215a is part of

a physical nuirtuel Retweark, am@bmmmwspmpcawﬁmrk% as\A plhatrate networ
2052-205¢1 3BA ifich MOGFAS LA FROB Bulflia 2#3f oxeMichd wif Rlapedt RAHE

of a distinc ysi cal "net es physic conput i ng
syst ens 205d exﬁﬁlﬁke abbigurand®, tthe dtadmpen’uengoﬁysayérb@slPC@ﬁed\ﬂtoneﬂgF@mcal

mdul e 510 Haeea 1 LRI AGHEABA RTaT sPRpokilg SYhiRsR AT
net wor ks est ahdvigd etk Rpnspuiting hesdssl 365 2 166 rbftmbwdedr@mmteec‘ﬂeedod(o

each ot her and ot her network bl t
i nter medi at e’ ?ﬂ@er%’@ﬁ]h’é@t?fowséné‘{‘?ﬁ%yk”%r %P@fvnﬁ%&'pﬁ‘ae§“2qsi')@t%a‘§EN°rk

routers 225an?a2y5‘beaﬂgn§|5§reﬁf)rt8 HRUBADUERE andddC of The }@l‘éﬂﬁierdoub@fp‘élter

225a- 225c provi‘de gateways between two or nore networKk
networks in at Ieast some embodiments.

[0045] In addition, one or more NMM modules may be located in
various locations, and may use the provided computer networks as part of
providing functionality for facilitating dynamic migration of computer network
computing nodes. For example, one or more such NMM modules may each
be part of a private network 240 and communicate with a corresponding
~ provided computer network at the data center 200 via the public network
235, or may instead be associated with one or more other computing
systems 245b or other computing systems at a data center 260 that are
directly connected to the public network 235. While not illustrated here, in
some embodiments, the computing systems at the data center 200 may
further include one or more such NMM modules, which may interact with the
manager module 210 over the internal network 220 in order to facilitate

dynamic migration of computer network computing nodes.
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For exanpl e, edge router 225a provides a gateway between the physi cal
network established by switch 215a and the interconnection network

220. Edge word1€6113%&5C provi des a gateway between the i pEeuSRNGEGEssON
network 220 and public network 235. The core routers 230a-230c manage

comuni cations within the interconnection network 220, such as by
forwardi ng packets or other data transm ssions as appropriate based
on characteristics of such data transm ssions (e.g., header

i nformation i d| ng ource and/ estination substyat

addr esses, pr[ﬁéi Z’P\t{hﬁ eﬁxémpg?’cq'? € JFRIPRYIEf hae 03%8\:}8%@& e
the inter Con%ﬁrg@@br@h&ﬁwk?&&vméSeﬁbfm(;:ﬁementerdoag am&mwérlap networks
physi cal network topol ogy, etc.). 10051] The il l ustrat

communi cat i ofhataRER@ reamyaUnisatiors Nife aBoHATRHIVRG |R§W§’°§§ﬁ9g§§5at§nﬂe%'ﬁ1
associ at ed coffpubIAHAOHRSaI \%’rla?rt ua{:ﬁ(s rﬂﬁ?%ecl bRRIG AN IR0 46ys

nodul e 209a nmanages assocl ate ne conputi-ng nodes 207a,
node conmuni oratvanqusmanﬁn’GuIsecl?%dmfﬂmd@‘@aasslabngﬂc@mmwlﬁé%ﬂns in

nmachi ne conpuy s 2 h o)

Communt cat | oA REEBBPaTRlE s sy ERPAGE I T ol iiress, pformation
al Igr oup of dOHQrd QWirti eedbdrerin @sﬁ'@ﬁmlﬁb@ﬁbmmﬁd igurayl fosdesetwbiking protocol
i | lustrated node communi cation ma ul es

communi cat i o thetReia SHpaIaiegNH Qfg)éé) rsrgj‘sagn? d@@“i"ﬁﬂﬁﬂ?‘ﬁ'%? virtual
virtual net welkgoRVighay B ihplefidrisd %%ﬁlgoﬁi%itclﬁvﬁ@ﬁﬁérhéi eratebBovdrsion

(e.g., the |nterconnect|on networ k 220 "and t he physical networks
associ at ed w4 hnetwiark iesidressss. and thash p2-hihvirtsal netwark @gdresses dnay Ibe

policies and gﬁg}%‘c{geﬁeéﬂéﬁaﬁ?QQ§%fﬂf\% r(%t@?r?ettlero?&m rs:éh'cé”) network

communi cat i on conrmuni cat i'on nanager nmanages
ext er nal cormaddre%tasmdttk;ameqm;esrcadmdbﬂwemeﬁ\}verhmuah @gmyerre lzm:dermg

h to furth t th
networ k wit hATIRWGART Banker Sotner e JERFRTTIoR §ok g FRbeRS
tCOI’km‘UI’lI t(::at i orp?,qcﬂ}hrel m@a::ﬁn Cijrm.mIT)@.t iodn dﬁmﬁ hmnihﬂy;agZ?@ahaydata
ake actions to i ement firewa icies and o ne ace
constraints, raﬁémn!r%%e iq trapglate é'fﬁﬁg %%rﬁf?d‘lﬁéeﬂeﬁ‘(ﬂfg'gg {q\%é’t ey,
provi ded CO”%”%?%ré‘%BH%&%dttBaé i RY SBEONG Rt RETdBFotSBeIC Abiaritiner

access to te resource servi ces external he data center 200,

and opti onal IllwsaaTIV%asaﬁ‘@dmdDOﬂPM%Mrﬁh@d:ﬂﬁmkt@deﬁlﬂ@tﬁ’éﬁ? neduerkgnay be
other har duar BPEATHR g abd Yarhs Htath OpRRIrc pRABLHTE g IPwlor
confi gurabl e iRed)vank detatranshisgions 'sent v thegrovieRd cdntual cnvieday .network
[0052] Thus, asé:n%n\(?lrtlula ne%w | \fj%reesxsaes may bemranocglf cp fo \(Jisétd‘l'ﬁéreﬂ?%mg'igal
network addresses corresponding to the substrate network while the
transmissions are sent over the substrate network, but with the original
virtual network addresses .being stored in the modified data transmissions or
otherwise tracked so that the data transmissions may be restored to their
original form when they exit the substrate network. In other embodiments,
at least some of the overlay networks may be implemented using

encapsulation of communications.

[0047] The illustrated example of Figure 2 includes a data center 200
with multiple physical computing systems operated by an embodiment of the
configurable network service. The data center 200 is connected to one or
more public networks 235 external to the data center 200, which provide
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conputi ng nodes 207a on conputing system 205a nmay be part of a
~particular provided virtual conputer network (e.g., provided conputer
net wor k 120@2@fofisgure 1B) for a client, along w th onecoisidi€o428ss
virtual machi ne conputi ng nodes 20M on conputing system 205d and with
t he conputing system 255a (and optionally other conputing nodes in
this data center or in one or nore other data centers 260 that are

al so used by the configurable network service), and with | Pv4 being

used to represent the virtual network S L VI I

net wor k. Qp hefCCEPs Eichgngiqrtr[]gr'e '}?é'&%gﬁé’“g%q-ﬁ{?& %%Zerﬁg&ggg%% gf&%\lﬁrr{eut\gprk
machi ne conpuidg)donsiiesr 20k, othBe glaballytdcogssiplet date &afi6rs2260 tijatseach
wel | as other of the illustrated conputin nodeso)@ mﬁ( lﬁ ﬁ%t”entalgﬁt
dedi cated to havEemulipip fogPUtBg Bedtn ther SRCIERPTICA! JPRRIOTS a8 to
may be currenjly, éﬁfhﬁgﬁﬁe@?ﬁ%@wr@e@s@mmb, MRleVSUfic dework 235

ic
avai l abl e for use e con )l e net'work service, and/or may
al so be part roéy tiee femewapale, iz publiclprapecedsibiley petwaik of gigiweess. possibly

t k. A N i j i
Comput | ng’ nodPosmied SR YAHHES gidfpct Pares’ Siiep ik 2P bfret Sand i6e! ot
conput er net wistivorkeg40 heay dig, efot eaanplié,gai cagporatennsitwark that (imowvholly or

ot ovi ied vi 1 AT RRRCERSRBL JEFR, CORBRUNE BB aAT K0\ T bafte

networ k addr gagwb 24T oRfgtinges)sidrhé 2abb GRaPURLER beetoradanigiata heme
assigned to that destination virtual machine corrputltr;‘g‘;ﬁt node 207d., The

node conmuni cemRRingeysipsn thajdenaecisgliracty & hesInteraeb(g govida telephone
comuni cat i or]i,neag%)lé%gqerbeggi%w@bgmimg@g_ei%@m nes whether to
nding of the

aut hori ze the sé out goi ng communi cat1 oh, such as based on
previously configured infornmation about the sending virtual machine
conput i ng node04%]7a andn othimbexamplee thestgGandigreng vt tthel virah Reovidgd

2011/ 011576PCT/ 58.C i.ng Mab
ynami cal ly (RTERIEE  HERE, o P REHAEHD 0 BifdaeiEo8llg (2o 1
obt ai n an autdonfigumbieconeietrie seivica, iand, mulliptebothen nooiuesoef the (coptigirable
information, etc.). [0053]1f the ,node. camuni cat i nager,
209a det er ni ﬁ@é‘”?'h‘ats €€ ey IiSY S%nm?mtoﬁlch&é%&%ogfztg%og@rﬁded
does not per fiipLsCRetdorias) shen iagdtdrathel etige iof tied ploydicallsobsimateuietwork

209a determ nes the actual physical substrate network |ocation
cor r espondi n@Yt HOHRENG SSMMARAICAHIPNS mﬁhﬁﬁt%m@eﬁ%ﬁ@%&fs&r@% pgtwork.

communi cati oy bariclllaf, G Cexdriiflel ThAlRRNTRSId LbniipLuREHON SRaNLEYO

to represent thégact ual networ resses for conputing nodes =
connect ed vi anodes of éhe confialirable maiwads Rervingdeadiemapade €opyyynications

re- headers the ale] L cation. Il sty So i - gTeTeT-N
comuni cat i oﬁo n%ﬁiggém %%&%HQ%Q%%%@OQTH%E S’g?h I?’%éﬁés}ﬁ' lgéti?até?%

net wor k addr essamiihieatiet enswagarninoaiulesn 208aa866d nankl| 2502 @8 adisayssed in
determ ne the actual, | Pv6_destination t wor .k dress to use faor
virtual net wiiRatgHq &l o‘PgPWe dZ]t?[i %‘i}ﬁ% v ﬁgkﬁ £ nannoed%émg!
207d by, for @xafbhieatich Mansgr! Mobolkee2rd ldfnGeVedrTfigubebls yisstaoTHIB A
nodul e 210, or may have previously determ ned and stored that

i nformation (earagdes somayininations paiwpen dhe ritygisal coppriting sysiems Mghin
virtual machi I 0 j [ Uhgt i
destination \;ﬁgt%%?pﬁéeét%rwgggeége?%ch&gghgﬁée uteés}ﬁé)’ug?ngg%js%eg inn
t hi s exanpl e gredater aetaibbelb®y Vihilstonivtai singlectxieral sdamewycatian magager

i or mat 1 on, aeoufe 21 dx ARRERL ooy BTG OO WP Bl SR0BERE TAR I

wi t hout encaggnétrinafity. of the module 270 may be implemented using multiple devices.

[0049] The example data center 200 includes a number of physical
computing systems 205a-205d and 255a-255n, as well as a CNS node
communication manager module 250 that executes on one or more other
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[ 0054] When t he node conmuni cati on nmanager nodul e 209d receives the
comruni cation via the interconnection network 220, it extracts the
virtual desobenabiiers net wor k address and addi ti onal i nf ecimk2eaeodgem
t he actual | Pv6 destination network address, and determ nes to which
of the virtual machine conputing nodes 207d that the comunication is
directed. The node communi cati on nmanager nodul e 209d next optionally
det erm nes whether the communication is authorized for the

destination virtu machi c ut i nqQde 7 :

extracting tt?@m\ﬂq?wgalsygé?ﬁ%ceﬁﬁgt %&5‘#‘&") ggdp‘g%sa%’aGn gﬂgﬁﬁlfzgﬁ%qs for the
i nf ]gr mat i on Efs@m:iﬁf&i aeinpating BvétdemﬁssaaﬁESmpahd a dieemger anotiule 210 of
confirmng that the conputin ode wth that yirtual source network
address is aéh%éﬂor’?gwﬁg%'gﬁﬁ Et%'ﬁ%&&%%ﬁﬁ#%&f‘i% RR Y& CqmRing
that forwar d%gs{e*ﬂﬁs CORRUBh&RE). ON Ih 1 thid héﬁalﬂ?f&”@rﬁbomﬁ%t,c@mni sican
manager nodul & 209a), so as to prevent spoofing of source network
addr esses by compuingusysiemd &05a-305¢ hestsomiitipleayirtyal imachine ¢amrdingo

be aut hori ze i i ] efs t
per for m such "SR PG 85 PERTEE L A naBERET AR e SR REaren
re- header s t meanayzomhoduleofeginiasgtarbof sovitthal machine bypareised manitoh éor
destination yjirtual. nachi ne.conput i node 207 i an ronti
pvd net vor k (BRI EYEAT GRPYLE, AT/ St e CUSTVEEnGlh BBRpARfpdlch
sendi ng Vi rt ydndf¢inbEuRODDYA | a1 WRERI Mmadhikeml207at e rdompsldings system
the source network address and by using the destination virtu

|
machi ne conp@PAg apdarich 35 hial Viehors .IGOHHH'!"@%“‘H‘S W%gﬁéé‘f‘?%ﬁ?i%ﬂ?d
net wor k_addr e vitlibiGhat ABIGRIZISH LBAPUARG S,Btenf 20BUNI £ 6Mthd! ViRual

nmodul e 209d then forwards confruni cation to the i
desti nation wiachiee compbling nodepmanbe neeé byithe gonfigureblesrgfwork service

enbodi nents, bhefaore. for oo Lpcom I I e

destinatt on’ ort PR SHIRHNE, st AR R FENR K Brogiet fof Becient
addi ti onal strigsicabtahpdting sypstensi 256a-F5fin da acperecutdé anpwittla nEEhines
may verify that .the sendin i rtual chi pe co ti.ng _node is .
au%/hori zeé t Wﬂméﬁ'é‘r& 1i{"l‘fstrﬁﬂy ﬁg&ﬁ iaﬁgf"?gn&gﬁﬁtﬁgm%&gﬁir}%ie(tg?b'.s,
based on bel Qg 5 EmbhterSRIMRoM ploviRiedriel BalisnBpyRs configueabieretwork
access constraint information specified for that ogrow ed, virtual

network, bei $gnéesocimodierpiodiaediamallc 05 MOREr Obrthet pBFSicah Gqryputing
bei ng associ %kgtgenw ét}"thg'dcafﬁésﬁ%rrl Za)dﬁdsfﬁirﬁm&?e[chﬁ%@‘“ er networks

whose conputing nodes are aut to | ntercommuni cate, etc.)
and/or that the incom ng communi cation is of an all owed tyg_e such as
based on inf §80RAli on pribis exemplestaia memter, furer npalydes Jnydicls Physical

o el oCt | Mt ABiSa SRR SRERRINSE G102 10058 folihh 2200
directs an o@2§oj mydcooreumoutars @80a@280cs hoSwitch @1&aeisopart of a physical
network that includes physical computing systems 205a-205c, and is
connected to edge router 225a. Switch 215b is part of a distinct physical
network that includes physical computing systems 205d, 255a-255n, and the
computing system(s) providing the CNS node communication manager'
module 250 and the CNS system manager module 210, and is connected to
edge router 225b. The physical networks established by switches 215a-
215b, in turn, are connected to each other and other networks (e.g., the
public network 235) via an intermediate interconnection network 220, which
includes the edge routers 225a-225¢ and the core routers 230a-230c. The
edge routers 225a-225¢ provide gateways between two or more networks.
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nore intended destination conputing systens external to the data
center 200, the node conmunication nmanager nodul e 209a recei ves and
handl es t eooat@nistygy conmuni cation in a simlar manner pcfiysiodb/ensgksed
external destination conputing system nmay be, for exanple, another
conputing node that is part of the sanme particular provided virtual
conputer network (e.g., on a renote virtual client conmputer network
for which the particular provided conputer network is an extension,

or at another_data center, 260 th i s _also use t i Qur

network servilc® ?W%&Svieggeaf OH{ﬁ’tazr;Qoi? BEochﬁees %a%tg‘)c(’ﬁy g)r%h&ig&ﬁ Jg‘ig Yk eal
conput er net vitlvbrk 8sie@IFhEd BY SWitheR15d aadr bedDintercesastion setworic 220a
conputing systemthat is publicly accessi BI e on the Internet, etc. In
at | east sonmEdafBMIRRALSC RIRYIASS AHANRY PEMESHHR ’@teze@%%'?nf'ﬁi@'?fk

det erm ne Wheiheraddo AiHiBOhbfork N2358NdrHY Qret RAUtEH $B0RL30c manage
communi cation, and if so determ nes the actual physical substrate

net wor k | ocatdoprmubicetisponaititiy the tinteraernadiiani oetwierkwa2R, aslifife s vt
t he conmuni caf | 1 n I S.example, ] p i

networ k 1 ocatPoiRripe eefisin S Bl cels e Rt BT el ARl BnetARR] B
nodul e 270, smahadtsristicst ld modhl ealy Otrassrassionsat(ed. W hdadar | infombatidn

and/ or actual, network addresses . that . .are no therw se si gned t
node comuni d%@?é)'ﬁgn%ﬂﬁﬁ%ra uft '_.nairz\ﬂ%ﬁ%ga%aﬁh@@ﬁfﬁgﬁ%%@?@ﬁ@
communi cat i ongattiietd&té NAHR MNE eharaBichtiv® bikthédBtertdnridotibh achwork 220
extracts the destination network address and additional infornation

fromthe recdiseldegorfpuiashmsedon pingich neRrkderARgy.ds-)-and how to

forward the comunication, including optionally determn ning whether
the communi Cg@@@ﬂ IS ayior jigeeatbar AdiR | BHRRSlAfcAlRR! | Mahbgsr _hiddufs
comuni cation Is determned to be authorized (or the nodule 270 does
not perfor m SuaMAge cammmignicatiansoserfe e eRintiomo apsoaiated neriupeting modesn

“head " : ) . " AN ) "
Gosti nat1 on (9 neXabl SRUE 2hiuiath [ Mahablr MoBUETRO00 Maddles
ot her net wor lasadciatesis vafuat apackine doonpuiing pobés 207et vimde 28E)murdcation

then f ds_the nodified i cati th i ¢ .net 5
[n°thi o nanndparaast. Seclén A0 HRTFEAC Pord o B8, g,
node communi GaiieROTAN G edBANM B8 dthyr ABdE ebAlmynibatictomangyeethddules

provide some or all of the functionality of the gat eéva devi ces for
the provi ded @Y ;sualiarbfomam@se_mwyms@.twff@cf%m P& _Oé%e% Bo&e pther
di scussed, ag %éig@ﬂ @émﬁﬁﬁgﬁ"h% TRY iIRBtrdfRfndde BERAYMHfcation manager
capabilities for dynamc mdration of conputer network conputing
nodes, i ncl udiodples may manage|myNenicatient betwagmerBpulinthnodee spas to
of provided vj I u . P | : J
at least so mg)'véh%g @@gﬁ%s{'@%a“w&@ oveP ARE] R YsHybidaP 'seBstrhid
network {e.g., the interconnection network 220 and the physical networks

associated with switches 215a and 215b), and may implement firewall
policies and other network access constraints to control such
communications. The external communication manager module 270
manages external communications that enter and leave the data center 200,
such as to further implement the overlay networks over the substrate
network within the data center 200 with regard to such external
communications. The external communication manager module 270 may
take actions to implement firewall policies and other network access
constraints, including at least some configured access mechanisms for

provided computer networks that allow private or other specialized access to
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nodul e may interact with a renote network-accessible service, such as
a configurable network service that provides virtual conputer

net wor ks two pamoiig7ecl i ents. The confi gurabl e networ k secyiuvssi@os2gisher
net wor k- accessi bl e service may in at | east sone enbodi nents be a

f ee-based service, such that users of the network-accessible service

are custoners that pay fees to the network-accessible service for at

| east sone of the functionality provided by the network-accessible

service. In addition, in at i i

odes used by oTiRee Saind e Bani e LSRR 1€ I Al B her 208 ERTRboRdly =
networks to géagtréciméasPliavangeionsu éxteral remobe &Benith(;tﬂhpaﬂer networks
conputi ng systens and/or virtual nmachines that ar e ch hos one

or nore physi®dNayfgiead seLgie iR AONYRGHOR W p@er BHF

the configur ghotesﬁ‘&ﬁlrﬁ‘})fﬂétsiﬁfp‘f’érﬁénﬁeﬂﬁe' Mﬂé@r?a@e'rﬁé’tﬁ@rk”ﬁémﬁie é)bortron of
conputing nodes that are provided by the configurable network service

to be avail alsuehfitN gesneetionénput er networ ks provided to clients,
such as in one or nore data centers in one or nore geographi cal

| ocat i ons. EO%I tion; gegg Ihsﬁ% @%ﬂg‘e”%tesof 5] Adchitfe

the conputin es pr ovr by t e confr gurabl e network service are
i nt er connect edniputiogenodesr2@a rnercoagiuding pysfeinc 205aemayr ke, paridot iz

conput er networks,praovi ded to cI gi

et vor ks 1 hab S, BfpiRe ofafial FTdIRY I 50 s @lavidsdt cEeutsy,
ES' ng the i ninetwei ‘rlenoe @ﬁﬁrguma’r%bmgwxbat , afory »isfubsheatfehmmarr] h’\achrne
urthernore, in at, least s enbodi nent s, at st _sone. of the ,
conmput i ng no&@@’%’?gﬁpﬁe%&a m%%'ﬂﬁr %'S?g%‘[]tﬁ%‘ﬁ %‘ﬁ f*'Fo?OmEiétE)Q)

that execut e%yeréh{ bB5& (Qﬁ@abﬁenarnrbthehabﬁqufmgmbae@tretmslaben@ér&epbr in
ot her users of the program execution service. Additional detail

related to c@npmr | mgre\othes daia Q@ﬁtﬁ!’ﬁl%ﬁon@laééfﬁ)@fsé’ruw B the cantégurable
L udea Dol AwaREANEL] BRI TP bR LALPH, Ihresaiinhe TRAHetRahe

of provrdrng VIt I'ng a program
execution serarddoessase‘or ithogt unttwhl metvtbrﬁ @pri afdhe onrtiNg. maamezqcmputmg

(Attorney Dock er 1 37.5 file Dece 200
entitled "pPr&¢ 8an M é & o & ﬁfr?éguﬁom ing, |r\?§gg &ézg’u N%r}&%‘#t[{@;
“in US Ape};steats 085055h1(a39ehUs btidrosfni ilostkated Neorhputing nodes)

120137. 524) iled March 31, 2006 and entrtleg ﬂf g
Cormuni cat | ofRAYBEEREFETHY HrdiFatgd N(ber compytes, ”’\gwﬁ S ApingnPiQyided to

11/ 395, 463 Ny RSk :
and enti t I egiéml\;égnaaigrmnsgqﬁg’gtgﬁtr on o|¥ j%{r%glrﬁgréréﬁ%ya dmg\%ﬁ ﬁéglrjr%ﬁtnreﬁg% ,

Systens; " i naodvaigble foatiserbyie gquwzawesxe(twermerweoaaﬂ&r M@yngiso

120137. 554 7

I nter com‘ruan at%ﬁgﬁ%&%ﬁpaﬁ%ﬁ&r?ﬁ&ﬁ%%bﬂu%ﬂcor%ﬂ@r%%pﬁh@cat Pror%;r?\%r

121060, 074 ( Akecutingyfobiid elieMuorb ére wmaasmmm)a cdimpremg\/laodéa 287a thaDB
d entitled ' Bet t Nodes

o U S R o RSP TR G, PR R e Aect an

120137. 555) , ofitd é@ﬁﬂrdrﬁoat@@@o@@ﬁoﬁﬁ} tdireclnrt@élwadmne cbhiputiagthode

Access To Renpte Services eac h i s incorporated herein b%y

ref erence i n2074 @ﬁtth?ePW'CF@OSB]O’YW Vitiah LPpYEl REWORGWAYeh as
respect to F'Ssgéérye 4 Niddal! E?@Porﬁo’é@d gbogh nmat ‘g)rm‘}ra@d virtual | computer

net wor k- acce onfigura netmor service ovides virtua
conput er net wetwarkttbatisi assignedytoi thpt destinatiog vitikahraachive comp utisgvandes

usi ng an und substrate I Vatd o .
cormtini cat i ofiOfinacHe it coriredRaton THAHaRT, MMl 2ise dReeives, the
One or nore gygjcg Panagenicatichl asd dh éthIEast)an@ueerhdoehmeitl%wdétermmes
service may furt her facilitate conf ] gdﬁ%r comuni cati ons bhet ween

aft

conput i ng nod¥¢ethay fenaytaorze the senfiy OWGRNG FRMIMNEGRUOBMSHER A
nodes bel ongpheedhb i hpRIVBUSHECoHrigLkR] iRRIMMALI&S  aBe\st e PSENHiSG Nartual

machine computing node 207a and/or about the destination virtual machine

39



manager -nmodul e may receive an indication of a virtual machine
conputing node on a target physical conputing systemand of a

provi ded wwéb@biigrt work to which the virtual machi ne pgTiu82096€042858
associated, and then initiate configuration of a virtual machi ne node
comuni cati on manager nodule for the target physical conputing system
so as to associate the virtual machine with the virtual network, or

t he node comruni cati on nmanager nodule nay instead initiate that

acei ves a coRRtER HOTS 2073, S5Hisichn SarAmiELY irpbid Wil bustem

modul e and/ omariageFSeRidales @ 100@8g ¢ GBNBBiai tEno ButRNizgton Ndedernsination, to
further participate in provisioning a particular virtual machine

conput i ng no@btajp 5&”}?{6&?‘8%‘éphlinfqrﬂ'@t'0ﬁe?%rk in various manners
(e.g., in response to instructions froma user associated with the

provi ded vi r To@31net Wo kit cammiMidaTRAUNENS: {jlerbmbahfe 209:5 deterines
a

user), such as to take indicated actions so th the virtual machjne

conput i ng nodfeat; tbemégtgmg soayaenicalighis aftherizes ©60ORE MOt PREGFEBHGAER
the user ass% Fzgtl%tﬂ {é?ﬁurpeft%\‘mquﬂevh{c}dé?é Ped 4 ChdtelAin gbattl‘?é s&ah

executi on, 0 I nErAL & exetution of ‘one of more | ndicated
software pr ogalhgmsabsutbdtmtamettwank In:aammeorreamnndlm@ tcm(hm dentinatioal virtoal

t he user. [005 3 is.a block dia l||USt i e

conput i ng syﬁgl‘r%r u?‘?‘yﬁfs% f8F  HiovFa '} ad ona fﬂgo %&%H}ngt g
dynam c m gr aitbRidndbcEEONPHE®VOrR e Uses K IFR@ gt |ragrersedesthei nagtaalt irstvark,
Figure 3 illustrates a conputing system 300 suyitable for executin a

enbodi ment of greaawfﬁbaem@upn&moﬂﬁé.qomﬁﬁég \ﬂ%%?n"ée?ﬁogﬂs?ff%n%
conputer net %Hkth%%%!e”gﬂ@é)‘i@%eaaérs"‘me' o@t@olﬁ%f ESMmurlidRidh St l%g

systens 350, conputing nodes 360, gateway utlng devi ces 370, and
ot her conput ndngcwstpmm$@nmmmqa§onmanagajm®ﬂ%a ﬂéruélngéiﬂ gelwal IPv6
enbodi ment s p1=e) il t [ofolans!

devi ces and %H%t?%ané@ve co&?&o{gg Jrgg '5) e?:\?\n se @éé{)l%} ate ognél? ule

(e.g., the ceopatrhag de;a'tmme ﬂ(é)aaﬁudl Hva mmasonmemﬂorﬁdnddresspm use for

nodes 360 an I, C 370) . .such in art..of a
conput er net N’%%@P‘” %jsq{ ﬂ“&%f’&sﬁ ‘%‘r ﬁé{épa‘g’?w?’ﬂf‘ea"f’% Elicy
greater detaiply Vb BxdrRpee nhmdanguﬁ@adtmgawdhahelsyseaiduma@ager M6dule
2011/ 011576PCT/ U52010/ 042858 whi | e not il lustrated here

confi gurabl e 26t %WYS@M% Rievienslysietarpingd |515'F‘e3t9'@dttﬁét W‘?ﬁﬂfml (&%l
d t |
used in at |le Syst mﬂ@@%ﬂ F@ﬁ%@t fﬁ%r'ﬁhché SridHy WHLR 'maBHiRe Pontifing

ot her conputin SO at east” sonme of the conputing

nodes 360 an@ogatwmf@remf@rmt[@mahw that slestinatian wijtuahacbwerki addrads.c

networ k service_ and be | t

nodes 360 andUfRESAS e%ff?l‘é@%ﬁ%ﬁ? % Yhid AP qhe Yctddl $p 68 BRLA N
network address that is used embeds the virtual destination network
address and additional information, so as to send the communication over

the overlay network without encapsulation.

[0054] When the node communication manager module 209d
receives the communication via the interconnection network 220, it extracts
the virtual destination network address and additional information from the
actual 1Pv6 destination network address, and determines to which of the
virtual machine computing nodes 207d that the communication is directed.
The node communication manager module 209d next obtionaliy determines
whether the communication is authorized for the destination virtual machine

computing node 207d, such as by extracting the virtual source network
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[0060]In the illustrated enbodi ment, the conputing system 300 has
conponents that include a CPU 305, various |I/O conponents 310,

st orage 3200 2@mn08®Nory 330. The illustrated |/ O conpopefiusaohdiehssde a
di splay 311, a network connection 312, a conputer-readabl e nedia

drive 313, and other I/0O devices 315 (e.g., a keyboard, a nouse,
speakers, etc.). In addition, the illustrated client conputing
systens 350 have conponents simlar to those of server conputing

system 300, incl udin U 3 I/Oco onepts 352 torage 3 and

nenory 357. ﬁﬁigr‘?ﬁshéﬁd %%m'?aﬁg‘”@g‘la@f?ﬁ 2 PEHHE I%g@scoggc%%‘hgﬂ@(

conputing nogRgreka0 d@’c@ﬂ\fﬁmn@%’ﬁlﬂaﬂ e u@mpatang lrydeCAR anRgn vistuad seare

or all of the conponents illustrated with respect to seryer. conputing
A

system 300, hetwerkcaddespinacivaiamanagediy st m%ﬁeeeomm%mﬁaéw@%a pger
for the Saken’i’édlﬁée‘(ﬁ%f?hﬁax‘ggﬁ ttg40’coﬁi?nl?rﬂl8é’t$rim ‘Bfusae%ﬁn%k node

M gration Manager (' I'S executling I n nmenor
Wil e the Nl\/lkzbn'mdmhleailm manager atoeidle aoeam so@sdnmirevent sw@noﬁgg (94 souUEe

a configured ne ose co tin St ingo er, S:

the conputi n %EV)"/%'E( gﬁ%’fﬂf) e ensd%gécl I]f pﬁ“%posg‘%%FgE% hat

i s designed aeeHrAiingdnd b@LﬁlﬁdoﬁzedO(mdmddwcmpaMdatlbneﬁanégérheo&NM

nodul e. [00611The executi n% NVM nmodul e LiH‘.Bt eracts Wth. other nr'%utl
9 tée

systenms, devi208d ¢oRe REHEETIBUESYRIeaB rayiBPEZation determt °@>e gryle
the Internet >a8d/tRen erhéé@%@tH@! fRoNbRg c\Shﬁtn@mBéﬁd’rﬁ%@ thal it W Afrected to

network, via a private substrate network in use 2y he confi gurabl e
net wor k ser vitee destination virtual magkineptempwting nage t207dnesing @l ng@gr:ate

facilitates ?ﬁ‘mﬁg&vd&ga[o%‘r%&é‘fo‘?fth%ﬁ@ﬁ%t\? sBEhfa'%E’ogFﬁé“Hy ‘?%eﬂeﬁ‘l S

360 of one o originating conputer rks to other acene
conput i ng node’sJa%ﬁad:mae amepytingt nodé’soviHeal de’morhadotmss;@spmeesource

net wor ks. Each, of ori i ng..and, dest i.n |on

(not shown), n&ﬂ’&oqﬁp’[’ qfﬁﬁ? gipdgbyl"%é'ﬁ q}g%rfgesg HH%%H%%] \re‘g[["h%g

systens 380, ngBishert@aTRevatikesidress agiee déstl’ﬂm@nnwﬂivbﬂuzh@dreus elftepre-

other entities (not shown), .and such a user (or a ugs %S%sentd nt%

that entity) ﬁagemtf@]@cem'mmeommtma é‘iiré" rds tne

configure ang, Eﬁ.mg tﬂontﬁe'H?éi%ﬁaﬁé}qvmﬁpﬁdcﬂﬁiegd&ﬁﬁlﬂ%gﬁﬁode
netvvor

such a corrput er a user may simlarly interact wt
NVM nodul e 340 @b iledsti aac&namﬁmmdm@mt% thpforg, niarivardingr 4b¢ orinegming

conmput er net Y, d 0
about an ori SRR GRS P P 3N 3 mBEAHET W0 hatLiE Fehay
optional | y pa@d perfigm atiditional smpabeial:ethtcdeewmy.t iFam ezxanmle ehhe module
net wor k, by vi di ng i ndicatigns articul ar uting nodes t
have been m §p§ tHe@ayr VEH t??ﬂeﬁ'l‘@/l\ﬁer%@lﬂ cﬁgpemcapg{uémgt 80
provide inf Orammdrrzedétbwnmbmcéié With tie destinationt\vatiali rAachinalé.gn, based
paynent information, etc. to provi de paynment correspondin

o
operations oPnt kelosging d@ Hreosates Wstuah Seinmknaad(cs 920“9@?‘5& access
constraint information specified for that provided virtual network, being

associated with the same customer or other entity, being associated with
different entities and/or computer networks whose computing nodes are
authorized to intercommunicate, etc.) and/or that the incoming
communication is of an allowed type, such as based on information
previously obtained by the‘ module 209d or based on interacting with the

system manager module 210.

[0055] If the sending virtual machine computing node 207a instead

(or in addition) directs an outgoing communication (not shown) to one or
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[0062] I n addition, the NWM nodul e 340 may take various actions to
dynamically facilitate the increnmental mgration of conputer network

conput i ng wodasoakevarious tines. In the illustrated epepdispRobs2838he
nodul e 340 nay have access to various information 326 about clients
for which the NMM nodule is dynamcally facilitating the mgration of
conput er network conputing nodes, information 322 about originating
and destinati on conputer netvvorks of those clients, and information

324 about | ocations and, oth assom ated i nformation romg e

conput i ng nod@greaﬁﬁ ended 5{183 On. PRETMG, SY3gay e)ﬁ?én%}q?i % it Conter
information mpmp, lﬂ@e%ﬁb&foﬁh@'mﬁhi@ﬁh@h ey camibduiepobatreceives @nd haridies
originating and destination conmputer netwgrks, such as coggéltl n%dnod

status i nfor tRei FHIOINS: COMEURIRRANCS Bu@ PigYREsTanBel At erna
periodi cal l'y)gapdafsn L6 u’uﬁg Qgsigﬁ'ﬂpfag bel forB@] e, SHOtR S ébmputmg node

periodically, upon the ocCcur vents of Interest, etc L
addi ti on, thdhmmmummemynmsertrchlarommmd viguabempwes netyar rﬁecgzzpn

Lo, aesl st S BB B SRR A St BRI provite

net wor ks par tgoehmaér netvmk @aamtenzicgf alr iab Bgother dabte obrier ﬂéﬂ\matkls also
conputi ng nodes, as idin ach of those devi ge
with i _nformatqsﬁ ¥491€o oe8 gﬁ"ﬁ' &r’lﬁé‘gﬁﬁﬁée%ﬁ’ﬁ‘rﬁﬂl B % tfé)m%‘é 5t the
conput i ng nodgstiQfia0 virgidlaédmpPuer "Rethdirk)n el VednisutiHed sYei Neft kofemote
conputer networks as appropriate. The NVM nodul e bﬁ@!"yurther erform

various i nt em@@QUIGASSEIVICR. G EOMPULDG cSYSEMN | that dp IRy waraessible, iopethe
in at |east sopp, migdi gi‘ﬁnétg %e%f] h#é’ %eﬁfécgné‘sslﬂ@tlﬁﬁé‘f Fgufn%dg I

gateway devices provide net wor k service
conput i ng nor%l@aaﬁ@ytfmst:daqauhme wbethar Itts guithorizecitiebsending obtite gutgsirige

network service use | .acement,, ¢co t

pr ovi si oni ng GrUEaietemd B R erg eodus. cavel MHSRAE Snsdb ddhene
ot her conput iiGgatRyiSt &drfespdadimay tonchedelestingtidri ngetoysk eaddmdsssfoh the
configurable network service that are av |Iab[rﬁ{;or us«? ’E%@@ eﬂ@d
conput er net \ROFNBUNIEEHRN. 4 I il EX_BRISu the, felerainadsPhysiga ﬁﬂgs

one or nore GOy é&régyéf».as tbnhé%mapbomwﬁéAthmaﬂagé.emdafun@ﬂo
client conputing system 350 irst interact with the conf |qura e

net wor k ser vistishtas it thef mgdule %%/Q)tsrasmlaéed Wlthtaﬁla{'ﬂ%rﬁf@t’@’raﬁ \iistwork
fromthe confjgurahl qhgfé}@'(;,ﬁ&tﬂgéﬁ&@aéﬁg ﬁo&é‘ cb L@ Rafia er

physi cal comButer Tiet wor ien provi de i nf or mat
322 to associrabduledat When uhe omdoile e?rTOnezeamvés \xhe hcarhmuuiqasqn ¥ia the

conputer network. In ther S S no, may. i
confi gur ed té“TPFEOémE 0, Reiw PH‘eaébn{&l 8\5‘?'%6‘% )ﬁ s%‘?%?@ﬁgrﬁ ceg%qwgﬁ(
Create one ORxdipsss QHQkhddlﬂdriaﬁihnf@ﬁﬁﬁmhelfrdﬁettm)rré@eﬁ/@j coffnimication, and
nodul e 340, such as to use a particul argg)row ded virtual conp

networ k f r omdeiRIMEBRS | Whethsr bRy Kos &rweed 1hE Sﬁ'ﬁ'é"q”'?ﬁ‘t'%' “inGluding
gg[ teb\/;;l Srevddgﬁ%allyl QRS iR g OlvRBthet OfHRY ChRBNENSARITE is> HitiadlzedBfbr the
intended destination. If the communication is determined to be authorized
(or the module 270 does not perferm such an authorization determinati_on),
the module 270 then re-headers the incoming communication so that it is
directed to the destination using an appropriate IPv4 public network address
(or other network address appropriate for the public network 233), and then
forwards the modified communication over the public network 235. In this
manner, the external communication manager 270 and/or various node

communication manager modules may optionally be configured to provide
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370, and conputing nodes 360 may be executing various software as
part of interactions with the nodul e 340. For exanple, sone or all of
the clientweompuiisng systens 350 may each be execut i ngpeofukyiaé s
menory 357 to interact with nodule 340 (e.g., as part of a Wb
browser or specialized client-side application progran), such as to
enable a user of a client conputing systemto configure operations of
the nodule 340 with respect to WD 2011/ 011576PCT/ US2010/ 042858 one

or T £5TP Y. he BERHRE 5 RRRRSANCE b e g gy vroup

systens 380 rynmaehné@oeksecuting software in nmenory 357 to i nt er act
on behalf of a client wwth a conputer network being provided by a

fi bl Kk f t h Li ent h
connect | on ¢ KD58onnectiuspE RBPUOBTY Eisinted. tohiau el e Tyl oy
that are partysell ® proNlE afapiitissTor cg(r@nmcrmgratlcmﬂdfl tﬁﬂrﬁplﬂﬁertﬁ“siwork
conputing nodes 360 as part of a Erow

ed conputer network e teF‘L
for the cli erﬂon';iplﬁ@gﬁ’! aseigbiding MWH&W@GWOMP%WQ dofhgre
nodes 360 an Te 380 may execute software
nodul es (not s o Y@bgﬁ’g?‘gét%?wdb‘r oVl ﬁ I'ng the functionali ty of the

nodul e 340, such as communi cati on manager nodul es that assist in

managi ng comi0®Fdat i ondsspraviaushanetet; dimak deasitsone eakadimaats; aaNMM
provi de stat Lﬂﬁo&tﬂé%??tlhtgpacr glgiﬁ'\[gg @nétgmf]@?ﬁés@%l fiicd, OsddhCas a

nodul e 340, or coO O that sim |nc e software to
provi de such aohagmbimfrmtwankl eaniace thet povides Slmlal Srqmmbuiew yetworke ior

all of the gate evices 370 nay simla Xe, t Walr S
(not "shown) T8 SN O diobib's netolaretifestr  Hter AR
340, such as azebiyibleessmibd @say in facichit dbmd Renbdditnentiulbe 34f¥esbased
configuration of the gat evvay evi.c dditio ot her of the

conputing sy$eENES.38¢eF %,qﬁ]tgph@?twp BEFTLIe SRIVICE 8Te FUSIYBERSe

renote resougs 58y YbESIoAKal Ju@twoﬁ(-taecé@%am@ts%ma@rf‘ér 4: 08541 ééméﬂ &l tHee
appreci ated that conputing systens 300, 350 and 380, gatewa

conput i ng devurationaliy, pravilegoppthe Agtwrrkaccesebler genviseel |p addmon in at

1lustrative a0g difo! ngbcg@fa} ?sed:h% %edring HBde< LByt Bhfigaable

i nventi on. e conpu es may i nsteac
each incl ude nmhtnk@mmattermmdngcmnmmr m:egwmystterrﬂlem‘.S teyi hae, vanalis

t he conputin st ens/ devi ces/ nodes .may be connected to ot her | CES
Lhat Car e not PTISSPBARPIYSIE CaMA TR YRGS ARG vl s e B B
as the I nterreich Ndsted BA Mebor ﬁforé’lp@:yﬁbaw@érﬁpﬂm’igﬂ@vétén”(se for, exapiplegin
comuni cati on networks, etc.). Mre generall ut| n ?éal
@gﬁ\ﬂg ﬂ-gpu e a large

conputi ng dewose §mhﬁdﬁﬁﬁnt§omﬁ|@ﬂ@9l§9§|@eﬂ?
conbi nati on ¢f, AR YRS QILIRPLHOYE Shat are provided by the configurable network

service to be available for use in computer networks provided to clients,
such as in one or more data centers in one or more geographical locations.
In addition, in at Iéast some embodiments, some or all of the computing
nodes provided by the configurable network service are interconnected by
one or more intermediatephysical networks, and the computer networks
provided to clients may be virtual (or “logical’) networks that are overlaid
over the intermediate physical networks by using the intermediate physical
networks as a substrate network.  Furthermore, in at least some
embodiments, at least some of the computing nodes may be used by a
program execution service (or “PES”)v that executes multiple programs on
behalf of multiple customers or other users of the program execution
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that may interact and performthe described types of functionality,
including without Iimtation desktop or other conputers, database
servers, mnedyaliki11steor age devi ces, network routers and ether2010/042858
net wor ki ng devi ces, PDAs, cell phones, wirel ess phones, pagers,

el ectroni c organi zers, Internet appliances, television-based systens
(e.g using set-top boxes and/or personal/digital video recorders),
and various other consuner products that include appropriate

by the i 11 ustEuEa ot Eeh ol bl oo RabHtfld MRk ind) GG

in additi onalcdm@lnéememorksheremukded%elamyamm sglditioneiriethilse relatedeto

integrated with or o se, associ at ed a co et wor k
service, and qxpngge@éxg,b%{fn@gn fshe P'E?chéﬂ%v\%’ﬁgf’ {2‘? ‘3 E%ﬂ%lain e;%[owdmg
el sewhere as DpgiggamRecdish Qé!rvwéear@rmemaéd PO e5pptcatitteNo. 12/332,214
configurable network service (e or _nore system manager

nodul es, one (Httorsye Dusket c%'#ﬁ?bﬁl’ C'Eamé’ﬁ 3R adied raker dRe 4R0GHnd
ext er nal CoOMpphigatd cg\f]gﬂga)ﬂng{l S ?ﬁf%l.ﬁéﬁle) Prival @‘é&g%{’er'ﬁb%ﬁ%  in

enbodi nents, SONE o the no uI e not be
provi ded and/LS. oAplicatidli Mo onmsgmﬁaa |(Auameyyoaelgetbvduamar I‘e’AﬁNéT 524),

0065] 1t will pr, ate iLle ou3|

|[I I US][ rated 44 ch\ﬁﬂr&% Sg @@f)b Wgnﬁ}@]ﬁe ry@ﬂn%q[ % qﬁ(?aq'%g?nget&néee
these items @orAphfing Nods;™ e D.SRA ﬁcétfcﬁtﬂﬂoer’rﬁsbﬁmb‘wattommnocaeﬁ
ot her storage devices for ur poses 0 nagenent d g
integrity. IiNemBek i 1 8t oHlage MQTQIE'WB b@/"r?h%n n@[ﬁ'ﬂ aging

340 may In s r9h |0 SORpplicat
e sy;%%aﬁ%%@*f%%"%ﬁbmﬁﬂmm%%"f;%s% (i ocn 7.

partial |y or Niholl 14692,Q38 fAttomneycBapkati Ngmiest &2 iled March 27,
net wor k- accezﬂ ggétgﬁtﬂ%ﬁo“ém n?é(ﬂcgﬁgm%cé’t OBeE\Wé& HdMputing

conputing sy accessi
devi ces). Al tNodest’l el Y,S.i Apphd:t&ronemilmdnMOQT%cﬁkﬁomeyaﬂocbét thNhgmber

Govi o and_cR0IATBIE e £ et W o Blot o L e Bet b aeSfiguring
i nter-conput Qtorﬁﬁmu%t@aélsgtwe&rcémpamgmdd@sgoam el Rﬁplicatloam
or all of the systens and/or nodul es nma ﬂﬁgﬂ

o gNgn ﬁ

in other mann1é]|’ 4, $32 KARRIMEY [P%‘é@t Nyzil raﬁ%’“rf’ﬁﬁ) I
har dwar e, ‘?a'n‘tiﬂég?‘%rc@hﬁm%@nhbgé‘éd Adchsy TQ'??erﬁBSer@éﬁlces each of which is

applicati on specific integrated circuits (ASICs standard i ntegrated
circuits, conneapbeated herayn by byfesrmeuniiisemivglyopri at e i nstructi ons,
and i ncl udi ng mcrocontroll ers and/ or enbedded controllers),

field-progr ag@%]e gat gpkr gy %e%En%%Pg%’g}gﬂ#E%gpégﬁbaﬁgﬁﬂ 8, InO8K Bast

devi ces (CPL net wor k processors t he' nodul es,
systens and datree armmmimmeats nhy reeteorbaceassitdd qonfigurabde nedivoikaservice

ne s hard_ o POV o RUB PRwRse 18 iR, Y TR b Y che G
be read by amvapay oRstvaike dsingeanr underiying appsoate ﬁéﬂvdmnlsachlam,usa@

executed by one or nore processors. The systens, nodul e
structures n’é‘?”QP% oCHENuNiGAlieN: Manager gEWQP!ﬁsed’f dtea con gle( é’egwmk

as part of asepfitd CoMAmBlo jdiei ABARGE Rbadiedict B Béﬁﬁgﬂﬁ%lé%etwork

signal) on a varlety of conputer-rea transm ssi on nedi uns
i ncl udi ng wi rsendes - baasedﬂaﬂterw faeditaiabl@mig@tlngremommumﬁﬁf@pnﬁaybe%f‘a

variety of fo t_of

signal, or as °ﬂ‘fﬁ4‘%ﬁ| QO#SCS?% e s&bft{%%%&}ﬂ{osr Wé?k%@hﬁé@ﬁipﬁ@cﬁﬂutmg

conput er progfoaesproethr@t Somayhiet sprovialed omhfal hetworks,n asicheoy providing

enbodi ments. Accordi ng t he .pre ve ticed th

ot her conput érﬁfogygpgpn @\B’ﬂlfltl g%ﬁtlé?l C;ﬁyswa? str rge n\étwor 6élcresses at
correspond to virtual network addresses used for a particular virtual network

(e.g., by a particular customer or other entity). In addition, a system
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[0066] Figure 5 is a flow diagram of an exanpl e enbodi nent .of a

Net work M gration Manager routine 500. The routine may be provided
by, for expy®i€o118%ecuti on of the NWM nodul es 125 and pe4u_f0187h455s€S
1A and 1B and/or of the NWMM nodul e 340 of Figure 3, such as to

provi de capabilities to facilitate dynam c mgration of conputer
network conputing nodes. In the illustrated enbodi nent, each NWM
nodul e manages the dynam c migration of conputing nodes from an
originating network to destination conputer petwork for .a.si .
ol St et o Srantenhailednak RGeS ANdOHERIGHEba Vidranacaii el hflie
modul e may  Sigkt aﬁegufakqetn‘aﬁ@@alda@ﬁﬁwqgﬂs%@m el of a:cpmveaeagwrtual
nodes for multiple co networks (e for multiple disting

users or ot haetwork to whichstienvigyal mashleeww rﬁﬁjaﬁ%o‘?'%teﬂr 80¢ dean B@/‘t‘%te
cont ! gurabl e Jaekyeblof ¢ 4 \gﬁugm;.cmawo%scomhg@gumw%a%;rer RSN S

to mltiple ent’s manage dynam c m gration of
conputi ng noq}estdngekpaysicé!mmmmﬂ'ngetemm as toramsecaterthe grtuabmashios

such that diff nt co uter et ct _as the.oriqi

destination (‘,"B&bh eY! rtH 'Q T\Aﬁ]ef ?%$ ﬁ?mtm%%at% 9‘5@%&%{1%@@&6 e
illustrated gpdead imikte thé‘lecdrm'ra}hrai@nt(é@s whah tHaldirtuaiomaohies fmsmmmmes
provi ded by a network-accessib

e service a configur abl
net wor k ser vioE SPCEI¥eE FeCRfEBtUNAtIoDh d%rﬁﬁ’meefe%}m%?ﬂst 8 R “manager
corput i ng ”0%@&5 SrY/er ah%rsoo%ke&%dbﬂé&ﬁﬁﬁ%@m:bh rﬁhﬁé{gert eSO fnay.

conput er net s in other e ment's. Furthernore,
illustrated ol pariicipatéeinr provisieninga derticar Witulaé(f@?%“%rﬁ?rﬂﬁg‘ng

bartoul ar coRER T PHORLR Vst BeRiak if ahbis BSRERS SEahh ebnditelto
routine may IlmtmdnmﬁomﬂerLﬁsurrassucxbteanwahaheqbrmediaimmm fetveork anfd/or

the client r di ng_wh £, cul '
nodes. are t b BNGMAthls Oh SeRRT 4 FPCh f oAk SHPh Boutp SR PEIeROTT A
the routine @%ﬁhﬁﬁﬁeﬂﬂﬁbéwmaa%woﬁemmgrhddhzasauéwrm eﬁédutgbablcﬁrmmb

particul ar computing nodes, such as by iInt er actin

net wor k- accesoftwaee spiiograie WHEPr Hisariber epaRcEre ‘%E‘Bng]?( |pr'i§‘"ﬂ‘3{jje%'rt5§'
part of the We%@rtk' 1?1ﬂrate%1 %@Eb@é n, RIS ﬂaeimtfaté lRQeE@EH BEoABYr more
i nstead not pertorm suc omate mgration activities (e.g., if the

client perf onmrhcstedhsmﬁvgar@t porgranisi on tthesyirtaald meshine SOMIMNG oedeh©N
when the m gr, 5} B & an_indi cated originating network conputing node
to an indi cattgd? é’g GH4PFon net wor k repl acenent conputing node is

conpleted). [0067] The illustrated enbodi nrent of the routine begins at
bl ock 505, wheosg]confi Figurei Brisi afklocktdiagraims illustreting cexastyle diaigputing

client's originatin ter WO I

conput i ng nogé@ e ?U@%@%ﬂﬁ%ﬁ fPQ/hHWEPP?.E}’ éﬁ%ﬁ"ﬁgﬁygﬁa{gﬁ%&?‘%@@“°” of
destination r@fRiReV netwistk ulir] ndaEYOr In partitulaet IFiguakl § ithdstrates a
defined criteria for use in selectlion of how and/ or B,hgn t (gjpgrr]%ﬁwl

originati ng comuution sustemr R0Q sHfiaklegr fygewting apornae

R TP o P Shaf e SISLETR I abarA el ah ombtting

about an exi stideg, penuleasivarions chettweorputingisystemst 30, computing nodes
360, gateway computing devices 370, and other computing systems 380.
While not illustrated here, in sohe embodiments at least some of the
illustrated computing systems, devices and nodes may be co-located or
otherwise associated together (e.g., the computing system 300 and at least
some of the computing nodes 360 and gateway devices 370), such as by
being part of a single computer network and/or at a common data center, as

described in greater detail with respect to Figures 1B and 2. In addition,
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WO 2011/ 011576PCT/ 1 TS2010/ 042858 desti nati on conmputer network,

al t hough in other enbodinments the routine may instead dynam cally

i nteract wd bo1dorienot e net wor k- accessi bl e service to cpenis0sniehsse
renote virtual network on behalf of the client or to otherw se obtain
access to one or nore renote conputing nodes to use as repl acenent
conputing nodes for mgrated conmputi ng nodes. [0068]In the

il lustrated enbodi nent, the routine continues to block 510 where it

hat comput i AUG aqt st FBld Aheotbuadp feno: tamyok rady BEECRRABE,
e (e R A e
foutine in bidsEoHESIE of tha PR FARPHERD Brstemes agl, andd 56 of tRast sttner e’
from the net wek kpafkBAg inblgs %%UVérﬁﬁ%ét@Wa?rdéﬁc@@ T SWHISNVRIRY by the

and/ or from particul ar”conputing nodes, étc.), the routine continues
to bl ock 520 configurable nebvorkt servicei andrbmiocsied Iramatelyi romsethgr &f the

exanple, the r wae L ' ' 5 to determine if the
defined cri té’P@d(“ﬂg ”8ggugg’§gﬁdydq%are%v{age‘%§’%%r§e§&rrent|y sati sfi ed,
such as based at least in part on the received status information,

al though in ¢00@&0] enbodh tmnillustrateddembodiment; ther camputingsystes 8RB d1esd

cach LT PR, b TS 87k, 5t V0 Bofhehis b0, A’
320, and memory 330. The illustrated /O components include a display
311, a network connection 312, a computer-readable media drive 313, and
other I/O devices 315 (e.g., a keyboard, a mouse, speakers, etc.). In
addition, the illustrated client computing systems 350 have components
similar to those of server computing system 300, including a CPU 351, /O
components 352, storage 354, and memory 357. The other computing
systems 380, gateway devices 370 and computing nodes 360 may also
each include similar components to some or all of the components
illustrated with respect to server computing system 300, but such
components are not illustrated in this example for the sake of brevity. In
addition, an embodiment of a Network Migration Manager (“NMM”) module
340 is executing in memory 330. While the NMM module is illustrated in this
example as being part of a configured general-purpose computing system,
in other embodiments the computing system 300 may instead be a special-
purpose device that is designed ahd/or configured to provide the capabilities
of the NMM module.

[0061] The executing NMM module interacts with other computing
systems, devices and nodes over one or more networks 390 (e.g., via the
Internet and/or the World Wide Web, via a private cellular network, via a
private substrate network in use by the configurable network service, etc.).
In this example embodiment, the module 340 facilitates dynamic migration
of at least some of the computing nodes 360 of one or more originating

computer networks to other replacement computing nodes 360 that are part
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not received, the routine continues instead to bl ock 530 to determ ne
if the information or request received in block 510 is an instruction

to assess vwdneoiopitsmnal |y provided defined criteria to det@sivieeisss
whether to currently select one or nore originating conputer network

conputing nodes to mgrate to one or nore destination conputer
networ k repl acenent conputing nodes, such as an instruction fromthe
client, an instruction that is triggered periodically or under

spect 120 Cl o URARARRDg BT colbod®r SR | BBl O eSOty

535 to asses? erm né | one or
defined crit eestination competet Inghsorks (hoteshoven)c and optieselly at Ielaehsomenof

t th I d st f t
aspect Lo bR IPEToCImE UG AYciegts PHOrER BF GRTOHAIC  CINASPCo" SIRTR

defined cri t?"ahﬁ:u'lﬁﬂué%ﬁs Ris&flepRntie (nAtshotin)f apbiosuen( 8. w@er (bha user
current level of utilization of wvarious originating conputer network

conput i ng noderesenting that entily) B1ay; uredPnObihgGliesherTREENG Fst S mnCdo
of the defingd,g édr&e&{rloaa@ée%sstﬁé'c%iﬁ in s AHd S&nﬁﬁm Qﬁém‘s%@d&ﬁk

545 to determ ne one or originating net wor k
conput i ng nodesomputb;nmd{ I ySmrgraauaer( eay. $Inmmb'dln(befachwﬁbefthM

o 8 1o S5 R B B oo

repl acenent eeffsrki BEMPOHRS hwedde smfhdafsobytb&)viﬁugg alhfcmmattengabowiaaed
on the defined criteria; in a manner t I's not, based,on hed ed
criteria, suHIRAtAGyCRARMISELNEMKpAR n{}snﬁﬂ’@pt"’ﬂ%ﬂ F%d?ﬁir EnPP 'Pg

of the desti %?&hd}ﬂ qafa?ma%nr&sdm% dRGtikdtRin eamp%rdum;eaw yréddiag
to the destination conputer network etc&@é@ae routine the
t

cont i nues t oinslications mcﬂlﬂdlc@m@ngnp finaug Qgﬁﬁ)wgrﬁged or that
node(s) . [0040] NMthb ule ti(??sdtodﬁﬁ E6%brbliaB!i ﬁﬁrenéggnté%gt e client

recei ved request or | n ormati on 1S tO asSess efine
criteria, thee. gqmomactcmfﬁrmames mytnmd inforrbhtiark &160, to previde npayenert

a request or instru has been r ived.rel at r

one or nore FHH?%%R g‘?%ﬁ‘q{bs 8€ﬁbehtsspmf‘?elpvx%‘f€ i%%pn%uh% ﬂMI\mHgéuIe
If so, the rgubi&e. continues to block 565 to optionally

programati cal | y interact with the renpte network-accessible service

t hat provide dest | nathnv net rktofaC|I|tat
t he avai |l abi 'quq;ﬁ lﬂ addifany h@o‘ﬁ@M m@)@%gég TP%Y At VaYPRetaRs t5
such as by aﬁiQhé&ﬂnéa'ﬂ? FRRIARETRE! if@EMdhiald mig@dnt of t Bemparii metwek
conmput er netwdrk, provisioning the replacenen

co ti ng node
I n ot her enbécmwﬁﬂg redessiat \arioisstimere dniBgt '”Hﬁn{}gﬁﬁ'sggmﬂ’dfi%ﬁﬁbet e
the actual {ﬁgé QO%@W‘E[ gélér Fecg \Hri'o%rlﬁ‘fdrﬁﬁtlﬁﬁrg%@ﬁ oﬂfteélié‘?lfé(for

conmputing no acenent conputi ng node(s),
notify the redicmineSEBDINdMdduds és dmﬂrameﬂrgefacnlﬁ@mrm:thmglgfeu@m o) campp@rt

of the informaiiop received

ot 1 nt er act AR R GddEse LESEnallen 324 fobu Gbitdtd St besyHHen

bl ock 565, t Bempatdrirttwbheroftnode oliets,tamdinturinafion 324 amuutﬂqcaguansm;a

devices on the originating,and desti natlon COo uterwﬁltv\or S (I)f th t

nmi gration of offif& ﬁSﬁGF'@B‘:tdelﬁfQSm PR des Wﬂ?@@ﬁjp‘iﬁrgﬁ &n

node(s) to tREnHRkiRG SN n?hé%r%ﬁ@ﬁﬁﬁrm‘éﬂﬂﬁ%‘aﬁ‘%@@d@@éd @fdbm cllents
and from interactions with originating and destination computer networks,
such as computing node status information that the module 340 requests
and gathers (e.g., periodically) and/or that is pushed to the module 340
(e.g., periodically, upon the occurrence of events of interest, etc.). In
addition, the NMM module may use the computing node information 324 to
assist in configuring the gateway devices 370 that support originating and
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the destination virtual conputer network, so that the gateway devices
may facilitate ongoi ng operations of the originating conputer network

during thevolyniagigzen gration. [0071]1f it is instead detemRriieolsdd

bl ock 560 that the received request or information is not an

i ndi cation of mgrated conputing nodes, the routine continues instead
to block 585 to performone or nore other indicated operations as
appropriate. For exanple, other types of operations nmay include

requesting ¢ .St a jnfo ' kgl nat i | Qb arati
destination lr%trs\?ﬁ%ﬁgio%ﬁw%fé hg@eds&%eﬁg&'? %@ﬁ?oﬁ c@ﬁa@?gugg%ragiﬁgs of
occurrence ofcopagutec mebworki tarmpiting nodes, uch asi by tpacvidipgaeadh ehithose

request to magrate functionali tQ th stipation c t

cor r espondi n@evay F&MF@? "H&\/ir_&ww& %@f?%b}@? & f%r]wa{(ﬁgagéro ?’l{g‘}“ggﬁﬁ%&
conputer net WMeéH%bm&%tiﬂgtndaé@ offorightatingi @nmsitengeiksibad destinatidn
conputi ng nodes, etc. her operations may also include vari.ous tr¥é)es
of adni ni st r ROMRUtEF naRIkk 88 pInRioREtEonkNe NMI medule regydurther periorm

enbodi ment s afodt ik Al W [ bf Sho! SeiRubdifle HethBfc seividds 6t

routine instead determnes in block 540 t defined criteria
wer e not sat ilefstesomehembodimentscand i silvations budtlass s qonfiguies Gatsyay

uhet her 19, SUABUCHSUED B HE' HaofblBiElehlors WriERISI ab8 computing
returns to blrples536d t@ndomputert netwirks yeevited bby the Sahfignrabde dsetwork
[0073] Fi gur esseﬁcg(rslgi féerusi,el lagsrteL%tcgmaenft lc%%pcgﬁ%grr% e%f in ri]atgxpargpils%ning of
replacement computing nodes, etc. For example, the other computing
systems 380 may include computing systems of such a configurable
network service that are available for use in provided computer networks,
such as host computing systems that may each host one or more computing
nodes. In some such situations, a user of a client computing system 350
may first interact with the configurable network service to configure a
particular virtual computer network from the configurable network service
(e.g., as an extension to a physical computer network of the client), and may
provide information 322 to associate that virtual computer network with the
client’s computer network. In other situations, the module 340 may instead
be configured to interact with the configurable network service to create one
or more such virtual computer networks for use by the module 340, such as
to use a particular provided virtual computer network from the configurable

network service on behalf of a particular client.

[0063] The other computing systems 350 and 380, gateway devices
370, and computing nodes 360 may be executing various software as part of
interactions with the module 340. For example, some or all of the client
computing systems 350 may each be executing software in memory 357 to
interact with module 340 (e.g., as part of a Web browser or specialized
client-side application program), such as to enable a user of a client

computing system to configure operations of the module 340 with respect to
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enbodi ment of a Configurable Network Service Manager routine 400. The
routi ne may be provided by, for exanple, execution of the system

manager nwﬁbuh(ﬁ;/aﬂ;&@f Fi gure 1A and/or execution of a pcT/US2010/042858
net wor k- accessi bl e service that uses one or nore of the other

conmputing systems 380 of Figure 3, such as to assist in managing
operations of a configurable network service that provides conputer
networks to renote clients. In the illustrated enbodi nent, at |east

some of the %%répglie ?ﬁo@e&méﬁt}rtﬁoﬂ&eagcﬁ%tga Wite! & Q}éiefl.edFLlei'hérh‘r’otre,

routine 400 may extensi to existing renote networks of clients,
while in ot heoreroodiliehtise tclienthedmputing shsiems 850 raut/ed othet computing

provi ded by the routjine 400 I nst ead be. st andal one n

use by cli entYSIENg ggaé"%Fag@é@r%e&H ng, FORVAIS mnrgfam?rr&gi\?ﬁhlﬁtef@cﬁ on
addi tion, at HepagtofsPbReriwitthg dehmlitsientaenpbtitg previdedksy avpniigurablzd
by enmbodi nents of the NVM nodul es to facilitate dynam c.m %@at i ons of

origi nating ceipetkesermisevior the shghlt sve) Asvéa a VBNganngsliely it gpnnects
respect to Fi .25 14 ()%é{ ' r i

of the routi rﬁﬂMB@S‘i ggqg? e‘%}ﬁgwsﬁ%gt 1[1@/“ r eél;gﬁ %énddtﬂ@%tt ?Fﬁ%ﬁ?”?fé%emgte
of a message netwark farramliant ivmutiielel of ibe cemputing inedes KO asart of a

i nformation that.,i jved, t | S ' h
configurabl e pﬁ%\f'%$ k&g@%ﬁegen?%g;{%t ?‘lxetgﬁééﬂt %E“%gﬁghg%gie ?"so%r gﬁ”&’e‘"é
o_nehor hrmr e ]/cﬁﬂrmehgloeé,lsmme eﬁﬂteeck arhpetirigs ndbde 860 madiatthe altthgr ¢ambpurtingk
wi th the configurabl e network servic and i f so so or all_of_ the.
i ndi cati ons rsé!g*&"\'ﬁe@aon %?36.&2(6&5% e rfﬁﬁguéfa?qqgsﬂ?:%'ﬁoﬁ% isist
ot her prograpgiding M fanéticoianityObf BB duld U5 Yidh ashesmniltiisation
while in other enbodiments and situations, sone or all of the

i ndi cati ons meaRAgRsANeGLIes Hat assist impranasneePm@uNicatipns santlp snhiser

clients or olReifiing RPUEL F7H"REE- prolidESLAlhe  inflrftfetiofCRegdrliflg those
computing nodes to the module 340, or computing nodes 360 that similarly
include software to provide such status information to the module 340.
Similarly, some or all of the gateway devices 370 may similarly execute -
software modules (not shown) to assist in providing the functionality of the
module 340, such as software modules to facilitate the NMM module 340’s
configuration of the gateway devices. In addition, other of the computing
systems 380 may perform other functions, such as to execute remote

resource services available to various users.

[0064] It will be appreciated that computing systems 300, 350 and
380, gateway computing devices 370, and computing hodes 360 are merely
illustrative and are not intended to limit the scope of the present invention.
The computing systems, devices and/or nodes may instead each include
multiple interacting computing systems or devices, and the computing
systems/devices/nodes may be connected to other devices that are not
illustrated, including through one or more networks such as the Internet, via
the Web, or via private networks (e.g., mobile communication networks,
etc.). More generally, a computing node, computing device or other

computing system may comprise any combination of hardware or sofiware
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det erm ne whether the indication received in block 405 is to initiate
the creation of a new virtual conputer. network to be provided on
behal f of wo sa@bASEs Ng client, such as an extensi on top@fySXhGiiss
renote network of the client. If so, the routine continues to block
415 to performyvarious actions to create the new conputer network
extension or other new conputer network on behalf of the client. For
exanpl e, as described in greater detail el sewhere, the received

comuni cat i o to cre he new, co I
Comrourat i onneCay ilera o ST fesdERy I Ee Y R PhN ARy, BElAHYy
created, suchyifipud liitHlien @éskespmRittatAer @Odﬁmtérbatdafa“tmséOséWenametwbrk
t he created corrputer network, an indication of whet hg{l t he new

conput er net RATRIEsIaYICRSe BRWRK favtelophdrotherdiatwa vieeSe . PRAS
actions takengj hM&Ck C\)Jﬁlge‘lﬁas@ay phdlds!dPagbly it SRJAHAErdd Intemet

particul ar corrp ting nodes that are avarl abl e fromthe confi gurabl e
net wor k ser viapplinges, utstevision-hasedveystemat &-gnetsing ksettap pexeriangl/or

creat ed; - 9onSLA) G AREBTEBLAA AHANABU 4L LRt Boblibs i

conput er net | ng storin

configurati orinctltud@app.tdpmlaté oomhalrﬁratn&e:apabmtlesé\sIrdaddltlobelﬂelfungjwmﬂltyr

det ai | elsemhere ch ut| nodes be selected fr

of avail abl e PEQi %t %Stfazg@a’?qpali?%ﬂng}aé’ I"h SPA1S SR Sodiments e

embodi ment's, Jdifbutas WS@@HI%haﬂaﬁﬁmdléél 88 Ble trhedige! sabesth®OMAVELIE

nodes, based on network |ocations of the selected conput i ng nog@.!rﬁ)gl,e
K

(e.g.. on aneamRRYiMENifgPe injegrriackwil RatReise ﬂ@%ﬁ?i’dﬂﬁ’aﬁﬁ@“
service, on dehfol! LY r‘?nééet%ﬂ‘?dlif B¢ Ay ° Bislo® iRlorafed filtlondit) OlEScrted

t he conputer networ eté based geogr aphi cations
sel ect ed cor‘r@lﬁewi@racaﬁebemg rroyidied hmenefornmlote prasiudeso gf Hpghicoafigyrable

distributed data center I n t
Comput 1 ng. nodBbierk TR i Sré B Rk iet aNader AEGHEST ohé of ribe
etc. Furthermode, ebmheunieition! | nainageed mhedeiest heneoubr nanomy rmmrnale
to the client the uni eldentlfle(é_}]for the \A%mg uter

et
ot her ref er e SOBRGICRIRD MANAISHHIRBHCH & Hdr kS  3O%E %ngDﬂlénentS

client to | aisgme 8f MheHGRctioPAIIYEN FRIMMERIe @abww Nhtere RR6YI@E 2@ /or
further configuration of or inferactions with the new conputer

net wor k. [ 00 PH)exfadsiitianad tunclienalitymaybe availablest ead deternined in
bl ock 410 that the indication received in block 405 is not to create

a_new comput gaodugt wor kit WP 4168t hgCapRiRkiiesibe WHABkvARSS Gtems are

determ ne whether the indication received in bl ock 405 includes
i nformation ileistrated a® batngestsragbinsmeriony or on orage wiebsinpriisednihassn

for an i ndi oaeed SPRRHERS BeRER a0 E3RIBHEY bEluaqTEahH R0 Mher?

client may su nor e reque€s or "ot her nmessages
recei ved and sfuragesigeitet doeplrposes bﬁnmmanamagdmhmmmﬁatasmagnws la

t t t .
Cpaci 1 ed coRtRURatio R aApe ik iSoiaoby: e RRN Rodie. 48 heala gome
extension - ighRlimERR bé‘ﬂjc%@écﬁ aﬁi@ﬂ@@?%dnytdn%dﬁnﬁmng/@s:@nmwne

information is supplied he new conput er network extension

that was j usin cotheat e@nmlm%%pi@@v be Incatad spestialiyy a5t wepllg | xiainabnie
22%2}3821 ﬁ%@&puﬁnﬁe%sm‘:'ﬂ(ﬁ)m(e@ay A" HeBRG kSR Kb Tdt6raBB! such as
provided on one or more other computing systems 380 and/or other
network-accessible storage devices). Alternatively, in other embodiments,
some or all of the software modules and/or systems may execute in memory
on another device and communicate with the illustrated computing systems
via inter-computer communication. Furthermore, in some embodiments,

some or all of the systems and/or modules may be implemented or provided
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WO 2011/ 011576PCT/ US2010/ 042858 at different times that are received
and processed with respect to block 405, such as an initial request

to createwobpavonasgputer network, and | ater one or nor ec®luR&io/ 042858
separate requests to specify various types of configuration
information for that previously created conputer network. If it is
determ ned in block 420 that access information is received in block
405, the routine continues to block 430 to use specified access

constraint information for th |nd|c ut.er_. net wor k

configure al IBM?@%% ?‘(‘)‘F g&?@%dﬂ{ﬁf’w&“ﬁeﬁ véfﬂ( haydware,
descri bed i n jg¢aaing! &Jtsmmmedwcfbrfeo@fﬂrﬁur@tappncaﬂmhogpwﬂoomwgmted
I ncl ude constraints as to whet her any t he conmputing nodes of the

‘conput er net vackits (ASHP$)owtandasd I'ﬂi@@mé@‘éé’ﬁ' guits Ctoﬁé’ o|lefBeerbt b)g,executmg
ot herw se OUtagi &Eﬁaﬁg heraLtds ”cﬁ{d“'%éf%et 6co@§roi|8rsoaha,%?8érhuedded

speci fy conmu i on access policle en conputing nodes of
conput er net wamnkroflénsd| udieldrpregratrenghlet s gate t harragsiputfd?GAs), vvorCIerlﬁeX

netvork) - AccBpargDle ol s hE PR Bl B cheaf Rl o SERHE & an

actions that dmhelrﬁ@dmlée, syfiemexaitpldata etroétuges ey aleotbenstored (e.g., as
information to _be used _ communi cati on

dul f .
confi gur abl e S9EMRE? Rn%tél#‘i}'io% Q] h%ifu%t%rﬁﬁoﬁi?tag § Gé%ﬁ%gﬁwﬁw g,

by sending a JiRRSAYS nbfd HRRSE RE '&%Wk%g@ﬁam%béié avitle thhs
information to be configured). Furthernore, if e access information

i ncl udes i ns;rea@tbymapmroesa IShOTVIRA RITABEAtEGIPNNEBHeM: anshiecuted
client | ocal ioddof Hdrd badalete ok atiofR! Hhldkjed' A A8t ARR1IRL
Tty 2 VPN

in block 430 [ herude: t aki actions to support suc
connecti on byalddbe mrramsrm'té@bl as gpneﬂatedlelamsn@nals (etheaspard oba cahder wave

configurabl e net rvice,o eha f,the provided ¢

net wor k, suct’ agtwé{/ 9 g‘HrF'ﬁB ’?Hé%ﬁ&ﬁ??%é&ﬁ%@nﬁf}t@r q{éet?%tﬁk%mputer-
accept such FeXdPhble arRPHibSIBn anddilims, Secladipg apirdiesssbasdd andtwirsu/table-
decrypt conmmuni cations that are encr%pt ed far the, VPN connection.

[0077] After BiASER rasdiumsy angd may faker @ yarefs A o ip O 381 RFELOTD S INgIRPr
the indicati qp,uip eQéQb%ﬁofcj(Ef gﬁﬁﬁ of mnfflb!éjﬁﬁsé‘r%@@%lfgltbﬂbﬁéi(&é loP Frantds.

routine contlnue 440 to eterm ne whether the indication in
bl ock 405 i nSustiecompuier pregram sodugtsr mayi slsof takeapthetdfarmsedn other

computer net Lk iiments. Accordingly, the present invention may be practiced with

other computer system configurations.

[0066] Figure 5 is a flow diagram of an example embodiment of a
Network Migration Manager routine 500. The routine may be provided by,
for example, execution of the NMM modules 125 énd 164 of Figures 1A and
1B and/or of the NMM module 340 of Figure 3, such as to provide
capabilities to facilitate dynamic migration of computer network computing
nodes. In the illustrated embodiment, each NMM module manages the
dynamic migration of computing nodes from an originating network to a
destination computer network for a single client at a single time, although in
other embodiments a single NMM module may simultaneously manage
dynamic migrations of computing nodes for multiple computer networks
(e.g., for multiple distinct users or other entities, such as if the NMM module

is provided by a configurable network service that provides virtual computer
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WO 2011/ 011576PCUUS2010/ 042858 such as one or nore network address
ranges and/or particul ar network addresses specified in another form

I f so, theve sudi/onesconti nues to bl ock 445 to store thepsepesiiiiedsss
network address information for use with the conputing nodes of the

i ndi cat ed conputer network, and may further proceed to associate
t hose specified network addresses with the conputing nodes of the
i ndi cated conputer netmork I f those conputing nodes have already been

sel ect ed th . h ] | .
315 andior adiEiaks Y8 aBUluple et eneBlSE s ler el s RAGE fridu R A on
conput i ng nodﬂ%ompmngqm&afaca@nmhhrﬁexwéam e ior mméuxdmmnerf mgwoﬂmg
routing information to be use comuni cati o e £
support the @é’ﬁﬁdhétrd‘ﬁ@f%rqé’m%e‘a@@é‘fq”b%acqff‘i“:' B}%@E@ﬁa 5 Stinalion
el sewhere. cb%thﬁéP%téfﬂﬁqs Qit tlfffe'rént' %nﬁé&“ efdl SRligsAN "H?dthb” iiRIs@ated

440 that the indication received in block 405 did not include network
addr ess i nf oremeldciment.hiher sautineeusemta Mgl mnmu@@knaiwrkopreéldeﬂnbh@

whet her the i 1 [ ogk t

t opol ogy i nf &%@5 &%gees ﬁgl cgfagd %oﬁéﬁﬁdrr net \f;,\gtr%f(d}lE %@("%e) aﬁ the
routi ne cont |da;sﬂaaticm bbnmk:tdra?em/orletmmﬂdheompunm lnoﬂepcaregwgrated but
i nformation for the indi. network, and .to tional
proceed to coRRY Juskact wi ﬁ&fg%ﬁr% 8 Ber "ﬁ‘e‘%’%ﬂé”.%ﬁ c%@PSQH‘ﬁ%“"S
with the netwiheh@BRd,ony thef mngtvétbanemmam@ﬁtfltaw rdginel st wptiknally
t opol ogy i nformation may I nclude configuring routing, information to

be used by c&aeRive cRitd diseniAtes CRRIIA é%foffﬁﬁtﬂor‘slﬁ%p%ﬁsﬂﬂtlﬁ’et%rﬁ&lﬁ? rppted

net wor k, suc t | yhe ng VihC
neLver SuoheRibf SicugF ! AR hplUs! OB e e e

bl ock 457, ornifodiments thesogtine mwnaiaadcnqtrpen‘pdvvswbsatttmatedﬁelectlon
indicationl bl ogck 40 oe

| nfor mat i on, (@R | St P taany Rt dts R 2R 4BS, RER PEMcuar compyting
thg i ndi cati mges dirbgw béOEaigratdd)deSIrmﬂnrlyndh dhéilmusttateacbinbudimﬁnit nthe
nodes to an indicate co ut.er uc I f the | d|c

conput er net BYING, F@y, 88 '&Eﬂ’ﬁ{f %ﬁ?iF'Ba g i %}?ﬁ: gﬁ“%f[egp@éqr? 31%“’?‘#
of conputing AAGRE Plhtodefés §uérha§ b?bﬁbr&mﬁgl\ﬁltl'ﬁ‘tﬁeqwbmrdcé&%ﬂ)légéﬂlce
sel ected and put o use, or if yeci fIed quantltfyth%f m(?o ut i ngt -

nodes have nd®@ Fli@@@\l’es@&@%fé@mf @@mpﬁ g Redeatasgpart o gration, b
other embodiments the routine may instead not perform such automated

migration activities (e.g., if the client performs such migration activities, and
notifies the routine when the migration of an indicated originating network
computing node to an indicated destination network replacement computing

node is completed).

[0067] The illustrated embodiment of the routine begins at block 505,
where configuration information is received regarding a client’'s originating
computer network from which one or more computing ncdes will be
dynamically and incrementally migrated to a destination remote virtual
computer network, and optionally of defined criteria for use in selection of
how and/or when to migrate originating computer network computing nodes
to corresponding destination computer network replacement computing
nodes. Thus, in the illustrated embodiment, the routine 500 receives

information about an existing remote virtual network to use as the
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WO 2011/ 011576PCT/ US2010/ 042858 conput er network. Furthernore, in
some enbodi ments, a client may nodify an existing conputer network

bei ng prowvdml,bylstme configurable network service in yeafiuebEo/REREr S
even after use of the conputer network has been ongoing, including to

nodi fy the quantity of conputing nodes of the conmputer network and/or
to nodify that network topology information for the conputer network.
As discussed in greater detail elsewhere, the request to add the one

o o oD e SR L RabERE. Moo B BB 2L F6utine

client as par one or frore origina
conput er net waak u@é@dﬂtdyﬁgrm:ml?Snts§a¢thﬁltm¢dmﬂnﬁienmmvbngamﬂ)lé serwrsﬂe

as repl acenent conputing nodes urther n_i.ndicati. on
of particul arloFER&IEUC (ﬂjrleé%%i@é”rﬁ@qﬁg%g %‘?ehalh!h‘gfcth Eﬁ&gﬁﬁlﬁth?@'
nodes (e.g., ddi'ﬁnn%fcﬁeéé< t%den%SQﬁsnﬂfréVk&Hé{é/ db'il%htmg trftRieRr t@)i GisH | 4
conput er network conputing nodes being mgrated). it is determ ned
in bl ock 460 replacemeat caapyting GﬁdB%erdn@(ﬂ%leéri@mﬂUUﬁﬁr@%rrput| ng
nodes, the routine continues to block 462 to select one or nore

conput i ng nog ggﬁ]o be 3ddad m&gt@g @%ﬁﬁ% t%@%he’lﬁiﬁﬁﬁﬁgs%%&

group of avai e conputing no conf i gur abl e net wor k
service. As dedcmhese ttrregelee@ea reéguest oelisfommatien. siiebledmMidi rif it is

Comput iy nodBeRed niRt (AP AR “neirheioRCls ffkivgd S 90gE €

conput er net welated wmbm'pzutmg mdwo’ethes briginating Qarldet dqmtmaitaousdoynputer

i or mat 1 on JIAHORRGE S EPBChBIEBIIL [SRb B e FoByeREEiR vdhg sadine

rights for thepRckRaH; Reh rrﬂwﬂdmmpﬁqmmdaﬁqm AR frdrh hhé Agtwork-
speci fied network t opol ogy information and/or other access constrai nt

i nf or mati on faﬂceﬁﬁ‘ri@ecéﬁﬂ{ﬁ%raﬂﬁié@rvvcﬁrm eSateway onevieas and/or, frgny; Rartigplar
in at |east e | nfsﬁpoﬂb tétc t B GhLNY C%H%Qés %%o%@ﬂ' o 8BY¥e that

further pr OVI ructions or provisioning a particular
destination cabatpatlmﬁormet:mr kn d:fmerpjlurstra@m@cmnpie theerautivedben continues to

repl acenent r.a gi,natin t a
<P hot ng m gl Ba ol B, FOHR bBfina® b, (R aR; Rieadd)bre
clorrputi ngdlnodfém%htl%m&lsfgd .esudh &e, bmcl a}j ||%asmtuhq?aremhoﬂ1errmmwetdﬂetatus
client and/or the nodu ir i nter wth t
desti nati on d%fﬁ’ﬁ?]?té?” n%'W&S'QE‘ 'Bdﬁjﬂ% Eﬂ%ntafﬁ rdk/";if'f"ef1 é:”géi‘ﬂ?eﬁ‘atyd’o
per form such Jpeexs$ etk Athe thaPatAS iF-nﬁmetl@ﬁKs Mbivey, if it is instead
determned in block 460 that the indication in block 405 is not to

add conputln%ﬂnodes the routine continues to ock 470 t

whet her the 1R&F¥ati on ! ihisyngierd stptermingd in E't?ﬁ@é']éﬂ@a“o?ta%r'ﬁf%rma%n s
conmput i ng nogﬁ réé&%cfnthbrl'@hﬁﬁé %@nﬁﬂ{%‘ﬁﬁfedﬁefd’ﬂ'bﬁk 530018 @@ceﬁﬁiﬂ@ ifthe

NVM nodul e a or a ient as part nam cal rati n%
comput i ng nodnefofmammmremstateeeivw in o ckc‘@‘rq)m@ma tunbek @@saﬁ%ﬁﬂ@r

arer the m oPaenaly PR, REFE ofi@Ra torithfiobWRLNER o RIRER) splect

t hat the indiomat bomdre driginatingy eompatedrnatwoek conmutmgugwmsas migrate to
routi ne continues to bl(?ck 475 to select one or i

to be removed e BhMAE JesiNaleR GORPMIRT: BEVRLK \Kﬁpiﬁ'c‘g'g’ﬁgﬁ n’g&ltpbﬁg%noggg |

an i ndi cationyeh bYeasehSGhEbrC HEpytthBd chaflesan MdthrtibRAtHRStis Biggered
i nstead in another manner (e.g., randomy, based on conveni ence or

benefit of t eriodisrllyuprpindencsnasifieds Girghastanaes, \etcy i I s ktheggouting
sel ect ed conMpiRGed 25 B R 835 R BsSREDNBLARE drit6ri&s YRS Mifke it or

more of the defined criteria are currently satisfied, such as based at least in
part on the previously received status information stored with respect to
block 520. As discussed in greater detail elsewhere, such defined criteria

may be based on a variety of factors (e.q., the current level of utilization of
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[ 0080] After block 480, or if it is instead determ ned in block 470
that the indication in block 405 is not to renpbve one or nore

conput i ng woeasniistse routi ne continues instead to bl oclpcnﬂaﬂ]gzdl@/ousss
determ ne whether the indication in block 405 is to provision one or

nore conputing nodes of an indicated conputer network, such as one or
nore conputing nodes just added with respect to block 464, or one or
nore conputing nodes that were previously part of the indicated

comiit e L gyl AR ARl 8o B e

used). If so HTNhE t0| itiate
provi si oni ng infblddkes4Mthat ahedranomgudf thg dediced <riteria aﬂeesatlsﬂedamedoutine

h t di cated soft
each of the CORBNIPRGOnblsc. 585 DoBplermiTe. SEdotATre Bartu oReInRt
nodes, and/ oredngpiREPREMIGIR d&ﬁdtﬁrn@ ﬁdmzescmyﬁamﬁampdﬁgrat@ &8., l!féé‘édldh

a partlcul ar manner. I n_other enbodi nents, such provisioni &

conputi ng noddg defipedneriteria Hea paam@ﬁrnt@@tdﬁ ne&baw%@nctheeﬂ@ ¥ crilgga,
configured n b t
directly w tﬁstut oéseségo)?{r‘ﬁﬁ@n ﬁ%ﬁgg e@oo@ igp@Bﬁat oc%ﬁ%@'ﬁgréﬁqwﬁﬁ?r
i's instead detplacemedt mn’tplwng niiest thate tbed |f0ldih©amig§ati¢m (dbodiesgd®on
is not to prQV|s mor e conp Ut'nﬂénOdﬁ§a§the r

ut | -
cont i nues t o 1B AALNEE Tt el R ITRESIHBER & Toh PRt o e L P
405 is to corsfulcauee afyi adaitile deerapping not ihak is ocyrrenttyd eart of the
networking functionality that was rpreV| ousl E’OVI ded as art 8
remot e ori gi KESHRGHIQID FOMRHCH SRk PhiRal diaye PR d¥RasRisely adde ht@ the

i ndi cat ed COfHaéhﬁét.d}%wp‘merSH&Mi\@ Bit.)2 MR¥SiotBthe "tALH orfAMES 2o Wlock
ot her networ ki ng devi ce. so, the routine proceeds to block 489 to

confi gure t hd&iB5 andl @ét@dﬁ&:th?pi&t@ﬁnlﬂéﬂmﬂwufﬁgmﬁance with the

I ndi cat ed networking information, such as in a manner simlar to that

previously diggpgsed wif i L5808k ! GoBhARGA T AT SoBOHER! e Tibived

configuring e netmorklng uncti ona may 1 nclude configurin
routing i nforeayésinot infoematie l&WQtotmaﬁﬁ‘:w then definad egritatiaiu thes reufine

of v rtual  nebhl iR Y Blak e i ne BB T A Begis o el es
devi ces t hat bseherguivedotelateel ¢ irgignation @f covep ot anoreeindicated ongmatmg
computer network computing nodes. If so, the routine continues to block
565 to optionally programmatically interact with the remote network-
accessible service that provides the destination virtual computer network to
facilitate the availability of replacement computing nodes for the migration,
such as by adding the replacement computing nodes to the destination
computer network, provisicning the replacement computing nodes, etc. In
other embodiments and situations, the client may instead manage the actual
migration of the indicated originating computer network computing node(s)
to indicated replacement computing node(s), and notify the routine 500 of
those replacement computing node(s) as part of the information received in
block 510, and if so the routine may not interact with the network-accessible
service in block 565. After block 565, the routine then continues to block
570 to notify gateway devices on the originating and destination computer
networks of the migration of the indicated originating computer network
computing node(s) to the corresponding replacement computing node(s) on
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[ 0082] After block 489, or if it is instead determ ned in block 487
that the indication in block 405 is not to mgrate functionality of a

net wor ki ngvglepii/eas7et he routine continues to bl ock 490 peT@RIIONALISY
perform one or nore other indicated operations as appropriate. For

exanpl e, after conpleting the configuration of a particular conputer
network for a client, the routine may further take one or nore final
steps to provide access to the conputer network fromrenote sources,

such as fromg r te.co ter network to whic reated. new .
conput er net vﬁ? @e@f’ﬁmﬁ' cr‘}ﬁ'yu@ilcf?ﬂ}ﬁ’é'\.{\g@‘u%twogf’o%ﬂ H{aﬁéﬁ%fgaai%\g@g g%?/s may
include, for faxiaré dngpimgVvoskradonnbbtabliginating thbmputdremdtwbrk dmdiy the
the client to access the conputer network (e.g., a publicly

accessi bl e nétYRBANC BHET98: for a VPN to the conputer network),
configuring the conputer network to accept comuni cations fromthe

remote clientpgopic. |n |agdid iifstead Odetdfmin@dsin LEk IHEOV HitR diheo reudinid
networks (e.g., conputer networks used_ by NWM nodul es as destinatign

conput er net weRHestdntarmation Hnal an isticsitior Aispigraied Loovyting nades: iy
computer net WBlid - cdlifubUhbREJRY HILEK M5 R WA he” AR indH StAEF

or nore gateway devlces, su as in conjunction w't connections.
After the gatiediastedesparations as ppprapdets. Foreexarplel, othvultypesnefjoperations
i nteract direct

|y with the te Vi s i n. ot hadi
may 1t er act TPY HEHEC EeREG St SRER, Pl i pRGR Al i chor
and/ or to obtdgistinafigi Usietwdrr maimsutingr onedde  gagewperiddicatigs, upon  the
YRt U MRS Y ICIR  R IER IR
ot herwi se triggeste FurBIRFHlityod thefdistin®ibn 8dhplier TedloRScdrespbAding'to a
ot herwi se check the status of sone or all conputing nodes for sonme or

al | conput er ravtehsienice orcthendevipe ofithe ofigivgtieg spmputerdiyarteinat is not
networks by roaobe (i Sﬁ@ﬁ tir@%&ﬂ{ut&h% He&rkOE :'nghﬁ’ﬁ %%oo“e%f‘féts.ur%ﬁhér
network serviCe€ resource %y St Tor cal prow(c)ie co rks,

uter netwo
est abl i sh anadpesatidra mapatssuintkidefvadbue htpesvaftadninistrativé oghoasskeeping

network servic respond to requests fromcli.ent.s for status
i nformation zﬂ?ﬁﬁ?s %gﬁolpagt&%ﬁ%gg%gplsr%%ﬁta CJr%felﬁ""tt'ﬁ’P%\/i ded conput er
net wor ks, proactively send status information to NMM nodul es

regardi ng confpor2lng nodfter thitaakstav® diVBBIFvoatuf e routinadnstgad determines in
paynment fromclie for, use.of the.confiqurabl.e network service,

ot Tyt he. pdiesceiGinad ghe deTies HBES Yerar oL Rtk A Faing cnfyesto
conput er net \Wiidk GB50to dBtefiMENGhetHRrOfo BHENIRXCSUER Nl RINGD AMeXpldHM
a conputing node at a first geographical |ocation to a new corrputl-nge

node at a sedufiertipivigrigpninadt is iesawedn)f it is deterroibgditarceatinyg. dbk rouwt
the routine qopiIHLBIOER 59b05Kd # %ot ESntinues to block 599 and ends.

[0073] Figures 4A and 4B illustrate a flow diagram of an example
embodiment of a Configurable Network Service Manager routine 400. The
routine may be provided by, for example, execution of the system manager
module 110 of Figure 1A and/or execution of a network-accessible service
that uses one or more of the other computing systems 380 of Figure 3, such
as to assist in managing operations of a configurable network service that
provides computer networks to. remote clients. In the illustrated
embodiment, at least some of the computer networks that are created and
provided by the routine 400 may be extensions to existing remote networks
of clients, while in other embodiments the networks that are created and -
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determ ne whether to continue, such as until an explicit indication
totermnate is received. If it is determned to continue, the
routine re&kpbiisoii87ep! ock 405, and if not continues to btoekr0déS28430
ends. [0084]Figure 6 illustrates a flow di agram of an exanpl e

enbodi ment of a Gateway Device routine 600. The routine nay be

provi ded by, for exanple, execution of the gateway devices 122 or 132
of Figure 1A, gateway device 163 or 192 of Figure 1B and/or gateway

conput i ng devijce 0 .0of Figur e SUC S | t 0}

oper ati ons ofpfawgﬁ?b itﬁStrPH%‘%gprgtﬂ?@f '%E%ﬂ)bg Sﬁ‘%@ﬁ“ﬁ%@% 592?138 by
3 orr::*_ or t al | Qﬂiehtssthéoﬁfwhbﬂ%dé?ﬁeﬁ% of eltflxéieiewomdsgrlataifjdiiﬁm,at least some
estination camputer network. In the illustrate odi nent, the

gat enay devi & t : yp’l?_é"dﬁgs%ﬂa't’@ﬂ NRIWATKS TRyrbe h’éea;gibﬁﬁ'%dﬁaeefénﬁmr@r
network and d@aii HAbHGBs CRMKiIREt hyBRlic ARfatichsddF ' SihiNatidy &omputer
correspondi ng gat eway device on the other of the conputer networks,

but in ot her nefvodi eemputingshedgse gatdiseyssedvivith respestidpoFigupdth ante
originating 9 %’5. networ k and destination conputer network or

otherwise two' 0 re conputer networks. [0085] The illustrated
enbodi mrent of the routine begins at bl ock 605,
[0074] The illusirated embodiment of the routine begins at block 405,

where an indication is received of a message (e.g., from an NMM module or
other client) or other information that is received. In at least some
embodiments, the configurable network service that the routine 400
supports provides one or more APIs to allow remote clients to
programmatically interact with the configurable network service, and if so
some or all of the indications received in block 405 may be made via
invocations or other programmatic interactions of remote clients with those
APls, while in other embodiments and situations, some or all of the
indications received in block 405 may instead be initiated by remote clients

or others in other manners.

[0075] After block 405, the routine continues to block 410 to
determine whether the indication received in block 405 is to initiate the
creation of a new virtual computer network to be provided on behalf of a
requesting client, such as an extension to an-existing remote network of the
client. If so, the routine continues to block 415 fo perform various actions to
create the new computer network extension or other new computer network
on behalf of the client. For example, as described in greater detail
elsewhere, the received communication to create the new computer network
may include various configuration information related to the computer
network to be created, such as a number of computing nodes that are to be
part of the created computer network, an indication of whether the new
computer network is an extension to another remote network, etc. The
actions taken in block 415 may include, for example, selecting particular
computing nodes that are available from the configurable network service for

56



where an indication is received of configuration information

regardi ng | ocal conputing nodes of the conmputer network to which the
gat eway dewo emibebmngs, and regardi ng renote conputi ngpooassid/hasssar e
associated with a correspondi ng renote gateway device that is part of
a renote conputer network. The routine then continues to block 607 to
optionally establish a VPN connection or other private connection
with the other gateway device if such a connection is not already

| abl 0086] Af t bl ack 607, th ' ' . ;
Mhere it recoiolt e oy SBrpbieh pebink h! ¥ REHR, ks’ Spertifi S
det erm ned t kakodiafifg eestiqlis idaniiey athciber s eotipigert metivotio thattis deing
about a renote conputl

d [ | e th
devi ce, the Fé%ﬁ*tpﬁeSf@Hggiafr'}&égc?a'gg I%EIEEQ éong H‘fﬁgﬁéfﬁ?ﬁhﬁlﬂ%& ﬁﬁ?’l A 1%

behal f of the GO NGRS —Hor8X o
an ARP ms*ssagee':S g@%fr{ergféegt%eg!t E%rlﬁé; egga%n?gngﬂﬂtnlbﬁgﬁg;o%cgﬁég?ﬁay be

i nf or mati on &etacted from acgmugrpfcﬂvaulabler@mp@tmgon@d@s Hy VariRis mamaers in
S e {ribiE PeEBaRedit, (SiEn 3L VA Y CEatibitkl®ot WL 3bREted

conput!ng.no connunlca IONS I N
conputi ng nOd:erTVletingbﬁodhsr drdsed 60 anogalwmm@I@iutbe seﬂ;emtedaadmputlrfg

the request is a nessa e ot que | nfor n

the status of"OFIﬁé ‘P’éaEdﬁﬁ?ﬁV'ﬁG ?’r&?gaecﬂ% élf Q\A/H'ipﬁ NI ﬁgf%%gltk
enul ate the rs@an@élssnt@ablamelﬁbt@@rmn@wtﬁadtob»tﬁéﬂecdmﬁ@ﬁ@ mﬂeytofn@e
node and/or interact with the renote conputing node to obt ajn act u%éi

i nf ormati on fOMPpEr NBIWEK, reé%:boh%@d @hé?ogw&c Kcatiensfkthee 8€'86
may be handl ed Iﬂgalg&cé BNRChne [ﬁﬁgagk gééé%ﬂ%@%ﬂ&%ﬁb%@é@

[0087]1f it is Inst i'ned in at a request for
centers, on a relatlve geographic location to other computing nodes of the

computer network, etc.), in a random manner, etc. Furthermore, while not
illustrated here, the routine may provide to the client the unique identifier for
the new computer network or other reference for the new computer network,
so as to allow the client to later reference the new computer network when
performing further configuration of or interactions with the new computer
network.

[6076] After block 415, or if it is instead determined in block 410 that
the indication received in block 405 is not to create a new computer network,
the routine continues to. block 420 to determine whether the indication
received in block 405 includes information related to access constraints or
other access information for an indicated computer network. For example,
in some situations, a client may supply one or more requests or other
messages that are received and processed together with respect to block
405, such as a request to create a new computer network extension and
various specified configuration information for that new computer network
extension — if so, the indicated computer network for which access
information is supplied may be the new computer network extension that
was just created with respect to block 415. In other situations and

embodiments, a remote client may instead supply different communications
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i nformati on about a renote conputing node is not received, the
routine continues instead to block 625 to determine if the

i nfor mat i ayo os110egwest received in block 610 is an out @eirg2010/042858
comuni cation froma |ocal conputing node that is intended for a
particular renote conputing node (e.g., for a replacenent conputing
node at a renote destination conputer network that corresponds to a
| ocal conputing node that was previously mgrated). If so, the

i i bl 30 f. h i i :
omot o gar owd) Sitare g hahamared S ana igfess eI fRbkAly otk dos,
destination rgBRtAR &9kl rRguasde. cretithaarw SompliRNEtwolkatantddater one

transparent to the sending and destination ¢gonputing, nodes. If it js
i nst ead det elOi/AEEE PHGS| SRPRIFSSIAANEBIS: I0eSPRIW| VRIIPUSClYRES (0T gronfiguration

| nformation fioARktich F&Wﬁ@HL@Q/d&rt@%@mﬁ%r AchidR! §f § A Beteimithed

node, the routine continues inste bl 640 to determ ne if an
i nconmi ng cominhileck 420 thalsatesss infwgialien isrreaeiyed didileck 4Rputhenpulinge

via the renot i h IS, e : y

node (0. o0 FanHRERYHEER 435 16 18K coRcliBhEecs bheainChfbmBRER 160 B8
conput er net \dikatetialonmutee aptwalk td coafigernalbwabie access foydbetihditateds
DL et or ot ek AR o abe BBl el
communi cat i OfnhAnaBdd @6dy iNGude Behstraift a8 StoC@MBEHEr gy @€ ehe UtRhpEig
to have the nodified conmmuni cation include the network address of the

remote sendi mgdeswhihe pemMALtes Networkirre RiPREIte haNaEsesDIo rdnisaehRly
device so t h%tm§ TR BB TSRO Refdi! %&%@ﬁ%st f fogggﬂ@rgewycsfy

device. After b t he rout’i ne conti nues to ock
forward the mcodimuridatimraccessapolioes between coaputis npdes iob the capuLierg

node over the |ocal, .c uter nefwork. 8 Lk, 1.Se] 08t .

determ ned i ﬁ'eh'?'%%k(l%cjgapﬂa&en?ﬁé R%{%Pég@&%ﬁ%@%r 8?’“4’%? orr?qng i%%lc?tse d

ggg an ijncomc_fagwpm?mnﬁmam ds, aghextavlsidmetoC@]Eﬁentt&e_ bos:cpatm‘ mmimk
to determine |f the receiy request or information fromhb|o

610 i s an i ndceatdirgly.oin @Oﬁ*&:@t it%?ﬁ‘l’t"ﬁ R ET NAYE %Céméghafﬁ@y

l'ocal and re'iﬂﬁlﬁdéomme&rarﬁlﬁé,“@dﬁﬁguﬂirﬁ Sgputihf € iffekthatith ©0Me nises

bl ock 665 to update the stored information regardi nig whi ch conput i trt]g[
nodes are | ocamravricaliare maneger enestdes of theycepfigirablen nelyyark sgrvige tha

T R

to update ot uting nodes‘a not e gatewa
devi ce of theonimaumjeaticn gandgerimedilag withytiae uhfoomatigmro dre coofigees).
conput er net

Ot et e el e e Bl e BB SRS Enen o
recei ved VPN connection from a remote client location fo the provided computer
| network, the actions taken in block 430 may further include taking actions to

support such a VPN connection by the provided computer network or

otherwise by the configurable network service on behalf of the provided

computer network, such as by configuring the provided computer network to

accept such a VPN connection and to use appropriate information to decrypt

communications that are encrypted for the VPN connection.

[oo77] After block 430, or if it instead determined in block 420 that the
indication in block 405 does not include access information, the routine
continues to block 440 to determine whether the indication in block 405

includes network address information for an indicated computer network,
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request or information is not an indication of a conputing node
m gration, the routine continues instead to block 685 to perform one

or nore otwepommdismat ed operations as appropriate. For pexasphoseisher
types of operations may include providing current status information
about | ocal and/or renote conputing nodes (e.g., to an NVM nodul e,
such as in response to a request or instead periodically or upon the
occurrence of particular situations), various types of admnistrative

o nousekeep ol e e LR BiaP RS S BB o

or 6_85, the r con I nues erm ne whet
contli nue, Sucdmda@ssestsﬂemfmdekpam@thm ifordi.c dft s@ntheorouéineicoativues to block
t he r ut| ne r

recei ved. ete m ned .L o, continue tyr

bl ock 610, arﬂfts #0 starecttm Prertsd Selvei.Gaensss iR mgdon 655-&5% P fhe
al so be appr %h?étﬁ?iﬁ?t Raties Nofs age |ﬁ<ﬁ@9l@ki”%6ﬁﬁ)uté?enéw&kl @man ntay further
provi ded by the routines discussed above be provi ded

alternative M?%eedsi%ﬁs%'ﬂi%|twesiﬂqqlf'%rﬁ%@’%?€dﬁ§§?§ N@@ TGP computing
consol i dat ed JELQ feeiper mrd%éttéd“gﬁmrﬁ?:te hé otk if o%%”@orﬁ po&s MRAES have

illustrated routines may provi ess unct| onal 1ty than is
descri bed, suaiieady bde@nseleb@d oi btherwiseeputr inte iuses suak tasawith Zerpest to

I ncl ude such funct S

functionali twq 41@ 4/864%(1%% %Eéﬁgﬁof %ﬁ]&gfaé *ﬁ%wﬁfﬁegs\?g?i“g%‘s
operations mt)bn'ﬁﬁltlhb' h@désabecé asmipatergneerdriormay furher [mtudecnbaﬁgunng
manner (e.g., in serial or in aralleta) and/ or.

|
t hose skil | edoyting forpatioq to be,pped @Wﬂ&n'?%‘o&a ratglﬁgg‘?f? 3ﬁat’
the operationg PBBM 98 BSNhbOEFBENVBHO TS HeQEMRIE M Rfeatsr Qldféir elwwr@ré

Those skilled Ih the art wll also appreciate that the dat

struct ures diAftardieak 445, or if it is instead determined in block 440 that the indication
received in block 405 did not include network address information, the
routine continues to block 455 to determine whether the indication received
in block 405 includes network topology information for an indicated
computer network. If so, the routine continues to block 457 to store the
network topology information for the indicated computer network, and to
optionally proceed to configure that indicated computer network in
accordance with the network fopology information. The configuring of
network topology information may include configuring routing information to
be used by communication manager modules that support the computer
network, such as to simulate actions of virtual networking devices that are

part of the specified topology information.

[0078] After block 457, or if it is instead determined in block 455 that
the indication in block 405 does not include network topology information,
the routine continues to block 460 to determine whether the indication in
block 405 includes an indication to add comput_i'ng nodes to an indicated
computer network, such as if the indicated computer network has been
configured to include a specified quantity of computing nodes but less than
that specified quantity have been selected and put into use, or if a specified
quantity of computing nodes have not been specified for the indicated
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above may be structured in different manners, such as by having a
single data structure split into nultiple data structures or by
havi ng nmulio pligodadica structures consolidated into a si pgr@sshib/desss

structure. Simlarly, in sone enbodinents illustrated data structures
may store nore or less information than is described, such as when
other illustrated data structures instead |ack or include such

I nformati on respectively, or when the anount or types of information
that is store au;

system to aboRUPe Gtk EORRgHIBLR Ssine EpfHiadn st chefioy ity
the method cempexistimg computer network bmmgrm@emwltpbecmﬁlgmbleatetwné<
sent to nultiple conputing nodes of a rst co net

the first cofplMied 'W\é’l"’\%l"g Panpers, gEEn 1a gr 3Pt P $h Be%&%%as
bei ng | ocat egah @hddlﬁ@tmgmﬁfgaﬁﬁhﬁﬂ:fy'tﬁéadua?mﬁﬁﬂ c@&ﬁiﬂxtlhglmﬂies of the
associated wth one of nultiple distinct network addresses for th

first conmputeemmsieionaiworkangder te masify dhaimeteark ml%/c'ﬁfqrmﬂeatf%@e
at |east one g@gﬁhés}gﬁ%tg}&{wewé%&%ﬁg%?ﬁéré&é% detil meréh&mqhbgﬂ ®

net work addr & 0 specl ast one of e mul t
conmput i ng noced te beengr moremcanplmmmesdeﬂanay)tbef asecelvr@d from an NMM

Forwar i ng. ¢ Aot AITPaar O by oA ety b9 i i 7 e

at |east one olnglr%ﬁﬁlgdccﬂﬁ Lich atataric @omputing nodies t6 othet ladded computlng
comruni cati on based on t t | east one destinpation netm asses
i ndi cat ed by Noges é@fn‘lﬁﬁﬁ’%é@ﬁ’ gfement computing nodgs, &nd RAY Ay i'ﬂ f an

the mul tipl e;cRRINEN Gt baARyIANHMIR ad@ratsed Bf eneised Y the added
conput i ng deV| ces confi ur ed to dynam cally and increnental ly mbgr ate

the first compuiptingenofek (B@.a thematwolk addsessesc BrRyiQushpUised by the
network at aoﬁ@ﬁ%ﬂﬂg%&éﬂ#@l@?'r?éiwol'lé)%?HIp?l ﬁhﬁ é%%lﬁ&hﬁ?b é;di‘jpu'[l?rlt is

network conti n use, and t he
conput i ng nodeternfingdin block ¥60dhpLtherindieation ks to add one or moreresgrputingg

o et etk b A et e R BB 2. B ghA B AR spputms
second geogr apREsab beCAdded td [thé ingicRfdd commpuker netwarke fromt aagroup of
comput er network, such that after the mgr atfl on, blt h%e[wc?r aggrr\rl?cne As
conmput i ng no@é{aﬂﬂ le computing nodes of the “configurable
described in greater detail elsewhere, such computing nodes may be
selected in various manners. In block 464, the selected computing nodes
are then configured for use as part of the indicated computer network, such
as in a manner similar to that previously discussed (e.g., by associating
appropriate network address information with those selected computing
nodes, by setting access rights for those selected computing nodes in
accordance with any specified network topology information and/or other
access constraint information for the computer network extension, etc.). In
addition, in at least some embodiments, the client and/or a NMM module
may further provide instructions for provisioning a particular destination
computer network computing node to operate as a replacement for an
originating computer network computing node that is being migrated,
whether at a same time as the adding of the computing node or at a later
time, while in other embodiments the client and/or the NMM module may
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the renote virtual conputer network replaces the mgrated computing
node as part of the first conputer network and uses the network

address ofwd ba1vigreat ed conputi ng node for ongoi ng opepélsnso/ehssshe
first conputer network; and automati cal |y associ ating

the network address of the migrated conputing node on the first
conputer network with a gateway device on the first conputer network
that is configured to represent conputing nodes of the renote virtual

comput ev net Walikad Alfbctly interact with 6! Elstindfiolll i nBhwdt LMY

the nultiple conputing y nmanaging one or nore
addi tional coratenafteat isRsdsd o pedferm tshieh fprogsiogingput er net wor k t hat
each indicate a destination network address used by the repl acenent

conputing nogggﬁ \ one éﬂ{% F‘qug 10: Wi g i@ﬂ%‘?%a@ﬁefe%&%i?ﬁ%ocﬁ B80 that

managi ng of 0f th conmmuhi cations 1n
f orwar di ng t hise didldichtiomah IslooknADSC & inoh tovadd tduengiitingt nodequther routine

network to the confi gured eway  devi ce o that t.he. conf,i .
gat eway devi (Fé’npﬁ'l‘%&ﬂéb?'ﬁgeédai ! fALpe Mﬁfitggt‘ﬁ'%?ﬁe@g‘oﬁ%gﬁéﬁg?ésm
virtual conpybeiovBRInREKmbRE cebuNRg Nolies Float aheRdisseiRmmaspHEiwtlk,
node. [00931Cl ause 2. The net hod of clause 'lI wherein the first

conput er net wuck 83 forphgai BKIM | wedileapd/aica vilint aheasi /T iheamingive
virtual compyher et WoukdiSing HYdeOtbRttneCinBRafdl $HhaNSoRPule? Hehfork to
ne rK C t ? P H e

first conputer S hat e conmputi ng nodes o e renot
vi rtual conpunetheratomplteusatwoek, aor &s todwnessethefroigratied donmpitingomsie(er

he.comput | né AR THERRE 1 TabPEbabulGl hate i ediE Hedk 470 R
met hod f urt hgrdiegig ist@Temove one or more computing nodes, the routine continues
{o block 475 to select one or more computing nodes to be removed from the
indicated computer network, such as based on an indication of the selected
computing nodes in the request, or instead in another manner (e.g.,
randomly, based on convenience or benefit of the configurable network
service, etc.). In block 480, the selected computing nodes are then removed

from the computer network.

[0080] After block 480, or if it is instead determined in block 470 that
the indication in block 405 is not to remove one or more computing nodes,
the routine continues instead to block 482 to determine whether the
indication in block 405 is to provision one or more computing nodes of an
indicated computer network, such as one or more computing nodes just
added with respect to block 464, or one or more computing nodes that were
previously part of the indicated computer network but used for other
purposes {(or not currently being used). If so, thé routine continues to block
485 to initiate the provisioning of the indicated computing node(s) in the
indicated manner, such as to execute one or more indicated software
programs on each of the computing nodes, to copy indicated data' o the
computing nodes, and/or to otherwise prepare the computing nodes to be
used in a particular manner. In other embodiments; such provisioning of

computing nodes may instead be performed directly by clients of the
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before the dynamc mgrating of the first conputer network to the
renote virtual conputer network, automatical ly

associ at i ngo thieonstewor k addresses of the nultiple conpetrmg0aoesssof
the first conputer network with a second gateway device on the renote
virtual conputer network that is configured to represent the nultiple
conputing nodes of the first conputer network; and

automatically nmanagi ng one or nore other conmunications sent over the

remote virt Uaéonﬁggieagf &Rk ‘é@p}fcﬁ]gé‘éeféﬁ MniePshitpRt &fdhd %ﬁéli\@a%i#é?}{ﬂx with

net wor k addr ess by one o mul t1 pl e conputing nodes e
first conput dhosecompkiing hedésinagi ng of each of the other
communi cations including forwarding the other comuni cation over the

remote VintughoSAPLL SRS INONKaES drT1P 36 FRChIBLRIMINLIPH BiBok 3B2'E

t he second g y devi ce forwar her comuni cation to
first conput ehe ivetioatidn ihdslocle#0% ¢ pott to prbeismmeo e aponoire gompadéing rades,

uses the destjnatigon network address,indicated by the other. . . .
conmuni cat i oﬁbe routineé con mu%go Wef’%?q? d%tt%rg&'ﬂgo‘?’h%hgr ﬂ?ﬁ ghqigation in
conputi ng noggsckof405es f g Jonfigimeutdy ingitaeuk cotrplitérutnembike to provide
associ ating of the network address of the conputing node on the first
conput er net R§IWORKingh funetiogalit fhgt wasi previgyshheravides as pasheda remote
network furthei: u ' bt i ; idraRAAN8 S thedfintikated
conputing nogjg@bddt?ﬁbt %gm%%ﬁz’%gg?@mg@&dg?%é’eﬁ%ﬁ% renote vilpt uaI_e
conput er net wonkutdO0ScTk,asich 3s Thica phydicrl rotiter| daying on othies Metwonrking
mul tiple conmputing nodes. o I r . :

control of aX1Ist @ﬁ?’r ye, k?/\l)Ltle;l'r(é19 |'Jr?c§%descgaoanL@gSF i4n8rgbe{r?o e@'@?gtt@qﬁélﬁﬁeg
virtual conpuogeipuiet networkie acooreance mitholheoihdizatbds hetwairkingdofodmation,

entity, wherein the second entit) ovi des a. fee-based confj qurabl e
net wor k serv!sé'éhtsfﬁiﬂn @nmr@?@ﬂfg%{ﬁ%}r ﬁ“#oorﬁﬁpeﬁ&sgsﬁ%ﬁgs thq'espect to
configured Vigddkahi57 QRUEREWABIAOITHR Ediifiguaing oF B¢l Misihoping Mfanctionality
configurable network service on behalf of the customers using cloud

conput i ng t ednay fediede gpatigyring rurtingrigforeation yioj ke yiged fty ep@munication
custoners of ' Qﬁ%}gﬂ S; | |

vi rtual conpl'}b%fag%g?% V\g%élgls%%ne t ee i\ﬁpirétb% c%ﬁ%ﬁr&éﬂég%&ﬁ%%ﬁ o
provi ded by tsheulatnBictionsilof evimetl \watworkéng idericeartbatvnerresponch o physical

network servPEEveg Bofens el Wbrkpal S Hon e boBpER T OR.: cu

first conputer network that were provided by one or nore physical

net wor ki ng d¢e08ais of wiier biocki48Hrauuit bis instesst deteshored inHdody ABiitbat

(r:n o?réﬁ% ;pgngz ; hﬁnéiéétisotn ?no %Pouctketr!f()é" elé Vr\\%gt l%otnc)nigtra & fu%%ﬁct)ﬁal?ﬂl rotf ua‘filnetworking
device, the routine continues to block 490 to optionally perform one or more
other indicated operations as appropriate. For exémp[e, after completing
the configuration of a particular computer network for a client, the routine
may further take one or more final steps to provide access to the computer
network from remote sources, such as from a remote computer network to
which a created new computer network extension belongs. Such providing
of access may include, for example, providing information to the client to
enable the client to access the computer network (e.g., a publicly accessible
network address for a VPN to the computer network), configuring the
computer network to accept communications from the remote client, etc. In
addition, for at least some provided computer networks (e.g., computer

networks used by NMM modules as destination computer networks and/or
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WO 2011/ 011576PCT/ U520101042858 [ 0095] Cl ause 4. A conput er-i npl enent ed
met hod for facilitating dynam c mgration of networked conputing

nodes, th@vmllmﬁsﬁmrrpri si ng: under cont r ebTRK2000/642658
nore conputing devices configured to dynamically mgrate a first

conput er network having multiple conputing nodes at a first
geographical location to a renote virtual second conputer network at
a second geogr aphi cal Iocation while the first conputer network is in

use, and for each .of at st S 0 i pl o) n s
the first Corﬁﬂg[l%qt qgetqﬁgﬂ 6%er ne ksf) tRS g%ﬂt}nep rgag1 ﬂ}?fﬁ%!r gﬁvgc%,e
m gration of ddmﬁgg@bbléldrgnﬁﬁéigatéwéyl‘lﬂe\fnce§tsm@hrﬁerconﬁtmﬂod{ with HPN

di stinct replacenent conputi node at, the second
| ocati on t hatcangeptions. Oﬁf{erqetggegﬁggav,qu&gs %r@r’rB{?cV gﬁ%@m iRdules
that after t amrﬂé.%rct Ql?ecthhﬁlt!‘iﬁ‘iééﬁt%%ﬂ}tde@ﬂf&%f MootAeFempbdiniénts may

renote virtua nput er network replacesS the mgrated conputing node
as part of theterac;tswlthdhpumtmaeé%fth canfigurse thea gatawayr Revigas «ns/ejf to

the (17t COMLET HRLPIRfsrhiibn "FomPHRY ISl YRS TFHHEAIGRS Sthe

conputing no
routine may perform other operations at times (e.g., periodically, when

current conditions exceed a specified threshold or otherwise trigger a
specified condition, etc.), such as to ping or otherwise check the status of
some or all computing nodes for some or all computer networks, monitor the
use of some or all computer networks by remote clients, monitor the use of
internal configurable network service resources by some or all provided
computer networks, establish and maintain accounts of clients with the
configurable network service, respond to requests from clients for status
information about their accounts or about their provided computer networks,
proactively send status information to NMM modules regarding computing
nodes that the NMM modules are using, obtain payment from clients for use
of the configurable network service, modify the particular computing nodes
that are part of an indicated computer network (e.g., by moving one or more
executing programs from a computing node at a first geographical location

to a hew computing node at a second geographical location), etc.

. [0083] After block 490, the routine continues to block 495 to
determine whether to continue, such as until an explicit indication to
terminate is received. If it is determined to continue, the routine returns to
block 405, and if not continues to block 499 and ends.

[0084] Figure 6 illustrates a flow diagram of an example embodiment
of a Gateway Device routine 600. The routine may be provided by, for
exam;ﬁle, execution of the gateway devices 122 or 132 of Figure 1A,
gateway device 163 or 192 of Figure 1B and/or gateway computing devices
370 of Figure 3, such as to facilitate ongoing operations of an originating

computer network that is in use while some or all of its computing nodes are

63



automatical ly associating the network address used by the replacement
conputing node with a gateway device on the first conputer network

that is p(w(biz(gwoﬁgmto represent the replacenent conput pogusndeossst he
renote virtual conputer network; and after the automatic

associ ating of the network address, automatically managi ng one or
nore addi ti onal comuni cations sent over the first conputer network
to the network address used by the repl acenment conputi ng node, the

managi ng of eag ' ' Lnel

The-addit | ondeTe@ArEst 0.2 SRl CRanBO ARl ot Cthe Blsfated

(r;g:m Wﬂ[ Ikntg ont Gang?d:myddﬁm tgﬁtew:agé dteeupeema}t Dd rmsoteqateltemﬁn}]elther the
ode, forwardin e a i onmruni catiqn to t t

virtual conpTiNGENG,\GPWPHER" REWQ r’i‘p‘{]cd%fi@aﬁ’%lcggé%g?ﬁ NEBMY t.rang’D S

node. [0096] ?M%ﬁh@eoﬁsgml ] gateirnedévivb rette bﬂ@r&iﬁh@%ﬁn@ﬂaﬁ

conputing nodes of the first conputer network include all of the
nul ti pl e conmetvadksndtbdn etharrembpdisienis @psinale aaiewayidevics: maynsiiprart

of the both the originating computer network and destination computer network or

otherwise two or more computer networks.

[0085] The illustrated embodiment of the routine begins at block 605,
where an indication is received of configuration information regarding local
computing nodes of the computer network to which the gateway device
belongs, and regarding remote computing nodes that are associated with a
corresponding remote gateway device that is part of a remote computer
network. The routine then continues to block 607 to optionally establish a
VPN connection or other private connection with the other gateway device if

such a connection is not already available.

[0086] After block 607, the routine continues to block 610 where it
receives a request or information. [n block 615, if it is determined that a
request is received corresponding to information about a remote computing
node accessible via the remote gateway device, the routine continues to
block 620 to provide information on behalf of the remote computing node.
For example, if the request is an ARP message or other request from a local
computing node for information about the location of the remote computing
node, the gateway device responds as if the gateway device was the
indicated computing node, so that communications intended for the remote
computing node will be directed to the gateway device. Similarly, if the
request is a ping message or other request for information about the status
of the remote computing node, the gateway device may emulate the
response that would be provided by the remote computing node and/or
interact with the remote computing node to obtain actual information for use
in the response. Other types of network messages may be handled in a

similar manner.
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WO 2011/ 011576PCT/ US2010/ 042858 first conputer network is
incrementally mgrated to the renote virtual conputer network while

the first wospubassnetwork is in use, and wherein the pefwksiybséisal
conputer network is configured to operate as an extension to the

first conputer network until the increnmental mgration of all of the
first conputer network to the renote virtual conmputer network is
conplete. [0097] C ause 6. The nethod of clause 5 further conprising

aut omat i cal | figuri n t:in Vi Ofd
with the re thg@i rt ualhn%ofr%pu Sgéra ne e&%@ﬁ@% 'Brgl\(/)ggegfr?g?r\}\%rs%i ﬁééﬁte@fi for
capabi | i ti es ififormtatien rabgiuatse derfmiotes tcoagmbing enodestisvowok rebeivedethe routine

Comput o not ROAKTERT GrGeRh A Here AEr ) SHEPLE: binsrnaABar PPy Tequest
conput er net WoEdivé@iri BRCk B8 aH biitgdlngcosmuiuaicatioh Wk a IbBASEHkp@irge
7. The nmethod of clause 4 further conprising, after the dynamc

mi grating of node that ds inteRfed der RepabiEkial gempte compuiing; Redpy(e.g., for a
cormputer net ‘?Qﬁ!‘é’ic?r"ﬁ%ﬂt E&rnggﬁﬁﬁ'n%eaatt d r%ﬁ?éte%%tiﬁ&ti&rh&?( BRHR PRIFSHK that
conmputing nodes of the renote virtual conmputer network, automatically
facilitatingcameependstaradocal icomputting modedbabwaspnevieusty migiaiehodéso,

back to a target c ut i node ,h | a t | ter
net wor k, sucﬁﬁ? Hgyﬁr?%ecopﬁﬁld%ﬁ q%oé#ﬁ@% idr?g ﬁoogém%i%ltﬂgeédrm@nfc%gp gctg)n%‘r?t
conputing nodemiote igateviday sfevicenfontferthoe fovwvakdiagt ter thehinterdedt slestination
m gration and uses the n,etv\or(#eaddress of the fi rﬁ_‘t conputer n tV\D{k
,pa{eH'g to the

that was preVPHEE FOIRMINGy NPk FUGh g8 dRetmEduthatds

automati ¢ f aghhlingt ARG deaghatbh ofiprARgOsocdd. NGr ithig iRsleddr HeterRASIn

that was previous %/ used by the replacenent conputing node with the

confi gured gdleska§2% &hatcieoieceivedfrenyestcampirraiationt ikoiat & gompanication

Fovenrion. ! TEHEST oL O ol S Ribubfg e, i R B Rt ftead o

node. block 640 to determine if an incoming communication has been received
from a remote computing node via the remote gateway device that is
intended for a local computing node (e.g., for a replacement computing
node at the local destination computer network that corresponds to a remote
computing node that was previously migrated from the remote originating
computer network). If so, the routine continues to block 645 to optionally
modify the communication to reflect the remote sending computing node,
such as to have the modified communication include the network address of
the remote sending computing node but the hardware address of the
gateway device so that response communications are returned to the
gateway device. After block 645, the routine continues to block 650 to
forward the modified communication to the local destination computing node

over the local computer network.

[0088] If it is instead determined in block 640 that the received
request or information is not an incoming communication, the routine
continues instead to block 660 to determine if the received request or
information from block 610 is an indication of a migration of a computing

node between the local and remote computer networks. If so, the routine

€5



[0099] O ause 8. The nmethod of clause 4 wherein the at |east sone
conputing nodes of the first conmputer network are sel ected for

m gr ati on w@sadopsreat | east one of one or nore instruchePis0166L2838ed
froma WD 2011/011576PCT/ US2010/ 042858 user associated with the

renmote virtual conputer network and of satisfaction of one or nore
previously defined criteria for selection of the at |east sone
conputi ng nodes.

continues to block 665 to update the stored information regarding which
computing nodes are local and which are remote for later use in forwarding
communications, and may further optionally take one or more actions to
update other local computing nodes and/or the remote gateway device of
the change (e.g., by issuing a gratuitous ARP on the local computer

network, sending a message to the remote gateway device, etc.).

[0089] If it is instead determined in block 660 that the received
request or information is not an indication of a computing node migration,
the routine continues instead to block 685 to perform one or more other
indicated operations as appropriate. For example, other types of operations
may include providing current status information about local and/or remote
computing nodes (e.g., to an NMM module, such as in response to a
request or instead periodically or upon the occurrence of particular
situations), various types of administrative or housekeeping actions, etc.

[0090] After biocks 620, 630, 650, 665 or 685, the routine continues
to block 695 to determine whether to continue, such as until an explicit
indication to terminate is received. If it is determined to continue, the routine
returns to block 610, and if not continues to block 699 and ends.

[0091] It will also be appreciated that in some embodiments the
functionality provided by the routines discussed above may be provided in
alternative ways, such as being split among more routines or consolidated
into fewer routines. Similarly, in some embodiments illustrated routines may
provide more or less functionality than is described, such as when'other
illustrated routines instead lack or include such functionality respectively, or
when the amount of functionality that is provided is altered. In addition,
while various operations may be illustrated as being performed in a
particular manner (e.g., in serial or in parallel) and/or in a particular order,
those skilled in the art will appreciate that in other embodiments the
operations may be performed in other orders and in other manners. Those
skilled in the art will also appreciate that the data structures discussed
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[ 0100] A ause 9. The nethod of clause 4 wherein, before mgrating one
of the at |east some conputing nodes of the first conputer network to
t he renot evyrotiwakreconput er network, the network addr epeT@b20idles28588e
conmputing node of the first conputer network is associated with a
second gateway device on the .renote virtual conputer network that is
configured to represent the one conputing node of the first conputer
networ k by forwardi ng conmuni cations directed to that network address

to the first r e d [ a [ ALl
wth the gat AVEAHEY £R Mo BRI adrbie LTSy fIAG DR
addr ess used daya shectueplsplie o tmeitipleudatagtnetieet ar hhbaving rouliple datg

node of the first computer,network is.part, of proyisiom.n he. r ennt e
vi rtual _co_rrpL?Eré‘F%qﬁ%ﬁ \r/%r”ﬁo{;‘?)aqgﬂdﬁ {2 FH&% éﬁﬁ%oﬁﬂﬁ% reco;ﬁiﬂﬁ? foggne
the provisi oRimbddnehREillSHREE dHts lstaktresmdvestore e korflesd iddrmation
i ncl udi ng di sassoci ati ng the network address used by the repl acenen

) h ) t
comput i ng nodieans:deschbed ssushrgwhensjherdlustates, datikstrystvries INsteag Ack
conput er net yor; t SERREAMEN gg{}é@} LivRBR AL SRbAS bP1ypRat of
net wor k addr\égslhﬂég% yhtlﬁe rep'PgicrteeS %t C ﬁpcﬁt\?vng node are forwar de%l
vi a the renptinfosmatierathat ingtotest isralteved.k to the repl acenent conputing
node. [0101] d ause 10. The nethod of clause 9 wherein the one

conput i ng no?@%@ecut e 8,&0Py Rf & ‘ﬁ]%r O&em%r%ﬁ ges§g{ehl£/q¥,gfaﬁi]ﬁetate

appl i cations re the mgration e one Co I“ng~ no
repl acenent dgnpmid migratiore of aekivarked pormputng nodes, dhe nethod cotmprising:

virtual conputer network to.su rt the replacenment .co .1,N .
further includes initi Hﬁﬂ?@'@@@@ﬁ%ﬁ"wwﬁ%ﬁ%‘& saeégﬁr%ﬁ&ﬁ@ﬁpqiﬁ%qgmg
node of a copydes ofachrsPtorhpateP MetesrkIwtiR theffirsecempiter inetwaorkris in use,
[0102] A ause 11. The nethod of clause 4 wherein the first colr’igg%tgn

net wor k i ncl thr5udirle sempytiad Frgles £5indlorcaied At GriateerprrBRish

and each being associated with one of muitiple distinct network addresses
for the first computer network, the multiple communications each indicating
at least one destination network address that is one of the multiple network
addresses so as to specify at least one of the muiltiple computing nodes as
being an intended destination for the communication, the managing of each
of the communications including forwarding the communication over the first
computer network to the at least one intended destination computing nodes
for the communication based on the at least one destination network
addresses indicated by the communication;

after the managing of the multiple communications, and under
control of one or more computing devices configured to dynamically and
incrementally migrate the first computer network to a remote virtual second
computer network at a second geographical location while the first computer -
network continues to be in use, and for each of the multiple computing
nodes of the first computer network:

receiving an indication of migration of the computing node of
the first computer network to a distinct replacement computing node at the
second geographical location that is part of the remote virtual computer

network, such that after the migration, the replacement computing node of
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WO 2011/ 011576PCT/ 13S2010/ 042858 conputer networks at the first
geographi cal location and is under control of a first entity, wherein

t he renot evyrstimalszeconputer network is at a second geogcaiRboabazsss
| ocation and is under control of a distinct second entity, wherein

the second entity provides a configurable network service that
enables clients to configure virtual conputer networks provided by
the configurable network service on behalf of the clients, wherein

the first entjty is.one of the ' I

service, and thﬁerﬁg]oﬁe VHE"%J 8&&%'?%7 '?%Iﬂﬂ%nr!ﬁ%uefs '@&?\é@? {fosrﬁ'fﬁ@(;ntﬁ%r ﬁode
the virtual canpsitedf thetfissl sompuieyirdseotkyand esesthié getedrkeadures® ok the
service. [0103]C ause 12. The od of clause 11 wherejn h one r
more conf i gurB@rateAp GPW&J‘“%V"‘%&% aF CTOPE KRG RHANEr oﬁgh?r er
confi gurabl e pahwa:lgnger vi ce, wherein the configurable networ k
service provides a plurality of conputing nodes for use in_the
virtual conputer networgompaticaliezssogiating the mehyerkagdiese pdie migrated

service, whergl I;rﬁb&tpi I IE(B eé §ﬁ“°ﬂ1\e ﬁpéir%o rth&%oﬁfgﬂﬁla%a'@% fddvie on the

conputer netmo WO or nDre the e co t|n nodes
of the first firsinporhputenaietwol thahds \mefguned ﬁoorepeesﬂntafompmlngtndambf

sone conputi nodes, the replacenmept co ting node for the

conput i ng nogge6?”‘9??6"“”?5@'88%&938”‘”&%‘ijk is a distinct one of the

plurality of conputing gfedemet hﬁgraltuansaf%cts@ﬁs@womhecmﬁ;g@r@d)hputmg

network service and dynamcally added to the renpte virtual n‘guter
P

network on bdpsles, gutormpatically g1anaging gne of pipre Ragitiopal 9%{%1%’“ agpnt
computer net g&ﬁ/@k Jha%gfi%sng,weroﬁeme tﬁiﬁﬁ%ﬁbﬁ%blﬁat%dge&bé%mﬁﬂéﬁ | twork

nodes after namc magrating o first conputer network t
the renot e viaddoess usarpby éne neplacgrhen| caropiiimginede 13 orehef W@tmpuﬁng

clause 12 whey %es onﬁe subset, the managing of each of the additional communications
including forwarding the additional communication over the first computer
network to the configured gateway device, so that the configured gateway
device forwards the additional communication to the remote virtual computer

network for delivery to that replacement computing nede.

[0093] Clause 2.  The method of clause 1 wherein the first
computer network is a physical local aréa network, wherein the remote
virtual computer network is configured to be an extension to the first
computer network such that the computing nodes of the remote virtual
computer network use network addresses for the first computer network that
are distinct from network addresses currently in use by the computing nodes
of the first computer network, and wherein the method further comprises:

before the dynamic migrating of the first computer network to
the remote virtual computer network,

automatically associating the network addresses of the
multiple computing nodes of the first computer network with a second
gateway device on the remote virtual computer network that is configured to

represent the muitiple computing nodes of the first computer network; and
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repl acenent conputing nodes for the at |east sone conputing nodes are
each a virtual machi ne hosted on one of mnultiple physical conputing
systens ofwd ba1/0087é gur abl e network service, and wher ep0T/UR®16/y88%1 C
adding of the two or nore replacenment conputing nodes to the renote
virtual conputer network includes configuring one or nore virtual
machi ne manager nodul es that execute on one or nore of the physical
conputing WO 2011/011576PCT/U82010/042858 systens to manage

communi cations for the ho ste @%ﬁ?g@%c h%egr = ,gh&he{ Q‘apﬂﬁﬁﬁl‘é jons

virtual nachi nes are Ir%]| renoté vir

network [ 010%k6t agvet e @hmtaenm@r oforaputes engtwetlerthiah, edabr rmkcdalteofa
one or nore of the at |east sone comp

ting nodes of. the first
conput er net Wigsknatioh nawrhﬁsrﬂaq%dﬁeel%m%ﬁ? Qﬁgleemb'(hpi cemeging pedes of
network, the g gl %n%uﬂehenﬁmiét | 2 NRdRagifgt IuT TRt ofvitheUalther
corrputer network I's perforned In a manner transparent to ot her
conmput i ng nodesrofnichtions nm!uéragptqrwardm oe kother cgpremanicatian opyasy the

oo e SEPETE SR ol R el RRTBAELBNAy Ylod 88 (Al Bl

network duri rgcobhe gatgwelyi deviod fdmamnmmrmtgenaxdmmanmahmrtot tae firdle

ggﬁ;{]ﬂ?tcgf ino,%:g Ut%rﬂge@g%g r{o Nﬁ@e?%ih%&%ﬁoé?’tgfqgﬂ% hode that uses the
destination network address indicated by the other communication;

and wherein, for each of the multiple computing nodes of the

first computer network, the automatic associating of the network address of

the computing node on the first computer network with the gateway device

on the first computer network further includes disassociating the network

address of the computing node with the second gateway device on the

remote virtual computer network.

[0094] Clause 3. The method of clause 1 wherein the multiple
computing nodes of the first computer network are under control of a first
entity, wherein the computing nodes of the remote virtual computer network
are under control of a distinct second entity, wherein the second entity
provides a fee-based configurable network service that enables customers
to purchase access to configured virtual computer networks that are
provided by the configurable network service on behalf of the customers
using cloud computing techniques, wherein the first entity is one of the
customers of the configurable network service, wherein the remote virtual
computer network is one of the virtual computer networks provided by the
configurable network service, and wherein the remote virtual computer
network is further configured by the configurable network service to provide
networking capabilities for the migrated first computer network that were
provided by one or more physical networking devices of the first computer
network before the dynamic migrating of the first computer network to the

remote virtual computer network.
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[0106] O ause 15. The method of clause 4 wherein the one or nore
configured conputing devices include the configured gateway device,

and wher eiwo bhigoneievor k addresses of each of the at | eagf/usoi®oszsss
conmputing nodes of the first conmputer network are Internet Protoco
("I'P") addresses. [0107]C ause 16. A conputer-readabl e nedi um whose
contents configure one or nore conputing devices to facilitate
dynam ¢ mgration of networked conputing nodes, by performng a

met hod conpr

confi gured Cg%ﬁ%l ng d&JPLER4 a &ﬂm%g‘ etarr'f?“{p %Fe%tgﬁp&%g}}&r Qo taijitating

in use with ravntannbmg@mmutdmgmﬁe@ cbhpluting ebdbestha miétsibd momprisingor k
address for the first conputer network, facilitatin

m gration of one or rL@de CPRiEC!Rf QNS PE MBS ad%éceéfcoﬂwgufqdr?t
comput . et kniiGaly idibld S T EifbuRRRUEH NG Yol fimpati

of the one or ‘nore c nodes of the first conputer network
recei vi ng an riadgiscatt a di 6mtcﬁecwrmigc@ltlo@atlm tq BgewipituAl sesaed spmmer

oo oo™t BB <o SpBbiabet ABIEE N A gl ebon
conputing nodein use and for each of at least some of the multiple computing nodes of

the first computer network:

receiving an indication of a migration of the computing node of
the first computer network to a distinct replacement computing node at the
second geographical location that is part of the remote virtual computer
network, such that after the migration, the replacement computing node of
the remote virtual computer network replaces the migrated computing node
as part of the first computer network and uses a network address of the first
computer network that was previously used by the migrated computing
node;

automatically associating the network address used by the
replacement computing node with a gateway device on the first computer
network that is configured to represent the replacement computing node of
the remote virtual computer network; and

after the automatic associating of the neiwork address,
automatically managing one or more additional communications sent over
the first computer network to the network address used by the replacement
computing node, the managing of each of the additional communications
including, after the additional communication is forwarded over the first
computer network to the gateway device that represents the replacement
computing node, forwarding the additional communication to the remote

virtual computer network for delivery to the replacement computing node.

[0096] Clause 5. The method of clause 4 wherein the at least
some computing nodes of the first computer network include all of the
multiple computing nodes of the first computer network, such that all of the
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of the virtual conputer network uses the network address of the

m grated conputing node for ongoing operations of the first conputer
net wor k; anol2011/011576 automatical l'y associating thecoesuaiezsss
address of the mgrated conputing node on the first conmputer network
with a gateway device on the first conputer network that is
configured to interact with the virtual conmputer network such that,
for each of one or nore conmuni cations sent over the first conputer

network to t at net wo k ad re s.of. the a t f:
the automatic' §8mp g @o%ﬁ@ﬂ%@nﬁgﬁqqgﬁgf lt)ljﬂc'gwarrg e?Vo'H? %Ie
conf i tgur ed gdwf );{?ﬁ@ém@ﬂ( f,mpe the filse computsmaitwagrktis irt bse,dirsk wherein the
conputi ng node o e virtual conputer [0108 CI ause The
conput er - r ead@moie W@%W@P“Eﬁrmoﬂfﬁ‘sm&%%rﬁ%ttﬂé%? 5#;5\?!‘3%@
nodes of the; Ilf, & Rdt CHAPWER RS MO 3RS lﬁéreﬁ%télrm@ét%rf bf afl of the first
geographi cal locations, wherein the virtual conputer network is

renote from tdomitesnetonpia be rﬂm%r»lk’tu@hﬂomﬁéiﬂﬁd@@%“% cpmeleiener
conmputi ng nodes at a second geographical |ocation renote fromthe one

or nore fir S&@@gﬂgr aphi Qusé gcat irpas mIhEHELR EHGsd 0TGN tc:la’!r”Hpnsmg

conput er net i's con fgured to operate as an extension to
first conput emtajmanmllry canfguving rasien or froerecaemputing ldevises @somat%d with

o of "t no_tsseole Sl Sopfiieh PR PPk Fetiofting CopsBiiReL 1

(r:lgtrdrg ?f t he glhé Srhlgg@t@aum@E d@ﬁtpmknemmgnhat wbr?smnmledf by lemeobhenore
uti ng nodes and operates as t t d

of the first REYRAL diEtweikiRg I@!%’r'f:qshé’ &#%qeqvpgméﬂpe?cgo g B% o

[ 0109] O ause jdGemEReal CRTGIEESH oFf REAMSE cBRIHUEER AétvIrRUE Ethé7remote VIrtuaI

computer network.

[0098] Clause 7. The method of clause 4 further comprising, after
the dynamic migrating of the first computer network to the remote virtual
computer network, and for each of at least one of the replacement
computing nodes of the remote virtual computer network, automatically
facilitating a reverse migration of the replacement computing node back to a
target computing node that is part of the first computer network, such that
the target computing node replaces the replacement computing node in the
first computer network after the reverse migration and uses the network
address of the first computer network that was previously used by the
replacement computing node, the automatic facilitating including
disassociating the network address that was previously used by the
replacement computing node with the configured gateway device on the first
computer network so that subsequent communications directed to that
network address are forwarded via the first corﬁputer network to the target

computing node.

[0099] Clause 8. The method of clause 4 wherein the at least
some computing nodes of the first computer network are selected for

migration based on at least one of one or more instructions received from a
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wherein the multiple conmputing nodes of the first conputer network

are under

control of a first entity, wherein the conputing nodes of

the renot avoeivak7conput er network are under control etTasghietdssst
second entity, wherein the second entity provides a
net wor k- accessi bl e service that enables clients to configure virtual

conput er

net wor ks provi ded by the network-accessible service on

b;ahalhf of thekcl ients, wherein the first entity is one of the clients
of the network-accessihl erVi ' - kL& ;

conput er net WPk BSSOgHEAY T HE (Fro el Bailst PR ARY of oAk on
the networ k- agaegsobhrrs pravicesly [defidéd Critrriaefot 3eleblien of the at least some
conput er - r eadabl e nedi ug of clause 16 wherein the facilitating of the

dynani ¢ ni gr ROMRHENG

ormed for each of the multiple conmputing

nodes of the first conputer network so as to increnmentally mgrate

the first compuser net\Wadisd 9. t hahdi sihkiheid Vol t tlalise odpuikereit issfbre
while the first conputer network is in use. [0111]C au?% ZP. The
conput er - r eadBlratingeane @f she @tdaast a@me computing nodes of the first computer

network to the remote virtual computer network, the network address of the
ons computing node of the first computer network is associated with a
second gateway device on the remote virtual computer network that is
configured to represent the one computing node of the first computer
network by forwarding communications directed to that network address to
the first computer network, and wherein the automatic associating with the
gateway device on the first computer network of the network address used
by the replacement computing node for the one computing node of the first
computer network is part of provisioning the remote virtual computer network
to support the replacement computing node, the provisioning of the remote
virtual computer network further including disassociating the network
address used by the replacement computing node with the second gateway
device on the remote virtual computer network so that subsequent
communications directed to that network address used by the replacement
computing node are forwarded via the remote virtual computer network to

the replacement computing node.

[0101] Clause 10. The method of clause 9 wherein the one
computing node executes a copy of each of one or more software
applications before the migration of the one computing node to the
replacement computing node, and the provisioning of the remote virtual
computer network to support the replacement computing node further
includes initiating execution on the replacement computing node of a copy of

each of the one or more software applications.

[0102] Clause 11. The method of clause 4 wherein the first

computer network includes one or more physically interconnected local area
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wherein the conputer-readable nmediumis at | east one of a nmenory of
one of the one or nore configured devices that stores the contents
and a dat avdor@nsnisssi on nmedi um t hat includes a gener at edraktieoesat a
signal containing the contents, and wherein the contents are

i nstructions that when executed cause the one or nore configured
devices to performthe nethod. [0112]Cl ause 21. A conputing device
cogfigured to facilitate dynamc mgration of networked conputing
nodes, conprising. one or, nor CEeSSOrS:. . .

mgration narf® t%'@l%ﬁ”"@ﬂf%atttﬁﬁgﬂ %cﬂﬁolgéﬁﬁﬁ‘gﬁg‘?%?atmearpdeli sode Ego%t{/dé)tf a
| east one of fir&iechtg, WharBihethy esAEROVitual oMputat astiyorknis catragseddnan
of one or nore conputlngﬁnodes bet ween, di sti nct girst an

J d ..
| ocal area ca@®ograhicalt Rsalian \iNd ds (4nderi FRAIraing &éﬁ'&cgﬁ%ggggrent’w*
networks are W%é%@ﬁthé hecbagi dith@tdrtical & NerfyAbIE nBebA is8Rice that

I ncl udi ng, for of the one or 'nore conputing nodes:
recei vi ng an enablesaclientsofo gonfiguret vislwabfconuten metverlky provisled: ih Be

originating conput n r . L nat | t

ori gi nati ng CORDAVEPHNBbRRIK sbich, ST HenaR drilfle BRARY: Ghefifh I fret oy
C?hrfput e][ nﬁt \t?roln& oihthet biierde of ithatdonfig ol hetwork tseovike bendgvhiarein the
comput i ng. nodEMaLe HiNuR CRIBGES BV B OFS ahna VBE BMpHE! networks
ori gi nating GREMEEbyRS WBAtigIShIR RtkB $Brglcal i on and being repl aced
by a distinct replacénent conputing node of the destination conputer

network that [818538] that C?ggsree‘ISQS. afl'}'lgrmtet ean' o?rrﬁztalijsoen’ﬂ wherein the one or
more configured computing devices are operated under control of the
configurable network service, wherein the configurable network service
provides a plurality of computing nodes for use in the virtual computer
networks provided by the configurable network service, wherein the at least
some computing nodes of the first computer network include two or more of
the multiple computing nodes of the first computer network, and wherein, for
each of the at least some computing nodes, the replacement computing
node for the computing node of the first computer network is a distinct one
of the plurality of computing nodes that is selected by the configurable
network service and dynamically added to the remote virtual computer
network on behalf of the first entity, such that the remote virtual computer
network includes two or more dynamically added computing nodes after the
dynamic migrating of the first computer network to the remote virtual

computer network.

[0104] Clause 13. The method of clause. 12 wherein the
replacement computing nodes for the at least some computing nodes are
each a virtual machine hosted on one of multiple physical computing
systems of the configurable network service, and wherein the dynamic
adding of the two or more replacement computing nodes to the remote
virtual computer network includes configuring one or more virtual machine

manager modules that execute on one or more of the physical computing
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such that after the migration, the replacenment conputing node
repl aces operations of the originating conmputer network that were

previ ousl woediiaisrd by the migrated conputing node: ap@r/us2010/042858
automatical ly associating the address of the migrated conputing node
on the originating conputer network with a gateway device on the
originating conmputer network that is configured to interact with the
destination conputer network such that, for each of one or nore

conmuni cat i ons, sent,. over the [.gl.nal | r

address. af t erVEREH G EPBH cothRhAr TR HoRled Bl habfpE R that
configured gahewsysteéewigeaalt maehirfesr wee declutied tdse paepbhdheemmote virtual
conputing node of the destination conputer network. [0113] Cl ause 22.

The conput i nFORRHIBNWORE-ause 21 wherein the first conputer network
i ncl udes one or nore physical conputer networks with nultiple

conputi ng noge$osit one Qus1£ f ThetmesRdr il 4 Mitaéinofg, eshcof one
wherein the second conputer network is a virtual _conputer networ
that i ncl udePriere ¢f the@tieast somr cPMGUHBY 8ed8s OéthfenﬁréLao'@@Hg?r et

[0114] A ause 108 S TdERARE R IAbR. Viral SRPUIARIEBIK, (e Thighiton of
the computing node fo the remote virtual computer network is performed in a
manner transparent to other computing nodes of the first computer network,
such that the other computing nodes continue to send other
communications over the first computer network to destination computing
nodes of the first computer network during the migration of the computing
node, and such that the destination computing node for at least one of the

other communications is the computing node being migrated.

[01086] Clause 15. The method of clause 4 wherein the one or more
configured computing devices include the configured gateway device, and
wherein the neiwork addresses of each of the at least some computing

nodes of the first computer network are Internet Protocol (“IP") addresses.

[0107] Clause 16. A computer-readable medium whose contents
configure one or more computing devices to facilitate dynamic migration of
networked computing nodes, by performing a method comprising:

under control of the one or more configured computing
devices, and while a first computer network is in use with multiple computing
nodes that each has a distinct network address for the first computer
network, facilitating dynamic migration of one or more of the multiple
computing nodes of the first computer network to a distinct virtual computer
network by, for each of the one or more computing nodes of the first
computer network:

receiving an indication of a migration of the computing node of
the first computer network to a distinct computing node of the virtual
computer network, such that after the migration, the distinct computing node
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mul tipl e conputing nodes of the first conputer network are under
control of a first entity, wherein the other conputing nodes of the

second coRmylibAlnISieror k are under control of a di stinchcsRSNAGl042858
entity, wherein the second entity provides a network-accessible

service that enables clients to configure virtual conputer networks
provided by the network-accessible service on behalf of the clients,
wherein the first entity is one of the clients of the

net wor k- accessi pl e.servi ce, .and erein the second ¢ t e

is one of thé’s"JF'?tV' H’alc‘?ﬂ%‘a‘ftgf ng rlkssesp&'gv?%gg%fdﬁ%% of the H{ﬁ?&{éd
net wor k- accegohipinggiodec®r oh§ing @penstioneray whe first ebnplkerrestwgrk; and
configured to operate as an extension to the first conput e{ net wor K.

[0115] Ol ause 24 The coﬁb‘iﬁmﬂ@cﬂé\ﬁséec'@fin%Iﬂ_&%ﬁéwkm $:0t fhe migrated
conput er net %@ﬁodtiﬁglﬁ%@oﬁ% fifst %eﬁq%ui&‘rmwa]tk ﬁm%éwawﬁwcl@%n the

with nultiple mputi ng nodes at one’'or nore first geographica
| ocat i ons, arfidstwioenmitar neavasls datds configured tadntaradt withcthgaddual gemputer

nore ot her physical c er._net ] | 1] |
nodes at - one Ao i ik lor e redng oh Y, i RalGhe REFP Llerthe
renote from figt cumpwer metworki tosthag eetworkhaddriess @f dhe anigrated computing
[0116] A ause 25. The conputing devi ce, of %I ause 21, Wnerei.n thF
node after the automatic associating, the communication will be Torwarded
to the configured gateway device for further forwarding to the distinct

computing node of the virtual computer network.

[0108] Clause 17. The computer-readable medium of clause 16
wherein the multiple computing nodes of the first computer network are at
one or more first geographical locations, wherein the virtual computer
network is remote from the first computer network and includes muitiple
other computing nodes at a second geographical location remote from the
one or more first geographical locations, wherein the remote virtual
computer network is configured to operate as an extension to the first
computer network, and wherein, for eaéh of the one or more computing
nodes of the first computer network, the distinct computing node of the
remote virtual computer network to which the computing node of the first
computer network is migrated is one of the other computing nodes and
operates as a replacement of the computing node of the first computer

network on the remote virtual computer network.

[0109] Clause 18. The computer-readable medium of clause 17
wherein the multiple computing nodes of the first computer network are
under control of a first entity, wherein the computing nodes of the remote
virtual computer network are under control of a distinct second entity,
Wherein the second entity provides a network-accessible service that
enables clients to configure virtual computer networks provided by the
network-accessible service on behalf of the clients, wherein the first entity is

one of the clients of the network-accessible service, and wherein the remote
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originating conputer network for each of the one or nore conputing
nodes is the first conputer network and the destination conputer

net wor k f a¥o 2A¢M1187¢ t he one or nore conputing nodes i spth@ssR6esks
conmput er network, and wherein the facilitating of the dynam c

mgration is performed for each of the nultiple conputing nodes of
the first conputer network so as to increnentally mgrate the first
conputer network to the .second conputer network while the first

conmput er netwo iS.1n 17 ' '

ol ause. 25 wholeie) Prirusifast S i BHDE fiba BRI BRI Ry
nodes that artke fetwarkettcassiblkagetivieee addresses, and wherein the
automati c associ ating of the hardware addresses of the one or nore

m grated co | hg nod on e .ginati [o30) ter I ] t

gat evay devinggﬂ)(ﬂ t he g‘ﬁ?ﬁ?‘:‘hﬁl nEF‘So%WPé!P&HS?%E W@ﬁfﬁgg}(t%&& ¥
gateway devi eghergintthe fasiligitinglof e dematicanignafiomisiperfanned fopeagtoof the
t he hardware addresses of the one or npre, m grated conputing nodes fsc'o

as to cause doWHRIE COMRIAING Madesr Ofsdne BEkr compUlRT gishupingo as
conmputer net Wrgn{eﬂtéifgg th\?%di’%’th% ﬁ@r%ﬁpﬁte@f néRreN® e NMétthct virtual

m grated conputing no K irected to the gateway device on the
ori gi nati ng computernetaoriowkile e first computer TEiwdTkds dou$rit | ng devi ce
of clause 25 wherein the addresses used by the one or nore conputing

nodes that apg 4,01 at ehaie, 361 Wbk BgRERsSsaaaNd MURAEhNof Mause 16

agtomatic associating o e network addresses € one or nore
m grat ed conmhdreig thedmsnputet-fremdablegmeaiumds ab lgast one rdtavmeinaytdf ange

gateway devi ce on the originatin onput er |

o EraY i e ok 88 chia e RhtARS HRIE AL SIS A EbHERS and a data
transmission medium that includes a generated stored data signal
containing the contents, and wherein the contents are instructions that when

executed cause the one or more configured devices to perform the method.

[0112] Clause 21. A computing device configured to facilitate
dynamic migration of networked computing nodes, comprising:

one or more processors; and

a migration manager module that is conﬁgured fo, when
executed by at least one of the one or more processors, facilitate dynamic
migration of one or more computing nodes between distinct first and second
local area computer networks while the first and second computer networks
are in use, the facilitating of the dynamic migration including, for each of the
one or more computing nodes:

receiving an indication of a migration of the computing node
from an originating computer network to a destination computer network, the
originating computer network being one of the first and second computer
networks and the destination computer network being the other of the first
and second computer networks, the migrated computing node using an
address as part of operations of the originating computer network before the
migration and being replaced by a distinct replacement computing node of

the destination computer network that uses that address after the migration,
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device on the originating conputer network to cause comruni cati ons
that are sent over the originating conputer network to the network

addr esses v 2618118 Oor nore m grated conputi ng nodes tpethe2dboeeised
to the gateway device on the originating conputer networKk.

[0119] C ause 28. The conputing device of clause 21 wherein the

m gration manager nodul e includes software instructions for execution
by the conputing device. [0120] G ause 29. The conputi ng device of

cl ause 21 wh N ' b a ' ' af
For Tact i1t ar et i ol hidSBRCHRE OELeRehl RO hiing) ndud eMaces
bet ween di st ioprafionsstofarible s edgindtihg cadmauteas cetwerke thate wesek previousdy

the first and second, ,copput er networks. are jn e, the facilitating
of the dynam%er%ra}eéitk?yo € HEY (ﬁr?é),m'?%wgé}fé#' 8ﬁat he one or nore
c?rr?ﬁti ng nog_es: . fautomaticél@peaséda_@tiag ithdi caddress obfﬁttmé g hégated
0 e conputing node froman orjginating conputer networ 0 a .
destinati on ﬁﬂmﬂtﬁ}g RR4\8R ithe g F‘Pgi%gmlﬁg?ﬁ%tﬁﬂﬁ[f é‘f’tﬁbr%ﬂjﬂiﬁ’”@.yb%‘?‘ﬂﬁe
one of the f'dﬁhéaﬁgg@tﬁﬁg%ﬁw& BEMSHK WREK R 8dkidured 46 Shichadt with the

conput er network beil other of the first and second conputer
net wor ks, t halastigatieredcemppieri ngtwrlie sushnéhain adeask ab g t obfmore

ti ; i . o . :
oG bei ng- r o ByRsHHLNE el TRY o RN AREP hEIOIR 18 Bl ddEss
destinati on cafgputher migtationk thbatomsamitdton #&dopsadatit 8y théeconfigured

' ti , h that, aft th ' ' th I t. ti
node 1 epl aceBABURRLPHIRE 1810 VBTN Halloh i PRSAITT B CHBb it o Y the
were previ ougestinglidesmeutty nefforkl gr at ed conputi ng node; and

{0113] Clause 22. The computing device of clause 21 wherein the
first computer network includes one or more physical computer networks
with multiple computing nodes at one or more first geographical locations,
and wherein the second computer network is a virtual computer network that
includes multiple other computing nodes at a second geographical location

remote from the one or more first geographical locations.

[0114] Clause 23. The computing device of clause 22 wherein the
multiple computing nodes of the first computer network are under control of
a first entity, wherein the other computing nodes of the second computer
network are under control of a distinct second entity, wherein the second
entity provides a network-accessible service that enables clients to configure
virtual computer networks provided by the network-accessible service on
behalf of the clients, wherein the first entity is one of the clients of the
network-accessible service, and wherein the second computer network is
one of the virtual computer networks provided by the network-accessible
service, the second computer network being configured to operate as an

extension to the first computer network.

[0115] Clause 24. The computing device of clause 21 wherein the

first computer network includes one or more physical computer networks
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automatical ly associating the address of the mi grated conputing node
on the originating conputer network with a gateway device on the

ori gi nati ivgo eamousa network that is configured to intecaub0n/bdhagishe
destination conputer network such that, for each of one or nore
comuni cati ons sent over the originating conputer network to that
address after the mgration, the communication is forwarded to the
configured gateway device to be forwarded to the repl acenent

conput i ng noclmwf iHiSle AHhp iRl REIEOBPBhE orRbROfifst HiED Toé4R
foregoing it wl M gﬁgp reci g{gled t hat, Ba torou I ecd'le%égéderrbodl mantnss

have been desand Ndu?fﬁl@r enSﬁWHQJLﬁOmmé%f HEtwor ugﬁléieﬁoﬁne\ﬁa'r meuie Othef
oo Lo onpifRapEofRaferhdrhite AR AUk SHEMCblif AL idded 1

of the invent I hgi e |nven on 'S no excep
by the appendadre:bmetmeaodd tgleegedphmhﬁ@catmstthdt alecrarnote f‘rwmatudlaneoor
while certain as vention are presented below in certain

claimforms, THE Ffﬁ{,gﬁ?%ﬁen'eahpg?}mf&e the various aspects of the

invention in any available claimform For exanple, while only sone

aspects of thet116jventi @laugy25Ur Meet tompeting devied cﬁsclaeseﬁmamb@-éireme

In a conputer-yeadabl e nedi um ot h? asghec} max | i kewi se be s

enbodi ed.’ originating computer network for ea e one or more computmg nodes
is the first computer network and the destination computer network for each
of the one or more computing nodes is the second computer network, and
wherein the facilitating of the dynamic migration is performed for each of the
multiple computing nodes of the first computer network so as to
incrementally migrate the first computer network to the second computer

network while the first computer network is in use.

[0117] Clause 26. The computing device of clause 25 wherein the
addresses used by the one or more computing nodes that are migrated are
hardware addresses, and wherein the automatic associating of the hardware -
addresses of the one or more migrated computing nodes on the originating
computer network with the gateway device on the originating computer
network includes the gateway device on the originating computer network
acting to spoof the hardware addresses of the one or more migrated
computing nodes so as to cause communications that are sent over the
originating computer network to the hardware addresses of the one or more
migrated computing nodes to be directed to the gateway device on the

originating computer network.

[0118] Clause 27. The computing device of clause 25 wherein the
addresses used by the one or more computing nodes that are migrated are
network addresses, and wherein the automatic associating of the network
addresses of the one or more migrated computing nodes on the originating
computer network with the gateway device on the originating computer

network includes initiating one or more announcements by the gateway
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CLAIMS What is clainmed is: 1.A conputer-inplenented nethod,

conpri si ng: forwardi ng a communi cati on over a first conputer
net wor k t av@mo1imiigded desti nati on conputi ng node baseg@cossions2sss

destinati on network address indicated by the conmunication, the

i nt ended destination conputing node being one of nmultiple conputing
nodes of the first conputer network that are at a first geographical
| ocati on and that are each associated with one of multiple network

addresses of Jdigd Bﬁsthe%?%ggl BEHPRIS networ teo ?{Iﬁﬁ chienirfEaRIndi gt

of the comunication, dyndmcal'ly nmgrating t rst conputer
network to a arerasné over theadriginatingl compptaretwerior theanetwoseaddrgsses of

geogr aphi cal catl Ll e f] i

e n use, ¢ MRS oite iRy S bwER PR O BRI EE T P Bandiay
i ncl udi ng, f afevizecdn tife diiginating cohpueomptwerkg nodes of the first
conput er networKk: recei ving, by one or nore configured

conputing sy , an indicarpon_of magration of the.co I ng_nod
of The first Rohduter feeuss gc o TRe ratipiing ladies olraiied dipiieriit e
node at the sfigetibroRRGEgRNINSGIUIE MSALSN sbitwbrd nsbaictiond féMexdriioheby
virtual second conputer network, such that after the mgration, the

di stinct repltBe ERBWULIBEHSMICEBNG node of the rempte virtual second
conput er network replaces the m grated conputing node as part of the

first conput go12@t wor k Qlagkd/39S the asthp@ing aERES ST Ghudd21iigErdirethe

conputi ng node for ongoi ng operations of the first conputer network;

and migration manager module consists of a means for facilitating dynamic
migration of one or more computing nodes between distinct first and second
local area computer networks while the first and second computer networks
are in use, the facilitating of the dynamic migration including, for each of the
one or more computing nodes: _

receiving an indication of a migration of the computing node
from an originating computer network to a destination computer network, the
originating computer network being one of the first and second computer
networks and the destination computer network being the other of the first
and second computer networks, the migrated computing node using an
address as part of operations of the originating computer network before the
migration and being replaced by a distinct replacement computing node of
the destination computer network that uses that address after the migration,
such that after the migration, the replacement computing node replaces
operations of the originating computer network that were previously
performed by the migrated computing node; and
automatically associating the address of the migrated

computing node on the originating computer network with a gateway device
on the originating computer network that is configured to interact with the
destination computer network such that, for each of one or more
communications sent over the originating computer network to that address

after the migration, the communication is forwarded to the configured
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associ ating, by the one or nore configured conputing systens, the
networ k address of the migrated conputing node on the first conputer
net wor k wwdz2@aygaseway device on the first conputer nepepuk2otdeRssss
configured to represent conputing nodes of the renpote virtual second
conput er network during the dynam c migrating of the first conputer
net wor k; after the mgration of a subset of the multiple
conputi ng nodes, nmanagi ng, by the one or nore configured conputing
systens, one 170V, il CREANY i nS&t Firdgh i
conput er net \ﬁi@gfgggctﬁ ﬁﬁnévgte a dg@fé ati1on ne%d\iﬂopr?lf(t]rrgdﬁ?ae%gﬂhe
used by the diestination cepputesmetworkonput i ng node for one of the
conputi ng nodes of the subset, the managi ng of each of the additional

communi cat i ong44ncl udi | D€l : L % ' f V&
the first co EL%Qr net V\r?:g?ﬁﬂbg%{)%g c%&ﬁ’gﬁg‘ggbga ev’fg?ﬂ%?gg@qrﬁ%
addi ti onal cmnbmﬂimhtsnmavedbe_eni dgs@itees thenzini for petposek aﬂqﬂmmtion,
of the subselvanais oATcAtIEy RePRgnaty WHEBE Y e FOgblisay T 2
device, the %@dﬁé ioP r7d irf/RRTIRMI AREGIIMNY thEthvePliBh 6 Mbf lirdidd eReaits by
conputer network for delivery to the replacenent computing node for,

the one conpihe ApProEed FHaimseareBBeelements recited tharaip HB AsHtiQN, avhiler
wherein the flafgin SQ5EUE BF tREinVRhtioh Sré presented below in certain claim forms,

the inventors contemplate the various aspects of the invention in any
available claim form. For example, while only some aspects of the invention
may currently be recited as being embodied in a computer-readable

medium, other aspects may likewise be so embodied.
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physi cal |ocal area network, and wherein the renmpote virtual second
conputer network is configured to be an extension to the first
conputer network such that the conputing nodes of the renote virtua
second conputer network use network addresses for the first conputer
network that are distinct fromnetwork addresses currently in use by
t he conputing nodes of the first conputer network. 3. The

nmet hod of claim 1 wherein the nultiple conputing nodes of the first
conput er network are under control of gIfAlMg entity, wherein the
conput i ng nqaﬁ%¢of the renote virtual second conputer network are
under contro ISCIRIM&d i§ct second entity that provides a fee-based
configurable network service, and wherein the renote virtual second
conputer network is configured by the configurable network service to
provi de networking capabilities for the m qied first conputer
network that were'prevt S%Pyteﬁ'r"ameﬂé‘ﬁ‘t%"}”lﬁ%o rCOMRBINhysi cal

net wor ki ng devi cegn@drdinda fdohfhuGeaRsH BUeMSeY korRStRF etk 4 dHMtended
mgrating of the first conputer network to the renote virtual second

conput er netdgstivation compuling Rodeasedron apslestipatiardnetmonio address indicated by
COTEL Shad” g cpmFatH e el S5 Sy Btk R SRt e
computing nodes of the first computer network that are at a first geographical
location and that are each associated with one of multiple network addresses of
the first computer network;
after the forwarding of the communication, dynamically migrating the first
computer network to a remote virtual second computer network at a second
geographical location while the first computer network continues to be in use, the
dynamic migrating of the first computer network including, for each of the multiple
computing nodes of the first computer network:
receiving, by one or more configured computing systems, an
indication of migration of the computing node of the first computer network to a
distinct replacement computing node at the second geographical location that is
part of the remote virtual second computer network, such that after the migration,
the distinct replacement computing node of the remote virtual second computer
network replaces the migrated computing node as part of the first computer
network and uses the network address of the migrated computing node for
ongoing operations of the first computer network; and
associating, by the one or more configured computing systems, the
network address of the migrated computing node on the first computer network
with a gateway device on the first computer network that is configured to represent
computing nodes of the remote virtual second computer network during the
dynamic migrating of the first computer network;
after the migration of a subset of the multiple computing nodes, managing,

by the one or more configured computing systems, one or more additional
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receiving, by one or nore conputing devices configured to mgrate the
first conputer network to a distinct virtual second conputer network,
an indication of a mgration of the conputing node of the first
conputer network to a distinct replacenent conputing node of the

di stinct virtual second conputer network, such that after the
mgration, the distinct replacement conputing node of the distinct

virtual secosn@ORREtSHs NRINtOsYer’ &R FFS1S cofpufBrd hatishk CHERUEAGH uﬁ‘&]gﬁe a
as part of the first conputer network and uses a network address of

the first cdiﬁaynehom@emrk adEessesedobe teodistinctuselaceyenheompyting aade for
conput i ng no oG .at i I

P ot SRsAPpe ERETE B et U BB S Ty 2ol
devi ces, t hecomhumcbtlardsjrmsmmg;eﬁmm}mydmgehellaﬁultmal cemhammlmh over the first

conput i ng no the at e bej ng confjigure resent the
e, e B n AR 1oty Ostauay debiohohe 4diiar Sademimication
conput er netlH@ibKﬁmgié@estlnatlon network H8d1@8s 9ed By ¥kl tddifdrhent computing node
conmuni cati on sent over the first cogButer network to the network

addr ess usedobgne Réthe eampieting reqslescef ﬁﬁubﬁﬁfpﬁm‘ﬂ ng node, the managi ng

of the additi onalpogoimmy Cac%JhOQhé”CJE&Hf fifed O'HMRLHANI:geloel "ine  additional

configured gat eway e addi ICatio

di stinct vi rdonarhusieatiord tco:mmrﬂmotemttuairéecbnd cdedputer lyeﬂwtmrk Ifm' dbliveryniot the
repl acenent cogputl n node gﬁj é‘l onal communi c gwi ndli?c ting a
desti nati on "EREEEMGR £ WQPH@EQ\B?Q‘% dheoae sompuyng ne ﬁ DU

m grat ed conputi ng node. 5. The nethod of claim4 wherein the

at | east one conputing node of the first conputer network includes

all of the multi @ e cdmgumatiochadedaipl t wdhereinsthec firab ieamputet wastwork is a
such t hat aI ? VII’ 'Jrgé r?quBHé eén %h‘@%l \Aﬁrﬁk}e\?\ﬁétﬁn@ﬁhgﬂ %gccﬂiog B‘Fn%ﬂter

to the distin uaI secon cdrrp
conput er netnetwiérki is ¢onfigared to be an @xtefrsien e e first fcoediten hetinork Bach that

conprisin nf| uri.ng one or..nore c ting devices assocjated with
Che. di ot i ncthgicPMPING S1osRa At S EenaptenBitiiel $<0BS sORRHEr REMRBE Kishgetwork
capabi |'i ti esaddpssdeBFortHy ﬁt‘s?@oﬁip[:ﬁstr ek BBt BRL dY8i Hﬂ:ttfﬂﬁqﬁ n\é’ﬁll'/cﬁ'k addresses

provi ded by one or nore physical networking devices of the first
conput er netappiertly in use by the computing nodes of the first computer network.

3. The method of claim 1 wherein the multiple computing nodes of the
first computer network are under control of a first entity, wherein the computing
nodes of the remote virtual second computer network are under control of a
distinct second entity that provides a fee-based configurable network service, and
wherein the remote virtual second computer network is configured by the
configurable network service to provide networking capabilities for the migrated
first computer network that were previously provided by one or more physical
networking devices of the first computer network before the dynamic migrating of

the first computer network to the remote virtual second computer network.

4, A computer-implemented method, comprising:
for each of at least one of multiple computing nodes that are part of a first

computer network:
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before the increnental mgration of the first conputer network to the
di stinct virtual second conputer network. 7. The net hod of
claim4 further conprising, for each of at |east one of the distinct
repl acenent conputing nodes of the distinct virtual second conputer
network, automatically facilitating a reverse mgration of the

di stinct replacenent conputing node back to a target conputing node

that is part of the firggéivingByidile BeMBRE lcomputiRg IdedicetBnfighgRito migrate
conmputi ng node replaces the distinct replacenent conmputing node in

the first cohpufiest opsmdex nefwerk tohe distiaets wirlyiahseeomh comtbuiske sietwerk, an
net wor k addr; | C ter t i

used by the '5?@? ﬁér&io??e@gg%téoﬁeﬁf{mgocﬁpmﬁlﬁ ﬁ%@&e&%ﬁ\éﬁ%ﬁ%ﬁ%t%%%ﬂk toa
facilitati ngdistivadt udiphegretherd ssampatirigh odke oh déhsvodiktiradd dvideal séedndvasmputer

revi ousl d t he distjnct replacenment . co ting node with. the
ot 1 qur eu B, SHBG 6 Tl Hhe MTETELE AR FRA A RE dararpting Mode of

subsequent cpBETHBlSGE ViRDS! Jeddrel 86mbatdr NFtwBR \WobIkcad #i& TRigAHt8d computing
forwarded via the first conputer network to the target conputin

[ g i
node. nagle g% paraf tla fitt computerneaiverkeany usrs ametwerkradsiiess of the first
conputing no L gggq“ i : .

m gration baés%znd&%)tﬁF Q?tv{délégiatone crglﬁg) 3@?3"\%’8@'@%@? Z@b%?%%g%%gp%%n%?e’
criteria includi ng onassociatimg withs gateinayndevicecen \ieel fifst cormrgputeretietwork, by

associ ated with the distinct virtual second. conputer netwqrk and gne

or mor 6. pr evBUIe ST S e PRR-ERS HEvises Bie Bt Sddresaased diretne
conputi ng nafigtinct replacem@nt HotpilRihgosod, hleahMetayhgsBtd) bt @bRfigured to
m grating one of the at |east one conputléllg_ node of the first

conput er neti&Brasent the,disiinst rapacement LAMREEGNIPC I AP thee distiBetngrtual sepend

net wor k addr es5o Rk hEGRgMeMPuUt i ng node of the first conputer
network is associated wth a second gateway device on the distinct

virtual second conput enamagingah dddittonat comniurgeatied semtrovpr deefitst thmputer
one conputing.node, of the first conput etwor.k by forwardin .
cormunt bat | IRVATK tedhe POt aorieR fndcbudon ot ¥pREeMent eoiapHiing ode
net wor k. the mani@ingTlef et BaditiohalC cammshivdtRineiintlddfg OfRewaRIAY!t by Gthe
node executes a copy of each of one or nore software applications

before the rAgiguieshgaewayedeyies.chgpadditiendl cermmnynigationtet thecelistinct virtual
replacement COBRYLRPUIRIGASetwork for delivery to the distinct replacement computing node,

the additional communication indicating a destination based on the network

address previously used by the migrated computing node.

5. The method of claim 4 wherein the at least one computing node of
the first computer network includes all of the multiple computing nodes of the first
computer network, such that all of the first computer network is incrementally
migrated to the distinct virtual second computer network while the first computer

network is in use.

6. The method of claim 5 further comprising configuring one or more
computing devices associated with the distinct virtual second computer network to
provide networking capabilities for the migrated first computer network that were

provided by one or more physical networking devices of the first computer network
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11. The method of claim4 wherein the first conputer network includes
one or nore physically interconnected |ocal area conputer networks at

a first geographical location and is under control of a first entity,
wherein the distinct virtual second conputer network is at a renote
second geographical |ocation and is under control of a distinct

second entity that provides a configurable network service, wherein

the first enpdfbie the iRBRnEntalRigkaticPNérhe firdttenfputdr ritnail © theldigtinkt virtual
service, and wherein the distinct virtual second conmputer network is
one of nul tisAc@ndiconmputercrgtyatler net wor ks provi ded by the

configurabl e network service. 12. The method of claim 11

wherein the one or nore configured conputing devices are operated

undfe_r con'ltolrol of I.hE CTOTeflingtIToaibéf&_:laciiiﬁi Mm@a&%m&jn%&wﬁ@r@éw bhat Ieasc,;c one of
configurabl e nefwork service provides a plurality of computing nodes
for use in thE ?tﬂ%é‘f*m%?{ﬁﬁ'f"g‘ﬁo'ﬂ%\t'\'/ﬁﬂ R%g%ﬁ 8€F"t?e stbnwttw@a&oﬁ%ggﬁﬁamp@ter

net wor k ser Vidiork\fth&haticdl§ atililatngla AVRr&O MHatios PR istinct Fdhlacement
first conputer network include two or nore of The nultiple conputing

nodes of thecampulingonodsuback ieea fRygRt cempuiing:nede thatds pad«i tiog fitstsomtputer

for t ha compiRiREC RsRRAGR e B CbomBhtE BoAE TPERbRE HP dhsyPg Pffoement
one of the pdamputingyhaafe inahpfitsttgmpdesndtivetk hﬁerStaéee‘tleﬁﬁe Inzidgte?iieﬂcind uses
to the dis

configurabl e network service and dynam cal | y added
Vi rtusl secdia nebiii et Tint GRRRHET BEWO Hatvas Riaviously (Spepy the
that the di sdisgict Yé Iéé@heﬁtecéﬁ?ﬁplﬁtgguﬁ@de,n%é‘“%ﬁtdrﬁ&tﬁ&dﬁ%ﬂﬁ%gﬁ)rincluding

more dynami cally added conputin s after the dynam c mgrating of
the first colipagseriatiogwibek netwarkeaddress ribat wast pegvieustorusedohy uther distinct
net wor k. ) hod A rein i sti-nct .
Fepl acerent "gBiestrent oiEkRB Sts, Wil e 2oRGh B gRdfied SbubEion e first
each a virt ugimpmehnstvdrk stoethab rsubsequéntnedrhmphigatitvyss idirattedotoptiiat mgtwork
systens of thg configyrable net k service,, an erein the dynam c.
Sdi ng of ¢ S 6re domerded Nishdne (B GebRier MBS K dedamet Mg
di stinct virdgérl second conputer network includes configuring one or
nore virtual nachi ne manager nodul es that execute on one or nore of

t he physical conputing systens to nmanage conmuni cations for the

host ed vi rtual hi n S t . has | htu ] r

i ncl uded as par {T%(C')f tﬁied:aseﬁs?ijc?ft é\)?'rr@%a\fvﬁgrg‘é{ogﬁ ?0|&g§f§¢gﬁép&6’ﬁﬁg node of
14. The met hhd fiedt coingputerinethverielsnselécted éavciigrbtiomibased omaelealkt bhe ceterion
| east one conputing nodes of the first 8,0rrput er network that are,
mgrated to e g’Pf‘hétngPP ShtegiadpEHdRgmR &F MeEt istkctippi received from
m gration ofy {8er 6esBUKtbAWI R HRtROEVIRLSI s6KdndVidrhpider $REFER and one or
conputer network is perforned in a manner transparent to other

conput i ng ndaere pevickelyfdefised cotesiatfer selectin @f the @t teash ane compyting modes.
conputing nodes continue to send ot her commruni cations over the first
conputer network to destination conputing nodes of the first conputer
network during tige m ghatrethodf oftdisint arghsdreing beforte migrdingushie dhidk dtheast
destination conEuti ng node faor at | east one of the other, . )

communi cat i SH§ FRMPHENG HREGIATHGe B8k CoBPHIT Mehratketp. the distinct virtual second

computer network, the network address of the one computing node of the first
computer network is associated with a second gateway device on the distinct
virtual second computer network that is configured to represent the one computing
node of the first computer network by forwarding communications directed to that

network address to the first computer network.
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15. The nmethod of claim4 wherein the one or nore configured
conputing devices include the configured gateway device, and wherein
the network addresses of each of the at | east one conputing nodes of
the first conputer network are Internet Protocol ("IP") addresses.
16. A non-transitory conputer-readabl e medi um whose contents
configure one or nore conputing devices to facilitate dynam c

mgration of netwyykedrgomeidder 8ape D whereReiHesiE BEmBuUti®S RBde executes a
0

conpri si ng: receiving an indication of a mgration of a
conput i ng noePysdf each efaanecempatesoffiargornplicatiansdvelerenthe mignatian efthe one

de of di | I : , f h
morati on, 1 e e BN Ploch el icofitinb Bkl | o)

conput er network uses a network address of the migrated conputing
node for ongoing Oferalti ons of the first conputer network;
nkt-wor

associ ating the m%ﬂwmoﬁﬂaﬁﬂé‘ W\hﬁf% e @Eﬁhﬁﬁ’mmﬁérnﬁ%l@’% inglydes
first conputgfe RBIHEFK pM%BaI@/ Hﬁér%ﬁﬂeéiéd"lﬁ@%lﬁé}eéh&rﬁblﬁtﬁ nfé?ﬁ&'klkeét a first

network that is configured to interact wt e distinct virtua o
conput er netggadapiidalt locakiqy esdns underdiontiohof acfirgbantityy wiaereinothe Histinct

di stinct virf c t . d | : .
configured o\hg‘%(‘)lrse%gﬁg c?én@ﬁ%ﬁ’\ﬁ%t%&l@ﬁc%tsa reég%tﬁn%%r&ggg;%'ggpér’%\ﬁ%? location and
_cogrruni cgt Ldsmr{mntcontferkof Sediéiiiricstsfecog@mty ﬂfﬁt\gﬂb%dé@ aacdﬁsju;aitﬂéirmﬁ/vork
i ndi cated by the network address of the migrated conputing node suc
Lhat “the. corRMEEaBBIFNe T6a St GE8 A MEHoEt Pl Bia GoBRaIgyetuork
device for f4uriBer ahar WRBFHiMahbOdishifctdiifthhN bR pileN PdBv&tk KshBne of

di stinct virtual conputer network.
multiple virtual computer networks provided by the configurable network service.

12. The method of claim 11 wherein the one or more configured
computing devices are operated under control of the configurable network service,
wherein the configurable network service provides a plurality of computing nodes
for use in the virtual computer networks provided by the configurable network
service, wherein the at least one computing nodes of the first computer network
include two or more of the multiple computing nodes of the first computer network,
and wherein, for each of the at least one computing nodes, the distinct
replacement computing node for the computing node of the first computer network
is a distinct one of the plurality of computing nodes that is selected by the
configurable network service and dynamically added to the distinct virtual second
computer network on behalf of the first entity, such that the distinct virtual second
computer network includes two or more dynamically added computing nodes after
the dynamic migrating of the first computer network to the distinct virtual second

computer network.

13.  The method of claim 12 wherein the distinct replacement computing
nodes for the at least one computing nodes are each a virtual machine hosted on

one of multiple physical computing systems of the configurable network service,
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17. The non-transitory conputer-readabl e medi umof claim 16 wherein
the first conmputer network includes multiple conmputing nodes at one
or nore first geographical |ocations, wherein the distinct virtual
conput er network includes nmultiple other conputing nodes at a second
geographical location that is renote fromthe one or nore first
geographi cal |ocations, wherein the renote virtual conputer network

i's configureghd ave@taiaitte agyritieXh8MRGL OBf tRet i fdr’ Flor6 CHRHAG replacement
network, and wherein, for each of the one or nore conputing nodes of
the first corropeingneofeskio tthe disinetyirtusbngraondg caoweitest neworkeinsiugdes
virtual Conpégn?irguﬂﬁé Wﬂél%rw%\@fviﬁ&ltrﬂ%h(fr?%'aﬁgr m%%le%fthgpgxédg@ bn one or
computer networkK I's"mdgrated i's One of the otRer conputing nodes and
oper at es as raoresf abhenphysicdl ¢dreputingp systemsn ol anariageh eofinmaticatiomsufoer the
network on t mot e virtual

he r | C er netwqrk. ) 18., Th
non-tr ansi t ISPES HpUELTarhigs 5O NReE IR VitushmashineRAt RckiAed as part of

nul tipl e conpuldisthichGfaal Scohb&olputér kawBEE er network are under
control of a first entity, wherein the conputing nodes of the renote

virtual conputer network are under control of a distinct second

entity that provigdes e r I bl ervice that. enabl

clients to confi gﬂ‘fe @hr%t ﬁ‘gﬂ%ﬁ;"oﬁﬁ?ﬁﬁ Aﬁﬁ\ﬁi‘?’ﬂ’sb&eﬁﬁh fdgrﬂ)?/%{ Eriore of the at
net wor k- accdeasthdree semputiny aodésbhitie fidst tbmpateraeitworkvihat aremidrated to the
first entity . is one of the clients of thre['(nnetv\ork-acgﬁssi bl e service

and wherein qislinct vrBtas sgren SPr_“pHEﬁ'iﬁlﬁ“@P diuargratien éhf,fcompélting.nod’e to
virtual commubefistitel WhlKkPsdtond! thUtdr AiRoRelsSurorAfeean H MhRn&trihsparent

to other computing nodes of the first computer network, such that the other
computing nodes continue to send other communications over the first computer
network to destination computing nodes of the first computer network during the
migration of the computing node, and such that the destination computing node
for at least one of the other communications is the computing node being

migrated.

156. The method of claim 4 wherein the one or more configured
computing devices include the configured gateway device, and wherein the
network addresses of each of the at least one computing nodes of the first

computer network are Internet Protocol (“IP”) addresses.

16. A non-transitory computer-readable medium whose contents
configure one or more computing devices to facilitate dynamic migration of
networked computing nodes, by performing a method comprising:

receiving an indication of a migration of a computing node of a first
computer network to a distinct computing node of a distinct virtual computer
network, such that after the migration, the distinct computing node of the distinct
virtual computer network uses a network address of the migrated computing node

for ongoing operations of the first computer network;
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19. The non-transitory conputer-readabl e medi umof claim 16 wherein
the initiating of the dynamc mgration is perfornmed for each of

mul tiple conmputing nodes of the first conputer network so as to
incrementally mgrate all of the first conputer network to the

di stinct virtual conputer network while the first conputer network is
I n use. 20. The non-transitory conputer-readabl e nmedi um of

claim 16 wherein é%@pﬁﬂﬁ@‘{hérneﬁ\ﬁéﬂa%@re%@f%%irﬁig?at@ﬁr%rﬁplﬁfngoﬁgdé’fon the

the one or nore configured devices that stores the contents, "a _
wher ei n t he frsheempyteanetwarktwitica igetewayndevishen thx Bsticempeitarseetivhek that is

comput i g acdaURE, R plieaee Fn e RSt Tk BB ORY qregppdsyf to rébrosen
net wor ked cathpulistingt codpating noghe bEthegdistinee visluahesrap plep aetvesrk sandind
a mgration nmanager mpdul e that is conflgured to, when executed b%/iogt?ne

| east one of the BARAYPINDY MG ERHIGLERS QNS 105 dNPRer RNBPUHAGAFECES, Giog
of one or MYEHAIRBMMGNIBAEETS BEANERET BleSilsP Ebniputet ndldrie 86 A destination

| ocal area conputer networks while the first and second conputer
net wor ks ar éndigaigesieby the: nebwarkiadgdressyobiher migratedaeeropuing acdesuch that the

Fece vi ng. arnBfeRon OF 62 oo o SREPHITBYAL Befhvavodevie dir uther
ori gi nati ng forwgrdingy torthé \dstikct corapatirgf modd ofckae tdistiatct virtusli ddnaigliter network.

conput er network, the originating conputer network being one of the
first and second conputer networks and the distinct destination

virtual conputer qetweig H@rﬁ-’ﬂ%g%ico %ﬂ?ﬂut@rf-ge?'a‘éblfe! Felidn S %‘fﬁﬁn% wherein

f
conput er networks, the mgrate uting node using an ad SS as
part of opertheifisstsconfputaenemogk irdudes mokiple eompetingonadéseaibore thenore first

m gration an | eplaced b i st i ngt.. replacenmen mputi ng node
of the. ai st 1drerantled nBeREHS, WodteM Tig iRt RGN maRr HebuOk, ftfes
address aft ahultiple dthgr a3binputing moldes ata eddotd dewyrapigealtioedtiont thait is remote
di stinct replacenent conputi ngf_ node re I_ace? . . .
from the one or more Tirst geogrthlcaI ocations, wherein the remote virtual
computer network is configured to operate as an extension to the first computer
network, and wherein, for each of the one or more computing nodes of the first
computer network, the distinct computing node of the remote virtual computer
network to which the computing node of the first computer network is migrated is
one of the other computing nodes and operates as a replacement of the
computing node of the first computer network on the remote virtual computer

network.

18.  The non-transitory computer-readable medium of claim 17 wherein
the multiple computing nodes of the first computer network are under control of a
first entity, wherein the computing nodes of the remote virtual computer network
are under control of a distinct second entity that provides a network-accessible
service that enables clients to configure virtual computer networks provided by the
network-accessible service on behalf of the clients, wherein the first entity is one

of the clients of the network-accessible service, and wherein the remote virtual
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operations of the originating conputer network that were previously
performed by the m grated conmputing node; automatical ly
associ ating the address of the m grated conputing node on the
originating conputer network with a gateway device on the originating
conputer network that is configured to interact with the distinct
destination virtual conmputer network and to represent the distinct
replacement cofputet MbtRBAE i9Tord @f dingt Viftibl ERRidUISt INRBWGREPHIEIded. by the
net wor k; and managi ng each of one or nore conmuni cati ons
sent over t heetyorigaecassile senviset er network to a destination indicated
by the associated address after the mgration, the nmanagi ng of each
of the one or nore comunications including forwardi ng the

communi cation to tde CHY h@nHtredsitisy umypLienmiceable Rrediudh \Birakash 16 vileRein
di stinct replacenent conputing node of the distinct destination

virtual conplednitialiiget foe dynamic migrationds pefipimes iPreasn < rayltipleaamputing
wherein the ﬁdde%tofcﬂ%EWBFiEorﬂgflfé?rnlétW&‘k!é6d§§ 1@ Her&he ARG nBYate Gl of the first
conputer networks wth nultiple conputing nodes at one  or “nore first
geogr aphi cal cdnoputer oekyorkihel thehdistinet vittigal sooymdercioetporie while the fikst computer
i ncludes nmul tiple other conputing nodes at a second geographi cal

| ocati on rerﬂﬁt@oﬁwgmyﬁ%‘ one or nore first geographical |ocations.

23. The conputing device of claim?22 wherein the nultiple conputing
nodes of the first conputer network are under control of a first

entity, wherein t3% otlthern@uirausitary ceasierreadRbleswedivim obmiaief6 wherein
network are tHQ%%Fn\;ﬁ@&I-FeQHaBIB rﬁe@'uﬁ* fs%heww ofBUdr i oﬁ@%??ﬁq}etc'aﬂfigured
- e a es

second entity provides a network-accessi service t enab

clients to citevideguthat slaresidhe confantsranteviverdis the wontinds laye timsdructions that
net wor k-acceshsi bl e sgra/i ce.on behal f of thrﬁ' clwiﬂents V\@eregjfn ttge thod
first entity 18 SR FRSCINCANSO IOt @ HIgHRS 4 A0 HlmIbF peiBod.
and wherein the second conputer network is one of the virtual

conput er networ ks provi ded by the network-accessible service, the
second conput er #dt work M9EIMBINGoAEYieR reanfigerashée deeilitate gynaxie nwigsation of

to the first, 4R8N onISUING Hodes, comprising:
one or more processors; and
a migration manager module that is configured to, when executed by at
least one of the one or more processors, facilitate dynamic migration of one or
more computing nodes between distinct first and second local area computer
networks while the first and second computer networks are in use, the facilitating
of the dynamic migration including, for each of the one or more computing nodes:
receiving an indication of a migration of the computihg node from an
originating computer network to a distinct destination virtual corhputer network, the
originating computer network being one of the first and second computer networks
and the distinct destination virtual computer network being the other of the first
and second computer networks, the migrated computing node using an address
as part of operations of the originating computer network before the migration and
being replaced by a distinct replacement computing node of the distinct
destination virtual computer network that uses that address after the migration,

such that after the migration, the distinct replacement computing node replaces
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24. The computing device of claim 21 wherein the first conputer
networ k i ncludes one or nore physical conputer networks with nmultiple
conputi ng nodes and wherein the second conputer network includes one
or nore other physical conputer networks with nultiple other
conput i ng nodes. 25. The conputing device of claim 21 wherein
the originating conputer network for each of the one or nore

conputi ng nogisratidng BEthel SridinARIREErRPutehbRdrk st Wére sesiblusgtperformed by

destination virtual conputer network for each of the one or fnore
conmput i ng nohednigsated conwedng nedeput er network, and wherein the

facilitating of the dyﬁ?ffl’ﬁ% AAngr akd j r t :
mul tiple conputi ng nodes o?t'{gr%lg ?ﬁ@?"tfé@nﬁﬁ% fg?&%gméfaheggwﬁggﬁé% &?nputlng
i ncrement al | yoda gm gecotigipating sampwtep netvork etithca §atewaly ievisecmmthe originating

conputer network while t first co ter, network js i.n.use. . . .
26" The. compHAKIEHRE A dratdp FoRfieaeia aiereet it b dSiel Sestiptip virtual
the one or nEyRP@EFPEIIEH ARARS rdgtaterdt! Bedistii 9EpREEMBAT @¥RIBting node of
addresses, and wherein the automatic associ ating of the hardware

addr esses oftheistingbdestinagipe caimpuigraeteerpanfing nodes on the

ori ginating conputer . i e t evi .

ori gi nati ng conputer ﬁ%%@ ;’@naf:c{ﬂuggsorgﬁé)?‘é"giéémé;dr@@yﬁ@g\ﬁ%ﬁs tshe('a1t over the
ori gi nat i ng arimmatingrcamepwter ketmoirk iy atdestipatidn indicabsd bdythecassbdiated @sldress
of the one or, nore mgrated, conputi.n odes sp,as to cause o
communi cat | G e Mighelir 1S JYERaging & Faimat Hi obe miunere servByicatipns
t he har dwar an@ddingsrasaring i ednfhidalion 16 BieadAfighRIEPYhlchGy @sl8se t® be
be directed to the qat eway device on the originating conputer

net wor k. forwarded tgibe cHstingt irerjacrinpeiecempuling prde afifee dlistinchgestination
addresses u re conputing nodes that are mgrated
P SO

are network erein the automatic associating of the
net wor k addresses of the one or nore migrated conputing nodes on the

ori gi nating conput.er twork with the gateway, devi ge on_the
ori gi nati ng conputéer ﬁ%ﬁmp‘m?@l dryice gﬁi'?'ﬂh?? Mg BT thyz firsh pamputer network
an?ounﬁe{mntiﬁclbbleé BRe RRYRYpiRYdt @oRTputdiendtivorisN@ith RELIGRNER S Iuting nodes
net wor o]
at one or more first geographical locations, and wherein the second computer
network includes multiple other computing nodes at a second geographical

location remote from the one or more first geographical locations.

23. The computing device of claim 22 wherein the multiple computing
nodes of the first computer network are under control of a first entity, wherein the
other computing nodes of the second computer network are under control of a
distinct second entity, wherein the second entity provides a network-accessible
service that enables clients to configure virtual computer networks provided by the
network-accessible service on behalf of the clients, wherein the first entity is one
of the clients of the network-accessible service, and wherein the second computer
network is one of the virtual computer networks provided by the network-
accessible service, the second computer network being configured to operate as

an extension to the first computer network.
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cause comruni cations that are sent over the originating conputer
network to the network addresses of the one or nore mgrated
conputing nodes to be directed to the gateway device on the

originating conputer networKk. 28. The conputing device of
claim 21 wherein the mgration manager nodul e i ncludes software
instructions for execution by the conputing device. 29. The

conputi ng device 2f, C|'ﬂ1éTb&§PMﬁlﬁ &évicd BECIHING L3 WHRReIRBAA GRSt CORBIE network
consists of a neans for facilitating dynam c mgration of one or nore

conput i ng nofieldpetaneser miose Phitical gosmpuaneueskal with Jaitinleceoraputing redes
net wor ks "‘“'gérgq Bs{ﬂ%ééihrtﬁle @é&ﬂné%%%t&PﬁBfg{oﬁté.m&H% rBﬁe Yrémbit pﬁ%r gﬁ&&cal

facilitatin ynamc mgration in ing, each of

or nore conpedmpgienodisgirks with multiple otheresoeniting rardeisndi cati on of a
m gration of the computing node froman originating conputer network
to a distinct destination virtual conputer network, the originating

conput er networ k 32i ngrHNgoMbufi dEi/iE:étof%ﬂiﬁ'msfpWﬁ@réﬁﬁrfﬁéﬂo%irﬁ%&%ﬁw}ruter

and the distinct destination wrkr‘tfual conputer network being the ot
of the firstneiwark éeosackh odfpthce onaeemmae, carputiigynades is dhpufiishgomputer

node usi ng : J I aihat i

Comput o netiRiE0d 38 ik Ge PR Bhp R FLLBCRY o of the one
di sti nlct I e pdranmire néonsougngt hb@e@ddethﬁfsédmggdb@mbﬂ?i’ rt&tw'ﬁ'rmaérid)mvherein the
virtual conputer .network that uses that address afteyr the mgration,, .
such ¢ hat  alEHaTE A dha: PUREMCHETBRBONNG: HeBBBELnioR: Seddl Aty Muliple
node repl acepnRRIt heits &f thbstédripitel hBavdREBH Lo BieMértaly Rligrate the
were previously perforned by the mgrated conputing node; and

aut omat i cal Ifirstheeputerinaiweretoatigr secongf camputer gietwerd whitepthe figgt womwputer

on the origiﬂﬁs' ter network with a gateway device on the
originating corr%ﬂ%g(r}ﬁ)%?'vmrk that is configured to interact wth the

distinct destination virtual computer network such that, for each of
one or nore commuypj cations sent over, the Q(ir'i gi_nat i nput er network
er

to that address &%er MeeCogrting gdgvicemd @m*raﬁi‘%f&gr%gﬁt & adgregasgivaed by

to the configarpgd cgafh@i"@é’orﬁswiﬁfné&%ai QreRfigtafbd &retHifafhrd hildresses, and

repl acenent conputing node of the distinct destination virtua

conput er netwiergin the automatic associating of the hardware addresses of the one or more
migrated computing nodes on the originating computer network with the gateway
device on the originating computer network includes the gateway device on the
originating computer network acting to spoof the hardware addresses of the one
or more migrated computing nodes so as to cause communications that are sent
over the originating computer network to the hardware addresses of the one or
more migrated computing nodes to be directed to the gateway device on the

originating computer network.

27. The computing device of claim 25 wherein the addresses used by
the one or more computing nodes that are migrated are network addresses, and
wherein the automatic associating of the network addresses of the one or more
migrated computing nodes on the originating computer network with the gateway
device on the originating computer network includes initiating one or more

announcements by the gateway device on the originating computer network to
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cause communications that are sent over the originating computer network to the
network addresses of the one or more migrated computing nodes to be directed to

the gateway device on the originating computer network.

28. The computing device of claim 21 wherein the migration manager

module includes software instructions for execution by the computing device.

29. The computing device of claim 21 wherein the migration manager
module consists of a means for facilitating dynamic migration of one or more
computing nodes between distinct first and second local area computer networks
while the first and second computer networks are in use, the facilitating of the
dynamic migration including, for each of the one or more computing nodes:

receiving an indication of a migration of the computing node from an
originating computer network to a distinct destination virtual computer network, the
originating computer network being one of the first and second computer networks
and the distinct destination virtual computer network being the other of the first
and second computer networks, the migrated computing node using an address
as part of operations of the originating computer network before the migration and
being replaced by a distinct replacement computing node of the distinct
destination virtual computer network that uses that address after the migration,
such that after the migration, the distinct replacement computing node replaces
operations of the originating computer network that were previously performed by
the migrated computing node; and

automatically associating the address of the migrated computing
node on the originating computer network with a gateway device on the originating
computer network that is configured to interact with the distinct destination virtual
computer network such that, for each of one or more communications sent over
the originating computer network to that address after the migration, the
communication is forwarded to the configured gateway device to be forwarded to
the distinct replacement computing node of the distinct destination virtual

computer network.
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