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BACKGROUND OF THE INVENTION
Field of the Invention

The present invention relates to error correction coding and/or cipher systems
used in the transmission of digital data. More specifically, the present invention relates

to transforming input values to ontput values using non-linear, 1:1 mapping.

Both error correction coding and ciphering systems usually include a digital
logic circuit for transforming digital information bitstreams or data blocks, prior to
transmission, into coded or ciphered blocks, respectively, in which each transformed
bit depends on several of the original information bits. When used for error correction
coding, such a circuit ensures that the original information bits can be effectively
recovered even if transmission errors corrupt one or more of the transformed bits,
since each of the original information bits is represented by a number of transformed
bits. When used for ciphering, such a circuit protects the transmitted data (i.e., the
original information ﬁits if no error coding is used, or the transformed bits if error
coding is used) from unintended reception by “masking™ or disguising the data. This
is typically performed by bitwise Exclusive ORing the information bits or the -
transformed bits with masking bits possessed only by the transmitter and the intended
receiver. These masking bits are usually generated from a predetermined number of
bits, cohunonly known as the “key” bits, which are applied to a pseudo-random

process that sequentially produces various combinations of the key bits for use as

It can thus be seen that both coding and ciphering require 4 mechanism to

produce a multi-bit output in which each of the bits is a function of a multi-bit input.

5
Related Prior Art Systems
10
15
20
masking bits.
25

To obtain this “scrambling” of input bits, the prior art has used linear feedback shift
registers, non-linear feedback shift registers and look-up tables including so-called

“one-time pads”. FIG. 1 illustrates a prior art linear feedback shift register, while
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Both error correction coding and ciphering systens usually include a

di gital logic circuit for transformng digital information bitstreans
or data bl ocks, prior to transm ssion, into coded or ciphered bl ocks,
respectively, in which each transfornmed 10 bit depends on several of the
ofi gi nal i R{QigMBIeON bits. VWen used for error correcti ONpeyysom£dasli NY,
such a circuit ensures that the original information bits can be

effectively I f ' e C r nore
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is represented fhiftaegistBidesmpiised apNsskapershitt register lbltﬁécon‘t@i%ﬂ*ﬁlﬁéx fay be
ciphering, such a circuit protects the transmtted data (i.e., the 15

origi nal i nf or nshifteshorigiplace id the sightrbycapplyog awjock pulse buigach theth gtagesads waiined
bits if error _codiﬂng is used) fromunintended reception by " rraskl ng"

or Ioli sgui si ng th@r‘]’ﬂﬁf‘éhe pach the N stages ip %.s@&mﬁtﬁémy&fdmavnsmﬁw
Ex [ { t t

maski g bi (9 poReai i visg ekl ot dan b o gl gl gt
recei ver. These WK#%nQé&@sﬁfzﬂc\}}z%ﬂéinﬁﬁﬂﬁM&k Itsoﬁﬂ\ﬂwﬁ%ﬁ%%%

nunber of 20 |ts common as t key" are applied to
a pseudo- randomnput/outpmr(m&ﬁ tdvhtof IBENd MipifRiph WreDshRMnC % ?aemnyltgtﬁmws in
i ng

conbi nati ons of the key bits for use as mas
It can thus be EK®nl.t hat both coding and ci phering require a mechanismto

As can be seen from FIG. 1, the input to the leftmost (N-1) flip-flop receives

10 the output of a combinatorial logic circuit 20 (shown by dashed box) comprising

Exclusive OR (XOR) gates 22, 24 and 26, which combine the outputs of selected flip-

flops in the shift register 10. The current output of the XOR gate 26 becomes the next

input to the N-1 flip-flop after the application of each new clock pulse. It will be

appreciated that since the combinatorial logic circuit 20 is comprised strictly of the

15  XOR gates 22, 24 and 26, each of which performs a linear modulo-2 addition, the

| output bit from the XOR gate 26, which is fed back to the input of the leftmost stage in

the shift register 10 of FIG. 1, is a linear combination of certain selected contents of

the shift register 10. In FIG. 2, howevgr, the feedback input bit td the shift register 10

is formed by a combinatorial logic circuit 30 (within dashed box) which includes not

20  only linear combinatorial logic consisting of XOR gates 32 and 38, but also non-linear

combinatorial logic consisting of an AND gate 34 and OR gates 36 and 40. Thus, the

output of the OR gate 40, which is fed back to the input of the leftmost stage in the

shift register 10 of FIG. 2, is a non-linear combination of certain contents of the shift

register 10.

25 Both the linear feedback shift register of FIG. 1 and the non-linear feedback
shift register of FIG. 2 may be used to form desircﬂ;logical functions of a number of

input bits by first loading the input bits into the shift éregister 10 through the /O ports,

then shifting the register contents a defined number of times by applying a
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produce a nmulti-bit output in which each of the bits is a function of a
mul ti-bit input. 25 To obtain this "scranbling" of input bits, the prior

art has used linear feedback shift regi sters, non-linear feedback
shift registers and | ook-up tables including so-called "one-time
pads". FIG hogpddg ates a prior art |inear feedback Shlft 29 While
FIG 2 il Ius'gvrvgtbéals a non-linear feedback shift register. éf’gbé?f%

linear feedback sp%ﬁhfl%nﬁ r%ffﬁm. HiRds! tﬁ?l?c H}oﬁs ﬁiﬂ?lgtex{rﬁﬁhﬁw 10

the contents of which ed one p

applying a clock m&laﬁmemo@mb frbhﬁhedw;ﬁﬁ@s Eadibbivef the extractedl@i@ﬁl wiotilldtthién
art, each the N stages in the shift register 10 may be inplenented with a
D-type flip-flop hepresegt cnecif deidesingiipgical fanvtions of theorginal puput hitel Bachro thei t
dat a out put. For convenience and sinplicity, the individual clock

i nput to, and t he lisegsaand men-dipear feedback shift registers, however, has its own advantages and

AVENDED SHEET 5  disadvantages, as described below.

-

An advantage of the linear feedback shift register is the ability to accurately
predict the maximum number of clock pulses that can be applied before the extracted
ouiput bit pattern begins to repeat, which is not always possible for the non-linear
feedback shift register. As well known in the art, the maximum cycle length for an N-

10  stage (N-bit) linear feedback shift register ts 2N-1. This means that, for a particular
starting state (N-bit value), the shift register 10 will cycle through 2N-1 states (different
N-bit values) before returning to its initial state. In general, the actual cycle length for
a linear feedback shift register is a function of both the number of input bits and the
location of the output bits (taps) used to generate the feedback bit, and is usually

15 somewhat less than the maximum cycle length. Non-linear feedback shift registers, on
the other hand, sometimes exhibit significantly shorter cycle lengths called “short
cycles,” which are undesirable as they undermine the effectiveness of masking, for
example. Such short cycles can be avoided, however, by using a linear feédback shift
register as shown in FIG. 1, for example, and carefully choosing the taps which are

20 used to form the feedback bit (with the caveat that an all-zeros input value be avoided
since that would result in a short cycle of length 1, as the output value will be all
zeroes regardless of the number of clock pulses applied).

Another advantage of linear feedback shift registers is that they perform what is
known as a “1:1 mapping” or “information-lossless” transformation. The term “1:1

25  mapping” means that, for each possible pattern of input bits, there is a unique
corresponding pattern of output bits. It is thus theoretically possible to reverse the
transformation and determine what pattern of input bits caused a particular output

pattern. The term “information lossless” also applies because the original input
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2 I nput/output (I1/0O of, each of these flip-flops are shown
generally by arrows in FIG 1. As can be seen from
FIG 1, the input to the leftnost (N-1) flip-flop receives the
out put of a combinatorial logic circuit 20 (shown by dashed box) conpri sing

5% EXCl usp¥%stdded XOR) gates 22, 24 and 26, which conbin h uts of
sel ected fﬁ”%% flops in the shift register 10. The ?G&Wgﬁ)‘%ﬁt put of

t he XOR gate 26; ' A flip-fl fter the
appl i cation of lenacﬁ gg‘\fvcarglmgctﬂ éuﬁegoev.mfi't ‘l‘g\ﬂﬂ%pp%@ &%"J'\&d;b 6?3@’?‘5?2%‘16%&
siince the combi g fégidtbes| Hieferdlsbthdoodily . £ SIFSHAMARY: L Oy nitlnih
XOR gates 22, 24 and 26, each of which performs a |inear nodulo-2Z2 addition,
t he 10 out pusevériat different inpet biFattgrab mai GransfbrirCio theSsafrRbutp€ fatlesh. t$iRhiaNpUL
of the leftnost stage in | the shift register 10 of FIG 1, is a linear
conbi nati on of WAPRIBE Rrosessds metunambignensly agversible and, thenceha fknowledgesofethe 10. | n
1 S

FIG 2, h t f eedback i t bit to the shift register 10
Foxed by e er S B PSmRB ok e Bboni odsoh o et e
i ncl udes not w?rds,Qsm:lYaHo@&@ﬁna?%@fn?&ﬁngﬁdnalhss&gg' ¢ consisting of XCR gates

32 and 38, but also non-tTi near
A disadvantage of linear feedback shift registers, on the other hand, is the

relative ease with which information ciphered using such registers can be recovered by

an unintended receiver. Given a particular sequence of output bits detected at the

10 receiver, it is possible to determine the internal configuration (i.e., which taps were

used to form the feedback bit) for the register which generated this output and, thus, to

reconstruct both the register and the original input information. Such reconstruction is

more difficult in the case of a non-linear feedback shift register, and may require an

uneconomic amount of computation. The enhanced security advantage associated with

15 using non-linear feedback shift registers for ciphering derives from the same properties

of these registers which, in the other contexts described above, were deemed to be a

disadvantage (e.g., the MANY:1 mapping). Conversely, the reduced security

disadvantage of linear feedback shift registers in the ciphering context derives from the

same properties of those registers which, in the other contexts described above, were

20  deemed to be an advantage (e.g., the 1:1 mapping). Clearly, it would be desirable to

combine the advantages of both linear and non-linear feedback shift registers while
avoiding their attendant disadvantages.

One approach to providing a non-linear mapping of input to output, which is

yet guaranteed to be 1:1, is to use a so-called substitution box (S-box) or look-up

25  table. When the number of input bits N is small (e.g., 4-16), a table of unique outputs

corresponding to the 2N possible inputs may be stored in a memory. Thus, for 4-bit

inputs, the memory would store 16 output patterns, while for 16-bit inputs, the

memory would have to store 65,536 output patterns. Memory size and cost, of
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15 conbi natori al

4Q. Thus, the

out put of the OR gate 40, which is fed back to the

| ogi c consisting of an AND gate 34 and OR gates 36 and

input of the leftnost stage in the shift register 10 of FIG 2, is a
non-|inear conbination of certain contents of the shift regi ster
Bat h the |i ngasodi@emback shift register of FIG 1 and the npCEbsmezre

f eedback 20

shift

10.
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incorrect use of one-time pads and in an abrogation of the intended security. For
modern applications, such as protecting against the unauthorized reception of cellular
radiotelephone calls, automatic electronic systems are needed. Such a system is
provided by the present invention.

SUMMARY OF THE INVENTION

The present invention provides a system and a method for transforming an N-
bit input value into a transformed N-bit output value which may be used for error
correction coding or ciphering of the N-bit input value.

In one aspect, the system of the present invention comprises a plurality of
linear feedback shift registers (LFSRs) each cyclically generating at its output a subset
of all possible N-bit values which is not generated by any other of the LFSRs, the
LFSRs together cyclically generating a set of all possible N-bit values. The system
further comprises means for comparing each of the N-bit output values that are
cyclically generated by the LFSRs to the N-bit input value to determine which of the
N-bit output values matches the N-bit input value; and means for selecting as the
transformed N-bit output value the output of one of the LFRSs other than the LFSR
whose N-bit output value is determined to match the N-bit input value. In one
embodiment of this system, at least some of the LFSRs are arranged in a circular

group such that when the N-bit output value of one of the LFSRs in the group is

- This Sheet. Has Been: Re’i ' '
I 5

||II|||| Ml

t he



stage (N-bit) linear feedback shift register is 2N-1. This neans that, for

a:particul ar starting state (N-bit value), the shift register 10 wll
cycle through 2N-1 states (different N-bit val ues) before returning
toits initial state. In general, the actual cycle length for 35 a

| isnear feedpadkomdbs ft register is a function of both the peFhRsnBin nput
bits and the

| ocation of thed@ernfinéd tbinatch(theINDlt ibiire Valid) HBVRGHuBbEhS b&tlﬁsﬂb@ﬁk cﬁ‘élﬂar and

is usually somewhat | ess than the maxi num cycle |ength. Non-Iinear
f eedback shift gegpisselested thtransfonhédal\khitlmatputmhub somet i rres exhi bi t
significantly shorter cycle lengths called "short cycles,"” which are

undesi rabl e as they WBrAOHKT Awesththe systemof MS@“WV?M@RWH@PHF%MC@S for
fe)éggggg K ?EICP ¢ Sgr%qutdm acsleF of a7 posslﬂ) e ﬁ-b?l Czitﬁxes asa ;\ﬁe \t/lFtry of l?r}{ltuaﬁy egcluswe sug ets
5  each containing at least one possible N-bit value; means for comparing the N-bit input

‘value with each of the subsets to determine to which one of the subsets the N-bit input

value belongs; and means for selecting as the transformed N-bit output value an N-bit

value from another one of the subsets. In one embodiment of this system, each of the

subsets is cyclically generated in a linear.feedback shift register (LFSR). In another

10 embodiment of this system, each of the subsets is stored in a memory. In either
embodiment, at least some of the subsets may be arranged in a circular group such that
when the N-bit input value is determined to belong to one of the subsets in the circular
group, an output value from the next subset in the circular group is selected as the
transformed N-bit output value.

15 In yet another aspect, the method of the present invention comprises the steps
of providing a set of all possible N-bit values as a plurality of mutually exclusive
subsets each containing at least one possible N-bit value; comparing the N-bit input
value with each of the subsets to determine to which one of the subsets the N-bit input
value belongs; and selecting as the transformed N-bit output value an N-bit value from

20  another one of the subsets. In one embodiment of this method, each of the subsets is
cyclically generated in a linear feedback shift register (LFSR). In another embodiment
of this method, each of the subsets is sto_red in a memory. In either embodiment, at
least some of the subsets may be arranged in a circular group such that when the N-bit
input value is determined to belong to one of the subsets in the circular group, an

25  output value from the next subset in the circular group is selected as the transformed

N-bit output value. N R—
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regi ster as shown in FIG 1, for exanple, and carefully choosing the taps
whi ch are used to formthe feedback bit (with the caveat that an
all-zeros input val ue be avoi ded since that would result in a short
cycle of length 1, as the output value will be all zeroes regardl ess
ofe the nunmbewe$sizpsock pul ses applied). 10 Anot hecTestvanieage of
I|near feedback shift registers is that they performvx/nat S known as
a."1l:1 rrappl ng" BRIEBRINES PRLON QF Bl RA RGN [ The term"1:1
mappi ng" neans that for each p033| bl e pattern of |nput bits, there is a
uni que corres poﬂaﬁwsﬁfﬁtm‘@ﬂ“o’bwﬂkmmr usiderstood and iés numesousiobisetsand al | y

bssible to reverse th ransf or mat i ete attern of
Pnput bits causedd¥d ’Hﬁﬁsl%’ﬁll 'aer"oﬁ‘ﬁtaﬁai'ml%mt strl]‘gt"‘% inqt ‘éaf@?ynf"?"r’ Srifehf on

| ossl ess” also a g SR original i nput i nformati on can be
totally recoveregBi 6rhe rrgappl ngn%gg?orrred by non-1linear feedback shift

regi sters, hogever, i FIgot JMBBSISQIa%ia)h Jf a Prior Rittlinedr fEUbMN\Nift fegistét whifiEans

t hat - several different input bit patterns may transformto the sane
out put pattern. Soghbemsed for transfoopingan N-bicmput inte atratsformed Di-bjtiaunmity
reversi bl e and, hence, a know edge of the 20 out put state does not

guarantee that the orlfﬂﬁn%dsalblﬂﬂi iagram of apsinr W@ém@@db$9k$ﬁMSlsterwm0h
wor ds, such a proces Yy i nformati o
di sadvant age of ei‘?’%é‘éﬁﬁfgf: t““"'ra'ﬂgI @t@?‘é‘m‘bﬁ"ﬂf&”@?ﬁ 'b‘?‘Pa‘FRﬂ'Fan t he

FIG. 3 is a block diagram of a N-bit transformation circuit constructed in

10  accordance with the present invention.
DETAILED DESCRIPTION
Referring now to FIG. 3, an exemplary embodiment of the present invention
includes a number M of N-bit linecar feedback shift registers (LFSRs) such as a first
LFSR (LFSRg) 50 having an input Cy, a second LFSR (LFSR ) 52 having an input

15  C,, and an Mth LFSR (LFSRp.1) 54 having an input Cy.;. The LFSRs 50, 52 and

54 are selected such that each produces a subset of the total possible 2N output bit
patterns that does not overlap with any of the subsets produced by the other LFSRs.
In othet' words, each LFSR 50, 52 and 54 produces a distinct groxtp of N-bit outputs
none of which is produced by any of the other LFSRs. Each subset of output patterns
20 may be regarded as representing a short cycle of a defined length, while the
combination of subsets may be considered to represent the maximum cycle length for
an N-bit LFSR.
It will be appreciated that there is a great degree of flexibility in selecting the
particular subset of output patterns produced by any of the LFSRs 50, 52 and 54 so
25  long as all the possible output patterns are taken into account. For example, if M=6

and N=8, each of LFSRg, LFSR|, LFSR; and LFSR3; may be selected so as to

produce 60 different outputs upon successive applications of a clock pulse before
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relative ease with which information ci phered using such registers can be

recovered by an uni ntended receiver. Gven a particul ar sequence of
output bits detected at the 25 receiver, it is possible to determ ne the
internal configuration (i.e., which taps were used to formthe

feedback big, boot N€ register which generated this outpupcpishryiidys, to
reconst ruct %ﬁnﬁ the register and the original input |nforrrat|§L(-)’n Such

reconstruction fefaming to thé'Riial Shibhd fidrépehtihgl thE cfcls ELREwie, mq#suluan&%skged back
shift register, and may require an uneconomi ¢ anount of conputation.

The enhanced Serﬁk&fbé%le&té&@@ﬁﬂ@@ro@&&@ﬂﬁﬂﬂdhffér&ﬂioﬁ@uts rebifelidetly) Oftrel shid @R "
feedback shift registers for ciphering derives fromthe sanme properties

of these regi stthe gyokhiengths fon all the IdHSRsin thisdxemple icl2564; mibivhds edual o, the\oea
deened to be a di sadvantage (e.g., the MANY:1 mappi ng). Conversely,
t he reduced sedm!tibsy%Ofpossihh@mhiﬁpaymsahathamabepmdntbdck shift registers
I n the ciphering context derives fromt sane gro erties of those

regi sters which, in Y{ne@ ‘B‘ﬁ‘ﬁ‘é?m&gﬁtcé‘ﬁ?%"ﬁg%ﬁl B TBRR 60 S5is loadedned to -
be an advant age 'Qh a%péclttic gtar%mg SR Bo tcgafm_ which iy_ ;bv—itlh in the sugseltj%f C(i)gtsplutr g.bl eto
patterns that it can produce, but which otherwise can be arbitrary so long as it is

known to both the transmitter and the receiver (e.g., the starting states Cg to Cpy.; can

be fixed constants in the corresponding subsets). The input bit pattern is then applied
10 to each of M comparators 56, 58 and 60 respectively connected to the outputs of the
LFSRs 50, 52 and 54. After the starting states Cg to Cp. have been loaded into the
LFSRs 50, 52 and 54, and the input applied to the comparators 56, 58 and 60, a clock
pulse generator 62 generates consecutive clock pulses for shifting the contents of the
LFSRs 50, 52 and 54. During each clock cycle, each of the comparators 56, 58 and
15 60 compares the input bit pattern with the output of the corresponding LFSR 50, 52
and 54, respectively, and generates a “match” signal to a selector 64 when the input
and output patterns are the same. The selector 64, in turn, generates a *“stop” signal to
the clock pulse generator 62 after a predetermined number of clock pulses that depends
on which of the comparators 56, 58 and 60 generated the match signal. In the
20  preferred embodiment, this number of clock pulses is zero for all but one of the
comparators 56, 58 and 60, and one for the remaining comparator which, for example,
could be the last comparator 60. In this example, the selector 64 would immediately
generate the stop signal upon receiving a match signal from any of the comparators 56
and 58, but would wait for one clock pulse before gené;aging the stop signal when the

25  match signal is received from the comparator 60. _
Upon generating the stop signal, the selec_é&r 35_64 selects the output of a

predetermined one of the LFSRs 50, 52 and 54 as the transformed output
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4 conbi ne the advantages of both Iinear and non-linear feedback
shift registers while avoi di ng their attendant di sadvantages.

One approach to providing a non-linear mapping of input to output, which is
yet guaranteed to be 1:1, is to use a so-called substitution box (S-box) or

| aok-up 5 W@bdeeeWiEN the nunber of input bits N is snmalbcfBsednrerdt- 16) ,
a table of unique outputs corresponding to the 2N possible inputs may

be stored in a megmds ondTrtch&mef lidriljudt. The next mgﬂ%ﬁe ist théh JPPRRI dhdWRRIsEKSt O e
16 out put patterns, Whl -bit inputs, menory woul d have to

store 65,536 out pulse gatetawm rebtenal. \Forieach applicationtof aofew input vahwejthe £FSRet a
practical limt to the use of S-boxes. In principle, the contents of an S
10 box mmy be é‘ﬂ'@%fewt@éfrfﬁlﬂé!’fewméﬁd asahelranstormet GHtpubdensadsoen which whtheer n

ol attonshi p.  comparaiors 36 Sqne 0 3t e Rl Sl bef el o oiee Gasbice i |
Tenual ci per gy SR IR: bloarator sHBHER (BoRRD lanhiVBlerl b B8

correspondi ng ou Bn as one-
would simply be equal to the applied input). Since the output is selected from an

LFSR other than the LFSR whose comparator generated the match signal, the mapping
from input to output can be made non-linear. In one embodiment of the present
invention, if the comparator corresponding to LFSR; generates the match signal, the

10 output is selected from LFSR| 4, the output being selected from LFSR ¢ when L=M-1
(i.e., L is incremented to L+1 modulo M). This embodiment, however, may not be
preferred if the cycle length of LESR] is substantially greater than the cycle length of
LFSR}+1. For example, if the cycle length of LFSR| is 217 and the cycle length of
LFSRy,; is 31, then LFSR, will cycle once while LFSR} ,; will cycle seven times

15  during the application of 217 consecutive clock pulses. Thus, there will be seven

- different values of LFSR}, corresponding to seven different input values, which couid
result in the same output value being selected from LFSR},+;. This would constitute a
MANY:1 (e, 7':1) mapping and not the more desirable information lossless (i.c.,
1:1) mapping.

20 | The desired 1:1 mapping may be obtained, however, if the output is always
selected from an LFSR with the same cycle length as the LFSR whose comparator
generated the match signal. For example, if M=6 and the cycle lengths of the six
LFSRs are 60, 60, 60, 60, 12 and 4, respectively, then a match signal from the
comparator corresponding to LESR ¢ may cause the current output from LFSR to be

25  selected, a maich signal from the comparator corresponding to LFSR | may cause the

. current output from LFSR; to be selected, a match signal from the comparator

corresponding to LESR ; may cause the current output from LFSR3 to be selected, and
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pads,"” were provided to a transmtting correspondent and a receiving
carrespondent. 15 After using a page of patterns in the book for

ci phering or deci phering a nessage, the page was to be torn out and
destroyed. Human error, however, often resulted in the I ncorrect use
ofz one-ti mewBagisesd i N an abrogation of the intended secq&ﬁhﬁygﬁgk

nodern applications, such as protecting against the unauthorized réception

of. cel I ul ar a matcAGigdbPirEf R Sorfigtirdtdr codSfoBing S0 BFSR] HiaD chuss ¥ Gilluedr ©

needed. Such a systemis 20 provi ded by the present invention.

SUMMARY OF THE #-&EINERGRb be selected one extra clddkSpulke SR which\Riid m(ﬁmtém‘as a
system and a nethod for transformng an N - bit input value into a

transformed N-bielectimy b curvsit UﬁpWﬂfﬁUFSRB}hchﬁhdd&ﬂ%gfoﬂé). eFhis¥xtra clock plISd ECL1 ON
codi ng or ciphering of the N-bit input value. 2 _ I'n one aspect,
the system of tised prensirathat repeardd pplicatiopof Sivendnpilt vilas fallihgWithin the subkdnear
feedback shift registers (LFSRs) each cyclically generating at its output a
subset 5 of ofztatues pooducedbyany of LESReto MF§R3hddes notatesujeindhasansk dutpuany

ot her of the LFSRs, the LFSRs together cyclically generating a set of
al | possi bl e N-Yflue heing sepeatetiy selgatedofrom the nexf LFRSdn thinivop,i the svonddain Sadt or
conparing each &Llettng rel‘\slﬁl?ilné ogtlf)glp ya}luevﬂo%gg altl %(?tval?xgse that are produced by the next

LFSR in this loop. For each of the remaining shift registers LFSR, and LFSRs,

which have cycle lengths of 12 and 4, respectively, there is no other LFSR of equal

10 cycle length with which it can be paired and, thus, each of these LFSRs may have to
be paired with an LFSR having either a shorter or longer cycle length resulting in
either MANY:1 or 1:MANY (information lossy) mapping. Alternatively, each of these
LFSRs may be made to map onto itself s_hifted by one extra clock pulse thus resulting
in a 1:1, though linear, mapping.

15 The most preferred mappihg, of course, is a non-linear 1:1 mapping. In
general, this requires that, for each LFSR of a certain cycle length, there is at least one
other LFSR of the same cycle length, the output of which could be selected one (or -
possibly more) extra clock pulse(s) after a match signal being produced by the first
LFSR. It can be seen, however, that in the case where some LFSRs have the same

20  cycle length and others do not, all of the LFSRs with the same cycle length can be
arranged in a circular group in which a match signal produced by the comparator
corresponding to one LFSR causes the selection of the output of the next LFSR in the
group, except that a match signal produced by the comparator corresponding to the last
LFSR in the group causes the selection of the output from the first LFSR in the group

25  after the generation of an extra clock pulse. The only other criteria which should be
met is that the total of the cycle lengths of all of the LFSRs be equal to 2N, where N is

the number Of input bits. DU DY
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30 cyclically generated by the LFSRs to the N-bit input value to

determ ne which of the N-bit output val ues matches the N-bit i nput
val ue; and neans for selecting as the transfornmed N-bit output value
t he out put of one of the LFRSs other than the LFSR whose N-bit output

val ue i s det aygbHeded 0 Natch the N-bit | nput value. In one pcr,psgmmwdi ment
of this system at |east sone of the LFSRs are arranged in a circular

5. group such t Hatprasties) thefeawill-bisévetd) differeny cdnfigwafioso? LFSRE Miichlc@Rs i n
the group is determned to match the N-bit input value, the output of
t he next LFSR in mént thei foragbing criteria forgny piven salescdfd t Pat eaampli6f N8 K2N-Q56)d
Nt bit output val ue.
it may be possible to use four LFSRs arranged in two circular groups, the first group
consisting of two LFSRs each having a cycle length of 124, and the second group
5  consisting of two LFSRs each having a cycle length of 4. Alternatively, it may be
possible to use a circular group of three LFSRs each having a cycle length of 85, and a
fourth LFSR having a cycle length of 1 (in which case one input value, corresponding
to the fourth LFSR, may simply transform to itself). It may aiso be possible to use
eight LFSRs arranged in two circular groups, the first group consisting of four LFSRs
10 each having a cycle length of 56, and the second group consisting of four LFSRs each
having a cycle length of 8. Of course, these examples do not exhaust the possible
configurations which will be apparent to those skilled in the art in the case of N=8.
Similatly, in the case of N>8, many more cycle length combinations meeting the

foregoing criteria may be found to exist.

15 It will be appreciated by persons of ordinary skill in the art that the transform

functions provided by the present invention, as shown generally in FIG. 3, may be
implemented by using components other than LFSRs and associated comparators. For
example, for an N-bit input value, 5 set of all of the possible N-bit values may be
stored in a read-only-memory (ROM) in the form of a plurality of subsets each of
20  which may be considered to contain the equivalent of the N-bit output values produced
by a corresponding one of the LFSRs 50, 52 and 54 in FIG. 3. The input value is
compared to the contents of the ROM in order to determine to which stored subset the
input value belongs. The output value can then be selected from another subset in a
manner equivalent to the operation of the circuit in FIG. 3 as described above. In an
25 alternative implementation, a ROM constructed in accordance with the present
invention stores for each possible N-bit input value a unique N-bit output value which
is precomputed using the transform functions of FIG. 3. When a particular N-bit

input value is applied, that value is used to form an address to the ROM so as to read
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| n anot her aspect, the system of the present invention conprises neans for
5. providing a set of all possible N-bit values as a pl urality of mutually

excl usi ve subsets each containing at | east one possible N-bit val ue;
means for conparing the N-bit input value with each of the subsets to
det erm ne t@oWhbfebp ONe of the subsets the N-bit input el ongs;

and neans for selecting as the transfornmed N-bit output va ue an bi t

val ue from anot@aﬁe@@&e%nés'fﬁn&ﬁ’lg%?t%utphﬂvﬂ&erﬁghgﬁi fgﬁpﬁe &kd 5%%8%}{1%{1( Shi ft

each of the 10 subsets is"cyc 'y "gener at e I near
register (LFSR)uadsmnaamdnﬁ[ enbodi nent of this system each of the
stibsets is stored in a menory. In either enbodi nent, at |east sone of

the subsets may be dnrgengend these skilled Lihathe garb wpll sneedilyt bedognize thatwbiany t he
N-bit input value, s determ ned to belong to one of the subsets in the

circul ar ) JPW“’Q/‘&FXJ@W 9 the embediments, pEthe present inuention cul ar
i I t {

P yet anot Rer @fép%ﬁfmﬁlﬁ herele Ftion? RO chpeRie i B PG ang soapet e

st eps Of & Breshirfvehnidf! AbbortHlpiyd fiSofth Bf Mielinbent3h W13 RecBlalif 21 1 1Y

of nmutually exclusive- subset s gpﬁﬁcont al ni ng at eas% one p1055| bl e

N-bit val ue; cosxemplang ahdis nbt ibtehdedmp b limitation onhé 8pYbiithe Bo&itioR hs ddtiged UbSEL S
to determine to which one of the subsets the N-bit input 20 val ue

bel ongs; and senéstfolowingclaims. t r ansf ormed N-bit output value an N-bit val ue
from anot her one of the subsets. In one enbodi nent of this nethod,
each of the subsets is
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cyclically generated in a linear feedback shift register (LFSR). In another
enbodi nent of this net hod each of the subsets is stored in a nmenory.
In either enbodi nent, at -east some of the subsets may be arranged in

a circular group such that when nput value is determned to
bel ong t 0 onewobsmlese subsets in “‘mmlﬁ)m“mumup an PCOUBENIR479al Ue
fromthe next subset in the circul'ar iss el ected as the transforned
N-bit output val uUELAIMS BRI EF DESCRI PTI ON OF THE DRAW NGS

The present invention will be better understood and its nunerous objects
and 30 advant ages W|1I be"emna&p transfarming anHbbit ingt valaelintoa trarsformed B

reference to the ng drawi ngs in which: FIG 1 is
a bl ock diagram o‘Ft%[‘“ﬂ'ftl"BlPefa‘?‘?pr Pfear feedback shift register which

nmay be used for trans faoﬂlmaﬂg o2 nddr RelbalP Btk régme?s &F&ﬁ?}’é@ﬂﬁfﬁé&@* ngieE‘ating

out put ;
at its output a subset of all possible N-bit values which is not generated by any other of

5  said LFSRs, the LFSRs together cyclically generating a set of all possible N-bit
values;
means for comparing each of said N-bit output values that are cyclically
generated by said LFSRs to said N-bit input value to determine which of said N-bit
output values matches said N-bit input value; and
10 means for selecting as said transformed N-bit output value the output of one of
said LFRSs other than the LFSR whose N-bit output value is determined to match said
N-bit input value.
2. The system of claim 1 wherein at least some of said LFSRs are
arranged in a circular group such that when the N-bit output value of one of the LFSRs
15 inthe group is determined to match said N-bit input value, the output of the next LFSR

in said circular group is selected as said transformed N-bit output value.

3. The system of claim 2 wherein the LFSRs in said circular group have
equal cycle lengths.
4. The system of claim 2 wherein for at least one of the LFSRs in said

20  circular group, the output of the next LFSR in said circular group is selected as said
transformed N-bit output value in a cycle following the cycle in which the N-bit output
value of said at least one LFSR was determined to match said N-bit input value.

5. The system of claim 2 wherein said transformed N-bit output value is
used in error correction coding or ciphering of said N-bit input value.

25 6. A system for transforming an N-bit ini:ut value into a transformed N-

bit output value comprising:

This Sheet Has Been RTlace

o (I




6 FIG 2 is a block diagramof a prior ‘““
f eedback shift register which may al so be used faml“mm me“L

N-bit input into a transformed N-bit output; and

bl ock diagramof a N-bit transformation circuit constructed in

accor dance e present invention. 5 DETAI LED DES

Referring r?g‘\?vh?% |G 3, an exenplary enbodi nent of the p%@%’fﬂ ?ﬂ?/entloR

i ncl udes a number M gEaelideolidifiERlet bPAPRAGHIEN b bath % 5
as a first LFSR (LFS %rﬂrh'§ 56(5 ﬁ &&ﬁg gn lnpathi %%) Eﬁ&ﬁ@‘cé’ﬁﬁ"%
(LFSR[err]) 52 a:a:mstvgsmeusamtcomaininga&&t6ﬂedpoadndenrblmahhe,LFSR (LFSR[ err]) 54
having an input (Jerr]. The LFSRs 50, 52 and 10 54 are sel ected such that
each produces a subsweansffor hempaying| sapgbNshibinpul ralue) witht eabh fof said subsets to

determine to which one of said subsets said N-bit input value belongs; and
5 means for selecting as said transformed N-bit output value an N-bit value from
another one of said subsets.

7. The system of claim 6 wherein each of said subsets is cyclically
generated in a linear feedback shift register (LFSR).

8. The system of claim 6 wherein each of said subsets is stored in a

10  memory.

9. The system of claim 6 wherein at least some of said subsets are
arranged in a circular group such that when said N-bit input value is determined to
belong to one of the subsets in said circular group, an output value from the next
subset in said circular group is sclected as said transformed N-bit output value.

15 10.  The system of claim 6 wherein said transformed N-bit output value is
used in error correction coding or ciphering of said N-bit input value.

11. A method for transforming an N-bit input value into a transformed N-
bit output value comprising the steps of: |

providing a set of all possible N-bit values as a plurality of mutually exclusive

20  subsets each containing at least one possible N-bit value;

comparing said N-bit input value with each of said subsets to determine to
which one of said subsets said N-bit input value belongs; and

selecting as said transformed N-bit output value an N-bit value from another
one of said subsets. ‘

25 12.  The method of claim 11 wherein each of said subsets is cyclically
generated in a linear feedback shift register (LFSR).

13.  The method of claim 11 wherein eabh of said subsets is stored in a

memory.
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patterns that does not over| ap w th any c')fmthe subsets produced by the
ot.her LFSRs. In ot SR 50, 52 and 54 produces a
distinct group of N-bit. gml‘lmmilllmm In of which is produced by any of
the other LFSRs. Each subset ‘of “oufput patterns may be regarded as
representing wosise cycle of a defined | ength, while the lpcrusenbimation

of subsets may be considered to represent the maxi mum cycle length for

an N-bit LFSR 14.  The inbthod lof claém appuisetintae teaktoimet dfevatd subséts grecat
degree of flexibility in selecting the particul ar subset of output
patterns producedatsgngadyn arireter areuprauch that Whem said Nabitipput value ip dﬁgrmsedaml

h b Kk
and Neo. each of | PRORE B P1e ST BEasP o s%&‘s%f@‘ﬁn??r‘éﬁﬁwnﬁa%&%v%ﬁg Fin LEEEC od
S0 as 1o PF Q6hd6i%n Gl Bl £ é YR 5 ARABSHEEEIHY SufBRh €A | ONS Of

a clock pul se beforé a outpu repeating

the cycle. Likew se, LESR el‘l{e]méiﬁm &Eﬁﬁﬁ &1 Wherem said n‘ﬁéfoxﬂﬁd%ﬁ&?&ftﬁﬂ vﬁﬁe fs to

produce 12 and 4 different outputs, respectively. The sum of

cycle I'engths for usdlin éder cofréfien codingoreiphergdfaaid N-bibmputvalueh i s equal to
the total 25 nunber 28 of possible output bit patterns that have to be

pr oduced. 16. Updrsystaimt fox| tratisfagminge ae japplied Nobit Hegmt Bluecinth al FSR
50, 52 and 54 is | oade with a specific starting state (Jerr] to

Clerr] which is V\F?‘H? ¢ -at eyt valye COmPESInE; ¢

memory means for storing for each possible N-bit input value a corresponding

10 N-bit output value which is predetermined by dividing a set of all possible N-bit input
values into a plurality of mutually exclusive subsets each containing at least one
possible N-bit input value, and by selecting the corresponding N-bit output value for
any one possible N-bit input value from a subset other than the one to which said one
possible N-bit input value belongs;

15 addressing means for forming from said applied N-bit input value an address
to said memory means, said address being associated with a location in said memory
means that stores the N-bit output value corresponding to said applied N-bit input
value; and -

means for retrieving from said location the corresponding N-bit output value

20  for use as the transformed N-bit output value.

17.  The system of claim 16 wherein said memory means is a read-only-
memory (ROM).
18.  The system of claim 16 wherein said transformed N-bit output value is

used in error correction coding or ciphering of said applied N-bit input value.
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patterns that it can produce, but which otherwi se can be arbitrary so | ong

as it is known to both the transmitter and the receiver (e.g., the
starting states CJerr] to CJerr] can 30 be fixed constants in the
correspondi ng subsets). The input bit pattern is then applied to each

of: M conpar atvpn ss/d2890 58 and 60 respectively connected to thecouosspuzess of the
LFSRs 50, 52 and 54. After the starting states CJerr] to (Jerr] have been

| gaded into the LFSRs 50, 52 and 54,7 4@d the input applied to the
conparators 56, 58 and 60, a clock pul se generator 62 generates
consecutive clock pulses for shifting the contents of the 7
LFSRs 50, 52 and 54. During each clock cycle, each of the conparators 56,
58 and 60 conpares the input bit pattern with the output of the
correspondi ng LFSR 50, 52
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and 54, respectively, and generates a "match" signal to a sel ector 64 when

t he i nput and output patterns are the sane. The selector 64, in turn,
generates a "stop" signal to 5 the cl ock pul se generator 62 after a
pr edet er mi ned nunber of clock pul ses that depends on which of the

conparators 5Sgodszend 60 generated the match signal. |n thecrusymzan
preferred enbodi nent, this nunber of clock pulses is zero for all but one
of, the conparators 56, 58 and 60, aggégpe for the renaining
conpar at or whi ch, for exanple, coul e the last conparator 60. In
this exanple, the selector 64 would i nmedi ately 10 generate the stop

st gnal upon receiving a match signal fromany of the conparators 56

and 58, but would wait for one clock pul se before generating62he stop

si gnal when the match signal is received fromthe conpdrator 60.
Upon generating the stqp.signal _the selector 64 selectsithe outjput of a
predeterm ned one of tHe LFSRs 50, 52 and 54 as the trangforned joutput 15
corresponding to the agplied]input. The next input val ue|i gLggrer] applied

and the cl ock puli{se generator 62 restarted. Forf eagh applijcation of a
new i nput val ue, t LRESR —Whose—out-put—i-s—t-o—be—-seflected gs the

t ransf or med out put pgnds orf phich gf the pAmnNpar at = 58 and 60
generated the match si , Qui nust "ok eey se exy ude the |[SIOP LFSR whose
conpar at or geney at i 1 he sel ected out put 20

at dhl si ghal
|Ltrggotnc ainit .y

woul d sinmply b is selected

from an

52
\ I
¢, = LFSR, =
° BN
%0 SELECTED
SELECTOR
=2 "UTPUT
>
- >
>
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LFSR other than the LFSR whose conparator generated the match signalrestbgpy

mappi ng frominput to output can be made non-linear. In one +
enbodi nent of the present - . invention, if the:eonparator corresp@'ﬁekng
t0. LFSRL generates the match signal, the out put T

L¥SR err], the éﬁut bei ng sel ect ed from LFS err when L= ‘4-]
L.is incremente L+1 moduV SRl ERT R Tlﬁ?Swever

prefert el At S RopHB Rl SAED thibed

FaSaWal
LAY A \J A

|s 217 alhg'*ef'ﬂ@"t!;‘/’tff“éc‘?’ﬂ?@'f"h of L SR[Imem}mqmsmllemon Numbest FSPRY WO p8/02290
once whi | HOS-9QpH26 will cycle severlt |(ma§mwmﬁlhgﬂadm t he %% q%tzg& 98f

217 co QF‘(‘UT ive cl ork hulses. Thus, It hdr even
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desi r eldso} briorilyir@i Ng MAY be .obt ai ned howpver [ $HER5 US w),'

sel ectied frosss2am LFSR winhiowsiigomsane cyvbe | enBiddanagent (WM. AZFERKWKZ&BGD RU, T3, T™),
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(54) Title: SPIRAL SCRAMBLING
57) Abstract
(57) Abs 52

A system and a method for transforming an N-bit

input value into a transformed N-bit output value which

may be used for error correction coding or ciphering of . CLOCK
the N-bit input value. In a representative embodiment, .

the system compriscs means (50-54) for providing a set

of all possible N-bit values as a plurality of mutually & STOP

exclusive subsets each containing at least one possible
N-bit value; means (56-60) for comparing the N-bit
input value with each of the subsets to determine to
which one of the subsets the N-bit input value belongs;
and means (64) for sclecting as the transformed N-bit
output value an N-bit value from another one of the
subsets. In accordance with the present invention, each
of these subsets may be cyclically generated in a linear
feedback shift register (LFSR) or, alternatively, stored
in a memory.
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8 generated the match signal. For exarrpl e, if M6 and t he cycl e
lengths of the six LFSRs are: 60, 60, 60, 60, 12 an éh [ gﬁ[)f
then a match si gnal fromthe - conpar at or correspondifn EF e

.may cause the n fromLFSR err] to be elfected, a match
st gnal fromt gler?p ﬁg&;&torrespondi ng to LFSR{err] may] dauBd AUS 998 |

current output fromLFSR2 to be g@kgé}gckcﬁ&mkﬂh@]gnal frjom t he

conpar at or corresponding to may cause the curjre
LFSR3 to be sel ected, and a match signal fromthe donparator

cor r espondi nngé?t_{Eﬁfﬁ!@ OFUTHE ﬂﬁ‘FENEQ-N fromLFSRerr] to be

sel ected one exira clock pulse Tater (whrch woul d be equivalent to

sel ecting theFfé ERL LRk RS of LFSR[err] incremented by one). This extra
cl ock pul se |s—¥%{}——u§§g‘—@vensure that repeated application of a given

I nput value falli ng, within.the subél of val ues od ced by any of
LFSR[ err] to LFSR[ 40 Prcridnyation dples tq sroncermection ¢odi 'Eﬁﬂ or ciphe gystgej ng

repeat edl y sebssdtinthef ttamsinissionné digithiFdat. | Moichspecificaly, thepresemriihvention telgits
5 to transforming input values to output values using non-linear, 1:1 mapping.

Related Prior Art Systems

Both error correction coding and ciphering systems usually include a digital
logic circuit for transforming -digital information bitstreams or data blocks, prior to
transmission, into coded or ciphered blocks, respectively, in which each transformed

10 bit depends on several of the original information bits. When used for error correction
codirig, such a circuit ensures that the original information bits can be effectively
recovered even if transmission errors ¢orrupt one or more of the transformed bits,
since each of the original information bits is represented by a number of transformed
bits. When used for ciphering, such a circuit protects the transmitted data (i.e., the

15  original information bits if no error coding is used, or the transformed bits if error
coding is used) from unintended reception by “masking” or disguising the data. This
is typically performed by bitwise Exclusive ORing the information bits or the
transformed bits with masking bits possessed only by the transmitter and the intended
receiver. These masking bits are usually generated from a predetermined number of

20  bits, commonly known as the “key” bits, which are applied to a pseudo-random
process that sequentially produces various combinations of the key bits for use as
masking bits. ' '

It can thus be seen that both coding and cipheriﬂg require a mechanism to

pi'oduce a multi-bit output in which each of the bits is a function of a multi-bit input.

25 To obtain this “scrambling” of input bits, the prior art has used linear feedback shift
registers, non-linear. feedback shift registers and look-up tables including so-called
“one-time pads”. FIG. 1 illustrates a prior art linear feedback shift register, while

FIG. 2 illustrates a non-linear feedback shift register. In FIG. 1, the linear feedback

shift register comprises an N-stage shift register 10 the contents of which may be

- 30  shifted one place to the right by applying a clock pulse to each the N stages. As well
known in the art, each the N stages in the shift register 10 may be implemented with a
D-type flip-flop having a clock input, a one-bit data input and a one-bit data output.

For convenience and simplicity, the individual clock input to, and the separate one-bit
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SHEeT

cycle the resulting output value through all 60 val uiesi that are pro'uced by
the next LFSR in this | oop. For each of the r Pryg g 132) r ggijsters
tFSR[err] and LFSR err], 15 which have cycle | engtis o é an % !

respectively, there is no other LFSR of equal h jwhi ch
it can be paired and, thus, each of these2LFSRs may have to aired
with an LFSR having elther a shorter or longer cycle ng in

ei ther MANY: ihpat/odtphAKIYO] iofif ectredfi thesd AESHdpITRIRDIHEGn gérteemaby \(@xlo)hs @ach
of these ﬁh(lgF Rs may be nmade to nmap onto itself shifted by one extra

cl ock pul se t esul ting 20 in al: 1 though Ilnear napplng

The nost preferred magmj g é %:i non- 1 i near 1: f{) . .In
~general, this r equits&ah PRAten frepp ch tEFSF?“BFO @eé"efF‘f“éﬁtrﬂNcuéhé‘ QPrT§EVESt her e
:MS1 at\ I ealsEi gme output ofod b@rhbinE@RaDiogﬁ&@u&@ﬂ%(l)QMfdvﬂl bg asted lidlid? cOHipPidingO (f)

ich cou el.ec Si extra cloc e(s
after a matc hﬁ§aﬂ§’l§‘? b@e@%@ﬁ@@e% B@FP?Q? ‘fﬁé‘t‘%@g the outgyts ?ftseéﬁ'ﬁgtﬁp seen,
however, thatflops mhlhae staﬁeegt\dterrké) élﬂmuhEﬁRmtﬂmwé&bbﬂ)Rgm 26 becomesymb @ektengt h
and other's. 30w o BN nf o B BBy RO KEL TR, R
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the shift register 10 of FIG. 1, is a linear combination of certain selected contents of
the shift register 10. In FIG. 2, however, the feedback input bit to the shift register 10
is formed by a combinatorial logic circuit 30 (within dashed box) which includes not

only linear combinatorial logic consisting of XOR gates 32 and 38, but also non-linear

15  combinatorial logic consisting of an AND gate 34 and OR gates 36 and 40. Thus, the
output of the OR gate 40, which is fed back to the input of the leftmost stage in the
shift register 10 of FIG. 2, is a non-linear combination of certain contents of the shift
register 10.

Both the linear feedback shift register of FIG. 1 and the non-linear feedback

20 shift register of FIG. 2 may be used to form desired logical functions of a number of

input bits by first loading the input bits into the shift register 10 through the I/O ports,

- then shifting the register contents a defined number of times by applying a

corresponding number of clock pulses to the clock ports, and finally extracting the

scrambled contents from the I/O ports. Each bit of the extracted output would then

25  represent one of the desired logical functions of the original input bits. Each of the

linear and non-linear feedback shift registers, however, has its own advantages and
disadvantages, as described below.

An advantage of the linear feedback shift register is the ability to accurately

predict the maximmum number of clock pulses that can be applied before the extracted

30  output bit pattern begins to repeat, which is not always possible for the non-linear
feedback shift register. As well known in the art, the maximum cycle length for an N-

stage (N-bit) linear feedback shift reglster is 2N-1. This means that, for a particular
starting state (N—blt value), the shift register 10 will cycle through 2N-1 states (different

N-bit values) before returning to its initial state. In general, the actual cycle length for

35  alinear feedback shift register is a function of both the number of input bits and the
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the other hand, sometimes exhibit significantly shorter cycle lengths called “short
cycles,” which are undesirable as they undermine the effectiveness of masking, for
example. Such short cycles can be avoided, however, by using a linear feedback shift
register as shown in FIG. 1, for example, and carefully choosing the taps which are
used to form the feedback bit (with the caveat that an all-zeros input value be avoided
since that would result in a short cycle of length 1, as the output value will be all

. zeroes regardless of the number of clock pulses applied).

Another advantage of linear feedback shift registers is that they perform what is
known as a “1:1 mapping” or “information-lossless” transformation. The term “1:1
mapping” means that, for each possible pattern of input bits, there is a unique
corresponding pattern of output bits. It is thus theoretically possible to reverse the
transformation and determine what pattern of input bits caused a particﬁlar output
pattern. The term “information lossless” also applies because the original input
information can be totally recovered. The mapping performed by non-linear feedback
shift registers, however, is not necessarily 1:1, but often MANY:1. This means that
several different input bit patterns may transform to the same output pattern. Such a
mapping process is not unambiguously reversible and, hence, a knowledge of the
output state does not guarantee that the original input state can be deduced. In other
words, such a process may be “information lossy.” ' |

A disadvantage of linear feedback shift registers, on the other hand, is the
relative ease with which information ciphered using such registers can be recovered by
an unintended receiver. Given a particular sequence of output bits detected at the
receiver, it is possible to determine the internal cohﬁguration (i.e., which taps were
used to form the feedback bit) for the régister which generated this output and, thus, to
reconstruct both the register and the original input information. Such reconstruction is
more difficult in the case of a non-linear feedback shift register, and may require an
uneconomic amount of computation. The enhanced security advantage associated with
using non-linear feedback shift régisters for ciphering derives from the same properties
of these registers which, in the other contexts described above, were deemed to be a
disadvantage (e.g., the MANY:1 mapping). Conversely, the reduced security

disadvantage of linear feedback shift registers in the ciphering context derives from the

same properties of those registers which, in the other contexts described above, were
deemed to be an advantage (e.g., the 1:1 mapping). Clearly, it would be desirable to
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An early implementation of S-boxes was seen in manual ciphering systems in
which books of input patterns and corresponding output patterns, known as “one-time
pads,” were provided to a transmitting correspondent and a receiving correspondent.

15 After using a page of patterns in the book for ciphering or deciphering a message, the
page was to be torn out and destroyed. Human error, however, often resulted in the
incorrect use of one-time pads and in an abrogation of the intended security. For
modern applications, such as protecting against the unauthorized reception of cellular

_ radiotelephone calls, automatic electronic systems are needed. Such a system is
20  provided by the present invention.

SUMMARY OF THE INVENTION

The present invention provides a system and a method for transforming an N-
_ bit input value into a transformed N-bit output value which may be used for error
correction coding or ciphering of the N-bit input value.

25 In one aspect, the system of the present invention comprises a plurality of
linear feedback shift registers (LFSRs) each cyclically genefating at its output a subset
of all possible N-bit values which is not generated by any other of the LFSRs, the
LFSRs together cyclically generating a set of all possible N-bit values. The system
further comprises means for comparing each of the N-bit output values that are

30  cyclically generated by the LFSRs to the N-bit input value to determine which of the
N-bit output values matches the N-bit input value; and means for selecting as the
transformed N-bit output value the output of one of the LFRSs other than the LESR
whose N-bit output value is determined to match the N-bit input value. In one
embodiment of this system, at least some of the LFSRs are arranged in a circular

AMENDED SHEET
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each containing at least one possible N-bit value; means for comparing the N-bit input

value with each of the subsets to determine to which one of the subsets the N-bit input
value belongs; and means for selecting as the transformed N-bit output value an N-bit
value from another one of the subsets. In one embodiment of this system, each of the
10  subsets is cyclically generated in a linear feedback shift register (LFSR). In another
embodiment of this system, each of the subsets is stored in a memory. In either
embodiment, at least some of the subsets may be arranged in a circular group such that
when the N-bit input value is determined to belong to one of the subsets in the circular
group, an output value from the next subset in the circular group is selected as the
15  transformed N-bit output value. '

In yet another aspect, the method of the present invention comprises the steps
of providing a set of all possible N-bit values as a plurality of mutually exclusive
subsets each containing at least one possible N-bit value; comparing the N-bit input
value with each of the subsets to determine to which one of the subsets the N-bit input

20  value belongs; and selecting as the transformed N-bit output value an N-bit value from
~ another one of the subsets. In one embodiment of this method, each of the subsets is
cyclically generated in a linear feedback shift register (LFSR). In another embodiment
of this method, each of the subsets is stored in a memory. In either embodiment, at
least some of the subsets may be arranged in a circular group such that when the N-bit
25  input value is determined to belong to one of the subsets in the circular group, an
output value from the next subset in the circular group is selected as the transformed
N-bit output value:

BRIEF DESCRIPTION OF THE DRAWINGS

The preéent invention will be better understood and its numerous objects and
30  advantages will become apparent to those skilled in the art by reference to the
following drawings in which:

FIG. 1 is a block diagram of a prior art linear feedback shift register which
may be used for transforming an N-bit input into a transformed N-bit output;
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5 DETAILED DESCRIPTION

Referring now to FIG. 3, an exemplary embodiment of the present invention
includes a number M of N-bit linear feedback shift registers (LFSRs) such as a first
LFSR (LFSRg) 50 having an input Co, a second LFSR (LFSR) 52 having an input
Cisand an Mth LFSR (LFSRM.1) 54 having an input Cpy.;. The LESRs 50, 52 and

10 54 are selected such that each produces a subset of the total possible 2N output bit
patterns that does not overlap with any of the subsets produced by the other LFSRs.
In other words, each LFSR 50, 52 and 54 produces a distinct group of N-bit outputs
none of which is produced by any of the other LFSRs. Eacfl subset of output patterns
may be regarded as representing a short cycle of a defined length, while the

15  combination of subsets may be considered to represent the maximum cycle length for
an N-bit LFSR. |

It will be appreciated that there is a great degree of flexibility in selecting the
particular subset of output patterns produced by any of the LFSRs 50, 52 and 54 so
long as all the possible output patterns are taken into account. For example, if M=6

20 and N=8, each of LFSRo, LFSR|, LFSR; and LFSR3 may be selected so as to
produce 60 different outputs upon successive applications of a clock pulse before
. returning to the initial output and repeating the cycle. Likewise, LFSR4 and LFSR;
may be selected so as to produce 12 and 4 different outputs, respectively. The sum of
the cycle lengths for all the LFSRs in this example is 256, which is equal to the total

25 number 28 of possible output bit patterns that have to be produced.

Upon initializing the circuit of FIG. 3, each LFSR 50, 52 and 34 is loaded
with a specific starting state Cg to Cp.; which is within the subset of output bit
patterns that it can produce, but which otherwise can be arbitrary so long as it is
known to both the transmitter and the receiver (e.g., the startihg states Cg to Cp.1 can

30  be fixed constants in the corresponding subsets). The input bit pattern is then applied
to each of M comparators 56, 58 and 60 féspecti_vely connected to the outputs of the
LFSRs 50, 52 and 54. After the starting states Cq to Cp.; have been loaded into the
LFSRs 50, 52 and "54, and the input applied to the comparators 56, 58 and 60, a clock
pulse generator 62 generates consecutive clock pulses for shifting the contents of the

<
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could be the last comparator 60. In this example, the selector 64 would immediately

10 generate the stop signal upon receiving a match signal from any of the comparators 56
and 58, but would wait for one clock pulse before generating the stop signal when the
match signal is received from the comparator 60.

Upon generating the stop signal, the selector 64 selects the output of a
predetermined one of the LFSRs 50, 52 and 54 as ‘the transformed output
15 corresponding to the applied input. The next input value is then applied and the clock
pulse generator 62 restarted. For each application of;jz_i new input value, the LFSR
whose output is to be selected as the transformed oufput depends on which of the
comparators 56, 58 and 60 generated the match signal,'_but must of course exclude the
LFSR whose comparator generated the match signal (otherwise the selected output
20  would simply be equal to the applied input). Since the output is selected from an
LFSR other than the LFSR whose comparator generated;é;he match signal, the mapping
from input to odtput can be made non-linear. In one embodiment of the present
invention, if the comparator corresponding to LFSRL _'g_';_:ngrates the match signal, the
output is selected from LFSR ., the output being selected from LFSR¢ when L=M-1
25 (i-e., L is incremented to L+1 modulo M). This embodiment, however, may not be
preferred if the cycle length of LFSRy is substantially g_'f_eater than the cycle length of
LFSRy+1. For example, if the cycle length of LFSRy is 217 and the cycle length of
LFSRy,; is 31, then LFSR, will cycle once while LFSRL+1 will cycle seven times
during the apphcatlon of 217 consecutive clock pulses Thus, there will be seven
30  different values of LFSR[, corresponding to sevén dlfferent input values, which could
result in the same output value being selected from L_FSR_LH . This would constitute a
MANY:1 (i.e., 7:1) mapping and not the more desirabié information lossless (i.e.,

1:1) mapping. .

The desired 1:1 mapping may be obtained, how;;ver, if the output is always
35  selected from an LFSR with the same cycle length as the LFSR whose comparator
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5  current output from LFSR; to be selected, a-match signal from the comparator
corresponding to LFSR> may cause the current output from LFSR; to be selected, and
a match signal from the comparator corresponding to LFSR3 may cause the output
from LFSR to be selected one extra clock pulse later (which would be equivalent to
selecting the current output of LFSR( incremented by-one). This extra clock pulse is
10  used to ensure that repeated application of a given input value falﬁng within the subset
of 'values produced by any of LFSR( to LFSR3 doe_é _'not result in the same output
value being repeatedly selected from the next LFRS in this loop, but would in fact
cycle the resulting output value through all 60 values that are produced by the next
LFSR in this loop. For each of the remaining shift registers LFSR4 and LFSRs,
15  which have cycle lengths of 12 and 4, respectively, there is no other LFSR of equal’
cycle length with which it can be paired and, thus, each of these LFSRs may have to
be paired with an LFSR having either a shorter or lbhger cycle length resulting in
either MANY:1 or 1:MANY (information lossy) mapping. Alternatively, each of these
LFSRs may be made to map onto itself shifted by one extra clock pulse thus resulting

20  ina 1:1, though linear, mapping.

The most preferred mapping, of course, is a non-linear 1:1 mapping. In
general, this requires that, for each LFSR of a certain cycle length, there is at least one
other LFSR of the same cycle length, the output of which could be selected one (or

© possibly more) extra clock pulse(s) after a match signal being produced by the first

25 . LFSR. It can be seen, however, that in the case where some LFSRs have the same
cycle length and others do not, all of the LFSRs with the same cycle length can be
arranged in a circular group in which a match signal produced by the comparator
corresponding to one LFSR causes the selection of the output of the next LFSR in the

~ group, except that-amatch signal produced by the comparator corresponding to the last

30  LFSR in the group causes the selection of the output fri)m the_ first LFSR in the group
after the generation of an extra clock pulse. The only other criteria which should be

met is that the total of the cycle lengths of all of the LFSRS be equal to 2N, where N is

the number of ir;p!it bits.

In practice, there will be several different conﬁgﬁfations of LFSRs which can
35  meet the foregoing criteria for any given value of N. For example, if N=8 (2N=256),
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. eight LFSRs arranged in two circular groups the first group consisting of four LFSRs

each having a cycle length of 56, and the second group consisting of four LFSRs each
having a cycle length of 8. Of course, these examolos do not exhaust the possible

10 configurations which will be apparent to those skilled in the art in the case of N=8.
Similarly, in the caée of N>8, many more cycle length combinations meeting the
foregoing criteria may be found to exist.

It will be appreciated by persons of ordinary skill in the art that the transform

functions provided by the present invention, as shown generally in FIG. 3, may be

15  implemented by using components other than LFSRs and associated comparators For

example, for an N-bit input value, a set of all of the possible N-bit values may be

' stored in a read-only-memory (ROM) in the form of a plurality of subsets each of

which may be considered to contain the equivalent of the N-bit output values produced

by a corresponding one of the LFSRs 50, 52 and 54 in FIG. 3. The input value is

20  compared to the contents of the ROM in order to determine to which stored subset the

input value belongs. The output value can then be selected from another subset in a

manner equivalent to the operation of the circuit in FIG. 3 as described above. In an

alternative implementation, a ROM constructed in accordance with the present

invention stores for each possible N-bit input value a unique N-bit output value which

25 s precomputed usih_g the transform functions of FIG. 3. When a particular N-bit

input value is applied, that value is used to form an address to the ROM so as to read

(retrieve) the corresponding N-bit output value, which can then be used as the desired
transformed value. .

In general, those skilled in the art will readily recognize that many

30  modifications and variations may be made to the embodiments of the present invention

which are disclosed herein, without substantially departing from the scope of the

_present invention. Accordingly, the form of the invention disclosed herein is

exemplary, and is not intended as a limitation on the scope of the invention as defined
inthe followmg claims.
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bit output value comprising:
a plurality of linear feedback shift registers (LFSRs) (50, 52, 54) each
cyclically generating at its output a subset of all possible N-bit values which is not
5  generated by any other of said LFSRs, the LFSRs together cyclically generating a set
of all possible N-bit values; |
means for comparing (56, 58, 60) each of said N-bit output values that are
cyclically generated by said LFSRs to said N-bit input value to determine which of
said N-bit output values matches said N-bit input value; and .
10 means for selecting (64) as said transformed N-bit output value the output of
one of said LFRSs other than the LFSR whose N-bit output value is determined to
match said N-bit input value. -

2. The system of claim 1 wherein at least some of said LFSRs (50, 52,

54) are arranged in a circular group such that when the N-bit output value of one of the

15  LFSRs in the group is determined to match said N-bit input value, the output of the
next LFSR in said circular groﬁp is selected as said transformed N-bit output value,

3. The system of claim 2 wherein the LFSRs (50, 52, 54) in said circular
group have equal cycle lengths.

4. The system of claim 2 wherein for at least one of the LESRs (50, 52,
20  54) in said circular group, the output of the next LFSR in said circular group is
selected as said transformed N-bit output value in a cycle following the cycle in which
the N-bit oﬁtput value of said at least one LFSR was determined to match said N-bit
input value. '

5. The system of claim 2 wherein said transformed N-bit output value is
25  used in error correction coding or ciphering of said N-bit input value.

6. - A.system for transforming an applied N-bit input value into a
transformed N-bit output value comprising:
memory means for storing for each possible N-bit _'mpilt value a corresponding
N-bit output value which is predetermined by dividing a set of all possible N-bit input
30  values into a plurality of mutually exclusive subsets each containing at least one
possible N-bit input value, and by selecting the corresponding N-bit output value for
any one possible N-bit input value from a subset other than the one te which said one
possible N-bit input value belongs;
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addressing means for forming from said applied N-bit input value an address
to said memory means, said address being associated with a location in said memory
means that stores the N-bit output value corresponding to said applied N-blt input -
value; and
'5 means for retrieving from said location the corresponding N-bit output value
for use as the transformed N-bit output value.

7. The system of claim 6 wherein said memory means is a read-only-

memory (ROM).
8. The system of claim 6 wherein said transformed N-bit output value is

10 used in error correction coding or ciphering of said applied N-bit input value.

9. A method for transforming an N-bit input value into a transformed N-
bit output value comprising the steps of:

providing a set of all possible N-bit values as a plurahty of mutually exclusive
subsets each containing at least one possible N-bit value;

15 comparing said N-bit input value with said subsets to determine to which one

of said subsets said N-bit input value belongs; and

selecting as said transformed N-bit output value an N-bit value from another
one of said subsets.

10.  The method of claim 9 wherein each of said subsets is cyclically
20  generated in a linear feedback shift register (LFSR).

11. The method of claim 9 wherein each of said subsets is stored in a
memory.

12.  The method of claim 9 wherein at least some of said subsets are

arranged in a circular group such that when said N-bit input value is determined to

25 belong to one of the subsets in sa1d circular group, an output value from the next
subset in said circular group is selected as said transformed N-bit output value.

13. The thethod of claim 9 wherein said transformed N-bit output value is
used in error correction coding or ciphering of said N-bit input value. '



