DUAL- ARCHI TECTURE M CROSERVER CARD Cross-Reference to Rel ated Application
[0001] This application is related to U. S. patent application serial nos.
(not yet assigned, but attorney docket nunber 30757/39728), filed on
(date), and 10/155,593, filed on My 22, 2002, which clainms priority to

U. S. provi si onal patent yapgl.i 08P Prea 6 §&é§£§3ﬂ2fi|6dlon'
Decenber 3, 2001, all of which areE_E?nge]?% |m,}3;9§u ats eference. .

Field of .the Di.scl osure [0002] The present disclosure generally relates-to
integrated Internet syste cferpnee tpRedited Adplivatione! ates to the -
provi sion of an internet portal on board a depl oyed product. Background of
the Di scl osure bm%)f 3] T - al: hr.e e al types of nmi, ntenance for
products. They [ar eﬁon?ﬂ-ﬁgﬁélﬁgﬁﬁ%{sﬁﬁéﬁgg‘%ﬁ'lﬁ’é’i‘fﬁ%&?ﬁ%’é’ﬁ sgng] mgg(Bet st eaks) ,
schedul ed I nt.epnance (based upon _the best estimate of a manufacturer as
to when sgrre%%eldhgua{vﬁ?ﬁopgy 34/8 tB‘ﬁT’QW:)‘Pﬁs?{é?WP, filetherefdatedmad d 0AGB 1503y filbdvad
mai nt enan ( inéfn nce that occurs when maxi mum usage is obtained froma
part but %%?P - Wiichdaimsipsiority to)U.S Qrrovisivaalcbatemt aypdioativhesetisl no.

sel f-expl anatory. It is when a conponent fails and has to be repaired.or
repl aced. 64HP3,7a6rfited by Docamires 3 s200analbofiwliieh uletheftin IrcSrpBRASESPcfriRl. -
understanding its conponent' |ife or ‘'the conditions of its use, and't he

hi ghest costs, both physical and t time, are associated with it.
Unfortunately is also one of the—#géﬂiﬂﬁk oMrges . of nmi.ntenance.
Schedul ed maintenance is less costly but can be very wasteful. Depending
upon the usagel®02h [Flegduetnt dsbosiRygeherall¢ R1AG] BGniakled 1h | ave a
significantly useful life. This is also \_/\ﬁe_re cor ne‘%l t-en‘gﬂ%c(tf%génjgﬁn by the
cust oner moheparbeidgt, selkteﬁwrtﬁ_g broidton oAl 1Ml pdrGPGSLARE K dEﬁo)t_,ef}FprL st ', type

of mai'ntenanceé descri bed

B:;cl%ground of the Qisclp;ﬁré
g {0003} Therf: are threg genel;al types 6f maintenance for products. 'They are.on-

dgmand maintena_nCe (ﬁéualiy' when a product b_r'e'aks), schgdt;]ed maintén_ance (based upon

- the best estimate ofa mapufacturer as to when .s_‘on']ethinlg will 'wear'out,w.i-th ﬁdﬁﬁai r'us‘alge‘:), '
and condition based maintenance (maintenance lhaf occurs when m‘a;ﬁilmuih usage is qbtz;incd
from a part but jgst prior to part failure). | On demand maintenance is 'se}f-exi)lanatox&. - .Itr is |
\yhen a compon.ent fails a}nd has to be repaired or replaced. ThlS no_rmally OCC-UI;S as an énd |
resp]t of its operators not understanding ifs comppnént life or the conditiqné of ifs uSé, and
fhe.highest costs, both physical and lost iime, are assoéiated with it. Unfortunately, it is also

- one of the most common types of maintenance. Scheduled ,ma'i'ntenance is lessléostiy but can

“be very wasteful. Depending upon the usage of a pfddu?:t, oﬁe may be replacing parts that .
rstilll 'h.avé a significantly useful life. This is also where comers tend to be cut b‘y"the custémér
When budgets become ti ght, and oﬁen']eads_back to the first type; of maintenance described
above. The third form of maintenance is condition-based méintenance anéi is the holy grail of

maintenance in many industries. If a manufacturer or service organization can accurately
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above. The third form of maintenance is condition-based maintenance and is
the holy grail of maintenance in many industries. If a manufacturer or
service organi zation can accurately | ascertain the maxinumlife of a
conponent based upon actual wear, tear, and usage, it could then allow for
the optim zed,. just-in-tiinme servicing and repl acenent of that conponent,

ther eby alabewdaingihé evaxiriem BSEsE 4 @ngRientFRId B REES Wdar, lteztrealmféa QiteshRdul e
the replacement. at a non-critical time. As'a result, a manuf act ur er ‘

utilizi ngtk@ngiot i@f‘ﬂt@%@ﬁﬁni@' ﬁgﬁnggserﬁ%‘l&%@?e&)ia%mgljltao? é%ol'{lfc%%nte S

producti.on and save m.I'l i ons "of ars 1 n-unnecessar

war ehousi 0004 Ther, e cat c :
condi ti on- a@%ﬂowﬁ téog%ecﬁes% gg} "%’gb‘%fﬁg‘fﬁi %‘8 ﬁﬁg&e&ere WF&tti on
related toq,the use of. each product nu pr.ovi ded Wt hout first-hand
know edge 2b? n%wecaitlmu&sargs te?mjmlaéétirfeaﬂltl@?lngPoridsﬂcybbaaeemnmpn@yed to.
the:field, a manufacturer or service provider has no real way of know ng
when co np&ﬂ'é‘ﬁ tosttegipian ifeweres prodyetiendandrsavsmijlionsaafdotars tin tirecessary prafiat don, t
back to using one or both of the.first two types of nmintenance described
above.- mwmlmusnga@mnentmtwmt position to gather this first. hand '
know edge but nost are too busy operating and making noney- with the.

product and ha e none nd/ or__inclination to attenpt to .
rpture this 1098 he e 1 BomE I dedish o o based MaioiRaRbtach oE or
service p;, ﬁ@{% .even though it is in their own best interest to do So.
[0005) - | nfesfbagkinpsystem ofarioamatinnioe|afed; ta s ypa of eashiprestuct mastibiegrayided. varii et y
of nethods have been used to- trx and solve the collection of product usage
data. On tithopblyst-bang knendedgeef haw mpegduct sdeitigastd dfter itsis salddind ddpdoyadtto on

with field sui)dpor t. personnel have
, the field, a manufacturer or service provxder has no real way of knowmg when components -

w111 wear out based on usage, and must therefore defau]t back to usmg one or both of the first
' two types of malntenance descnbed above. Operators are in the best posmon to gather thlS
. ﬁrst hand knowledge but most are oo busy operating and makmg money with the product
and have little time, money and/or inclination to attempt to capture this mfonnatlon to
' provide feedback to the manufacturer or service provider, even though it is in their own best E

_interest to do so.

. [0005] In an a_ttempt to gather useful information froni _the f'te‘]d, a veriety of
. methods have beenrused to try and solve the eollection of product usege data. On the ‘]o‘w '
end, custoiner surveys, feedback forms, and interaction with field support pereonnel have
_ b-een the primary mee;ns of obtainin‘g a rudimentary form of .f;eedbactc- For eomplex and'
expensive products, such as aircraft engines, the most common form i is that of paper-based '
operatlonal logs. This is a highly manual and painful method of collectmg operatlonal
_ 1nfonnatlon. Over the years, compiter collection systems have tried to make thls process ,'

easier, but they still require a great deal of manual intervention.



been the primary nmeans of obtaining a rudinentary form of feedback. For
conpl ex and expensive products, such as aircraft engines, the nost common
formis that of paper-based operational logs. This is a highly manual and
pai nful method of collecting operational information. Over the years,
conmputer collection systens have tried to make this process . easier, but
they still requl0086h gViemtrectebidvaficasbavainvolvee thedidororation de@fb@datMHa@a
recent -advances have involved the incorporation of automated data -

recor di ng mevidiesddaides opo@aotiics, sRHGb eﬁ%n@ﬂﬁh ogitiat ED@E% rvﬁmflpére-'t:rgdsanr whi ch
are. used on turbine engines, and which communi cate with electronic engine

control (Eﬁ@1n§¥§&1ﬁ*§3amhlcﬁ @E‘?F‘ﬂm RENG 8?@11 %at{n@m%%aﬁgolgEFﬁy e é‘@%{“ﬁer

sensors. ‘However, s still ext renel y di

I nformat i t devi s.i.t _must be:d manual |y
by nec hanl()%s&lrd;wefrahﬁﬁﬁ cﬁ% u%%”%ng a§’5§c?q§f3?s?ésdc@b"m"ﬁﬁétd§ s e*‘éﬁ??%bg’épg LA s
terrporarln#/ 1? ﬁ f) EEC, and wi th. which they usually have
little fanfOSH4fT ggngn OHP%W om fhﬂ%%deiﬁpyllmlﬁefieu% agrit mystths deag mapmally t he
product is returned to a shop environnent for.a major overhaul and repair,
at whi ch pOf HeEchanss iihg frekdpsing pedobiradaguipsientoniepopoaeputpsteppatiiye

I s-nmoot, and useful only froma post analysis or fleet average perspective.
[ 0007] A raahisdrto dfc ERUws EECe sndeithmitiich thty esally hovedRlH RimifidgHee intersge -
.intelligence through manual inspections and, nore recently, |aptop

conput er dtherdrbydther geiohds wRdaicomil Wid Bodh i9¥chuPneaah QQHo}?Eia\f?fonﬂfcn%f‘?hd
mai nt enance service calls. This is nornmally acconplished by one of two

met hods:  $B#j6F GerRaud Bid/iepir,REWBRI fosht!thed R ROKG preRELAGE AfkidibR,pL 0duct to 2

service center, or both. Exanples of the former pr oo with

fixed.i nStp%rslp@éti&r@mo%Pﬁﬁ‘d Qs%ﬁﬁlo‘ﬁlﬁf‘ﬁ%% poWé%glﬁi\é%r ﬂg&’evgﬁg sgr.rspe%gmr pI ant S

and Iarge

[0007] A number of mdustnes normaliy aﬂempt to gather product usage '
mtelhgence through manua] mspcctrons and, more recently, laptop computer downloads
perfonned concurrently wrth scheduled or on-demand maintenance semce calls. This is
normally accomplished by one of two methods sendrné a scrvwe person to the product o

bringing the product to a service center, or both. Examp]es of the fonner 1nc]ude products
with fixed mstal]atrons such as elevators, HVAC systems, nuclear power plants and large
o home appliances.- Exarnp]*es of the Iatter include automoblles small home apphances, home

electromcs equipment, lawn-mowers, or anything small enough to be easily carried or

shipped. Both methods are meﬂicrent and' result in 51gruﬁcant down time.

[0008] With sduances in- ]ow co‘sr computing and t}re' advent of wireless '
rechnologi es and the Internet, companies are no'wl looking at how they can collect product :
usage inte]ligence in an automated and remote fashion. Many of the systems which have
evolved, sucn as YHF frequency, cell phonc, or wireless ]and;based data download methods,

tend to be very expensive as have attempts at using emerging technologies to accomplish

essentially the same thing, i.e., using remote data file compression and download to a central
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honme appliances. Exanples of the latter include autonobiles, small home

appl i ances, hone electronics equipnent, |awn-nowers, or anything snall
enough to be easily carried or shipped. Both nethods are inefficient and
result in significant down tine. [0008] Wth advances in |ow cost conputing
and the advent of wreless technologies and the Internet, conpani es are now

| ooki ng atlobasiontuseng apublic of preite Wt@dﬂ@lntdiﬁﬁ%etdth@in'férﬁﬁﬂ@ﬁ chitiRA paut omat ed
and renote fashion. Many of the systens whi ch have evolved, such as VHF

frequency, mamlallyRiosapresied Whd #a858d! A8drBRRChe ﬂ%ﬁ]%ogt%m ?a%hnﬂg{i bogls. t end

to be very expensive as have attenpts. at using émergi ng ogi es.

acconplis J | S te dataflle :
conpr essi ?‘Re—‘ﬁﬁéﬁﬁ ek g APBIs s ot R R ‘&lﬁmpﬂ‘@twuch
private ne rk V\herethelnforrratlon nthen manual |y
unconpr essatgmaaarll % n?ﬂd;]’zehﬂf’pt%% Se 5T Temas ae Oééé‘?w &@%o‘(‘:’l@‘@@oﬁymmh such
met hods re cts tae appljcati on of wireless renbte nmonitoring-to high

val ue pro P acapt Yaéfseﬂf“@? thgicpaditipp ofpdeeyddpoprvet sased hipe) adhimd wear, emmi ns
aneed, for a |ow cost, wireless system which accurat ely ascertains the
condi.ti on @84 Uéagfa@ﬂ@y@dﬂtﬁ)mfmtmbab@d thayoonditidruiela usera b maneficturégh usage and
presents information about that condition to a user, a manufacturer, an.

oper at or, operagmyorodilyether ifteeeed Sty at 3 de Bt@hblemdseqb@u@&laﬁdmat hﬁ,s
product, and that provides, (greater flexibility and interaction than 'sinple

dat a dovmlgf@tbrﬁgsxltﬁmaﬁt] M@V Rari dlﬂp!%‘%faftaaddtvrﬁﬁa}ﬂf?at' ons, such as
aircraft-. engines, it maybe desirable to wreless downl oad engi ne data to

a renote ‘locati but riot allow the renote |ocation to gain access to all
of the propri et &5]0(%] oloreqer, Indgttain @Phcéma\mﬂe&smr@ engities Ziethappe

t he-engi.ne. . Accordi nglly a need exists for wireless systemfor

conmuni ¢ afip&ﬁ@bw tpwwﬁless y download en gme data to a remote location, but not allow the remote

; locatlon to gain access to all of the propriety algonthms data, or. software bemg utilized by
: the engme Accordlngly, a need exists for wireless system for commumcatlng witha - -

dep]oyed product wherem only certain mformatlon is accessxble from the remote Iocatlon

Su‘mmarv of the Disclosure

[001 Oj' In accordance with one aét)ect of the disclosure, 'a system fer
'commumcatmg with the depioyed product is disclosed, which compnses a deployed product,
an electromc control box a dual- archltecture card, and a computmg dev:ce The e]ectromc
contro] box 1s operatxvely assocmted w:th the deployed product, while the dual architecture
card is mounted in the e]ectromc control box The dual- arehltecture card mc]udes a closed
_architecture section and an open archltecture eection, with the open architecture section |
inctuding a microservet generating a wireless system around the dep]oyed product. _‘The
eomputing device is remote from the deployed product and is atiapted'to‘ Wir_eiessl_y |

communicate with the microserver.



depl oyed product, wherein only certain information is accessible fromthe
renote | ocation. Summary of the Disclosure [0010] In accordance with one
aspect of the disclosure, -a systemfor communicating with the depl oyed
product is disclosed, which conprises-a deployed product, an electronic
control box, a-dual - architecture card, and a conputing device. The

el ectronic conOPbl] bdxa¢oordepes with amitberaasmco%ed:smhosdn tdensdabineyagine is
product, while the dual-architecture card is nmounted in the el ectronic-

control badiscldsed, whish camphiics @ebmprssRseetioACh bsiSusaor bRE68 doRhGRhin QTN ©
section and an open architecture section, wth the open architecture

section lcasté#@asdgsean@ﬂ QB \SBH T ISRl LY o AU 5 b RS §%:c%to 23“%:) g” the

depl oyed product conputing device I's renote fromt product
and i s ad gate th t cr,oserver 0011]
accor dancge@%\:nﬁtgﬂ Cacr?\g{trhgéﬁgg%%%?&a?m he  aics cdf St eflgqb Saadlia it ?‘Pé“rQL e |s
di scl osed,.,whi ch co g]ie a _conpressor section, a conbustion section
downst r earh 53t B SEBRPIIE SEFPOmPERSHTSREtion, fopBisten §"éé‘911acﬁ!?dd'éf\m§t5?‘é%“dtﬂet he

conbustion section, a casing, an electronic control box, and a-

dual - ar chitheelegFanic epnirobemisaepunteditn shetasioer Jhe electonic eintiobkox comtrelscadi ng
surrounds the conpressor section, conmbustion Section, and turbine:section
while t henalitcs epsmitionadithe aigingoThi suatearcitiedturocadinchass agopehhechideeraid: oni C
contral box controls and nonitors operation of the engine. The .

dual - ar chistaivhumd acdosdd architemhes senionpeith Siecdpich afchitéire sécﬂibhli@dlucﬁﬂgiaa ¢l osed
architecture section, with the open architecture section including a

m croser vVesicrok&8d] . | n accordance with another aspect of the dlsclosure, a
dual -archi tecture card for use.in the deployed product is disclosed

whlch conprises_a closed architecture section, an
[0012] In accordance with another aspect of the dlsclosure a dual- archltecture ca:rd

t'ot use in the deployed product 1s dlsclosed which compx"ises a closed architecture section an |
‘open arch1tecture section, and a security connection between the closed archltecture sectlon

and the open archltecture sectlon The open archltecture section mcludes a microserver
generatmg a w1re]ess system adapted to connect to the Intemet Tltle secunty cbnnectlon K

ENnsures propnetary sof’tware and data j in the c]osed archltecture sectlon is not’ commumcated

to the open architecture section.

[09]3] | In accordence with a still further aspect of the disC]osure,tt method of
cohahtUnicating with a dep]oyed_ product is disc]osed, which compn'ses the steps of instélting |
a dual- arch:tecture card into an e]ectromc control box of a depioyed product, executmg
| proprietary software on a c]osed archltecture section of the dual- architecture card based on
g data recexve,d from the deployed product, transfemng processed data from the closed
-architecture section t'oen open architecture section o.f the dual-ttrchitecture card,.and
wirelessly transmitting the processed data fromthe open architecture section to a remote -

computing device.



open architecture section, and a security connection between the cl osed
architecture section and the open architecture section. The open
architecture section includes a mcroserver generating a wreless system
adapted to connect to the Internet. The security connection ensures
proprietary software and.data in the closed architecture section is not’
' comuni cat ed [0PbA)k hdn egserdangechith 2 stflii fitheeaspeatof tHeGlstRisuten asdelectbance Wit h
a still further aspect of the disclosure, a nmethod of conmunicating with a
depl oyed mootiolitr fosamenpiieds didclosddivellicls osvapri e s clobel StgRenE sdciist flrt | Ng a
dual -architecture card into an electronic control box of a 'deployed - -
product . @saevllingandhRalb by ofghd, WATBeR iRl BO EiBh FMIAH MR SeLdon o
on e dep :

t he dual --architecture card base data receive rom oyed

roduct, t Pl ] fromt | psed . . architecture section
Ito 0 an ope r{B lgérkglfﬁﬁlgg? %’gg]%ggfﬁ?%ﬂ a(g?ﬁi%htg Cgﬁ%q(:?%rtﬁ?iﬁ?gﬁ?ttﬁ'% 3Oty gppnection

wirel essl '

ransm t.ti he processed.data fromthe open architecture
section téeéverelelr%rhoefgose@%ﬁ%ﬂ??t sgeHAnARd tge PRSG pAItEFUERSESIMance with a still
further aspect of the disclosure; and electronic ,controller for an engine
s di scl osed ipbGIs] CONs: aRPorferspaRTarfl fuf CF oS RELI Wb mcfORLER) | | N9
and noni tori'ng the engine, an open architecture section including-a
M Cr 0Ser Vgpparé i hipsf el 1R oW t to connect tg the-
Internet,gg%d a_gecuri?% coﬁngﬁ%ggk, %93%%%$ph§g%§?%se "ﬁ%@ﬂ??%@lﬂ&@ﬂE'
section a i .chitecture section. [0015] These and ot her- aspects
and f eat u?%gh%%n?ﬂgﬁaﬁg osure becone nore readily apparent upon. reading
the follow ng detailed description when taken in-conjunction with the,’
acconpanyi ng drawi ngs. . Brief Description of the Drawings : ‘

[0016] FIG. 1 is-a schematic representaﬁon of an integrated system for rnom'toring;‘.
: _gathcﬁng- data about, and disseminating data about a deployed product in accordance with
one embodiment of the present disclosure;
. [001 7] FIG. 2 is a perspective view of a gas turbine engine constructed in- 7
accofdagce with bne embodiment of the present disclosufe; and

[0018] FIG.3isa b]bckr diagram illustrating one embodiment of a dual architecture
card cofistriicted in accordance with the teachings of the disclosure.

[0019] Whi'le the following disc]osh;‘e is susceptible to various modifications énd '
él_ternative.(:onshjuctions, certain illustrative embodiméms'thereof have b'eén‘shoWn in the -
drawings and will be described below in detail. It should be understood, hdwever, that there
is no intention to limit the disclosure to the specific forms dj’sc]dsed, but on the contrary, the

- intention is to cover all modifications, alternative constructions; and equivalents .fallling |

within the spirit and scope of the disclosure as defined by the appended claims.



Brief Description of the Drawings [0016) FIG 1 is a schematic
representation of an integrated ,systemfor nonitoring, gathering data
about, and di ssem nating data about a depl oyed product in accordance with
one enbodi nent of the present, disclosure;. [0017] FIG 2 is a perspective
view of a gas turbine engine constructed in accordance with one enbodi nent
of the present disclosure; 'dbeafi@OD&cription of thesDRclhek di agram :
illustrating one enbodi ment of a dual architecture card constructed in.
accar dance mntng@® h|n s _of %@g di scl osure.. [0019] Wile the follow ng
di sclosure is s Dt i n‘?/‘é?‘? Lo dyster A9 asoreseatsd which is capable of
alternative-constructi ons certal nillustrative enbodi nents thereof have
been showiMPHIGTHE affealayeg sroguet, satheringelatheaboni the dejileyedproduct@ndidisserhinatiiul d
be understood, however, that there is no intention to limt the disclosure
to the spdheé fidte t¢ Drterestel parties dtis absotcapubld SEmei wiring ayd rdshiting HcERkkPRs 1S 1O
cover all nodifications, alternative constructions, and equival ents fal I I ng

wi t hin t halagpind taﬁ&eﬁ%ﬁ@oﬁteﬁ?@?ﬂg&gﬂwRﬁt}ﬁ%th@%ﬁ-&dﬁ t§8 - S aé‘ﬂﬂﬁ{irq

clainms. 6 Detail ed Description o scl osure [0020 Re erring now

FIG 1, " I d
pr oduct agi%‘ﬁ%ﬁ?‘%é*‘*&%f%*’%%%ﬁ?*ﬁﬁ‘“@&éﬁ? SBIFERg S@%‘Of” i it °¥ﬁe
data 't t :
restri ot ngeaoaRd Rk} Sinprent, S 85750 7R Wy Shp q’lf‘%%@t"gf"%eg’é“ Bt

i ntegrati th|n I tself, ch as firmvare revision updates
rs uoed namit Canshif, RS bujerd °|5r38& Blor kscalals S ¥terH e @ aroRHlgioand

onent, ar stemon a vari ety of . machi nes’

refers to an pr odu%t conp
i ncl udi ngsY %}p OR Ve icle, a compartment ofa ve icle, | or a braking system for a vehicle, wherein

'the vehicle is apy one pf a number of movable device;s including aircraft and elevator Cars.' |
| [602]] The system 10 incluﬂes a server 12'located 6n thé deplbyéd prod.uc.t or
mbvéble platform 14. v'_l“he movable platform 14 maybe a boat, an ailp]éﬁe, a spacecréﬁ an
aulomobﬂc a truck, or any other entlty that is movable w1th an alrplanc being depicted for
ease of understandmg The server 12 may momtor the condltllon of and/or gatherldata abo'ut
the dep]oyed product in a number of ways For example the server 12 may be connected to
or mtegrated w_1th a vehicle data _storage unit 16 whlch contains data about the deployed :
: . product,. The. scr\?er 12 méy also be cénnécted to a.virilao carhera 18, such és Vidéo web- '
_caméra, to provide pictures, in _réal-ﬁmg or on a delayéd basis,_of the deployed product; .'Still
further, the server 12 may be cp_nnected to a number _of s.ensor_s 20,such as a \'ribrat'ion' sensor.
_' or a temperature sensor,‘u.rhich_ provide additional or eﬁ\riromﬁ'ental infonnatién about thé

' condition of the deployed product.

{0022] The server 12 may be proga;ammed iﬁ any suitable language kn-own in the .
art to gather data about the deployed produét and present the data to interested parties in a-
desired format. For Vexrample,-rthe server 12 may be used to host a web page ﬁvhich prévides '
information about one or more deployed products on the movable platform. The web page
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limted to a vehicle, .a HVAC system or an el evator/escal ator system such
as 'a propulsion systemon a vehicle, a conpartnent of a vehicle, pr a
braki ng systemfor a vehicle, wherein the vehicle is any one of a nunber
of novabl e devices including aircraft and el evator cars. [0021) The system
10 includes a server 121.located on the depl oyed product or novable

pl at f or M hfhy hEOE  WRAARHIACIPAIRIV Ol ThikfesiEBYARY fo PARhecedtodialielANRita Aout a
spacecraft autonDblle a truck, or any ot%er entity that is .novable wi'th

an a',r pl aﬁ feﬁfapg%@gﬁédj#rgﬁjuc Orhédas l?crut ta ag ?ﬁo@ﬁct(%brﬁﬂysp%ro\‘ mzlaé OHQ‘P{G

monitor t condi and/ or gat proyed”pro uct a

nunber For e eryver be. connect.ed t

oot ar et 17 R laa{lﬁ?ﬂ%@gg‘mm@ 1B S8 4 Y BB about
the depl oyed product. The server 12 may al so_be connected to a Vi deo
canera 18Pprogiatamsd 1o alyy amiterestethparty, 10 cay Pt Jianosi ¢ REFons ph thegleployede or
on a del ayed basis, of the deployed product. Still further, the server 12
may be copreicks) amd/oatmumgsede Mmmwcsatzcbwuhmhﬁrﬂqzboy&dvrdﬁuaﬂ(s)oﬁywreémgor a
t enperat ure sensor,. which provide additional or environmental infornation

about t he tifeseeier il Ql‘canlﬁe ddpioyaa pratne] ) ordtddss sy<oéin 3f inflagetsAriy providad amymbe
programmed in any suitable | anguage known in-the, art to gather data about

t he depl onf‘éierm@@ém&yeaqﬁocﬁfcﬁweﬁabhbguﬁl.%leas &&mhﬂﬁl@ﬁtﬁﬁltts%?éfe&k&ﬁc idvice |
desired format. For exanpl e,.the server 12 may.be used to host. a web 'page

whi ch pro e?’ Q%e%&%n%@d%?ﬁﬂ@;epéﬁal herf! %9%%?9#3%9?%\5 a%@die@se

movabl e plat page ave a nmenu

et s G R PR T S o
on the Sefﬁ{, Eed) gseﬁ féﬁ%‘?%&féﬁh\?ﬁﬁ BB, ‘Hc?’BJr P%' TW%RBEH%S

server
POP3 NNTP IMAP, SNMP, BGP IMAP3 LDAP, and HTTPS.
[0023] - While itis contemplated that the system_ 10 of the pre-sant- d.isc.]o,s'ure would
primarily bé‘use_d to allbw inte-rested ﬁal*fies in remote locé't_ibns to._ob‘tain infon'natiIOn aBQut a
deplolye'd product, there will be times when a mechanic or an eng-inee; may want tot-ihterac-t
with the server 12 while he or she is onbéard the mbvable'p]atform 14, To this end, the
- server 12 méy be proﬁqed'ﬁith a ]océl USB or other communications port 22 fo_r‘ direct |
ho.ok-up. A meéhanic <;r engineer could theq gaip access to _t_hé Seﬁer 12 by hooking upa
' prointdp, rlaptcr)p Qomﬁuter or another device '2‘3 such as a video borescope or a bar code. |
:rcadef to the communications port 22. Othér example; of co.rmnu_nicatio'n‘ ports through
which access may be gained to server 12 include w-irel-ess péer—tq-péer corﬁmunicati'on Iink's._
_The mechanic or engineer could then conduc’t.a desired diagnoétic operation or even fix a-
© problem with the deployed product. Similarly, any passenger on board the deplb}iéd proauct .
14 could use his or her own computer device 23 to access the server 127and ihus the Intcmét

25, again as will be described in further detail herein.



programmed to allow an interested party to carry out diagnostic operations
on the depl oyed product(s) and/or to upgrade software associated wth the
depl oyed product(s). By providing the server 12 on the depl oyed product
14, a wireless systenlor intranet 21 is provided.around the entire

depl oyed produc e lin rel ess conmuni cation to any electronic
device', ther ebh l n?% 855% %gbarylcﬂ@(ﬂmﬁ?laqwtﬁ@la CHIBPRIET OTHEPessHng e -web
page nay h e an P address avallable for various Internet protocols .
i ncl udi ng, Hothe @rtnilibe gemver- 12 mapbe Fipmd-Isit pized WiBRoscBEHES N SSH KRN,
NAVESERVER, B(I)T PS, BOOT PC, TFTP, KERBEROCS,. POP3,” NNTP, ‘| MAP, -SNWP,
BGP, | MAP3OPYTESARE sysies eTTPsil] {)@d)@&)bedhn rertliet: detsil ha@t@@b%’é@@aﬁ fell € be
system 10 of the present disclosure would primarilly be used to. aI? :

i nt er est edinstalled éBa langereompetel doadd, EUShED QLA 13 Hﬁ%%&d@&d%ﬁ% @wn
depl oyed product, there wll be tines when a’ nechani ¢ an engi neer my

want to lnf:veba@d: Wh e dIE §&§éé§ oar d. the novabl e
pl atform 14. To this end, ‘ éteal%%ﬂre@d]éﬁnmn gﬂeiy %?ge}{:cge wa als, yush 25 Use

or ot her QﬁEﬁﬁ&hE@hﬁ&ﬂﬁ&R@éﬁﬂ&&ﬂFﬁ&hgﬁfeCt. hook up. A nechani.c or engi neer

could then gain access to t ver 12 by hooking up a prontop, |aptop
conput er ‘or anot her. device 23 such as a video borescope or a bar code

reader to the ci®ashi da'acumm&npe)mmmi’epr&dﬂeﬂlsaxgﬁrpItgﬁssewerqgrm%;ag@tomg orts
t hrough which access may be gained to server 12 include wireless nQ

peer - t 0- petesedby itaasitdpartibNs a port QIR '?ﬁé‘ln?en‘i’ét of %‘rl@ e GRH 5?#1‘9?@5 :

conduct - a'desired di agnostic operation.or even: -a pro emvm

depl oyed pacthetservsi 11 ay hive ADRAS ﬁﬁ%@.&ﬂ%'@ﬁo %CHJHSd RuRNa R RS C!

14 could use his or her own conputer device cess 92 and
t8huS the linoer &%murgéatloﬂ%{“%eﬁ?hé’!euer ks 081 rﬂoxbtgld24 nfﬁeugo%)r}gtgmga%togld!ewgg rein.

may a]low for radio frequency communications such‘ as cellular cornmumcatlon, satellite
commumcahon, and/or wn'e]ess commumcatlon between the server 12 and the portal 24, In

addmon commumcatlons between the server 12 and the portal 24 may be achieved by opt;cal

meanssuchasanmfraredhnk IR L P i' K

[0026] The portal 24' is hosted by an'extemal server which inay be ‘an)'r suitable
server known in the art. The server hostmg the portal 24 also has appropnate commumcatlon

. means associated wnh it 10 allow it to gain access to and be accessed by the server 12.

[0027] ' Date gathered by and stored on the server 12 may be downleaded to tne
poﬁai 24 es desired. For examp]e, the serQer 12 may be programmed to periodicall'y '
7- down]oad data fo the server hosting the porta] 24 or to download data on specific events such
as when an aircraft lands or when a truck or automobile reaches a partacu]ar destmatlon The
‘server 12 may a]so download data to the portal 24 uplon the activation of a switch by an

operator onboard the moving p]atform. Altematlve]y, the ponal SETVEr may upIoad data to

the microserver, such as product firmware revisions or technical manuals for access by



[0024] The server 12 may conprise any suitable conmputer or processing unit
known in the art. 'The server 12 nay be a hand-held sized mcroserver using
‘a Linux-based operating systemor, as will be described in further detail
herein, may be a card adapted to be installed in a | arger conputer device.
Further, -the server 12 may be provided with its own web address, a
firewall, intgrested partiesy The stroarohay ikclade arnaitynia @79 iediledo lfiBilht‘d!e@Uﬁi Wirele§sICh
as the. manuf act urer of the depl oyed product. [0025] In accordance with the
present diceninmsiicationt he -server 12 is capable of being accessed by :
interested parties via a portal 24 and the Internet or world w de web 25.
To this end, erver 12 may have a communi cati ons device, such as'a
nmodem bui-lt wi t[ﬁqu3 i t Thergtal 8Wnl?drhﬁm0@é¢d with baumbenvfishfiwsmertoals cdRdand t he
portal 24. The communication device may allow for radio frequency :
conmuni catgrégrs usnmatisaldy kalyzzay ongemine ahd adrt te damatldth histheeR FerdiveE &birPN,
and/.or wi'rel ess comruni cati on between the server 12 and the portal 24. In

addi ti on, theosemenil2aThedsta hejrefeably hateded ok dﬁ?eréiﬁ@oﬁlﬂﬁnﬁ% & a8ksTRY De
achi eved- by optical "~ neans such as an infrared |ink. [0026] The portal 24-

i s host ed differail poxidek BatheSRIaY For \Qﬂrﬁﬁlc r%ﬁlap% ﬁ erdid] éu@g)ln?e@ 8{ V@endldrnoo in

the art. The server hosting the portal aII ats ? propriate t 4 be
al | ow. i 0 alnac ss to an
Cobaeq HATRANNARAIGA) S b Bubly £ Bt el bR iR SFRES AP Ser ver
t.he ortal. 24 as sired. For exanple, the server
15 oy DeAakoaittob Bereist oal fyhi "d%?\ﬁﬁ?cﬁ%{’ Rty a0 heeacsersie mefbet | ng
t he portal. 24 oad data on SpeCIflC events such- as when an
air cPaf t ké'ﬂ’u‘éfq%‘?é ‘?}S 52 PSRN Gorhihe dorsering disaussinasthe pprial 2dffers great |

destinati Qn. server 12 may also downl oad data to the portal 24 upon
t he acti vﬁ?’f%ﬁ-‘[’qb?s acnélﬁo E}S];loghthe datals disseminated. Still ﬁmher, the portal 24

prowdes virtual shared spaces Wthh al]ow for the common space postmg and access of |
: mformatlon about a deployed product in a shared awareness between customere, supporr |
engmeersl field operatives, and even product designers. The portal 24 may alsobe des1gned B
| to provide chat rooms, bul]etm boards, and on-line meeting capabllltles where mterested :

parties can communicate with each other. _

' [0029] One of the advantages to using the portal 24 is that its functlonahty can. be |
camed out in a secure, user friendly, web- -based environment. Members ofa partlcu]ar ‘
commumty can log mn by presenting an ldentlf' cation and/or a password and gain access to
current information about a deployed product Another advantage to usmg the portal 24 is
that it can be used to upload data, mformatlon, instructions, soﬁware technical publlcatxone
diagnostic programs, etc to the server 12. Thus, an engineer cdn perform dlagnostlc testson

" a deployed product from a remote location usmg the Internet. Slmllarly, a service engmeer

'workmg in the aircraft can gain access to a technical publication outlining how to repalr a

certain situation, for example, through the server 12. As the communication is two way,
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operat or onboard the noving platform Alternatively, the portal server may
upl oad data to the mcroserver, such as product firnmwnare revisions or
techni cal nmanual s for access by 9 interested parties. The server nay

i nclude an antenna 27 or the like to facilitate such wreless

conmuni cati on. L 0%? The portal 24 naﬁ be provided with a nunber of
software. 166%sURIgpd.&awnlps Qg’@@sex?%‘tlaﬂto ﬁlaﬁltcbanﬁoymamlayldelatamaghepexéommddtt
sort the data which has been received fromthe server 12. The data is -

pr ef er abl ythg deplepedproducitor dinfdte logationsormuni ti es gai n access to different
portions of the data. For exanple, actual and potential custoners of a
vendor of a dep odu may f caommuni ty and have access to
certain data, V\ﬂdﬁ?@j d{)ﬁgﬁs }&Péf"ﬁ]g%‘{n@% %Sy Resn & numbst ghdifferentiyaysdnm a
second conmmuni ty_ and hav access to another formof the data. As can be
seen from Y39t M%fr‘%dlﬁeﬁﬁs serhed ety Farexpopieain iptrasteligrasty grratmmbhieatibi | i ty
as to how and to whomthe data is dissenmnated. Still further, the portal
24 provi deih therponial 24 thaousdl hésfleer @srswinil chmalitende itmrthéﬂebeﬂimﬂoﬁﬂﬁce posting
and access of information about a deployed product in a shared -awareness

bet ween cusmpuear$g. Shpponpeagldwey be a PUalEHkOREsPdtiaN 8hceHTd BYUES} aﬁ%ﬂgﬂ)’ 6t
desi gners. The portal 24 nmay.al so be designed to provide chat

bul I etin (F@ctse haind oPBuldrNEvaRLtdh t&atfﬁh'ah'lx?tle St SEG 'bE'h?Jdetﬁ L8l n%rst | es

can conmuni cate with each other. [0029) One o e advantages

por t al 24 b felhlal bd. SAfMFQeshgaﬁqhhlkgBr%&pthgghoc fidor 67 a Q! c%t;ﬁﬂ‘fﬁ?et ploed | og

frlendly web-"based environ ers of ra par

in by pre f a _pass and in access. to
current 2’? or rra%ag %lsghﬂgﬁ%éd tb% }‘"glf/"e @Htﬁlgtp"ﬁﬂ# ﬂg%epétﬁtﬁ I&@éalﬁ‘bb%m ng
the por t alcor%%lulmcatton with the intemnal network 30 of the manufacturer of or a vendor-of the

deployed product When the portal 24 is to be in communtcatton w1th the network 30,a
' secure data pipe 32 may be used for crawlers for automated data exchange If desired, the

portal 24 may communtcate W]th the 1ntemal network 30viaa w1reless PDA

_ [0031] The system 10 may also be conﬁ gured to a]]ow the intemal net\rork 36to
- communicate directly with the server 12 via the Internet by dialing up the web address for the _
. server 12. When in such a confi guratton a firewa]] may be provided between the 1nternal

. network 30 and the server 12.

[0032]- As can be seen from the foregoing di-scu.ssion,, the system 10 of the preaent ‘
di'sclosur_e has broad appli_cabiljty and canhe used for a wide variety of purpoaes. ‘I:‘or
_ exathple, as previously mentioned, the system 10 cra_n be us-ed‘oy an engineer workirtg for a
mamjfac_turer of the deployed product to gain access 1o the server 12 and to then carryiout a
diagnostic operation orafixona partlcular deployed product All of this can be carried out

while the movable platform 14 is in motion and In a focation remote from the engineer, thus

avoiding having to retum a deployed product to a manufacturer for diagnosis and repair.
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that it can be used to upload data, information, instructions, software,
techni cal publications, diagnostic prograns, etc. to the server 12. Thus,
an engi neer can perform diagnostic tests on a deployed product froma
renote |ocation using the Internet. Simlarly; a service engineer working
in the aircraft_can gain:access to a technical publication outlining howto
repair a certdPR3Hi t dbepwsiem 1Qmagelsapeased torchagtthe betus of o deplaged predudie
comuni cation is two way, -10 access, .upl oad, downl oad, and execution of
al | such ihior exarapleom epsthteratfa fleanofdrpiemes bavirgla adtwbike3 (e py corgstt tHeadtahr Or
renote | ocations. [00301 Access to the portal 24 may be gained in a nunber

of di ff er datormeystitylarcairpVe, dthyr difccte vt qe@@%@@&% nhegddhelRme 159‘1&1'0;%@”13' e,
an interested party can communicate wth the portal 24 through his/her:

personal caamy ﬁﬁtugmadan&meme@amf%aenafgauﬁpapa;i%@g%bmgprhgqgg%a yter

38 maybe a PC workstation at an office’of a user or “t he

home of a’ er _40.hn -an l.nternet  cafe be used.t o' |
gain accessgl%tg él%ﬁé&%&]ﬁﬁ%{%%’ KW erltgfere@?cb&of Qﬁ?‘@qg%p%ﬁﬁ¥ﬁ€°§ﬁ??ﬁam-%ﬁr of
a manufacturer.. o tarllﬁ qe | oyed product may al so be used to communi.cate
with the 68?‘?‘@?“% 3 PEHHEY EiﬁF‘t BINS T gpariigidh comppRent omibG bt caging i0 detemming e

i nternal network 30 of the manufacturer.of or a vendor of the deployed.
product . R thal engipe patomponent may tsquirntogssmiting.cad iorolistt data ingleteemimng 30,
a secure-data pipe 32 may ,be used for crawl ers for automated data. a
exchange. pradugieandrilegt avenages froimptoved prodyctatesign and atppomi Thistdas savettke nal -
network 30 via a wreless PDA. [0031] The system 10 may al so be confi gured
to al | 'ow mhsufatuesrvaheceetanyowkirdly,imainenamee iveat, andsgecpins prbdilttibheosier ver 12
via the I'nternet by dialing up the web. address for the server 12. Wen in

- : i i.on fir | | : Vi n the internal
such a confi gu[(ﬁbh? ’Or?e adkfar%\z{\glae to tﬂgzysPe%‘l gf t?n\éllage%gnt%%tcyc\)ggrg ‘ié thgt-ilt may be -

] eélsily and cheaply installed into a yehi;:lé. For exazhple? the server A1'2 may be installed m the
: Cabih of anr aircraft, by using existing test ports aiready wired _intb the ehgihe;’aifﬁme.- Gnce

~ installed, ;hé- server 12 g_eneratés a local wireless intranet 1n and around the deployed prddﬁct '
qapab]g of .operating,in conj'unction_ with, or independent Vﬁom, the IIntérnet. The miéroserver

: 12 can éct as a coordinating server in coﬂlmunicatioh with other computing (ievices, servers, -

_and systems 'onboard the deployed product.

. [0035] .As ind;'Cated above, at times it may be desir.ablie; to- restrict aci_:eés to data on
the server. One example where this may be ].;Ja_.rticu]ar advantageous h]ay be with resp'e‘clt to "
éircraﬁ engines. ,Aé indicated in FIGS. 2 and 3, an engline- 50 of an -aircréft is depicted, such
as a gaé turbine engiﬁe used for propulsion. In such an- engiﬂe, a fan case 5.1 surrounds a
compressor section 52,'7a combustioﬁ section 54, and a turbine éection 56. The compressor

- section 52 ingests ambient air, compresses t]_iat air and directs the compressed air fo. the |
'cbmbustion section 54 where it is cdmbine_d with fuel and ignited. The resuiting doﬁxbuStién
gésés, which are very hot and rapidly expanding, are directed to the tufbine section 56 where

they impart force to rotatable blades. The blades rotate and cause a shaft assembly 58
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network 30 and the server' 12. [0032] As can be seen fromthe foregoing

di scussion, the system 10 of the present disclosure has broad
applicability and can be used for a wide variety of purposes. For exanple,
as previously nmentioned, the system 10 can be used by an engi neer working
for a manufacturer of the deployed product to gain access to the server 12
“and to t hesxtomiingthoonghathe digigniosotate s pedlatSinue bhidetof thi cOMprsRRAkEdHOH 52 are

depl oyed product. All of this can be carried out while the novable platform

14 is in nmbimed &heisama shacabimbly 581@E 8orhpRMt 8&1isHgb |  di ng
having to return a depl oyed produgt to a n%nuf%ctdrer Qggﬁﬁﬁigﬁ%§?§¥@%d

repai T | 1ak@833h nllie oiER M 401 PRNCALRR RERRAL LR, check the status of a
depl oyed product. For exanple, a peratior of*a P°€et of aij rpl anes having a
network 3.0 may contact the server 12'on a particular airplane, either
directly or thr[6(36] t Kepepaivhalf tiR4ngmedolieesnirollbandBakilRed BY an Aeeirdhie
status of that airplane. Alternatively, a manufacturer of a jet engine may
access t hecongolstasr cbBtrbboRURNkidwin BEdiYIRFet a?GRAINS Wil e iQPﬁﬁ%_téluéfhf&r g§1r ough
the portal - 24, to ascertain ,the ‘condition of a particular”jet engine or
a parti cul empRIVREAGNEC (BN ARG oHifiD e, ; gonfal: n.that. engi ne or
P ot DB P o B P i uelR

conponent- may require to ser.viCi “and t0 coO _ ]

product- a et for inmprqve roduct. desi gn, .and- support., This
can save t g“%@h%%ﬁ@%ﬁﬁggﬁﬁﬁﬁggggk ?ymﬁgpgbﬁfﬁ?gﬂﬁshﬁgﬁSﬁgﬂgﬂ@ d I8 spare
parts production costs...{ 0034 advant age. to the system of the present

di scl osur S‘l'}ilre SRR S’?& %ﬁ?ﬁﬁar}det% gl‘?ﬁ 4K HltaE%éa‘b’F?“’Pﬁ]s?@alséﬂ ophmizepPeEeion) e.

For exanple, the server 12 nmaybe installed in the cabin of an aircraft, by
usi ng exi &P HgNTRIL coprol sisnals %%590 thiereaginen The meanssfog Fondrodling the reginOmes
installed, the server 12 generates a |local wireless intranet in and around
the depl Oy;gwlcpf%d@pwn techno_logy, but generally performs as an electronic fuel control or -

inj%act‘or taking power and throttle cqnimands/si gnallls 'ffom the coCk—pit and adjusting engine |
:coﬁfrdl to provide the desired power. The EEC.or ot_her electronic control may- include a |
ﬁ]urality of cards or boéids? .iﬁ‘c]uding a mot‘herbo‘-ard, .s']ida,blgz mounted in arack of the EEC.
The cards/boards receive inputs ffom the cockﬁﬁ and \'falrious énginé_éensérs, and outputs :
si gnais to vaﬁous #alves_ ﬁnd cbnﬁols of the engine .to effectuate its‘ (');‘).erat'ion'.' The c_optrbl'ler

- 62 may include an antenna 63 to facilitate wireless communication.

[0Q37} As the so'ir’twrare or al épn'thmé used b); the engine 50 in doing' this may be -
propﬁety, or it may otherwise be desiral?le to keep such ihfc;nnation,from outs;ide ébsef\}ém,
it is necegéary to ensure such software is e)'cecutéd in a _safe or closed capacity. In p'rio'f art .

i engiﬁés wherein wirelesé éapabi]ity is not j)rovided, this_ is‘re'latively easy to accomplish in
that to gain access to the software, a user had té bé hardwired to the controller 62. HoWeﬁet,
as the present disclosure p_rovides a microserver oﬁ the engine SO and thus enables wireless
communication with remote computing de?ices; a system is pfovided to more internally |

-protect the proprietary software.
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capabl e of operating in conjunction with, or independent from the
Internet. The m croserver 12 can act as a coordinating server in

comuni cation with other conputing devices, servers; and systens onboard
the depl oyed product. [0035] As indicated above, at tines it may be

desirable. to r@@%ﬁ] tR(f cess to a &lé the server. One exanpl e where
this maybe par ti RE 4% y d\ﬂﬁ]tﬂﬁcbl@b@%@ard 64 ofitheprestnt engi nes.
As indicated in FI 2 and 3 an engine 50 of an aircraft is depicted, °
such . as AIHSUILs R’é‘eéﬁ@m?e’ﬂ‘t@éldsmgw wiidpuich ipostection isaccbmphishedgiage, a fan
case 51 surrounds a . conpressor sectiaon 52, a combustion section 54, and a

turbi ne sé&bewnhaen, haduaemphiessorcard 64 vhich 3y boanshed 3RS Windh ihe EEC .
conpresses that air and directs the conpressed air to the conbustlon :

secti.on S&2wlmergewith othier electhiniechray, Indlddeel cREG alrglmeﬁ:ﬂl‘ije 5 5{?&1 665 4 p%
conbustion gases, which are very -hot and rapidly expanding, are gcted

to the tU&%Uhﬂ@ctﬁﬁﬁebﬁ’éhé@cd@ﬁ@&@db}?ﬁ?%l SERRfS gorcgqr}e LIRS lades. The

bl ades rotate. and cause a shaft asse MEHOBUGh t he
engine to of the: co ssor section 52 are
mount ed tor$hg{l§%ﬁrr§ p\ﬂﬁé %Sied §¥ n%?s)‘? %ﬁp HEGre S F opegaitond thepengineai®es as
wel |l ," there a ent air and perpetuating the engine .
cycl e. &‘@?ﬂlég’é‘fa‘%ff’g%se@f tﬁlga‘l?gbl’}iéb%oﬁeg apchiteetore seetioarf 1athent or ed by an
el ectronl cs-controller or control box 62, known by different acronyns -

Wi thin t hEomRuBSeid t thetppen architesire seatioh 68 for R20BEDY (MaickicApties.i ty Di gi t al
Engi ne Control) or an EEC (El ectronic Engi ne Control ) Such a control ler 62

recei ves data fgoany t he, £26k gs H\@L}flcﬂcnshﬁ'[e%]d@e{j%gcp ‘;'Jréssf’(dmdﬁg!'&ﬁsiel nputs,

'RFIDtags and the like, ca ates corréctiona

operati on nal s back to t h ne; The means for
ant r 0: e rr?é:lutﬂﬁgn% Egﬂﬁfﬂ ﬁrﬁcéﬁ?&s holndd 01% OF miore mpur}output d:'ewce !74 The closed .

- archltecture section 66 may 1nc]ude a smart 31gna] condmoner 76 havmg various
mlcroprocessors such as predlcuve maintenance ChlpS or modules dlagnostlc modules
compressor stall analy51s modu]es etc. whlch run propnetary, embedded engme-spemﬁc |
algonthms that process engme data received from engme SEnsors 75 The chlps and modu]es
are hard-coded into the smart signal condltloner 76 so as to render their algonthms
macce551b1e to other operators such as original edu:pment manufacturers (OEMS) with data
access The closed archltecture section 66 can then feed calcu]atcd data and s:gnals back into |
engme controller 62 and other aircraft systems such as hydrauhcs ]andlng gear, ﬂaps and

nission prof le, for real-time mission adaptlve processmg and performancc opumlzatlon

[0040] While it may be desirable to prevent proprietary aIgorithms and data fr'oml-
beiné accessed, certain data which has been processed s0 as to orevent the algbrithms frona
- being reversed engineered or the like, may be advantageous]y accessed by out31de remote
users. Accordmgly, the open architecture sectlon 68 may mclude one or more processors 78
and amlcroserver 80. As with the microserver 12, referenced above, the microserver 80

generates a wireless system or intranet about the aircraft or engine 50 enabling
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-enpl oy any known technol ogy, but generally perforns as an el ectronic fuel

control or injector taking power and throttle comands/signals -frown the

cockpit and adjusting engine control to provide the desired power. The EEC
or other electronic control may include a plurality of cards or boards,

i ncl udi ng erboar shidably.mounted in a rack of the EEC. The

car ds/ boar gmr? %Ag%ﬁu\?% Wﬂb%gmf:?‘g Stbﬁé‘uleﬁg BFaneRyRIk (e No §2 ceHulaneetweris®4,or
and outputs, .si alr], tq various valves and controls of the engine to ‘
ef f ect uat éaffﬁlgegg-e EF myFrosery¢fefos gxample. razy hapa wehpagachaidingaematetcompatind t o
facilitate wrel ess comunication. [0037] As the software or algorithns .
used by t HEVERyShie 15g inta thiowehpaphby wanypf te Inerep8Y fidrecdive ihe prddssell AafM se
be desirable to keep such information from outside observers, it is =~ -

necessary to e € sych soft e is executed i.n a safe or closed -
capacity.' In ?‘?{)ﬁ a;!‘t“.y nug&;&%"ﬁ{ggmﬁﬁérpmpﬂnw Heiess nayhssmnloxed sheh arobut

provi ded, thi.s. (itljs relatively easg to acconplish in . that to gai n access to
the sof t wdPbimyed,iq, deskiop ¢qmmpuers 3¢ denter gomputets @2 cpansanel digital G8sistdsv@der ,  as

the present_disclosure provides a microserver.on the engine 50 and.thus
enabl es . wictlarghonenPuangd atiictnss RCtablete 881 & duinps, iangerd® iléREon fensot6 HOM | S
provided to nore internally. -protect the proprietary Software. 13 [ 0038]
Ref er'ri'ng trourbomeFdirrafB sutte iduabfechih€ ot Hathtganee %1, ch gaiﬂ'%'@c%%{o: '

di sclosure is depicted as the nmechani sm by which such protection 15

acconpl.i shethin Aseins BauRHB Gi8htHini hﬁeﬂ%?he@%}hﬁr@%}‘ﬁér&irgfl{éggr&é%} o may

be nmounted directly within the EEC 62 -al ong 'w th ot her I C cards,

i ncl udes " ‘Th@bl‘l)gﬁﬁék@fs%iél%%%%u@%E%Ha]@@crﬁ‘{;gm?é;ca?&)gf'aﬁ ; {I%I%e t.ure section

68 connected by a hi gh security connecti on ngi ne- co 138 or i t his

are proc Sééﬁﬂid?%'r ¥ endhigh Seudi P WrheGbH Fo a8 EL B8 qSeGn' z];_rglgl;té%ﬁl?é saécifigxrll 68 fan}l he

engi ne .50;
clo_sed architecture sectibn 60.

[0042] In angthcr embodimént, the closed :architecipre-seéﬁc;n 66 i_ncl]udes' its owh
m_iqosewer 100.- ’fhe microserver 100 may host ,its own webpage, and by way of a secure
internet conn@ct'ion, enable owners of the enginé t;) 'gafn at:cesis to .th_e: raw engiﬁé aéta’ _or.
modify ihc-; propn'étary aIgoﬁthﬁ). Such a system _m-ay enable soﬁwa;re. upémdés‘ﬁom -rembte ‘

~ locations while'_still preventing unwanted access, | o
[0043] From the foregoing, one .of_ ordinéry sicili -i_n lthe art will re'coéniié the-
t_eacﬁings of ﬂw disclosure can enable remote access to certain real-time data <.)f a c-leplo.):fed, ‘ |
: product while still protect}'ng c_e'rtain other data or software of the deploYed prbductl 'ﬁ't;m -
._beinglrernotely accessed, While the system has been dlescri'be.d- with reference to aiﬁ:raﬁ‘
engines, it is to be understood that it could be useﬁ on any other form of deployed p,roﬁuct as

defined herein above.
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and only data processed or "cleaned" by the closed architecture section 60,
is then. comrunicated to the open architecture section 68 for access by
interested parties. [0039] To acconplish such functions, the cl osed
architecture section 66 may include one or nore processors 72 and one or
Mor e input/out:put devices -74. The closed architecture section 66 my

i ncl ude aWSHATS SlghBMERJSi ti oner 76 having various mnicroprocessors,. such
as predictive maintenance chips or nodul es, diagnostic nodul es, conpressor
stall anal ysi s, nodules, etc. which run proprietary, enbedded, o

engi‘ne- speci fi & al gorPEiiff ﬁ‘ﬁ?mﬂ?lﬁﬁtglﬁs‘e’ghgﬂﬁ&ﬁétpéﬁ’d‘%%é@'i“i?’éﬂ,ng‘-r om engi ne
sensors 75. The chi ps and nodul es . are hard-coded into the smart signal
condi ti'oner 76a%@lealEoni¢ contioder operativel yasspsiatedwith thealeplesed priodudtio ot her
operators, -such as original equi prent manufacturers (OCEMs); with data
access. The cl adea-arlutervectad mogsied imthe 6EBctaric tharlke etk dal-aithiddcade dat a
and signals back into engine controller 62 and other aircraft systens such
as hydr audaré inchidunglh bips@bathitcbluaPsectianshdinssped Rrahftedthle Qectfcl the %?\l:n‘- time

m ssi.on-adaptive processing and performance optim zation. [0040] Wile it

may be dagtiaklie b6:h SIS b SE Y hELEGLLLINS A0, @if&@&@%’éng _

accessed, certain data which has been processed as to prevent

al gorit h%oﬁxf@ﬂﬂkd@ﬁliogaidﬁr%}{@&s g engineered or the 1ike, may be
e

advant ageously acces By. oltsi de, renote. users. Accordingly, the opén
architecture. section 63 may incl.ude. one or nor rocessors 78  and a
mi croserver 80 AP %%rﬁf'ﬁﬁ%@? fomthe Beqﬁ)fedrpé‘?‘ﬁ'}cg AReTPatpe deviggadapted -

m croserver ;8% gls(nerat es a wreless systemor intranet about the aircraft
or engi neﬁ%‘ﬁr T SORYRUH A B TBUTISBRCHi th the Internet as by a | ocal
area network (LAN) 82," cellular network 84, or satellite 86. The :

m croserver, for e l e, host a webpage enabling renote conputing:
Zc.) ncPsystem o) %lazm 1, wherein Vt%e gmcroserver hogtsaweb page aanDthe . J

" computing device accesses the web pége through the Intemet, the web page having an IP -

' addr@ss'avai]able for a plurality of Intémét protocols.

3. The system of claim 2, wherein the microserver and computing de_viée

communicate wirelessly by way of a local area network.

4.  The system of claim 2, wherein the microserver and computing device

communicate wirelessly by way of a celli_l]ar network.

5. The system of claim 2, whefcin the microserver and computing device

communicate wirelessly by way of sétellite. , - . o ,

6. The system of claim 1, wherein the deployed product is an airc.:raﬁ engine.
- 7. The system of claim 1, wherein the deployed product is an aircraft.
8. The system of claim 1, wherein the closed architecture 'section includes a

‘smart signal conditioner,
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devices 88 to log into the webpage by way of the Internet 89 and receive
the processed data. [00411 Any nunber of renote conputing devices maybe
enpl oyed such as, but not limted to, desktop conputers 90, |aptop
conputers 92, personal digital assistants 94, cellular phones 96, and
wireless PC tablets 98. In doing so, a user in d |location renote- from the
ai rborne airerall, auehydén bRl of ke ROMBrddroLRERANGAILAEL 1, can
gai n.access to certain englne dat a’ mar Rtaini e proprle ary nature
of certa|Q?QRQ&Q%_aIgorlthns The engine 50 is. able to do so due to the
dual architectur& card 64 and its smart signal conditioner 76 and high
security connector 70 betmeen the open architecture section 68 and closed
architecture s§@t Oﬁéé.l a other enbodi nent, the closed -
architecture sectio h@éyslt w {+ Whergin theglpsed sechiitgatirersgetion inglydes a

m croserver 100 may host its own webpage, and by way of a secure. .internet
connect i oRSCUEINABIWesipncicvesn th %‘éomrﬁbteﬁt@rege@mpra%@ébeop@ ardatec*aw ssogome
data, or nodify the proprietary algorithm Such a system may enable -
software upgrades 'fromrenote |ocations while still preventing unwanted
access. [0043] likr omThheyste efidriny}, wineeiotheorodiputing devité is selected Goarthe wi | |
recognlze the teachings of. the disclosure can enable renpte access to

certai n r gaduptdfitemgeating ddvicas depistiyg df peskobpaomphicts 1ptdp donﬂﬁﬁﬁr@%tsﬂ&lcer tain
other .data or software of the deployed product from being.remotely .

accessed. dilidal &sishatssysluRMdighohas indRiekidatpidd reference to ‘aircraft
engines, it is to be understood that it could be used on any other form of

depl oyed product as defi ned herei'n above. WHAT |'S CLAI MED 1'S: 1. A system
for C0mTUﬂ| cat Ilﬂlg \/\ﬂf‘h@sﬁteﬁﬁ‘@ﬂ &Mﬁﬂl RVIREYS the FQEREIdS 'eﬁ‘&utes propnetary, protected

software
13.  The system of c].aim‘ 1, wherein the o?;en'sid_e executes 'unprofeeted software.
‘14.‘ The system of claim 1, wherein _th.e duaI'—'architecture ‘card ‘Perfonns as a client
to _the Intemet. o
15. .The system of e]aim 1, Wherein the dqal-architecthre eard perfonpe as a server -

to the computing device rerhote from the deployed product.

16. The system of claim 1, wherein the dual- archxtecture card generates a local
w1re]ess intranet in and around the deployed product capable to operating in conjunctlon w1th
~ the Internet the local wireless mtranet also being capab]e of operating mdependently of the

7 Intemet.

17.  The system of claim 1, wherein the dual-architecture card acts as a
coordinating server in communication with other computing deVices, servers, and systems

onboard the deployed product.
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an electronic controller operatively associated with the depl oyed product;
a dual -architecture card nounted in the electronic controller, the

dual -architecture card including a closed architecturesection and an open

architecture section, the open architecture section including a

m croserver, the mcroserver;generating a wireless system around the

depl oyed productlf. Afticaystamphitiing 1 (ehireia thedal-erchit @ik Q%ﬂ%@t}%ﬁ%@ﬁ%lyﬁ
t he conputi ng devi ce adapted to-wirel essly comuni cate wt

m croser vefor data abaBysiyst em of claim 1, wherein the m.croserver hosts a web
page and the .conputing device accesses.the web page through the Internet,

t he web page having an | P- address avai |l abl e for a plurality of | nt er net

protocol's. 3. The sy nlcro erver d, conput i ng
devi ce conmuni (lizlgt e ahggsgsgﬁfah%/ﬁ%i M?%] éﬁwg e%olﬁ qr\&}}q(anapymsagp The

syst em of croserv and ¢ u dev:ce
cgmmnl cat g(l'c\%%sjr?% grsgﬁlégbrg%at geJ@F‘P'ﬁ%&ﬂmﬁ’@ n’g& odyffe system of claim

2, wheréin the mcroserver and conput i ng devi ce connunlcate wirel essly by

way of satellit 6..sThe syst of claiml, wherein the deployed product is
an aircraft eng?Q‘ie )‘f%\é" %f)e/g;f’@rﬂ d’fheé‘?“éfhﬁdﬂal -ipleitestune £4rd haetp lestmidalpr oduct

is an‘aircr f 8. The system of claim 1, wherein the closed architecture
section i-n¥ H%téor’éab%?fﬁll‘qd%ﬁ]%ﬁlpr%'ﬁﬁl tioner. -16°9. The syst emof claiml,
wherein the closed architecture section i ncl udes a

21. The systern of _clalm 20, wherein the technica] pub.]ications are accessiﬁ]e fror‘ﬁ

’ Ithe computing device remote from the deployed product.
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m croserver. 10. The systemof claim1, wherein the closed architecture
section includes a security connection between the closed architecture
section and the open architecture section. 11. The system of claiml1,
wherein the conputing device is selected fromthe group of conputing
devi ces consisting of desktop conputers, |aptop conputers, persona

di gital assistarg.s, Aegag_uﬁﬁ'heheéiﬁ@kwgﬁﬁn and wireless PC tablets.:' 12. The
systemof claim1, wherein the closed side executes proprietary, protected

software. 13. ThesmateMdfios! @i m 1, wherein the open side executes
unprotected software. 14. Th€ systemof claim 1, wherein the :

dual -architect er f.or as a client to the Internet. 15. The system
of claiml, V\hg{(g?rgnﬁ{sﬁgﬁﬁﬁé?@ g?%‘gﬂsﬁ{eé’g’t@rﬂée@ﬂfﬁesﬁ%rﬂeﬁtﬂ% as a server. to the
conmputing device renote .frgmthe dep] oyed product. 16. The system of cl-aim

1, wherein t he dWEINSsClrR devastsam A dhefombstesseatiomical wirel ess | nt ranet

in and around the depl oyed product capable to operating in conjunction with
the internet tHHecashganrropndglpaidedshencofahe aingoedsear segtiag padabestioh se@Rhaidd g

i ndependently of the Internet. 17. The system.of claim1, wherein the

dual - ar chittrtboteseetiogr d acts as a coordinating server in conmuni ,cat'i;on w th
ot her conputing devices, servers, and systens onboard the deployed -

product .- -17 18&n eRetronitSbewdlRt nuaieditd the¥aGHE the HB&r A GrAbAY dofGbithg -car d
hosts software tools. o . - o __
and monitoring operation of the engine; and '
a dual-architecture card mounted in the electronic control box, the dﬁal-archjtecturé

-card including an open archltectur_e section and a closed architecture section, the open -

architecture section including a microserver, '

2

" 23. The gas .turBine engine of claim 22, wherein the microserver hoéts a wéb page

the web page having an IP address available for a plurality of Internet protééols.

24, The gas turbine engine of claim 22, wherein the microserver generates a

wireless system surrounding the engine and adapted to connect to the Internet.

25. . The gas turbine engine of claim 22, wherein the closed architeétur’e'section of
the dual-architecture card runs proprietary, engine-spgéiﬁc, algorithms inaccessible by the

open architecture section.

26. - The gas turbine engine of claim 25, further i-n-c]l;ding a cloééd-ioop cén_trol
-bétwéen the closed architectqre section and (ﬁher.rcar,ds within the engine control box, thé |
closed architecture section receiving raw engine data from thé other cards of the engine
Vcontro] box, executing the engine-specific algorithms based on the raw engine daté, aﬁd ,
transmitting control signals to the other cards of the ‘e]ectfonic control box to modify |

operation of the gas turbine engine.
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for data analysis. 19. The system of claim 18, wherein the software tools
for data analysis are accessible fromthe conputing device renbte fromthe
depl oyed product. .20. The systemof claim1l, wherein the dual-architecture
card hosts technical publications about the deployed product. 21. The
system of ¢l ai:m 20, wherein the technical publications are accessible from
the conputing @&vi c@he gaonbirferanginiehod chip 20y ehkrein siidbsed 2%hitbetRSsectidly i ne
engi ne conprisi-ng: a conpressor section; a conmbustion section downstream
of the coimphessomic@edrv@n; a turbine section downstream of the conbustion
section; a casing surrounding at |east one of the conpressor section,
conbustion section, and turbine. section; an electronic controller nounted
to the casing, 2g8he ghesism '\ N [ NG nitoring -
operation of the engi n%;S gﬁg&a&gﬁglo?giragﬁfztﬁ’g@%@gltﬁceggl 31 %@D%ﬁ?réguef’%m?ﬂe :

el ectroni BQX., 1t . -architecture card including an open

ar chi tect'ﬁrcgﬁgge%:%gﬁ(g%%l cgﬁ(gﬂglgééd architecture section, the open _
architecture section including a mcroserver. 23, The gas .turbine engine
of claim 22, reis the mcroserver hos -web page, the web page having
an | P-.addr.essy\%g\?ai I a%%%asf‘%n#’nﬁ BEF QF flaym cgnf"’f ap H&d%aﬁfﬁb'mgﬁ‘cgd%urﬂm gas

t ur bi-ne ‘e.ntF:jliHaerof. ﬁl aim?22, wherein the mcroserver generates a wreless.

syst em suPFlgess g Tsﬁ‘él“é%&?q’?é?‘%@t‘é[mé_ﬂpQW%Wﬁ@m section #yed ¢logedr net-.

. architecture section.

30.  The gas turbine engine of claim 22, wherein the microserver connects to the _

Internet by way of a local area network. _

31.  The gas turbine engine of claim 22, wherein the microserver connects 1o the

Inten_let.by'way of a cellular network. _

32. The gas turbine engine of claim 22, wherein the microserver connects to the

Internet by way of satellite.
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25. . The gas turbine engine of claim?22, wherein the closed architecture
section of the dual-architecture card runs proprietary, engine-specific,

al gorithns i naccessible by the open architecture section. 26. The gas
turbine engine of claim?25, further including a closed-1oop control between
t he cl osed architecture-section and other.cards within the engine control
box, the closéd. ar ¢hiledarditectsramidior necisiadepbyed odfi@] Efnptishiy: from the,

ot her cards of- the engine control box, executing the engine-specific

al gorit hns basedlssed bivhiteawesbgione data, and transmitting control signals
to the other cards of the electronic control box to nodify operation of

t he gas turbi ngnepat &h; ; i i ne pof..claim?22, wherein
t he cl osed archi tgct urgnescéi%% ig'fy)crtlm;(’[.'t ?ﬁ_gﬁﬁ’d‘{é@‘%ﬂ?%%ggéé‘w ﬁ.‘il%'@fﬁ%e’a&%
turbi ne erg ' ' ein the dual .architecture section-

el Udes 1 iferdtenfer Bibiding MR Eedvi5 508ea & el T e TeSBRgRRE of <l ai m
22, wherein the dual-architecture-card further" includes a hi.gh-security.
connect'or bet wBER IR CYPERI U Ry eddhe Flasedrehitsatvuamucionaddhanpdni t ect ur e
section. 30, . The gas.turbine engine of claim22, wherein the mcroserver
connects P§hiteRIure Sagtiann e spppripagonpEction eewingpreprisiatysofikare3hd ditadn gRS
turbi ne engi ne of claim22,- wherein the mcroserver connects to the -

| nt er net gpsedayclifectireedelion imon eommukica®? to THe@peasrchitichird seciggi Ne of ¢l aim
22, wherein the m croserver connects to the S .

34. The dual-architecturc card of claim 33, wherein the closed ar_éllliteCture‘secti'on

includes a smart signal conditioner.

: 35 ’ 7 The dual-architecture card of 'claim'3£§.,' whgreih the deployed product fs an -

_aireraft engine.
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Internet by way of satellite. 33. A dual-architecture card for use in a
depl oyed product, conpri sing: a closed architecture section; an open
architecture section, the open architecture section including a mcroserver
the mcroserver generating a wirel ess system adapted to connect to the
Internet; and 'a security .connection between the cl osed architecture
section and. th%ﬁopeﬁlh?t Qfé@mtml@eogwmhadebby@@ududtycdﬁ%ﬁﬁ@l on
ensuring proprietary software and data in the closed archltecture section.

i s not communi ciastelinga duabarohientuas cdrd 126 bl ERcEAHE ol dof dk?]o md

dual -archi teeture card of claim 33, wherein the cl osed ar ch gtu e CtIOI’l

i ncl udes ahs Haaltarctiigofie 6O HchidaRe! closa: archlte_&ﬁre%galon%hﬁ %hg%{lg&: &%‘%{rg\

claim 34, wherein the deployed product is an . alrcra

met hod of sgegapyni cating-with a depl oyed product, conprising: installing a

dual - archltecture card into an electronic controller of a deployed product,
closed architecture section and

. the -dual - arc %:Euq&tggarrg car cl udi

an open ar chitecture=sectl" yso %‘éﬂ?r}%g‘: aﬁeéa@é@c&rwsmmmmme cl osed
architecture. sgg{ og}fb{gﬁ) é)n data received fromthe depl oyed product;

t r ansfer r 8% RIo¥e4 POf9the closed architecture section to the. open

architecturé. section for access fromthe Internet or |ocal-conputing

devi ces; and WepEraedpipcessethdand fromnbe tlbsedmrﬂnﬁmfﬁied&irﬂofth@@énhe open .

architecture section to a renote conputing devi ce. _
: archltecture sectlon for access from the Internet or local computmg dev:ces and

wire] essly transmitting the processed data from the open architecture section to a

remote computing device.

© 37.. The method of c]alm 36, further including the step of provrdmg a microserver

on the open archltecture sectlon

38. The method of clalm 37, further mc]udmg the step of hostmg a web page on

the mlcroserver, the web page having an IP address avallable for a plurahty of Intemet

protocols.

| 39.  The method of claim 38, wherem the web page is accessrble through the

" Internet and a Iocal area network

40.  The method of claim 38, wherein the web page is aecessib]e_ﬂnrdugh the

. Internet and a cellular network.

41,  The method of c]alm 38, wherein the web page is accessub]e through the

,Internet and a satellite.
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37. The nethod of claim36, further including the step of providing a
m croserver on the open architecture section. 38. The nethod of claim 37,
further including the step of hosting, a-web page on the mcroserver, the
web page having an EP address available for a plurality of Internet
protocols. 39. The nethod of claim38, wherein the web page is accessible
through the | nt® net Thametiod otcdtimaite avhemimtichrand@rrinpsespriepiitdmed tsbaslin 38,
wherein the web page i-s accessible. through the Internet and a cellular
net wor k. 4gcurity Thendutivh onkucihg tegiroprivary whiew g s A @ciBELIRAYehd %eﬁCCESSi bl e
through the .Internet and a satellite. 42. The nmethod of ¢Claim 36, wherein
t he transfaehiicbgrsicRbonh sSnd@E insked t hrough a security connection ensuring
the proprietary software is not accéssible by the open architecture,
section and the Internet. 43. The nethod of claim 36, wherein the depl oyed
product is an asrcr L her 26l d_of claim 36, wherein the
remote conputi ﬁg’ de—%erﬁﬁgédsqg%ﬁﬁeg’c? ’ P;rﬂ 8_%15{ @8%8@8?3%; g d?“iﬁo%“ea'.% Ty -
devi ces includi ng desktop, conputers, personal. digital, assistants,
w rel ess PC tahlets, ' s.and. | aptop .conmputers, 45,. An.. ‘
el ectronic con? %‘ ol | gﬁ%%ﬂ%@%ﬁ%ﬁﬁg,’ wggr%tﬁgf ote ﬁ%?‘t‘:f‘s"’&die&‘rc&l‘_ﬁ selsstadr e
section fgr_controlli and: nonj.tori'ng the engine; an open architecture
sect’i on. ?{?c ﬁ’gigﬁ%u]’adlr}?'@?%sc8wg{’n3é§“ & isuding, desktopjcomprtess, pgrsenshdigitabt ed
to connect to the | teﬁa%et' and . ' R

-~ assistants, wireless tablets, cellular phones and laptop computers.
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a Securi ty connection between the closed architecture section and the open
architecture section. 46. The electronic controller of claim45, wherein

the engine is a gas turbine .engine. f
‘45, ~ An elec;trenic cbntfelief for an-en'gine comprising:
a c]osed archlteeture section for contro]hng and monitoring the engme
E an Open architecture section mcludmg a microserver for generating a w1reless sysfem
adapted to coénnect to the Intermet; and |
a secunty connection between the closed archltecture section and the open

~ architecture sectzon

46. - The eIectronipéontrol]Er_ of claim 45, Wherein the engine is a gas turbine

r

-engine.

-24 -






