COVPRESSED ECDSA SI GNATURES 2 3 4 FIELD OF THE | NVENTI ON: 5100011The
present invention relates to cryptographic schenmes and has particul ar
utility in digital signature algorithrns. 7 DESCRI PTION OF THE PRI OR ART 8
[ 0002] A digital signature of a nessage is a nunber dependent on sone secret
known 9only to the signer, and, additionally, on the content of the nmessage
bei ng signed. Signatures 10are neant to be verifiable. If a dispute arises
as to whether a party signed a docunent 11(caused by either a signer trying

to repudiate a signature i i ?ﬁﬁlﬁk nt 12claimant), an
unbi asea third party shoul g%%%ﬁ%‘qﬂég\o §Etter equi t ably,

W t hout 13reqU| ring access to the signer's secret information (e.g. a
private-ke si gnatures have many applications in

i nform IO%@@@}W%@@%\] cular, as 15they are used in cryptographic
schenes 5 Sqmmppl'liheatemunmvcnmhmaemmmmwmpﬁ@nmeﬁﬁldéla&mw piiEy in and
non-repudi ation. One particularly significant application of digital

LAt

si gnat ures A R Er T cat i on of public keys in |arge networks.

Oertlflgatllﬁ;&dﬁl) EeronerI@ t{pipted third 18party to bind the identity
of a user to a pu ey, at at sone later time, other entities can

19aut hent i a publ $ h SHABG Aef @k b gontd de&tBehotAi I d
party. r230 ﬁg&g!l] Ag%?y%%osgﬁﬁuﬂogpg%&g%i‘ known ag‘;the Digital Si %gature

Al gorit Bm (oDSAY thessignet arde addiipne e opiel coRIER A the meFsBLE ‘é‘?ﬂ“gcﬁ‘%'t?ﬁs§ atures

I ntractgbi 'aké[\%éemt ﬂ%%ﬁﬁa%‘fer qF Lab AL DAL EMparR?siTha ARBAM@S pr oposed
by the U 'S tional Institute of Standards and Technol ogrmé&ll ST) 23in 1991

and has! Ibedenveedby-aiihs, 2 sfEmaicraPe PAFRYAIFE S BIaPFOE 4 STeRlg B2 &(FI PS 186)
cal l ed 124 the, gt flvistORal Phey sSbARBaLEle (IeRlve Hdr@atdh gQnifablRMvitiioua vari ant

of the well known El Ganal 25signature scheme, and can be classified as a
di gi t all3si geraiineecedss 1o thppeisep secrst inormafian et PRI Es on cr ypt ogr aphi ¢
hash functions rather than custom zed redundancy functions). 27[0005] The
Ellipti Cyoous] Di ghigdl sighgirad hive mAhg appilicition§ BGEA)atios sausiygimgrrcelas ehene

15  they are used in cryptographic schemes. Some applications include authentication, data

16  integrity, and non-repudiation. One particularly significant application of digital signatures is
17  the certification of public keys in large networks. Certification is a means for a trusted third
18  party to bind the identity of a user to a public key, so that at some later time, other entities can

19  authenticate a public key without assistance from the trusted third party.

20 [0004] A cryptographic scheme known as the Digital Signature Algorithm (DSA) is

21  based on the well known and often discussed intractability of the discrete logarithm problem.
22  The DSA was proposed by the U.S. National Institute of Standards and Technology (NIST)
23 in 1991 and has become a U.S. Federal Information Processing Standard (FIPS 186) called
24  the Digital Signature Standard (DSS). The algorithm is a variant of the well known ElGamal
25  signature scheme, and can be classified as a digital signature with appendix (i.e. one that

26  relies on cryptographic hash functions rather than customized redundancy functions).

27  [0005] The Elliptic Curve Digital Signature Algorithm (ECDSA) is a signature scheme
28  that may be used in elliptic curve cryptosystem and has attributes similar to the DSA. Itis
29  generally regarded és the most widely standardized elliptic curve-based signature scheme,
30  appearing in the ANSI X9.62, FIPS 186-2, IEEE 1363-2000 and ISO/IEC 15946-2 standards

31 as well as several draft standards.



28t hat may be used in elliptic curve cryptosystem and has attri butes
simlar to the DSA. It is 29generally regarded as the nost w dely
standardi zed el liptic curve-based signature schene, 30 appearing in the
ANSI X9.62, FIPS 186-2, |EEE 1363-2000 and |1 SO | EC 15946-2 standards 3las
wel | as several draft standards. 1[00061ECDSA signature generation
operates on several domain paraneters, a private 2key d, and a nessage tn.
The outputs are the signature (r,$), where the signature conponents 3r and
S are inte a 0 er k ER
[1,n - 1? ﬁﬁ@%? ngq;'g:rlliesr %ggl%ﬁﬁe geoﬁ%?l?lllga@?éeﬁé% é?‘gleall 8&%&108&%3&8@1(4 Vg%xl 'Yy )
and conver tkex i, 4nd aawesiagt @gdhe owthias ere fhej ssgnatupedt.mt Wb‘FTe&WS@@PWeﬁPmEOT@Hﬁsve E

andls ne ter 3. Conpute r = -1, nod ii, wherein if
r ?heno'%c(l)gtﬁlrgcrlg%gag E‘f(ﬁ)%%% gﬁﬁleorzrpute e = Hm, where H denot es a
crypt ogr aphi ¢ hash function whose outputs 9have a bit |length no nore than
that of 4n (if thi-Selegrdpmdonriniegerriot, Bartild4n king wpehtbe AEMADBHEPHES of H can
be truncated). 115. Conpute s = 11(e + a r) nod n, where ais a long term
privatekey of t t 46.

Qut put the pair %PC ’*Q*‘S?@as t(ﬁ'éy%)(% “Ysef‘g"nat%ﬁ@‘e%? gba,gﬁgﬁcteglss}gpg&rtn&nar}

15[ O007ECDSA si gngiclitre et fid @alof he dopeinahesieers. sever al donmi n paraneters,
a long term 16 public key vihere Q= aP, the rressage in, and the
signature (r, s) r|ved abov 7siy9f i.cation outputs a
rejectidn or accepramEE’of “it (()ed'?s’lwg'3r “u’%'é"O %r oaggg als 18f ol | ows. 191.
Verify that r and s are integers in the interval [1,n-1]. If any
verification fai4. stoﬁﬁbhherr H(m)eyweat Haknatss a @yiogrgdhic 18R funGompritose @utput( m) .

223. COgPUt ew _have g?)q length no more than that of » (if this condition is not satisfied, then the

10 outputs of H can be truncated).

11 5. Compute s = k'(e + « ) mod n, where o. is a long term private key of the signor.
12 If

13 s =0, then go back to step 1.

14 6. Output the pair (7, s) as the ECDSA signature of the message m.

15 [0007] ECDSA signature verification operates on several domain parameters, a long term
16  public key Q where O = aP , the message m, and the signature (r, s) derived above. ECDSA
17  signature verification outputs a rejection or acceptance of the signature, and proceeds as

18  follows.

19 1. Verify that r and s are integers in the interval [1,n-1]. If any verification fails
20 then a rejection is returned.

21 2. Compute e = H(m).

22 3. Compute w =5~ mod n.

23 4. Compﬁte uy = ew mod n and ¥; = rw mod n.

24 5. Compute R =, P + u,Q =5~ (eP + rQ) (from 3 and 4 above)
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234. Conpute ul= ew nod n and u2 = r}v nod 245. Conpute R = ulP + u2Q = 5d
(eP +rQ (from3 and 4 above) 16. If R = 00 then the signature is
rejected. 27. Convert the x-coordinate x1 of Rto an integer |, ; conmpute v
=i nmod 72 38. If v =r then the signature is accepted, if not then the
signature is rejected. 4[0008] To i nprove the efficiency of ECDSA signature
verification, in particular step 5 5above that includes an inversion of s,
t he ECDSA signature has been known to be 6conpressed by truncating s by

omtting 2b bits. ch _co essi I.S.; t he cost of additional
7verifi gati on st gpls%',k \Aﬁﬁ%mﬁeasz aglgenilsﬁeﬁ%\%\%i' to cost the verifier

approxi mately 221, extra elliptic 8curve group operations. 9100091Si gnature
conpresgion i s pdrConvett sire weapedinater [of Rithatiniggerol i e Sppl P4t ons 10
wher e bandw dt h conservation is of paranpunt inportance, and additi onal

crypt ographi c 11%Pﬂrva—1;jt9é}§thf§igné?uﬁe§%@Qflze)ﬂhﬁﬂ&%&%mg&a% Nedjdctdaer . An

exanpl e 1s a two-di nensi ona ar code, ere bandwdth is very limted,

but the verifier processor nay be fast. Another exgngl e.is 13 REl Dstags,
whi ch néded IBORRr fFogmperve i ebhqisnsy GERYSA Sgnaiuter cBRFEP™- P IHRE HER ° dat a,

and 14t her el gy anhiGldeaRsity & SbRbr HRBUDHA i kti¢ehas bdasinbahksebe 15[ 0010) A
schene for ECDSA signature conpression. is needed that, h a c Sﬁ%;[}c?%h

> . . e
16ver i fifer omatessed by HERCatRGH DY RIS 28\ PitELSUE SABPEELTIR A4 RH e 2 1111t

i s theref orghiafueRkesd which hikEoeBh RERAL Lo bhY BRtveRRertapprokivialye2’ bext@icttipgat e at
| east one 18of the above-nentioned di sadvantages. 19 SUMVARY OF THE

| NVENTI &N 200CEI2PICRe 8@ Saspect, there is provided a method of conpressing
a digital signature of a 21lnessage, the signature conprising a pair of
si gnat urse cloogEnertignature Somyirb@iomad faattuzdpdesiabladgn @pbgraphid apglicetipas r  of

val ues d,,rela eﬁ mat hematically to s.and with ol tc@‘é pdkhggs bei ng
tional t
23smal | @r t‘f‘n]%?ﬁeel%%nhg H&‘W’fﬁﬂ?’ﬁ% 'Stqggxrgrﬂguréé Boena\fq%er’ a?cﬁ%&sﬁ gnat't roé onponent s,
i n the di gidpatatiddbzhgbateudity landled by hawetifieg Athexagiplpriat twedimensonablrgedent .
12  where bandwidth is very limited, but the verifier processor may be fast. Another example is
13 RFID tags, which need power from a radio frequency field in order to transmit data, and

14  therefore low transmission bandwidth is very desirable.

15 [0010] A scheme for ECDSA signature compression is needed that has a cost to the

16  verifier that is less than such previous compression schemes.

17 (0011} It is therefore an object of the present invention to obviate or mitigate at least one

18  of the above-mentioned disadvantages.
19 SUMMARY OF THE INVENTION

20 [0012]) In one aspect, there is provided a method of compressing a digital signature of a
21  message, the signature comprising a pair of signature components 1, s, the method comprising
22  obtaining a pair of values ¢, d, related mathematically to s and with one of the values being
23 smaller than s, substituting the one value for the signature component s, in the digital

24 signature and forwarding the signature to a recipient.

25  [0013] In another aspect, there is provided, a cryptographic system for generating a

26  compressed signature from a pair of signature components r, s, the system having an



25(0013) I n anot her aspect, there is provided, a cryptographic systemfor
generating a 26 conpressed signature froma pair of signature conponents r,
s, the systemhaving an larithmetic unit to provide a pair of values c, d
mat hematically related to the conponent s, and 2a signhature generator to
substitute one of the values for the signature s. 3100141l n yet another
aspect, there is provided a cryptographic systemfor verifying a 4
signature r, c received froma sender using a system as defined above
conpri siNg Afwmdiuhft iBsb6idt!Rblir §Qalu8EO\iehathdAtieINQEIated tolthecordlotes s and
conpare the other value wth predefined 6¢criteria. 71001511 n yet another
aspect, % netiEnslrogenein fesbtige anchfghe wiues fo MestmaEs: s) is” 8provi ded
that includes the steps of substituting the value s with a smaller value c,
the val ue cjpidpei ng yeemvihetashédd hese Bpebvateataleemiogedphie sgktert foe verdflying ad bei ng
smal | enough such that. c.i.s 10snmaller than s; dds%bgtc(i)r%urgsgr%% t he val ue s
with the val@BuEek §ravead 109 a8 rr'ésé‘kgeacfygtf‘ar?gfi%g TF O B 001611 n yet
anot her aspegimet? iR tdedovef the@thef yfi thgyaues anpécagaedhsitymatiue ¢ith pregefoed ded,
13t he commpressed signature including a value ¢ substituted for a value sofa
full si g&gtwg‘a(r, s), 14 the nmethod conprising the steps of conputing a
val ue d using paraneters of the conpressed 15 signature and a nessage, the
val ue ¢ ‘bei #g13er i net fnothnr sshect\eahetodbfanuptekreng caligite] signafwel (716 iweri f yi ng

the conpyessed.sianature [.f v ; . [ c
pr edet ortn ra LA s bl Rt b Bhe oAl B BRI B PAE 51 71 e
enmbodi meht  lofing dvevédivent awhansthet vahow!, Be vdles dibeing gmply engagh ofch grbedsl e onl y

20with refe ) : j L Sl athrd S @
A L T R L A s

illustrating ©ne enbodi ment of a signature conpression 23 schene and a
signature verification schene of a conpressed signature; and 24100201Fi gure

3 is flow cfoatd] i | Inust £RtHPEpadI ol HGhoEsIRAT AR coffpredsed isighalngiEpre GERY, €SSsi on
13 the compressed signature including a value ¢ substituted for a value s of a full signature (r, s),
14  the method comprising the steps of computing a value d using parameters of the compressed
15  signature and a message, the value ¢ being derived from the value d and the value s; and
16  verifying the compressed signature if a value for d can be found according to predetermined

17  critera.
18  BRIEF DESCRIPTION OF THE DRAWINGS

19 [0017] An embodiment of the invention will now be described by way of example only

20 with reference to the appended drawings wherein:
21 [0018] Figure 1 1s a cryptographic comununication system;

22 [0019] Figure 2 is a flow chart illustrating one embodiment of a signature compression

23 scheme and a signature verification scheme of a compressed signature; and

24 [0020] Figure 3 is flow chart illustrating another embodiment of a signature compression

25  scheme and a signature verification scheme of a compressed signature.



25schene and a signature verification schene of a conpressed signature.
DETAI LED DESCRI PTI ON OF THE | NVENTI ON 2[ 0021] Referring therefore to Figure
1, a cryptographic comunication systemis 3generally denoted by nuneral
10. The system 10 has a first correspondent 12 and a second 4
correspondent 14 that may comruni cate with each other over a commrunication
channel 16. ,5 The comruni cation channel 16 nmay or may not be secure. Each
correspondent has a 6c¢ryptographic nodul e 18 and 20 respectively, for

per form ng pEYRIGES BRBCRORENabE PAE INVER@ARIEach cryptographi c nodul e 18
and 20 is capabl e of perform ng elliptic curve 8 cryptographi c operations

such as ECD |gn ration and verifi i on sch erating on
t he ellliilﬁfzﬁrveﬁ %ﬁﬁ O%G%Egﬁe r%Pﬁmﬁﬁaq?%%”@ﬂﬁBﬁVﬁ%ﬁFgmﬁéscr|bed
her ei n 10ar genpany t&idtedrlyusidial a0 Ehefs@itenamo Eﬁa%tabgenpbmdem mlfmde;ecbmd
exanpl e, ,the |nte8 I % in the 11si. natﬁ{ % % an be co %%&:1§t t he
cost of ¥he UErRPiEY 1A LeHPAYCTY HY LG PRPGE @ COEPYRESSH 4R

oper at i ofis. THbRORABidatioicHahlied 16 eﬁjaedhmgem bexenp! Efa¢1ecd>mespoﬁdeguhae a2 t he
correspopndent 12 e red to ner” rrespondent
19ty b Byepray gyt 1F b Fiber ReDo nekedRR oy hie R0
generated by the signer 12 for a nessage in, is produced as descrlbed
16above. 7 To[002Huc eEardwitairiphictielut iGrat 20 & cepabldrd pederpriesdrliclyyrve

substi t ué I n%yg%gé¥§{§é%%%gi $%C§ZPIXCBS§E@\£’(§JC @rﬂﬁm%md IQ%CX@J&Q%H%S and ¢ in

this exanpl e expre s a-c nod n, the value of d
b;al ngI chos eapeﬁat:)img og hﬁtetllibni: Swde maﬁlhecaro;/v:adhwd F&lanhéemb’shmqmsmohbgi HeQeitt ange

of valu ou or t he t ters an s used in
Che. 20vali { MEARRENDt wifs foraB LD M U YR P ROV e TR LRl o

21[ 00241Val sigstifrer(r,c) andedorpisdae atahd aistefdhdneritisi iegdiag warerfaﬂlh adafiticnhle
extende(il Euclltdea 22alrfclor|thmto find an equation of the formds + tin =
c. More predPRBEYPIE AREFIPYr medi ate steps 23 in the extended Euclidean

al gorithm conpute values x, y, z such that xs + yn = z. Normally, 24 the

ext endeqj3 Euﬁiﬂhﬂeanlnazl B énﬁﬂ%mn%géﬁﬁlp%édﬁﬁn%?l-é 2 )fhea%geéf)oﬁd/e@{ pedaage O or 1)

and | ar W%es 25l'arge as n or s) s wth larger and [(about the
si ze of ﬁ‘\ a @dlﬂé@rj’eétﬁnvfel apyl thar@rrespandenp it ‘ZaB('EPer&F‘le‘}/tolasauﬁF ¥E - f\and s

have a ¢9oMPAPEAGIRLYFGH WhdrhtedO thOSigher 10 %r alMRsB N, 5 r&fucl as described
16  above. To reduce bandwidth, the signature can be compressed by substituting, for example s,

17 by a smaller value ¢. The values s and ¢ in this example are related by the expression
18 s = —c~mod n , the value of d being chosen such that c is a smaller value than s. The possible

19  range of values or ‘bounds’ for d is part of the system parameters and is used in the

20  verification step for determining if a recovered d is acceptable.

21  [0024] Values for ¢ and d may be obtained by using a variant of the extended Euclidean
22 algorithm to find an equation of the form ds + un = c. More precisely, the intermediate steps
23 inthe extended Euclidean algorithm compute values x, y, z such that xs + yrn = z. Normally,
24 the extended Euclidean algorithm begins with small x and y (valued at 0 or 1) and large z (as
25  large as n or s), and ends with large x and y (about the size of n and s respectively) and small
26  z(usually 1, unless » and s have a common factor which will not occur for the choice of n

27  andsin ECDSA). In the present embodiment, the extended Euclidean algorithm is stopped
28  part way, to obtain values of x and y that are intermediate in size, and meet the requirements

29  ford and c, respectively.



27 and s in ECDSA). In the present enbodi nent, the extended Euclidean
algorithmis stopped 28part way, to obtain values of x and y that are
internediate in size, and neet the requirenents 29for d and c,
respectively. 1100251The val ue obtained fore is substituted for s in the
signature to provide the 2conpressed signature (r, c). This is then sent
fromthe signer to a recipient. 3100261The conpressed signature (r, c) nmay
be verified by a recipient by conputing a 4 point R, where R can be

recovered fpomr. FRGANMELbB-ed Ok E RBubstifRed BF PWithtesi SRV @lpraiRasd bi lities
for R in which case, the follow ng verification schene may be attenpted by

the 6vera fi@mpIsgse Siengweh> €y dkisps thap seat P fhesieper R REFPIYf or mati on nmay be
sent with, or enbedded 7in, the signature or nessage in to indicate which

of the SSi val.ues i s the correct, choi .8f Thi f or
exanpl el,%ot hllgtﬁﬁﬁr s?} hgicg i ?1 (Sélgl\}%'llrﬁ gr’ Qfm?yﬁbg%;%}ng%ﬂ&%eﬁlggé&ﬁ %‘Pgtg{g “a
9si m | ar4 t geimiRgubere Rean bachovsted HroR, 7. tReeovethg R Siogrvamey proyide sesdral s val i d, by

definition. if.. if R = _ . . . b
votat ort 1RGPkt PBh o i ey b B35 PV SR e

si gnat urée (verifier) 14 fohmclverch i evlteindtivdly, sxtraiofopuites iwy-begent withQnehibedded 3can be
above, d ST ek A TRk, BB el R beibob B BB e St BEHRSCT
H(m) . THe ver Rf Tes miybe, lierexamnplestht Srs5t ofdhcainsuef $heds co-drdigate pERpra usi ng
know edg)e tgﬂﬁ}lar?echﬁq MOL gich%m%,gl}eﬁﬂﬁggﬁa%r%ﬁgos piﬁkllngy &%nﬂ'ﬁ?ﬁ?g\d%l)l he

signer and verifier ‘for purposes si gfat ur npr essi on. no such d can
be 17f oind iRt hi T ePheOhpuinich adchidingtibthe @bopmestied issdqgivatenrte (r, c) i s
rejected as bei ng) invalid. 18Simlarly, if a value of d is obtained that
meets tHe bOLRAE a+g’r@ed, the signature may be 19consi dered verified. Such
discrete logarithmal gorithns generally take tinme proportional to 20-17/

If -Ft js enough hen it is guite.pr ical for e verifie 14 to
use suc? arl0Bh gora Yt besgwrg el e Vi o e Friea e Mime S e 1o,
the fuli3 si@nat dR ubihg plicGRBrRioR dvdiBHIR WEthE fcpYent AERENCLREH shove,€id d nod n,
allowing the verifier 14 to also use or verify the full _23S|%nature if he
Wi shes. 4  generally computed as a hash of the message m, e.g. e = H(m). The verifier 14 then attempts

15  tocompute d = log, (cR), using knowledge that d is smaller than a predetermined bound

16  agreed by the signer and verifier for purposes of signature compression. If no such d can be
17  found within the bound, then the compressed signature (r, c) is rejected as being invalid.

18  Similarly, if a value of d is obtained that meets the bounds agreed, the signature may be

19  considered verified. Such discrete logarithm algorithms generally take time proportional to
20 /d. If Jd issmall enough, then it is quite practical for the verifier 14 to use such an

21  algorithm. Once (and if) d is obtained by the verifier 14, the full signature (r, s) can be

22 recovered by computing s = c¢/d mod n, ailowing the verifier 14 to also use or verify the full

23 signature if he wishes.

24 [0028] In another embodiment shown in Figure 3, the compressed signature may be (r,
25  d), where d is the value d used in the above notation, and in this case, a recovered value of ¢

26  isrequired to meet a particular range of sizes, i.e. be “small enough”.

27  [0029] Similar to the above embodiment, the value W = eP + rQ is first computed, and

28  then the verifier 14 attempts to compute ¢ = log, (dW) using any sunitable method for
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2410028] I n anot her enbodi nent shown in Figure 3, the conpressed signature
may be (r, 25d), where d is the value d used in the above notation, and in
this case, a recovered value of ¢ 26is required to nmeet a particular range

of sizes, i.e. be "small enough”. 27100291Simlar to the above enbodi nent,
the value W= eP + rQis first conputed, and 28then the verifier 14
attenpts to conpute ¢ = log, (dW using any suitable nethod for 1choosing

R, which can be done if ¢ is small enough. If no such ¢ can be found, then

the 2C0{mr§§§§§gﬁlvﬂ-ﬂé}{[&5%e (6ne ifd isisthali BlRER. O nd Sudhel BYbd ﬂ)\ﬂﬁd ifly pfnce (and
if) cis obtained, the 3 nature may be considered to be verified although

the fuld s?og?msmdélgpamreéy Hrciseed esdsineim@lidhOnesdapslif) aigofaineds thee| npd n,

i f the yer{ifi.ie hdy W &hﬁ&r@:@to%@e%edvaﬁﬁbxfg}{ tﬁehﬁll fsighlt]lreg gyah UE Eecb¥ered

5[ 00301l n nany practi cal plications, the choice of can often be
narrowetl deXEPMPYtRg BT F/dl“é‘é’p srihenilend wighes duseer yerifrthgiel! signatuge Geq): r
alone. In general, algorlthns for solving 7 discrete |logarithms between R
and song because if

p hm bet ween, - R and 8

the iree "RoRh. e praucs By SuioR M il PGt 4 Shep By B ooy 2 sy ¢ o
check téat choic® betiwgerstwalvialues) @1ggR and-R, igiveh 8 algﬁen dh@bhqtalsaliériﬂﬁhsﬂht sdling onput e
one disgret.e |.ogarli dat 00311The above
conpr e:fs:i o‘%’gcéect?lg’ al"érlrma%/%e eé’?? ?r{fie#’?e%’ﬁ%%g zi?l% tﬁﬁ“ﬂ’ﬁ%’ﬁ%& gﬁ‘b‘l/ r enoval
of 2b W tsWabecadselfchrsﬁrstdbgdri}den wee.pf iele cimermem‘ dfylmcﬂljy atris exy toach2lk tedt pti c
curve g ou |o S term al.ue sel ected by the
si gnerg}r Lpﬁjs%aﬁ)gmu Hp %ggr.a{-} S%c’ nr%?%‘goe ha© gsrte%&?gaggwi\ 0] pilf)bgl ts was
22b extta lé)lcg"natduiaesverl fications, Whl ch 15i s conS| derably nore costly for
noderate sizes of b. 16[00321It should be noted that verification,

conpressi on and deconpreSS| on of an ECDSA 17signature (r, S) can be done
wi t hout! usiORIt helhsrabovercampessiomchpmamaweificlive)y panmpees EGBSAHENSUE means

t hat a1xconpresnsed of£HEHA abing Btk Uf @e b&deﬂ[ﬂﬁér%nﬁkﬁ@raﬁ@i@aeﬂ lIRtiPBurdSgegFUr e as
nature, since the private key i.s not needed to conpress or

a full _19si
deconpPes<’ pgﬁgo’fsuwer%f’ggr?dirﬁqeéemﬁﬁv He %?I%WQ@V thesfenser ¥pkagWpe, this neans
that thi r dcoppidsii@steciiyups B¥ coke oSN Mz 0B Bitdhhs 18" BRRNESRZ MeAAtatibRY whidk| ude

t he schemes descr bed above to verify a conpressed signature. For exanpl e,
1@6‘ 18 consndera y more cosxy for moderate s%/zes of b. P g P

16 [0032] It should be noted that verification, compression and decompression of an ECDSA
17 signature (7, s) can be done without using the private key. From a security perspective, this
18  means that a compressed ECDSA signature is largely guaranteed to be as secure as a full

19 signature, since the private key is not needed to compress or decompress the full signature.

20  From a practical perspective, this means that third parties can provide services using methods
21  that may include the schemes described above to verify a compressed signature. For example,
22 a CA may act as an intermediary to compress signatures created by a signor and forward

23 those to recipients, where they may be verified.

24 {0033} Although the invention has been described with reference to certain specific

25  embodiments, various modifications thereof will be apparent to those skilled in the art

26  without departing from the spirit and scope of the invention as outlined in the claims

27  appended hereto. For example, the technique may be used with other discrete log signature

28  algorithms where an ephemeral private key is used to generate a first signature component



22 a CAmay act as an internediary to conpress signatures created by a
signor and forward 23those to recipients, where they may be verified.

24[ 0033} Al t hough the invention has been described with reference to certain
speci fic 25enbodi ments, various nodifications thereof will be apparent to
those skilled in the art 26w thout departing fromthe spirit and scope of
the invention as outlined in the clains 27appended hereto. For exanple, the
techni que nay be used with other discrete |og signature 28al gorithnms where
an ephemergd: iPhbysdugd ke nSsshigeafld BR 19RNEeMmas®att IfkHeSignsid 1 PRlduEe: ssedraonent
Ithat i s then bound to the nmessage and the long termprivate of the signer
to produce EVECORPO® | gnat ure conponent. | Clainms: 21. A method of
conpressing a digital signature of a nessage, said signature conprising a
3pair of signature conponents r, s, said nethod conprising obtaining a pair
of values c, d 4related mathematically to s and with one of said val ues
being smaller than s, substituting 5said one value for the signature
conponent s, in said digital signature and forwarding said 6signhature to a
recipient. 72. A nmethod according to claiml wherein both said values c, d
meet predetermned criteria. 8 93. A nethod according to claim2 wherein
said value of d is required to fall within 10predefined bounds. 11 124. A
met hod according to claim3 wherein said value ¢ is snmaller than said
conponent s. 13 14 5. A nethod according to claim4 wherein said conponents
r, s represent an ECDSA 15si gnature. 16



176. A nethod according to claim1l wherein s, ¢, and d are related such
that s=c/d nod n. 18 19 7. A nethod according to claim®6 where said val ues
c, d are obtained to neet predetermi ned 20criteria. 21 22 8. A nethod
according to claim7 wherein said values c, d are obtained by application

el an 23ext ended Euclidean algorithmand iterations of said algorithmare
term nated when said 24predetermned criteria are net. 25 26 9. A net hod
according to claim6 wherein said one value corresponds to c. 27 2810. A
nmet hod accqfgippg to claim6 wherein said one value corresponds to d. 29

| 11. A nethod of verifying a signature generated in accordance with claim1
by rec0\zzerilngAa{dEmmosadrﬂar&sg@atdLgmel s@gnﬁﬁkdkﬂ“aeﬂdsi;éga,lseiﬂtsighﬂuﬂehemﬁﬁh@aOf sai d
val ues and deter mnaing if | t 3neet Sé‘f bn(?d crit er{ét ¢

accor di Ag to R4 Merd Rﬁﬁ%’?’%‘i"ﬁmr“'é’csoﬁf‘ P LMAFSBER F’m{?élaé’é'r ¥ V%%etsai ned from
6conbi nigng Saiedueﬂlnmﬁruﬁ&lltymmaﬁt}&neﬁfBathal\ksmielhglﬁlﬂal&cmam clisnigstitwing| ai m 12
wher ei n an internedi ate value is obtai ned.from.sai,d 9nessa 3 and_conbi ned
with valPues oB#GHIANE FBMSH AV GRROLFES d’bf’?ﬂ)‘bﬂé Y §epeiiE ovévﬁ'drftlaga‘f"ﬂ ot her
val ue. ¥1 1214gnatrémetdredpiagicording to claim 11 wherein said other value is
required to fall within 13defined bounds.

7 2. A method according to claim 1 wherein both said values ¢, d meet predetermined criteria.

9 3. A method according to claim 2 wherein said value of d is required to fall within

10 predefined bounds.

11

12 4. A method according to claim 3 wherein said value c is smaller than said component s.

13

14 5. A method according to claim 4 wherein said components r, s represent an ECDSA

15 signature.

16

17 6. A method according to claim 1 wherein s, ¢, and d are related such that s=c/d mod n.

18

19 7. A method according to claim 6 where said values ¢, d are obtained to meet predetermined
20 criteria.

21

22 8. A method according to claim 7 wherein said values c, d are obtained by application of an
23 extended Euclidean algorithm and iterations of said algorithm are terminated when said
24 predetermined criteria are met.

25

26 9. A method according to claim 6 wherein said one value corresponds to c.
27
28  10. A method according to claim 6 wherein said one value corresponds to d.

29



14 1515. A nethod according to claim 11 including the step of

said signature if said other 16val ue does not neet said predefined

criteria_ 17 1816. A nethod according to claim 11 including the step of

accepting said signature if said 190t her val ue neets said predefined
criteria. 20 2117. A nethod according to claim 16 wherein a further
verification is performed on an original 22signature obtained from

application of said one value and said other value recovered by 23said

recipi ent 4,9 £ajcthodiod O@;f&'i’hg a LighRir¥ @%e@i’ecﬁﬁ'&&:ohﬁﬁé@ﬂﬂ&]almzﬂb}a’éa& erinfg

crypt ographi ¢ system for géenerating a conpressed, sign roma.pair of
si gnat uPe 26c/Epenépigaatyre agam% @ﬂvdvagey 1‘2‘? ‘ﬁ‘ﬁfgﬁ ?lt

Siodba Hagriohg T

rejecting

provi desa paifedf qt@td&Sess. d 27mathematically related to said conponent S,
and a signature generator to substitute one of 28said values for said
si gnature s.

an arithmetic unit to recover the other of said 32values and conpare said

29 3019. A cryptographic systemfor verifying a signature r,
recei ved fron a,-eRa8fordls RG1Am 31 SWsietiteas el ddisiTB diheivableds ohtdiBedcfommpr i Si ng

ot her v& ue WUIPIHPEHE §IFRHI TIPS
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13.

14.

15.

16.

17.

18.

19.

A method according to claim 12 wherein an intermediate value is obtained from said
message and combined with values obtained from said signature components to recover

said other value.

A method according to claim 11 wherein said other value is required to fall within

defined bounds.

A method according to claim 11 including the step of rejecting said signature if said other

value does not meet said predefined criteria.

A method according to claim 11 including the step of accepting said signature if said

other value meets said predefined criteria.

A method according to claim 16 wherein a further verification is performed on an original
signature obtained from application of said one value and said other value recovered by

said recipient to said signature received by said recipient.

A cryptographic system for generating a compressed signature from a pair of signature
components T, s, said system having an arithmetic unit to provide a pair of values ¢, d
mathematically related to said component s, and a signature generator to substitute one of

said values for said signature s.
A cryptographic system for verifying a signature r, ¢ received from a sender using a
system as claimed in claim 18 comprising an arithmetic unit to recover the other of said

values and compare said other value with predefined criteria.
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