Dl A TAL- SI GNED DI G TAL DOCUMENT EXCHANGE SUPPORTI NG METHOD AND

| NFORVATI ON PROCESSOR | NCORPORATI ON BY REFERENCE This application clainms
priority based on a Japanese patent application, No. 2004-344236 filed
on Novenber 29, 2004, the entire contents of which are incorporated
herein by reference. Cl1 BACKGROUND OF THE | NVENTI ON The present

| nvent | OnDﬁﬁ'I%EA%SStftI@E]B %ﬁ%‘fﬁfﬁ@b (%MEﬁfl%%% ARGrCEeab b @Iﬁgdbé}‘:’fhbga“ on

of a digital sign for ocunent to be canonlca ize ore

adding and validating th prevent disguises
and falsifications, a dlgﬁﬁ%?hﬁﬁéRﬁhgﬁo en aé?ached to a digital

docunent descrlbed i n Extensi bl e Markup Language (XM.) (called XM
docunent, hereinafter) in a transmtting information processor having

created tP Céy%c%gﬁﬂﬂﬁ@t §c§k%%%EqRﬁynent creating device, hereinafter)

The digital 'signi's created by éencrypting, with a private key of the

docunment creati device, nmessage. di est va h val u of an XML
docunent to beﬁgfaneap ot %?Qné¥% *ha # ?%% ?I8H %r%%%%ESFe

h d | i
vgrzggtlreggéxlcgppﬁErelﬁﬁ$§EP§ ?@b?a?ggéﬁéﬁfagﬁ I ig §?em e5a?gg of
the XM d?ﬁﬂqenah%oeg %%gg%% q9r¥ﬁgs th%ldE%alncorporated herein

by reference.
‘c;u
BACKGROUND OF THE INVENTION

The present invention relates to a technology for
supporting creation and validation of a digital sign for
a digital document to be canonicalized before adding and
validating the digital sign.

In order to prevent disguises and falsifications, =
digital sign may be often attached to a digital document
described in Extensible Markup Language (XML} (called XML
document, hereinéfter) in a transmitting dinformation

xﬁ;*h processor having created the XML document {(called document
creating device, hereinafter}). Thedigital sign is created
by encrypting, with a private key of the document creating
device, amessage digest value (hashvalue) of an XML document
to be signed.

On the other hand, an information processor having
received the XML document with the digital sign (called sign

validating device, hereinafter) calculates a message digest



sign wth a public key of the docunent creating device and conpares the
results of both of themso that the validity of the XM. docunent can be
confirmed. Incidentally, the sign validating device fails in validating
an XML docunent since even a change in nunbers of blanks and |Iine breaks
while the XM. docunent with the digital signis being transmtted
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C; of the XML document. Therefore, when z sign is added to
an XML document and the sign of the XML document is validated,
both of the document creating device and sign validating
device perform processing for canonicalizing the XML
document before the caiculation of a digest value thereof.
The canonicalizing processingisbeing standardizedbyWorld
Wide Web Consortium (W3C). For example, Boyer, John.,
"Canconical XML Versionl. 0, W3CRecommendation 15March 2001,
[onlinel}, 15Mar. 2001, {searchedon 20 July 2004}, Canonical
XML on Web page, URL:http://www.w3.o0rg/TR/xml-clén
{hereinafter, referred to as Document 1) and Boyer, John
and et al 2, "Exclusive XML Canonicalization Version 1.0,
W3C Recommendation 18 July 2002.", [online], 18 July 2002,
[searched on 20 July 2004), Exclusive XML Canonicalization
on Web page, URL:http://www.w3.0rg/TR/xml-exc-cldn/

(hereinafter, referred to as Document 2) are publicly

avallable as standard specifications.



specifications are publicly available, different inplenenters (such as
vendors) may interpret the conventional, publicly available standard
specifications differently, for exanple, which may differentiate mnethods
of inplenenting processing for canonicalizing an XML docunment. Thus,
when canonicalization results are different between the docunent

creating demuagvand ther st@ornwalondati ng device, the validation of an XM
sign maybe failed though the XM. docunent is not falsified. Accordingly,
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C; different between the document creating device and the sign
validating device, thevalidaticnof anXML signmaybe failed
though the XML document is not falsified.

Accordingly, it isanobject of the inventiontocprevent
adisagreement betweenaresult of canonicalizing processing
to be performed before creating a digital sign and a result
of canonicalizing processing to be performed before
validating the digital sign for the document tec undergo
cancnicalizing processing before both of the creaticon and
validation of the digital sign.

According to the invention, there 1s provided an
information processor which supports an exchange of a
digital-signed digital document, the processor including:

a communication means which is connected tc a network;
and

a processing means which, when the communicationmeans
receives a sign request including a first digital document

froma first computer on the network, canonicalizes the first



and causes the communi cation nmeans to output the digest value to the
first conputer, wherein, when the comrunication neans receives a digital
sign created by the first conputer by encrypting the digest value, the
processi ng nmeans creates the first digital docunment with the digital
sign fromthe digital sign and the first digital docunment and causes the
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Cy and the first digital document and causes the communication
means to ocutput the first digital document with the digital
sign to the first computer.

In the information processor, when the communication
means receives a validation request including a public key
for validating a second digital document with a digital sign
and the digital sign from a second computer on the network,
the processing means compares a value obtained by decrypting
the digital sign with the public key and a digest value of
the second digital document <canonicalized by the
canonicalizingprocessingandcauses thecommunicaticonmeans
to ocutput the result of the comparison tothe second computer.

According to the invention, & disagreement can be
prevented between a result of canonicalizing processing to
be performed before creating a sign and a result of
canonicalizing processing to be performed before validating

the sign for a digital document to undergo canonicalizing

processing before both of the creation and validation of



present specification. A further understanding of the nature and

advant ages of the invention nay be realized by reference to the
remai ni ng portions of the specification and the attached draw ngs. BRI EF
DESCRI PTION OF DRAWNGS C Fig. 1 is a schematic configuration di agram of
a digital -signed-docunent exchangi ng system according to an enbodi nent
of the inygptisqRn Fig. 2 is a hardware configuration diagram of an

i nformation processor included in the digital-signed-docunent exchangi ng

systemin Fig. [Xo! ' f j I j i i f
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system in Fig. 1 is a diag ematicall'y show ng a data

structureaﬁéamméaégtgtﬁé@ndpg§ggrS.table. S Fig. 7 is a diagram
schematically showmng a data structure exanple of a validation history

managenent table. Fig. 8 is a flowhart of processing for creating a

BRIEF DESCRIPTION OF DRAWINGS

(: Fig. 1 is a schematic configuration diagram of a
digital=-signed-document exchanging system according to an
embodiment of the invention.

Fig. 2 1s a hardware configuration diagram of an
information processor included in the
digital-signed-document exchanging system in Fig. 1.

Fig. 3 is a functional configuration diagram of a
document creating device included in the
digital-signed-document exchanging system in Fig. 1I.

Fig. 4 is a functicnal configuration diagram of a sign

C' validating device included in the digital-signed-dccument
exchanging system in Fig. 1.

Fig. 5 is a functional configuration diagram of a
digital-signed-document exchange supporiting server
included in the digital-signed document exchanging system
in Fig. 1.

Fig. 6 is a diagram schematically showing a data

structure example of a sign history table.



di gi tal -si gned docunent to be perfornmed in the
exchangi ng system according to the enbodi nent
is a flowhart of processing for validating a
be perforned in the C digital-signed-docunent
according to the enbodinent of the invention.
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of the invention. Fig. 9
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document rerformed in

digital-signed-document exchanging system according to the

embodiment of the invention.

DETAILED DESCRIPTICN OF THE EMBODIMENTS
An embodiment of the inventionwill be described below
with reference to attached drawings.

First of =all, a schematic configuration of a

digital-signed-document exchangingsystemaccording tothis
embodiment will be described. Here, an XML document is used
as an example of a document to undergo canonicalizing
processing before both of the creation and validation of
a sign thereof.

As shown in Fig. 1, the digital-signed-document
exchanging system according to this embodiment has multiple
information processors (document creating devices 10A to
10N anddocument validatingdevices 20Ato 20M) which exchange

a digital-signed XML document (called digital-signed

document, hereinafter), an informaticn processor



processors with each other. As shown in Fig. 2, each of the information
processors included in the digital-signed-docunent exchangi ng system
has a nmenory 1, an external storage device (such as a hard C disk) 2 in
which a programfor inplenenting a requested function is installed, a
reader 3 which can read information froma portable storage medi um (such
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2 in which a program for implementing a redquested
function is installed, a reader 3 which can read information
from a portable storage medium {(such as an optical disk)
D, & CPU 4 which executes a program loaded from the external
storage device 2 or portable storage medium D to the memory
1, a communication device 5 which controls communication
via a network NET, an interface 6 to which an external device
is connected, and a bus which connects these compcnents with
each other. Here, the external device to be connected to
the interface 6 may be an input device (such as a keyboard

(; and a mouse) 7 which receives an input from a user or an
output device (suchasamonitor andaprinter) 8whichoutputs
information to be provided to a user, for example. The
program on the external storage device 53 may be installed
from the storage medium D through the reader 3 or may be
downloaded from another information processor on the network
NET through the communication apparatus 5.

By executing a program in a hardware configuration,



supporting server 30. Mdre specific details wll be described bel ow

Fig. 3 is a functional configuration diagramof each of the docunent
creating devices 10A to ION. Each of the docunent creating devices 10Ato
|ON inplements a storage portion 120, a processing portion 110, a
communi cation portion 140, a secure session control portion 130, and an
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portion 150 controls an i nput device and anh out put device.

processi nge PRty b dpcl udes a sign requesting nessage creating
portion 111, a digital sign creating portion 112, a docunment anal yzing

portion 113 andFﬁicoﬁtig”aFEHE&@Doﬁ%ﬂ-coﬁfI@%fﬁﬁﬂbﬁQﬂP??%h@ﬁgﬁﬁ@é@ﬁe

creating portion 111 creates a sign requesting message
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creating portion 112 encrypts, wth a private key, a hash val ue created
Each of the document creating devices 10A tc 10N

e
~ implements a storage portion 120, a processing portion 110,
acommunicationportionl1l40, asecure sessionceontrol peortion
130, and an input/output portion 150. The storage portion
120 stores information required for adding a digital sign.
The processing portion 110 performs processing for creating
a digital-signed document, which will be described later,
by using information within the storage portion 120. The
communication portion 140 communicates with another
information processor via the network NET. The secure
Cw session control portion 130 performs processing (such as
authentication and encryption of a communication path) for
securing the security of data toc be exchanged with another
information processor on the network. The input/output
portion 150 controls an input device and an output device.
The processingportionllOincliudesasignrequestingmessage

creating portion 111, a digital sign creating portion 112,

a document analyzing portion 113 and a control portion 114.



by the digital -signed-docunent exchange supporting server 30. The
docunent anal yzing portion 113 analyzes an XM. docunent for displaying
data of a digital-signed docunment, for exanple. The control portion 114
controls these conponents. The storage portion 120 pre-stores a private
key 121 to be used for creating a digital sign and a public key

certifi cayg 122 dncl ugh o 3388URQ§%£8%’6¥%£€§88 flog o, ey priypte key
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The storage portion 120 pre-stores a private key 121
to be used for creating a digital sign and a public key
certificate 122 including a public key corresponding to the
private key 121. The storage portion 120 further stores
a digital document 123 to be digital signed and a
digital-signed document 124 created by the
digital-signed-document exchange supporting server 30.

Under this functicnal configuration, each of the
document creazting devices 10A to 10N can request the

C;' digital-signed-document exchange supporting server 30 to
add digital sign to a digital decument created by a user
in accordance with a command from a user.

Fig. 4 is a functional configuration diagram of each
of the sign validating devices 20A to 20M.

Each of the sign validating devices 20A to 20M has a

storage portion 220, a processing portion 210, a

communication portion 240, a secure session control portion



information processor via the network NET. The secure session control
portion 230 perfornms processing (such as machi ne authentication and
encryption of a communi cation path) for securing the security of data to
be exchanged with another information on the network. The input/output
portion 250 controls an input device and an out put device. The processing
portion 210 includes a sign validation requesting nessage creating

. 5 i ¥ 2 j 213.
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path) for securing the security of data to be exchanged with
. another information on the network. The input/output
C; portion 250 controls an input device and an output device.
The processing porticn 210 includes a sign validation
requesting message c¢reating porticon 211, a document
analyzing portion 212 and a control porticn 213. The sign
validation requesting message creating portion 211 creates
a sign validation reguesting messadge to the
digital~-signed-document exchange supporting server 30.
The document analyzing portion 212 analyzes an XML document
for displaying contents of a digital-signed document, for
C; example, received from a document creating device. The
control portion 213 controls these components. The storage
portion 220 alsc stores a digital-signed document 221 and
public key certificate 223 attached thereto from one of the
document creating devices.
Under this functional configuraticn, each of the sign

validating devices 20A to 20N <can request the

digital-signed-document exchange supporting server 30 to
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di gi tal - si gned-docunent exchange supporting server 30. The

di gi tal - si gned- docunment exchange supporting server 30 inplenments a
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The storage portion 320 stores a history management database
321 managing signhistory informationandvalidationhistory
information. The communication portion 340 communicates
with another information processor via the network NET. The
secure sessioncontrol portion 330 performs processing (such
as authenticaticn and encryption of a2 communicaticn path)
for securingthe securityof data tobe exchangedwith anotherx
information processor on the network. The processing
portion 310 performs sign creating processing and sign
C; validating processing, which will be described later, in
accordancewith a request fromanother informationprocessor
on the network. The input/ocutput portion 350 controls an
input device and an output device.
The processing portion 310 includes a digest value
creating portion 311, a digital-signed document creating
portion 312, a digital sign validating portion 313, a

certificate validating portion 314 and a control portion
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di gi tal -si gned docunent by using data (including a sign value, a public
key certificate and a nessage to be signed) from a docunment creating
device. The digital sign validating portion 313 validates an XM. sign in
accordance with a sign validation requesting nessage froma sign
validating device. The certificate validating portion 314 validates a
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C; The certificate validating porticon 314 validates a public
key certificate attached to a digital-signed document. The
control portion 315 controls these components.

The history management database 321 includes a sign
historymanagement tablewithwhichsignhistoryinformation
is registeredor validationhistorymanagement table storing
validation history information. As shown in Fig. 6, for
each created digital-signed document, created date
information 321A;, identification information 321A; of a

C— signer or a device used by the signer and digital-signed
document data 321A; are registered with the sign history
management table. On the other hand, as shown in Fig. 7,
for each validated digital-signed document, validated date
information 321B; of a sign, informaticon 321B; indicating
a result from validation of a sign (here, the string "OK"
indicating a success in validation or the string "NG"

indicatinga fail invalidation}, validateddate information



321B5 of a validator or a device of the validator, and digital-signed
docunent data 321B6 are registered with the validation history
managenent table. Under this functional configuration, the

di gi tal - si gned-docunent exchange supporting server 30, in accordance
with a request fromone of the docunent creating devices, adds a digital

sign to a3gligibal, Q%%‘%mcéP’E@fiti?ﬂ’oﬂh/aﬁPgn%cltﬁﬂeﬂﬁd%g%ti:n@ga ged \eer and,

in accordance with a request fromone of the docunment validating

devi ces, o¥ahildaaasi éh dedistaly $Lgn el v 2 dhgital : sianad docupentdrom the
docunent validating device. Next, processing’to be perforned in the
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processing (1 di gital -signe cument validating processing (
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Processing Fig. is a flTowhart of processing for creating a

digital - Sép@?{g?gQg'i%d R DEnP8E F LR G DEE negn, %%Sioé%nxaedownieth the

di gi tal - si ghe ocu exchange supporting server

(deter”in@?%?ég%9§ﬁfﬁié{@%goﬁHﬂﬁﬁ%m%%ﬂauﬁﬂglQ?ViCes' When a user inputs

a command _ sign t©0 an 1nput  device in the docunent creating
device 10k, thepifpyt/output functional configuration, the

N digital-signed~document exchange supporting server 30, in

C" accordance with a request from one of the document creating
devices, adds a digital sign to a digital document created
by the document creating device and, in accordance with a
request from cone of the document validating devices,
validates a digital sign of a digital-signed document from
the decument validating device.

Next, processing to be performed in the
digital-signed-document exchanging system will be
described.

Qv The processing to be performed in the
digital-signed-document exchanging syétem of this
embodiment includes digital-signed-document <creating
processing (1) and digital-signed-document validating
processing (2), which will be described below.

{1): digital-Signed-Document Creating Processing

Fig. 8 is a flowchart of processing for creating a

digital-signed document to be performed between the
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portion 150 gives the command to the control portion 114. The control
portion 114 comrands the secure session control portion 130 to establish
a session with the digital-signed-docunent exchange supporting server 30
in accordance therewith (S101). In accordance with the command, the
secure session control portion 130 transmts a secure session

establ i shaeat ¢ afequieste d 01 bendhol Lakrshoned dasiient gexchanges supper ti ng

server 30 through the comunication portion 1
aut hent i caf Longand ,GNGIyption of, a PALR - 8he PRI £ O(I,:%rbgsi E’Bé
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10k and the Sec{’ﬁ'lrlgnsae%%'eq:nl gB@ter'co‘}HHﬂé?%%?’Qn'ﬁmiggl t input
nge Lo that
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the digita S|gne ocunent exc ange S por I'ng” sefver and

5811). T f
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di gi tal - sm@cg Apeurent , exEhange. SuppoRLi g SEIVer . 30, A Lerc dhe, seoure
session is és 'S may, €7 si'gh Trequest” nessage creatilng

portion %%%ﬁk?o%he qgﬁyneq&%réﬂa§%egi%ng deglce %%k | Qads éﬁ%%glt
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- accordance therewith (5101

-

In accordance with the command, the secure session
control portion 130 transmits &2 secure sessionestablishment
regquest to the digital-signed-document exchange supporting
server 30 through the communication portion 140. Thus,
mutual authentication and encryptionof a communicaticnpath
are performed by the secure sessicn control portion 130 in
the document creating device 10k and the secure session
control portion 330 in the digital-signed-document exchange

) supporting server 30 so that a secure session can be

C” established between the document creating device 10k and

the digital-signed-document exchange supporting server 30

(8802 and S$811). Thus, the security of information to be

exchanged from this point can be established between the

document creatingdevice l10kandthedigital-signed-dccument
exchange supporting server 30.

After the secure session is established in this way,

the sign request message creatingportion 111 in the document
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to the digital-signed-docunent exchange supporting server 30 in
accordance with a comand fromthe control portion 111 (S803). In the
di gi tal - si gned-docunent exchange supporting server 30, when the

comuni cation portion 340 receives the sign request nessage, the
control portion 315 first extracts the digital docunent 123 to be signed

f the XM _si, t d gi th d digital
docunent 1257 F6HehAS VAr Bkt P Ve 61 ea? T RE T IR SIS REXPE A gest
val ue creating, portion 311 converts %@e di.gital docunent 123 to XM. form
and canont £8P 28€ (HePT FEEUPP By OF ptelet BPnicH&d [hohi calzitff 4t hod

(S813) and cal cul.ates a hash value of the canonicali zed digital
docunent ."€TREAE ﬂﬁéﬁél(?rﬁl}%ltl}lﬁﬁ{li Dh-3157eonREREs t ﬁéréélrﬁﬁi?ﬁgl’c%t i 'OHe
portion 340 to return the resultin%_hash yalﬁﬁggln accordance with the
command, §HEMESMAFTICH PR TEST + 6H AN STEE BHE BhETHRAUGAF FEIP he
docunent creating device 10k as_a digest value 820 of the digital
docunent 423%® HRIsFghad L ICSTTAC CTREP EoRRERPELE SHPPSHE ORE BRF WIT t he
docunent creating device 10k receives the digest value 820 and then

transnits3OthB PECSINED G gésthval GeTBPAd & iFk oAt FOP tFGY IRsH B4l 15

(SB04). Then, the control portion 114 conmands the digital sign creating
portion 1351t §S&VS4te a sign value fromthe digest value 820. In

accordance therewith, the digital sign creating portion 112 |oads a
private key 12151 % r Rt Hé 9dttar gelane —document "exchange supporting

C: server 30, when the communication portion 340 receives the
sign request message, the contrcl portion 315 first extracts
thedigital document 123 tobe signed fromthe XML signrequest
message and gives the extracted digital document 123 to the
digest wvalue creating portion 311.

Next, the digest value creating portion 311 converts
the digital document 123 to XML form and canonicalizes the
result by a predetermined canonicalizing method (S813) and
calculates ahashvalueof thecanonicalizeddigital document.
Then, the contrel portion 315 commands the communication
pcrtion 340 to return the resulting hash value. In
accordance with the command, the communication portion 340
returns the hash value to the document creating device 10k
as a digest value 820 of the digital document 123 to be signed
(8$814) .

The communication porticn 140 of the document creating
device 10k receives the digest value 820 and then transmits

the received digest value 820 to the control portion 114

15



portion 120 and encrypts the digest value 820 with the private Kkey.

Thus, a sign value is created (S805) . Here, while the digest value is
encrypted by the docunent creating device, the digital-signed-docunent
exchange supporting server 30 C nay performthe processing if the private
key of the document <creating device 10k can be transmtted to the

di gi tal - shgnpdy docunent exehange, sunporting pesvan 30, oThane e control

portion 1 ads a publrc key certifica correspondi

private keyed2Lused, d o diie orepsion of Lbe g9 valua fo q pesst or age

portion transm € sign val ue al on e public” key
erver 30°CRFSGoITthe SAammuriiEAL FOR BT DELEY L T Lhoe) o Fhatre oo
Communi catt B oL oR 50 | beaR PRer P 8% AT (8 821 om RU Ry
por 1 on 147 LgP0ek T RE 2R EP S HETar o a0 821 Vs BB T REFHERTT | cat e
he df gl LAF V) ghrUAY I D@0 0y oM O 315081 1TA080 t nEcePgrOatbockor
docrypt s PRESSToR= TRl 0¥ 831 WPLR L K. b1 FE REY AR ERISH THE B ] 2 key
Cont LT L calh 142, IO s L. LR UL 0R YAl L1 B9k Vb ue

C; may perform the processing if the private key of the document
creating device 10k can be transmitted to the
digital-signed-document exchange supporting server 30.

Then, the control portion 114 loads a public key
certificate 122 corresponding to the private key 121 used
for the creation of the sign value from the stcrage portion
120 and transmits the sign value 821 along with the public
key certificate 122 to the digital-signed-document exchange
supporting server 30 through the communicaticn portion 1490
(5806) .

In the digital-signed-document exchange supporting
server 30, when the communication porticn 340 receives the
sign value 821 and public key certificate 122 from the
document creating device (S815), the control porticn 314
gives the received sign value 821 and public key certificate
122 to the digital sign wvalidating portion 313. In
accordance therewith, the digital sign validating portion

313validates the signvalue 821 {S816). Morespecifically,

16



as a result, the sign value 821 is a digital sign by the docunent
creating device having sent the sign request nessage. In other words, a
success in validation of the digital sign is determned. If the val ues
do not agree, the sign value 821 is not a digital sign by the docunent
creating device having sent the sign request nmessage. In other words, a

of the'l gl 51 G sdcctedss {16 TCRF VA Srared docundrt i Cattng
ne di cceeds,” T . TNt creat hy
Gocumont 1355 00 B8 TR, The TIST Yue 450 ina R BOBITE KEh

i fi 22.. Then, [ 3
i gi tal - o Ghea AU T o R HOETRR reat TAG HSURLE 0 THY oldR the

i i i 8 - On hand, ., wh h lid
of The i gEar el GACPaPrS CFRE eoRly B SBortien 318 IR aCidthhe
indicatingﬁthe fact,, to ,the docunent cr

devi celOk rguéﬁﬁﬁgéﬂmﬁﬁfca%ganva(ﬂ%i%%fgﬂg.aTﬁéH}tf&e%ﬁﬁﬁr%ﬁ %%?tion
T N A R e S s L

id ifi [ inf [ 321A2 of the d I ' d
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C: 821 is not a digital sign by the document creating device

| having sent the sign request message. In other words, a
fail in wvalidation of the digitzal sign is determined.

If the validation of the digital sign succeeds, the
digital-signed document creatihg portion 312 creates a
digital-signed document by combining the digital document
123 to be signed, the digest value 820 and the public key
certificate 122. Then, the control portion 315 returns the
digitali-signed document to the document creating device 10k
through the communication portion 340 ($817). On the cther

C: hand, when the validation cf the digital sign fails, the
contrel portion 315 returns a message indicating the fact
to the document creatingdevice 10k through the communication
portion 340.

Then, the control portion 315 registers correspondence
information among thedigital-signeddocument 321Asreturned

here, the created date 3221A; and the identification

information321A;of thedestinationdocument creatingdevice
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creating device |0k receives the digital-signed docunent fromthe

di gi t al - si gned- docunent exchange supporting server 30, the control
portion 114 stores the digital-signed docunent 124 in the storage
portion 120 and commands the docunent analyzing portion 113 to display
the digital-signed docunent 124. Finally, in accordance with the

command, {bg weeRUAERL sapal M%%@%r@ﬁﬁ%b%@éé@n@n@éyfgs tbe digital-s)gned
document and outputs the analysis result” to an-output device™ through the

i nput / out pyE PRE Lk eR v150 16 3B8RRen Helgr Mene a pser JOpuls,t 0 1ansd Hput

devi ce a conmand for transmtting the digital-signed docunent to a sign

val i dati ng, ¢gvice i(JHC g§7§he sign validating device 20k), the
i nput/out put portion 150 gives the command to the control portion 114.

il g1 tal -5t gned SCUnSRE £50 T ni1 he Bt BPaga "bor 17 o 138 anip SERR" t ne

di gi tal - si gned docunent rage portion
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digital -signe nt to er orne bet wee
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val i dating @evice aving receifved the "digit si gn cume
cocur GRERHDS 190 oy LA BECSEaD YRS g doubee H ML e
. document analyzingportionll3 todisplaythedigital-signed
C' document 124. Finally, in accordance with the command, the
document analyzing portion 113 analyzes the digital-signed
document and outpuis the analysis result to an output device
through the input/output portion 150 (S808).

Here, when a user inputs to an input device a command
for transmitting the digital-signed document to a sign
validating device (such as the sign validating device 20k},
the input/output portion 150 gives the command to the control
portion 114. 1In accordance therewith, the control portion

C 114 locads the digital-signed document 124 from the storage
portion 120 and sends the loaded document to the selected
signvalidating device 20k throcugh the communicationportion
140.

(2) digital-Signed-Document Validating Processing
Fig. 9 is a flowchart of processing for validating a

digital-signed document to be performed Dbetween the

digital-signed-document exchange supporting server 30 and
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when a user inputs a command for validating an XM. sign to an input

devi ce, the input/output portion 250 gives the command to the control
portion 213. The control portion 213 conmands the secure session control
portion 230 to establish secure session with the digital-signed-docunent
exchange supporting server 30 in accordance with the command (S901). In

accordancenwi t 3 ;the commngd §b| §EGULE S8%y Oﬂa\ﬁ%r%&@men 2R

transmts a secure session est I shnment request to

di gi t al - sjgped-dacyy ”&’i‘&zdeéSE!ﬁﬁl%%tS%té "o 3REXE! c%% wr%lgé?ewée

conmmuni cati on portlon Thus mut ual ~ aut hent'i cati on and” encrypti on of
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230 in the S|gn % vi e 20k an the secure session con
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c

establish secure session with the digital-signed-document
exXxchange supporting server 30 in accordance with the command
(S901) .

In accerdance with the command, the secure sessiocon
control portion 230 transmits a secure sessionestablishment
request to the digital-signed-document exchange supporiing
server 30 thrcough the communicaticn peortion 240. Thus,
mutual authentication and encryptionof a communication path
are performed by the secure session control poertion 230 in
the signvalidating device 20k and the secure session controel
portion 330 1in the digital-signed-~document exchange
supporting server 30 so that a secure session can be
established between the sign validating device 20k and the
digital-signed-document exchange supporting server 30 (5902
and S9il1). Thus, the security of the information to be
exchanged from this point can be established between the
sign validating device 20k and the digital-signed-document

exchange suppocrtirig server 30.
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wi th the command, the sign validation request nessage creating portion
211 | oads the digital-signed docunent 221 to be validated, the public
key certificate 223 and the TA certificate 222 fromthe storage portion
220 and creates a sign validation request nessage including them Then,
Er.. the control portion 213 transmts the sign validation request
nessage created by the sign validation request nessage

creatingporti 0%&%%@%9&9%"’%% 98%‘119"8%%8&8‘%@%@?%}? ?‘ﬁgﬁ%&ﬂ ng

server 30 thro e communi cation portion

digital- '8P€95H05&'§99§4g?§8h§§§ﬁ é#?ggétcisilﬂ RNV 230 MRS AdE (e

comruni catl on portion recerves t n-validation request nessage,
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public key cer . . i"dat’i'ng
port | on 345 SPIRRLES, LIe, CLest Kalie Loy e sbe gak i g
the sign ggr%?%icate 222 from the storage portion 220 and creates
- a sign vailidation request message including them. Then,
&v the control portion 213 transmits thesignvalidationreguest
message created by the sign wvalidation request message
creatingportion2ll tothedigital-signed-document exchange
supporting server 30 through the communication portion 240
(5903) .

In the digital-signed-document exchange supporting
server 30, when the communication portion 340 receilves the
sign validation request message, the control portion 315
extractsthedigital-signeddocument, publickeycertificate
and TA certificate from the sign validation request message
and gives them to the digital sign validating portion 313
(89121} In accordance therewith, the digital sign
validating portion 313 canonicalizes an XML document within
thedigital-signed document first, calculates the hashvalue
(digest wvalue) and then decrypts a sign value of the

digital-signed document with the public key included in the

public key certificate. Furthermore, the digital sign
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di gi tal -si gned docunent can be validated (S913). As a result, if the
digital sign validating portion 313 determ nes that the values do not
agree, that is, that the sign validation fails (5919), the certificate
validating portion 340 controls the communication portion 315 to return
the validation result, "FAILED', to the sign validating device 20k as a

return ”Ex?é?ﬂ E?n%;héa?'tg%n"%h'?)d%&ng%rfeesq &l dlé %%5)&‘31&} ?%‘%ﬁfeité\}‘;xf%ha”d
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vali .daf[ e e va?gdaa{é]%o rrtc!lfsI %%teeéo%{:n%nlcrycailon p% r.lLOIi 315 E %teuvreA Y,

cert|f|c
p the validation result, "FAILED", to the sign validating

~ device 20k as a return message to the signvalidation reqguest
(S915).

On the other hand, if the digital sign validating
portion 313 determines that the values agree, that is, that
the sign validation succeeds (S914), the certificate
validating portion 314 validates the public key certificate
used for the sign validation. Thus, in the
digital-signed-document exchange supporting server 30, the
validity of the public key used for the sign validation can

C be further checked. More specifically, the certificate
validating portion 314 establishes and wvalidates an
authentication path from the trust anchor (TA certificate)
to a targetf certificate (the public key certificate to be
validated}. More specifically, the
digital-signed-document exchange supporting server obtains

certificates on the authentication path and the invalidity

information (CRL/ARL) relating thereto sequentially from
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requests may be transmtted to a server which validates a certificate
onbehal f (called certificate validating server, hereinafter) and may
receive the validation results so that an authentication path froma TA
certificate to a public key certificate thereof can be established and
validated. If the validity of the public key used for the sign

val i dati og s det gLyi pgg. 25 & pesubly pbhe GenLidicate validating gortion
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validation is determined as a result, the certificate
validating portion 314 gives a command to the communication
portion 340 so that the sign validation result, "SUCCEEDED",
and the public key certificate validation result, "VALID",
can be transmitted to the sign validating device 20k as a
return message to the sign validation request (S915).
Thus, when the return message to the sign validation
regquest message is transmitted, the control portion 213
registers, as the validation histery information, sign
validated date information 321B;, information indicating
the sign validation result ("OK" or "NG") 321B;, certificate
validated date information 321Bs, information indicating
avalidationresult relating tothevaliditycfacertificate
("OK" or "NG") 321B,;, identification information of a
validator or a device used by the validator (here,
identification information of the sign validating device

20k} 321Bs, and a digital-signed document 321Bg transmitted
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In the sign validating device 20k, when the conmunication portion 40
receives the return nessage from the digital-signed-docunent exchange
supporting server 30 (S904), the control portion 213 extracts the
validation result (that is, the sign validation result and the validity
of the public key certificate or the sign validation result) fromthe

return nes§agte %ﬁdgfjt§PL§¥ah éd%&ﬂn@ﬂ%%‘kc%%'g%%ub@g%ﬁu dNrver

i nput / out put portion 250 en a user Inputs a command for displaylng

the digi tah-i5i gRed d969RNM h G d R 1 iUt o d ‘ﬁ'sC@oPyerzr%’né%@néHQUH}QPé put

portion 250 gives 'the command to the control portion 2 I'n accordance

t herew t hy ontyr ¢ A Q@F% i ghed nt
221 fron1t%%é2$3$agz %gr??Onhggg%a dhgg% n s-gﬁghgﬁi %%ls tgﬁfﬁ@?

i nput/out put p i O 50. a her dogynent +

anal yzi ng port?%% Zggganal esqﬁﬁigggggng ata o% %he digital %lgned

oLl SocuTER 421 0. £anes s on oL DU S CEelS.d) il o cogl v

result through the inp si'gned

docunent €ﬂ§ac§i(’§ﬂt8i°%‘i%§{e'1§lc§&%uméﬂg ?kgh%%' -S's%g>§5| ngﬂg(ge éryék fating

processi ng i npl"ement " canoni cal'1'zi'ng “pr oc fore a digita
sign is d i o} SI e e
valldatedP$%§E?éo%Eg% %QR %8? gne doggﬁen exclgiggag g%%%%#flng

server. Thus,,g Méeregm%h%ugl % fa i hEeneRCee oA MELANSe fa1iait

i mpl ement’ hg canohi callzi Ng process ng can  be prevent ed between a ¥esu|t
of canoni galizabl,en sof 1adi @il ficate or the sign validation result)

Cv from the return message and displays it on an output device
through the input/output portion 250. When a user inputs
a command fcr displaying the digital-signed document to the
input device here, the input/output portion 250 gives the
command to the controlportion2l3. Inaccordancetherewith,
the control portion 213 loads the digital-signed document
221 from the storage portion 120 and commands the analysis
to the input/output portion 250. In accordance therewith,
the document analyzing portion 212 analyzes the document
data of the digital-signed digital document 221 and causes
an output device to display the analysis result through the
input/output portion 250 (5205).

The digital-signed document creating preocessing (1)
and digital-signed document validating processing (2) can
implement canonicalizing processing before a digital sign

is created and canonicalizing processing before the sign

is validated in a commen digital-signed-document exchange
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docunent with a digital sign to be validated and a result of
canoni cal i zation of a digital docunent when the digital sign is created.
Therefore, a digital sign can be securely validated for an XM. docunent
requiring canonicalization for creation and validation of a digital
sign, for exanple. C Wien a new standard specification is adopted, the

di gi tal 'Sé%&ﬁﬁi?ﬁ@%”@@&v%@ha%%%ssu%p Gl SQIY e&%‘z;y[cy s 09893 10 be

conpl i ant néw st andar d speci fication ~ 350 t'he “managenent

| oad b duced, . Furth .. Si [ t o thi
embodi ment THE CdegPal 6 GHEGE ibGnBAL Coeare. SanRbeEERg Saar

[ hi.st d [ | Ldat i hi st i nf ti
pr ocossor BRENE HETWBF k PEAR TEE IS G § SR or it 1 6L £8ior Cr J6bs such
ti f I .d .hook. Wil XM, d t _has. _b

PR LTSI RGN (8 L L

di gital -si d-d 1t hangi di t hi mhadi t
Ty add & ST 0 ANy LAPGTCAl CdoBURLHE Taa PaF ImE HE Sl gt Sdaedtent i s
a digital docunment to undergo _canonicaljzing processing.both befare
si gned arid $Rf'or & AT Yat e © ?Péet' h@ Cifo%hh%ﬁtsﬁ‘?%a‘f? &edé\‘?icé"‘ge;ryd si gn

sall gaul g, S5uLes 2o LIPLRIEke b d) Lol et Lo oLaBgl o0 progessor

the docunent creating deyic® andyshan,¥alldahing A% C%or example.

C: When a new standard specification 1is adopted, the
digital-signed-document exchange supporting server only
needs to be compliant with the new standard specification
so that the management lcad on each user can be reduced.
Furthermore, since, according to this embodiment, the
digital-signed-document exchange supporting server manages
a sign history and a signvalidation history, an informatiocn
processor on the network can use history information common

to jobs such as creation of a seal record book.

While an XML document has been described above as a

("

digital document to be signed for example, the
digital-signed-document exchangingsystemaccordingtothis
embodiment may add a sign to any digital document as far
as the digital document is a digital document to undergo
canonicalizing processing both before signed and before
validated.
Whilethedocumentcreatingdeﬁiceandsignvalidating

device are implemented by different information processors
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VWil e the description above assunes the case that the function of the
docunent creating device is inplenented by one information processor
the function of the docunent <creating device may be distributed to
multiple informati on processors. For exanple, as shown in Fig. 1, a
docunent creating systenthZ to performthe series of steps 5801 to

S807 i n Fk? vE, MBY D, ENRLILGLER O CONDEGH NG D8 A DTALIRLL ORs o .

processor S|gh crea |ng o perform eps

per o?ma"ﬂet5&%2@@?@&%@‘8%8%%%“tég&?'ogﬁ“farceé‘ﬁiﬁ PR Y A i

case, the gn requesting device and sign creating device need not be
pl aced phy%IC Fly in a sane pl ace. VMlle adlgltal S|gned docunent is

created by conq%Q ﬂg (#gltal ocune O Lgn val ue ang a_p ugl c_key
certificate Ci %%%c Dt R éBBv% BFh@P AT frafi 6A ﬁa Be Hifled to
the sign f unent as, required For . mul ti
di gi tal - o1 YREG: HBchieRPeee Aufige aﬁﬁgﬁtrtﬁggdesvew%rlss dpifefented by
|dent|f|cat|on %n&prnatlon %such as h and_| P_addy esses gf t he
server) of’tha" 8}&?8[%&0&8 Q&E&&Oﬁfent Ex Elii@r? el%rbp‘ﬁ)grttpﬁg VTR may
be further ud i.n the d déf cune that a
va||dat|ﬁ§r88£ﬁ88 §3H1§§hP€H #%eélﬁgragaﬁt %Q'EHQ lhﬁﬁo %gﬁﬁe
supporti % server r mgj n valld%llon requst qessaqf |§méotbe
transnit t2U°baseq s Hgl?ﬁﬁﬁ? Feafforr i or it f bf ocumen
C: Creating system 10Z to perform the series of steps S801 to
S807 in Fig. 8 may be constructed by ccnnecting the
information processor {(sign creating device) 12 to perform
the steps S804 to S806 in Fig. 8 and the information processor
{sign requesting device) 11 to perform the steps S801 to
S803 and $807 via a LAN, for example. In this case, the
sign requesting device and sign creating device need not
be placed physically in a same place.
Whileadigital-signeddocument iscreatedbycombining
a digital document, a sign value and a public key certificate
in the description above, other information may be added
to the signed document as reguired. For example, when
multiple digital-signed-document exchange supporting
servers exist, identification information (such as an FQDN,
URI and 1P addresses of the server) of the
digital-signed-document exchange supporting servers may be

further included in the digital-signed document so that a

sign validating device can search the
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O her processing nmay be perfornmed by the digital-signed-docunent
exchange supporting server. For exanple, processing for encrypting an
XML docunent itself and processing for decrypting an encoded nessage of
the XML docunent may be perfornmed thereby. In order to do so,

encryption keys used for encryption and decryption needs to be shared by

q | . . IOl . F |
a aocuneng; gf ?Qil—ggﬁgﬁe\aﬂ%c@meﬁ'cg#&iar%%%%%M@%gwggﬁh&nchand

supporting server si gn validating’ devri ce.

draw ngs z?_rseiégrﬁggciri@a lté'r\erlteIQ:[u A ﬁ%%%ra%géj iisntgqa . lt'r‘é?%srn?:{[ﬂﬁlgdrbaat;@f than

arestrictiv sense. wever, be evident that various

modi ficatj n?hénqd%%ﬁﬁgﬁﬁz§?¥?Qeiﬂ?g§m%Q%ﬂ§§0 w t hout departing fromthe
spirit and scope of the inven 0

I'on"as set rth in the clainms. C 26 WE

CLAIM 1. An inf [ whi_ch f
oned &Eﬂ@% ;F%dgéggg%?,%rg !m%IyOEUB%O”%e%%o?%@&?ge%)gm&n}?ecati on

di gi tal -si gned digi cunen the p essor conprising

means whighgl pocomested Jo- 2, D8t WALk, aNA. ALOGESSLAG TRANS. 0T rox

cal cul ating”a digest’” val ue of a  diqi ( erized in that

the prOCQ&?%@gl%ﬁaP%OW®§§EH¥YFgEtJ%EPf OHéCgEiQﬂLnggﬁﬁ en ‘?8’ fron1a

first conpu e network a reques reate “dirgital documents with

a digitajaﬁ&%ﬁn@%éé%?%% %Q%réégrgﬁ%ﬁﬂgjgﬁ encoded message of the XML

document may be performed thereby. 1In order to do so,

. encryption keys used for encryption and decryption needs

cv tec be shared by a document creating device, a
digital-signed-document exchange supporting server and a
sign validating device.

The specification and drawings are, accordingly, to
be regarded in an illustrative rather than a restrictive
sense. It will, however, be evident that wvarious
meodifications and changes may be made thereto without

departing from the spirit and scope of the invention as set

forth in the claims.
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a first digital docunment, canonicalizes the first digital docunent by a
nmet hod of 1 nplenenting canonicalization process, calculates a digest

val ue of the canonical zied first digital docunment and causes the

comuni cati on neans to output the digest value of the first digital
docunentWi €LARY first conputer, the processing neans, when the

conmuni cati on neans receives a sign request including a second digital
docunment from a second conputer on the network, canonicalizes the second
di gi tal 1.docunreninflaymbbeosapeoteddrad wHidhpdeenteNGnC ashagaki zdt i:0n
rocess,_ .calculates a digest val ue of the canonicalized second digital
gocurrentd,lgéﬁayéﬁh%‘?sd £he E%irrﬁﬁﬁ"@‘&??ont%é%{é’cfﬁs‘é}ﬁt(iﬁﬁprltsﬁégdi gest gvaI ue

to the secondtHRTRUESFiod MRAREOFESS] NG BBARSct &R hhBeCIUNIaGaL i ON
means receives fromthe first or the second conputer on the network a

val i dation mEQgesEindcInpdngg Bopulsisileukeyitnr avabidast ngyaduei gpf ala

dpcunentdiﬁ\@tém &oain@nttf%l sign and the digital document with the digital

si gn having been received fromthe second or the first conputer,

canoni cal i zeshalrectegitead idochaent by the same nethod of inplenenting

canoni cal i zat i on Ig)r ocess, cal cul at es ﬁ di gest yalue of .the, canonicalized
36bai HEES &0

digital docuréft PEEH55FEE Je0RP ud i HEED BYCoSOTPHPLGRE I BRI al

sign W thedeh@edUbltdnt KeY rapdeddifuit cgabh Utid 6 cdiogRSh Madudst aRdcsauses the
communi cation_neans to output the result of the conparison to the
conput erdighiteh Aaeumends wike fafidghiidloficBqaéseched ghexretmn inateds i on

processqf aﬁq(fgl&di aggiipala Qi.o@u\:l\ent,z V@a%fo%iilgalizes the first digital
document by a method of implementing canonicalization process,
calculates a digest wvalue of the canonicalzied first digital
document and causes the communication means to output the digest

value of the first digital document to the first computer,

the processing means, when the communication means receives
a sign request including a second digital document from a second
computer on the network, canonicalizes the second digital
document by the same method of implementing canonicalization
process, calculates a digest wvalue of the canonicalized second
digital document, and causes the communication means to output
the digest wvalue to the second computer;

the processing means, when the communication means receives
from the first or the second computer on the network a validation
request including a public key for validating a digital document
with a digital sign and the digital document with the digital
sign having been received from the second or the first computer,
canonicalizes the digital document by the same wmethed of
implementing canonicalization process, calculates a digest value
of the cancnicalized digital document, compares a value obtained
by decrypting the digital sign with the public key and the
calculated digest wvalue, and causes the communication means to
output the result of the comparison to the computer which had

gent the validation request.
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3 the communi cati on neans receives a request to validate 4 a digital
docunent with a digital sign attached thereto, the 5 request including a
third digital docunent with a digital 6 sign and a public key for
validating the third digital 7 docunent with a digital sign, and wherein
8 the processing neans canonicalizes a fourth digital 9 docunent
included in the third digital docunent by the 10 canonjcali zi ng
processfng, LRI ¢BFRLES E R gREPCERISEF FCERRILRE Eghdnizali 2ed fourth
digital docunent,decrypts the digital 12 sign by using the public key,
conpar eshekeidi.gest value of 13 the fourth digital docunent and a val ue
obt ai ned by the 14 decryption of the digital sign, and causes the

comuni cat i onthd Scompansi dad iaut planisheeresukbt af rédnee sonparvshinddte t he
second 16 conputer. 1 3. An information processor according to Caim 2,

2 wher egngi yhem tdweutintdatiicdn ar eqgeshli Bedndest acis@d frthdr&idgn the
certificate of a certificate authority, the processing 4 neans validates

the wal ditys O 1A i€ iy dui4stag bbeundneSklcsl Sbprt i cate as a

trust anc 2% 1 4. An informati On processor according to aim2, 2
further conprising: St Qrage neans.which stpores_si alidation history
4 in orﬁﬁ?riloaﬁ}§§ %}@é%%ﬁyﬁgoﬁr 882&@?%“%@%% spbjr]gg,alja%ltt%e sign 6
val i dation history informtion, information inpcluding the 7 third

di gi t al deeEtrRNtY R 1® (HOidedi S40nsi gAY WheEkimt of

3 the processing means canonicalizes a fourth digital

9 document included in the third digital document by the

10 canonicalizing processing, calculates a digest value of the
11 canonicalized fourth digital document,decrypts the digital
12 sign by using the public key, compares the digest value of
13 the fourth digital document and a value obtained by the

14 decryption of the digital sign, and causes the communication
15 means to output the result of the comparison to the second

16 computer.

1 3. An information processor according to Claim 2,

2 wherein, when the wvalidation request includes a self-
3 sign certificate of a certificate authority, the processing
4 means validates the validity of the public key by using the

5 self-sign certificate as a trust anchor.
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8 the conparison and identification information of the second 9 conputer
in the storage neans. 1 5. An information processor according to Caim1,
2 further conprising: 3 storage nmeans which stores sign history
information, 4 wherein, the processing neans stores, as the sign 5

hi story information, information including the created, 6 second digital
docunent and identification information of 7 the first conputer in the
st orage, neans. An i.nformation Erocessor accor di t aimil, 2

1 6.
wherlei n® 3 t p+Bg8§§Fﬁdcﬁbdﬁ§°88ﬁ9 rt SGHE F418t B6i §i Om4 tdocunent

received to an XML fornmat and creates the second 5 digital docunent

whi ¢h i fertes cremiisingigital document 6 converted to the XM format.
1 7. An information processor according to any one of 2 Clainms 1 to 6,
wherlei n 3 t hetprapessdans mdansh canomn £ adigresvaMd4 oromt h est drdocunent s,
in the canonicalization processing, according to 5 predeterm ned rules.
1 8.4 Aninfdsmiaeidron processor, conprising: 2 storage neans which stores a
first digital docunent; 3 input receiving neans which receives a command

for s 4 addi nghardigl (@le SHAOCA DA dddsd HHddl Ldocugeniige _
conmmuni cation nmeans which is connected to a network; 6 and”™7 processing

neans V@ﬁfihaé!%%‘ﬁiE%&E%“%nfé?ﬁiﬁi&@,UFE%E&mation including the

7 third digital document with the digital sign, a result of
8 the comparison and identification information of the second

9 computer in the storage means.

1 5. An information processor according to Claim 1,

2 further comprising:

3 storage means which stores sign history information,
4 wherein, the processing means stores, as the sign

5 history information, information including the created,

6 second digital document and identification information of

7 the first computer in the storage means.

1 6. An information processor according to Claim 1,

2 wherein

3 the processing means converts the first digital

4 document received to an XML format and creates the second
5 digital document which includes the first digital document

6 converted to the XML format.
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8 receives the command for adding, causes the comunication 9 neans to
output to a server on the network a request to 10 create a second digital
docurnent including the first 11 digital docunent and the digital sign,
when the 12 communi cati on neans receives a digest value of the 13
canoni cal i zed, first digital docunent fromthe server, 14 creates the
dlgltal sign by encrypting the digest value and 15 causes the

conmuni Eat i AN MEBAS TR kR PP T PRE SEGT 13 CRFGANILE X AR heOBEr @r, and
when the conmmuni cati on nmeans receives 17 the second digital docunent
creak edCipdmst Be tfd r&t dhgiredln 18 sign and the first digital docunent
fromthe server, stores 19 the second digital docunent in the storage
mears. 30 | theApdbgetalngi gaeds dcghtnl cddcuaenXMEXEbamngeted supporting
met hod in which a server having 3 comuni cati on neans connecting to a

net wor KyaBgmén PE OCLESLRE 8@@8§1§5999£€§o§”i§5€@§§9§ 0faéc9k9hh§|t§
docunent with a dlgltal sign on the networ t he mef hod 6 conprising the

st eps % g g & f?ynlcatlon nmeans receives a sign request 8
i ncludi Po- & %Igl? docunent froma first conputer on 9 the
net wor k, canonlcaI|Z|ng the first digital docunent by 10 canonicali zing
processing and calculating a di gest value of 11 the canonicalized first

digifal docqﬂen ? rocesghn% neans: .13 transmtting the digest
val Ue t®-the ¥ e Byect SFHB O A %N neans:

2 storage means which stores a first digital document;

3 input receiving means which receives a command for

4 adding a digital sign to the first digital document;

5 communication means which is connected to a network;
6 and
7 processing means which, when the input receiving means

8 receives the command for adding, causes the communication

¢ means to output te a server cn the network a request to

10 create a second digital document including the first

11 digital document and the digital sign, when the

12 communication means receives a digest value of the

13 canonicalized, first digital document from the server,

14 creates the digital sign by encrypting the digest value and
15 causes the communication means to output the digital sign
16 to the server, and, when the communication means receives
17 the second digital document created from the first digital
18 sign and the first digital document from the server, stores

19 the second digital document in the storage means.
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15 when the comruni cati on neans receives a digital sign 16 related by
the first conputer by encrypting the digest value, 17 creating the first
digital docunent with the digital sign 18 fromthe digital sign and the
first digital docunment by the 19 processing neans; and 20 transmtting
the first digital docunent with the 21 digital sign to the first conputer
by the comuni cation neans. 1 10. A digital docunent exchange supporting

met hod according. to C.aimcl .. further, conprisin he steps of: 3 when
theqconﬁﬁhig%ﬂ?%%gﬁ$§ﬁ§1ﬁ%¥%§v%§g5t3 Hqﬁﬁqgkpélegc &St to validate a
digital docunent with a gigital.sign 5 attached thereto, the request

i nclfudi IPROFRFPE AHitAF 61dBEdEN® Vi EhVETdrGivdid sign and a public key
for validating 7 the third digital docunment with a digital sign, and
wherei reCBMERRCRLAEEs SigRN freaRENEHIGTI T al ¢ zesng thurk hadflgi tal 9 document
included in the third digital docunent by the 10 canonicali zing
procdesspngcesalagl ateemn @ slugpstrtwalare etchhergelbfcanomi gakiazed fourth

di gital docunent, decrypts the digital 12 sign by using the public key,

conpar esodhiRe He0QStt vad Ui §f t al3 st fOWr ERedhgithd r HOCHABN AN A Val ue
obtained by the 14 decryption of the digital sign, and causes the

CO”%“”H&%@ﬁPﬁsiﬁ Q§§%§S%€pgukgut the result of the conparison to the

second computier. di gital document exchange supporting

met hod 18 acgor di to daiml0, further comprising the ste ofé 19 when
t he ‘val i dat i'6K°" e%geesctowlﬂh%ae LoP MG e Lves s1gn reques

8 1including a first digital document from a first computer on
9 the network, canonicalizing the first digital document by
10 canonicalizing processing and calculating a digest value of
11 the canonicalized first digital document by the processing
12 means;

13 transmitting the digest value to the first computer by
14 the communication means;

15 when the communication means receives a digital sign
16 related by the first computer by encrypting the digest wvalue,
17 creating the first digital document with the digital sign
18 from the digital sign and the first digital document by the
19 processing means; and

20 transmitting the first digital document with the

21 digital sign to the first computer by the communication means.

1 I0. A digital document exchange supporting method
2 according to Claim 9, further comprising the steps of:

3 when the communication means receives a validation

3l



20 certificate of a certificate authority, validating the 21 validity of
the public key by using the self-sign certificate 22 as a trust anchor
by the processing neans. 32 | 12. A program causi ng a server having
communi cation 2 means connecting to a network and processing neans to 3
per flor nﬂr%q%?é‘ssﬁ%gfafldrdaé:@peodtlghgaénd@%rh%m\@é««btfh & Aidglifialalsigscunent
with a digital sign on the network, S the processing conprising the

st efs ot tachwik rthdhe toomilne a:atquentnéanlsudm@ia/e@iaxci;icgirgirta:iuest 7
including a first digital docunent froma first conputer on 8 the

net vor kdoeameatt calttziangliigne afli s3gndagit al pderivrendy bfo® waAnehitdal zi ng
processing and cal culating a digest value of 10 the canonicalized first

di git al cglocuend it F@iro%ﬁr%%'tngltﬂla ngegstall 51NN tidihe di gest
value to the first conputer by 13 the confruni cation neans; 14 when the

commpini cal | of Ao J8HGl G I AL 81 B9es 12 EBERLRURY LD first

conputer by én I gest” va creaiing t irst digital
docurren with the I 7 frgmthe digital nd the first

a1 g1 al SRR r&aﬁ?@alfst%ﬁo&éggfin Tbbs At Rk g ¢ he
first digital document with the 20 dl?lta| Si ntotheflrst conput er by
t helt onfeRktad bz ifca Py 0cepsiBg, AChL 68 aRface ¥ HIPY: 102 lt&idh £e causing

the 2 server to performthe processing further conprising the 3 steps
of : 11 canonicalized fourth digital document, decrypts the digital

12  sign by using the public key, compares the digest value of
13 the fourth digital document and a value obtained by the

14 decryption of the digital sign, and causes the communication
15 means to output the result of the comparison to the second

16 computer.

17 |\ . A digital document exchange supporting method

18 according to Claim i0, further comprising the step of:
19 when the validation request includes a self-sign

20 certificate of a certificate authority, validating the
21 validity of the public key by using the self-sign certificate

22 as a trust anchor by the processing means.
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4 when the comruni cati on means receives a validation 5 request to
validate a digital docunent with a digital sign 6 attached thereto, the
request including a third digital 7 docunent with a digital sign and a
public key for validating 8 the third digital docunent with a digital
sign, and wherein 9 the processing neans canonicalizes a fourth digital
10 docggpnt included in the third digital docunent by the 11

candni ¢&l i zIP IR IERYsFAG S I Al SEE¥ey didgetd vaPuBUSL Gafeton 2

canoni calized fourth digital docunent, decrypts the digital 13 sign by
usi Ag fMRAPULFPRNREY 1Ndhnpar @snelwodikgestd viaraeesfs in we@nfobipt h digital
docunent and a val ue obtained by the 15 decryption of the digital sign,
and3caysasfdire poomesisdatg ofior 16uppans itroy cat pakchlagesaf t aof t he
conparison to the second 17 conputer. 18 |4 A program according to O aim

13, scausidid 4 heddQuaRitery 1 ©n Per egMttadie Pfosessi Rhd W HRE RONPri si ng
the 20 step of: 21 when the validation request includes a self-signed

e oA TRy RR R R it abptat g he vl LY o
theﬁprOcesgdﬁiﬂn%ygicoﬁ%5nication means receives a sign request
7 including a first digital document from a first computer on
8 the network, canonicalizing the first digital document by
9 canonicalizing processing and calculating a digest value of
10 the canonicalized first digital document by the processing
11  means;
12 transmitting the digest value to the first computer by
13 the communication means;
14 when the communication means receives a digital sign
15 created by the first computer by encrypting the digest value,
16 creating the first digital document with the digital sign
17 from the digital sign and the first digital document by the
18 processing means; and
19 transmitting the first digital document with the

20 digital sign to the first computer by the communication means.

1 3. A program according to Claim {2, causing the
2 server to perform the processing further comprising the
3 steps of:

4 when the communication means receives a validation
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11

12

13

14

15

16

17

18

19

20

21

22

23

24

request to validate a digital document with a digital sign
attached thereto, the request including a third digital
document with a digital sign and a public key for validating
the third digital document with a digital sign, and wherein
the processing means canonicalizes a fourth digital

document included in the third digital document by the
canonicalizing processing, calculates a digest value of the
canonicalized fourth digital document, decrypts the digital
sign by using the public key, compares the digest value of
the fourth digital document and a value obtained by the
decryption of the digital sign, and causes the communication
means to output the result of the comparison to the second

computer.

4. A program according to Claim 13, causing the
server to perform the processing further comprising the
step of:

when the validation request includes a self-signed
certificate of a certificate authority, validating the
validity of the public key by using the self-sign

certificate as a trust anchor by the processing means.
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