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WO 2004/ 109973 PCT/ AU2004/ 000762 CREDENTI AL
COVMUNI CATI ON DEVI CE TECHNI CAL FI ELD Thi s i nvention

wo edoatie®73 o the field of personal identificatiPeI/ane0o4/000762
credential conmunication. 5 BACKGROUND ART There are
many exanpl es of authentication devices and el ectronic
met hods of ~credential exchange. These typically

CREDENT AL EQMMUNICATIONBEMER security, flexibility and

ease of use. For exanple, a smart card transaction
|r|n that the card be inserted into a reader
TECH'@” g‘ﬂ confidence that the communication between

mﬁgpmgeﬁa{w%?@e R A R e
commﬁﬁlegt?&l‘?t' on involving a wrel ess reader such as that

I'n some subway ticketing system does not even
requue the user to take the card fromtheir wallet,

rised and undetected third party
ACK@E{OV ﬁ?ovvoul d be quite straightforward. Further,
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and easecof ugsplFos expmples @ wpak ¢apd Bapsattion equjiing that the card be

nser FREATSAG0: SR BB ibub ki CBRFOnERST wbOiepithe
card aF\H fhé ?é&jé?fm\?ol\‘?ééEQMSF tR@ssivis paAmRist baeisdeldtively irtenvenient. A
pl aced hin an M or other network active

transactore jrivabiing a/rwnrﬂiesmwadealsush eRdhataupead isdqmne subway gicketing
systen ﬁeeawivi%@%r? G B Bk To bat e A ol SRS RSt R
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th devices are nobile. 25 In addition, the user

identifies| itsetfdblaembeter degiceavhich then applies: pre- -srleciedipretachisrto the
self. There.is .a

wanseb e kapol R Ead M el BE el B PSR S gpFferec
for. Fdr & Ié’rlr\ tﬂé%&‘é %Fé'c?é@i &‘é\%lrc?r é?ﬁéﬁ%ﬁﬂﬁ'thﬁ?éré‘ﬁ ced within an
necessar’i now each but need to now ro

ATM drm‘themmmmnk aoitve mesmnla mmlchcmmmai@ssthefreqmmd atocessmg
approval authorjsations, 30 access rights or nedi cal
No transaetiafkistpasstal Betwaan such gardgin fhe g ool Reptn
to token
Nor is mutual suspicion credential exchange possible. The client must trust the

master and identify itself to the master. This is not a problem where the master
device is part of a fixed installation which serves to establish that it is bona fide. This

becomes much more problematic when both devices are mobile.

In addition, the user selectable features are a part of the network rather than a
property of the card itself.

There is a need for a limited use “business card” and identification token for
organisations where personnel may not necessarily know each other but need o
know role information such as security clearances, financial approval authorisations,

access rights or medical ireatment records. It is useful to provide for token to token
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WD 2004/ 109973 PCT/ AU2004/ 000762 2 exchange whi ch
establ i shes user and organi sati on sel ectabl e bona
w0 p@es0w3the two parties. In this process, tPEI/AU2004/000762
touchi ng of the tokens or éat her the very close
proximty of the 5 tokens“nust be such that each user
can be assured that only those tokens are
participating in the process. O herw se spoofing my '
exchariye whishidstabliet hiser apdorganisaticr salsctpis boma fides apthertwo
~variations of classic "man in the mddle" or classic
parties: hi j ack" attacks. For exanple, in the Defence domain,
two people who nmeet without formal 10 notification of
In this plozasaihe tdackingof e takiens osuather dheMerycdosei PRy gbthe
credentials .  which were signed b h fence
tokens GRwStG St BIRt RGERISET o b SosuTes INAE BRGPESS totiens e
- L nf Y . oo .
partiiffifig (fYfe pRiodss, SRR samhg e R St e PvaBrg party
wireless'S@tarastactig i ganiatipranof alalsic "raad in teumiddélborkelassie "hijack”
the doctor had prescribe rights at that hospital. 15
attackgl SCLOSURE OF THE I NVENTION . In one form of the

i nvention, although this need not be the only of the

For exampéa]dés thé Befience doroain, bio peppler whe eagetevitheud feymal of

__ devices where fjrst af the devices js adapt .
nolfoAigNeH! PGS SIS S @ﬁﬁ@sgpa@%f@%&ﬁgggﬁ"%@%ﬂ“a's

i ey f i fohORuthBRf arfd E6I8 9ssreRseof
which %@%g@r@ﬁs 'Q%i%%ﬁéﬁg%g%ﬂi@gmq%evﬁ%i s adapted to
calculdig e ek o ifbrnatiorethey waysipersittechpediacassadapt ed to

recei ve transm ssions fromsaid first device and

' Wilig teeemeat by igning ah ordet and
lnahcﬁfgﬁtﬁgéﬁgfgﬁb@%ﬁgdaiégtﬂsogg%%d 8evi ce andgmht@nwgsuch t
could ¢l thatithdad @ctos hadipegacniepiohée pbtheé hospilaler i a ef f ect

an output signal to this effect, the respective

devi ces being adapted to effect a transm ssion and
DISCLGSERE OF THEMRRENTIONIevi ces only when in a sel ected

range of distance apart 25 or when touching. In
In onefforh @f dne mveation dalthaugh thissneathpoidee the efly @gthe broadest form,

credential  accreditatjon informt

; . aci Lon. ..l1n preference

it can bpsaiskip iesisieaset QtaRyibasvhers A RLof BiF dRicesisasiapiad to

i ' Lt i5&i6R0f Suéth information
i i B il AT rgegpio euch i
upon @&idoRrieitf Feuchatanserissivdcandia seesnd ievideyis ablapted to hold data

party involvenent in the 30 transaction. - .

in an electronic storage and adapted to receive transmissions from said first device
and effect a comparison of such received data with that being held by said second
device and when such received data is matching preselected criteria effect an output
signal to this effect, the respective devices being adapied to effect a transmission
and receiving between the devices only when in a selected range of distance apart

or when touching.
In preference said devices are adapted to effect credential accreditation information.

In preference, the devices have a range of transmission and reception such that
they will only transmit and receive at least some data only when in such physical
proximity as to effectively exclude the possibility of third party involvement in the

transaction.
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WD 2004/ 109973 PCT/ AU2004/ 000762 3 In a further form
of the invention, it can be said to reside in a
w@ee@daomornl exchange device, said device inclBdi/Ay20@4/000762

proxi mty conductor adapted to transfer at |east sone
data only when in such physical proximty to a second
credential exchange device 5 as to effectively exclude
the possibility of third party involvenment in the

In a futheniagt ofahe inventienf itichde daid bo tdsiddn am@i&ntbhexd:hange
may be said to reside in a credential conmmunicat

deviceg §alddiae\4|¢ﬂ:|n<}m0w@9 atProdily GoOREURios daPisa OdRRIIRIE! et 18ast some
data og@a\ﬁﬁ%ﬂ%g%é{ 8@?%%“ rgr@ﬁ niltg"’hz %S%gdcgégﬁ%l )éx}éﬂ&ﬁ’gé Hevice

as to e@?é%h@élg%x@ﬁ&de%efﬁbshrbllﬁﬁ betHiravedrty ievolvetert rethe transaction.
possibility of third party involvenent in 10 the

Ina fuﬁth?ugtﬁﬁ{ o e i ﬂloﬂag %b@%a@d@%gﬁiélﬂ £Elaehtialr ust ed

_ recog n en t devi ce and the second
commdsichtien dkabdn&ludmgexteem onhe mroximitydcqratucyor adapted to transfer
preference, the credential comrunjcation devi [ .
(i ggeé:ﬁentlal

at Ieaﬁﬁgmeedahacpnhé iendn uch physicabRXInigy 1,2 §ERPH
t
exchapg% dregllé:%o%d’foc’%f@cgg@@é&ﬁ]d% tﬁgipéﬁ:sgﬁaglgm EHI@)?% n%fv@ment in

the tra®SEBHGH, Gid Qétad@éih? %tdiaEte@iCt@mfféd:t trosee@ntudl desdgrition
aut hent'i cation b eying of a pass code into the

betwedpihe device emcbﬂwermwd dlen@ec witheut ieigrepeamia @ tid iPgHY-
device is adapted to accept identity authentication
In preféYenises thé ceedBriabtormmunidationtdevide Brachmbad Bt KesyUirera
preference the proxim t%,éconnect or tsman i nduction

parthlpanhf@oautbﬂntlczaje helpidentivdmraedilely bafpse CoBRMUARRERN iR the

s, effected by a RF transceiver of such power as to
seconp %% t he phyS| cal proxi mty to be such as
pr oxi mat es E’ggls' ca

 orl RSB 3 S Bt SLELEIER AP
authehittionSyf fheSt n%ﬂ‘ﬁeg gpﬁégé ?oé‘é’ Mtb ks BeliRel ransm t and

recel ve 'pr ea ore physical 25 contact is

i e S g b, R0 NGB b oy
autheﬁﬁ@é{fbﬁ%yf Gséof &\b%méﬂic%tﬁéhﬂ@ﬁoh hgdpagatah. cl ose

oxImty Is assure I'n preference, the proxinity
t si cal touch
in pre&%ﬁé?ﬁg Rjia %ﬁ%&@\?\}gea&] ﬁﬁh%%%@ﬁ t he second
BT e et e e
power as to require the physical proximity to be such as approxmates physical

touch.

In preference the power setting for the proximity conductor is settable so that
sufficient power is available to fransmit and receive preamble data before physical
contact is established, and at the time when physical contact or close proximity is
required the power setting is reduced to a level which enures that such close

proximity is assured.

In preference, the proximity conductor includes means to detect that physical touch
is being maintained between the device and the second device, the device further

adapted to transfer some data only when such touch is detected.

In preference the means to detect physical touch is a pressure sensor.
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In preference the neans to detect physical touch is a
pressure sensor. WO 2004/ 109973 PCT/ AU2004/ 000762 4
wo poopnefoes ence the i nducti on connector is protBCT/at2004/000762
from physical or environnental damage by thin |ayer
or shell of material. In pﬁeference, t he device
i ncl udes neans to conmuni cate the results of
credential 5 verification. In preference said
In prefemmezerthe ad wlionesurmeciee isiprtecied iems physieak onervidnmental
l'ight indicator. In preference said communication
damageelinthin taven @eshall of m@derialhr ee separately identifiable
light indicators. 10 In preference said |ight ]
In preferaticeathar devdce ifdudesimeans imdemmunicatetthe reiuliscef aredential
.. facilitate wvisibility fromnmultiple angles. In
verificg}ofk er ence said |ight indicators are |ight enitting
di odes. In preference, the device further includes a
In preferansesaich cpmumnuninalion: mgiasp lingludesapleastore asteddight
. . Jdevice further includes a bionetric authentication
indicalghnaratus. 15 In preference said bionetric
aut hentication apparatus is a fingerprijint scann

o |
In prefgrancereid EOMMBURESNRRMEANE N UTGR AL lgest {fuam Sopgiately
. . et wi.ng W ess transmi ssions froma distance
|dent|ff?§fqlMt%§%{o?%e range of thle proximty colnductor. In
i prefrense 8 Toh et i Yo BRREHS bahh 2e8 R R o ginate

visibili@efYérﬁ‘?nﬁlfiB@%%@éi ety of angles. 20 In preference the
evice I's approximately cylindrical. In preference, in

he alternatjve he nroxi.im . or is located on
In pret{eﬁ%n@an%qlg I'QH indi (Prisnﬁg%hg%mlﬁggﬂog}% nmentary contact
wth a second device froma variety of angles. . In a
In preferenaee the demicerutther iNfLERS RISt alnlie-pumeHp GisRiRY.
reside in a nethod for nutual 25 suspicion credenti al
In prefexeteintpe devitatiringrindudesp dianetrisasithedfinatgn apparatus.
credential exchange device to touch or cone into close

In preferemdaTsaid bidrbtric astkentichtioncppieatucds atfingecprédeacanaer.
exchange device transmtting data to and receiving

In preffféRcd tHRBdVIGe ARARANIACIHSXS Rfdans for receiving wireless transmissions

from a distance further than the range of the proximity conductor.

In preference the proximity conductor is a bulbous structure, permitting momentary

contact with a second device from a variety of angles.
In preference the device is approximately cylindrical.

In preference, in the alternative, the proximity conductor is located on the shaft of a
cylinder, permitting momentary contact with a second device from a variety of

angles.

In a further form of the invention, it can be said to reside in a method for mutual
suspicion credential exchange including the steps of:

positioning a credential exchange device to touch or come into close proximity with a
second such device,

the credential exchange device transmitting data to and receiving data from the
second device,

the credential exchange device processing received data to determine the credential
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30 the credential exchange device processing received
data to determ ne the credential WO 2004/109973
wWOEOAAMPRD4/ 000762 5 status of the second devPCEAURI0€/000762
credential exchange device_outputting the results of
the credential determinati®dn. In a further form of
the invention, it can be said to reside in a nethod
for mutual 5 suspicion credential exchange including
status bhthesdegpndafevicegyr ovi di ng each participant with a
credential exchange device | oading the credenti gl .
the cregiephialrRycharge deviger outevEing Abe sesulizof thec fiaf determination.
user, each participant operating their device to seek
In a fudipgrfopmicitiee mvedtion, icadaesaid tesidesiecd methed feranutu@!

poisal (e R ol .
suspio@ragefiant srBaRn g B d 2P s econd- devi ce. - each
providiggvéa%g) ﬁﬁ@@@gﬁf\miﬁ‘% éﬂ%&éﬂtfa@eﬂaﬁiaﬁé’é?%\)’ibé‘g data from a

con \ each device processing received data
loading thederedentialeexchenge eldeiteiwith stealentialodatarelevantitmal user,

devi ce, 15 each device outputting the resylts of the
each perlicipantiaperging:theirdaviemto $@elﬁoamrepeﬁ@ecfﬁaenwt4?é@ from a

further includes the steps of communicating an
Secon%ﬁﬁ&'ﬁ?sati onal mandatory security policy to the

each parBESakt RsitorRES geNts B toatH or kemeliene closeprbyinity with a
sald mandatory security policy to the data transmtted
second device, second device. This conmuni cation may be

each dviae st dotedS dliege Pl R G 1T ALRecol e |
each d:érv?cfeeﬁl%%??ihg ?%%QQ@Ha?‘fotJ&érH\i%'tHQ epeddiftiab 5RRGs of the

communi cat i user I scretionary security policy to
secontl ldeviceedent i al exchange device, and the device

applying said user discretionary security. policy to
sach daviceiputRuINGrbRTEsals PhpreedwntighdotriginalionTy; o
conmuni cation nay be restricted to being a one-off
In preferencesthepeethodriathepBicluses tha stapsoiomupteating@nur ed

organ oo il Babohe R IEaNe!dfob 48R 4k e
doiod FYRGFAIA RRBIL ot ey k99, e to e socon
devicd. Thiy efrarmmieationandy bel reslyictarhioureingta @ve-dl psgcesscpergormed

Wi rel ess_neans, ) .
when the device is manufactured or first activated.

In preference the method further includes the steps of communicating a user
discretionary security policy to the credential exchange device, and the device
applying said user discretionary security policy to the data transmitted to the second
device. This communication may be restricted to being a one-off process performed

when the device is manufactured or first activated.

In preference a mandatory security policy may be communicated to the credential
communication device by means localised to the particular location in which the

device is operating.
In preference, said policy communication is by secure wireless means.

Trusted appliances which are able to communicate securely together in a manner
such that no other device can intrude are known as an ensemble. There can be only

one appliance of each type in an ensemble.
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30 Trusted appliances which are able to communi cate
securely together in a manner such that no other
waleoisae9ocan i ntrude are known as an ensenbl e. ACEAB203/1000762

be only one appliance of gach type in an ensenble. WO
2004/ 109973 PCT/AU2004/OOd§62 6 In preference the
credential conmmunication device is a conponent in a
nmutual Iy authenticated ensenbl e of devices where it

In preférayics iignatecentialissrachunication deviaeais a dompbagnide\d peitually
display data. 5 In preference the r gqte Vi sua

authenac@tpd@m@mhl% ef d@wgeﬁéod@ée #irepy a\gnaf A Iisied FRImgte, visyrl
i al exchange includes the step of the
dBpmy”‘%e"d%%to (gﬁﬁlagq%ﬁ%ni cation device signalling vi b secure

' el e t d
In prefPiEgce e EAEaDYUa 4}5@&25‘3&@&&%%9%5'3319%;1???2?pgﬂt

associated wth the second device., 10 |n
In preférenee othet methoshvefraredential pxgﬁ@hgﬁél@&pdﬁqtberségp ggthencrgdentlal

od f f
comm{TFEAB88fcd SBPurySfe 6. MelBba MR GRE b Veta
d|splaysrtn%9ﬁs m ttS EO\}P\Véﬁ’ééFﬂbléathsG@Ifdém(ttRﬁi bf theddrticipaniedssociated
redential commruni cati on device, said device

with themelcuddnlgvm:eprom mty conductor adapted to transfer at
| east sonme data 15 only when in such physi cal

In a fuRKEXfofntof the irlvemtioANi nedyeloke shidato resicdedn gemethddcior aspitdo
effectively exclude the possibility of third pa
verificationodfibeenedentialshiortar aresac ingrticiaifs byey pyard lﬂfswg’rg the

steps i ncl uding menory nmeans and proceSS| ng neans and out put
P ans, |loading each participant's credenti al

prowdﬁ]grgﬁé'?\' rS‘eﬁ’élblgﬁnfj&Hd ﬂ@g%ﬂdﬂNﬁ#@szré@@ﬂltw 'cBﬁwrhbmcatlon device,

entity and credentials of the participant,
said d@\pee atdlurding laeprouianity soruthmt@readacpte@EQHahsfe[ at te@«,sk some data
propriate identi témor credent | froma

only whBh iR SuefaRCySICARR el Bisct SreitichesetReferdhalibg davice as to
effectn‘?ﬁ e%SIutdg tﬁg?%gsf?ﬁht)zBf"ﬁm‘drﬁéftfm‘é)ﬁﬁleﬁf 'n'ﬂﬁé’tré{\héafbtbh%ald

smtting ‘data and recelving data
deVIcéof@tmemctdm@ wesrdoy raedns had protessimpnieans @l «ziﬁpu’tmg,ans
t he guard s devi ce processing, received dat
loading e piakicipani'seredentialgonrmynicatign d@Nl@eSaﬂﬁt fatadadpding the

iden’tit;gI %\r/\id crédentials of the participant,

operating the guard’s device to cause it to seek appropriate identity or credential
data from a participant’s device,

positioning each participant’s device to touch or come into close proximity with the
guard’s device, |

transmitting data and receiving data between the guard’s and the participant’s
devices,

the guard’s device processing received data to determine the credential status of the
participant’s device,

the guard’s device outputting the results of the credential determination.

In preference, a passive device is provided to extend the area in which proximity to

the guard’s device is sufficient for the proximity conductor to operate.

In preference the passive device is a waveguide, adapted to allow the guard’s

credential communication to be inserted into it.
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the guard' s device outputting the results of the
credential determnation. In preference, a passive
waelewitae9ors provi ded to extend the area i n whi CPCT/AU2004/000762

proximty to 30 the guard s device is sufficient for
the proximty conductor to70perate. In preference the
passi ve device is a wavegui de, adapted to allow the
guard's credential comunication to be inserted into

In preférencd\RAPOIAriEPHARB p RETIH2D @A dfrtiat 2omMmunicatics dedee e,
each participant passes thejr credential communication

throughtithe waveguide dgsonauniaatedlel sredemi nicate their
credentials. In preference the guard's device is a

In preferenpe e yuard’ a.devios dsralcompasiend iman gnsembieinchiding agemote

) di spl ay device. In preference, the nethod of

visual dipRlgysievige. verification includes the step of the

guard's credential comunicatjon device signall hn% ,
In preferieace eiberrsethiodedfcedentiah yeritication inglyges th%gqpaqﬁt eguard’s

crecor G O 2 BB BERL oL e 8 romor
visual @igm%e&& i s bRf cHaRhitA® asssuHlidepicion clithe phricipant

nicate securely together in a manner such that
associsiiedovitrethedeanticipanéia dentceude are known as an ensenbl e.
There can be only one appliance of each type in an

Truste8 2ppih&s Which drerdbiefo Esmmupicatd setonetntagethertie a manner
credential communication device is a conponent in a

such tmattncedthgr devinesandatrede erss knevR asranensesBRiewhBee ¢an be only
sigpal ,a, 15 trusted renote visual display device
one aﬁr@gaﬁ?%gf]%'@c%t% in 3n 8hRBPlERce the renote \F;i sﬁal
di spl ay device is a badge display. In q.pr ferred
In a fugheoigrnmefithe meveﬂt@aethﬁica@d%ﬁ'@ﬁﬁ EHUGALOR dradceis @
cyl indri ' [
compegiént B4 vl Thel BAR4 ARGricfe BFUSYEES WhHerER ap SEal 2

trusted FeHR&RAISRY idish 4 telick So dispinyf @ataper sonal

identification, credential warrants, and 20 credenti al
ﬁg]{&r\? ) fﬁéw%d ode stick
In preflg wou grgyr%?ivge&i gfsﬁgfﬁ/ el Eer%?%%@éwdts %gﬁ i nductive
connect or, .0one ' .S .
i AT beoBen Che B ot B s 25 B
factor gﬁa L tefdirBWitd Gisf4 86l BUGK. Mhleeccaigdtiek is a gorablethmper resistant

I'splay such as a transflective backlightable LCD
trustedldepicayhictais used fos thetisaned identifieationy erédgntiahwarrants, and

ooy Bo e e S i G he SRS BRI o
a han@4l WO lke Wi EnShisdtReBYnector, one or more trusted input switches,
one or more trusted light displays such as a light "bands" to permit viewing from
multiple angles, a trusted display such as a transflective backlightable LCD display,
an untrusted wheel press button, an untrusted audio generator, and a wireless
network interface such as Bluetooth or 802.11 ethernet. In addition, code sticks may
be fitted with an optional light meter which can be used to detect when backlighting

is needed in an automatic fashion.

In a preferred embodiment of the code stick it may choose to use its wireless
interface to signal via trusted means another audio device such as a wireless

speaker device "button" to generate audio tones and signals.
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be fitted wwth an optional |ight nmeter which can be
used to detect when backlighting is needed in an

wa@eioeireorx fashion. In a preferred enbodi nent BET/ALZ004/000762
code stick it may choose to use its wireless
interface to signal via trusted means anot her audi o
devi ce such as a wireless 30 speaker device "button"
to generate audi o tones and signals. WD 2004/ 109973
For praR34alAIde0Be/ dye ek shobiler be neriuifactredste heeasitydecld bydke
shoul d be manufactured to be easi hel d bé- the[ and
hand aad do be Siereskinragainendt Reskak M a&e{%@d eRbgdimentof E‘?e%c"de

. ..enbadi nent. of e i Gk . i
R e L e e
one end NBrifgthe ﬂF fypitally malddus dHapetly,ardyobidrizty pasisagicia ,

and optionally parts of the cylinder side. This
cylindepside. Thispamits cassrehmamentaneeannesion Beliesn eedrsticks from

_sticks from a variety of angles. The |ight bands
a variefyf frAMYeSr ound a circunference of the cylinder can be

~manufactured via a variety of hods. One typical
The lightbaads running RFaUNsha G CUMiRiAREs O herenindsr Gy PEaTanufactured

v o S48, BuR I 05y MBeiPs i it

device®rBQs 8BA afircubiereirel ce either a PIN style number
can be entered via the trusted input keys, or through

A sery SARASAL DS 5y RIS 3 plrafas Bttt of
the deVig8'eithas a®PINestylai nurabercen loé enhtered via thedeusted énd 8 kele, or
transacti on before the device "tines n

throughereemhedded kiaraetricslenagl sush a$arfin96%§'t§$? s OhRi ch

.have enbedded w e
combig, ek LG HaNbR BF PRl P SREFE g o perake
the tra@b?&ﬂin K&tBrd the 86REY esinbs el ainere-authehichtioteigiregsirad For
elay activation of the tineout. The nbst typical use

code gtitks mhichobave an smbeddedisirelass elepnenixa sesure (&8 soRrrypted
each ot her

A N T L T e

device%ﬁ% abRlatbATrNS tifjedptSSi ons. During the course of
these di scussions, It becones apparent that both

The n{%%{,é{ip?qs% ﬁgg 82???? %@%E{i(g{ri]gfaeg?f;eﬁ‘ég 2‘%58%3?’[%’[& né})?/ec?fé(;énc‘ht other's
clearalB88 haidentitf withelt M4 iRterismreser a #irdapartyt hent i cat e
to thelir respective code sticks;

For example, two people may meet for various discussions. During the course of
these discussions, it becomes apparent that both parties may benefit from a
discussion at the secret level on a particular project'. Each party may then undertake

the following process:
a) Authenticate to their respective code sticks;

b) Via manipulation of the trusted buttons or wheel each selects a guestion to ask

the other code stick which in this case is do they have secret clearances;

c) Each party touches code sticks for a period of time until the code stick signals via
a visual means such as the light bands or an audio tone that sufficient data has

been transferred between the code sticks;
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b) Via manipulation of the trusted buttons or wheel
each selects a question to ask the other code stick
wokioghodom t hi s case is do they have secret cl eBCHATZ®/000762
c) Each party touches code sticks for a period of tine
until the code stick si gna$s via a visual means such
as the |ight bands or an audio tone that sufficient
data has 30 been transferred between the code sticks;
d) The \46d8@Biéks BRIV Brocess44 R0 A GMidGAgn&ls d) thidh espedive tisekaither
then processes the data and signals to the respective
successsafabirerafiwheihethesotber paity has asteciplctiaianche Iaisignalling

a Secr n be
can befgek 0% TSR Bl S BTG e Nipa TR P, oE3
comblﬁ/dtﬁMaNo‘?é gl an a®dio dorke BAABIffaiehpas thieceuldied sg@of@dd:iyoa

tone is insufficient as this could be spoofed
numbenwfiberanst neans. The touchi ng of the tokens or rather
the very close proximty of the tokens nust be such
The tobﬂﬂh%@ﬁﬂ’ﬂe t@nhsaRtather assvegctioseapraxithity bhirestokede must be
sticks are participating in the process. 10 |In order
such tha egehi yses santie assuied thaigny thasemodesstighs are PREIGRAIDI in
the rsettl ngs for the proximty conductor can be settable
Pr&&Sthat preanbl e data can be transmitted and received
..and at the tine requirenent for

cl h si.cal
In ordesite,apiimise iRIpRERNYRL RIRLS PHRHIERP IR IGR oL the
QV.

prox&mitg @p@%g%%n e Hbefg gb &t &H%‘@We gé’% "\gér/]rfP% g‘?.hgﬂ““e" and
receivéd af8 S thé Bneodeuirem@nt ttmdlcntet playsiaal proxienity the peles settings

interface the visual identity of the other party to a
reducedbadge" device. The badge device, is a trusted device

whi ch has an el ectronic display and w rel ess neans.
The prdcassaboveican ber agroentediin acambernt dfemays: &ios example, as part of

the MUtHALR EheBIAORIESESHITE Lo o CRBRTNIT & BOBTEISS
lnterfagggtti'% glsglgn | n% Bﬁéf thB o‘i’h tggé)" to*éi’r NThRIHRIGe device,

e are an Se e. There™can

is a trifed Gbylce%ﬂcﬂmlslaiﬂélect@(ﬁnlea!wplawand Mnreﬁssenmeanbl ia a secure
the case of visual checking, the code stick transm
protodoh fitraraautbentieaterandsansyeit Bad g@c%l}z&@ cotafram 4 speailc cods stick.

TS50 e 4 2B Mty AR Bl

such tHE?H@bthérrc@WE tarethtiudel dre kKPBGANY 8n RABEMBIe. I Therbehnde only
e other party, otherwise it may be 25 possible to
one appitancewf @aghdppein ag easemble. in the case of visual checklng, the code

stick transmits information to the active badge appliance in its ensemble. The visual
contains a visual identity of the other party. Note that it is essential that the visual
transmitted to its ensemble partner is that of the other party, otherwise it may be

possible to introduce a spoofing attack.

A further possible augmentation is to add a pressure sensitive surface or membrane
to the inductive connector so that actual physical contact with each code stick is
detected as part of the process. Although the threat is small, this prevents high

energy RF devices from simulating very close proximity to another device.

While the input switched can be used in a combination method to provide some form

of PIN style authentication, in a preferred embodiment of the code stick, it would be
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A further possible augnentation is to add a pressure
sensitive surface or nenbrane to the inductive
Ww@oraeewes so that actual physical contact w tPCEATZ04/000762

code stick is detected as_part of the process.

Al t hough the threat is snal0 this prevents high

energy RF devices from si nul ati ng very close proximty

to anot her device. 30 Wiile the input switched can be
fitted withedbiometric debiceaiuichrasnefihgerpriot rrauler de forompartof e gser

PIN styl e authentication, in a preferred enbodi nent of
authentipatioroersiuiiernant to theyeedieiStik-wo 2004/ 109973

PCT/ AU2004/ 000762 10 fitted with a bionetric device
Each codelstigk canfdontgin gruser diseseiéonary seeurityRalicyoand BB user

.aut hentication requij reqent to the code stick. Each
organiggfipnak mandatoly seeHIWiRPIISY user di scretionary security

poI icy, and an 5 organisati gnal rrandator seg r%h
The mpodatoty, satsityrpaticy wsjricie wiet the Welni ¢ rag aqtawt?l éf code

stk 215 338D b AU BsPhRE Sy TG SeoRearance

to anoﬁ%? 'Ble %'tl@l@héfb%@ Hb@e@&olﬁ@mm@ﬁ)rﬁ@e@lﬂrlhﬂxbdey Ioaded in the
er, the mandatory security policy |oaded in the
code stiokienat state tay dischasere bhTopiSecreistiearabtes 6pn Sedy be disclosed

to codf sfig aIdarpwBPTRAUSTRA PR ATZRTS e Lfer Gelgof ol ‘Secret for
s 473 [RGBy F0feriapaRopice
the mdﬂd%ﬁ@ry setchﬁtwmmtmay osemulel thg ysel's sgalatﬂyncamlrdlsdese holy a

user sel ection and disclose only a secret [|evel
Secretdfﬁ\@ﬁmﬂféncﬂ user discretionary security policy can be

used for the user to set defaults. For 15 exanple, if
A usemlea@aosanymemmmpoﬁcgkcm I cised forithewtses mﬁewezfau@%rFor

exampiay BodPickdaI 8BRS T e o e o abgn 2

‘stand%é %é?irgtslg(lelht%gt‘ BeFndyBe SR c‘f‘éeocﬂoetﬂé%iﬁ@r pé'rﬂﬁ desplte the

Ory Securi y pol1cy can al so operate wh
code stickqrydeesldimy amiap Segetclkeamnce. hei r code st Cks are
notified by a trusted wreless device in the roomthat

The nidh@aldty @ec@ﬁ’ty%ﬂm? b i) Spérany Aheatdtihdees cﬁﬁdntetlhg a room
secret level” This nmandat ory security policy t hen

their coderstickie anmuetified bk aﬁmstedwwgetﬁsstd%/mmth@rmom that the room
o oL oo B TR TR AR g o
may tl’i?rﬂ%gmdgr %%JICR%NH@S%S})‘[FM@% Q. yAI{&PIHtl\VéIV%%erf g

e evices.” For exanple, a trusted device
requebP®RtRArdrt sacumtgtdontext Gymanipulading rtbad:odetstm@ ta kearch for and

obtalnsaer(l:yiJ Hatn)éla%oorgtrgétglrements from other trusted devices. For example, a
trusted device located in a meeting room may be broadcasting the security context
that the room is equipped to handle conversations up to the secret level via a
wireless interface and that no one is to exchange credentials above this level. The
broadcast is via encrypted, authenticated protocols which can be verified by code
sticks. On entering the room, an attendee's code stick receives this broadcast and
matches to the policy. If an attendee attempts to exchange, say, notification of Top
Secret clearances with other attendee’s code stick, the code stick will refuse to do

S0.

BRIEF DESCRIPTION OF THE DRAWINGS
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25 that the roomis equi pped to handl e conversations
up to the secret level via a wreless interface and
WO bat/168970ne i s to exchange credential s above PEI/a02004/000762
| evel . The broadcast is vja encrypted, authenticated
protocol s which can be veri¥ied by code sticks. On
entering the room an attendee's code stick receives
this broadcast and matches to the policy. If an
Emboditricafsietthatihesmtich will row bertgscribey withahefdssstamme afdrawings
) _Top 30 Secret clearances wth other attendee's code
in whickt i ck, the code stick will refuse to do so. BRIEF
DESCRI PTI ON OF THE DRAW NGS WO 2004/ 109973 _ )
FigurePIOE/ sitdgDedé ttatdn of tHa ciedeotialmemrmunicatine denigeriniaogpde stick
will now be described with the assistance of draw ngs
form f3Giofhi ch: Figure 1 is a representation of the
credential communication device in a code stick 5
Figurefdbshowatwocodsisiigke irpushows two code sticks in use.
Figure 3 shows the renote visual display apparatus in
FiguredB blaclge tfierembtectisual display appdratboinsa dadgetiorn fastor.
i ncludi ng a wavegui de for extending the area in which
Figure™4 SBGwE aerfibbdintétlifdltidihg sPRasedUige fdiOextending the arsxh
the enbodi nent of Fig 4 in use. BEST METHOD FOR
which GlaRBYIrtSnityTcanigct isNdesTieN Fig 1 shows a credenti al
comuni cation device constructed according to the 15
Figurel H1¥R6WE @e ehibdtivment oyFigntliniuse., tanper resi stant
casing 1 and is of a size to be conveniently held in
the hand or stored in a garnent pocket. This size and
shape is referred to as the code stick formfactor,
and such a device as a code stick. The code stick
includes a proximty conductor in the formof an
BESTIMETEHODN €OR OARRYINGOUMIHE INVENTION ed at the
bul bous end of the code stick in order to facilitate
ease of 20 touching to other devices. The code stick

1 S B B RS SRRk e

ven e, 51 B PUAETE gD o Syt
convedigntlly -held fstheatiancdeac storedlim aigaohentipddkiepl Ehis isipietand shape is

em tting diodes. . .
referred to as the code stick form factor, and such a device as a code stick.

The code stick includes a proximity conductor in the form of an inductive connector
2 which is situated at the bulbous end of the code stick in order to facilitate ease of

touching to other devices.

The code stick also includes a transreflective backlightable LCD display 3 and an
untrusted audio generator for output. Further output options are provided by three
light bands 6 which encirle the body of the code stick. These are each made up of

multiple light emitting diodes.

For data input, the device has a combined jog wheel and press button 4 and three

press buttons 5.

Wireless communication with the code stick is provided by an 802.11 ethernet

connection. In a further embodiment, this wireless communication link is provided by
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25 For data input, the device has a conbi ned jog wheel
and press button 4 and three press buttons 5.
woRooel1ie®33 communi cation with the code stick i sP@r/av2uedo0762
by an 802.11 ethernet connection. In a further
enbodi nent, this wreless nruni cation link is
provi ded by WO 2004/ 109973 PCT/ AU2004/ 000762 12 a
Blue tooth interface. It will be appreciated that any
a BlueRootby ingsrizice. frwil e-appoeciatedahyt amy pedpietary or non-proprietary
communi cations protocol may be used. Figure 2 shows
wirelegsheorpewinieationsyxetocehaay bgrusadawo code stick devi ces
10, 11, each 5 with a proximty conductor 12, 13.
Figure Thelsews tinzldevioe $n ase Thﬂferarertwoyeodeaﬁlghtdevtc@géﬂwéﬂ each

with & PR G SPBAEP! Hads. Teoe pnglcofs i Eomertarig FARy R
togeth{aﬂfgangdeggspar m&%ﬁﬁb&b WSEHIAL WaSicdst becones appar ent

|es ma enefif froma discussion at

o o548 S5 P S BB pyFB pOtbbte o
these H%Eh%’bﬁg i E)Sé’émeg_ %EEal%@ﬁ bhe Wolte phitk! hay ®ehbfi from a

respective code stic by entering a pass code
discusisibenaii themremewmnempartlcular aroject achgpastyihesrinderigkes a

hown) e cod |ck ncludes a bionetric
proce%ﬁﬁ%thegdw% €h as a fingerprint scanner

which is used for thls step, either alone or in
They eantbauihiehticataito rthelh tegpastiveeerde sticksviby arigringf £ess $oge

denttgafoR SRR L IR e BEboB AR REShour SRl ntuces
a blonﬁé’tﬁé‘ aﬂ?r}’é?ﬂncéﬁ&ﬁ %bwc@'s%@h MWEfinFAphnPaEdnnelr Q\Hﬁd_fh?is @é,&ﬁ‘for this
ticks for a period of tine un t he code stick
step, @tr@nwlme/ommcombmaad)n wmthrtbe@aea cadet he |ight bands or
an audi o tone that sufficient data has been

Via mhhipOffieh'stdhé push ®ttbhe of athleebtaciksele2ts d haestinleto ask the
sticks then process the data and then each signals to

other code stiglpwhidhip thiseiaseds dadheshave sseaspt’ p&ﬂar@m@e of
verification that the other party has a "secret”
Each Eéﬂyll@mrm coblai sticks §ovad pergd obtimeeurdil theecodenstick signalg via a
and lights, or on the trusted, visual dis

visualdap@isaueihas the lighthandsaf an aidio tepr that SPﬁ??%'“ftid&?are hiis been
wansi@ied BehuboH Uis BT BT o Ve "code st i ok berore use.

The Bl Sl bHECHoS35E PR.AHIE 4 Shen HEEn RS T BB Bb P oo
either SuBESs or failure of verification that the other party has a “secret” clearance.
This signalling can be either the trusted band lights, or on the trusted visual display,
or a combination. Note that an audio tone is insufficient as this could be spoofed by

a number of means.

A user must authenticate to the code stick before use. After authentication the user
has a certain amount of time to undertake the transaction before the device "times
out" and re-authentication is required. The code stick is adapted to receive, via the
wireless communication link, a secure (e.g. encrypted with authentication functions)
"heartbeat" signal from other trusted devices to delay activation of the timeout. This

allows for multiple transactions to be conveniently carried out.
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out” and re-authentication is required. The code stick
is adapted to receive, via the wreless conmmunication
wo povk/10®75ecure (e.g. encrypted with authenti cetT/an2004/000762

functions) "heartbeat" signal fromother trusted
devices to delay activatioiof the timeout. This 30
allows for nultiple transactions to be conveniently
carried out. W 2004/109973 PCT/ AU2004/ 000762 13 In a

In a fufthet bnTboglnmedi sEvedgeaddviatyas dbowndn &ig 4heinclidedriTgisidevice
is included. This device 1is capable of estaplishin

is capallegf @Si!iﬁm@hli\;gsa ERFIHEWIrQ)ESS 60 tigRdo meyartsﬁ%n‘x &@ggcode

stick d%\/ c%éh/?aeéa%gu r%t&:o? qFH%ﬁ AR He ahd tr?ﬁé}glt and receive data

transm recelve da
from assﬁrfé“dlffd @od@é‘lﬁ:l@ﬂ‘r@éted ’éf)pﬁér&fésamlbhme eblemu @dmmuencwné e

to communi cat e securely together in a nanner such
securetlhémgetbebmr@mam@r ééClEHlﬂtlf\f?tqtbﬁéd@Vl@e eABURride argrknown as

o R T 55 e AR 9P, B e
case d?g/i’ﬁa? chekkihg: aﬂﬁ%’de% é’u&f( @Ifafml?m@ﬂnfdi*rﬁah@n a6 they acthaedesdge

ance in its ensemble. The visual contains a
appliancs iralts edeembiey Tde \tiswal @Dhtam?parw%ual i ity ef theather pargy.

e PRI e TR s B o o
the otr?& @@'o@lﬁ%v%&e It%éfﬁ%?@sﬁ @@%HBSU%E ofn'm aftack.

ment ere 1s pressure

in & 1, et Dhh BE 88%’8%% 8 e fseretie Shrgz o
membfhhd mc‘ﬁ?cféﬂ {P\%@ ||§é|lhcﬁ||€/e'o%nﬂ@&t%?%@%élsadwélt pFWfSlddﬂ ontact with

process hough the threat is small,
each mdB/elmlslsIﬁegénted asgparRyt theiroesss: Mmughmm@thrﬁgt igeayall, this

rvein B e o B b B

code %ﬂ&dﬁ}ﬁ communi cation device system can be used
or e rapid checking of |arge nunbers of personnel'’

o scBEAGTboyhh EREE. 3S8R85R g

devicé’eg'ét@n%ah genisehifsPiheaBpRAGTeckiNGEo! laﬁg@h@nbbwws@m@el

I'ved, It can overload the guards checking each
credentialsridieelbsed meidingi ailendance .y fhis i cu reéaraﬂ‘spﬂyelq y Deneye

hecki
attendegs pIaR B B baCEE O anTIcALG PR (hRY Sevhia bRBiedare
mvolvggt &%gn (93’3 gﬁa'i‘ﬂ?é Q?Q'%% MR dMeh SRR EErcaEhtiRg! AW pical
ar Igerlare U|redfe

sel efts the cri

exampléihtDeéfanee ieciisckirrrpaticipaatis amaeameilevebtmbecneﬁtfes
this selection to a code stick devic
attendance at classified functions. The checking method is accomplished using the

steps set out below.

The Guard selects the criteria required for admiitance, e.g. secret clearance and

communicates this selection to a code stick device.

The Guard then inserts the code stick 20 into a slot 22 in a passive waveguide
device 21. This waveguide restricts the range of the wireless communication link of

the guard’s code stick to the area of the channel 22 of the waveguide.

Each participant, having authenticated to their own code stick, swipes or sweeps
their code stick 26 through the waveguide device as shown in Fig 5. The two code

sticks communicate via their secure wireless communication links. The localisation
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The Guard then inserts the code stick 20 into a sl ot
22 in a passive wavegui de device 21. This wavegui de
w0 e®inowrs the range of the wirel ess communi capCDAURGOMK00762
of the guard's code stick to the area of the channel
22 of the waveguide. 30 Eatéh partici pant, having
aut henticated to their own code stick, sw pes or
sweeps their code stick 26 through the wavegui de
of the Sigrakehptheshaveayuide piayides fReeyuarantzedhat tiere ksno third party
conmuni cate via thelir secure wreless comrmuni cation
involved inkge transacienl i sati on WO 2004/ 109973
PCT/ AU2004/ 000762 14 of the signals by the waveguide
The Gpaals desice imdgriakesar intetragativreria the witeless eampaunigation link
involved in the transactjon. The Guard's device . .
as the paicipantsscede slipkds ﬁW&&i gl % HEVEEYBLELSRG variations o
. [ r f '
previof QY TREfBE kthod and sihels Ve suopLBSTE el Fhrlsted
visual Picaisonisthe deart's bede stidkhactorpanied dyadrsoptiartad untrusted audio
success or failure via a trusted visual neans on the
tone. Guard's code stick acconpani ed by an optional
untrusted audio tone. An alternative enbodi nent g;jot
An alteimaving ehasodiment @ phawhibas twe réeaptacies Gunrg tordhe Ruard's

code stick, and the other for fhe et | ng _at.t endeg. .
code sk, and drRIBIET JRIN §eetiic 2 Ensles. JeATRES PFats eir code
sk 831 G G1E5 RSt S0 EERNER i Ghed g i o
the reéd|ftable8ss sREwYidTiiiey cloet pedxivityanbirmded ashibved endsthus a
wirel ess connection is not needed. Wth many wrel ess
wirelessrppanesiion is a9 needrd.| ength of tinme to gain a "data
lock", i.e. the 15 length of tine for two devices to
With mampgiretessdmplernétations)dhs éength o timeaiesgain a ldeka k", i.e. the
be of the order of seconds. Thjs ., s typically.too ang(
lengti Qi dOTipiS) GRigaRd SEOSR @ACR Ot ST URk dielify Tink may
i I ' 0 ; ' i
oot ) QB PGl T 18 Y oS e b,

methcﬁe@ﬁm&ﬁ? bkik deMyisfeckiev@udalsicodée bick tohteansmait g airddius out
Another alternative is for the Guard' s device to have
of the wavegplide iis puIahrenisatiorsequences hY oxbnieopl/e griadyithin the

ef.fect. This,.perm ' i TR AT
wave o8 Aue SnBGEHS b €h1 GHBMESERVEE O LBAR b Albiess
interf@% a8 HchteveMhB B apreafedtNTRIdPerhiie othevess skckshrYh@vieinity to
al ready synchronised for data transfer. Throughout

"lock inhbsfarpebey asmswept thraughuiheosaveguidedVbes swept tyeughdhe
been to iIIustrciate t he .ina/Fntd' ?n and, not to limt

wavegyjde they are already synchronised for data transfer.

Throughout this specification the purpose of the description has been to illustrate the

invention and not to limit this.
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WO 2004/ 109973 PCT/ AU2004/ 000762 15 CLAIMS 1. A

credential comunication device adapted to transmit
wapw4nemes ve data, including means to processPGHAU2004/000762

data in order to effect credential verification and 5

trusted nutual recogniti odbet ween the device and a

second credential comrunication device, w thout

reference to a third party, further including at

CLAlMEeast one proxinmty conductor adapted to transfer at

1.

| east sonme data only when in such physical proximty

I etdnt
A olePeRtiBEEA N HICEREN dedjcccRIEPIEN SR aRSTIAc RcRbe dara,

including Meamsito procebe saidatatadi ooder teEfECt pragesia Gr!ilcatlon and
communi cati on device as |n

trusted mut@alarecgg@PO%PeM\%emH\ﬁ @%V'?% aﬁﬁ%ﬁ#qm@g‘%rgggﬁ@ o
con@rg‘@ﬂfgfghén \gEUE@' gﬁtﬁiéf 1o 'h‘éet AN igeRly! RIFHEr iRtIGdiAg at

I'ce ntl conmuni ¢at 1 on device as
Ieaétrbné gioXinkity Eorfdifdton dddpted Ih@traadmmtabtbasm soaecagia only when
dentity authentication by the ke of .a code

in sunhqohyﬁ@auemxmelty 1018 saCcod grastpate 9<P H&Mﬁfﬁf aﬁfﬁ"&? asto

oS5t R v et B By oMo BiE Bahicton
aut hent i cati on appar at us.

A cessiaTi carTGATASMEE P AT e UR o e ks 2
A X T L ST

ni cation
corflfUinicatidh With fedddtond ddviceri n the | nductl on 20
connection is effected by a RF transceiver of such

A cPé’&EHnafr‘%oFrf?nurﬁeét@rﬁdé\h@? ehwaaml 1 dH PR Fixritier depsedt to

as approxi mates physical touch. 7. A credenti al

accfémmléntmtaumndeauarebyame keying obaepass adsle lptOetb@diavgce
claine wherein there are neans to effect variation in

A c,tr&? c MPNRORRGMEALSH déVge REM iciiy! oragaitug furtheémadapted to
ation to the data to be transmtted wherein in use

acapitéderntiy dathentieatiathby hise ©f @Riameiiis autheatieainn arparatus.
reception is acceptable, is transmtted at such power
A @8dégtidieonenenicatbrbyetibe asdnany arevofdbelpreceding glaims
physical proximty to the second device as to
wheféindhe pepXjméy ePnBRCtOnEs %w%'PPWnBPC’QQﬂ rd party
i nvol venent in the transaction is established, and
A @elentislaorunadicdtoradevice &s |h§lalda5,awhhr@§éthﬂwléldﬂﬁ’@m sed

conus@REe ellecies Bed Fc BrOSEE LR § SHACHP O & eaesilfEiné
ph§SEHANSRInE 0% sdch Bs Spfoximates physical touch.

A credential communication device as in any one of the preceding claims
wherein there are means to effect variation in the power output of the proximity
conductor in relation to the data to be transmitted wherein in use selected data,
which is data whose unauthorised reception is acceptable, is transmitted at such
power as to be received by the second device before said physical proximity to
the second device as to effectively exclude the possibility of third party
involvement in the transaction is established, and other selected data, which is
data whose unauthorised reception is not acceptable, is transmitted at such a

power as o be received only when the credential exchange device is in such
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8. A aredemiial sonwneicaiipn devige esddényione o dhend

WD 2004/ 109973 PCT/ AU2004/ 000762 16 physi cal

proximty to a second credential exchange device as to
wetdoaao99vel y exclude the possibility of thirdPEEAU004/000762

i nvol venent in the transaction. 8. A credential

comuni cation device as inlt@ny one of the precedi ng
phydieal psoxintiyrteiansedendmreséntial gxchange device w6 ta@slechvells

exciidiboso ol b Aary SRS B NP RO co

further adapted to transfer some data only when such
ﬁ%lqegng)ﬁlalms

e Bl b RS BEofFr gty G cpen s
beiﬁg'm’éi'h'téiﬁéd PR R dSvitd apd ¥ tendfddvite, pie dediceJurther
aims 10 wherein the proximty connector is

ad aptetidotiemsferonugaiacenly srhesnsuahoienehisifietegiathge by a
thin layer or shell of material. 11. A credenti al

9. A ¢reHEHINI G MUNnigaloedevise iag iaraim® whierdihehg N togletect

clainms including neans to comrunicate the results of
physicaldeucinip @ pregsuee se@s@dent i al verification. 15 12.
A credential conmunication device as in claim11l
10. A vheiegitial sainchunicationi deavideoas immagnenda néthﬂjlemcadirlge@leims
one trusted |ight indicator

whesmmine BEYaHY GOUNERoRS PIRteatas oM PAVSFaId Eyirgnmenta
| h
dafiR Y Ry e T AR B FARRLS | GA i i cators. 14
1. Agredemial song RN Se s Thany gn of i BResAl, faims
indIQd; ‘i’?@ach NGinMAuA fje H?eere%% é%?de?;e%@i‘hb'tbteﬂfFe%t credential
IDi 171y F .

Vi S _ “Trom nu e angle A Credenti al
vefification.cat i on dIGVI ce as i n any one of clains 11-14
wherein said |ight indicators are light emtting

12. AGr&disttial é@mnﬂurﬁééﬁﬁﬁﬁdé\ﬁée 69 MTHRiraatli WRe@Ry 54iel cdnmanication
any one of the preceding clains further 25 including

mears instueleésait erest oomdrustediligllingicator. A credenti al
comuni cation device as in any one of the preceding

13. AGrédenidl sothtunication deliicy as i claimatiri whergi eaidl c:caminunication
apparatus. 18. A credential comunication devi
medng inclurlenrsd leash thrgesapasaisty identifiakle Fystedlig H‘dmators

apparatus is a fingerprint scanner.
14. A credential communication device as in any one of claims 11-13 wherein said

light indicators are formed as bands around the device to facilitate visibility from

multiple angles.

15. A credential communication device as in any one of claims 11-14 wherein said

light indicators are light emitting diodes.

16. A credential communication device as in any one of the preceding claims further

including a trusted alpha-numeric display.

17. A credential communication device as in any one of the preceding claims further

including a biometric authentication apparatus.

18. A credential communication device as in claim 17 wherein said biometric

authentication apparatus is a fingerprint scanner.
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WD 2004/ 109973 PCT/ AU2004/ 000762 17 19. A credenti al
comruni cati on device as in any one of the preceding
w@b@ie9dfaurt her i ncl udi ng means for recei vi ngPEI/ABL®S/800762
transm ssions froma distapnce further than the range
of the proximty conductor1720. A credenti al
19. A cradeniiskceamnoninipaiipn eexics as m@nm@e @f thehr@reped@gcnlaigﬂs further

RPN I P —
th% %ggeadé%ggrw&g'cpnﬁﬁ oProximty COﬂdUCt or is

on't sal d approximately cylindrical

20. A GisRbH FomrE b 4RI 2 o5t Al pitcelirBnah
wh%?émlmé giatices eppigximately Bylmayicane of the precedl ng
clains 10 wherein the proximty conductor is a bul bous

21. A y%&éﬁt& EOm&%'iEah.bh[bgé\ﬁI}E@é‘ rf‘%l&lm %g%l‘?&%m’\fhbmri@éﬁﬁp nd

Froma varl e A crede

cofi@iiEtonisdatated ometveahadtsofi saidiaypximatelyt tydingriealestiungure,
clains wherein the device is a conponent in_a

permitiing mpregntarmeaniactaditte asespnd dericediam @\ariaty, of angles.
devi ce being adapted to effect data display on a
22. Atcretdntidl cempiumicationudesice aslirsphyapne ef treeprezeding claims
credenti al communi cati on deyi ces s in claim.23 wherei,n

whekain tBadrexivity ¢NAUGHo i3 8,pPu ryclurg, Bgﬁ@l@tlr}g Wtary

oot LAY ol ARSI Sately SR eBisct Toni o st or age
23. AGFRRUE R BIAoBRs o5 an hiid PBi o B bEpbel fims

wh%%fnctﬁe'o%vg:%qgta% or‘ﬂéﬂtqn dahatually antRirtiehfcnéssemble of

torage and adapted to recelve transm ssions fromsaid

delloest théedeviee being aefapbed tmeitectpiata displayf ors adtusted egmete
data with that being held by said second device and
visped Aisplanievie®i ved data is matching presel ect ed

criteria effect an output signal to this effect, the
24. Arossgential aemﬂmnlwmrb@e\nge agdpclaim28 whertsin the regote visual

tran m ssi.on, a r i ving between the devices only
diggiay, P‘WCE'%%Ibég d’esﬁa)‘rge of di stance apart or when

touching. 26. A set of devjces as in cla

25. At @f deviceewhare aéwatmfébetd@vw&ﬁdaeieéidemqﬁ!n\?hfmaﬂon in an
oSSR o BB ool o PPy h riherng
of such transmission, and a second device is adapted to hold data in an
electronic storage and adapted to receive transmissions from said first device
and effect a comparison of such received data with that being held by said
second device and when such received data is matching preselected criteria
effect an output signal to this effect, the respective devices being adapted to
effect a transmission and receiving between the devices only when in a selected

range of distance apart or when touching.

26. A set of devices as in claim 25 wherein said devices are adapted to effect

credential accreditation information.

27. A set of devices as in claim 26, wherein the devices have a range of

transmission and reception such that they will transmit and receive at least some
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30 transm ssion and reception such that they wll

transmt and receive at |east sonme WD 2004/ 109973
WEQDAARAD4/ 000762 18 data only when in such ptiy/aivzmk/000762

proximty as to effectiveIY exclude the possibility

of third party invol venent 8n the transaction. 28. A
dateeohly aviiesy inrauchaphysicah bexdnity. e de eifealivaly exelbige the possibility

incl uding the st f: i tioni denti al
of Wl RAtba MNP 1F SR B lBhor ol ai me 1-24 Lot ouch

or 5 cone into close proximty with a second such

28. A msathed forirrutugd suspicionl cresieiah gxChrRg e BCtuding: ihe sterg of:

. Vi . f At . i
ool bk B P AR YR AT B BEBRLAE A o toven o
coflit iftd Blo8E hesiinity Witita seEattesldtevitet us of the second
device, 10 the credential exchange device outputting

the bredeatiall @xchahgeislevigedsanamiding drlede eindaerelingpdatadrom the
nﬁrt&cFad for nutual suspicion credential exchange

sep 8Y'RG t he steps of: providing each partici pant
; o = o .

th%\ﬁf‘!ar?@t@- gg %?géldgggl nlg tg %sqﬁqg%%rg\??cda?atexchdaér?ggn@%\}%e

creddrtiat statlendfi the sdebaddelviseant to a user, each
participant operating their device to seek aé)ro,oriate

ggﬁzr ential

the creglentinkgxdhangerdeyireoutpettipg dha &ggulis ofd

J ol pant positioning their device to touch or cone
de}?%ﬁhﬁ%t?cg@e proximty wth a second device, 20 each

2. AGBRDAA TOUPLLE! SUBBBle Reoredi] Poebdade ol Bubg Vi G S

préﬂdﬂgéﬁcg‘ﬁtiggﬁnﬁhﬁﬁ eNdrb@bntiH %&Eﬁarﬁje HF\ﬁce %\%Qﬁ@y one of

devi vice outputting the results of
claimediefdj al determ nation. 30. A nethod as in any one

of clains 28-29 further including the steps of 25
loadingriht eedenfalexchangaidextceom C%&%'H@bé@igsr@@ym {p a user,

I . t d N . C L: .
oof B eRlob Ay GRS QiU ROm BT cebint g rom
seddhd deyiegsm tted to the second device. 31. The net hod
of claim30 wherein the comruni cati on of the

eashgramicipantgegitioning their device to touch or come into close proximity
with a second device,

each device transmitting data to and receiving data from a second device,
each device processing received data to determine the credential status of the
second device,

each device outputting the results of the credential determination.

30. A method as in any one of claims 28-29 further including the steps of

communicating an organisational mandatory security policy to the credential
exchange device, and the device applying said mandatory security policy to the

data transmitted to the second device.

31. The method of claim 30 wherein the communication of the organisational

mandatory security policy is restricted to being a one-off process performed

when the device is manufactured or first activated.

32.The method of any one of claims 28-31 further including the steps of

communicating a user discretionary security policy to the credential exchange
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mandatory security policy is restricted to being a
one-of f process perforned 30 when the device is
woreowfiesoraur ed or first activated. 32. The net hpdr/ai2@myo0762
one of clainms 28-31 further_including the steps of
comuni cati ng a user dlscrﬁglonary security policy t
devine, andcthendévite applyinggzaithOsendiscnalivgagy security policy to the data
PCT/ AU2004/ 00076 19 device, and the device applyin
traggijjt th@§§89@5d8M§Py security policy to thepga¥a )

transmtted to the second device. 33. The net hod of
33. Thelraﬁetmc;@f w3 WhREeie dgropmeinicatios of the Lﬁs@éﬂlscre’uonaw

oo oA S LD o AT AR S i

is maﬂufa@ﬁ}réa%#ﬂ%t ddtivafedact i vated. 34. The met hod of
claim 30 wherein the mandatory security policy is

34.Th§9ﬂ1é%BH°o€I‘tcﬁéil éd’mﬁw@felﬁrtﬁéjﬁ{gﬁd%lto %@&ﬂtﬁﬁéllc‘}qs @8Minfhicated

neans Ioc I sed the particadl ar ocatron in

to lMé cradehgal d)‘bvmmanicau@rmdeaibelw maans Toalised hotheoparticaiam
34 wherein said policy communication is by secure
locatipe i whichihergaymies isgmeratingd.net hod of any one of
clainms 28-35 including the step of the credenti al
35. Theaneiotladtciaim 34 wiheesinisgithpoliaygcarmeusiation isvy seets wireless
nmeans to a renote visual display neans in its own
M&HPenbl e a vi sual depiction of the participant
associated with the second device. 15 37. A nethod for
36. Theapemodmfiah'yma ofclaims 28-36rinaludingaine sep &f Hraeigdsntial

rti.ci pants .b uard includin e X .
cofFoER T SR senefienia oG Ve R Lomote visual
oS58 108 S04 Rl oRet P
aseociateni with trenseeondcdaviee.t h data i ncluding 20 the

identity and credentials of the participant, operating

37.A Hé‘ﬁ"lcﬂilﬁfr dagiddeyitieatidrootiesstetiéntials dealgreppiodpartiipants by a
identity or credential data froma partl cipant's

guaey inctyding the st@nsmﬁ each participant's device to touch
or9at R ek ReER e BV b B cvic
asIHEY chePrbihings P2l i ci pant’s

loading each participant’s credential communication devices with data including
the identity and credentials of the participant,

operating the guard’s device to cause it to seek appropriate identity or credential
data from a participant’s device,

positioning each participant’s device to touch or come into close proximity with
the guard’s device,

transmitting data and receiving data between the guard’s and the participant’s
devices,

the guard’s device processing received data to determine the credential status of
the participant’s device,

the guard’s device outputting the results of the credential determination.

38. The method of claim 37 further including the step of providing a passive device
adapted to extend the area in which proximity to the guard’s device is sufficient

for the proximity conductor to operate.
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devi ces, the guard's device processing received data
to determne the credential status of the
wQarotitedopant ' s devi ce, the guard' s devi ce out pRECT/ATIZN04/000762
the results of the credentli determ nati on. 30 38.
The nmethod of claim 37 furdther i ncl udi ng the step of
30. Th@ mathad 0§ ClaipRs imerale the: BaSQM%QEté'GetI% agua@agiiden adagpiad to

o P A U R o Al O
theﬁéﬁ%geﬁ@%pasg e&%sﬁ% th@ﬁ%r@@’érﬁ%‘l’ cBrslimtaictPdevice

ereint evi'ce I's a wavegui de, adapted to
threligothe Wwavegaide'ts comedenicatel theivoneaerdi@is.on t o be
inserted into it, further including the step of each
40. Th@c’hﬁéth@d m%hynﬁﬁe%mm{sew 30ngiskraln e Qertisdevedd @ra
device through the wavegui de to communi cate thei
competent insrsengemble :mnledimtmtﬁmve \épialsheplay dewsemﬂd further

incliaaesionat ibe BT Erdiebte] Ednlrta PRARGAH bahdyfe via

seblteifdless Pr%eh’%‘ B8%hé '?@m%ﬁaeﬂsﬁél difisiag lh?é%ssmq{se&mbhéémble a
communi cati1 on device signalling via  secure wreless

visombdspititon betheepartieipansasdocifiteg vty tivegresticipantsdeviee.
ensenble a visual depiction of the participant

41. A gritie ?érﬁ eMiddisthherRsed idevigarddaptéteto be uséa fdrilperSonal
portable tanper resistant trusted device adapted to be

idandiicatia, qned@uradwvarrammwrrdu wadeoiinl excbaage ingluding an inductive

coﬁﬁééjggfq%@ grgrgﬁﬁereﬁﬁg{étd' '%Wét chq%]g%eogg @iﬁg@gq%ﬁd light displays

{ laAVintrusted wheel
o BN IBEE st Sl hap o v
prefssipiiteon, mmrustediaedlo@mmramr,eam bwwitadass network inietface.

audi o generator, and a wireless network interface. 15

42. Ad@vmé\agfﬂb%ﬂaﬁWHbrélr\aﬂr\@dfiépIWﬁmtmétéG display is
untrusted. 43. A credential comruni cati on devi ce

t f
15, GRRBARRS R SRR 389l Bod it 858010 any
onarst tas entdadiinentsian thbspebiicatisrowithngiengnée touand as illustrated
with respect to that enbodinment. 44. A nethod for
byrthe @srorweapy tidduiFatioast i) resperkiogat apPesKIeRl | y as
described 20 with respect to any one of the
44, A eveliiont] formhstuahsuspicispecédéntial exchangensubstantialy estdescribed

wn%n%s%;ggtlﬁ)ﬁg {)@é Sﬂg}ey GTEEEQ@](\:%[&%{I’I W—:J snégecﬁl cal’f%tn " Herence to
and as illustrated by the accompanying illustrations with respect to that

embodiment.



