PCT/EP2020/054101

WO 2020/182420

1/12

: 144"
l 'Ol AN
r-—-—— ———"~—FF"~—="—""">F"—>—""+—FD/">"™7"7" /7 """ L
||||||||| SNOILONMLSNI
i 1 | WYH90¥d
| _ _ || [E18¥0v34 ¥3LNdN0D
_ | . _
_ _ undd [ 7 __ 0z FA 3 4V Irsio]| - _ SINVH90Yd
| _ FUVMNYI 30I\3a
N || | ¥oss300¥d NINHOV -~ 11 _ JOVHOLS V1va
I | WNLYEIA | -
_ _ _ _ orl
_ > p—
X ¢ndod _ a'ddv |70 _ 901
I ~—~0L1 | — 0c FA : 1s3no~ 2 _ 301A3a
[ _ GlLl J'ddvY | 01 \ ol
_ _ _ HOSIAVALIN CANHOVA - ~2Z1 ) _ LINN
IVNLYIA TO4INOD —
L _ _ ol 1| 90!
1 I 7 o020
I —~OLL | T SVl wE|
_ _ _ vil V ddv |[1S3n9 “ warsasans _ e
oll
_ _ | | | HOSIH3dAH LANHOYW | ~z1) 4/__/ 391730
_ _ IVNLYIA ant oll
_ | ONed SANIHOVIN 0l _ w_m% o
_ _ ™
[ ~~01L1 _ WNLYIA _ AOW_%\—_/_OO / 901
Sy _ _
T ] AYONIN H0SSFO0¥d _ F0IN3A
L Y Y e L l/m/ NO F O\_

(0d0) X31dWOD H0SSIO0Hd TWHINID




WO 2020/182420

2/12

UNPACK STARTS,
HYPERVISOR CALLS ULTRAVISOR
START UNPACK

PCT/EP2020/054101

——200

)

ULTRAVISOR EXTRACTS IMAGE ENCRYPTION KEY
AND INTEGRITY HASH VALUES FROM SE HEADER

——202

204
YES

SE HEADER

DATA VALID?

Y
|

208

206 NO ALL PAGES
PROCESSED?
UNPACK FAILED,
RETURN ERROR 210 YES 216
INDICATION TO
HYPERVISOR HYPERVISOR CALLS HYPERVISOR CALLS
ULTRAVISOR, UNPACK ULTRAVISOR
[ PAGE WITH A PAGE -FINALIZE UNPACK
ADDRESS AND A
TWEAK VALUE
218
A NO INTEGRITY

NO

212

PAGE
AND TWEAK
GREATER THAN PREVIOUS
PAGES/TWEAKS?

VALUES MATCH?

YES f—220

UNPACK
SUCCESSFUL,
ULTRAVISOR STARTS
GUEST SECURE
EXECUTION WITH PSW
FROM SE HEADER

214
~

ULTRAVISOR MARKS PAGE AS SECURE, DECRYPTS THE PAGE
USING IMAGE KEY AND TWEAK. COMPUTES CUMULATIVE
HASH VALUES FOR PAGE CONTENT AND ADDRESSES.

FIG. 2



PCT/EP2020/054101

WO 2020/182420

3/12

Ve 9Old

y0€

=

$ ININOJNOO dVdLS1008 -~ 20€
4 43av3H IS 3~ 108

ole ;F
oog—/

ASId 1S3ANO

30VdS §S34AAY LS3ANO

avo139VINI 4314V INJLNOD AJONIN



PCT/EP2020/054101

WO 2020/182420

4/12

d¢ oOld

AVIML -
SS34Aaay -

e~ NOILYWHOANI 39Vd ¥3d

60€ —~r

3000 dvd1S1004d

80€ —~+ (S3SS3yaav Iovni)

HSVH ALIIOFLNI

L0€—

A}

(LNILNOD IOVINI) HSYH ALINOILNI

90e—~+} (3ddvHM) A3X NOILdAMONT )

{
10€

£ ININOJINOO dvH1SL008

-—¢0¢

4 4IAVAH 35 5

—10€

ooml\

30VdS §S34Aav LS3ANO

ONIMOVANN 404 d3d33aN V1IVAVLIN



PCT/EP2020/054101

WO 2020/182420

5/12

S64

daav

X3ANI

Pl ~ HSVH SSI¥aQY LNIH¥NO

Ely~ HSYH LNJLNOO INIHHND

2Ly — $S3¥AAY LNIHUND
Ly~ MYIML LNTHENO

gLy~ SEN A A

Ly —L WYIML LSV
OV——  HsvH sSI¥aav INLYINAND
S~ HovH INFINOO FAILYINAND
g0e T HSYH SSTHAAY ALINOALNI

L0e—~} HSVYH LNJLNOD ALI¥O3LN

90~} AZY NOILAAYONT

¥3av3H 35

loe—/

y—" dOSIAVELIN

SRS

e

T

JHIS

S e nswt

00

¥ —HOSINdIdAH

00§ —~ 30vdS SSAAY 1SIND

NOVANN LHVLS




PCT/EP2020/054101

WO 2020/182420

6/12

k444
W HSYH $S34aav LNFHHND 1 e
> HSYH LNJLNOO INFWEND |7} 4,
T,U LT 95340V INSYEND
. i v_<m_>E Em_mu_m_o.o
iy
$S34aav Lsv1 +-81¥
WIML LSV +—LL¥
—=()>  HSYH SSI™AAV IALYINAND +~9L ¥
L) , HSYH IN3INOD JALLYINAND 14
Siy—
g0e-T HSYH $S34AAV ALIMOALNI
LOE~ HSYH LNJLNOO ALIMOALNI
90~ A3N NOILJAYON3
Y3avaH 38
1oe—"
01y — HOSIAVYLIN

$S3yaav

MYAML
Loy
||||||||||| Y3aNI
: m_m..%m.,_..._,m..ww

00¥ — HOSINY3dAH

s

00€ —— 30VdS SS3ddAv 1S3no

v0€

SS3HO0dd NI XOVdNN



oF Old

HSVH SS34aav INFHHND + VI

HSVH LNJLNOO INIHHNO + €L P

§S3HAAY INFHHEND +—C LY

PCT/EP2020/054101

WYIML INFHEND L LY

SS3AAY LSV1~4+—8LY

WVIML LSV LY

HSYH SS34adv IAILYINANND 9L ¥

HSYH INJLINOD IAILYTNNND +—G L ¥

7112

WO 2020/182420

Jpioe
HSVH SS34aAY ALINOILNI - 80€ ss3waav
HSVH LNZLNOO ALIMOILNI Y~ L0€

AT NOILIA¥ONS +—90€ X3QNI

=2 ININOJWOD dvLS L1008

¥3a¥aH3s {~10€ NERERES N ETE

01— HOSIAVALTN 00 — HOSIAYIdAH 006 —3OVdS SSIHAQY LS3ND

Q3L TANID YOVdNN



WO 2020/182420 PCT/EP2020/054101

8/12

INCREMENTALLY DECRYPT A SECURE OPERATING SYSTEM IMAGE, INCLUDING
FOR A PAGE OF A PLURALITY OF PAGES OF THE SECURE OPERATING SYSTEM
IMAGE: ~ 500

RECEIVE A PAGE ADDRESS OF THE PAGE AND A TWEAK VALUE
USED DURING ENCRYPTION OF THE PAGE; ~_ 502

DETERMINE THAT THE TWEAK VALUE HAS NOT PREVIOUSLY
BEEN USED DURING DECRYPTION OF ANOTHER PAGE OF THE PLURALITY
OF PAGES OF THE SECURE OPERATING SYSTEM IMAGE; AND~_ 504

DECRYPT MEMORY PAGE CONTENT AT THE PAGE ADDRESS USING AN
IMAGE ENCRYPTION KEY USED IN ENCRYPTING THE PAGE AND THE
TWEAK VALUE TO FACILITATE OBTAINING A DECRYPTED SECURE
OPERATING SYSTEM IMAGE ~N_506

VERIFY INTEGRITY OF THE SECURE OPERATING SYSTEM IMAGE~_50g
BASED ON VERIFYING INTEGRITY OF THE SECURE OPERATING SYSTEM

IMAGE, START EXECUTION OF THE DECRYPTED SECURE OPERATING
SYSTEM IMAGE~—510

THE INCREMENTALLY DECRYPTING AND THE VERIFYING INTEGRITY ARE
PERFORMED BY A SECURE INTERFACE CONTROL OF THE COMPUTER
SYSTEM, THE SECURE INTERFACE CONTROL BEING A SECURE AND TRUSTED
ENTITY OF THE COMPUTER SYSTEM, AND THE PAGE ADDRESS AND THE
TWEAK VALUE ARE RECEIVED BY THE SECURE INTERFACE CONTROL FROM A
HYPERVISOR ~—512

PAGE ADDRESSES OF THE PLURALITY OF PAGES ARE IN A FIXED ORDER, e.g.,
FROM LOW TO HIGH, AND THE INCREMENTALLY DECRYPTING THE SECURE
OPERATING SYSTEM IMAGE INCLUDES DETERMINING THAT THE PAGE ADDRESS
IS DIFFERENT THAN ANY PREVIOUS PAGE ADDRESS OF PREVIOUSLY
DECRYPTED PAGES OF THE PLURALITY OF PAGES OF THE SECURE OPERATING
SYSTEM IMAGE~514

THE INCREMENTALLY DECRYPTING THE SECURE OPERATING SYSTEM IMAGE
FURTHER INCLUDES DETERMINING THAT THE TWEAK VALUE IS DIFFERENT THAN
PREVIOUS TWEAK VALUES USED DURING DECRYPTION OF PREVIOUSLY
DECRYPTED PAGES OF THE PLURALITY OF PAGES OF THE SECURE OPERATING
SYSTEM IMAGE~_-516

THE VERIFYING INTEGRITY INCLUDES EMPLOYING, IN PART, A CUMULATIVE
CONTENT HASH OBTAINED USING MEMORY PAGE CONTENT OF THE PLURALITY
OF PAGES AND A CUMULATIVE ADDRESS HASH OBTAINED USING PAGE
ADDRESSES OF THE PLURALITY OF PAGES ~_ 518
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THE VERIFYING INTEGRITY OF THE SECURE OPERATING SYSTEM IMAGE INCLUDES
COMPARING THE CUMULATIVE CONTENT HASH TO AN INTEGRITY CONTENT HASH
RECEIVED BY THE SECURE INTERFACE CONTROL FROM THE HYPERVISOR, AND
COMPARING THE CUMULATIVE ADDRESS HASH TO AN INTEGRITY ADDRESS HASH
RECEIVED BY THE SECURE INTERFACE CONTROL~—520

FURTHER INCLUDING EXTRACTING, BY THE SECURE INTERFACE CONTROL, THE
IMAGE ENCRYPTION KEY AND THE INTEGRITY CONTENT HASH AND INTEGRITY
ADDRESS HASH FROM METADATA RECEIVED FROM THE HYPERVISOR ~ 522

THE SECURE INTERFACE CONTROL INCLUDES HARDWARE AND/OR FIRMWARE
ELEMENTS OF THE COMPUTER SYSTEM, AND THE SECURE OPERATING SYSTEM
IMAGE IS TO BE RUN AS A SECURE GUEST OPERATING SYSTEM WITHIN THE
COMPUTING ENVIRONMENT — 524

A PRIVATE-PUBLIC KEY PAIR IS ASSOCIATED WITH THE COMPUTER SYSTEM, THE
PRIVATE KEY BEING KNOWN ONLY TO THE SECURE INTERFACE CONTROL, AND
NOT ACCESSIBLE BY SOFTWARE RUNNING ON THE COMPUTER SYSTEM, AND
WHEREIN THE PUBLIC KEY IS USED BY AN OWNER OF THE SECURE OPERATING
SYSTEM IMAGE TO GENERATE KEY AGREEMENT DATA TO SECURELY
COMMUNICATE THE IMAGE ENCRYPTION KEY USED FOR ENCRYPTING THE
SECURE OPERATING SYSTEM IMAGE WITH THE SECURE INTERFACE CONTROL
AND STORE THE KEY AGREEMENT DATA IN A METADATA STRUCTURE ~ 526

FURTHER INCLUDING RECEIVING BY THE SECURE INTERFACE CONTROL THE
METADATA STRUCTURE WITH A CALL FROM THE HYPERVISOR, THE METADATA
STRUCTURE FURTHER INCLUDING INTEGRITY HASH VALUES USED IN THE
VERIFYING INTEGRITY OF THE SECURE OPERATING SYSTEM IMAGE ~ 528
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