APPARATUS AND METHOD FOR PROCESSI NG ELECTRONI C
MESSAGES Background and Field of the Invention This

WO pws01i2661 rel ates to apparatus and net hod f orPCT/SG2003/000186

processi ng el ectroni c nessages, nore particularly but
not exclusively, to apparatus and nethod for
automatically confirmng recei'pt of electronic
nmessages received froma sender. In electronic nalllng
(e-mail), a sender sends an el ectroni c nmessage over
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view the nmessage. |If required, the recipient may reply
to the sender's email indicating confirmation of
recelpt but there is no may for the sender to ensure
(222 nd: and Fieldohihei lavention ndeed sent and recei ved
by the reci pi ent, part|cularly if the nessage includes
an attached el ectroni c docunent which is large in
size. In cases where there is an attached docunent,
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likely than not, the recipient will print a hardcopy
of the docunent for review Thus, there is no way for
the sender to tell whether the information on
In electronic mailing (e-mail), a sender sends an electronic message over a

communications medium to a recipient. Typically, the recipient uses a software
application to retrieve and view the message. If required, the recipient may reply
to the sender’s email indicating confirmation of receipt but there is no way for
the sender to ensure that all the information is indeed sent and received by the
recipient, particularly if the message includes an attached electronic document
which is large in size. In cases where there is an attached document, the
sender may ask the recipient to confirm receipt by attaching the original
documenf to the reply message so that the sender will know what the recipient
has received. However, re-sending the document back to the sender does not
ensure that the re-sent document is what the recipient will actually be viewing
since more likely than not, the recipient will print a hardcopy of the document for
review. Thus, there is no way for the sender to tell whether the information on

the printed copy corresponds to what he actually sent.



the printed copy corresponds to what he actually

sent. The above may be one of the reasons why, despite
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paper-based mailing is still widely used as a

conmuni cation tool since a segder has the assurance of

bei ng able to physically inspéct the physical
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conprising a printing device arranged to print the

g device arranged to
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capture an i mage thereof. An advantage of the
descri bed enbodi nent of the invention is that since
the scanning is perforned after the hard copy i
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processing electronic messages which alleviates at least one of the

disadvantages of the prior art and/or to provide the public with a useful choice.

Summary of the Invention

In a first aspect of the invention, there is provided apparatus for processing
electronic message, the apparatus comprising a printing device arranged to
print the electronic message; and a scanning device arranged to automatically

scan the printed electronic message to capture an image thereof.

An advantage of the described embodiment of the invention is that since the
scanning is performed after the hard copy is printed, the captured image will be
a good representation of what is being printed. Thus, the image can be used
subsequently by a recipient of the original electronic message for confirming

receipt thereof by sending a copy of the image to the sender. In an alternative,



a good representation of what is being printed. Thus,
the i mage can be used subsequently by a recipient of
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t hereof by sending a copy of the inmage to the sender.
In an alternative,the recipiegt my send the
el ectronic image, rather than forwardi ng the ori gi nal
fHeeRicipieniomap seadehetalectrdric ihege,r exthari thah feiwardinghthe original
woul d ensure that what is being sent corresponds to
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scanne er eranly, € apparatus further conprising
means to create a watermark or insert a reference
nunber on the printed el ectronic nmessage or inmage. The

mar k or nunber can be used as an indication of receipt )
Peefermbly.ethge @pparatus further comprises means to receive the electronic

message from a sender and the printing device may print the electronic
message automatically upon receipt. The apparatus may further comprise
means to send the image or a copy thereof to the sender or to another recipient

after the printéd message is scanned.

Preferably, the apparatus further comprising means to create a watermark or
insert a reference number on the printed electronic message or image. The
mark or number can be used as an indication of receipt to the sender. In
addition, the apparatus may further comprise means to insert date and/or time

stamp on the printed electronic message or image.

If the electronic message includes an attached electronic document, the printing
device may also print the attached document for scanning by the scanning

device to capture an image of the document.



addition, the apparatus may further conprise neans to
insert date and/or tinme stanp on the printed
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i ncludes an attached el ectronic docunent, the printing
device may also print the attached docunent for
scanni ng by the scanning device to capture an i nage of
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within a tine period. In addition, the apparatus may
keyboacanpri se means to verify the association of the

el ectronic nmessage with a user identifier and wherein

the electronic nessage is printed if there is such an
association. In a second aspect of the invention,
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addition, the apparatus may also comprise means to verify the association of
the electronic message with a user identifier and wherein the electronic

message is printed if there is such an association.

In a second aspect of the invention, there is provided a method of processing
an electronic message comprising the steps of: printing the electronic message;
and automatically scanning the printed electronic message to capture an image

thereof.

More specifically, the present invention also includes a third aspect which
provides a method of confirming receipt of an electronic message received from
a sender, the method comprising the steps of: printing the electronic message;

automatically scanning the printed electronic message to capture an image

thereof; and sending the captured image or-a copy thereof to the sender.



t hereof. More specifically, the present invention also

includes a third aspect which provides a nethod of
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froma sender, the nethod conprising the steps of:

printing the electronic nessage; automatically

scanning the printed electronic nessage to capture an

BrBfPebtvéistief of thedrasuigsng t he captured i mage or a

copy thereof to the sender.Brief Description of the

Draw ngs An enbodi nent of the invention will now be

descri bed, by way of exanple, with reference to the
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Figure 1.

Detailed Description of the Preferred Embodiment

Figure 1 illustrates a schematic view of a printing and scanning apparatus 100
according to the preferred embodiment of the present invention. The apparatus
100 comprises an input/output port 200, system control unit 400 and a printing
and scanning unit 500. The apparatus 100 also comprises a user ID input
device 600 and in this embodiment the input device 600 is in the form of a card

reader.

In this embodiment, a user (an individual or an organisation/entity) of the
apparatus 100 is identified by a user identifier 101. This identifier can simply be
in the form of an email address, a unique name or an alphanumeric pass code
which is preferably stored in a magnetic or electronic card 103. The card 103 is

then inserted into the card reader 600 to identify the user to the apparatus 100.



device 600 and in this enbodi ment the input device 600
isinthe formof a card reader. In this enbodi nent, a

waig@s/o(ase i ndi vi dual or an organi sation/ entit yPCD$G2008000186

apparatus 100 is identified by a user identifier 101.

This identifier can sinply be 4n the formof an enuil
address, a unique nane or an al phanuneric pass code

which is preferably stored in a nmagnetic or el ectronic
card 103. The card 103 is then inserted into the card
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and the port 200 may be a LAN port. In a further
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el ectroni c nessages are received via the port
information to associate the document with its sender, recipient and/or subject

as in a normal e-mail. In this embodiment, the port 200 is connected to a

database server within a LAN.

As shown in Figure 1, incoming electronic messages are received via the port
200 and processed by the system control unit 400, which may include a
computer system and memory. The system control unit 400 first extracts the
recipient’s identification from the electronic message and saves the message in
the memory area using the recipient’s identification as the filename of the saved
message. The recipient’si identification is the same as the user identifier 101
mentioned earlier and thus the identification may be in the form of a name, e-
mail address or other forms of identification. The sender’s identification (i.e.
name, e-mail address or some other forms of identification) will be saved as
part of the message, preferably in the form of a hyperlink. If more than one

electronic message is received by the apparatus 100 with the same recipient's



200 and processed by the systemcontrol unit 400,

whi ch may include a conputer system and nenory. The
waymsem2sont rol unit 400 first extracts the reRCPB@IIN3/B00186

identification fromthe el ectronic nessage and saves

the nessage in the nenory ar eg using the recipient's

identification as the filenane of the saved nessage.
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other forns of identification) will be saved as part

of the nessage, %referably in the formof a hyperlink.
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unit 500 one at a time. Figure 2 shows a detailed schematic of the printing and
scanning unit 500 which comprises a printing device 502 and a scanning device
504 connected to the printing device 502 as an integrated unit. The printing
device 502 has a conventional printing drum and roller assembly 506 which
receives a sheet of paper 508 and which prints out the electronic message on
the sheet of paper 508. The printing drum used herein is similar to that used in
a normal laser printer. As the document is being printed, the printed portion is -
guided via guides 524 to the scanning device 504 which automatically captures
an image of the printed document through a support glass plate 510. The
scanning device 504 also transmits the scannéd images via output 106 to the
system control unit 400. The scanning process continues until the paper

document 508 outputs through a pair of guide rollers 512 and into a collection

tray 514.



unit 500 one at a tine. Figure 2 shows a detail ed

schematic of the printing and scanning unit 500 which
wW@vpnirses a printing device 502 and a scanni nECT8G2008000186

504 connected to the printing device 502 as an

integrated unit. The printingcdevice 502 has a

conventional printing drun1an3 roller assenbly 506
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out the electronic nessage on the sheet of paper 508.
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captures an image of the printed docunent through a
§UB§§@P”%$3$S plate 510. The scanni ng devi ce 504 al so
transmits the scanned i mages via output 106 to the

system control unit 400. The scanni ng process

continues until the paper docunent 508 outputs through
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514.d If the el ectronic nmessage has nore than one page
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composes a return message including the original message and the captured
image of the printed message for transmission back to the sender. The
message is routed through the port 200 and sent via normal means through the
database server which may be online. In this way, the recipient confirms receipt

of the original message and after which the original messages and captured

image may be removed or deleted from the unit's memory.

Since the scanning is performed after the electronic message is printed, the
captured image corresponds to what would appear on the hard copy document
collected on the collection tray 514. Thus, the scanned document is an accurate
representation of the hard copy received by the recipient. In this way, the
recipient confirms receipt to the sender with greater ease and the sender can
confirm exactly what the recipient has received. Alternatively, the image may
not be sent back to the sender but transmitted to a further recipient. The

captured image is used in place of the original received electronic message



fromthe output 106 of the scanning device 504 and

appends the scanned inmage to the original nessage. The
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(which is the identification of the sender of the

original nessage) and conposeg a return nessage

i ncluding the original nmessage and the captured i mage

einctthe image dsl amescsaaie frepresentadion sf ivdrat haskogen releeived by the

sender. The nessage is routed through the port 200 and

s&dipiedt.a normal neans through the database server

which may be online. In this way, the recipient

confirms recei pt of the original nmessage and after

whi ch the original nmessages and captured i mage may be
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each page, alternatively, the pages of the same document (i.e. having the same
file name) will have the same reference number and only different documents
have different reference numbers. Each reference number may be a controlled
series such that the number may include a prefix to associate the reference

number to a particular company.

To insert the watermark or referenc'e number, a software application may be
provided in the computer system of the system control unit 400 and which
controls and provides the necessary information to the printing device 502.
Such a software application will not be elaborated here since this is well known
in the art. A user may designate a specific area on the paper 508 to show the
watermark or the reference number. When the printing device 502 receives the
information from the system control unit 400, the printing device 502 adds the
watermark or reference number during printing of the message onto the paper

508.



The apparatus 100 may have ot her secondary functions

to track or mani pulate the printing and scanning
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insert a watermark on the printed page which can be
performed during the printing;process or after the
scanni ng process. Alternatively, a reference nunber or
some ot her words may be inserted on every page that is
printed. The reference nunber may be a runni ng nunber
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nunber. Instead of having a different reference nunber

g%%%i‘éeﬁﬁps E’ilﬁgge?c { @’fnl‘"f%hé eé%%%é ?ﬁ?tp%%s 1l iEFk?rt NBxt. This is

aving t e nane) w ave

t he same .reference nu . opl. ' n u
RAGIo0a fRa carer wpen die AEBIERE Y e B afidie 3"y of the
nunber nmay be a controlled series such that the number
reseivart Nahé copyr desument: Jaitiglise, 00 eREN APy E}ﬁg'@qﬁﬂ%éiompa”y
to a particular conPan . To insert the watermark or .
stefnap e hefora rstirninga mo%/mwmdamw taatheseimder gs confirmation of
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information to the printing device 502. Such a

software application will not be el aborated here since

this is well known in the art. A user may designate a
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rp?i% édv%suatntcll?y, sender and recipient identification, time and date of the
print/scan for tracking purposes. All this information may be saved in a single
file and the user may access the file through the computer system in the system
control unit 400. However, for security purposes, only such information is

available for access by the user and not the actual content of the electronic

messages.

The apparatus 100 is described in the above embodiment as automatically
selecting which documents to print based on the user identifier. Alternatively,
the selection may be performed by a user using a graphical interface such as a

software application that runs alongside the user’s electronic mailbox.

The described embodiment should not be construed as limitative. For example,
the 1D input device 600 may not be a card reader. Instead, the input device may
be a computer keyboard which is connected to the apparatus 100 for keying in

the user identifier 101. Instead of using the user identifier 101 to select the



information fromthe systemcontrol unit 400, the

printing device 502 adds the watermark or reference
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508. The watermark or inserted words/ nunbers serve as

an indication that the recipigpt is in receipt of

t hose pages that has the inserted text. This is
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before returning the initialised copy to the sender as

KRphbasgati on of receipt. In addition, the system
control unit 400 records information relating to the
printed quantity, sender and recipient identification,
time and date of the print/scan for tracking purposes.
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identifier. Alternatively, the selection may be

performed by a user using a graphical interface such
as a

It is also envisaged that the apparatus 100 may be connected to a dedicated
private communications line such as for use between financial institutions. Thus
the sending and receiving party is fixed and thus there is no need for a user
identifier and the apparatus 100 can then be used to confirm receipt of all

electronic documents communicated between both parties.

The system control unit 400 may also track received electronic messages that
are not retrieved for printing and scanning by the recipient. The control unit 400
tracks the receipt date and if the message is not printed within a predetermined
time, the control unit 400 may reject the received message by sending a non-

receipt message back to the sender.

In addition, the user identifier may be more than a name or e-mail address. A
unique PIN number may be associated with each user identifier and in addition
to inputting the user identifier to the apparatus 100, the user is required to input

the PIN number as well. This acts to further enhance the security of the system.



software application that runs al ongside the user's

el ectronic mail box. The descri bed enbodi nent shoul d
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i nput device 600 may not be a card reader. |nstead,

the input device may be a compter keyboard which is

connected to the apparatus 100 for keying in the user
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101 to sel ect thedocunents to process (print/scan), .
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@taef isearahebwi peleofedamesshges rforh cthdocentealt Server for printing and
comuni cat ed between both parties. The system control
woahniAG0 may al so track received el ectronic nessages

that are not retrieved for printing and scanni ng by

the recipient. The control unit 400

Having now fully described the invention, it should be apparent to one of
ordinary skill in the art that many modifications can be made hereto without

departing from the scope as claimed.



tracks the receipt date and if the nessage is not
printed within a predeterm ned tine, the control unit

wWa®sees6 ej ect the recei ved nmessage by sendi nRCESG2003/000186

nonr ecei pt nessage back to the sender. In addition,
the user identifier may be none than a nane or e-nmail
address. A unique PIN nunber may be associated with
each user identifier and i n"Ch&d#MSi on to inputting the
user identifier to the apparatus 100, the user is
required to input the PIN nunber as well. This acts to
further enhance the security of the systemln

addi t iAgparaisdorprstesSidgEYelBetrbRieheskRfe cHrhpdirgt

| ocati ons but connected to a central system such as a

} f
centr g p%r@g&?\g?é r%grt‘éﬁéeai’o B,Hﬁ‘fth% éfé&Forﬁ@ﬁwéé%%p?né{n@

t he appar at eving, printing and confrtmng

recei pt 1 r oni ages by .inputting his

ueer Pugtenend SaiEe stRnerERE BERE, PueE ol “adhcarranged to
all the elecgtronic ssages to a specific address )
such &Atgmalcallyi scafy e pintedselgriraricanessaga o gapfure an image
The user can then check for any el ectroni c nessages at

any appenesf.us 100 by entering his identifier and PIN

and he may al so search for selected nessages fromthe
central server for printing and scanni ng. Havi hg now

fully described the invention, it should be apparent

20 onensfarafidi aoYdiRg ith lcidim 1,NartAEF cbRdti t i
modi f i cpe?ljtzi ons can blebrrac(i:e Iher eto w ?h@@t's'gggﬁf?ﬁf receive the

Fr om tRERIAE fediagh HolPd BnabM>

3. Apparatus according to claim 2, further comprising means to send the

image or a copy thereof to the sender.

4, Apparatus according to claim 1 or claim 2, further comprising means to

transmit the image or a copy thereof to a recipient.

5. Apparatus according to any one of the preceding claims, further
comprising means to create a watermark on the printed electronic

message or image.

6. Apparatus according to claim 1 or 2, further comprising means to insert a

reference number on the printed electronic message or image.



1. Apparatus for processing an el ectronic nessage

conprising a printing device arranged to print the
webk®@snins ¢ nessage; and a scanni ng devi ce conPEDS@ZH05/000186

the printing device and arranged to automatically scan

the printed el ectronic nmessagg to capture an inmage

thereof. 2. Apparatus according to claim1, further

ZonprAgpagtus asotding eteei argy tone edfedhe opieseding ad@ims, further

froma sender. 3. Apparatus according to claim 2,

furt hSmERsTRE | Ficags TRAMSsErD dedandler itmgestamp arofiie printed

thereof to the sender. 4. Apparatus according to claim

1 or 02 i rising neans to transmt the

inagéggghgﬁéégég%ﬁgﬁggg @o'a reci pient. 5. Apparatus

according to any one of the preceding clains, further

conprising neans to create a waternmark on the printed

el ectronic nessage,or [ e. aratua accprdin

8

| ma 6. . to.
81 ai ni\ppaatys acgpiding te Ay PP Jeceging. € }rps,a%/hePem the
ref erence nunber on the printed el ectronic nmessage or
i mgeelectrapicamesaaga dedudes @nt attaghedoplecpnichdoctment and the
precedi ng clainms, further conprising neans to insert

dat e prkiny déviee sprintp the tattachedntlecumbsttfoonseanning by the
nmessage or image.

scanning device to capture an image of the document.

9. Apparatus according to any one of the preceding claims, further

comprising means for storing a plurality of electronic messages.

10. Apparatus according to claim 9, wherein the electronic message is

associated with a user identifier.

11.  Apparatus according to claim 10, further comprising means for inputting
the associated user identifier to select which message from the plurality

of messages to process.

12.  Apparatus according to claim 11, wherein the input means is a card

reader and the user identifier is stored in a magnetic card.

13.  Apparatus according to claim 11, wherein the input means is a computer

keyboard.



8. Apparatus according to any one of the preceding

clains, wherein the el ectronic nessage includes an
w@raaohess el ect roni ¢ docunent and the printi ngpCEYGZO3/000186

prints the attached docunment for scanning by the

scanni ng device to capture ansi mage of the docunent.

9. Apparatus according to any one of the preceding

claims, further conprising neans for storing a

plurality of electronic nmessages. 10. Apparatus

f.corApparatus aceomir)) tovzayeone tdéfe ahiens 2oto d 3pdfudhegr including

is associated with a user identifier. 11. Apparatus

accor gieafs 6 iforhha Gender bhen lesmpsenisimessapnis themessage is
inputting the associated user identifier to select

whi Chgégﬁ@gﬁkgﬁﬁg‘r%ﬁ@em Wftﬁi’giéﬁm%f ages to

proce par a according to claim 11, wherein

the input nmeans is a card reader and the user

i dent ijfi er is stored in a magnetic card. 13. Apparatus
according to claim 11, wherein_the input neans is .
LonmpubBpataiym3aRaIIng (ong/aim 40, Siier AT RHSNG MeRn e veriy the
of clains 2 to 13, further including nmeans to inform

t he sasstmiatiin aithel edechr@mbdnm\@l%hfa uses igestifigeand wherein
not printed by the recipient wwthin a tinme period. 15.
Appar gieusicaieomic thexsage is paihtodliDthdralis bech anmssosiation.

nmeans to verify the

16.  Apparatus according to claim 10, further comprising means to verify the
association of the electronic message with a user identifier and wherein
the verification means rejects the electronic message if the electronic

message is not associated therewith.

17.  Apparatus according to any one of the preceding claims, wherein the

printing device prints the electronic message automatically upon receipt.

18. A method of processing an electronic message comprising the steps of:
printing the electronic message; and
automatically scanning the printed electronic message to capture an

image thereof.

19. A method of confirming receipt of an electronic message received from a
sender, the method comprising the steps of:

printing the electronic message;



associ ation of the electronic nessage wth a user

identifier and wherein the el ectronic nessage is
we@eooavetsé f there is such an association. 16. PEPSGZI08/800186

according to claim 10, further conprising neans to

verify the association of theggel ectronic nessage with

a user identifier and wherein the verification neans

r ej ecastohiaticalle comaning thes gaigted feledieonit quessagec to capture an

nmessage i s not associated therewith. 17. Apparatus

aCCOFﬁ%éqg{Hém&ﬁyaﬁae of the preceding clains, wherein
the printing device prints the el ectroni c nessage

aut o I e si ng
an ol Ry the ERRLERG AL or ord EHTIo Mo podaS
printing the el ectronic nessage; and automatically
scanning the printed el ectronic message to capture an
i mge thereof. 19. A nmethod of confirmng receipt of
an el ectroni c nessage received froma sender, the

met hod conprising the steps of: printing the

el ectroni c nessage; automatically scanning the printed
el ectroni c nmessage to capture an i mage thereof; and
sending the captured i mage or a copy thereof to the
sender.



