' . embedded security systems for controlling the usage of portable devices.

21 DEC 2004 WD 02/01368 PCT/ USOL/ 18756 EMBEDDED SECURI TY DEVICE WTH N A

NONVCOLATI LE  MEMORY DEVI CE 5 BACKGROUND OF THE | NVENTI ON ? 1@ thl]mr t he

I nvention The invention pertains generally to security sy L

par it pertains to enbedded security syste r controlllng t he

usé%g%g E{)ortable devices. 10 2. Description of theqégpilgﬁ

| nprovenents in circuit mniaturization, battery power, and connunications

t echnol ogy have led to w despread use of portabl e devices that access the
resources of nuch larger distributed systens. An exanple is the use of
cellular tel ephones, which is allow subscribers to access the resources of

nat i orBMRBEDDNEDOSECTUREPYIE VICH WMHNANOWOI%TIEE can carry on

t heir person. Sone degrﬁﬁp cﬁfy ngﬂ§ built into this system by
enbeddi ng a uni que iden Icatron nu (ID) into each cell phone, and
regi stering both the user and the unique ID at the tinme the user

subscri bes to the weakness in this approach is
the fact that the %g?#k%ﬁgwggwﬁyihggggﬁﬁﬁhﬁﬁﬁey can 20 easily be lost or
stol en, and anyone who has possession of the cell phone has access to the
resources being paid for by the subscriber. For the users of any type of
portable devjce . that accesses restricted services, this is an obvious

sech 01 The sane is true of any systemin which physi cal

possession of the partable device permts_access to the supposedly secure
system The invention pertains generally to security systems. In particular, it pertains to

10

2. Description_of the Related Art

Improvements in circuit miniatui’ization, battery power, and communications
technology have led to widespread use of portable devices that access the resources of

much larger distributed systems. An example is the use of cellular telephones, which

15  allow subscribers to access the resources of national and global telephone systems with a

20

device they can carry on their persori.. Some degree of security is built into this system by
embedding a unique identification m_unbér (ID) into each cell ;Jhone, and registering both
the user and the unique ID at the time the user subscrchs to the service. However, a
serious weakness in this approach is the fact that the cell phones are so small they can
easily be lost or stolen, and anyone‘who has possession of the cell phone has access to the
resources being paid for .by the sqbscribcr. For the users of any type of portable device
that accesses restricted services, this is an ob'\ric;us security problem. The same is true of

any system in which physical possession of the portable device permits access to the

supposedly secure system.



21 DEC 2004 WO 02/01368 PCT/ USOL/ 18756 A conventional way to address this
‘problemis through the use of the subscriber interface #oddlfel (2804), which
is one version of a device sonetinmes referred to as a snart card. A SIM

enbw various types of security data and processin ciﬂ%? i 'égy in a
credi t_}z/@éc%sd sized artifact that communi cates user-%ﬁem .5)’?:47 ata to the

host device before the host 5 device will access the desired resources.
artifact ERReBUREFantl fofRSuSpRh Oy idhse SRRVOLLARB CUE0S 0T 1BV
aut nBrreRmege g § B e S et R e M g e S M password.
CinaEHor S e s R ) sty oS o) Boeebot e PR > FR¥ chanae of thel
obt ai ni ng onl,%gt he host device. This extra degree of safety. assunmes that

t he rdwiFed aghifae)thatromamppicaiesusersResHicdataio thedostsisyics befPrthalvst device, such

as a specific cell phone. If not, then possession of the SIMand password
i 5 sdevice pilbaroessrtby dosined mepryres-cHhigapproagh paces atdpastg portienefibt i onal system 1
~using a SIM Host system 11, which can be 1s a cell phone, includes a host
pr ocieasity progessipg jri thelantigacy Ghd @), ang hwically ussp abroy-spapiicaasswiordMit i ncl ude Read
Only Menory (ROM for program storage, random access nenory (RAM for
wor KN gumberde verifydhat thegiersoe nsing thitpartivelancordis theaespp patherizehtt i s subj ect to
i nfrequent change. Host system 11 al so includes a user interface 14 such as
a kadplsoalSice nbiestdependsion possersing derSvippassyrd, 2ad hagt dewiead thds  per sonal
“identification nunber (PIN. SIM 20 10 is typically a plastic card,
Yappmestiodts picsuntdbly reore seafe. Fhechaudetof empubuthorrrdeiarty nptainingialled processi ng
ability in the formof its owmm CPU ,-RAM and flash nenory for maintaining
he thiseis 1ess thade thicichamsa bf thair bbthipinganlydie Insttegiche Thisedbart deprebatfa. When SIM 10
is inserted into an interface port in host 11, interface pins (not shown)
on kifety Ssidneothanthé SIMtis progrpinmed towork only with that particular host device,

| such as a specific cell phone. If not, then possession of the SIM and password is sufficient
for unauthorized use.
Fig. 1 shows & conventional system 1 using a SIM. Host system 11, which can be
15 acell phone, includes a host processor 12 coupled to various types of memory, which
might include Read Only Memory (ROM) for program storage, random access memory
(RAM) for working space, and flash memory for nonvolatile storage that is subject to
) inﬁ’cqucni change. Host system 11 also includes 2 user interface 14 such as a keyboard,
_ which permits the user to input a password or personal identification number (PIN). SIM
20 10 is typically a plastic card, approximately the size of a credit card, containing limited
processing ability in the form of its own CPU,-RAM, and flash memory for maintaining
the user’s identification information and other related data. When SIM 10 is inserted into

an interface port in host 11, interface pins (not shown) on the SIM contact mating pins in



2 21 DEC 2004 WO 02/01368 PCT/ USO1/ 18756 the host, which allows
communi cati on between the two devices. Power is aI SO typlzzqilﬂ]gb ﬂgw ded
fromthe host to the SIM card through this interface. Once connéected in

thla,Png}an%g host CPU 12 can interrogate SIM 10 forg%t{ggﬁsltsa%l ng

i nf OPMaL! on, while the user can input his or her ough keyboard
14, 5 If the password mat ches the password associated with that card, the

host t he f| o Vi a OCI at t hat user.
mh%% e P Far e Rl B i e TRPEURUBE ot b onabl o degr ee
ost Vi G ost. or taken in a random act of

thef 0‘" ‘%cfﬁﬂ”b@’l %%tq?/ﬁﬁﬁ§rﬂlcfﬂidtl€ “@r@fé’i?‘%éﬁﬁ from a dedicated attack. The
passvvord and ot her secure data assed to b the SI M and host
during ofBFafangsrie drﬁlt}%‘sﬁ’é?“f&ﬁﬁ%{g@ R e B%Mﬁﬁr} ¥cing a nonitoring
device intg the interface, or hy rmdlfgrdng t he unsecured host, and the
i nf dPsREbing I ioEDaligne whilstbe éwcaslaw%élsl?s ptodibepgivkeybead kb cess t hr ough
the host. Modifyi ngﬁa host in this nmanner can potentially conprom se every
S MItbe gasaverd Favswor aseoriaied With[that card, thahoseCRU cap epebleen, it can be
- extensively analyzed to derive its secure 15 infornmation by plugglng it
i nt dhesperdfa servignsasgopipted withdhet wisul d i nterrogate it as would a real host
device. The information obtained can then permt unauthorized use and/or
dupl i cat Alrough thihertifashandipaetwaord SipMaclEproyigest4 ressonablesdsgee iofies used to furt her
protect data being transferred between the SIM and host. However, .
dedpotecteh wrmithe bgst deviaik bstar takén inquemiomactieftistfe it ravidteveym ni ng 20
_encryption keys and decrypting the supposedly secure data. The
)ar t littla ptoteztion framsyvdedidatadpitaok cThe msstosband witee prcidel detatace hesetir uct | ve att acks,
designed to interfere with the operation of the host. One such approach is
100 blewednakica$SEM ynd host during operation. This data can be intercepted by placing a

monitoring device into the interface, or by modifying the unsecured host, and the

information obtained thereby can be used for unauthorized access through the host.

Modifying a host in this manner can potentially compromise every SIM used with that

host. Altematively, if the SIM is stolen, it can be extensively analyzed to derive its secure
15 information by plugging it into a host simulator, which would interrogate it as would a real

host device. The information obtained can then permit unauthorized use and/or

duplication of that particular SIM.
) Encryption is sometimes used to further protect data being transferred between the
SIM and host. However, dedicated security attacks are frequently devoted to _dctcnnining

20 encryption keys and decrypting the supposedly secure data.
The artifact-and-password approach is also susceptible to destructive attacks,
designed to interfere with the operation of the host. One such approach is to deliberately

give the system more than its maximum allowed number of sequential invalid passwords,



give the systemnore than its maxi num al | owed nunber of squeinbiﬂls ia alid
passwords, 3 1 DEC 2.05 WD 02/01368 PCT/USOL/ 18756 whi ch can' ¢a dlthe sim
to I ock up and be unusabl e thereafter, unless a special password is used
to Wtﬁ]ﬁzr4lgct% the | ockup. BRI EF DESCRI PTION OF THE DRAWNGS 5 Fig. | shows a
system 8t°®he prior art. Fig. 2 shows one enbodi menfCSfUPHBP6vention. Fig.
3 shows a nore detailed view of the enbodi nent of Fig. 2. Figs. 4A, 4B, and

4C show flow charts of various methods of the inventjon. 10 DETAI LED
D STRAPRTCRITSNGFM 4 g e R PSPPSRI Eregis DHeshi R eLe et
host . unnecessari | Y‘exposes the security data that is processed within that
hos s usedte oyaradeethe lackyent i on pl aces both the data and the processing within
a single integrated circuit so that the security functions and secure data
are in a 15 si nPRIEMBASGRIEIIONLOE THRBRAWINGS shows one enbodi ment of a
system of the invention. Device 2 incorporates a host CPU 20 to control
the operation of the device. Host CPU 20 can be an unsecure processor,
such as the CPU in a cell phone that controls overall cell phone X
oper at i @is 1 sidvwswsigleneoftied priopirone is used as an exanpl e of device 2, many

- other types of devices can 20 also incorporate the invention, such as

desk- t OFigC 2 SR sSineeyfbodifitnt cbeé@uiventidn cuit 21 can be a single integrated
circuit that provides a self-contained security environnent within device

2, that ppaneiwdiemaeResaIViex bRhd@hbodindnt bOFiE. 1.t s permission. Crcuit 21
includes its own enbedded CPU 22, so called because it is enbedded wi'thin

~secure gjgk U UB2dnd 4&how flow charts of various methods of the invention.
10 DETAYLED DESCRIFPTION OF THE INVENTION

Since the use of an unsecured host unnecessarily exposes the security data that is
processed within that host, the present invention places both the data and the processing
within a single integrated circuit so that the security functions and secure data are ina

15  single, non-penctrable area.
Fig. 2 shows one embodiment of a system of the invention. Device 2 incorporates
a host CPU 20 to control the operation of the device. Host CPU 20 can be an unsecure
) processor,.such as the CPU in a cell phone that controls overall cell phone opcrations.
Although a cell phone is used as an example of device 2, many other types of devices can
20  also incorporate the invention, such as desk-top computer systems. Secure circuit 21 can
be a single integrated circuit that provides a seif-contained security environment within
device 2, that cannot be accessed externally without its permiission. Circuit 21 includes its
own embedded CPU 22, so called because it is embedded within secure circuit 21. CPU

22 also controls a host interface 28 to host CPU 20. Embedded CPU 22 operates with



.22 also controls a host interface 28 to host CPU 20. Enbedded CPU 22
operates with 4 21 DEC 2004 WD 02101368 PCT/ USOL/ 18756 mem)?1 aéi;fz ﬁg and
27. Program nenory 26 can be programmabl e read-only nmenmory =(P g ot her
non%b@t 5436 menory that contains the instructions for %eratl ng CPU 22

4%%be used as working space while the CPU i EGTAHLYAEi on, but
would normally not be used to store permanent data, SI nce RAM 25 w |l |ose
it contents.if, deyicg 2's 5 battery becone di char or di sconnect ed.
’ dd’@ﬁm?rfcééﬁ’ sty %?W%O%é@&ﬂﬁb&?m%@eﬂ? If R R w1 change
peri odi but st survive a power |oss. Hidden fla menory 27 is
wher 05 T fslﬁ%r&qw fhat @a@gmé%r-'nmﬂ@'%%r groom?a%és&‘ Zser 1D,
password, and a |ist of services that the designated user is authorized to
use. RAMZ saiybe usedpa working spage whil fn'éﬁEPV is g1 %m&ﬂ%&yh“’%%ﬁﬂwﬂy are shown as
three separate types of 10 neno two or nore of them can be consolidated
i nt dronbesisedytogstare pesmpnany dra, sipes RAM2Smsilldoserit epsienisifdsvige 8%n be used i n pl ace
of RAM 25 and/or program nenory 26. Al though this disclosure uniforny
dies deitdne becote disshargeid of digednnertado Hjddep flagy mempry 27 ¢fn bewsed &abl e non-vol atil e
menory may al so be used without departing fromthe scope of the invention.
15 Istowrityfdatagthatavill eyanf@pariodicalyebut snustpiavied & powdr fesabHalderoflashol ati | e menory
that can be wused for non-secured data, and is accessible by host CPU 20
t hr eegloryf 37as whbre glic seatrendeaspecifii@ data Aot beomgld, editasivedrdDf ace 28 and fl ash host
Interface 23 are. shown as sharing a coomon bus, they can al so be

I p pasewsorti achd\ai lishofaenvizkethet the desigaatal wecis rothotized ms useSedihomehci rcui t 21
"pr.ovides a secure boundary surrounding all secure functions 20 because its

)opgRAM 25) pRigthnt MBI 61126 andl ashGlened 25 s lahawi ﬁsamcas&pﬁta&ﬂymsroﬁuu t 21, except

ll(lJ " ri::mory, two or more of them can be consolidated into a single memory type. For
example, flash memory can be used in place of RAM 25 and/or program memory 26.
Although this disclosure uniformly describes the use of flash memory, other types of
writéab‘le non-volatile memory may also be used without departing from the scope of the
invention.

15 Main flash array 29 provides a separate writeable non-volatile memory that can be
used for non-secured data, and is accessible by host CPU 20 through flash host interface
23. Although host interface 28 and flash host interface 23 are shown as sharing a common

) bus, they can also be implemented with completely separate connections.

Secure circuit 21 provides a secure boundary surrounding all secure functions

20  because its 0perati6n and contents are not accessible from outside circuit 21, except under
specific, limited conditions which it controls. However, to be useful, user information
must somehow be initially written into circuit 21. To provide an initial starting point for

entering user information, in one embodiment relevant user information can be initially

stored in flash mermory 27 under controlled conditions, before device 2 has been placed

5



specific, limted conditions which it controls. However, to be useful, user

“information nust sonehow be initially witten into circuitnzZi. Egng vi de
[ nB

an initial starting point for entering user information, i i ment
rel er information can be initially stored in_flash nory 27 under
cont%%gﬁoely condi tions, before device 2 has been pl a&’ga’%@wﬁ C 2004 WO
02/ 01368 PCT/US01/ 18756 into operation. For exanple, this initial setup
can t I user .nas and__functionality for a system

adrriﬁ}%so? ?Jg#%?,ﬁo\?\ﬁ}émvﬁq)ﬁlﬂgs ?ﬁ}éﬁg%uep Ctaﬂgs%bg'ls@&gﬁséﬁ?ﬁ ord8ifd subsequent !y
entef new . user data. ternately, t fi.rst user to input information could
aut otgﬂ%r%'iogﬂﬁ &rﬁgysgeé? 3@%"?‘5%%8"’ g’élxﬁ?gﬁgg}@[béﬁqcao& e et 5&‘@‘?, who woul d have to
enter, or 5 authorize apy sybseguent users. Methods of entering initial user
| nf GEARERYEBHY FRicr e iSer ey Aleaty the s st to BRRNOMIICREM { | When a
potential user tries to use the system the password or other identifying

i nf @wapeﬂlﬂ'ygaﬁstﬂéwhmﬁfh%ﬂﬁwmwa%,wfwwoehi heMele episE8%s t he access
request and ) relevant data to secure circuit 21 through host interface 28.
G c vibptiRsdaE autemyentusers. OMgthods of oissing fnitiah asepipfrmptiondn elsenutiped, secure
circuit 21 gives a verified/ not verified indication (and possibly an

i ndisystan & well knewm ingthe #rbr i zed services) to host 20 through interface .28,
but does not output any secure information. The password and any other user
i dent i f i When ppotentiabrssniriesto usa theoysitie, thepaiswWorden ol idestifyingcui t 21 t hr ough
any port. This has significant. advantages over the prior art system For
ex amprmatiomeantbe inpBt W\host€IALL20, ihich then piabses the eccess retprest 20dnt ai ned i n' secure

“ci-rcuit 21 cannot be exposed because none of the buses, nmenory, or

)

pr oxdeyant dgtatid securmcgcuisdlabioatie boshingdrfagse 21 r@ncel atnbeddechCBH 22accessed external |y
to circuit 21. Anong its other functions, circuit 21 is essentially a

10  determines if the user is authorized, secure circuit 21 gives a verified/ not verified

indication (and possibly an indication of user-authorized services) to host 20 through
interface 28, but does not output any secure information. The password and any other user
identification inforrnation cannot be read from secure circuit 21 through any port.

This has significant advantages over the prior art system. For example, in the

15 system of Fig. 2, the secure data contained in'secure circuit 21 cannot be exposed because

none of the buses, memory, or processing that are associjated with secure data can be
accessed externally to circnit 21. Among its other functions, circuit 21 is essentially a
write-only storage device for security information. After the initial data is written into

circuit 21 under controlled conditions, circuit 21 does not permit any of the security data

20 to be read out by external devices, and does not permit further entry of security data except

under the control of circuit 21. This makes device 2 virtually impervious to security
attacks. Not only is the secure data protected, but proper checks on input data can prevent

destructive data from being entered into circuit 21.



wite-only storage device for security information. After the initial data
“is witten into circuit 21 under controlled conditions, ci Qcpim_—{z(]%@?es
not permit any of the security data 20 to be read out by external” I'ces,

and permt further-entry of security data ex under the
\98%3,00;5%_ Ly ‘%Q‘E%’B%“HO

control circuit 21. This makes device 2 virtua Pobs to security
attacks. Not only is the secure data protected, but proper checks on input

dat ' d f. bei t ' [ it 21. 6 2
7" Dec 204 0 SO £ERE BN S bR A BB el B et ai e vi e of
secur.itt Cir uht 21. Enbedded CPU 22 inferfaces with flash nmenory 27,

pr ograf r%%%‘/ &8 HEBRRY </ PP fen@pdem pupbsG) 38,

mul tiplierl | at.or,. 39, orjthm.gccel erator_37, watchdog tiner 36,

and ﬁg‘%‘ttf’fm ‘gtr’pl'ﬂ(att?%'ra’]lag’r é%r‘?’?ﬁ?ﬂ&“fﬂ"é‘?'ﬁaﬁc’r BOVHHgeE et accessi bl e
to exégnpal 5 devices, The first three_ devices on this internal bus are the
sanme? roBFoRIK Gointer 44 pyese commog fpterpal bus thefds nof pecessible) to extamal  or m

security-related functions and are described in nore detail bel ow Base

cf ocflevicesFhs dirgidbres devpcse pn Wisuplemat s are thesgme as thoseshiewa ibBigi %ient provi des a
- 70 negahertz (MHz) clock to CPU 22. Cock divide circuit 33 can divide the
bas ethg reeainden gre gssflrio pestoam stcyiibrreletpddunctignsrad greaigsaibediingome ce ¢l ock for
wat chdog timer 36 and other functions, such as alarmlogic 34. C ock
det edetaikbev.can deternine if base clock 31 is active and within
predeterm ned frequency linmts, while undervoltage/overvoltage (UV/ OV)
det ect or Bse degk Ihomevidss aclock saykgefgeciiceit 2] .sOneembadouint p@¥idesd ar m | ogi ¢ 34
..can receive various types of alarmsignals fromother parts of circuit 21
Yand 7frrosgabrezdMEE) clorksto| PR (Cladkadividé sictuit 48 condivide GeWa@2lakd t o ot her
circuits. The functions of circuit 21 are described in nore detail bel ow
10 down to a slower rate, to be used as a source clock for watchdog timer 36 and other
functions, such as alarm logic 34. Clock detector 32 can determine if base clock 31 is
active and within predetermined frequency limits, while undervoltage/overvoltage
(UV/OV) detector 35 can-monitor the voltage levels in circuit 21.  Alarm logic 34 can
receive various types of alarm signals from other parts of circuit 21 and provide a
15 consolidated alarm indication to CPU 22 and to other circuits.

The functions of circuit 21 are described in more detail below:

) Processor
CPU 22 can process commands and perform flash memory management. In one
20 embodiment, CPU 22 processes standard SIM commands so that existing legacy software
can be used in the system. CPU 22 may also perform some of the cryptographic related
processing, suchasa hashing algorithm or a crypto algorithm. The CPU can have enough
performance to execute these algorithms in real time without impacting performance.

CPU 22 can also incorporate 2 Memory Management Unit (MMU). The MMU is a highly

7



Processor CPU 22 can process comuands and performflash nmenory managenent.
In one 20 enbodi nent, CPU 22 processes standard STM comands so that

existing | egacy software can be used in the system CPU 22 ng

per “9‘5@%4"?}1 of the cryptographic related processi n such~a | ng
al gori or crypto al gorithm The CPU can have & V182% f or mance to

execute these aI gorithnms in real tine wthout i rrpactl ng performance CPU

220 sQ _incor.porate ment . Uni MW is a highly
%%E?a‘&lié%ﬁp"é‘i ey e BT A5 o Bt ¢ ARt GRABEAER. | n secur Ly
de5| force separation _of co from data, and can separate the
dat a ?"c?FP ‘éﬁ"ﬁ?jﬁ% %rsqnﬁﬁmeﬁﬁt“@f?mf’ii@ﬁ{“ttﬁaé “‘&ﬁHPFFéF‘“%)‘FQS’é"é&Sl ng cont ext .
Thi Sﬁée aratl on gan be used to assure that no ﬁrl vate data inadvertently
bec o FUESIRpSRELN cagibeisedp assprethat go gryale datp ingilvertantly Beqomea mixsdt i nt er f ace 28
can provide an jnterface to host CPU 20 of Fig. 2. This int erface can be
of VHRhERPrivAisata. such as parallel or serial, high or |ow speed, etc. To
preserve conpatibility with existing host devi ces, host interface 28 can
duplicate the interface 10 currently used in existing host systens. In one
- enbodi nent, transfers between host CPU 20 and enbedded CPU 22 can be
perfhiﬂﬁhhéﬁl@ge byte (or other unit of data) at a tinme with appropriate

handshaki ng signals. In another enbodinent, a first-in first-out buffer
(FI FO) c&ostintedare@8ican provide haingerfae: tbbost B 20rof Hig. 21 Fhis imgtfaes, t hus al | owi ng
either or both CPUs to operate nore efficiently in a
can be of various types, such as parallel or serial, high or low speed, etc. To preserve
) ;. compatibility with existing host devices, host interface 28 can duplicate the interface
10  currently used in existing host systems. \
In one embodiment, transfers between host CPU 20 and embedded CPU 22 can be
performed one byte (or other unit of data) at a time with appropriate handshaking signals.
In another embodiment, a first-in first-out buffer (FIFO) can be used in interface 28 to
buffer multiple bytes, thus allowing either or both CPUs to operate more efficiently in a
15  burst mode.
| Host interface 28 can also include other signals, such as one or more pins to
transfer alarm information from alarm logic 34, and to receive an external clock signal into
| ) circuit 21. The operation of host interface 28 can be under the control of embedded CPU
22, which may be able to enable or disable all or part of host interface 28 to control the

20 flow of daia and other signals being transferred to or from host CPU 20.

Program Memory

Program memeory 26 contains the instructions for performing the functions that

CPU 22 performs. To protect the security of the system, program memory 26 should not



15 burst node. Host interface 28 can al so include other signals, such as
one or nore pins to transfer alarminformation from al ar Iogéé 34, and to
receive an external clock signal into circuit 2l . The og%ﬂa 2Bt host
interface 28 can be under the control of enbedded CP 2, .whi ch may be

Ppwssgy

abl & 08%b1 e or disable all or part of host inter control the
20 flow of data and other signals being transferred to or from host CPU 20.

Pr ogr, . ' [ ions for performng
e b8 BRIy STD S bR ARGy N FPROMEBLARY: | 01 PEhe syst om
progran1nenn&¥ 2? ﬁ?ﬁ£|§§§0t 8 2 1 DEC 2004 WO 02/01368 PCT/ USOL/ 18756 be
al t ePHBIRERRIPES £] NI BRIt can be pernmnent nenmory such as PROM or

sem permanent such as EPROM or flash nenory. Flash Menory 5 Flash nenory
27 is used to store data that may change fromtime to tinme, but nust
survive a power |oss. Flash menory is well suited for this purpose in
port es, since it operates at voltages that are comonly
avai l able_in portabl e devices. Flash nennrg can only be erased in bl ocks,
sd suf fi dilashmemasyA{ is ussd tp pigreideiathab may shaaes Berm tims to fime, hubmstat when data is
- changed, the entire block containing the change can be copied into 10 a
bl anferdweca poyyer laghi Flashipemasy i vistl suitediTar this prrpeseas pertable dsvises. de a copy bl ock
for the next change. Al though unifornly described as flash menory in this
di sciinss iroperatss plevoltages dhat at commpnly avaalable & pestable devi¢rat Flaste progr ammabl e
in-circuit can also be used and are included wthin the scope of the
i Nventniagycan only be erased in blocks, so sufficient amounts of flash memory are used to
) o assure that when data is changed, the entire block containing the change can be copied into .
10 a blank section, while the old block is then erased to provide a copy block for the next
change.
Although uniformly described as flash memory in this disclosure, other types of
non-volatile memory that are programmable in-circuit can also be used and are included
within the scope of the invention.
15 Main flash array 29 can be used for non-secure information, and can be accessible
by host CPU 20 through flash host interface 23. Although main flash array 29 and its
interface 23 are functionally separated from the remainder of circuit 21, placing it on the
J same integrated circuit as hidden flash 27 can make efficient use of integrated circuit real
estate, as well as reduce overall chip count and improve manufacturing efficiencies.
20 Interface 23 may be the same type of interface as host interface 28, and may even connect
to a common bus as shown in Fig. 2. Interfaces 23 and 28 may also be of different types,

and/or may have no common conrections in the system. In one embodiment, main flash

memory is fimctionally completely separate from the security functions in circuit 21. In



15 Main flash array 29 can be used for non-secure information, and can be
- accessible by host CPU 20 through flash host interface 23. Al though main
flash array 29 and its interface 23 are functionally separﬁ‘édﬂmomm}he

rerrgjon(gﬁ)rg‘6 f circuit 21, placing it on the sane int e%_ruat ed circuit as
hi dfen T1%&h 27 can nmake efficient use of integrateBCTUPRAR > eal estate,
as well as reduce overall chip count and inprove manufacturing

efficiegncies.. 20 Interface 23 be the ne t of, interface as host
"t ePpRE e iniehy riies et SR A OF it TRROROBRS S chown i n Rig. 2
Interfaces.23 and 2 so be of different types, and/or may have no
c o RSATREA ?%h@ﬁ?ﬁl%%gﬁ?ﬁfgﬁhmaﬁw&%%?m CONGHORS{ | ash” menory i s

functionally conpletely separate fromthe security functions in circuit 2I.
In 9 WD 02/01368 2'1 DEC 2E 4 PCT/.US01/ 18755 anot her enbodi nent,
processor 22 can enable all or part or flash nmenory 29 after authenticating
a uSAMMemoryi sable all or part of flash nmenory 29 under other conditions.
RAM Menory 5 Random access nenory 25 is used as workspace nenory while the
dyst em i Bandgpeacerss mgmos| Jdeusch as workpesr meroory RANE thesystymay e | ost when power
is renoved fromthe RAMcircuits, the data placed in RAM shoul d not
i nclopa@ingn $inke thy cohtants rfiRAMmatmdneart dost wherppoweh tremavedditonbiber ecover ed upon
resunption of power. 10 . Random Nunber Generator Many types of encryption
r eqRiAdecitcnis, glerdatapineed toRAM shbald natrigtdude mupthing shat Awstat beleste gener at or. such
as RNG 38 can provide greatly superior performance over software RNG s.
Har dmhsteadshiCse reaserddnpomresimyitios ofpdwer.Some st andards require the randommess
. of. the RNGresults to be tested in--circuit. This can require approxi mately

)

10 Random Number Generator

Many types of encryption require the generation of truly random numbers. A
hardware generator.such as RNG 38 can provide greatly superior performance over
software RNG’s. Hardware RINGs are known in the art. Some standards require the
randomness of the RNG results to be tested in-circuit. This can require approximately

15 2500 bits of RAM (or alternatively, flash) memory be devoted to the testing function.

Multiplier/Accumulator

) To perform encryption functions; multiplier/accumulator 39 (M/A) can support fast
exponentiation and modulo reduction, and can be optimized for those functions. It need

20 notbe used for general purpose arithmetic operations, which can be performed in CPU 22.
Design of the M/A function is closely related to the design of the embedded CPU. If CPU

22 is a digital signal processor (DSP), then the M/A of the DSP can be used and a separate

M/A 39 on the bus may not be necessary.
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15 2500 bits of RAM (or alternatively, flash) nmenory be devoted to the
*testing function. Miltiplier/Accurmulator To perform encrypt ﬁoggtugﬁ:ﬂti ons;
mul tiplier/accunulator 39 (MA) can support fast exponentiation and nodul o
red éi on gmd can be optim zed for those functions. 1t need 20 not be used
forL\g R&PL% pur pose arithnetic operations, which cafPEUHH¥ S ned in cPU
22. Design of the MA function is closely related to the design of the
enbe%ged.!CPg. I]f tCPU 22 is a digital signal processor (DSP), then the MA
of t OGREHE % sed and a separate MA 39 on the bus may not be
necessary. 10 .2 3 DEC 2,04 WO 02/01368 PCT/ US01/ 18756 Al gorithm Accel erat or
Al gorit hn‘ﬁ%ﬁ@"@?“&?lﬁ?@398"&&65%“@6(%%&?%3?5“%@%9*&1& algpril@my 1t ogr aphi ¢
al gorithm bei _n% used. This dedi cated hardware requires much | ess
pr oc 88E Hegds This dedicated agware eauireamy e lessmecessng tiwe o perferpube Al gori t hm
accelerator 37 is separate in function and 5 inplenentation fromMA 39.
The NegithmthanevilladePY.oAlgedtbmeceriesatonATis yphratetin Simctercrndexponent i at i on
operations that are used in asymmetrical algorithns such as the public key
edcr immi¢roentation fosdVdly §9. THed/A oo b visftaascelbmicandtiplispiengmdup synmet ri cal
~algorithnms that are frequently enployed to provide nessage privacy. Both
t he expexkntiation apruitibisahat epased in esyhesitrpal forithing\s\8H anthd paldicddepr at or 37 can
depend on the particular cryptographic to algorithms) to be enployed in
t he gicryption metbodidogyo [Tha glebritharavalergorapéaes ep synometritkidlposithhisage/ Over vol t age
(UV/ OV) detector 35 can protect the systemfroma class of cryptographic
at t ab&tardfagenthrenydeyet toprovide Mexsiga peivacyp Both the hed dorairidabks drive the 15
__supply voltage outside the specified operating. range for the device in an
)at t espedifid desfgAlof@M/A 39 and accelerator 37 can depend on the particular cryptographic

10 algorithm(s) to be employed in the circuit.

Undervoltage/Overvoltage Detection

Undervoltage/Overvoltage (UV/OV) detector 35 can protect the system from a
class of cryptographic attacks based on varying the voltage inputs. These attacks drive the
15 supply voltage outside the specified operating range for the device in an attempt to force
the subject under attack to mis-operate so that plain text or keys are exposed. UV/OV 35
can detect these out-of-range voltage conditions and alert CPU 22, which can take action
) to stop operating before the secret information can be exposed. This also protects the
system against an uncontrobled crash in the event the power supplies degrade or fail. In
20 one cn-lbod’imem', comparators are used to monitor the input voltage against reference
voltages. The reference voltages are set using precision resistors as a voltage divider to

bias an op amp.

Clock

11



the subject under attack to mi s-operate so that plain text or keys are
- exposed. UV/ OV 35 can detect these out-of-range voltage gz)zdbtl 02 and
alert CPU 22, which can take action to stop operating bef g F et
infg'[n[%{ %)63 can be. exposed. This also protects the system against an
uncO PO 8d crash in the event the power supplies SELFSHEISE% fail. In 20
one enbodi nent, conparators are used to nonitor the input voltage agai nst
ref erenc vql t.ages. The, reference yvol.t a re set USing-precision

o5t st or Dt At gV ek SR B SERAT of oRrEeu DR B 21 DEC 2004 WO
02/ 013 .PCT/ US01/18756 Base ¢l ock 31 can provide a cl ock source for

ci rcctﬁf'?%éis.a”ilﬁtem? cl faﬁ%?t,783§{§% It eande ffedzdirertly 19, ChUR2aas8al ¢l ock
operating at 70 MHz. It can be fed directly to CPU 22 as a CPU clock. It
can d&gotke IH?a\Pi"’éfé'd’chtdBWP&/\BW“W&“@Q%W&zléélo%}ydllélﬂ@@kwﬁﬁﬁit@le circuit 33 to
operate such things as watchdog tiner 36 and alarmlogic 34. The use of an
i nt Ep¢rate sughghbiegsas watehdog timar3 tand elarme logdd 34¢ [The ks e énttreal glodledi cat ed
attacker frommani pulating the circuit by controlling the clock. C ock

Bet eathasthagiap ckierhal dotknre\gats @ slndientad attacket fiem imasipulatingthotirquite cl ock signal .

If the clock 10 frequency is outside a preset range, an alarm can be

genéy eantllmg thehelock- he CPU can take appropriate action to shut down or

ot herwi se protect private information. This detector is wuseful primarily
when an external clock source is used. Watchdog Tinmer 15 Watchdog tiner 36
can nonitor program execution and data transfers. The

Clock Detector '

) . : Clock detector 32 can monitor the frequency of the clock signal. If the clock
10 frequency is outside a preset range, an alarm can be generated so that the CPU can take
appropriate action to shut down or otherwise protect private information. This detector is

useful primarily when an external clock source is used.

Watchdog Timer

15 Watchdog timer 36 can monitor program execution and data transfers. The
program can be designed to pre-load the timer with predetermined values, either at
periedic intervals or at the start of a particular routine. If the })rogram operates as

) expected, the timer will always be reloaded or stopped before time expires. If the timer

expires, it indicates that an nnexpected change has occurred in program execution and an

20  alarm can be generated. Watchdog timer 36 can also be used to monitor events that
depend on external operations, such as data transfers between circuit 21 and another
device. Because watchdog timers normally measure time in milliseconds rather than

microseconds, base clock 31 can be reduced to a lower frequency clock to provide a more

useful time base for the watchdog timer.

12



program can be designed to pre-load the tinmer with predeterm ned val ues,

-either at periodic intervals or at the start of a parti?gl %:Eéjoutine. | f
e Yref

the program operates as expected, the tiner will always dalfed or
stopped before tinme expires. If the timer expires, it _indicates that an
unegg)eﬁc?foé%fschange has occurred in program executi onPGHYSHA37$0 al arm can be
generated. Watchdog tiner 36 can al so be used to nonitor events that

depend on external operations, such as data transfers between circuit 21
and anot her device. Because watchdog tinmers normally measure tinme in

m | IAﬁgggggg rather than m croseconds, base clock 31 can be reduced to a

| o ncy clock to provide a nore wuseful tinme base for the watchdog
timer. 1%_12&‘31 [gE&: I%95964. .\/\ﬁ)tOZI 0136@‘§CT/ blSOl/ 1875}6 Al atm Logic An alarm

syst em i SO TTISERT SEER] LY T GE8N BFBSARIYEC #8301bt ect s agai nst

failures or | icious attacks fhat t.hreaten the operation of the device by
al e ?’["ﬁﬁ Wﬁ?ﬂ%"‘é%?‘gﬁ]@%h’f?i}é' écd?ﬁcfaf"ﬂrh%at}‘ep‘?eﬂtcégi F@@’“ﬁé‘&’sur es. Alarmlogic
34 provides, a (d‘_o,ns | i dat.ion poi né fozﬂ_t he various al arns that can be
Jen&¥igRip takg additiops] protectiveipeasures. 4lagm logic ¥ prvides a sonsglidationt it can t ake

-action 110 prevent |oss of private information or other data. As shown in
)

Fi gPoigt fonthg various glagmssthatean be sepersicdwd sends appsepriatersimaks 40 6PUS, and from there

to the host system and can be provided directly to external devices.. 10

| n 34N hrtdhcandakegetion ta prexend lose pf mivateiinfomptiopprathes datap Asshpvephs, al arm | ogi ¢

34 can _also process the followng alarnms: 1) Bad key alarm- This nonitors

cr y g Bapipme sigrajsscap glso hetrat wihest interface 28.rand/from thexe tratlie key i s encount er ed.

The specific identification of bad keys is unique for each algorithm
system, and can be provided directly to external devices.

10 In addition to the alarms described in the previous paragraphs, alarm logic 34 can

15

20

also process the following alarms:

1) Bad key alarm - This monitors cryptographic keys and generates an alarm when
a bad key is encountered. The specific identification of bad keys is unique for each
algorithm,

2) Manual key entry alarm - This monitors the veracity of keys that are manually
Joaded. Manually loaded keys should hzfvcran ';:rr.or detection code, such as a parity code,
or should vse duplicate entries in order to verify the accufac‘y of the entered keys.

3) Randomizer alarm - This tests the output of RNG 38 and verifies that the output
is statistically random. Various known tests can be used to perform this verification, both
at power up and at various points during operation.

4) Software/firmware alarm - On power-up, the program can be tested to verify that
it has not been corrupted. This can be done by an Error Detection Code (EDC) orby a

digital signature applied to the program contents.
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15 2) Manual key entry alarm- This nonitors the veracity of keys that are
"manually | oaded. Manually | oaded keys shoul d have an errqr detection code,
such as a parity code, or should use duplicate entries i brideE 2Maverify
t he &%ﬁﬁﬁﬁ of the entered keys. 3) Random zer alarm-- This tests the
outgﬁf G 38.and verifies that the output is stSUUSPV¥EPSy random
Various known tests can be used to performthis verification, both 20 at

power up and at various points during o er%tion. 4) Software/firmmvare al arm
e} poWﬁﬁe@§b$5t%%“ﬁ?ﬁ@ggﬁ$55ﬁ“6@‘&@@T@Hm?6mJ@?Ff§%FﬁgFi it has not been
corrupted. This can be done by an Error Detection Code (EDC) or by a
di greset] orsihgnenmmandehpy the dostoSelhiesthsagdichife @B MSERTON s¢idesh @ DEC 2004” WO
02/ 01368 PCT/ US01/ 18756 5) Self Tests - Various systemself tests can be
per flsshmethooniegovRAM pst, afl knpwransestest wits ™M cormanded by the host. Sel f
tests can include an instruction set test, a flash nenory test, a RAM
test, and known-answer test with MA 39. 5 Mnotonic Counter Mnotonic
counter 24 is shown connected to the internal bus, but can al so be .
inplemented with other connections, or can be inplenmented in software or

- firmvare. A f nonotonic counter is a counter that can only increnent (or
onl MoRg6tieORMer and never 1o repeats a nunber, inplying that it nust never
be alTowed to reset or cycle back to its starting count. Mnotonic counter

24 can Bgonk®Rlt dofntb2aME SRwa cufrietie td teintenfal b, bdican alserber for every
communi cation to/from circuit 21. This prevents a conmunication from being

. icf ﬁ@@%ﬁr&gﬁﬁ' thith BHRF cophaigsk, BAgk bk impledithaltie sehviagbd firmtzge.cAmMUNI cat i on.

) monotonic counter is a counter that can only increment (or only décrement) and never

10 repeats anumber, implying that it must never be 'allowgd to reset or cycle back to its
starting count. Menotonic counter 24 can be used to provide a unique identification
number for every communication to/from circuit 21. This prevents a communication from
being recorded and later played back to simulate a legitimate communication. Since the
counter value used with the recorded communication would no longer match the current

15 counter value, this type of security attack can be detected as soon as the recorded

comraunication is transmitted to circuit 21. Additional security can be achieved by having

the counter increment in a non-linear fashion, so that the current counter value cannot be
guessed-simply by-counting the number of communications that have taken place since the

recorded transmission.

20 Although the security contents of circuit 21 are generally inaccessible and
unmodifiable from external to the circuit, in one embodiment the program of embedded
CPU 22 can be modified or replaced by downloading a new program into secure circuit

21. The downloaded program can be authenticated by embedded CPU 22 before being

accepted and used, to prevent an illicit program from being inserted to comprom ise the

14



counter value used wth the recorded conmuni cati on would no | onger match
"the current 15 counter value, this type of security attack can be detected
as soon as the recorded comunication is transmitted to &%t dii .
Addiptd padegsecurity can be achieved by having the counter increment in a
68 :
non- 11 n@ar fashion, so that the current counter vallfe’tadHi8{**be 3 guessed
sinply by-counting the nunber of comunications that have taken place since

the recorded transm ssion, 20 Al thpugh the, securit ontents of circuit 21
ar eStgwHY PEhE gystem clhsglorpioadiag can 14l 87%@55]? 805?1‘"?"35#?.‘%%’8? Rl to the circuit,
I n one enbodi nent the praogram of enmbedded CPU 22 can be nodified or

r eplakeRlaceityroushirieprrelr AFUELYRIGHRSE Bt SI9™Pht o secure circuit  21. The

downl oaded program can be aut henticated by enbedded CPU 22 before being
accept edFigsndiAw&eshowt fipvp eleayis i vagipup ImWﬂtcné’PBﬂFaﬁqfrtB?ﬁ"b’E‘?tWQ' inserted to

1 p S 4 .n H f h
CoMpE M ?ﬁg}sggnmﬁ%d;@o%%éﬂ%m\%? Q%:Q&B«?ﬁ BGTd 41804/ Bit&@bngacuri ty of the

Sys ng can take place rough host interface 28, or can
{ akBash neoryt thedisgivtemalip seuat, d.es da pratspied fram pauharized acB®®Y . Figs. 4A-4C

show flow charts of vapiou h kERESITPEF & Der ion. Fig. 4A
shoW&™s %etr?lagéo %6‘:‘3’{': f'?'nsg'?nve%t 8gﬁ?ﬂ?gstep 401, secure data is written.
| NtARceds tothd deamh dare fanead. tAratepi463,¢betwseniB) i gomspaeegrwith thegecurg datd s prot ect ed

OB Ed AGSSs BN BURR SXLFUO o Laid Bipteuaad [ ash romory

needi'’ng actess e secure data is read.
At sidpeina 4@ 8e dbdaiot)a @bn-vEdifl signd igsantatiste 403. t he secure data to determine if

Ahe st oBmigH STys R Dot s MsRRbe AL n B el B Y 5 20067 PG,
)48 WRNSynBEGRA deditd it af ff-sedure Mashomemdy iattbp odkiwisnesusecure data is
integrated circuit. At step 412, the non-secure data is read from the non-secure flash
memory by the device. This method, when combined with the method of Fig. 4A, shows
how the same device can include both secure and non-secure flash memory and data.

15 Fig. 4C shows a method 420 of the invention. At step 421, a program is
transferred into the integrated circuit (IC). At step 422, the program is authenticated by
the processor in the IC, and at step 423 the authenticated program is executed by the
processor. The validation step permits the code in the secure system to be updated, while
still protecting the secure functions from external tampering.

20 Secure circuit 21 can be designed around legacy components by following

conventional security standards and borrowing from conventional software programs. The

invention can support SIM commands, protocol, and/or electrical interfaces defined in t?w

well-known standards ISO 7816-3 and -4, and GSM 11.11, as well as subscqucpt versions

of those standards. This can allow secure circuit 21 to operate with existing host systems

25 with little or no modification of the host’s software interface.

The invention can also emulate the electrically erasable memories vsed in
conventional systems.
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witten by an external device into a non-secure flash nenory in the
“otherwise secure integrated circuit. At step 412, the nond de8lle28B a is
read fromthe non-secure flash nenory by the device. This method, when
conidgeshist h the method of Fig. 4A, shows how the A can include
bot h secure and non-secure flash nenory and dat a. igwli"lsgﬁwzgshoms a

nmet hod 420 of the invention. At step 421, a programis transferred into the
integrated circuit (1Q).. At step.42 t he program i icated by the
pr ocessoFhejipyeptign qag, eé‘%iﬁlc‘é‘tem%% @6"2’?%5"?58’“5‘81? ﬁ’gebﬁtalsn%gl 2 H%#ragg{; amis executed
by the processor. The validation ste mts the cog,eei n the secure

er
sys theriwe.oThsdnysptien e 2lsprbe implegenteq asd?sg‘t"gtb‘w PGeE 198 ATEEPFE £ unctions from
external tanpering. 20 Secure circujit 21 can be designed ound | egacy
c onpadeble medinm, rdtichaan by feaééﬂ‘@/%‘i’*ﬁﬂé’fat Yralia Pvcﬁgﬁagfﬁmg{ﬁf’d borrowi ng from
conventional software progranms. The _invention can su rt SIM commands,
pr ofinctins desruibied hereine oA mriaghine-repdabjer edium ﬂ\%"‘ﬁ?ﬁé@ﬂ’%”'ﬁ'%‘é’gp | | -known st andards
| SO 7816-3 and -4, and GSM 11.11, as well as subsequent versions of t.hose
st anervipds trafSniiting inforatationvirseform ecadable by @ machinede-gpa FAMBMH-t h exi sting host
" systens 25 with little or no nodification of the host's software
i Nt esferafple, Bachinv-eaidhlia medivmedas incide read enly memere ROV Andgmer asabl e
menories used in conventional systens. 15 2 1 DEC 2004 WO 02/ 01368
PCT 4elS0 MeSAAR ANNE mapieictdiskistotepe nvdia; opticelistomagsdnddie; Sashengmory, as a et hod,
or as a conbination of the two. The invention can al so be inplenented as
| NSfidyied: eRABcA! dMiesl, ABudicalRs bibaeform efiprajygetedsighalsic.gutiaier can be read and
executed by at | east one processor to performthe functions described

Yher givas. ik RRCHINAR; digAdl alphels,frs, b dtheed. udes any mechani sm f or
10 The foregoing description is intended to be illustrative and not limiting. Variations

will occur to those of skill in the art. Those variations are intended to be included in the

invention, which is limited only by the spirit and scope of the appended claims.
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5 storing or transmtting information in a formreadabl e by a nmachi ne
(e.g., a conputer). For exanple, a machine-readabl e megi,aurﬂgécan i ncl ude
read only menory (ROM); random access nenmory (RAM); magnlet s d08k st orage
medi a; optical storage nedia; flash nenory devices; electrical, optical,
acoustical or other formof propagated signals (e.g., carrier waves,
infrared signals, digital signals, etc.), and others. to The foregoing
description is intended to be illustrative and not limting. Variations
will occur to those of skill in the art. Those variations are intended to
be included in the invention, which is Iimted only by the spirit and
scopdVhét is bleinegsipended clainms. 16 2 1 DEC 2004 Wat is claimed is: 1. An
apparatus, conprising: an integrated circuit including: a processor; a
first intear Aacepaamp) ®hprisinghe processor to communi cate between the
processor and a device external to the integrated circuit; a first

non-volag%{e%?fgamyﬁmgm,@ to the processor and decoupled fromthe first
i nterface, e first non-volatile nenory to contain secure identification

data; a seac%g&sg})gn-vol atile nmenory decoupled fromthe first nenory and the
first intd ace,’ the second non-volatile nmenory to contain non-secure

dat a; d interf | ed : icati
bt woen 1t AAISGBEOREE SRR oo anasch i ForbinGy RAE BB IRiphodkiloy P 72, 1 70

menory are inaccessible fromexternal to the apparatus. 2. The apparatus
of claadﬁﬂ!YwWP@ﬁHOé’@Pr@&ﬂfgefg?mt% second menory cannot be read by the
processor and cannot be witten by the processor.

a first non-volatile memory coupled to the processor and decoupled from the first

interface, the first non-volatile memory to contain secure identification data;

a second non-volatile memory decoupled from the first memory and the first
interface, the second non-volatile memory to contain non-secure data; and

a second interface coupled to the second memory for communicating between the
second memory and the device;

wherein coﬁtents of the first memory are inaccessible from external to the apparatus.

2. The apparatus of claim 1, wherein contents of the second memory cannot be
read by the processor and cannot be written by the processor.

3. The apparatus of claim 1, wherein the first memory is a flash memory.

4, The apparatus of claim 1, wherein the second memory is a flash memory.

5. The apparatus of claim 1, wherein the first interface is compatible with a
subscriber interface module interface.

6. The apparatus of claim 1, wherein the integrated circuit further comprises a
third interface o transfer a program into the integrated circuit for authentication by the

processor and for subsequent execution by the processor.

17



3. The apparatus of claim1, wherein the first menory is a flash nenory. 4.
The apparatus of claiml, wherein the second nenory is a flash nenory. 5.
The apparatus of claim1l, wherein the first interface is conpatible with a
subscriber interface nodule interface. 6. The apparatug pf@gﬁ%l, wher ei n
the integrated circuit further conprises a third interface to transfer a
programinto the integrated circuit for authentication by the processor
and for subsgguent execution by the processor. 17 21 DEC 2004 7. A system
conpri si ng?- & SERFEOMPEEnt roi user access to resources; an integrated
circuit coupled to the device and i ncl udi ng: processor; first interface
coupl edatevichte gonirebussbrccaiido FHEYEEYi ce t o communi cate between the
processor and the device; a fast non-volatile nmenory coupled to the
pr ocessgi intéidated ecariploapled tothetdasice prdincludiger f ace, the first non-volatile
menory to contain secure data; a second non-volatile nenory decoupled from
the first jpiRedsdee and fromthe first non-volatile nmenory, the second

I

non-vol atile nenory to contain non-secure data; and a second interface

- coupl ed t%h?&ﬁ%%@%%%ﬁﬁ@{dm@ ckot Hifl tHedbwE fo@onmaminat ixiwestbet ween t he
second nmenory an e devi ce; wherein contents of the first nmenory are

inaCﬁ&ssi ble fro eﬁ%e.r nal to the integrated circuit. 8. The system of
cl ai ?P"W%ﬁ"éiﬂﬂ&h‘g B5ts of the second menory cannot be read

a first non-volatile memory coupled to the processor and decoupled from the first
interface, the first non-volatile memory to contain secure data;

a second non-volatile memory decéupled from the first interface and from the first
non-volatile memory, the second non-volatile memory to contaim non-secure data; and

a second interface coupled to the second memory and to the device to
communicate between the second mexmory and the device;

wherein contents of the first memory are inaccessible from external to the integrated

circuit.

8. The system of claim 7, wherein contents of the second memory cannot be read
by the processor and cannot be written by the processor.

9. The system of claim 7, wherein the first memory is a flash memory.

10. The system of claim 7, wherein the second memory is a flash memory.

11. The system of claim 7, wherein the first interface is compatible with a
subscriber interface module interface.

12. The system of claim 7, wherein the integrated circuit further comprises a third
interface to transfer a program into the integrated circuit for authentication by the

processor and for subsequent execution by the processor.
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by the processor and cannot be witten by the process”. 9. The system of
claim7, wherein the first nenory is a flash nenory. 10. The system of
claim7, wherein the second menory is a flash nmenory.Z {1DECThggisystem of
claim7, wherein the first interface is conpatible with a subscriber
interface nodule interface. 12. The systemof claim 7, wherein the,
integrated circuit further conprises a third interface to transfer a
programinto the . integrated circuit for authentication by the processor
and for su@%eémﬁho B’E’Hﬁngh by the processor. 18 21 DEC 2004 - 13. A

met hod conprising: providing an integrated circuit having: a processor and
a fir st proordingpmintessatad AFTYE WBB8e contents are readable and writeabl e by
the processor and whose contents are inaccessible fromd ternal to the
integratedaphﬁﬁmmﬁambaﬁmtmmHWﬁﬁﬂﬂ@§M%FVNémﬁ%ﬂﬁﬁvﬂ%ﬁ8§§‘g@ﬁ?ﬁ ts are
readabl e and witeable from external to the integrated circuit and whose
cont eRfiteablctythE prIEBRbLaraANGhosy Butihie atrl ivadvyssitilt Gopr axtersalde thest ori ng secure
data in the first nmenory; inputting user identification data to the
processor. i .device external to the integrated circuit; verifying
whet hjé]?e%rﬁgégig}é@’i dentification data corresponds to the secure data stored

[ the first meun o8RG RS GRS heaiabRad WiaEBoNt €0 at ed

circuit to®ff@ ( e user entification data corresponds to the
sectr gxtgr?lta]atos é) In?ggrilltgd E:i?gxitf a{nﬁﬁvthorsrg conteits %@qmreadab]e and unwriteable by

the processor;

storing secure data in the first memory;

inputting user identification data to the processor from a device external to the
integrated circuit;

verifying whether the nser identification data corresponds to the secure data stored in

the first memory;
sending a verification signal from the integrated circuit to the device if the user
identification data corresponds to the secure data stored in the first memory; and
sending a non-verification signal from the integrated circuit to the device if the nser
identification data does not correspond to the secure data stored in the first memory.
14. The method of claim 13, further comprising writing non-secure data from the
device fo the second memory.

15. The method of claim 13, further comprising reading non-secure data from the

second memory by the device.

16. The method of claim 13, wherein the first and second memories are flash

memory.
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sending a non verification signal fromthe integrated circuit to the device
if the user identification data does not correspond to the secure.data
stored in the first menory. 14. The nmethod of clai m 13} Dbkt Bé conpri sing
witing non-secure data fromthe device to the second nenory. 15. The

met hod of claim 13, further conprising readi ng non-secure data fromthe
second nenory by the device. 16. The nethod of claim 13, wherein the first

and secondlfﬁglﬁ]rg{'e%daorfglaj&lqghﬁmﬁy&]‘ﬂbﬂsﬁ%21 dec 2004 17. The met hod of
4 ’

claim13, rconprising. transferring a programinto the integrated
circuit; uthenticatin he progra . the processor; and executing the
prograrﬁ'%?faef% ?)P‘?S’@B‘?%B‘?‘.’ &’fé’.’tggﬁggrc[}]?‘?%e conprising. a machi ne-readabl e

medi urn havi ng stored thereon instructions, wherein when executed by at

| east cmthehticalingihepograt by kg Pecesor 8 | east one first processor to
perform storing secure data in a first nmenory in an integrated circuit,
cont entegeitinighBe progeam byrtheprgcetror.ng readabl e and witeable by a CPU in the
integrated circuit and being inaccessible fromexternal to the integrated
circuit; iRpUhtiiide bSifpridiggentification data to the CPU from a device
external to the, integrated circuit; verifying whether the user

| dent i ], oAbl a0 lalite GRGHATRAMISISed BRAIdaktoml abedid whett he, fi 1t

menory-, 'sending a veri Ication signal fromthe integrated circuit to the
devi %?:eéuftedt tbye at'lcast one first processor cause said at least one first processor to perform:

storing secure data in a first memory in an integrated circuit, contents of the first
memory being readable and writeable by a CPU in the integrated circuit and being
inaccessible from external to the integrated circuit;

inputting user icientiﬁcation data to the CPU from a device external to the
integrated circuit;

verifying whether the user identification data corresponds to secure data stored in
the first memory;

sending a verification signal from the integrated circuit to the device if the user
identification data corresponds to the secure data;

sending a non-verification signal from the integrated circuit to the device if the
user identification data does not correspond to the secure data.

19. The article of claim 18, wherein the first memory is a flash memory.

20. The article of claim 18, wherein said instructions further cause said at least
one processor to perform:

transferring a program into the integrated circuit;

authenticating the program by the CPU; and

20



identification data corresponds to the secure data; sending a
-non-verification signal fromthe integrated circuit to the device if the
user identification data does not correspond to the %efhﬁ@% 19. The
article of claim18, wherein the first nenory is a flas ? 20. The
article of claim118, wherein said instructions further cause said at |east
one processor to perform transferring a programinto the integrated
circuit; aﬁth nt | catré.%'l_1 LH:ePprogram by the CPU, and 20 21 DEC 200~
execut i FFCHRE BFEGTE b%g 6 CPl. 21. The apparatus of claim1, wherein the

i nt ted ci it further, ' : led t
![EeegF gcgsgﬁlrfh%;iparaglg o SthinS ?,%érgﬁﬁleaintgrg?a?gf)mcﬂﬂmcr g6Mprigls@r coupled to

random number generator coupled to the processor.
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