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Field of the Invention 5 This invention relates to a comruni cati ons system
wi t h partiwobasosbgit not exclusive application in nobile d r over
net wor ks based on the Internet Protocol. Background 10 I\/%E?/Iéel{g%g?g?
comuni cations systens are well known. For exanple, to connect to the nesh

of networks, A \;FEM ¥ jl e data
users current %O@@%ﬁd%% Fgﬁ 0 Edcgwr?%%ﬁ’ggﬂ?é@%%@ne oget her with
a data card and suitable host platform typically a notebook conputer
runni ng one or nore application prograns such as e-mail 15 or renote file
transfer across the network. Generally, nobile systens require that the
nobi |l e host is reachable at the sanme address as it noves across different
networ ks, with continuous connectivity and seanl ess roam ng even while a
net wor k appl i cafielshof the Inwentipn 20 The architecture of a generalised
conmmuni cat i ops .@ii?t.em maﬁ1 be conveniently .described by reference to the

wel | -known 721 ayer FHEO a’ieFaB‘f'?aflo SEURENMIFLIORy YRHMBaVIts Py befratence
model , shown i nexElugieGpplicaliod MOABhi1O Q%D (WS o@gﬁm&ﬁ% 'bgsrclz osnu%%ySt em
conprising two host Zg conputers A andt B, each represented by séven

prot ocol | ayer sinterher Brotogdnnect ed through a data network 8 via a gat eway
or router 9. The arrows between the |ayers indicate the |ogical connections
bet ween them Each layer in the nodel perforns a well defined function and
oper at es accor @4ltotoumd defined protocol, which allows it to exchange
nmessages with the §0 corresponding layer in a renote system In practice,
this exchande iMopidedatglcemmimicugimsdasamsneapellilaidvan: Fat ekdtgplel @nsni tting
host, data generated by,the ,user a cation ess (AP) 10 is passed

&
down the | ayer SPReR tﬁ}s/thﬁ resh s“eB‘F'ga@I’ 99}’5‘9%3"28’%5/ eotEllnreynet,

most mobile data users currently use a combination of a GSM mobile

telephone together with a data card and suitable host platform, typically a
notebook computer running one or more application programs such as e-mail
15 or remote file transfer across the network. Generally, mobile systems require
that the mobile host is reachable at the same address as it moves across
different networks, with continuous connectivity and seamless roaming even

while a network application is running.

20 The architecture of a generalised communications system may be conveniently
described by reference to the well-known 7-layer International Standards

Organisation (ISO) reference model, shown in Figure 1.

The model portrays a communications subsystem comprising two host

25 computers A and B, each represented by seven protocol layers 1 to 7,
connected through a data network 8 via a gateway or router 9. The arrbws
between the layers indicate the logical connections between them. Each layer
in the model performs a well defined function and operates according to a
defined protocol, which allows it to exchange messages with the

30  corresponding layer in a remote system. In practice, this exchange 1s possible
through data encapsulation: at the transmitting host, data generated by the

user application process (AP) 10 is passed down the layer stack as a series of



data units, with each layer adding control information to the units until

they are in a formcapable of being sent across the network. At the

recei vi ngwwmsizgsgseach recei ved data unit passes up the IayF ?%999 N ovvards
the user AP 10, each receiver layer stripping out the con Oormati on
produced by the 5 corresponding transmtter |ayer. Layers 1 to 3 are said

to i npl enent network dependent functions, -ttie det ai | ed operation of which

h | | ayer
brovi des.tho. prosk GBS Yish SE TSt YRERe somFeLintsramation B ovreawih ey ng 2
p
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i npl enent application orrented or network independent functron ay
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with a messafe ctd’radspcﬁmhhg tanfditdrilhyerWhi ch is independent of the underlying
network. The transport layer is responsible for end-to-end nessage y
transfer between Host A and Host B, including functrons such as connection

managenent and tr Refe ene s di r cte to. " Dat a .
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C3. 1ty which 1s independent of the underlying network. The transport layer

is responsible for end-to-end message transfer between Host A and Host B,
including functions such as connection management and error control.
Reference is directed to "Data Communications, Computer Networks and

Open Systems”, Fred Halsall, Addison-Wesley, 4th Edition, Chapter 1.3, for a
20  detailed description of the ISO reference model.

Within the Internet, data transfer is based on a set of protocols generically
referred to as TCP/IP, which provides a layered protocol architecture
commonly referred to as a protocol or communications stack. As well as

25 basic network protocols, the TCP/IP protocol suite includes a number of
well-known application protocols, including the File Transfer Protocol (FTP)
and the Remote Terminal Protocol (TELNET). A simplified diagram of the

logical structure of these layered protocols is shown in Figure 2.

30 The TCP/IP suite is generally described on the basis of a 4-layer model, rather
than the 7-layer ISO model of Figure 1, although there is general

correspondence between the two models.  The application protocol layer 11



enconpasses layers 5 to 7 in the 7-layer nodel and provide functions such
as remote file transfer (FTP), renote termnal |ogin (TELNET) and e-mai

(SMTP) . Tiweo 992484gdDP ( Tr ansmi ssion Control Protocol /User Dajag d&g%{ ot ocol)
| ayer 12 corresponds to layer 4 in the 7-1ayer nodel. TCP an

transport protocols concerned with the mana%errent of end-to-end rressage
transfer between two hosts. The IP (I nt er nét "Pr ot ocol ) Iayer 13

corr osponds Lo Taerpaia IS ib PRE the 7 Apier oAb rn fher it Surciegs eheh Abans
for converting Md@@@ﬂe glahde U(F TS, ?etmcStQQerlnEinhla% fnﬁlﬁh@? 9382 g mat

required for 10 transm ssion over "'t he physi cal or exanpl e,
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As well as being central to Internet technology, y use
basi ¢ pr ot ocol f@:ﬂﬂvéﬁmz batwaest datajumitsiantthe HR dayer usd ohe ditddonhart tequirad éclixnet

25 Data transfer thlnthe | nt ernet mA k ace o onnetlonless or
connect i on- oﬂ}enr THRSTE OV 8@&’% alo’he}éfvﬁgk Sr E{rcfgampi}‘sgaﬁerggre Tames &)

Protocol (UDP) pFehérslte basedCpnedt.i onI ess | P datagram delivery service vvh| ch
does not maintain an end-to-end connection between transmtting and
recei ving hosts and therefore does not guarantee dellvery It nerely treats

30 each datagra d entity to, be tran erredo abest try
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dat agr am has V\Df99/ 39488
15 tragmentation and re-assembly of user messages, network routing and
addressing. Data is transferred in the form of data units known as IP
datagrams between points in the Internet specified by IP addresses. The
detailed specification of IP is available in a "Request for Comments"
document, RFC 791, maintained by the Internet Engineering Task Force
20 (IETF), which is widely available on the Internet at, for example,
"ftp://ds.internic.net/rfc/rfc791.txt". As well as being central to Internet

technology, IP is widely used as the basic protocol for data transfer in

internetworks outside of the Internet.

25 Data transfer within the Internet may take place on a connectionless or
connection-oriented basis, depending on the protocol used. User Datagram
Protocol (UDP) provides a connectionless IP datagram delivery service which
does not maintain an end-to-end connection between transmitting and
receiving hosts and therefore does not guarantee delivery. It merely treats

30 each datagram as a self-contained entity to be transferred on a best-try
approach. It is up to the application using the UDP service to perform error

checking: if it does not do so, it has no way of knowing if a datagram has



PCT/ GB99/ 00311 -4- arrived at the receiver or if it has been lost in
transit. This formof transfer is suitable for sone types of data, for

exanpl e | wiogp/39488voi ce data, where speed nmmy be nore inpogtpake
occggr onal errors, which are unlikely to substantially affect tgke recei ved

i mage or speech qual ity. 5 However, for nosj applications, a reliable
connection-oriented service is requi red, ich guarantees | P datagram

delivery. The TraRedd &%h‘é%&%& Qllf ltl:i{agtb%&? los(tTr?P)a al"hg c%&ﬂbttrafl <r31|‘ gnt ed

protocol which maintalins an end-to- cConnect i on D
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reliable and secure, | ogi cal connecgtion for data transfer bet ween t
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reliable service, it thérefore 15 has to rovi ge of functions
i ncl udi ng (a)> basic data transfer, (b) reIrabrIrty and error correction,

al | owi n recover from arra ed oy, mssing, data or data delivered out of
sequencg (¢) fI W TG Yo5 1™ W?PE 14108 ) g eonpegtiinpmentedsarvigk ih t he

nmeans to govern r&mr@Wéh %;ar%%@s 92 8ka eé—th @eﬁive}}f aggg‘rtrmngssﬂé’ri OPg“)Lljse

mul ti pl exi ng, which ny process

its TCP facilit |Peetosphﬁl'@8hemrezjnyxpct(<a) orfented presdesl whichCORReSthd D0 end-to-

i nformation for eq ch connection between two processes, and (f) precedence
and security. ThAB ‘F&ﬁ“%‘b‘é’é‘%%’&?q BH S @t SIAGUBIFALIRE Professss herhing eqdlqserrents

for i nmpl ementrat ic@mpulereani pﬁbyfd@???el%ﬁﬁ%d Secik afol i%af[ god%seﬁtllqclgrgﬁ 3 25 In

known systens, the TCP/'IP ocol stack 1s inp %, and
is normally resrtrdesf!er betweandhaprodessegr al part of t he operating system of
an application nodule, for exanple, a notebook corrput er. User access to
the TCP through the operating systemis conparable to simlar processes

such as 30 user TCE 8&tnted thdi§r EHBHGES a Sirhplb Buf %%E&f{}ané RSl s P

from the IP layer below it. To turn this into a reliable service, it therefore

15 has to provide a range of functions including (a) basic data transfer, (b)
reliability and error correction, allowing recovery from damaged or missing
data or data delivered out of sequence, (c) flow control, which provides the
receiving host with the means to govern the amount of data sent by the
transmitting host, (d) multiplexing, which allows many processes within a

20 single host to use its TCP facilities simultaneously, (¢) maintenance of
connection information for each connection between two processes, and )]
precedence and security. The TCP specification setting out the detailed
requirements for implementation in each of these areas is available as RFC
793.

25
In known systems, the TCP/IP protocol stack is implemented in software,
and 1s normally resident in, and an integral part of, the operating system of an
application module, for example, a notebook computer. User access to the
TCP through the operating system is comparable to similar processes such as

30 user access to the computer’s file system. A variety of TCP/IP
implementations are commercially available for different platforms such as

DOS and UNIX, for example, Microsoft TCP/IP software is provided as an



i npl enentations are commercially available for different platforns such as
DOS and UNI X, for exanple, Mcrosoft TCP/IP software is provided as an WO
99/ 39488 WOBOGEE8/ 00311 -5- integral part of the M crosof tp W agRW: 95 and
W ndows NT operating systens. Referring to Figure 3, the way In V\i‘lICh TCP
operates to transfer data 5 between two hos§_ conputers may be illustrated
by reference to the well- known client-server nodel. For exanple, one of
the fundament al ineg@upsieBERLS Ml@rdibﬁt\vum{)tv%chSyrﬁf %dg%s et o%%?a@%
information stored on renote | e servers. FTP provides such acc

Client A may besgtemapplicati on nodul e such as a not ebook conputer and t he
renote conputer B 10 fromwhich it requests information is known as the
server. Both client and server operating systens contain TCP/IP nodul es.
The user access®gfdHg %If@@k&ﬁh@%&%ﬁ%}ﬁ& hyp %?L#afkg 6 QEIRAY Yt ough the
client termnal 17. AFter natively, a user progrant application process (AP)
17 15 may acdesbet¥rRn twe kot lfempuage mayhee Usstraed thyarefarendecrophesedl-t 0 t he

client operatl sttem 18 whic | s the client . The client FTP
calls the ??88 cclipgt- ?ﬁr&ert‘HBQ‘ﬁpglr%ﬁxﬁ@PEywérﬂf i ef‘mgnéqnut nt FTP 16
uses the TCP d@é utehféﬂﬁsf f?lrd@@fb\ﬁit&!esﬂ?etrﬂﬁ?rbxc 1dc@§§tto_‘3r‘uﬁ%r§r?a'il\6%r %%g d}'ﬁdm es

19, 20 to send the communds to the server FTP e server
accesses its | ocemozdileiserversy K EPp2avites sghhciess Qhienati ngy Hesinem 23,

according to the_ge nds ci,fied e user ansmts the
requir edgdat a ba%ﬁ’ill‘iggafl H%O%‘ﬁg %no%éo‘r?%rcoﬁp&"éﬁ["gﬁ&’@ FemEte eRIMpREF B The
way in whi chioTCRogs waktti ﬁ:h@éuess‘s%mdt%%s 1QokReas r&@%%ﬁzf§er3‘6?}§ cliéhe4FRCT ! bed

bel ow. 25 To identify the separate data streans I"'enentati on
within a host eéeHethepatiteng imeerﬂ'mrﬁeinGP/H’emodukmrt i dent i f| er 24 for
each separate process. Port identifiers are selected i ndependently by each
TCP and so nay not be unique. To provide for unique addresses, the port

identifier is UhetisaestcudsésithetiehCFROQBSSs 96 blyNEsulds bodibhatle r%ugh i\ﬁe(:ket

which will be 30 unique throu%hout al | ‘networ ks’ connect e t oget
connection is faligny terminal 17. Alternatively, a user program/ application process (AP) 17

15 may access FTP. In either case, the user commands are passed to the client
operating system 18 which calls the client FTP 16. The client FTP calls the
TCP module 19 via the operating system 18. The client FTP 16 uses the TCP

data transfer service between client and server TCP modules 19, 20 to send
the commands to the server FTP 21. The server FTP then accesses its local

20 file system 22 through its operating system 23, according to the commands
specified by the user, and transmits the required data back to the client FTP
16 for presentation to the user. The way in which TCP establishes

connections to the remote server is described below.

25 To identify the separate data streams that a TCP implementation within a
host can handle, the TCP 19 provides a port identifier 24 for each separate
process. Port identifiers are selected independently by each TCP and so may
not be unique. To provide for unique addresses, the port identifier is
combined with the IP address of the host to create a socket which will be

30 unique throughout all networks connected together. A connection is fully
specified by a pair of sockets at each end, one at the client TCP 19 and one at

the server TCP 20. Each host socket may participate in many separate



specified by a pair of sockets at each end, one at the client TCP 19 and
one at the server TCP 20. Each host socket nmay participate in many
separate WO 999938188 PCT/ GB99/ 00311 6 connections. The sockgg/&Bgygﬁh was
originally devel oped by Berkeley Software Distribution (BS t the
University of California at Berkeley and is the 5 standard on which all
TCP/ I P software is based, with the aimof providing a common interface for
network use on aR¥nR{fdnkcul ar operating system In the case of Mcrosoft
Wndows based platforns, an applications progranming interface (APlI) known
as Mcrosoft Wnsock (Wndows sockets) inplenents a Wndows based version

f the BSD socket,s nodel. W nsock software js installed al on_gsi dga TCP/ I P
ion W ndows base lbeyssotcg?fﬁ njt‘%gegé"raﬁiot“gﬂi’%}’i V@Pgﬁégﬁtﬂ\;ﬁ%@; EP;&’E}S: :c ica’;jl ![ io(r;?‘] and
TCP/ I P i npl enentrakd : ] : . )
The M cr oBort Wasisiolf (B9 A kRe ERiipiricfiol Ralifenll MIRTKISPESL IS 60, ' o

vari ety of silestandar emliwigch ol TEXRAP| software is based, with theh aim of prq\aidintg_af _
ftp://ftp. mcrosoft.com byssys/ Wnsock/spec 11.txt. 15 The port identifier
foPrri ng Bart of PHEYBHER a"ies*%bflét-“ﬂ‘é’% PREPT &Y BARiGRISE oPeratingesy stetn olanthe

processes such agseFifRRcoTEWNTowt WassF150Rb s, AR%RBRLY SR JrADLSARALI NG  he

1 b
FTP process is given the port nunber 21," so t F ot eSS MBnni ng
on aﬁy server ngytetfecea sedwsi asphcrbsofc Winemdki (Windowsabtket§ igipigen2 of

. f i i t the TCP specification at "RFEC 793
ci'ted above for rHES R ‘Ié":{gﬁf‘e‘%ﬁ%g&é?) PIFkairepdedockBrssclaseftwarstiabl i shed,
meintained arw! Ghoshd aldtsie PO/ ID A WilBoR¥ bEITIYSLUNSLARA LY Provi de

by TCP, one problem 25 associ ated w S use Is arge OVer head
r gsul ting fr gm tiferapepibelmynefadpipbicatiods ankdeTCRVIP ijlemenpreioho ettt ack, both

int of the nenmpry.nequiged and because fhe additjonal processing

ngr f g; rrmgd by TCS°™R %’é‘&‘?ﬂﬁe%’r%ﬁ ﬁB%‘i‘ﬁfaﬁ'@Pm he MgﬂPF‘bg&WGﬁQGk spasHtcanen al | y

i ncreases the phosRHshlednl MRAnInLNg :P{'a{r?é?} of BR&C fithRing for example:
ftp://ftp.microsoft.com/bussys/Winsock/spec11.txt.

15

The port identifier forming part of the socket is pre-defined for a number of
well-known processes such as FTP and TELNET: for example, any server
implementing the FTP process is given the port number 21, so that the FTP
process running on any server may be accessed simply by connecting to port

20 number 21 of that server. Reference is directed to the TCP specification at
RFC 793 cited above for a description of the way in which sockets are

established, maintained and closed.

As a result of the extensive functionality provided by TCP, one problem

25 associated with its use is the large overhead resulting from the implementation
of the full TCP/IP protocol stack, both in terms of the memory required and
because the additional processing performed by TCP, as required for most

network applications, substantially increases the processing load on the client

processor.

30
Summary of the Invention

To address the above problems, the present invention provides a



30 Summary of the Invention To address the above problens, the present
invention provides a WO 99/39488 PCT/ G99/ 00311 -7- communi cations system
for nobi| evdayaw4ss ansfer, conprising a comunications net w&}&m%w{
application nodul e capabl e of processing network data, and a separate
term nal nmodule configured to provide a netyork independent data transport
service to the application nodule. 5 Network data nmay be data which

originates at theofthyiEdiond dyitemdBs ek da2X trahi¥er %Bmgrﬁ . on m)dulﬁ or
vice versa. The system according to the invention dppreéci ates that the

conpl exity of théommlrpwéme@letmrémIanmppli&mio:nrm?dﬁke_rdagfblé bgmcgﬂgs%ge)f a
lurality of applicatihon nodules to a separate,termp ..

(I?om'runi Céti onspgfllg’ e?ﬁ_kn%gga’ alnﬁ?ahse%%er feggllléalgp?fb}lg Cﬁ’bg;@rég?i éF‘?ﬁl%r m);jlﬁl e
and one or nore hetwérkviabypendbmidfa aﬁakp&@ké&&e%nggh Féglic;%ﬂltoa ,ﬁé‘&ﬁ es the

construction of a variety of cheap application _ Pm ted
functional i ty,5 and therefore a reduced 15 | evel of conplexity and cost

red with a vent i;onal systiem since.there s no need to provide the
ﬁgg?y space and(f%e?“o’gg%g?tﬁdnﬂ'o&%Fiaﬁao?’ﬁlcgd’ﬂfﬁlgﬁtf‘sc%t‘é‘ﬂ rgavark anhisfqestined for f
managenment, whi ckhd sppglRalién Widdaldyr (e vegsm nal  nmodul e. 20 The renoval do
the protocol stack into a separate device also enables the use of a w der

variety of application m)du:c es vv: th t[l_e syf':]em vvhlere)e(_ ?Sploi‘ C?Li onTCg})?jgl es

[ ly | e of 4 ementing.the conp X _
brotocor stack I8 ey iRty %nfmemﬁéardh,e cpmt?w sicdei on
nodul e may bel0 cprdtbgelrestkSfay Bakrahedetrell (fRdle eaER QFL%{‘%@%{}@%‘&% o

application nodule can only take place via the ter AN _
t Pgnsf er bet weenmadelasdpioreraratecterminal enadubel Theduentesionstsyitemahye

then comprise a single complex terminal module and one or more relatively
simple application modules. This enables the construction of a variety of
cheap application modules with limited functionality, and therefore a reduced

15 level of complexity and cost compared with a conventional system, since there
is no need to provide the memory space and processing power for

sophisticated data transfer management, which is dealt with by the terminal

module.

20 The removal of the protocol stack into a separate device also enables the use
of a wider variety of application modules with the system, where application

modules were previously incapable of implementing the complexity of the
TCP/IP protocol stack.

25 In a system according to the invention, the application module may be
configured so that data transfer between the network and the application

module can only take place via the terminal module.

Data transfer between the network and the terminal module does not involve
30 any processing within the application module, so that high overhead
operations such as error checking do not place a load on the application

module operating system or processor. These operations may be carried out



30 any processing w thin the application nodule, so that high overhead
operations such as error checking do not place a |load on the application
nodul e op&¥ed/3sgsssyst em or processor. These operations maypBfceedslsfd Out
WO 99/ 39488 PCT/ GB99/ 00311 -8- by a processing unit within the term nal
modul e. When data transfer to the applicatgon nodule is required, that
transfer may be carried out between the term nal nodule and the

appl i cation nodbye peicesmghatidwithen theWesminil tlodBE.Y WhaVdRh tr8EfPto tRL €S- 5

The hardware |inks may be in the formof physical wiring, for exanple,
utilising the efPRiGaHgnJBedue ipsauisedthar wramsieramdy berprrieeh outdberwasn Hee

i -red link i t her, for of link,includjng optj.cal fibre
IC(T;]Flgct i ons ar e§ear \s{%;l @ﬁ%‘f@éggé}.le i@qsf%u% |niloc§.ge B P8t h?fg'ﬁ’lap%in}fsb Feth ¥ nal
nodul e may be uked biveredr fagesput al | connection nanagenent, data _
fragmentation and flow control tasks, so hiding the detailed operation of
t he underlyiﬁg network fromthe application nodules. 15 The separation of

rot ocol st |.icatign dul nmeanps .t.hat, no protocol is
Eigfe i ﬁed for tr a?@F el{aw(gv?lrégﬁlggg%yv\eeew ﬁ}fe%?‘é‘r ?ﬁeﬁt&f Slﬁga’ﬁflég’afﬁa exgaplg,
appl i cati on modutilisind the exiebey serldbpokbionel Aadh8 cSRUL BH nla) IR SLGed t Nat
application pro eﬁses running i.n all types of application modules should 20
be abl e to accel8ksh&agpugRrther farmmef loalmingwding optind fihresentediionentd also
accordingly furF &@ggovides that the term nal nodule and the application
nmodul e each inc

ude®neans configured to provide a |ogical connection
bet ween thert0 25 The | oad on the application nodul e processor can be

| i ghtened further b incorporating into the term nal nodule at |east sone
of the functi Onglsivt'él @ error control, the terminal module may be used to carry out all

connection management, data fragmentation and flow control tasks, so hiding
the detailed operation of the underlying network from the application
modules.
15
The separation of the protocol stack from the application modules means that
no protocol is defined for transfer of data between the terminal module and
each application module. A protocol must therefore be specified to ensure
that application processes running in all types of application modules should
20  be able to access the stack in a uniform manner. The present invention
accordingly further provides that the terminal module and the application

module each include means configured to provide a logical connection

between them.

25 The load on the application module processor can be lightened further by
incorporating into the terminal module at least some of the functionality of
the session and presentation layers in the general 7-layer model. For example,
network data can be converted into standard ASCII format by the terminal
module prior to being communicated to the application modules. The

30 disadvantage of this approach is that greater functionality at the terminal

module can lead to a reduction in flexibility at the application modules.



the session and presentation layers in the general 7-1ayer nodel. For
exanpl e, network data can be converted into standard ASCII format by the
term nal Wwmehdoesspri or to bei ng conmuni cated to the appli C%T@P MY es.

The 30 di sadvantage of this approach is that greater functionality at t he
termnal nodule can lead to a reduction ingflexibility at the application
nmodul es. WO 99/39488 PCT/ GB99/ 00311 - 9- According to a second aspect of the
invention, ther eAéc%rcﬂlhg\ques‘éc@ncI & @Ftherﬂ?gétqt f%er@ Fd\)u?e ol rllrlla(fatl ons
net wor k, conprisin irst connecting nmeans connett1n Y&t nal
nmodul e to the nenedulk fand naptaboanmknunmmtstmang'onleaamsnﬁxﬁmng:@rﬂﬂﬁtﬁolnﬁwldge

term nal nmodule to a,.separate applicati dul e, wherein the tern nal
nodul e i s confi dUf&d oy, %‘}WIB%QE Wbaﬁ ‘il‘ﬁoé‘bé}mjé?&w‘ti tad: ¥ seaemrbr t

service to each @hnécti t [
Preferably, the term naglurlh @%ﬂs&ﬁ%{;gﬁféﬁﬁg%grterﬁﬁgﬁ% Iﬁ?&‘ggg?ggsq%ﬁ&hapﬁdcatboél 10
conveni ently %armﬁ@de,b‘yhcﬂam d@eﬁerlatnahhioctullerms:pnﬁg\nrednarmbexdﬁmwi‘dtﬁdrlon t he
user's belt. Theg g % be i ncor porat ed |n?ﬁo style card,

which is easily PRSP HRR HRAPRPTHSSVISE te Grcheri 2 al qr?%’o R@EE t 0 an
application rfDdthth@a‘ﬁopJ #ediRg the card into a corresponding slot in the
nodul e. As a resu this invention can provide a conpl ete comuni cations
15 package on a single plug in card. The invention further provides a

met hod of transf R ato an a icati ulelnacmmnlcatlons
net wor k, conpri sI?ng ﬁbg}é’e?‘\? tﬁrdm&& QOHEL“‘IIF r’t’éd%’f”(ﬂ’ an 8 R W@ BAY #6dul e at
a terninal mpelul B ns@fiaith} @arh'é@'ﬂytt}h% &QIth' ﬁ%hﬁ? %P ewgﬂe%gﬁtﬁegr% §gSi ng
the received data so as to provide a network epend transport
service for the Yppi bdat iTba dmtglrmyanrabr@amduma o PCNICLAG e anidngs
Enbodi nent s of ”t% nventl on w | Ylvg% CI’I bed. by way of ﬁxarrpl e, 25
with reference oUERe &8 %ﬁﬁéﬁ?ﬁt‘&ﬁ i CFWW%YW@?F@ 1ogRows t he

7-1ayer |80 ref apphagionngdstuledy plugsingitat c&faﬁmﬁ“h%é}ﬂe%diég“ﬁéé’ i &

module. As a result, this invention can provide a complete communications

15  package on a single plug-in card.

The invention further provides a method of transferring data to an application
module in a communications network, comprising receiving data destined for
the application module at a terminal module separate from the application

20 module and processing the received data so as to provide a network

independent data transport service for the application module.

Brief Description of the Drawings
Embodiments of the invention will now be described by way of example,

25 with reference to the accompanying drawings, in which:

Figure 1 shows the 7-layer ISO reference model for a general communications
subsystem;
Figure 2 is a schematic diagram showing the protocol architecture of the

30 protocols within the TCP/IP protocol suite;

Figure 3 is a schematic diagram showing the client/server model applied to an

FTP process within the Internet;



Figure 2 is a schematic diagram show ng the protocol architecture of the
30 protocols within the TCP/IP protocol suite; Figure 3 is a schematic

di agr am sawoapy4gshe client/server nodel applied to an FTPP&E/E&%&) W thin
the Internet; WD 99/39488 PCT/ GB99/00311 - 10 Figure 4 is a sC emagl C

di agram showi ng a conventional data cormunilgati ons system Figure 5is a
flow diagramillustrating the operation of 'the systemof Figure 4; Figure

6 is a schemati ;. 4i-29%aM SRAWAY; S : rding.- to the present 5
invention; Figuré 7 is a sc&%&ﬁgﬁl%r?%lp%}lggaéﬁgggf)oﬁe o*ontakceiaflecgfﬁrﬂ‘étfm | e
and an appli casysoem;nodul e; Figure 8 is a flow diagramillustrating the
operation of th gure and 10 Figure 9 illustrates a

.system of Fi : )
practical appli Eﬁ“?‘bh 19t W59’§S’@Fﬁ gb&rﬁapgmghq eParpeom ok shasystem o figwn 4;

Det ai | ed Descri poh,ohe Ref ek igict j nventional data
communi cat i ons sfllsltemlcorrprezn{s&eg cgiéhrg;ghﬁgﬁ%%gég&ﬁgta\ﬁ%?@l tocgrﬁn%réfeéla to the
| nternet (not shoenjiomi a a gateway 26. A plurality of application nodul es
i ncl udi ng not ebpok c uters 27, 28 and an_integrated pal ntop conputer/
mobi | e tel ephonglgﬁéff 9é ¢ pehsmapiggeppsrentatigp ob thegiemminad aastule ape connect ed
to the network lickQ6n Sxc¥upl.€, a notebook conputer 27 is connected to the
network 25 by neans of a data 20 card 30 and GSM nobil e tel ephone 31

t hrough nobi | e Figubaséda Abwedbagmniillustriting cl&_rh?@e?ridi&no'f she ¥ypt&alof Figure 6;
established through an Internet Service Provider (1SP) which provides
access to the IM%rnet. Ot her application nodul es such as the notebook

33, Tor exarml ! Earonan s 2praial AFblHEAAIS Sxlf focollipg S0 dREPRGEA
infra-red |ink 8weagomg an infra-red port on the notebook to connect to an
infra-red port 35 on the network 25. Each application nodul e 27, 28,
Detailed Description
Referring to Figure 4, a conventional data communications system comprises
15 an IP based network 25 connected to the Internet (not shown) via a gateway
26. A plurality of application modules including notebook computers 27, 28
and an integrated palmtop computer/ mobile telephone 29, such as the Nokia
9000 Communicator, may be connected to the network 25. For example, a
notebook computer 27 is connected to the network 25 by means of a data
20  card 30 and GSM mobile telephone 31 through mobile IP based RF cells 32.
The connection is typically established through an Internet Service Provider
(ISP) which provides access to the Internet. Other application modules such
as the notebook computer 28 may connect to the Internet through a hard-
wired connection 33, for example through the computer’s standard serial port,
25 or by an infra-red link 34 using an infra-red port on the notebook to connect
to an infra-red port 35 on the network 25. Each application module 27, 28,
29 has a TCP/IP communications stack installed as part of its local operating
system and allows communication to be established with an Internet based
host (not shown) through one or more reliable TCP connections.
30
The operation of the conventional system may be understood by reference to

an application process, for example a user using a notebook computer with



29 has a TCP/I P conmmunications stack installed as part of its Iocal
operating systemand allows comunication to be established with an

| nt er net vasedl3940st (not shown) through one or nore reli ap&‘?/cﬁ;fooa
connections. 30 The operation of the conventl onal system nay be un &t st ood

by reference to an application process, exanple a user using a
ngt ebook conputer with WO 99/ 39488 PCT/ GBQ 00311 - 11 FTP and TCP/IP

h cherratlcally in
Flgure 5. For ol (o aca /ey syl SUalHY o 2nGHIE sy REP: Prabestt ene Fre

knows the IP SSdthﬂmaEEsll)Oin thardéstl nat| on server, an operation which would
normal ly be carried out separately by reference to a host conputer known as
a domain nane server. Referring to Figure 5, the user requests access to a

te file on t he i cation
;rggﬁl g Iter i nagog%larlst%ggla%w qcxéﬁepée%%@g{@g ilgeo(ﬁrw%ﬁgﬁﬁ%n?w éﬁ‘ggé’re The
operating 10 5ystémsy esiesnm)ndns&m an opératipR WhitleaRdd nbemhle be! i ent

FTP 42 (step sl) [,Ln turn, e client FTP 42 issues an ACTI VE_GPEN request

to the client ﬁﬂeﬁdﬂﬁlsépaﬁ%‘e oy refpreare 19 A Oﬁh@fpmtter kd@wnldsl%dor(lan is the

\%DI Agnown 100;I t na&@[seﬁzgﬁ) R%f&%h o 'FE’ Q@r ?%egsxs% hfeﬁgéﬁze’et?{]%o“glr?%gg 'Peztz
responds W

o e, Local o caghadie i “"“”?‘gsfmﬁ“?ﬁ’e‘ﬁ?ﬁﬁﬁﬂ?@?%‘ﬁ“%%‘f?%“éﬂi‘%i°20

Th | nt TCP 43 .t hen see esta

(sze1 ? Isg) The %f&aag ‘@esw F’(St‘é‘&éFwéb:lﬁ?éH% aflﬁrtbﬁ Ilﬁmm@hTﬁmheapfaangodul es

5 T AL A OB SO MR S,
(RFC 793). 20 Réif cwmmchke clsenk WWihé2 1s§uéseaﬁ ﬁ“m"’fﬁm}ﬁﬁ?‘?éﬂtﬁ‘i éé{lb?m Ath
CEjglrrF:Jgﬁr CNJhe;\S?:aﬁ% %ﬂ’%"%%gﬁ@y S?E‘r’cg‘l“géﬁg g?é‘rl_%?’é‘vﬁ@f (24 h‘ét}m‘ﬁdéksovﬂéicm ring
to Figure 6, a $SFEP) AP HdrbssidIRhs BUSH AN TR TRELSBEPY 3 responds
with an OPEN_ID message (s3) informing the client FTP 42 of the local
15 connection name which TCP has assigned to this connection. The client
TCP 43 then seeks to establish the connection to the server 40 (s4 - s9). The
sequence of protocol commands through which the TCP modules 43, 44 co-
operate to establish the connection and the subsequent data transfer is well-
known and is fully documented in the TCP specification (RFC 793).
20 Reference is further directed to "Data Communications, Computer Networks
and Open Systems", Fred Halsall, Addison-Wesley, 4th Edition, Chapters 11,

13 and 14 for an overview of the process.

Referring to Figure 6, a system according to the invention comprises a

25 network 25 connected to the Internet (not shown) via a gateway 26, a number
of application modules 45, 46, 47, and a separate terminal module 48. The
application modules 45, 46, 47 are not directly connectable to the network 25
but are connectable to the terminal module 48. The terminal module 48 is in
turn connectable to the network 25. In contrast to the application modules

30 27, 28, 29 in the conventional system, application module 45, 46, 47 in a
system according to the invention do not contain a communications stack,

which is implemented only in the separate terminal module 48.



25 network 25 connected to the Internet (not shown) via a gateway 26, a
nunber of application nmodules 45, 46, 47, and a separate termnal nodul e
48. The aypbdvags on nodul es 45, 46, 47 are not directly CP{?_’E/E%%@M.’,?! to the
network 25 but are connectable to the term nal nodul e 48. erm nal
nodule 48 is in turn connectable to the nefwork 25. In contrast to the
application nodules 30 27, 28, 29 in the corfventional system application

e 45,45, BckuBickial BRUGRCRT ding: b, WG kel o0, donol coniain o

conmuni cati ons stack onl

modul e 48. WO 998308 RuRGE GBQerG&ﬁMays RorfaampiRhé ¢@hlifsl ABAHE 9843d 46,
47 may be connecged to the terminal nodule 48 in a nunber of different

ways. For exarrplt € apR Caf’@l‘ln‘flﬁé‘lrl?eﬁécﬂadélmﬁu@n@ 1oy Wereémﬂrt (xmusb?wnbdulde 46
| ud risi a ra-re
te ?ggslmnf t gr eaﬁg dr0 g({ el vé? At E}ﬂtdat regqp%ﬁer eyc])and fecgllng dggﬁ'nﬂ’efege’é’i VEsHYt a
conform ng todt hadl neaéi\ve( dah rcanfoedmli@tcat}éksll&m Qltnlfﬁtf)k)ed Bit@'?@%&imrdéxggﬁngl y
| i i on nodul es are becoming inc
comon: Tor exadpar nTES Remphenp s v mpppbcaion, sssserbicniig  od
th t ers, from
D000 Eur ope. Dﬁsﬁ?‘% B e e S e U i
a nunber of applamcnafnaarad pocb,llaeéotrbeﬂmawyl S@ilbera Méd Bf I‘B@Sg&% G%x%ﬁhtersr@%e 48
I h is wt ange. ernalve in additi
?Zr mozgl a?mgﬁfe ‘geW%ng@Q/PEHE‘g’e\AR ublig, Irp {ﬁ}sﬁtmoé’l%@rg emmmfea:tedrpoﬁ@ whi ch
ication . such,as a
Pot ebook commut o e VR heuior =y CippliBafih fradBRR cy Bl RlnifRE i e Tkl i ¢
exi sting appl i canodule #Bcisillesg sstmhha§wmhm efipek conputers, it is envisaged

i nal
that a much sinpler hardware based protocol be used over the term na
nodul e to application nodul e connection, as described in detail below To

crsure, compat! DAikattdh PSR She AR AR Brolfie GNSL o)
provi ded by usi W@M(HAFadyhmﬂhcmt&rtmewhmh plugs into a corresponding slot in an
15 application module 45, such as a notebook computer. Although it is possible
to use a true PCMCIA card with existing application modules such as
notebook computers, it is envisaged that a much simpler hardware based
protocol be used over the terminal module to application module connection,
as described in detail below. To ensure compatibility with existing notebook
20 computers, the physical connection between terminal module 48 and
application module 45 can be provided by using a card which meets the
physical PCMCIA specification but not the electrical specification, referred to
herein as a "PCMCIA-style" card. In an alternative embodiment, the terminal

module 48 is entirely contained on a single PCMCIA-style plug-in card which

25 may itself be plugged into the corresponding slot in an application module.

The terminal module 48 may be connected to the network 25 by a number of
different means, including a direct wire link 50, an infra-red (IR) link 51
and/or radio frequency (RF) links 52 via the mobile-IP based RF cells 32 of

30 the network 25. Different options may be included in the device 48 according
to the user’s requirements. In the case of the infra-red link 51 and radio

frequency link 52, the terminal module 48 and the network 25 each comprise



physi cal PCMClI A specification but not the electrical specification,
referred to herein as a "PCMCI A-style" card. In an alternative enbodi nent,
the term mad993vessul e 48 is entirely contained on a single ﬁgwghﬁw&gﬁle
plug-in card which 25 may itself be plugged into the corresponding slot in
an application nodule. The term nal nodule 48 may be connected to the
network 25 by a nunber of different neans, including a direct wire link

50, an infra-r e(in(dgpg?:pﬂid:t@:ﬁraﬁa-xnit?é]}dingrre&é'wrQn&r ch (RF) links 52 via
e r

t he nobil e-1P base cells 32 of 30 the netwo . Different options may
be included in the device 48 according to the user's requirenments. In the

case of the infra,red I|i 51 and radi.o. frequency link 52, the term nal

nodul e 48 and tk%f?l%%f’ﬂﬁg%reeééﬂe E?fﬁﬁ??ls@o&gf’ 49 /cooumies a petwerk mpgsfaspr i at e
transmtter and 60eg Qry®EsihdQhit 1Y) an 5 . to;Fi gure 7,
the term nal nodul 69'28 co g]rilses a n%nt ﬁ%%gﬁgésﬁggs&%%?%@édﬁiang uni t

61 and an opet atiumepesyod teedyles) The nwhlubds areie MERAPambdulerddet Setkdarpdul es.
The nodul es are ;a face _nmodul e 64 and a

TCP/ | P nmpdul e 63, ~a,Socket I nt.e
Har dwar e Socket Iﬂ%ﬁéﬁjfpeemé’gm)ﬁ{%‘f?ﬁ?ﬂ‘@a{f cEg %du{erﬁﬁl- ubmallgntherdsytce #t put

interface 66. Theclh@dsMHnabutRAbR iffrfe 607 €xanple, a conventional
not ebook conputer, 10 such as a Gateway Solo 9100. The network interface

60 is provided by a conventional GSM nobile tel ephone connected to the

not ebook 48 thr a . syitable data card, . for exanple. a kia PC card for
Noki a 21 seri es%%ﬁ“f“éllagg}?giﬁiees‘.‘ ¥h rﬁ%&ﬁ'@“?ﬁ%%mo%z-m%mt may
al so be usedid 0 sadC eSS GatdvPaySS1WI180.2 M ety b AC fn o i | 10K, L9idRy gyl ded with
a suitable network card, 15 y1{‘1or exanpl eea e3Com Etg:{ef{?%eétd %ﬁaﬁ.%g’d%%gaard and

Et her net cabl e, casentiongl GSM mdbelenelepi GRASENECtad tvahk ndtebobhet8prhes@shsi ng
unit 61 is proviged b .

not ebook 48. Thé note otgt(cg%js%gg’?%? Elagggléigs[’s\&?g#%g\%gr %ﬁiggltssr?é?g%‘s%eand
L L 10 Lmont e et TR R S S
configuring the tlm— Betwsaliead a direct wire link is provided with a suitable network card,
15 for example a 3Com Ethernet Combo PC card and Fthernet cable, assuming
an Ethernet 10BASE-T network 25. The processing unit 61 is provided by
the processor and associated circuitry of the notebook 48. The notebook 48 is
pre-loaded with operating system 62 and suitable TCP/IP software to provide
the TCP/IP module 63. For example, network access is provided on a
20 notebook running Microsoft Windows 95 by configuring the pre-loaded
Microsoft TCP/IP software and loading Microsoft Winsock software, which
may be downloaded from the Interner at, for example, ftp:// ftp.microsoft.com
/bussys/WinSock/winsock2. The notebook 48 uses its infra-red port 66 for
communications with the application modules 45, 46, 47. The Sockets

25 Interface 64 and Hardware Socket 65 are software modules designed to reside

in the operating system 62, the functionality of which is described in detail

below.

Each application module 45, 46, 47 comprises a processor 67 capable of
30 running an application process 68, an input/ output port 69 for connection to

the terminal module 48 and an operating system (OS) 70 including a Dummy

Sockets Interface module 71 and a Hardware Socket module 72. The



M crosoft TCP/IP software and | oading M crosoft Wnsock software, which

may be downl oaded fromthe Internet at, for exanple,

ftp://ftpwobeysvggd t . com /bussys/WnSock/vm nsock2. The not gpp @’Jﬁ?&&mv es |ts
infra-red port 66 for comrunications with the application np

47. The Sockets 25 Interface 64 and Hardwar ¢, Socket 65 are software rmd_ul es
designed to reside in the operating systemo2, the functionality of which

is described in @/dutptﬁego 69'-:rﬁélt]d@som&f§éﬁ£}pfbrrﬁoﬁpéc? vsﬁ?ed cﬂ'ogiéxeégor? offpri ses

a processor 67 capable runni ng an appl 1'cati on proc
[ ngut / out put portn ﬁgedaransmnmétqcemext md/bh@lu@mmamhlcommtdre AGeaedlisd

Sockets | nterface nodule 71 and
P R dware: SockotPRIGHIT mesler s igsTissi R ssierotes remoGRs03Y Solo 7300
i nput/ out put por hoégodﬂﬂ%ﬂﬂgﬁ&r} ferok QE& ltér&ﬁinil%ocihl@ '4'3ed'1('h1§>’\'|15r ngx%v?d%ﬂr\igﬁl on,

an infra-red transmtter/receiver and/or plug-1in card con
general i sed appPiasessingrumbtiuken 48 apphdmfomrmdcd:sy, foeframpleaint BTR pragranay

Sol o 9100 not eboo s.for t nal e 48. This Is
provided with a %n b’gg%feﬁg&ﬁﬁﬁw‘i % ?fc’é{ ?ﬁﬂ"iec eoh“ﬁ?‘ﬁﬁé@é ket or

exanpl e an FTP pl’rﬁgﬂ'&mﬂ%@ ERrdwilré 8ofIe4 727 A0 SERL Y8 'm %@tﬁesdggsgr{eg%g R2hgve
The Dummy Sockets Interface 71 and Hardware Socket 7 duI

desi gned to resi dethejaperdrmgoystent Thpsgiestraved 10 dews] bdswr i bed i n det ai |
bel ow. 10 The conbination of the term nal nodule 48 and a single
application nodule 45 nmay be considered to define a comunications

bsystem  Raber Th&gombinatioAWrahe ternhifiall SbHLIRAE SFAHLE48HbIPLE) ayers
i; S){:S% :nd 14, corrggpolnngl to éeersal to 4 in the 1§g? \I}E it ?&Baﬂjﬁ

appl i cation nodufemay hslce tl@dlta ing b, coamnuespnmdl sm@s;tsu?dqa)lgdfi&r t8t@ 7d| n
the 7-1ayer 15 con ectlo et term nal npdul e an
the appl ?lcatl one#rr§3uel %g?% e?lé?g Eh‘@ ’@ﬁﬁ‘ﬂﬁ‘?‘é AYiebh %d@éf@tb"m To al |l ow
conparison with ¢dreespomiiagd Qa[y@ks §¥§T4€1mthquaﬁQ%§aélo'T gp%ané%’ @o@m
according to the invention will be described 1n terns reques a 20
client notebook Eeplpments laysr 111r earséspondingaodayeas bitb & mruhmmayefmbdelserweer

15 connection between the terminal module 48 and the application module 45

completes the communication subsystem.

To allow comparison with the conventional system, the operation of the
system according to the invention will be described in terms of a request by a

20  client notebook computer for transfer of a data file from a remote server.

Referring to Figure 8, a user at the notebook terminal 80 enters a request for
a remote file from the file server 81, specifying the name of the server and the
file name. As with the conventional system described at Figure 5, it is

25  assumed that the client FTP 82 has already obtained the IP address of the
server. The local operating system issues an "f open" request to the client
FTP 82 (s11), which issues an ACTIVE_OPEN command (s12) which is
passed by the operating system (not shown) to the address at which TCP/IP
would normally be resident. Since TCP/IP is not present, the Dummy

30  Sockets Interface module 71 is located at the TCP address and is designed to
present the same front-end to the operating system and therefore to accept the

operating system call as if it were the TCP/IP module. This ensures that



Referring to Figure 8, a user at the notebook term nal 80 enters a request
for arenote file fromthe file server 81, specifying the nane of the

server andvol®39488 | e nanme. As with the conventi onal systempggﬁvc%b,g&ql at
Figure 5, it is 25 assuned that the client FTP 82 has already obtained the
| P address of the server. The |ocal operat 'wg systemissues an "f open"
request to the client FTP 82 (sl1l1l), which issues an ACTI VE- OPEN comrand

whi ch i 1 ! n i ate stahdar c% 0
(s12) which is pagsak %l}{ﬁb&%&@fa& PITSYR] ¢ W&@{gﬁ% it 8 hAg42 ﬂ% gss at

which TCP/IP would normally be resident. Since present, the
Dunmy 30 Socket sTRt de hat eequurduhedifitation tobated! withtdhe sFEPmastds Rlise anthd S

designed to present .the.sa frontend_to th perating system and

therefore to accept v Tglﬁgﬁﬁﬁtf%og%dgm SO 1§ ¥ntF§a°\ﬁE7¥1€15f[tﬁéPW the

modul e. This ensw&&ix%g;%}ste\w&%&%%rB%%%/n%?*&éed%gléxe JHdHar 090k
dard calls to " rcp

applications such as and Tel net which generate sta
do not require noAld remmustrateowibh the ddardintare Sdkes ¢S the thace origtil igodide 4B e

i nvention. The fuapctyon of. the Sockets. Interface 71 is to convert the
gpsrz at ing syste m:fé]%ﬁu_’tﬁy t(i)s oéﬁj;g?ﬁﬁ%i:ecgf E}Eﬁefﬁgeéaﬁ_g%‘ﬁngytst%@o_ Wb*eewlééfélflgt

0 comuni CgdrRaink E . e :
The Dummy Sockets I?\lterfz;lc(ielﬁn th‘g?iér]?sopr%gﬂi ioenéh{bspteaﬁnggs&?%gla%%]bnlogﬁsmi ch

contai ns a uni qu@kenaKentheo CIIFENNRN tcommantd mpesahplycbesy atigibes;dbl . The
token for the ACJIVE,OREN conmand may sinply be a nunber, for exanple

deci mal "10". loexfﬁlé’qug%cbrgﬁfm Har dwar e Sockets 72, 65 communicate by
passi ng suchipokens (s13), which nay take a variety of physical forns
depending on the nature of the input/output interface 66, 69. For exanple,
the token may belhepspesive ddardagreaSdskaeri?, $8 qoanmeniode byspasiing sudh tokens

vol tage | evel on anahog line or a 15 buyrst .of light on a particular
frequency over aﬁ@bﬁhéca I%FY ﬁ%.e 1 e Oéé’i‘é( sigpl ff&ﬁms %ﬁ?“r“é‘-"?éﬂn theyRature of
transni ssion of vhetifgeoaiput DeteHaR €819t b Dk BinlE Ghe 1SRG i
infra-red emtter, ugi ng ?2— of f keying (OCK), awipt A g? Flar yu%g}t’ bgr}e&fese%'?ed
as a binary sequence on bus lines or a voltage level on an analog line or a
15 burst of light on a particular frequency over an optical link. In the case of an
infra-red link, transmission of a token can be implemented by direct
modulation of an infra-red emitter, using on-off keying (OOK), with binary 1
turning the emitter on and binary O turning it off. Reference is directed to
"Data Communications, Computer Networks and Open Systems", Fred

20 Halsall, Addison-Wesley, 4th Edition, Chapter 6, pages 332 - 334 for a detailed

description of infra-red modulation techniques.

Assuming that the devices make use of the infra-red capability of the
respective notebook computers, the terminal module Hardware Socket 72

25 transmits an infra-red pulse sequence corresponding to the token "10", which
in turn corresponds to the ACTIVE_OPEN request, for example, by direct
modulation of the infra-red emitter in the input/ output interface 69, to the
infra-red receiver in the input/output interface 66 of the terminal module 48.
The Hardware Socket 65 demodulates the received signal and passes the token

30  to the Sockets Interface 64 which regenerates the ACTIVE_OPEN request
from its look-up table and passes it to the TCP/IP module 63 (s14).



turning the emtter on and binary O turning it off. Reference is directed
to "Data Comruni cations, Conputer Networks and Open Systens", Fred 20

Hal sal |, ANOiI%8898¥\es| ey, 4th Edition, Chapter 6, pages 332 prrasgbofofdi @
detailed description of infra-red nodul ation techniques. Assum ng that the
devi ces make use of the infra-red capability,of the respective notebook
conputers, the term nal nodul e Hardware Socket 72 25 transmts an infra-red
pul se sequence CQinceshOACTO/E OPHRN dkBind 10recei il BEDTC]Iﬂ/ﬁDUEtWSS%gngSpondS
to the ACTIVE OPEN request, for exanple, by direct dul‘ation or the
infra-red emnttefonnectpe idensifter ond pertdsiant @PEX dD6fhessage bivk tol thkrapplieion

i in the | / t interf 6 of th 1 nal dul e 48. @ The
o duare Socket BRI END R ele Bt i eRnestignats Tanal pdos ohen colies 30

he Sock I § rom
to the Sockets | découfrCroddssWaiceibed ags@g;ﬁ s(tfréékgxlfg g%(ﬁ?tgégycég%%gg}ﬁ

its look-up table and passes it to the | 488
PCT/ G B99/ 00321 theigramidel 8 +@2aCThymagrENwhichtha T CR seedxseb\sad%pykTCP/ | E, it
i ssues a connecfjon ji.dentifigr, and sends an OPEN | D nessage back to the
appl i cation rmd% ne&éf'?’n@?e%t\?grdaﬁtéaﬁ“ﬁ rr%f‘-tﬁ é’&”&?fﬁﬁ‘é’ft@%ﬁmg]gmduleﬁﬁf}%y t he
token coding- dedRdichHtPsaoasS] 8fifti-Aa8 APW Rl LB & &Eké P9 lko initiate
t he connection to 5 the server (sl18 - s22). The way in ich the TCP seeks
to set up a conngitvesrontiaadtiedestaibed ebavesinarelapimnitobBizuseh t he t er ni nal
nodul e 48 and the renote server 81 connected to the Internet (s18 - s22)
is entirely conventional and is described above in relation to Figure 5.
10 As wel | ad0t has twdlleni thedok&ieedbrh s (h0 TBRIE s P ARETEY ﬁmg]%% aq%gsegassed
using simlar encoding pri ncicﬁl es. Data transfer fsr mthe termnal nodul e
48 to the appli CRERS AT §neodiBg papcipleske pl ace while data is being
transferred fromthe server, as soon as blocks of 15 error-free data are
avail able. Alternatively, the termnal nodule 48 nay be provided with a
subst anti al menoDytacepakir! frdnt, thé @érnﬁiiﬂfl’ﬂb@ulet‘ﬂﬂeto'tBE%g?ﬂéat%ﬁrHodxﬂle%% miy @

not ebook computer, in which data fromthe server iIs ored for later
take place while data 1s being transferred from the server, as soon as blocks of

15 errorfree data are available. Alternatively, the terminal module 48 may be
provided with a substantial memory capability, for example, the in_tegral hard
disk on a notebook computer, in which data from the server is stored for later

transmission to the application module 45.

20 The Hardware Socket software may operate with any sort of device which
allows data to be transmitted serially or in parallel. In a typical notebook
computer, the Hardware Socket may control a serial or parallel port as well as
the IR port. In each case, the Hardware Socket is implemented by software
code which converts tokens from the Sockets Interface into a form which can

25  be transmitted over an appropriate hardware device, and vice-versa.

The terminal module 48 may of course be a proprietary unit rather an existing
device, built to meet the requirements specified above without the additional
features such as a keyboard provided as standard in existing devices such as

30 notebook or palmtop computers. The Sockets Interface and Hardware Socket

are implemented in software to interface with a commercially available

TCP/IP stack.



transmssion to the application nodule 45. 20 The Hardware Socket software
may operate with any sort of device which allows data to be transmtted
serially wodasogearal l el . In a typical notebook conputer, phgcEsydvare
Socket may control a serial or parallel port as well as the [-R port. In
each case, the Hardware Socket is inplenentgd by software code which
converts tokens fromthe Sockets Interface into a formwhich can 25 be

transmtted overTigasiRhde hifdaldiafsdver £ Hﬁyib%%imﬁ%, gﬂnpgﬁe%é@witm%e

term nal nodul e 48 may of course be a proprietary ather —an exi Sting
devi ce, built tonmesal funetioeduy rrequnids ss peco tédade abaveCmﬁdmgm)_halt P®cessing
additional features such as keypoard, provi ded as standard in existing
devi ces such as FGHBt é?tﬂ)r(?igld(?a tB#Rf‘ob’“@cﬁPﬁ{ﬁté’rgsﬁo Ffse S sRBrequireder f ace and

Har dwar e Socket i&tiowp! t; | twar d i
comercially ava{alp gﬁtgﬁp%%gﬂ;l%ﬁ%{f aage k%‘?ﬂ‘\%ﬁ'fggﬁ%@g%gn %@%@m@ﬁs -Intfsfathe
appl i cati on” nbduhednlesin memoay. fihe dperaing dofvraye inmyl e sy@emwiuth 2§ BEKS,

ini mal f ti i regujred,, so as to r cpst .. nvent i onal
oy oceesi ng e At ar Bl G dern susionett WNIR Bhish:i CRgERer torineon b un

i |'C}ﬁl)t“} O A it h: ; . Socket s
Irﬁ'? glr;:ge gpgoldul es&ﬁo%%é%'yg %’g‘reg’gg?%%”go %ﬁ% g&%g};dgcgdcg%g%g%such
as ELKS, a freevh shatdrapiad eoduldddn Thes si implahendbtl Montekaples usiagiagned t o

I ors. A.,conventionpal . a.interface_is required to
comons e "ot BREO88 e B A S 0 e ot i
i USA 119 1sS : i .
léISIeg? r gni Cs, %K%fglsT%?goﬁ?cﬁggrr gg%%%@’égl}aﬁfﬁgg?g@m%a%f‘%r ?.{Oﬂa %I/g%cp Y seri al

dat a i nput/ out p¥enfaronigtatheystandart R 52 ¥nprarctoRSvARR qan]gieoczmlngctwit@hh@an be
connected to th t.erym ngl dul,e directly.or via an infra-red transceiver.
As with softwar gerépdgﬁle?lg,gu’ﬁra{ﬁ‘fﬂgroro‘f‘a PBQT\‘/f(f%{fedptéi“P%e‘f‘fﬁry be opened between
15 the Hardware Socket nodules to different application nodul es, for

exanpl e, where a nunber of application nodul es 45, 46, 47 are

si mul t aneously Vs With softvfareisockdts; amyentet of Hegitad pathsatayrbe WipendBbetween

Transm ssi onfg egepiyon to and, modules to different application modules, for example,
where a number of application modules 45, 46, 47 are simultaneously within
infra-red range of the terminal module 48. Transmission/reception to and
from each device may be on a simple round-robin basis. In a software sockets
environment, when a socket is opened, a unique number is returned to be

20 stored by the application for future use of the socket, and for the operating
system to maintain the context for that socket. This identifier is known
generically as a socket handle. Such a handle can be used in relation to the

present invention, with the unique handle being sent as a tokenised parameter.

25 In a particular embodiment of the invention, the terminal module 48
comprises a plug-in PCMCIA-style card which includes an infra-red
transmitter/receiver, a processor and memory, with operating software such as
the ELKS system together with the Sockets Interface and Hardware Socket
being implemented in software in the body of the card, so that connection is

30 by plugging the card into a corresponding PCMCIA slot in the application

module 47, with appropriate driver software implemented in the Hardware

Socket 72 of the application module.



fromeach device may be on a sinple round-robin basis. In a software
sockets environnent, when a socket is opened, a unique nunber is returned

to be 20 stoveshabyy the application for future use of the s @ﬁ?? for
the operating systemto maintain the context for that socge? ey
identifier is knowmm generically as a sockea handl e. Such a handle can be
used in relation to the present i nvention; §ith the uni que handl e bei ng

sent as a tokeni Ina artlcular e i ment of .t he

i nvention, the tgrgfrihnﬁgg mdﬁ? 48" 8 “? usﬁ@db‘%ﬁ aﬁcﬁt@}fi%t%ﬁﬂé“ﬁ%‘id

whi ch i ncl udes agpprabkédiof ﬁﬂortﬁitﬁﬁﬁfﬂléﬁaﬁf ks @K&fn‘ H&dds. @o?rngxﬁ I%O'Ehé‘Hélz gg&‘{gpry’
with operating sqftware such as the ELKS system together h the éoc ets

I nterface and Hak FB Ao reming anigwithphesgesh cerd 4&11ssuafma«hwaln thetuser oaly of

the card, so th e card int

correspondi ng Pg\/ﬂ%%ﬂpﬁg&%lmjo e app\bg ﬁbl Oni’ﬁgadﬁpérwmlwrﬁﬁ%aadﬁf%ﬂté‘%e
driver softwabe imyHeeseilitigedd fromt WhidHed ANy @ansadeketo (Re efrdidzewaPRLhSald 0N
nodul e. WD 99/ 39488, ngT/ GBQQ 0311 -18- Referring to Figure 9, the system

may be used wit hiSiV% no‘fafl?:"ce o qaseps geeedswithppriwi wedinal madube meticop until

| t toth I he . d t h f
i i th i nt ogr A ey eraplref cPARBRLE T RS o) amoRendh S piad ' moui g

around a | arge offpliceuond ﬁfordalertedmida&marﬁlnﬂh@fr’ﬁev@@h@ﬁffoﬂﬁ&ﬁﬁrﬁg a%guﬁ €he
ceiling 91 fromwhich data is transmtted to the card h IS

wi t hin range. Thefrd gRo2 FYTeSPEREAS M At theermarahPRal rmdul e menory unt|I
the user reqyhres to access it, when he or she may approach a standard
application nodule termnal 92 and retrieve the information by plugging the

card into a corr¥4pante ngershovesasuttile thebific@@hvRenmdf:, YHe BetiRe niiS ShwifiY €S
outside the office environment, the device may switch to a radio frequency

mode i n whi ch i t®chRAH equensy reeds Véwé%ﬁ}alttcanget@doattecmt'e datSueﬂ'get]l’dt:m ufray
t hen be read by slot rov on, for
pal nt op conput erm#l?%tp\%}n?qﬁe%é ggigdgé yggérf%%lpbcérdsgﬁ? a3l proyide %50‘% 8r

net wor k. example, a palmtop computer, from which messages may also be sent back to

15 the network.

Although the invention has been illustrated by reference to a TCP/IP
protocol stack based on the Internet, the principles are applicable to other
networks and internetworks, whether using the TCP/IP stack or other

20 communications protocols, such as the OSI Internet Protocol.



Al t hough the invention has been illustrated by reference to a TCP/IP
protocol stack based on the Internet, the principles are applicable to

ot her newwydk®4sand i nt er net wor ks, whet her - usi ng the TCP”FC?}:%%QBI ot her
20 conmuni cati ons protocols, such as the OSI Internet Protoco 9/ 39488

PCT/ G399/00311 - 19 Cains 1. A communicati ﬁ;g_s system for nobile data
transfer, conprising: a comrunications network (25); 5 an application

modul e (45, 46, diimsapabl e of processing network data; and a separate
term nal nodule (48) configured to provide a network independent data
transport service to the application nodule. 2. A system according to claim
1, wherein, as between the application 0 m)d and the term nal nodul e,
only the term nal" moddlQMRRIGHAAS $YSEmOtos dBPbl kt’(allzfer IQmprYingA syst em

according to cl adEBrﬁnﬁﬁxc%no}M"ﬁ&%}oth Qﬂbdata format for data transfer
bet ween the network and the term nal dule is different to that 15 between

the terninal hodul sppratiohmencalapd (46a46,047) emhiblecof Procdssigsicewode daadhmy to

any preceding claim wherein data transfe bet ween the network and the
term nal nodul e ﬁ%epﬁﬁﬁ%ﬁéﬁ%tmﬁlﬂéﬁ SCPPEA%&YF&O peYide e metWerk mdepersdent

modul e and the appl fﬁﬁ;ﬂo?f‘sémqyltﬁtCa?g%ilcaﬁoﬁ&?cfo?ﬂ% according to any

preceding claim wherei'n the app n e I's configured such that
data transfer between the network and the application nodule can only take

Bl & m " nol udi ngh 11 rACTREREcpEenS 51 aBR, FherrA e g tecirpUraamal
modul e to theo n%w&alk,andf%ﬁgtéﬁﬁﬂn%m@soﬁl thsqgi}r?ﬁh't%%g *e‘%ﬂ%gré‘;‘v%”g'remdf'hg

to the application nodule. ystem accor
first connecti ng)mBmwi;stacklélz,ldé)s an |nfra red link (51).

3. A system according to claim 1 or 2, wherein the data format for data
transfer between the network and the terminal module is different to that

15  between the terminal module and the application module.

4. A system according to any preceding claim, wherein data transfer
between the network and the terminal module is independent of data transfer
between the terminal module and the application module.

20
5. A system according to any preceding claim, wherein the application
module is configured such that data transfer between the network and the

application module can only take place via the terminal module.

25 6. A system according to any preceding claim, including:

first means (50, 51, 52) for connecting the terminal module to the network;

and

second means for connecting the terminal module to the application module.

30 7. A system according to claim 6, wherein the first connecting means

includes an infra-red link (51).



WO 99/ 39488 PCT/ GB99/00311 -20- 8. A systemaccording to claim6 or 7,
wherein the second connecting neans includes an infra-red link. 9. A
system acowo 99/39g8d 0 any one of claims 6 to 8, wherein the se¢RdonR11
connecting nmeans includes a card (49) configured to be connected in a
corresponding slot in the application nodul 10. A system according to any
one of claine 1 to 5, wherein the terminal “Trodul e conprises a card (48)

confi gured to beg pl uggedsith IRofiFOES ERRABIMY Wﬁ%reglcg{oﬁ Jﬁgoﬁccrg?&nls%@éihca“ on

modul e. 11. A system according to any one of the erein
the termnal nodedms iadddéeshan apiptdeddinkon nodul e each incl ude neans
configured to establish a |logical connection between them (64, 65, 66, 69,
71, 72). 15 12. A systemaccording to claim1l, wherein the connecting

nmeans conprisesya ha}\@v@{eﬁ'x %aﬁ}iffé%§c§§n}ééa%grfrijgéum'sb‘étt%r%n%r igq(gglsgco(nﬁg) for

a nobi | e conmuni cati ons’ net wor rising § connecti ng
means (50, 515 5@nntaingmeascinciuget hearde@o) calfigmeaitebs connidaeednatavor k; and
a second connecti nig maacps ff)r .connect.i ng the Ch,irm' nal nmodule to a separate
appl i cati on modUfosrssRending sloy 1y the spplicarien madide.t er mi nal nodul e i s
configured to provide a network independent data transport service to each
of a plurality of separate application nodules. 14. A term nal nodul e
according to claiOn 13A sphremeaasotdig fo asy oaewfiebimng tonk antertiacthe dasniasl

infra-red transmtter and receiver, 30 15. term pal ppdul e according to
claim 13 or 14, ’%ﬂaﬁ@iCH“iH{QC%%EHﬁo@g)ciﬂﬁ&’éEfqﬁn@ lPﬁaHR‘@g‘?‘Hg} tRie somespoafing- r ed
transmtter and J&CH! MHerapphQedd mad8R. PCT/ GB99/ 00311 - 21-

11. A system according to any one of the preceding claims, wherein the
terminal module and the application module each include means configured to
establish a logical connection between them (64, 65, 66, 69, 71, 72).

15

12. A system according to claim 11, wherein the connecting means

comprises a hardware socket (65, 72).

13. A terminal module (48) for a2 mobile communications network (25),
20  comprising:
a first connecting means (50, 51, 52) for connecting the terminal module to
the network; and
a second connecting means for connecting the terminal module to a separate
application module (45, 46, 47);
25 wherein the terminal module is configured to provide a network independent

data transport service to each of a plurality of separate application modules.

14. A terminal module according to claim 13, wherein the first connecting
means includes an infra-red transmitter and receiver.

30
15. A terminal module according to claim 13 or 14, wherein the second

connecting means includes an infra-red transmitter and receiver.



16. Atermnal nodule according to claim 13, conprising a PCMCl A-style
card. 17. A nethod of transferring data to an application nodule (45, 46,
47) in 5WO vEewAEsni cati ons network, conprising: receiving /éBQﬁﬁShned for
the application nodule at a termnal nodule (48) separate fromt
application nodule; and processing the recej;ved data so as to provide a
network independent data transport service for the application nodule.

18. A commni catfeons SystaRNSHBIARN! i @SINRT 9 NRRLT S ASRENPed. . ﬁ, ally

reference to the acconpanyi ng draw ngs. A ternina

as hereinbefore @ekcribed with 15 reference to the acconpanyi ng draw ngs.
20. A nmethod of transferring data to an application nodule in a
comuni cati ons network substantially as herei nbefore described with

reference to the7accoApalibdof ¢FaaeRGsy dAf to an application module (45, 46, 47) in
5 a communications network, comprising:
receiving data destined for the application module at a terminal module (48)
separate from the application module; and
processing the received data so as to provide a network independent data
transport service for the application module.
10
18. A communications system substantially as hereinbefore described with

reference to the accompanying drawings.

19. A terminal module substantially as hereinbefore described with

15  reference to the accompanying drawings.

20. A method of transferring data to an application module in a
communications network substantially as hereinbefore described with

reference to the accompanying drawings.
20



