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Lv~2 PCT/1B98/ 01883 The present i i | ates to a nethod and
apparatus for filtering a digi ta””lMﬂM\Wﬂme streamas used in a digital
-audi ovi su i SSi on system r a packet 5 d :
conf or mi ng&?tgggﬁﬁ%EG format for a diégfl®al tel evision syste%mﬁﬁ&onal
digital television broadcast systenms transmmt data in the formof discrete
transport stream packets or transport packéets, each packet being of a
pr edet er m ne @M ining a header and a MPEG- 2
standard is %Tumgﬁavour ed standard in tmwmmwm”m”mnd sets out
‘a predeterm ned format for transport packets. The packegedpader conprises
general descriptive data regardi ng the packet, whilst t ayl qad,_conpri ses
The data to. BEE et Bulni Friuer e mmbod ¥ib smias Forcilfeela el Bt 2
packet | D or dithRBres@nisivs¥d Rda H.?tapi’ifdi@&isua]'h@nﬁﬁi‘ééi@ﬁ_dyﬁéml HepAaeket a paoket

a

contain audi 9, video or other ta such as application data processed by

" the recebver f#dcHgam sanfomyng de 28 NMPEC foraat for dighal teleyispnsysteiener ate a
.program gui de or other visual data that nmay be superinposed on the screen
over the normally di s]géia ed program 20 25 30 Conventionally, the incom ng
dat a st ream Cenvéntiopa gi/lyl taleviston hroadadsiceystemsdransmiti dagp indhe HernPp{diséretzach

packet. De i bl ex i sual . and _audi i ed directly t

fedi cat ed pr et tiall S AEhE drb s Goh Sl IR0 o ESstckmb e,
real tinme vilength amdccontudhingiategder ardspenfioade| The MPEG-2standardt isuli curkentiiat a
are sinm)arl assed djrectly to the neral . m croprocessar of the

eoet vel) dechBie st 3 tts damat m paF QP STEIRIEBRE] (T e FAYPOTar o
requi ring i rpmyie@t e processing such as visual, audio, teletext and subtitle
data is conmuni cated to an appropriate processor in the formof what is
conventional ly known as a packetised el enentary streamor PES. This
continuous fiuxXpRkefiRdaer Yhthpises Sgeﬁ%f@éicﬁf{ti\%s&éi‘mgaf’cﬁn% e PRXEOIASIsPhet he
transport packets, itself conprises a sequence of packets, ‘each PES packet
conpri si ng dayleelecomprsnsr thandrtpdg| eeaprocened k@ thpareeeiders porhe paskebieadara,
the le h ' : | j BB

pr ocesggzj i mgfigﬁpea%?%r(£$ff?gde%?§ﬁ%gﬁﬁpz{cggﬁ[ ﬁ?ﬂ@g’ggﬁg’fi on.a%{ﬁ}g@ﬁ’TUTE
Sri EET (RULEoa@)n audia} vides~eor opid2 Wwda 99ich649epplimationodan gsgewsill by the

vi sual , audig,.: I i . I ) . .dat a
detined by SCEeHEREtl B ot Hif AtElihg s biIB R sfRENRA Arthah Bligfl *,
PES stream orSother sitdal data that Rty bt rsepenimposed ot e sdxtn over thequinmialiy

i mredi at e pr,0c ssidn nmay al so be contained within the payl oads of the

t ransport p&&ﬁ?ﬁﬂyg }%ﬁﬂ%b PES data, _ which is treated imediately by a
proces20r to generate a real tinme output, this data is typically processed
in an asynchyonous nner by the processor. ..The.data is. often.cyclical

e he e EHoraR: et pieat i UTEARD restivEuePdR fospifog <

y a | O proaeae®ID feack paiet D iplexld vifliab i6 dataliethen pasdel @itectly

b O pawK %nﬂaatslﬂﬁdiﬂa:kdmi' ] -pasdel ik

Pr ogr anme Spe %:f-{:jic nf ormati on or PLLh data s,In thig case, the data .

cont ai ned i g cHed PRGSO efoments b Sreerysr/dgeqder aRfF‘iF%éﬂ‘qrﬁFéeaj WRe | es
of secti onsyRpalt M Afdio FRGKes 1BGASHVEY. T @andanBtifle Ral #8dimildrs; pareer 15

including a table ID or TID identifying the table. After the initial PID
filteri2hg, @iredbomythe gepsralfmicronreedssey ofathedeemivarifiecadat oogengeairissel itingsed

to divide oflierBRUN®ESibtitle displays.

Data requiring immediate processing such as yisual, audio, teletext and subtitle data
is communicated to an appropriate processor in the form of what is conventionally
30 known as a packetised elementary stream or PES. This continuous flux of data, which
is formed by assembling the payloads of the transport packets, itself comprises a
sequence of packets, each PES packet comprising a packet header and payload.
Unlike the transport packet data, the length of a PES packet is variable. The filtered

PES streams are processed immediately in order to provide a real time operation.

SUBSTITUTE SHEET (RULE 26)



with the sane TID, and the payl oads of these nodul es are st ol édMARd2)02
gradual ly assenbled in a nenory elenent in the receiver/decoder to build up
t he downl oaded application. Unlike PES data, the order in which the
"sections agyo wmekgd Not inportant, 20 since the application i pcagasibad -
over a period of tinme. An exanple of a conventional decoder architecture
for filtering PES and PSI type data is shaoypn in the European Patent
Application EP 0735776 (Hitachi). Transport packet ) data is initially
stored in a pamkst visanidiangicd)ubleRkt onfshibtitioMah@harathé !]héd_tadonﬁhaﬁﬁt?'ﬁb‘s &1 Batg S

filtering is carried out. Audio and video PES data is_inmediate passed to
audi o and vi di#éngé e FES sireany ther; fux Hrnscdala imay, equsllyshe afﬁé@é%éssat%% of
filtering at PSI section header or TII~ level is carried out for PSI

data, such data being thereafter stored in a system decoder buffer. 30 The
Eur opean Patent Application EP 0714213 (LG El ectronics) describes a simlar

decoder archi;tect,ure in additio dj scusses the anal ysjs_of adaptation
[ eld or Sor Tapatien, RIPES e datd Riherctets POC Fanin psdRis miredpiied ' "
convey PES dalsa. bd\bhtainetl heithinethefpagicads offth@ssasporegaciedd i UidikeRHEE data, )
conpl ex applications to, be SUBS IgUTE SHEET &RULE 26 1~ ~~~"'"~ =J2 WD
99126209 PCTMEIBIOTEH }_f?,f_neé%%llr % JeRFOSTHITRRTERAE By ealfimerontayhriBiseior
the steps reﬁ’é‘ty?ﬁﬁll&'br&&#s&dﬁﬁ%%?n&@%u& enAneLbRtHeiloredsO ITRE %8 36bAch

time since all tables having the same TID nust be . identified, filtered

out and st or 8¥clicaltiffe thee opedefinedihycthg ssta argradad up at saynral mtersals byis an
obj ect t hg  ResSENt 'rggﬁﬂ%' tQ 1166 ReiHR0L,- Shie ;
filteri 28 tr flsﬁlgst%t_ edAgat a gégggt stap f|‘)¥:}hgg‘\llﬁeadr comasgbt ﬁ%l%g?g’%\%ant agéegycg?c t he
known packet Itfprmatiemer B§Edatas. According to one aspect of the present \
invention, there is provided a nethod of 10 filtering a packet data stream
as transmtted in an digital audiovisual transm ssion i system and received
by a recei veln thiscabtes theldatacdrgainedh the pajlwad tof dresppanspoptaekckets dadixided into
filtered at a fi.rst .stage b irst.digital filter accordi o,the

charact er i st # S§1gF of ﬁg%n%p@[“pgﬁ%[’gh@g%ﬁ heggf"re@{“gc? P?ﬁgﬁ‘i’et(l}e Eb;egert hen
bﬁi ng paﬁsgdinfdludﬁig k\talhle ID Gﬁﬁ‘%)ﬁdatjtﬁ’_m ttheitible.n Afoer meg'ﬁitiaiem(?eﬁmg, alb
This method of treatin e. packe a represents, a radical. depart to
The” convent i Brand fenes SRS B ke prarioa, tsrcis rint g PUoERET Bieufetc ket
gegder vgl Uewith thetdaéle ':mn% ml@u rt@é:tghyloédswof higesk ahodules &rcPEﬁééd raﬁdif?radu_la_ﬂl@

edi cated processor, .or is filtered [n ,a second. stage accgordi 0 or
PSI header v%F%blﬁéleraemE’é‘Pﬁgele‘cafsg’eWBIr@%F’Y‘H?qeﬁ‘_é‘?egé dap ﬁﬁe&%@aﬁ . By
storing trangpaeitidACWREKSRES data, @d drdedint Which thd §ettiof adFvelit hbimpt@tant, he
present_invention permts the direct and rapid Igrg‘%gesm ng of datathat

woul d otther viligs theweplication ig arssmbled evez2 perps ¢ f time by assenbling a
series of tables etc. For 25 exanple, raw or native data may be carried in

t he payl oad of the transport packet for storage in the nenory and

subsequent useexgmplsof gwonventiopalsdpspdesfarghitectues for fdiering Podeand R¥ype daia por t
ket data; - f kb t i : . 30
packet data 1?%?’09}&? H‘Ie thle (Rl 6kt Pai&@ﬁ\?gaﬁﬁéeigf ‘g.';:f‘@ P76 Gitsehiy e T?ﬁns?gx? ?g{f}?é )

B7 or PID w n the transport pac ] Wever, in‘a pre

enmbodi ment tdata iddn#iabipstdred fin latpacket landing duffer, taftep thaeh b initia)l stege of PHY n
the transpor, I et s Vi . The
dat a p?sgs ed lt()eﬂg%?g?rg?ggﬁf. nAPﬁ%dzgrr’grr"ﬁ?é&% egegﬁtly'&%a&%g%fﬁlgg gsgggg{%}déél %’/d a
part SUBSTI Videg dstdbfiers (fed tdal-Pifje processing, whilst-aiseeond stage of filtering at the PSI

section header or TID level is carried out for PSI data, such data being thereafter

stored in a system decoder buffer.
30  The European Patent Application EP 0714213 (LG Electronics) describes a similar
decoder architecture and, in addition, discusses the analysis of adaptation field or ADF

data contained in the header of transport packets used to convey PES data.

Whilst the use of a set of assembled sections enables complex applications to be

SUBSTITUTE SHEET (RULE 26)



WD 99/ 2G409 PCT/ | B98/ 01883 -4 of a transport packet, for exanplie M Rheg)?
payl oad of a packet. Preferably, however, a conplete transport packet

i ncl udi ng the packet header and payload is passed to and stored in the
‘menory el eyevbaedpi S facilitates |ater treatnent of the packqsbrgﬁgs%lsggor ,
exanple, it may be desired to carry out an analysis of the transport packet
header ' 5 characteristics. . In the casg. where an MPEG type format is
used, the transport packet data is transnitted in packets of fixed size. In
one advant ageRHIsacRERAd leRBdNkted By thie miieFdprlodeasdsSthe isfeph Asudéd iR ths HrREBYsYead

el enent having the sane size as the fixed packet size. 10 Data contai ned

wi thin t he tpArelateveds lqngeptqcamnmepaeke@ rfablea? heEing the sameahlla gnust bet he
formof seqahgian BREKA ouhdl88dd Ga4He t rg F5d%the 3 gﬂL&tgﬁ%k Wihpiad?! | ke
the transport packets, ese secon ary ets may have a var |paeb
packet Iength 15 In particular, in the case where the transmtted data is

or gani N an f the dat a conta ad n. MPEG
Cranapart SO OOk o B sson SRy RRR f BRAICE Brechod At B oF HRek
-stream or Rafsmittudsdf18eekéts achich @Vertbalcy the rdisudvamtygeobf esPRAGWA Padketi deo,
audio, teletext, subtitle or other packetised elenentary stream which may
be process eHPEéZFF‘}ley a correspondi ng processor of 20 the
recei ver/decoder. In addition to passing sel ected packets to a nenory
element, the digital filter may al so be used to pass selected data to a
processor, A@cgrdmgntcp@m aspeascofe thedpresent oinyentian, ghegsr iscprovidedt » megthed afe an
i mage, vmt i e Yol t

& to hﬂ&tm% éclég WoQ Siahfds 'h[&n?%xﬁﬁﬁoxg ar?dgf&'i] audfovisdal Fah8Yi 5Q§ng t al

passe a prote or execution e irec or via a secon
filter stagwsterh rand hecewsieby\/a gecel dalidecodentcharasterised ixh élap aphspexdt pecket daispor t

packets is; n he for ry.d S

G gital fFCUrAR s A ) Bl oA IR et S3E et SIS

el enent s oﬂrans}perthmakletrhsaﬂeﬂ; belected diligredyda34) theadefigspaskedldirectlyDatzambinoter ed

by the sec nd dj %Fi"t“o filter e passed to an associ ated nmenory el enent

for storagd thin,the repej¥er P ef"or decodi ng after having been filtered.

SUBSTIFUTE SHEET (RULE 2fil1 i f;~~\ ~~u~ WD 99/26409 PCT/|B98/01883 -5_
Accor di nghl 0 a second aspect, the present invention CO{T‘pI’I ses a net hod of

filtering Bhisamethodqsf alreatinga thea Packeh 1daia ( REBEESPTHS o3 Tadisal Serarilie olpi dheal

transm ssiQmveNdéRMmatkbd, $& F@AdY ﬂef&%&%ﬁ%@@%mk&%c%éﬁ%d n
that transport packet datfa is filtered at a first sta a first digital

filter acd®reithgyse dirpstly{in the farmsef a PRy strgan) fua rqat%l PRERSSET ARider
sel ected fﬁﬂtérea 6f fatéodd g&a%é Qeseco r%gaﬂ aCPI &HPPI0 MRS dr Ovlué BRfdrd Wity f 1 ux

of data then being passed digital filter for a second stage of
filte?d ng.asiggablad llil.nﬂllt? remory Wi ths deeddst. t he payl oad -data subjected to the
second filtering stage corresponds to a continuous flux of data, rather
than, far exanple, a set of tabulated 10 sections that are assenbled over a
peri od of By ﬁmﬁn%s transport pecket rdsta alineetdy affer tahdirtnstage ifdteringhélq:pmsmtuous

flux of d f C

or gani sed%lt“?le ;?én% ?tg tjflggsercgzgtn ar ygg&jf’ fbce§s§rg§fg8£t%ht§§ts\§§%1§ | gl %%‘IE&% | ter
acting totéibet eompned rm&ekatpermlseﬂ tinre byeasmhbﬂmg)fa semes Idf tablesmte efgnent s
of t header t he secondary ket s. qf. ect t resent

i nverfti on i‘%mﬁ {?%ﬂé‘;aflveg I‘T‘%’aﬁ? 8ar1”88 n%\’ftlﬁﬁ 0#‘?’1‘5%@?‘!5}?1 %ﬁ&?@ét dat a
stream i nswﬁia mh@hé r ABmGH tﬂﬁl thtbgequéntonganbgethd Mmain MP&Jassfo@r oAt the
notably in |c continuous flux of data contained in the payl oad of a

filtered Z5fF! F %d MPEG packet is organised in the formof a packetised
el enentary stream

The transport packet data may be filtered at leaet according to the value of a packet

30  ID or PID within the transport packet header. However, in a preferred embodiment
the data may be filtered according to other bit values within the transport packet
header in addition to the value of the packet ID.

The data passed to and stored in the memory element may correspond to only a part
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As before, data filtered by the second digital filter may belpgasd8dZi®2 an -
associ ated nenory el enent for storage and/or to a processor for execution,
depending on the results of the filtering. 25 As will be appreciated, any
“of the mewwes26ads filtering packet data descri bed above, aceerdBogoisss
either the first or second aspects of the present invention, may be carried
out in parallel with other filtering of-4the transport packet data. In
particular, filtering of transport packet data may al so be carried out
accg_r di gg dfoa tﬂaas;rfrt peckgf, fohexathplepthe3ghyldud of apsq:mb.t Ppefetably, Howeser, 20 as
to divide out packetised elenentary streamdata to be sent.to a

cor r espondfaRgPIie T RRSPEH I@Ctﬂéﬁ&}ﬁmg Ed’iaaf"dﬂl,eag?iraé’ldl P—)‘?ﬁ?“l isgiasirg t9rand
transport Q&achsh tHeh eletienf TRisiBGIMAsUSeP trehthiRnPbPthel pck&iaeh. b¥ord ,
further filtering of sections contained wthin the payload of a SUBSTI TUTE
SHEET ( r ~Up@Enpd¢, it may-be Hdesired to-carry gut-am@nalysis af(the RENSp@Y Packe dwadey
transport c?ﬁ? ﬁéﬁs@ﬁgordi ng to the value of the section header may al so be
carried out. € present invention extends in one aspect to a

recei ver/ decoder for a digital audiovisual transm ssion system conprising a -
first digital, filter .and ne | enrent. .". 5 characterised in, that selected
transport IBa efasifathi’efes P Wg@gypﬁn?%nﬁtﬁgtus Pa 3 SSF“P% f}?al"'E?t t6i’t‘°’al
filter acammdinitted in phckethaf dxkdrsizd | I onk ddventhgedus pemibodimenta fikaddr and
t hereafter ssed directly to the msrTBr el.ement. .The ﬁ{gﬁf t iﬂventi on
equal |y eRaEklds Passed fe adnempyeemgst havine thegiage sire authe ‘%Bﬁc gigpize.
trangpy ssion systemconprising a first and second digital filter,
characterised in that transport packet data is filtered at_a first stage by

the first RAtycentained widhin the padead) of the sansgor pasket maay itpedl peprasaised in )
correspongl I f t L t econd
e b L S R R s
present apphspat pagkets)these seqondanyi daid packetsomiay have arvanghlespacket leygthent

refers to all transm ssion systens for transmtting or broadcasting
primarily audiovisual or nultinedia digital data. Wil st the present

i nveri onIn papmntarcinl the kyseapipdre dabirensmitted datads orgsnisdd gin vaMPEGdoimsaton

o csont 1 ibeiite SRR dn i plyTbae Bk i M, PR BEE h0CH SUBASRY it 17, o

t el ecomuthiec fdrioiof anpicketised’ elementary medara dmPESneThsppddketisadoeismentary

conbi nati on tel econmuni catj on and, br oaqdcast tens.etc. The term.l MPEG
refers toSTFE? d8E% %ﬁ%‘fﬁds Q Gn Videqn F4APs t&@%ﬁ%’o&@uﬁey of h%tg?r PAEHRE] i onal
St andar dseleh@atirg sirea WHHEK kg 1 sropessédtiredtlyPhy b wbaesponditg processpr’ o25 and
not ably the NPEGz standard devel oped for digital television applications
and €8t ofht TeReVFédes88 nent s | SO 13818-1, |SO 13818-2, |SO 13818-3, and | SO

13818-4. In the context of the present patent application, the term
i ncludes all variants, nodifications or devel gpnents of the basic MPEG

formats abBptddetion o Rassipssclerted nacketsdp gimbemoratgnentafefigial diter 8YSIS | ar i y,
whi | st t hge desTid ?Eéso&léc@écﬁﬂﬁatt_g a pRScBISVES é. B tPPRdsSselandh datacedekfnal t Wi ll )
be understood that the present invention applies equally to enbodi ments
havi ng a PIOEeSSORIC BeReEdje andmagp.t Withew firsichring sipsed i1 @ DRIy cHementt
funcisoning in conmbination with a physically separate receiver, as well as
decoder units incorporating other SUBSTI TUTE SHEET ( RUSE 26l

Data may be passed to a processor for execution either directly or via a second digital

filter stage. In the case where data contained in the payload of transport packets is

organised in the form of secondary data packets, the second digital filter may filter the

packets based on the value of one or more elemeﬁts of the header of the secondary
30  packets of data.

Data filtered by the second digital filter may be passed to an associated memory

element for storage and/or to a processor for decoding after having been filtered.
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~f < L-WD 99/ 26409 PCT/fB98/ 01883 functionalities such as weh HFTRV‘@“%QS or

decoders integrated with other devices, such as video recorders, ~

televisions etc. There will now be described, by way of exanple only, a.

" preferredwoghodssapnt of the 5 present invention, wth referepegihda/cifs

attached figures, in which: Figure 1 shows an overview of a digital

tel evision system Figure 2 shows the elgments of a receiver/decoder for

use in a digital television 10 system Figure 3 shows the digital filters

used in the\derndgho 9f sebbliispect, t piekélinPaRICA! R GCRAEMAbAGS tekitlS

enbodi nent “of the present invention, and 15 Fiqure 4 shows the structdre of

dat a packe@gagketiata stream astranimitted id anadigitaludicyisuabirangmissipe syternandr e of
dat'a cont aj it.hi .t I : V4 j,gital

el ovi o on "Dy boh Decellr RRAREhpci HER MK hopol plE KBl BicRiadel
1. The i nvenfiisbstagedyusl disstadipitalt filterc acvoedihg aoahe dhapatigtistied efvilwi ttansport

system_2 that es, the_kno VP 0 ession systemto transmt

conpr eSsed pﬂﬁlﬁ? ?‘ﬁ?de&i %%ﬂti‘il\ﬁ‘tﬁeggaé g'ggg{hepapy&égélgr{e _ t} a goptpuous

. broadcast gaRtofelatEmen bemgohasiedith al seebsihalgital fiRafortayset& stgoffili&@p, Of

vi deo signals). The conpressor 3 is connected to a nultiplexes and

scranbler 4 by linkage 5. 25 The nultiplexes 4 receives a plurality of

further inpyt;:.Si . reTale} ]

conpr essed ez AR fao SREAE St BeyIbEFRER Ui BAM ohd TR Sage

| i nkage 7, catnésphndsio atontinmone finxlas datairdthey thane fgr exantpde, nasset of ltalmlated

tel ec nj | ] smitte ransmts el ectromagnetic

Si gna?gm\-l/i%e%ﬁé#él)%tg}{]%s%%?gfs%gao%g?@@ﬂottde&t@g%sponder 9, where they are

el ectronically processed and 30 broadcast via notional downlink 10 to earth

receiver 1 cgnyentionally jn the f.orm.of a.dish owned.or rented.by the

end user . kiR st Pheeosulle igventiohy e coRgmigts AL asth chibingd i taé

i nt egr at edpdyéeRi vfetranbpeAdREketS nawngther bé engadikel \in tthe ferhtl of séondargt data

connected to, the end user's tel evision ?lgt %114 %@e receé'ver/de oder 13

decodes t HRAKEHpihE scendviigtalAilisT AcHNS o fien thegpaclpisiDaseds pRy Hha vales Of pre

t el evisi onoSebreldlemebBf the hEadereF thé BdeBdd&) packets bflara. ~" ~ ~~E?2 WO
99/ 26409 -8 PCT/1B98101883

This aspect of the present invention is particularly applicable to a method of filtering

a packet data stream in which the transmitted data is organised in an MPEG format,

notably in which the continuous flux of data contained in the payload of a filtered and
20  stored MPEG packet is organised in the form of a packetised elementary stream.

As before, data filtered by the second digital filter may be passed to an associated
memory element for storage and/or to a processor for execution, depending on the
results of the filtering.
25
As will be appreciated, any of the methods of filtering packet data described above,
according to either the ﬁﬁt or second aspects of the present invention, may be carried
out in parallel with other filtering of the transport packet data. In particular, filtering
of transport packet data may also be carried out according to the value of the PID of
30  the transport packet stream so as to divide out packetised elementary stream data to

be sent to a corresponding processor element.

In addition, parallel filtering of transport packet data according to the value of the
PID, followed by a further filtering of sections contained within the payload of a
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Q her transport channels for transm ssion of the data are of 'E(Pﬁig?@ 2289
possi bl e, such as terrestrial broadcast, cable transm ssion, tonbihed"
satellite/ cable Iinks, tel ephone networks etc. 5 In a nultichannel system
‘the nul ti pwaxeseedoshandl es audi o and vi deo infornation recei vedT/iBSSM1883

nunber of parallel sources and interacts wth the transmtter 6 to

broadcast the information along a corresgeondi ng nunber of channels. In
addition to audiovisual information, nmessages or applications or any other
sort of di girtmdpodtgiaeketracchbrlingito thdvabe dfrths ssotionheader miy alse be cahiednmits
interlaced with the transmtted digital 10 audio and video information. A
condi tional access system 15 is connected to the nmultiplexes 4 and the
receiver/ demagfresleat iBéhtiod baerdsth PAEtdspedt ot Berebéivatigatdtier St léedi?hﬂl_ _ _
partly in the_decoder. It enables the end user to access digital television
br oadcast s #4dioNigifd tensmissionrsystemocamEIEsng Bpit idigital fikex gad mematy eleiipmbl e of
deci phes | NOcHEPRIAHRE ih Blaf SeiBCel BafiPONEIEL A aafl G ll%réd;iiaatﬁl‘sts%a sy e fagver al
tel evi st on programres so y the Droadcast supplier), can be irserted into

t he recei vedigdacitter atgording my thé:echdmctedistics] 8f aﬂu teangport apagkett headsndandser

may purcha J i I bscription node or a
pay- per - vi Z@ve’%ggé?ﬁ%a%g%ﬁ{ f°o{r§‘§d’?%"§%§’é?]88§‘§gr ammes transmtted by the

system are scranbled at the nmultiplexes 4, the conditions and encryption

keys appl i to a gi.ven transnj.ssion.being determ ned_ by the access cqntrol
system 15, TERTEHUSIURUG SRALY Sriendtin Arscerverictode £or s Oiepial AgiARiayL 1
the fig)d afanRyssion S8 EBmpRYiRkGafitsy and sécanB|d@gltl Flfer 28hdrsctérisad Stk ed
together with a control word for descranblj ng_gf I{!jt he.data, the control Word

i tsel f bei AGNERRIE Parkstdarp intiliered af ¢ BEpt &age BY hdigitpl filter, selegtecdiltered i n
encrypt ed fdfafanrmﬂah@lez,ﬁwdml SHredpsind b SREANRIcRE FRANSS @dta wndbaﬁg ﬁh&@aﬂ

recei ved by the decoder. 13 30 having access to an equi val ent of e

expl oi t at i 60 theegecond digitad filter fpmp second ftage s filtaringn t he decoder to decrypt
the encrypted control word and thereafter descranble the transmtted data.
A pai d-up subscriber will receive, for exanple, in a broadcast nonthly ECM
(Ent i tlisenedn timpkontekt REshapresentapplisgian thatteon ‘Wigitah avdipyisugl trenseissignt t he

SUBSY] TurE SRR B 98 AR AT it 6 gy 5 i ARBIE Aarll o 5

An i nt er asdiovsualyst emltiiedial dgital alatee c Wadlst the preesent| invertioners phracwlariyhe

recei ver/ decode 3 and in |l ted partly in the broadcast. centre,and
Doty areiabierd a1 dtas dertdl ikEsa et suih el R SRR B g
appl i cat i opewisian 3ysenie heoprekert haventibn inky ehnallynbd aed ac Kitefing dath semybyal so
be us for co ni cations.used in the condifional 5 access system.15. An
et or 80 1 ve SR Tl RSBy B o i ecdis Bemet b EREshs SRb R,
comuni cat el¢dsretintitation md broabeast sysagnd &si on centre to demand

aut horisation to watch a particul ar event, downl oad an application etc.
Referring to Figure 2, the elenents of the receiver/decoder 13 or set-top

box adapt egthd Oteh DEPESEHefefs tdethBr 882 NrardshH@Ndr Mfandatds @eveldgeddegcinded. )
The el enments shown _in this figure will bhe descrijbed in. terng of functjonal

bl ocks. ThEtematenal StandagirfPraseisation watking siaupc dawsn Bistyres Fyasthgroup”
assochat edaﬂaexsmsmy%@mé-za%cﬁ%@é&@w f6redigitY18eleDRn ﬂ%ﬂi@aﬁdxﬁ%& sseri al
el 2, a nbdem 23

interface 21, a paral 15 Interface connected to the

nmodem backowharthe|documents 15Q) 138)8-1 31D JiB 1 &A, é&ﬁt@&lg-ééﬁnérls&é%lﬂoﬁt
panel of the d r.J bt ) I p i i nputs
froman i nf?lr é&fggﬂt‘?gm;fg& goﬁ’%rg‘%ﬁ %&\}?ﬂﬁygﬁ?r%F %ﬁ@t hgzg'l&aegdd lgﬁrgiaélrﬁs,
possesses mudifsationscar develemheens a7 thedtisimAdBEEdfdarmats applicable to the field of

digital data transmission.

30
Similarly, whilst the description refers to “receiver/decoders™ and “decoders” it will
be understood that the present invention applies equally to embodiments having a
receiver integrated with the decoder as to a decoder unit functioning in combination

with a physically separate receiver, as well as decoder units incorporating other
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20 read bank or subscription smartcards 29, 30 respectively. The
subscription smartcard reader 28 engages with an inserted stts¥ARpZilan card
30 and with a conditional access unit 29 to supply the necessary control
“word to awiemHdspe! exer/ descranbl er 30 to enable the encryptgeriHoRaasst
signal to be descranbl ed. The decoder al so includes a conventional tuner 31
and denodul ator 32 to receive and denoduj.ate the satellite 25 transm ssion
before being filtered and denul ti pl exed by the unit 30. Processing of data
wi t hi n t hefigdreofalitidsSsugk e adt Mrokae & diedyddrh éntegratedadith loftsed Te9iced uckhe
software archjtecture of the central processor may correspond to that used
in a knowndHEESASECAAErSwiSIEVIFsORS 86 described here in any detail. It nay be
based, for 30 exanple, on a virtual machine interacting via an interface

" layer with a Iower |evel operating systeminplenented in the hardware

" conmponent sThéretwidl niwe bd elescribed; &y way of exdrapleaondiear preferedi anghsidiment afitbe

decoder w || . i.pped.mith a prac I enents such as ROM
" RAM ASI—P%?%& lggéﬂtf?%kﬂ% r‘32%‘c‘i’25‘°(|?u"e‘(r8st.%é %&%@f’%gﬁi’ iv\E:Eé'El}l'( RUSE 26) 1 4
.MAR ~>, p~2 WD 99/ 26409 PCT/ 1B98101883 -10 - In the case of received audio
and vi deo si naﬁs and as w.l| Og_ewtil.escri Ped.i n nore detail below, the MPEG
packets c Teni FYOVR SR LVENG A% igftak leleyasion $YSi¥®Bxed and filtered so as
to pass real tine audio and video data in the formof a packetised
el ementary_, stream (PES) of audio and video data to dedi cated audi o and
vi deo proddgutsy ¢ ovs thecelgmentsof a ygceivgridesodarefor aiseoint digital dglavisomudi o
pr oceggor epasses to a preanplifier 3 5 and thereafter via the audio
out put of e receiver/decoder. The converted output fromthe video
processor 34 passes via a graphic processor 36 and PA. L/ SECAM encoder 37 to
t he vi deo . I Aher [ I
addi 11 onalTioibcs st 1S, g iy UEE0HShe abRallBeBlaRe 2 MR Tadth iy
et c) fromacberdimmntoa tis pmbodinsmt of theaprdsenp ibvemdiont md i nformation i with
information received fromthe video processor 34 to generate a screen
di spl ay conbi ni ng noving i mages together with overlaid text or other
I meges. 157igx¥ret41hﬁxo®m|ﬁe eq‘ruﬁ&fbenPEg\dach packets evithim e tﬁdnﬁﬁﬂibéd date siledm as Wl
conversion of the real_tine ata .t o generate._.t appropriate i nages nay
al so be h&Hdr%eTBSERLS é%f?&&nﬁﬁflb? e%@ﬁ?él.‘g%ﬁ@@%f)? S‘i"ﬁ’ P%%Ftsconventi onal
systens, this is handl ed by the processor 20. 20 The processing of the
filtered audi ovi sual and. tel etext/subtitle datrﬂ to gﬁ{}erat e t.he necessary

i mage and AdbQReEFVaRY £ digdtal ileVISAR ISR hASEOTHBE 15k thecRiEss 4BV STHIORMS

further deh@ih-inRabele’ 1.M9hd MW ehBof iSimES ﬁnﬁigﬁf 4ondertiohbE Mgl tdikvigiohng
packet data within the 25 demultiplexer 30 wiill now be described. In _Figure

3, defcr afviten user Keet knawymy MATE{g-2f GQsRRTeFRAOTH BYS5691A rif I TEAnsIH iy ¢orgpTesssd
derul ti pl S P . kdsty St [aT! fJekers
20, Thi o St slials? I Wbke Ao PMPRT. Plirfpbdon's i1 £ foloed ol rece bl
for extrastdigialvsignall streami(typicaBy et eixeanaed Wdest isignalspialle cowmpresperckds

header fi !:Br?fe%tc 2@1(‘)5)%]# lalggﬁ,ﬁﬁgsc%mpg%s,gﬁgﬁagg\s{ ng predeterm ned header

characteristics, er convent wenty eight PIDfilters for
extracti ng MPEG packets of a predeterm ned P1D value. Referring to Figure

4, t st tur f _a,standard, VP ket 60.0f .1 ] IS
showgs Thg‘ﬁ%g%:q‘}gg{)%ﬁgrs‘t EFrves Hhérﬁgﬁgfo@%gsmggtt Ségn aalt%’icf% gegn%}%% @gstg%gﬁ%rgder 61
SUBSTI TUT&tréainicfand (tRdsmit26dompressed digital signals to a transmitter 6 of the broadcast

centre via linkage 7, which can of course take a wide variety of forms including

telecommunications links. The transmitter 6 transmits electromagnetic signals via
uplink 8 towards a satellite transponder 9, where fhey are electronically processed and
30 broadcast via notional downlink 10 to earth receiver 12, conventionally in the form
of a dish owned or rented by the end user. The signals received by receiver 12 are
transmitted to an integrated receiver/decoder 13 owned or rented by the end user and
connected to the end user’s television set 14. The receiver/decoder 13 decodes the

compressed MPEG-2 signal into a television signal for the television set 14.
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1 ~ M"-~n i02 WO 99/ 2409 PCT/1B98/01883 -11- .. and a payl odd; 623 THE?
header 61 has a fixed size of 4 bytes (32 bits). The payload has a | ength
of 184 bytes ( 1472 bits). ' The first byte 62 of the header conprises
“synchroni sgio®nest 2, the remaining 3 bytes 5 (24 bits) bei ngcpgpismigsd by a
packet 1D or PID section 63 and other data 64. The PID section has a |length
of 13 bits, the other data occupying thegremaining 11 bits. In detail in a
standard MPEG packet, the 3 header bytes foll ow ng the synchroni sation data
conprise: 1Qthbf #RAKEKETt cRinnels foP dafdhikioh ofithe Bavk! K8 df ¢binise Yossiblel Siihcat or 1
bit Transport priority 1 bit PID 13 bits 15 Transport scranbling control 2
bits Adapt d€iTesiriel drepdsasi ceble Aransmusstphtsombingd saigHite/cabie plinks, peleplioneng
"back to Fi PihSorks dibe filters 41 for extracting the video, audio etc data
20 streans carry out a filtering process based solely on the value of the
bits within the PID section 63. For this reason, the filters have a size of

13 bit cqrres i n 0 the size of ,this Lo As i nh conventional MPEG

svstens capi £ HRARFLAR! Syl Bl Enfipiiecs B4R Buaiotend VRO ERERIRN

I nf or mat i oedetgal fiony atxlimﬁértbtaﬂhial?aml oeb anddhteraac kéthstheviransalittgraé ket s -
nabl.es the filters 41 to

etc. This informatjon xtract the correct packets
for subseq@é?ﬁgcﬁ§t&b8§ OFgatigh glong B orespRIGRg nﬁb‘aﬁ?{e?fa ﬁ@&ﬂgﬁ ﬁ'g agd 938, t he
extracted Bﬁﬁoslghsaﬂ%ﬁwlbaj messagds drippheationsdr anfother o2t SCdigitAl &h‘ll/a igse

filters are passed directly to the appropriate processors for real tine

conver si on bednirpdusedansorsunrldef hesgechappelsdytegacedowith 4be trangmitted (digital 42

accor qihng tQ4ic q’?fgﬁﬂ i¢f the invention carry out a filtering of data
basedqlgn ttrafe lmhmgﬁleﬁo Qt e pg%(ﬁ%t header 63, 64 including the PID section 63

but excluding the synchronisation byte 62. For this reason, the filters 42

0, 1S S A i, LSS bR B R e,

V.

filters, theehierAdecsied23cand he lgmatedspdrtly dnritbe bgoddsast tdeatrprandeperly am thddsence
of a given,bit, or,to jgngre the | ue of bi,t., at. a rti,culag location b
ki o ¢ niebger 1t ehab B Bead ot do et Al ieRbish e Rrossfid oo it At ™

15 more broadcast suppliers. A smartcard, capable of deciphering messages relating to

commercial offers (that is, one or several television programmes sold by the broadcast

-

supplier), can be inserted into the receiver/decoder 13. Using the decoder 13 and
smartcard, the end user may purchase commercial offers in either a subscription mode
or a pay-per-view mode.
20
As mentioned above, programmes transmitted by the system are scrambled at the
multiplexer 4, the conditions and encryption keys applied to a given transmission
being determined by the access control system 15. Transmission of scrambled data
in this way is well known in the field of pay TV systems. Typically, scrambled data
25 is transmitted together with a control word for descrambling of the data, the control
word itself being encrypted by a so-called exploitation key and transmitted in

encrypted form.

The scrambled data and encrypted control word are then received by the decoder 13
30  having access to an equivalent of the exploitation key stored on a smart card inserted
in the decoder to decrypt the encrypted control word and thereafter descramble the
transmitted data. A paid-up subscriber will receive, for example, in a broadcast
monthly ECM (Entitlement Control Message) the exploitation key necessary to decrypt

the encrypted control word so as to permit viewing of the transmission.
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circuit or by neans of a dedicated progranmbl e processor opera} MR @ih an
'5 enbedded software program The characteristics of the digital filters
42 can be pre programed by the central control unit of the .
" recei ver/ deoogesd0and may be changed . as desired. In the pr epewtmsmsss
enbodi nent, four filters 42 have been indicated. For ease of 10
representation, the four data streans er®rqging fromthe output of the
filters have been shown as a single data flow. In other enbodi nents other
nuwbers of Asuinlherad:ti\teesystenaw tsoponuededitd the parlaplertr. 4 Dapthedeceivardecbder

out cone of hefllteln gess one, of the da p d 15 oand
stored in 4L lpe ﬁlg ye1 ﬁ%ro%iﬁastfcgptr %p&fl}yméﬁmﬁ %én?nab

. Alternati vqieVendaum e6l @iteradl WRH vafateapplickiénOeia @rabdéiR HREY cRinrleD€7. The

. recei ver/decoder may be allocated to the storage of this data. In_this

embodi ment M 91 Raed ehagnelamay @dso, ey ussdyfor copup@ycalems Ysed ke tthe corflitienals
. storeds '” E Eﬁ‘x £, e%Pintér‘&ctxw‘kﬁ%rgq{?ﬁgbgéﬁﬁéﬁ%?%%ngles't6 g%lfe]@%e

byt es. ern t1ve arrangenents _ yte ayl oa
- MPEG packewenwy be communicatds irhmkdiately f with thec irapsrhissionelcenteait t© \deinande

provi ded f % f t four filters dlnthe menory

el enent ac%%tpgﬁg 1%otoe\it} lél"i pa'fmé‘f% %ve%?w%rpggﬁg%@ ‘& first matchi ng
packet is stored, the remaining filtered packets being |gnored 25 or a

r epeat rmd ere ch tchin ack is stored in a.ne

packet era gra8 9 g%ﬁ“&ifg?ﬂ;’ ﬁ%? g%’{E a2te 16 cgfl?fr]te”goﬁ ?Ft'ttﬂ%%ﬁ’éﬁﬁ?gfed

el emeny 4440 Eélﬁél:dqlatﬂ?e Praven? enventio® cahnl RoW bt dusEstES eTherdledlehts sBywh R this

recei ver/decoder For. ‘exanpl e, the payload_of the transport packet may .,

30 icont ai nfigwRk WH! héthiF@béééI’éthﬁls @?@&Raé& Qs¥s-e| ement s of the decoder.
Alternatively, it may be desired to anal yse the characteristics of the
header of the transport packet. Unlike known systens for extracting and
storing daThe rasgoders 1 3reompyisgs i an centralxprpcesspr €0f énolngding cassoriatgd SBEMPTY on

bl o1 o Pt 16 oy L3 R G g U IR T

42 i slpar tinterfase| 22, adapd@ml 280(chnmectadi togthe maodso backy chanauel pdraf Figdhearsd
cont ai ni ng i r i data, as it arrives in one
sequenti al @FC% gﬁh%sts OF& tﬁ%ﬁ%’g%gg@&*ﬁﬁgg&@ﬁi ead of passing a transport

packet to the nenory 44, the filter 42 may renove the transport packet
ai ne 0.a second dj

head d t,he. P i | ta
o er noragagonfrs aﬁi‘ﬂ“ﬁp@l@r 2a4ped Qs pron S R o FerB g R P
datﬁ ltoaggezsuﬁiﬁ i baxﬁtrél&}hNPEth% @.ﬁi lh{s@ dsgémecw sz?m@r@aedde@dzzj |62 'ﬁﬂap&{dihMDE(Cjﬁ
ackKke n e an ackKke ackKe I.S | a e en n
P B s b of B SR P risaste s, 30 TPRertyAIe: Top SHLIPLR SBResrd

packets. Thgddr2s g&twﬁ@aﬁﬁﬁs%&&i gubteApssn §ﬁﬁt30%dﬁﬁltﬁﬁ¢oﬂéﬁioﬁﬁﬁa&@ss The
header section 66 of PES packet breaks down as follows; 15 Packet start

code pr ef jBmt %%ttesssppléfaﬁhmmﬁsw QTob WIPHS %QEIEBFIPIIWE{#HWWP]@E RPAg
Fi gl d2 bytgatithe QﬂEry?teﬁ' Biﬁ&d@gtl s'iQAa@ tb %eqiebarmbﬁuuffwae&meaﬁy%a@&se

length) In the present case, the elenents of the S header that are to be
consi der ed fonveRdoral duper 3t agiedq:mpdtdatpné%pdé%ge m demerdulamiticrastallitsl ue

R e e e SRR S S e

Processing of data within the decoder is generally handled by the central processor 20.

The software architecture of the central processor may correspond to that used in a
known decoder and will not be described here m any detail. It may be based, for

30  example, on a virtual machine interacting via an interface layer with a lower level
operating system implemented in the hardware components of the decoder. In terms
of the hardware architecture, the decoder will be equipped with a processor, memory
elements such as ROM, RAM, FLASH etc. as in known decoders.
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The meani ng of each of the fields relates to the field of digital
broadcasting and wi || be known to one skilled in the art. Thet tHRm20TS"
refers to the "Presentation Tine Stanp"” and determines the relative timng
of di Spl ayvV@PY2&#0% i n that packet, "DIS' SUBS T | TUTE SHEET PCIAESSAMES 1
~r MAC Z02 WD 991 26409 -14 PCT/1B98/ 01883 refers to "Decoder Tine Stanp”
and determnes the relative timng of pfldeessing of data, and "DSM Trick
Mode" is used to treat the data in a particular nanner, e.g. by freezing a
frame, repdathaepsa of rensivedtandiorand videasigmils gntlias Wil berdsbarteddn guire détaill ags

i ndi cating,l or,absence. al [y i ign.. ln.th [esent
case. 1110 eFioRyBEMPES ek BPRaRaR, uBRE HapRs ol SR Bl iR
flag fi el dsoRefterpassgeal dintd gudie add videcodaierin tthe fwnr of tlpackétised elatiadnarpased
on the PES Heade | ues descr,i hed above, .the second fiJter 45 needs to
have a si zétrEﬁmS(? E@té‘e ‘i’é‘é‘ﬂo‘ﬂg‘?%aa@omt "Fﬂ:’l‘?ﬂeﬁﬂ s vﬁlpoaqrpcetswés &ove
val ues s Thgeéddet£BBNB4PT PRETOnf@fed Butpaf Hionsl the!laudid pfdcadtor I pLradi o al - €.
if any of the fields (flag, PTS, DTS, DSM Trick Myde) are present the PES

st ream rmy Pramplifiert3 anddheresfies witethe angiooutpuy of Waineeeiver/dasadar. 47heo t he -
dedi cated ppaces epEnt ' i : ' As
before, fi IB{)erl ng%nl%a tbe catpé ?’Eed oﬁc%&%éﬁ?%ﬁ@f21%5%%%1?’?%&???tglgcgi ng

t echni ques PAIASECAM enoogeari7storthefvideot dwpat ¢fothe reterest/deaadserunt mi ni num val ue
etc. 15 As described above, the filtering at the filter 45 has been carried
out inrelation to the PES header. However, in other enbodinents, the
filtelOng Thy giaﬁlﬁ? estooeskor B6 L&Id&idrﬂﬂytx@ctih& ]igmplrllldmdatal ﬁ)rgdlisjﬂlaﬁ (®adeas t he
system operat or, defines t characteristics of,the, payload t.0.pgermt

P Tt er] o, Efsated SraRes ) Bag MR RtE ARRR0 ik RtbRes 4bR HibRiton
after the @il iaforkheionqskved R tHRyvibéo betRBSdof 13dttoanshefdid hakcfdn lispldie
filter 45 etc., The nepory 46 nmay have an%’/erxagl ue Suffjcient to store a

usef ul amotATRPIBINEPDSVHLE: nages, tqgsthes MEthA d dext pr r3R38FsS-1024 byt es has
been chosen. ) 25 The switch elenent 47 is needed in order to prevent

overl oading a given processor. As descrihed above, the filtering stages 42,
45 wotk i nimptheziase of \ipesivadhielqtext andéor subtifle datie the senverer of tke g tigies
42,45 are PEY dia 49 SHefiid o UnURRrRIOIRRIRMa) Ao SEARMIdRed By ddiRdS
strean) to a processor for. YBHI AL real time” processing, It’is necessary
t 0 i nhi bi tproessexnsp glgwerer imomestrronventionsl systoms, {pe 1 handledhyrpheaprogdseoryi deo
PES exi ti 30 fromthe filters 41) to the sane processor. In addition to
the filters 41, 42, the present enbodinent also includes a further set of
PID filters 43 adapted to identify and process downl oaded application data

ropt 120t 1 orhecmeSe S ol T ERGRer Poflpler Sl WAy s S G 3 BBR hs,
necessary image and sound data is conventional and need not be described in any
further detail.

Referring now to Figures 3 and 4, a system of filtering packet data within the
25 demultiplexer 30 will now be described. In Figure 3, descrambled MPEG packets
arriving from the descrambler part of the demultiplexer (not shown) are passed by a
first stage of digital filters 40. This stage of filters comprises a standard set of four
PID filters 41 for extracting visual, audio, teletext and subtitle data, four packet header
filters 42 for extracting MPEG packets having predetermined header characteristics,
30 and a further conventional twenty eight PID filters for extracting MPEG packets of a

predetermined PID value.

Referring to Figure 4, the structure of a standard MPEG-2 packet 60 of transmitted
data is shown. The packet has a fixed length of 188 bytes and comprises a header 61
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-15 PCT/1B98/01883 identified by the PID filters 43 is routed via further
set of thirty two section filters 48 which carry out a furth?r Bihl.)tgédgng
operation based on the value of the section header including tl'h “fapte | D

" present i Rydbgréyeader of the tables within the MPEG packet ppyt/omdoissie
filtered tables are then passed via FIFO buffers 49 to be assenbled in 5

t he processor nenory 50. As nentioned injithe introduction, this filtering
of data by table mis in itself known and described, for exanple, in the

pendi ng paufdta P3Mddced.| The RedddrR HddZlfided sikedf urbytése(sam).ofrhtegﬁ Ragsent
applicants. As such, it need not he descrjbed in any further 10 e%,al | .
SUBSTI TUTEhgHeEmgtRafH Shytes (1482 bitAk-MS 1 ~r M-~ 2D02 1. A method of
"fil'tering a packet data streamas transmitted in a digital audiovisual 5
transm ssion system and received by a receiver/decoder, characterised in
"t hat recei Thd firstanap 62tof phe herded avraprisesfsyhcleopidatign datd, the tredhaininig 2 byted 2)

2oF et Sa° [F4 D PR SRBEIN3Y el £ 5: RESPRRRR RS e BEEY, TR RIn Iy,
el ement (4doctiohtHusia Iehgthr &CES bits,/ tHe oafbe ldaf06ccapPing e réasiaing PNditsubsequent

access therefrom by a processor (36) of the receiver/decoder. 10 2. A
met hod of filtering a packet data streamas clained in claim1, in which

the transppf fethd ok 8ktadahrd NIPRG jba%kEti, keSS RéhdR} bl RRBS1IAERL iisH Mcﬁx%n}saﬁof{ al ue
of a packet ID (63) within the transport packet header (61 J. 15 3. A

met hod of ¢atpicempr§ea packet data streamas clainmed in claim2, in which
t he tggnsport packet data (60) is filtered according to other bit val ues
(64) within the transport packet header (61) in addition to the val ue of
t hey packet | D (B88mspart efromagdioatonf filterirgt a packet data stream as

clainmed in any gr i.n |_ai i.n which .a conpl ete transport packet
(60) including Pﬂgg‘géﬁgt&ﬁg@?&“{rm ) ang%btayl oad (62) is passed to and
stored in the nEromsyortipeioeiny (44). 5. A nkbitod of filtering a packet data

stream as cl ai rTE in any preceding cl ai mlé'eg.tv\hi ch the transport packet
data (60) is tr mtted in packets of fi "$ize, the nenory el ement 25

(44) pmving t heTsmgpors isZramdling enfroked paglkts si ze. 6. A net hod of
filtering a packet data _streamas clainmed, in any preceding claim in which
data contai ned ﬁﬁ?ﬂ’{f“ﬁo’? ﬁéf‘{p t’E?id (62) of2 éltfransport packet (60) is itself

organi sed in thgoﬁtqm{tyoéo@&qondary packetgp{t65) of data each with a header
(66) and a payload (67). 30 7. A nmethod of filtering a packet data stream
as claimed in claim6, in which the secondary data packets (65) have a

vari abl e pagkfind 88K B Figure 3, the filters 41 for extracting the video, audio etc data
20 streams carry out a filtering process based solely on the value of the bits within the
PID section 63. For this reason, the filters have a size of 13 bits, corresponding to the

size of this section.

As in conventional MPEG systems, certain transport packets at reserved PID addresses
25 contain information regarding the PID addresses of audio packets, visual packets etc.
This information enables the filters 41 to extract the correct packets for subsequent
processing. Once the traﬁsport packet header is removed, the extracted PES streams
contained in the payload and filtered out by these filters are passed directly to the
appropriate processors for real time conversion fo image and sound data.
30
By way of contrast, the filters 42 according to this embodiment of the invention carry
out a filtering of data based on the whole of the packet header 63, 64 including the
PID section 63 but excluding the synchronisation byte 62. For this reason, the filters

42 each have a size of 24 bits or 3 bytes.
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1 ~ MAR 2a02 -17 8. A nethod of filtering a packet data streamﬁ%qn érred .
in any preceding claim 'in which the data contained in the p'bﬁtl étslsé‘-ﬁ 2) of
the transport packet data stream corresponds to a continuous flux of data.
"5 9. A nemhodomdsod il tering a packet data stream as cl ai ned ipcTABYS/msgredi ng
claim in which the transmtted data is organised in an MPEG format. 10. A
met hod of filtering a packet data stread2as clainmed in claim9, in which
the data contained in the payload (62) of an MPEG transport packet (60) is
or gani sed iAs whb alloconvefitiafal digiat fidterss it Bltenset2t canybes presgemt§ G&Jognike Ithe A

met hod of filterin acket data .stream.as clained in.any. precedi.ng claim
o hi ch t REPSES! PEARDHRRE &7 3 D iRy oE 18 JEpUBE Sebta B St 3 i BAE

payl oad of jgtatib@ By RAiskinPGkebit.t The filleRCESMAY beAmpRnesitéd Ba fiked hardwAréret hod
of filtering a packet data streamas clained in any preceding claim in

whi ch the €iTgHt fr by |means( ab)a dedicaed Prpgragusehle Qreeesaer Spe t With pay | oad
of a tgans 0 Lyg obibd (= : thad of .
fil terlsng gﬁgg% et at%a{9 ?orgggﬁr\%i 2@1 eg }%Hrrcgégl s:hn t(f:)fgllenq} %al %ﬁcr%%?ccﬁn atlg9

cont ai ned programmgd\Hyothd cent2yl cohitrol amit o6 the reseiver/deceder) aidsmay denibenged n t he -
formof >> sgcsorrggary data packets (65), the second digital filter (45)
acting to #5 Fe % he secondary packets (65) based on the val ue of one or
nore el ements of the header (66) of the secondary packets of data. 25 14. A
met hod of filterin cket data streamgs.clainmed.in claiml13, in i ch
data 111t chiedprivial BRgimenty Pur FIers 4 haws bR (plissisds ot 6580
assocj@t ecrepRd¥BIittiGh, aHE fdur (4R) stfe@ins ShiRfAHE fdidieloutput df MicPHERES Dave Been
execution, depending on the results of the filtering. 5. /A_net hod of

30
filtering SopEAeA siggleHat flewmin gther smbadimentsefyeriipbeds ﬁésmhaﬂﬁﬁfs MRYwhi ch |

the met hodyd grovledl Bhdatlell N parallel with a filtering of transport packet
data according to the value of a packet ID used to divide out data to be
sent in real time to one 1 4 HLl~~ 2~~~ -1 s or nore correspondi ng

processor ot |dRg o gﬁﬁq}]

clainmed i P ¢ ny %%Z%%é‘?e n%éS@F %]?Q}l]ér)lh\l/\tlﬁlll(l:%ﬁt:%eghﬁetrﬁo [ se ggfra?ﬁng%'bg%{&s?ﬁ

par allSel wpténdastored ém iandedi€ated amgpaornyt clpmehict4dforacxample d RANY tlsmeht val ue

of the pac o] en fi [ §feﬁi { hed

W t hin theK lg%{?%t(%é{' ’o% ngé@g né?oegr{pg%%gk{e}%e ég%%g & ng&&o t érv%?ﬂegpdé{:&ﬁe

secti on heaajebe allocated to the storage of this data. In this embodiment, the whole of a
received and filtered MPEG packet of data is stored in the memory element 44, which

has a corresponding size of 188 bytes, In alternative arrangements, only the 184 byte
20 payload of the MPEG packet may be stored. As before, four such buffer elements

will be provided for each of the four filters.

Data may be stored in the memory element according to either a simple mode, where )
only the first matching packet is stored, the remaining filtered packets being ignored,
25 or a repeat mode where each matching packet is stored in the memory, a new packet

erasing a previously stored packet.

Once stored in the memory element 44, such data may be called up and processed at
will by the receiver/decoder. For example, the payload of the transport packet may
30 contain raw or native code to be executed by elements of the decoder. Alternatively,

it may be desired to analyse the characteristics of the header of the transport packet.

Unlike known systems for extracting and storing data modules arranged in a fixed

table form (see the description below of PID filters 42 and the subsequent processing),
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17. "A receiver/decoder for a digital audiovisual transm ssion system said
recei ver/ 10 decoder being characterised by conprising a digift& MAR 208?
(42) for filtering transport packet data received by the receiver/decoder
- (2020) ac iJaGod © the characteristics ofthe header of the ftang
packet daﬁ?,gland passing selected data directly to a rrermryl;e erreg/?h%%M)
for storing the selected data, and a prggessor (36) for accessing the
stored sel ected data as required fromthe frenory el ement (44). 15 18. A
recei ver / dgOgRer aﬁ§§ i ¥eghrtifniaH Rl dBapted ﬂonﬁméﬂix%] ahd &tdridgt ﬁﬁanéﬁz:Pdcﬁets
arranged-to filter_the transport packet data (6 at least accCording to the
“val ue of terntpaiePESdats sush of videa arraadia BRSsista, ap dcaeivenbnoes segeantjal 20

19° A . / . . . . . . .
arranged tJOF o iF 0P be e, Wityah U Badding b RalcblpdcREl o bl lepdcig) 2
" (64) withidtthe fitendpanty pamkee the achpspdré papkétrheadel pndsend thehPESadate of

th ket 1D.(63), ,.20. A iver/ imed i f clai 17
Yo 1651 n sMERS R B padoad 53 SFRonSCSBRLARE M5 pass a conplete {ransport
. packet (60) including the packet header (61 ) and payload (62) to the

menory el eqent ,(44) for storage therein. 21. A recelver/decoder as cl ai ned
in any of REi&miRs 1371’%&5"?6; thenlopyer dHUSTFRAI ORI RBRCHETES ﬁﬁ&ﬁeatf pagkeh 83 RHIMA e

size as a fd miea%k&fe & a@rﬁag%sdéo gggﬂ/ﬁﬂm@@wﬁa WC%&@% 22. A

recei ver/decoder as clalme g ainms 17 _to 21, in which the digital
filter (4acket, ar PEDpadketds pdyarigbledength ang: onef PEhnagketpngy basaniedan a
transport ecution. ~~ ~ ~v ~u~2 -19 ' 23.
A recgq)ver %@%g&%ﬁ@ﬂ@{%ﬁﬁ@%ﬁ?ﬂgg&;ﬁ@éf claims 17 to 22, in which the
digital filter (42) is arranged to pass selected data fromthe payload of a

transport .pac tQ second filter (45). 24, A1 | ver / decoder as

ol ai neq | I BEm Rk G 2 ettt B POIGRERY | 3k HREGy v
transport GoackePES pitket breakgdownes followvbe form of secondary data packets
(65), the second digital filter (45) being arranged to filter the secondary
packets (65) based on the value of one or nore elenents of the header (66)
of the secondarBackecieftcodt prefixa. 10 25. RApgreei ver/ decoder as claimed in
claim?24, in which the second digital filter (45) is arranged to pass data
filtered ther ebg‘gF‘E@‘é\q‘F%@bci ated menory EP¥®ent (46) for storage and/or to
a processor forPEg%%ggtqghgtﬁiependi ng on thgyfegsults of the filtering. 15 20
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1 109& () - 10983 jo HPgaming Time 1S¢amn 0o gotemvines/thgorglatiye dpingadiprocessing of

100 () Yoy gy s ey L0 by pATRE BB i B0 O

1098 () - MK fdleRitp{ & Tiah R SaRating ) fP4h096t8 (TheterVE]{g) H6ldL0vEers)a set of flags

% () -2 G TSHTS s PsRes % eI

10 10 15071@§/6n1(y)ca}ﬁéd@%{&oﬁ hal‘flﬁ’g/@vdﬂabﬁgﬂags(lﬁ”tﬂe_ﬂa%&'id@ $10%& () -

13" $10965& ()- | !109%& ()-!| @109%5& ()-1!109%& ()-Y
" 10%2%0(/@)& s(l\l))@D++V pr<_= (%_(}%5&' ()-
Y| VR, 0
FY! 10968 ( @eférﬁng$3@‘°@§§‘3ﬁ in cllrggxi% ()/édgsg@%t)ly g%@%@ﬁ%e@ﬁl tﬂ[}e PES Hf:?der values

131° $10%55deqcpbed Iabgvxas&hq ;ecpmlf ltep@&negds to haye ﬁ<sxz/e{0f782 bxts?acompmctn)ls to g
15‘(}/2? HI ii? Wﬁ%%?ﬁw%‘gm%ﬁé 1%3 éiﬁ}@n% ocess can be carried out on
an “OR” basis, i.e. if any of the fields (flag, PTS DTS, DSM Trick Mode) are present
the PES stream may be sent to a memory element 46 or via a switch element 47 to
the dedicated processor element for real time processing and presentation. As before,
filtering may be carried out according to known digital filtering techniques; masking,
comparison of a field to a given maximum/minimum value etc.
15
As described above, the filtering at the filter 45 has been carried out in relation to the
PES header. However, in other embodiments, the filtering may carried out in relation
to the payload. In such a case, the system operator defines the characteristics of the
payload to permit filtering, for example, by defining a number of predetermined fields
20 after the end of the header that may be identified and filtered by the filter 45 etc.

The memory 46 may have any value sufficient to store a useful amount of PES data.

In the present case, a memory of 1024 bytes has been chosen.

25 The switch element 47 is needed in order to prevent overloading a given processor.
As described above, the filtering stages 42, 45 work in parallel with the filters 41. In
the case where the filters 42,45 are set up to direct a given PES stream (for example,
a video PES stream) to a processor for immediate real time processing, it is necessary
to inhibit the supply of the same data stream type (for example, the video PES exiting

30  from the filters 41) to the same processor.

In addition to the filters 41, 42, the present embodiment also includes a further set of
PID filters 43 adapted to identify and process downloaded application data stored in
the form of sections within the payload of the MPEG packet. Application data
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7! 1098&'1§) met ﬁl ering a packet data stream as claimed in claim 2, in which the
transport packet data (60) is filtered according to other bit values (64) within the transport

packet header (61) in addition to the value of the packet ID (63).

4. A method of filtering a packet data stream as claimed in any preceding claim, in which
20  a complete transport packet (60) including the packet header (61) and payload (62) is

passed to and stored in the memory element (44).

5. A method of filtering a packet data stream as claimed in any preceding claim, in which
the transport packet data (60) is transmitted in packets of fixed size, the memory element

25 (44) having the same size as the fixed packet size.

6. A method of filtering a packet data stream as claimed in any preceding claim, in which
data contained within the payload (62) of a transport packet (60) is itself organised in the
form of secondary packets (65) of data each with a header (66) and a payload (67).

30
7. A method of filtering a packet data stream as claimed in claim 6, in which the

secondary data packets (65) have a variable packet length.
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8. A method of filtering a packet data stream as claimed in any preceding claim, in which

the data contained in the payloads (62) of the transport packet data stream corresponds

to a continuous flux of data.

5 9. Amethod of filtering a packet data stream as claimed in any preceding claim, in which

the transmitted data is organised in an MPEG format.

10. A method of filtering a packet data stream as claimed in claim 9, in which the data
contained in the payload (62) of an MPEG transport packet (60) is organised in the form
10  of a packetised elementary stream (65).

11. A method of filtering a packet data stream as claimed in any preceding claim, in
which the digital filter (42) may also pass selected data from the payload of a transport
packet to a processor for execution.

15
12. A method of filtering a packet data stream as claimed in any preceding claim, in
which the digital filter (42) may also pass selected data from the payload of a transport
packet to a second digital filter (45).

20 13. A method of filtering a packet data stream as claimed in claim 12, in which data
contained in the payload (62) of transport packets (60) is organised in the form of
) secondary data packets (65), the second digital filter (45) acting to filter the secondary
packets (65) based on the value of one or more elements of the header (66) of the
secondary packets of data.
25
14. A method of filtering a packet data stream as claimed in claim 13, in which data
filtered by the second digital filter (45) is then passed to an associated memory element

(46) for storage and/or to a processor for execution, depending on the results of the

filtering.

30
15. A method of filtering a packet data stream as claimed in any preceding claim, in
which the method is carried out in parallel with a filtering of transport packet data

according to the value of a packet ID used to divide out data to be sent in real time to one
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which the method is carried out in parallel with a filtering of transport packet data
. 5§  according to the value of the packet ID, followed by a further filtering of sections
contained within the payload of a transport packet according to the value of the section

header.

17. A receiver/decoder for a digital audiovisual transmission system, said receiver/
10  decoder being characterised by comprising a digital filter (42) for filtering transport
packet data received by the receiver/decoder (2020) according to the characteristics of the
header of the transport packet data, and passing selected data directly to a memory
element (44) for storing the selected data, and a processor (36) for accessing the stored
selected data as required from the memory element (44).
15
18. A receiver/decoder as claimed in claim 17, in which the filter (42) is arranged to
filter the transport packet data (60) at least according to the value of the packet ID (63)
within the transport packet header (61).

20 19. A receiver/decoder as claimed in claim 18, in which the filter (42) is arranged to
filter the transport packet data according to other bit values (64) within the transport
) packet header (61) in addition to the value of the packet ID (63).

20. A receiver/decoder as claimed in any of claims 17 to 19, in which the filter (42) is
25  arranged to pass a complete transport packet (60) including the packet header (61) and
payload (62) to the memory element (44) for storage therein.

21. A receiver/decoder as claimed in any of claims 17 to 20, in which the memory

element (44) has the same size as a fixed packet size of the received transport packet data.
30

22. A receiver/decoder as claimed in any of claims 17 to 21, in which the digital filter

(42) is arranged to pass selected data from the payload of a transport packet to a processor

for execution.
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5 24, A receiver/decoder as claimed in claim 23, in which data contained in the payload
(62) of transport packets (60) is organised in the form of secondary data packets (65), the
second digital filter (45) being arranged to filter the secondary packets (65) based on the

value of one or more elements of the header (66) of the secondary packets of data.

10 25. A receiver/decoder as claimed in claim 24, in which the second digital filter (45) is
arranged to pass data filtered thereby to an associated memory element (46) for storage

and/or to a processor for execution, depending on the results of the filtering.
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