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As advances in technology push smart-card chip computing to higher speeds and larger
memory capacity, the concept of a “multi-application” smari card is increasingly becoming
economically and physically feasible. U.S. Pat. No. 5,530,232 issued to Douglas C. Taylor on
June 25, 1996, entitled “Multi-application data card,” describes a multi-application card, which
is capable of substituting for a plurality of existing single-application cards and satisfying both

35 financial and non-financial requirements. The multi-application card uses a conventional data
link to connect between the smart card and the remote service provider. Taylor’s invention, the
multi-application card, does not relate to any kind of open network or cryptographic method.

U.S. Pat. No. 5,544,246 issued to Mandelhaum et al. on” on Aug. 5, 1996, entitled “Smart

e -1-

-

T ' LA

*ACTION*
*166166*
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capable of generating dev1ce-spec1ﬁc key pairs to be used in subsequent message authentication

and data communication. The semiconductor device uses public/private key cryptography to

ensure the authenticity of two communicating parties.

U.S. Pat. No. 5,534,857 issued to Simon G. Laing and Matthew P. Bowcock on July 9,

35 1996, entitled “Method and System for Secure, Decentralized Personalization of Smart Cards,”

describes a method and apparatus for securely writing confidential data from an issuer to a

customer smart card at a remote location. A mutual session key for enciphering data transfer

between a secure terminal and a secure computer is generated by using a common key stored in
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describes a nethod and apparatus for securely witing confidential data
froman issuer to a custoner smart card at a renpte | ocation. A nutual
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Al ternative enbodi nents of the invention nay use other types of networks.
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validity of daldaransaiages transmtted anong the participants. The

cryptograp hic sysh %’Buﬁﬁ@ke?%ch @iditdd ertifi@teNfagild QY sted] n@RERAIRL PRMiitip&tfis éxBifinge
Invention al Sp?xblic information through the use of digital certificates or other electronic credentials which are
30 issued and certified by a certificate authority (CA) or credential binding server. The
communication between the CA or the server and each participant of the transaction must be
secure. Random numbers and digital signatures are used to ensure the authenticity and validity
of the messages transmitted among the participants.
The cryptographic system and method of the preferred embodiment of the invention also
35 uses public/private key cryptography, but it works in a slightly different way. The cryptographic
system and method does not seek to create another kind of trust relationship as the one that exists
between holders of digital certificates and the certificate authorities. It particularly targets large
membership-based financial institutions such as a large credit card company and all its
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sane pr edures as t nicate wth the SP. The ‘nmerchant
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seq ePlt comm
I’eCIUI res I nt er ac I ons ano certl f% ﬁ Xse
sign each message going to the SP and the SP similarly signs the respo message going back

to the cardholder and the merchant.

In the event that a transaction requires interactions with another certificate-based system,
the SP, after authenticating the cardholder and the merchant based on further information
exchange after the initial key exchange, can act as a surrogate-certificate for the cardholder and

35 the merchant. In the most extreme case, the SP performs solely this surrogate function and
becomes a gateway for the certificate-based system. This type of hierarchy is highly desirable
since it reduces the number of trust relationships needed to carry out a transaction among
multiple systems. In addition, it eliminates the users’ need to carry certificates.

-
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and the trangaepqn@iecpmmcanpsnﬂWgr&rsecma@ﬂsmjmeta servi ce provider conducti ng

a transaction wi tFigupal thiocQgtPEIErS | I depictsite\final férenarand coraengeftthd dombined RGuest=i gur e

13 shows a S%yiegp%ngamwag& in the ﬁe}%ﬁ&ug@mﬂe@m@tﬂmmnwsb partici pants that
have gn arrange | LED

DESCRI P SoN The pr’ &r g&“’s %%“’a“ﬁenf&': ARl ahdfliod W‘ﬁ‘s°a’“°‘8a“‘sqg%8?"§ph| c
system and mPEPGFatesd in sgicsct roni ¢ transactions by using an el ectronic card
(EC) in the for mFigureal 3shewsa servicd povideragusastinh em ngwhrkwethgagipigantsahathaNecat i ng
over a CONMUIbedhakrbkped inheHidt@EHical atanizatidnRehepieef erred embodi ment of the
invention, the network is an open network such as the Internet. In

al ter natjgve enbodi ments of the invention, other open networks and/or closed
net wor ks ma used to establish comruni cati on between a service provider
and its éILﬁ%PE%Q‘QﬁHOé‘{ a service provider nmay use its own

propri et ary f i naribe preferred emhoftiment of the inventioe istaenyriogiaphie system givbmethodaD Any

| nt er net pr otefeetdniciaysabiidns Byading @i elecibric cued (BCY nbrlomoofa sman aarpbie pr ot ocol s,
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the Internet. In altemative embodiments of the invention, other open networks and/or closed
networks may be used to establish communication between a service provider and its

:nU

members. For example, a service provider may use its own proprietary financial network to
communicate with its members.
30 Any Internet protocol may be used for Internet connections. Example protocols,
which can be used include TCP/IP, UDP, HTTP, and the like.
Communication may also be via a communications network transport service such as
the Public Switched Telephone Network (PSTN) usingtraditional analog telephone service
(a.k.a. Plain Old Telephone Service or POTS), or by using a digital communication service
35 such as a T-1, El or DS-3 data circuit, Integrated Services Digital Network (ISDN), Digital
SubscriberLine (DSL) services, or even using a wireless service, and the like. When
implemented using such a service the invention may be implemented independent of a
communications protocol (i.c. at an electrical interface layer).
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the Public Switched Tel ephone Network (PSTN) usingtraditional anal og

t el ephone service (a.k.a. Plain A d Tel ephone Service or POIS), or by
using a digital conmunication service 35 such as a T-1, E1 or i“ima
circuit, Integrated Services Digital Network (ISDN), Digital =

Subscri berLine (DSL) services, or even using a wireless service, and the

i ke. When iwgbseyeiat ed using such a service the |nvent|opcp;gy99}a@38
i npl ement ed i ndependent of a comunications protocol (i.e. a an

el ectr !l cal integf acﬁfg(l:a % m%)l also%e v1a aé?cpl areanQt%vo%QQLRE' 7&%?;«? %9/ 09938 1

Conmuni cati on 8eAr ea

Net wor k V@@N&stéheE’Fh@?'ﬁéf{mngPQh ARMyy theikp) Exampigpeptocplsevhishie . Exanpl e
protocol s, e«anibehsed alwdbECRBPePX, O8], amdigheni®®/ | P, | PX, OSI, and the |ike. O her

communi cation | bmkx&ominghfeadoﬂqxhudﬂgtamxcme hCapkicdl Gdtnegion, QwireRsYRF abess RF

modem 55 CODAfE n&Pchlﬂlaﬁx%L&eHJ g&. afeﬂﬂe”&%éc%h efd Satellite connection,
etc. The inven conmuni c h can be
est abl i shed bet{fBY" °"s‘%°ry$’ng‘8pé¥e B as3 Wcﬁqﬁ%@?ﬂ%? é‘gﬁ | es above
are i nt endebptwesn p pervies premider msievemberexwx@yﬂqsﬁbqvnérevlamde@@ idusrteini cat i ons

envi r onment sevéril exdiplds of e viriouSooinntunicaivys @Firoricat in which thé\inverios napbe t 0 one
ordinarily |§: 1%&@%'1&!&5\% ofié 6rdm£xh§sldxlﬂe\i%é&9:ﬂe§nd@9&on néﬂchﬁﬂe&tQﬂIoE@se

envi ropment s det ai oy can take the formof ,a smart card

devi ce or a é’g‘?% unning on a  computer system such as a

per sonal conput &k @69"‘3’99‘1 ﬁ"c’ﬁé’ f pemprt card dgvicaop f SAtVGHF Reckagguaning gRa, it can
be used on eompatensysicarsscioas apenspiat @mpeysPEin WhanitheEC is ilmplement¢danasmatt Wi t h
anot her  megiE it cai b/ uedd dd aSRIVRE RElly S Ehité SysrDsatIfiera PA o tidhsatt vnmeﬁbtﬁer
read/wite n’ngﬁﬁéfaﬁ& 868 sLRxc&?r&Mﬂ'&ﬁt&e trbhdAvet® SRAHaEL d @lLgm and

some afgl i cat | on so tware such rnet ovvser to LNt e ace with
t he cafthol A e‘f’ﬂb“ﬁ'é‘{’%rﬂﬁ‘emﬁl oS 2pRACHHOD 30 “&m Péfhded into
a conput ertodntesfasgyvith the pardholderand themetwerk. Afthe EGisa splywasepagkage | igxenpl ary
enbodi nent a@imputee systesiyher noorad/ srit dmerfabecis hééded Hetexasplay embadimeénd 6f e Wal | et

(or cyber vwaldfaba 15%}&&*5& {81t ds B Sle ot aliet <5r<eyweeahuewm&tmmﬁoﬁsesﬁhna¥val | et
can carry cped) rw,,ﬁ&r aﬂvenac a&% dtli St tsca: emmg%ager &P Cards
h‘B

nmenber ca n t he
romber afi b SH0; °*’\b?'%%%fd&|°“5ﬁ&° B b gt @ﬂvsa? s melorta
conduct i ng Srastiland nagAnsaeipldnsrugents andrgaables fopdusiing sepure Bansactiansves thejer
menber can bbemst. ner chant and/or an EC cardhol der. A nerchant is a nenber

who is paid by AR&vis€préVie® mmBiticalebe Afierchahi@sidlbt an@HC @r&xblﬂ&sapﬁ)ér&[&nt i§ menber

can be both, 25 AitRE thy %?ﬁ gspovﬁigrmﬁ {ﬁ%f%fansaé:dﬁe Gh@Her age in a
h d A &E
bard Do t et Bt S 3%% rnemwﬁ 55" Snghe b, tafsachba. SR bt Gor Cand

pur chase s u‘i?fﬂ?‘?lé%s Wf"(‘)‘h me;!'amhemerﬁhaemealsmﬁﬁ éh!?ﬁfer@ﬁt’ﬂﬁ?‘f“!ﬂf Ameehent 8y ogr aphi ¢
system nay dlsowbelaw EC codhvider and piromsbeppiies foraxsepley from aprecchandgupptierd  any nunber

of service proviger ra%%ﬁ & systefh ay o &Bfn?ﬁtnlc%ncb% o2 %gg@@g&%& dn a”d
an 30 SP, hetuReR . i s, ARG ch b b FChd )
and an, SP, B&@@éﬂ a% réHast'and an SP between a first EC, a second EC, and an SP, between a first
merchant a second merchant, and an SP, etc. An EC may communicate directly with a service
provider to inquire about an account balance for example. A merchant may communicate with a
service provider only on his own behalf and not on behalf of an EC because, for example, the
merchant wants to know his own account balance with the service provider. Communication
between the SP and its members may follow any permutation of the SP and its members. The
organization of the communication links between the SP and its members may be serial and/or
hierarchical. Communication between the SP and its members may also be serial and/or via
routers, which route the messages between the SP and its members.
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merchant, a second nerchant, and an SP, etc. An EC may comuni cate directly
with a service provider to inquire about an account bal ance for exanple. A
mer chant nmay conmuni cate with a service provider only on his own Eﬁhgé,t,
and not on behalf of an EC because, for exanple, the nerchanée i
know his own account bal ance with the service provider. Comunication

bet ween t he SPwangsisiss menbers nmay fol | ow any pernutation @byibgesBs and its
menbers. The 35 organi zation of the comrunication |inks between the SP and
its nme rs may / I agnadiyl8 [ b t he
SP andrleltes m&*rrbe?ﬁ’e {ogf'gh% %ﬂﬂw ISQtT%Eﬂg#”&?eXCh%r ou%‘ﬁgk ”\%E?]cﬁilg\ﬁg{]e t he
messages bet BRIsEkey eghangsphases Thewened gb ase’éthe UgnsgRIQn P O[T§l Yohanes 35
PCT/ US99/ 099 3Bast, tihamembepysxcpngsiisyscovithehhstyice groyiderThp members send their keys to

key- exchange-the'semis@srbvidenandilitatrvicd frovifidr aseh the péya scesehdsa gssiomkegroaivangtbeghase.

The second ph%%esgl%nmﬂpr& &mmfhmnm@éamhan smek%c@eaﬁ&aagﬁd hoSPse, the

menbers exchange rvice epd their
keys to the% gfv?@% ﬁ’\ﬁ% ‘Iie(ﬁs ¢ egﬁéévetshg Qr"anséc Ol61"*0“5‘5‘3’ lr%eeéﬁfaﬁ‘e iget et

send a sessi dRnsegipnopthe prsdhelders themselves papcanduct thy Hmﬁéﬁ}‘%r otects any further
message exc hange Higatevleie m blptiediagmnuithoving the aglationship aB8Rngthe coyaponertsolialagstem

car dhol der s’ abdaRsE@) @Remplany dnibBdiférR BEHE invénioPiNdG Ging £tardhOlder, Aferciing afy di r ect
the trapsact, &9%3 w fle cardhol ders thensel ves may conduct the transaction.
Figure 1 is &r&

| Wi t he rel ati onshi t he .co nent s
of a system acc ‘Eﬁeghos Q?B‘?‘é? aSBYHT VAR k?‘ﬂ%‘%ﬁ%m"f With
i nvol vi ng a @ane¢hencr erbaummlteadfm devig 83 aftagheddo pp enigintéing compuerd4
car dhol der 20@r bpusing ®OckqGivalént sofavamdR rinding O &1 originatviguomiuterina90. conmuni cat e

with a merchant gjtRgin i daidea msﬁﬁmr@@sié m&rﬁ bgiewcpesuﬁg% @w@me@ to an

ori |nat|n conpu of t war. naing on
an gl’l gl na'?l FP } fsi%({fﬁ&cpné@l%%&r ﬁ’é‘m eéi‘#qulg‘?]lel{gon U(Eetmn L?grozfnas"é% |ongover
a network by deweﬂe qQagustAngleREmifdTaRIAFARAN h A PYleqlidi s ice PoYiderd0 ¥ip amprgik
term nal 40 dP siphasthe Ingeme€ equi val ent software running on a nerchant
device 70 to conddifet thdMucEkLsohdifiéts Go thé ddid Reve beun sistidt, the Skulde® CanpeHfOHNC €
provider 60 Vinghcfi dGin¥HaKcial BOhsRUGRS Afh HiEpAritigah@6f the KRER dirbiGn %ga%rk
conditlons {30! BeRl ullAue REFdradh \dhdrlin iR GBEAARK GY: s GARGRELI Gr M

fi nanci nop- ahc al transactions wth other participants o
systemthroujﬂ“dtuﬁ‘& network 20 50. In Figure 1, there are three d|fferent
scenarios in whi(bHna POSarssctian§Hprsylef side offiamsrl); thezpardhelder 20 svfipestinsrts 1) In a
PCS transaction ( Upehkoughidto Sinekehanl’s EC fpade/wiijer 3G h@ neacheivsipebatise? OThe EC

swi pes/inserts an mﬁazmrm&n.éetéatt&am&sam Herchaft POSQARRIA! M ThShervdfk-at a
mer chant,es prem Se%a eh'én‘f(hpdse&?n‘?&{l%' te{ec&ém&%em fﬁv&gp{g@{rﬁmw.}% ready

mer chant POStermn erm.nal 40 is

a secure tanper - r SSmEgsipgaAn BPBQ‘F&'PFWH‘B‘I*‘%" X ’éﬂ% 38| "‘%SFFS'i“ﬁb‘H't ans
such as a keyboar iin EC maddptigyedensOdan Efé\mprfwésmehglt !;rtmw yigmallampyer
read/ write device unfl sgohs FEC equigped aitia cith@ichtion link itGari dpp membvdrly. FhePOS! |

conputer unit SUuGhnAsi &nhfanfdkkd BREGP WA Rdi®gini cation link to an open
net wor k The P%) (Right side of figure 1) A cardholder can conduct a transaction with other participants
of the system by inserting the EC 20 into a read/write device 82, which is connected to
the cardholder’s personal computer 84 which is the originating computer. The
originating computer connects to a network 50 allowing the EC to communicate with
the merchant computer unit 70. The merchant computer unit 70 has EC equivalent
35 software 72 that enables the merchant to receive the EC generated message and
generates a message combining EC information and merchant information. Then, the
combined message is sent to the SP over a network.
(3) (Bottom side of figure 1) A cardholder can conduct a transaction with other participants

7-



term nal communicates to the SP via the network 50. 30 (2) (Right side of
figure 1) A cardhol der can conduct a transaction wth other participants
of the systemby inserting the EC 20 into a read/ wite device , ' '
connected to the cardholder's personal conputer 84 which is H%JXN %Olas
originating conmputer. The originating conputer connects to a network 50

al l ow ng the Ewdesiemuni cate with the merchant conputer déivsesfiooss The
mer chant conputer unit 70 has EC equival ent 35 software 72 that enables the

mer chant; to receivg %%eggﬁgﬁ%?@hﬁ%&ﬁ ?@Q@%a&%e &?ﬂaﬁE%ﬁEol&r‘I‘gﬁ%&gﬁ
)

combi ning EC | nf orme
message is sent tOMREeELY omﬁr"'a%faﬁ'é’ 13 at they W% Scfﬁ’pé'feﬂgmb?o {&‘F‘dﬁlrﬂ?f 1) A
car dhol der can corréidbelder’st peosesa compyieryi The “étd erFaPqycts| tha trangactiory oveg aj AN

2003 WD 99/ 57835 RiehidSaDaraaRRunitatasfwithhbe syshasrs Gynpust gt BCweighiinainent
sof twar g 92 on th%oﬁ%ﬁx@ﬁ&rwﬁ%mm&asrxet%fksﬂanal conputer 90. The
transaction begi e at tgﬁgﬁ %%h%?mé’@%ﬁ péi@dngl e gut{zﬂ?xSSfat%hold

cardhol der's per ansact

over a net wjypl eamﬂwwwmwwhmwmfﬁ@ mmﬂm %re'estwﬁtstdéweamnt 70,
whi ch i n tur be uded odwidthe E@epdvalent softvdre SP 60 over a network 50. Wiile in

the preferred emb e ﬁf&e&eﬂmmehmm inQhtion) tREHEOEHR| usQOIBTUARIRE the EQIGed t O
hold the Echrquh?{l erunth?,L Hint {s"thés n&&ageusem&@gmth% ,gémﬁame
&

|nvent|on ot her e us val ent

can
sof tware. |n “CHEU F”é? é”r“géléf h‘dﬁ“ﬂ@?ftm&f’ PR &'ﬁ\?@tﬁv r]‘olffed th%“’ f'\ﬁ%t %used to
enabl e t he E@om@umqa@ﬁ ittt rieechans may nqs be the sameriehvan used toranable themershanivier k used
t o enabl e t heommumdaantithtie SPChyenamitieaémbodinteht, thh eet@btk ukad taerable one merdhasti nent |

the network ys@ehntuRicREWuR] tfe $HRay Elgibteﬁhesﬁﬁ@ﬂd@ﬁ&@&r?ué@ﬂt&bnﬁmgmﬁﬂkﬁh@&ﬁmmy not
be the sgme net ok, é%&&f?ﬁ{%@a agﬁhcmgx& il du T nefs SQ&LQA ﬁ%a%le%%ﬁ ”‘e

SP. In yet anor HeH™g

comuni cat e \Aﬁ@ﬁmtuﬁréatsp theerehgnt max npths the o aééhet"ﬁﬁ”of{%‘f If“i?geéam{“ﬁ Egnabl
anot her ner charemménitate wishnanother ateeshanit.t Antembodiment| maysqonsist of @tmultinbicitycof
enbodi ment, thBevofke WHEHERY diffcRdht hticS B@lhéhicak. EC to conmuni cate to the

mer chant 1may N0, fEprd fifea3ABRIARG IfHR ifd&hid ks KraddBEin IsBrokBRB0veh iAB UdYHasebC 1O
frglrr{r:rg; R teyw&;re,mago as%%%ﬁdn%@%k%ﬁs B Y.c 680 nith .ma;m@es the
preferred en%‘&f?lf?éeﬁ‘ﬁy “B¥c W&“F’ﬁ?ﬁéﬁ? e Waers ag‘zwﬂf‘i’ﬁ tTagsaBtPé'IPEﬁe CTBWI'Sl nt o
two phases: neQlimeticaghapsectizaaepitive H%fS@a&%b%WQeﬂaﬁ%la’@ﬂ‘bWhﬁh% SP diregipthe 2 is a
speci fic casaransafdogh il lustrates the two-phase key-exchange-transaction
nmodel where t he TRPkdiekaier pr.&se,sttxeeaﬁ@&ﬁemﬂe A Bon phAR'iCanichg tHa QarBiol Rt
exchange,of SERRbALRa AL AL B RYUNRE DR hik] Roflhe wm%mpép  fli rects

the transaction. action

phase is anorfioRaiee %@Pﬁ‘l’ﬂﬁ tEFé’FSE'V"SQ@e %’f@‘ﬂ@%‘F %éheasr?(fewﬁé @"Pﬁ%‘mg?—”“‘iﬂer"@ s the
transacti on sheiother and gorgluctiagransaction.act i on phase is anong the cardhol ders
t hensel ves, t he Figaredhddntbasttates & @ndridial tGiisasimsitere the§P dicects dremmandactivh @hask.t h

The transaction shown involves three parties: an EC (a transaction originator) 102, a merchant
30 104, and a service provider (SP) 106. The originating party is an EC cardholder who is the
consumer and is represented by the computer unit 102. The computer unit 104 represents the
merchant. The computer unit 106 represents the service provider. An SP is selected by both an

EC and merchant.
Figure 2 demonstrates a financial transaction wherein the process flow is from an EC to a
35 merchant to an SP. The cryptographic method’s process flow is not limited to any particular
order between merchants and EC cardholders. Figure 2 is merely an example of a particular
transaction, which flows from EC to merchant to service provider. The process flow can also
go from merchant to EC to service provider. Figure 2 demonstrates how service provider

-8-



each other and conduct a transaction. Figure 2 denonstrates a financial
transaction where the SP directs the transaction phase. The transaction

shown invol ves three parties: an EC (a transaction ori gi natonl‘ﬂé,
merchant 30 104, and a service provider (SP) 106. The ori gi na¥i %m S

an EC cardhol der who is the consunmer and is represented by the conputer
unit 102. The wovpsises unit 104 represents the nerchant. Pagusopsser unit
106 represents the service provider. An SP is selected by both an EC and

mer chant, Fi %ﬁé(iﬁ?ﬂg&§%g@tE%%ax%thjlé?%%@rh%gaﬁt SBA, afRndVAE] Rhdimésigedr OCESS

flowis from merchant to an he cryptographic nmethod' s
process flow'?&85H3t€A9¥MFed to any particular order between merchants and
EC cardhol ders. Tht gnareows “P@beﬁﬁé’rle‘Pio wrfieurg & shavehogy theymessages foyy apongthedhieeact i on,

whi ch fl ows fpanies dufing the meo tdnsastions phasess tepsd tippughiddbelong Mitiee koy exchange pagew can
also gos f rO%MEﬁBQ%uéholONE)@thtoSleﬂ’bhﬁ&iSdﬁrpﬁé&E.dﬁlrﬁguEiZJthEQxe?chﬁiﬁB&NbShé’ﬂat e?_ how
service provi, -8 - %g[@é in
this case, t h"gelgéffh%rg?e e(‘):ﬁ Qggé%ﬁpy\#eg ‘f‘éﬁg Qﬁggéégat Q%?@ﬁ#d@%%gnd
messages  to ¢ %eé‘r“l/‘i"i'ggﬂtr 18y e REhARLSOm PP S LR SHLREF TESPB MR | gur e
2 show how t HE neysaghange messpge prshigndsiike qoppbiaationkgy exchange mepsags 1o e SPwiy
transacti ons sphas @k SEEfRRNs b ke exehdige fspdieologtht aetdhantkoymax s kgngehapgease 5
ot chant ser vEROLS for M 17 Ol e elchde R5ioh @ NORE Eeopliil kprdafee | |12
key exchange rFSQ&‘Ef«S?P‘? F“’é‘gf g‘ﬁ’?ﬁ?‘%”é‘&‘yﬁy e[x\é%n%dewgrr‘\sﬁq% Z}?ﬁ m‘f'rghaf‘rlér Ié’h%e W st ep
2, the mer chdrrehans peparaiesdhe ey exshansg eipoase fof Shegeershad ogahe ey Fxebange reggense key
exchange nesdamghe EQchnd dordards ke BCOnksiyvathanga réspgnse messagegucintostia§e. Stepain SP.

In step 3, tcBRIR: thombmbaivitick Rithedg BRRGEe fiRsponse for the merchant,

formats g key exgbandRblolPRORSGid Ok 4 MPubls ue@ELARS ik Bnliiky RifRANGE
responses to forma co |,Re exc aﬂg respons .anﬂlﬁien.ds t%e conbi ned
key exchange TELguHdeed ihae %(t: h_férﬂe‘.’ %ﬁe s hSO“{%HSS FeENEhnBEOt at es
the key exchderyest messagowithehis oy trapsactigpregusstmessepesnd sods e gongbinetiomigaasacionnonse
for the EC anequesmwssagsiottheSIEQnStel @ythe SB fomngie a trarspudios eespapssacpsagh fchhet 0 t he
EC. Step 4 GRAGhHISHat DEanSRiidh rapbiisy nkds@S firthelHIS cdniinee ¥k hangRiophgise 15 The
transactjqon mgeg ?ﬁ%d&?th%ixé%ﬁﬁsa%god PspiisE FhestagelbB& tE-fmefcRintBh Sted &, The

transaction re masstg?e and sends it to gerﬁ:hanth ! RoS L8P 6, the

mer chant contPSAERNt J5Rarstes 1Y Tanfachip, Franente; mgesass L9f (Rrsershant Hom e asagion o\
transaction rresgorssmespagefarbe BR andsfaryeds the ECCHATFAGURN TBTRORSE Firesagethaefo theequest
message to t[RE. $Pstepl N the tE€formatstalvenfiBiRatioo messkgs and sendaittadhe nomchants potepd Onessage
for the mer aRARérchahiQomBings the lefciiad ddhliintilion HEA8 H6th KR H%A Yenfinditioh RRsshife,

combi nesad! he o ANEG Qb ARRAT A lin TRRIAURSSANShe $0 ebhelull® trARRLIDSA

transaction r %%;’)Ofgte message ba to nerchant. In step 8, the nerchant
separ ates t hd B SHAHEA°B r esponse message for the nerchant fromthe
transaction resHalsdigures demepstrates 2 simple uresagtion. sowe Wanseriionsipaypryolye muliipleact i on
response es Sueg@ges.alditing sorhdteansakifons, mvresthanmn®medsige naCbé wavivet ¢ @mplsiefeachmat i on
nessage and Same s wilichcase! ke MBEAZAIAM folld the kA rlies of chiiBindtRh ahtPAYw faaerhi nes
the recejoved ORIl Birlnd the WERZASrM 'tk I oy WYdirE BN the ECLAAQR HEGRALER
over account information first. If the account information is verified to be valid, the SP sends
confirmation of the account information in the response message. Once the merchant and the
EC receives the response message, then the EC and the merchant send the transaction amount
and other transaction related information in the next message going to the SP. The SP
35 subsequently approves or disapproves the transaction. The steps in figure 2 apply to both the
account message and the transaction message.
If the completion of a transaction requires interaction with some external system such as
a public key and digital certificate based system 108, the SP will act as a surrogate-certificate
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25 and sends the conbination confirmati on nessage the SP. Step 10 concl udes
the transaction phase of a transaction. Wile figure 2 denonstrates a
sinpl e transaction, some transactions nay involve multiple masﬁe@AN 2003
During sone transactions, nore than one nessage nmay be required to conplete
each phase, in which case, those nessages will follow the sane rul es of
conbi nati on anavd{ssmespattern. 30 For exanple, during the treoTamsevigss phase,
the SP may require that the EC and the nerchant send over account

i nformatjon fif &t EC Jndttﬁbemé}&ﬁﬁltﬂﬂﬂ dbaMWh ARt dxRhal @swxﬁrohfbemf dfehdRC Wil thel, t he
o oete  SOMhbbiRL Resibs felf o 5 HBkich A QAR f? B hOpdripd RIPR RARaciRS S 20

Once the merchah I ves respons S e EC
and the ner chfé‘H'E ag éﬁﬁ"?h%’s‘f“?‘éﬁg M‘Bﬁ 'egH‘i?l}h'f '“"gk?fa gfr}‘lsér'a?tg)aﬂ‘épé&e?dﬁ ¢ el at ed
i nf ormat i on igemplets an@rsactineslf aipasticipantg a transadtion B duaf emBpstagofdhip systqmend | y
approvessor CinSexppia Vfend, fen hé Bi3hbicOSK. eitidr@ctitigaps niembér dfuliiesyZiem@phya t 0

both the accpiiye mé@&ﬁnm tifMe fa&é}'&&@%é %ﬂ%ﬁé@a@@mtﬁ Ihe bmclﬁaqu.ﬁg 'on of
a transacti OntBr e(%l res ract

| 0
public key an 5?’? PFE8t g:ongag'aﬁa %Qﬁl e’ftﬁ'}“ﬁ dé% il as a

sur r ogat e- cereerifipaier é’edm‘g‘l baged 3ysiero e 8P M"D%PS?SS%‘S’“ ‘t‘JS'W‘B@QS‘B“ﬁ%‘eber t he
EC and t he neerchesiedtial{s)dvhihashtisfiest the triserelsionship dbmanded bnthoextéredl aysfemofSutthe EC

and the jgrer cdmﬂeﬁnans/éréiecﬁmem ofRBfk the 8P ald\Be éxteaRIN§ys@ 1 SonipletSiik e&x@acabd of

Fedube the ﬁ% R AR RRGely, hUTR00RY E SP Aeafif T AGIGRES 0TS
If a participH %%%?&%e?%ﬁ'ﬁw %?Péff’“sﬁ'\?rfﬂ@?”g}‘ﬁl geg}ﬁ‘dﬁﬁ‘@ and 5
an external stgserepiste wensastipns Wihshedypathistieab exp¢mab sysiéBy acting as a rrenber of
this system or aEgse 3 reaiiRgrafmadirepredeantial of iyprefemed dmbotient aftdéneiC.clse, t he
SP will {snt ergras&d%wu,ﬁ,aﬁ o8¢ bl ntifa Rl SC usmaganytc&ﬁpdsw &%&Bm&@&aal
SySt em For e‘?é%n-g ats sE\owq lnaFll u\ll% § hm@x&@ﬁnﬂ&gag Aﬂ.(a rtgh'g Smé kind

certificate or Cre S possessi on all of

the required ‘i?é’l“’t“i“ﬁ“l?&tp@(%?lsa%’rw@?’é’&’éﬁ%‘?egp ddp I%h‘?gjﬁ satisfies the trust
rel ati onshi p derfEred€chaby cart epesatingsysian 5§Q®tmg=$hrdEC 1 Onterwad theowrden| Bheane
requi red i n cadlRkryb@rapiie sRcaBsh che bemplemedteds 14S bdfateOorC bETphdvided thih ea
transactipn dryﬁtég@m%do%cés&w(rﬁgham mtftgareryﬁroﬁ&aé}mardbvstets&msonea,s@hybﬂa by the

SP needs to hS? e ationship wth the ext er nal system Based on

this trust re atIOI’lSth P, I Vi du nd nerch are orrpl ete
transactions w t(PPet"r{éhWW apres 4 ‘L%Ei’csésr e@grgms‘n

RISy 1% ‘g"c’u‘?a
di agr ammat i ¢ nepne Svthaopisins die sarvise er@ﬂeedaemamdrr@yt injgrmagign.cEhe pesvige 15
preferred enhpevideetita arta (SRPA) M0ahtaidna ninibeE6T sla@s. | Intherpneérted embodiaar,dheof t he
sof t war egshar C@ﬁ)’ﬁﬁcontﬁﬁfmé]&ﬁﬁeﬁ nSHRNR gl ©n)fok S5 € ofe forl é48h E&%ﬂnﬁ] skrvfee pdiBerbased

and supports égllggﬁ% emFPl&me& fg‘e num%mmig?s%ag%g dRERIR Jf [ﬁ% 69?0%&%%

defined in | 0 manﬁge t he
EC s i nt er nal SSP&SRRVIdss canpr @ “Fﬁ‘? Intp 40 gRLY %‘t %@?‘58??? °°§3F\9 ECERE BEAhe

i npl enent ed | pbleifey and ethesreltged ipfoonatigr for dspeeific seovieemyqyidstyr aphi ¢ co- pr ocessor
(not shown in fiDepeiing)on theé EQidéstgn, tha SHDAcen spiondllyatiew each SP thyiiiude sarhe

sof t war e3@nd Jaﬁcvsleequueh am@a@fna’t iR SheWANVAURMTiFS &) B Mmahigetifl @whGnicard dhg aer Vi CE
provider dat apr(?&r & gérfaQA%ctwccn Ehe Sp g% data and the host application. In other words, the SPDA
can contain more than just simple data; it can allow each SP to put a self-contained application
program (such as an applet) on the EC to provide its own unique service to the cardholder. The
advantage of this type of design is that the EC itself is now detached from the type of service it
35 can provide. Each SP can bring with it its own service capability. When another SP replaces
an on-card SP, there will be no change necessary to the EC platform. The new SP applet is
simply loaded into the card and it will perform what it is designed to do.
In the SPDA, each service provider is allocated space for public keys. In many transactions,
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menory, which contains the service providers' account and key infornation
The service provider data area (SPDA) 700 contains a nunber of slots.

the preferred enbodi nent, the 25 SPDA contains a pre-defined nunb Jﬁb?ﬂm
ten) of slots -- one for each potential service provider. In an®t

enbodi ment, the nunber of slots nmay be dynami cally changed. A record for
each service woows@sr can be placed into an enpty slot. Ea¢husemposs

contai ns the account nunber, public key, and other related information for

a specifiic s 9’ 6&?@? AL B8, bugspﬁﬂnq'oﬂl%e%s%ﬁﬁnﬁ@ﬂﬂ%cﬁ@keytpﬁ?s a§P rQﬁmE@”

optionally a et
O e iR st e bRy P et R o R 4o 3 lhoind "0,
interface bet“ﬁ?ééﬂﬁ‘-s»t‘h@ a5p pelickeyyis eapugh oif the 8P ers @ diffspnt ey Ppis fpr sigping thea r

wor ds, the SBIDASP mubiic keys{oné for imooming messagesmit! ogd fopthesigmngof oiitgoipmmesadgex)w each
SP to pyt a ﬁekeﬁm&gn{@ésmf\appl I cation program (such as an applet) on the

hi s 5[)2“1)?:{@*"% Pt BGRE Yk %‘*‘ﬁ"&ﬁ"’ﬁé’@‘e&qﬁﬁ‘ﬁ R BN

service it 3 ek PR A, SEPRRE W (P HPPLCAIE YRV
capabi lity. Wisause ams tveor public/privgledker pairsgpthesihanzgng pajpic/private &exapain prjides o
change necesgrityt storityDOndifairfid wtd for decrypiiig an énsoribing ajpihey i.d.,3he wadepingrypwaded

into thegcarg, %@aée ustfb the rpc‘;r'}flérf?g Billw@ by dnld tl'xe%e&'ﬁ& Eb?%tsttﬁe Aiessage Rsihd'he SPDA,

cach ser oo LRl i b 5 el sy BT g, ey

pair is us edout b'@t‘h‘? @?‘P‘%rﬁ‘b"eﬂfﬂ thedigite} signatypeusigy the c?%p%ijmﬁrfﬁ"é‘rléé ﬁéfﬁf s are
required. |f tFEashSkvicspreviddné aflocated ppabd focthpnumbzt ef pblic keys used byrthezedvige t he

i ncom ng andprbheers iIDihe BY Bés B bR paglic/frRvas XGE pair foh Both ARSmigithdséigdsadd i S
enough. 4f they, tf Uétganfmgs'si £ [h@ﬁ‘&nelfﬁyhc%} fs exfnd?lﬁh SI?QQ 'SP Uses HifeRnt kBPpalks SP

public keys one ut goi ng

messages) éﬁ"?wt"@ ‘#?Wﬁ%‘g?ﬁ%“ @'ﬂ%’,&ﬁ‘ qqﬂ'etsﬁé? ?lg k§¥sra'é°cf°%'%ﬁ‘%8 P?f t he

i nventi on, tvvo b@bwteewwuema@@mﬁéyf thainyention, mpesthan ke Puble/privtadey pfilsmayat e key
pair is usedbetreqnmedrmdmsadaiyesmxtdprmdleefora\pplgremmtsew t hrough a network
because using t Wled P ECHoRIe} MatsBedEevd BhdnSiall @ B findnBi@NinASneRY el iGhiRg | Vat e
key pai bo Pr opifi&fn 09£ &?sle‘érthu%w Wi Moad diEnebtit fnfééxaﬁtfn%gmfn‘?sﬁngdfr&rom&bgﬂ an

i ncom ng nmessa

reci pient's ﬁvﬁg‘f ecs'clfe ¢ ’ﬁ@"?‘?sﬁlgn f'"eté‘? sﬁﬁr’}g‘/’%’&a‘e&s ?aovﬁ?enetl’fehsgwnﬁ gm V'dfsgr aﬁgquﬂ' d°t he
cor r espondi ngjoss- |S\?QF @¥‘Ibéy‘f°"1‘ﬁé’“dﬁ gt cpcherread and e ‘?Q‘?é‘“g’éﬂ’ﬂ)‘&“saﬁ@f’“d? geral |y
si gn t he nessegst laknsefolse infournatiamshch bsmceout nuinbertis widte protectey, butoan bé gad; al

Si gnat ur e uS§dig ikfkehaGeH sublSd3 @ pEVAIkes BHIMIread afiNvlite Brotetied. FiRGbcesRONIiINdRS

d
Cervi co™ 'p?o€d.°a FleSA6 R R nb N B jf%’:*%?‘?"gg%% HEGTE, bt

i ncom ng nmes¥ Q%‘sm%%ﬁp tI“_L‘ﬁe S Fﬁ“?'l c%sf toéi?ﬁ V‘% en one ﬁubl ic key
i s enough. |f t Faditpnal,Bersong | w@f gaipn Rlagnbsss (K )f%mhﬁ'éﬁféw AYasise SUh ki ng
nessages, thenmbeithdad ateheseSB propubthe ECk eBpmavies myglves el measwrdnenSHDA. | n

an al ter nat i yedm3neesHisBidal Rfits! S6h ds PryRIRAItAIls andBERIvoRARails VA HXHRricCsysink vat e
sesurts? Uy R@“E%%E ’;‘9@?‘9 ﬁ“é?* %yhﬁldgwéﬂﬁe%%? Qe el spptffl) A €1
i nstrument, PR 1@% °V°fUmF t'yp&%r ?yfg?f“é‘ﬁ tﬂ'f‘ﬁ“}’g ‘g'a"id )3 | 1 oad

t he needed i 9ffasy other alwsmi reprbusy @fgheacqr%lﬂﬁrd Thetfenctipps provided by an EC can be
activated only after all the access conditions have been satisfied. Each service provider residing

on the card can optionally implement other access conditions.

35 Figure 4 shows the format of the service provider data area of a preferred embodiment of
the invention. Each service provider’s information is allocated an entry in the table, which can
be protected by additional access conditions. The PIN 712 and the miscellaneous data field 714
allows the service provider to provide extra protection or data field to the instrument it supports.
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avai l abl e slot. The information in the slot can be erased when the service
provi der account is closed. Sone of the information in a slot can be read
and nodified during a transaction, e.g. an account bal ance. Sone

i nformati on such as account nurrber is wite protected, but can- eJMcﬁma
Some information such as a private key is both read and wite protected.
The access cqopgbdidsg9as 25 600 contain security informati onpgHgshegasd! NS,
bionetric data, etc., that an EC user nust submt to open the card for use

or to gain Ccess z@e‘iﬂh ng't ﬁ%?{%ﬁﬁe"{eﬁfi’cte 0\}1&?5 Gfﬁfcﬁ can' bAlkd té)gmsljch as

Personal Id nt|

bi ometri cs @&ihaldﬁ‘r @ t%@’(&"’é‘ﬁ‘gﬁf 8t enlipe f’H@a"E@P t°BP’6‘ﬁ@‘t ?eﬁ’E% gﬁ%f’@@ eRvife
measur enent profidex for @amuliactiode Thekep kypt figld 6 specifies ths typs athey the serhigsprovifert rai t s
and behavi ogrbset anis& Secréd koY, pURcikey; eRY Theek¥y SAludTROS i acbiir® irdFmativli ficiddual '

fi t % h,
hnger Bri Nt fog BRNM lxgﬁﬂﬁg%ﬁ% dqu@?d@cﬂef’vi]bPﬁwdgra%@&ar@&?@ﬁél@‘?ﬁ)%pwﬁﬁﬁgC

m)vem% g \){%I gjg , eye f ures, breat body
odor , &HW’B‘E"I& PrPERAED T P‘i"ls1 bute of the cardhol der. The
functions provindel prfereed q'_f(bOélaﬁmb‘é theinvenyign.ghe @ireapd Arerbing PystephC€OR cess
condi ti ons prewides bewfusdainesthi sexticedfathe @atholdere Falosingder list efgederal functionst he car d

can opti onalhivh dBL ffRRhedyiiRrc@:Ccess conditions. 35 Figure 4 shows the
format ,of the service provider data area of a preferred enbodinent of the

i nvention. Each service provider's information |séagklocated an entry in the

tabl e, whi ctl) chadiiens! @5 Singtiqnalify gigh é‘dﬂ?“?%%‘!ag“é%‘& EAETRBAS. The PIN 712
and the m s@gl Exaeraad commiericatibn-whdiwiite 4f user datevird ¢amenunicatjanaeotprobliandime. t o

provi de extm\ ma@x’hg‘ﬁrtd atiig ofléi-drdf dardhdlder infdretionnst rument it supports. -11
6 JAN 2003 %% ECT/ US99/ 09938 1 The nanme field 702 contains the

nanes rs. whic n be.used b dhol der at the
begi nn%] )a%“iﬁcﬁ f °€‘¥%@§%¢W"’f s‘i'cﬁ loaqlrrgyang &étl?gcﬁmdm 6’1““’5& e
service prOV|EI@Y‘demema‘a{i?"aﬁ%%P‘ic%°°“1‘H'e°‘f<ey type field 704 specifies the
type of key the service provider chooses to use, secret key, public key,
etc. The key VRlet®siAfalsdiHovideSahport durif CdridBd didgs dtla @asbiction 7667 efeipleaih®

| f Or M8 T ONCHL Al e SBCe R  1E SedPlohifof PlonsabliSh &I ol MREbeBlcf] i O

s eC|f s t ce provi der I n

ot of er P4 e?rg"&a‘t'%{rg"ﬁ?“ RO P e o A e raf%?? iiion ek ooy
provi des sobfplemgn@nsalthe fllowing yedesien approaghes @é‘?"cﬁ%ﬁ Y@hybrigpt W\M’W&“ﬁ% a list
of general épprvethemns  which can be perfornmed by the COS: 10 (1) Traditional
GS functiong) i mst Sﬂﬁchmalﬁgm be pIFIAR YRICOS wheted$ the CDSAGEITRNINOst 6f the KQ)

Ext glr nal Comgu &g&;&m L-&he.icwéfweé ;oa,d@,ru#eaqamms@bsmaﬂyot ocol4
Ueer PP chéné%ué%elvgn%gsongg Sperihn i B S ptoioh B oS taR bl °7 (Y
| oadi ng and uptrpfPrGniETace with e eptde vadd o albon-pard iR s °1‘iﬁﬁ‘1=%ﬂmﬁw5cﬂ‘ft ‘hSPDA
access cont r ol trangetion ohloea §f0Msheeniseledkedo provi de support during vari ous

st ages of a<2§rmﬁﬁbélpmedaycaemmmfgmmsemseaanorhammcﬁhalmsmaslel ection
at the begi nni §oy,Qlared cdnlcBitaRfpleR Wiiihal EEORRIEAR e d @RS 86 a ndfhadiiBh Fith

30 the merchant and the SP. In this approach, the SP has more opportunity to implement its
own unique feature when performing a transaction.

h.

Figure 5 shows how digital signatures are used in the preferred embodiment of the
invention. A sender of a message first prepares and sends the data portion of a message M 900
through a one way hash algorithm, H(*) 902. The output from the hash algorithm is called the
35 message digest MD the data portion of message M 903. The MD is then encrypted, E(MD) 904,
i.c. digitally signed, using the sender's private key (Pri). The result is called the digital signature
DS of a data portion of a message M. The DS is then combined with the original message M 900
and forms a complete message 906 ready for transmission to a recipient through a network 50.
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20 a log file when the transacti on has been conpl eted. An enbodi nent of the
i nvention may inplenent one of the follow ng two desi gn approaches to the
COS or a hybrid of the two design approaches: (1) Mst of the pnt Ilime
can be put into the COS whereby the COS supports nost of the E£ PAN
functionalities. Consequently. each on-card service provider area relies on
the COS to caypyos7gsy out the transaction with the merchanpcpighokddss SP. I n

t hi s approach, the COS can provide a uniforminterface with the outside
worl d f.or all I r u al @rﬁ‘f&? on once
a SP hals been se g(qla§5?£ n;dle&%p?\gﬁ Mn&ﬁ 'C%{%& taaln)tg&f n %f gener al
servi ces eaéﬁ“ﬂ‘r‘%’ ‘?‘HVPS‘?D ﬁ‘°ﬂf i {15; %h%lﬁ:s itgpange, from B% rs{:ﬁ'ﬁ agcﬂqt@ﬁ‘n

appl et's, whidevelopery'dast rmeis (RaspldiRivesicAditSharein apd Les Adelnan). igjus ond csemmle o 30

t he mer chanta pubHc-kdyeenSiyptidnniletriiptivn aetiodaehich tdrebSiket s amembodipaorof e ty to

i npl emgnt i tge QRN Uni que feature when performng a transaction. Figure 5
shows how digita s| gnatures are used in the preferred enbodi ment of the

invention. A se gm Wsr a |r.s"t3Snt egar es an sen gtata iportr on
rr“ro’?ﬁ ‘s PRSI Ut put

of a messag IXI

t essa s1 1 T
fr om t he ha§ﬁ % runs ata gl‘jlo Of mes e same :Sﬁl ta tra l}iortl on
of nessage M S:E

Si gned USI (ﬂ § EPM m‘é%}{ E;@ o se n'tl btam ssg
t rt reci ntt e
digital' si 9 Eé‘; bl 33 Bkl 19 Vorthined i %
conbi ned W'IB uQJd fi{)&@e}s lt%g%sggm n%sggd‘dnégp e 6? r@a

906
ready for ty i $%th B nb® ARSI MDEDT1 HIoRHGRsd IPREYGRE otgf&ntlcai]-%lfﬂen m&A
2003 WO 99,643 Radtiedd ddROREPRAZRuld R rijetdal C- key encryption/d ecryptlon

function can be any of a number of encryption/decryption functions. RSA,
whi ch tgkes its name fromthe first |n|t|als of RSA developers' |ast nanes
(Ronalc} Ri vest, Adi Sham r, and Len Adel man just one exanple of a

publ i c- key encF?‘fﬁW“&ﬂ#HE%!Pf/SrXFHb@Fl“}ﬁ’éP‘I’TB‘Gathﬂsﬁqf“é‘}frﬁgB’és yderyel lan enbodi ment
of the 5 i Acisnwiedgememiata:d RA fanpithelmessage sinpbagkby the E€itashs SE. taotiiss thege from

a networ k 5S@p tHagthé p&ﬁbusmﬁgiﬁa%eenfsﬁwesmlﬁe@%d ardpraetssédhe nessage M 900
from the di Qck.?dwre% { BoE, LR LRTPID G fnd dack By rleRBhREML shhgn runs
hat wél 52"%‘*‘%9“19 £ m?ﬁé%%%%gqﬁr bl b e RRP IR BO0 cequent |y
obtains a né‘sasa@é?"%’é}“ﬂ° derof the data portion of message M The
reci pi ent thén-dwﬂgtp!ufgmB(@S)fnmﬂIusr ng the ECs public key, the digital

si gnat ure 9CRYPIO -aCHp@giam t he origi nal nessage using the sender's public
key and recouep&nplibn Ahd@hnal nmessage digest, denoted here as MD 909. MD

909 |szscombar ed ‘W, ﬁcrg,pqlonung ﬁé&%@k@ MDA 911 for correctness. |If they

are not i denthesfe nessage has been corrupted and should be
rejected 15 DS 51 Digifg! pignatuge @“‘f‘i%t of synbols and abbrevi ations used in the
figures 5 t MSeughxd T DigitAlignemicsigndhy the BScana@@s®eg part of the nessage sent
back by t he DBG 1.0 j< BigitdPsighdturdSigried byetie inbrehant on a message.
DSp prvaekey= Digital signature signed by the SP on a message.
30 E = Encryption function.
E (Data) = Encryption of data under a data encryption key.
Eg.pk» Esppusiiokey = Data encrypted by SP public key
Egiepec, Dsieyec = Encryption/Decryption using the session key that the SP generated for the EC.
Esoym. Dy = Encryption/Decryption using the session key that the SP generated for the
35 merchant.
EC = Electronic card, or electronic card equivalent software
H (M) = Apply a one-way hashing algorithm on M. It generates the message digest (MD) of M.
KE = Key exchange phase.
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SP that the previous nessage has been successfully received and processed.
Acknow edgenent Data,, = A part of the nessage sent back by the nerchant to
the SP. It 20 notifies the SP that the previous nessage has been
successfully received and processed. Ala = Account infor rratioq_ﬁf#}%{ 2003
hol der. AI'M = Account information of nerchant. CRYPTO = CryptogFa =

Decryption funstown7éd3s Dsp_pn,,,,, Ky = Decryption using Sketauspiiossst e key.
DS = Digital signature function. DSECp,,,,,, .Ky =D gital signature

si gned by theyEG Qa7 Message. DSMP,;,,,, . = Digital signature signed by
t he nerchant @ rress%g DSsp_p,,,,,,,_ Digital signature signed by the

SP on a mességp &8¢ 88 ypti on function. E (Data) = Encryption of data

under a dat a MRCFAMEREFDIRSIP “E@r?yHl%ssaES?ﬁRb‘H‘stmg\"he-m%g&J“éﬁé‘}ey’ﬁq wdRyy SP

public key ESlataYy-K Dska,,-EC = Encryption/Decryption using the session key
that thes SP gapgr-aftRehebsage digtet cEmesshgelgoiig dm Bekeypr.M = Encrypti on/ Decrypti on
usi ng the Seaﬁggonwﬁ%r;sg@tdl ik 8r e G0 AL &a{hamssp% mer chant. EC =

i

El ectronic ¢ , softvvare H ly a
one-way hashi s J&FF’FWWFE"R‘/P??’PC gping xam st dl(g';/’est ,(AprD y of M
KE = Key excH¥Rgac phlisemessapg digess oﬁmezsemgmmoggﬁh@% vagd i9399RsebEs 1 M =
Mer chant MD -méwiamage Di gest MD' = Message Digest produced by nessage
;rgc' g' gnido UZ 'ltlgxnﬁh‘ﬁxﬁ‘e?ﬁé‘ﬁ&mh'dﬁ& Jiﬁ&%ﬂ’ﬁ‘é’{rﬁ%xhé‘%ﬁhouﬁé& th% ne'ﬁﬁﬁ;@gxt ecﬂc]e est

Ss [ Ss i ges
of a (F:]ne‘ssagesb (Sﬁ flgg?s%ﬁ?irgﬁ@ﬁss %egfmdt%ﬁagc&ﬂlésrﬁél\/l = The nessage di ggst 019 a
message goi ng*q-f""rrﬁ ﬁmnPM@ﬁaﬁ{mmaﬁ providedrpyEGripdis Qyigoine Q’é%‘i‘gei)ﬁ’ o
nessage goi ngextrdawnfisis b neGevutinciensitiveblhereéees dhey lase tranemitddawithout @eipptionN TEXT:
Transacti on ddi@shatiitl ehre@dNhRSyhEoRemIFe HiffedntWiteh 04éd inaBffaret ineagePl @i N t ext
can be (i ff L M "le‘%l" di }ta];t%rfﬁl@tlr &r%ﬁ‘gﬁ§pr§ﬂgeé; m@%ﬁt LiPfls &ﬂéotl &%essaEJSAI N

e

TEXTEC = P t { t
massages glr B l?‘ln 'f’%)&atad@{f a‘(P:’F :é‘gG?c'g?tg S%B’t"v% eé{naéf'f t"ia{}sé“meﬁhwl?é’gbr e,

they are tr arfpvptiaadNofe ttheb the centerrtwétthlwmboh\méet enf ybern; 3sd dme differenh s
synbol can benddsapé.er ent when used in a different nmessage. 15 PLAIN TEXTM =
Part of the tpanNagiig)).. datad of (He \HakladioR MatlBrtiaaby SINfok EE daltig ok B@gdimssages.
20 messages. Plain text data fields are not security sensitive, Therefore, they are transmitted without
encryption. Note that the content of this symbol can be different when used in a different
message.
PLAIN TEXT;,, = Part of the transaction data provided by SP for merchant only in its outgoing
messages. Plain text data fields are not security sensitive. Therefore, they are transmitted without
25 encryption. Note that the content of this symbol can be different when used in a different

message.
STD = Sensitive transaction data, which requires encryption during data transmission.
STDg. = Sensitive transaction digital data provided by EC in its outgoing messages. Note that
the content of this symbol can be different when used in a different message.

30 STD,, = Sensitive transaction digital data provided by merchant in its outgoing messages. Note
that the content of this symbol can be different when used in a different message.
PK = Public key
EC-PK, PKy = Public key of the electronic card.
M-PK, PK,, = Public key of the merchant.

35 SP-PK, PKg, = Public key of the selected service provider.
Response Datag, o = A part of the message sent back by the SP to the EC during the transaction
phase of a transaction. It can include approval/disapproval data and/or any other relevant data.
Response Datag,,, = A part of the message sent back by the SP to the merchant during the
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Plain text data fields are not security sensitive. Therefore, they are
transmtted without encryption. Note that the content of this synbol can
be different when used in a different nmessage. PLAIN TEXT, P_EC = Part of
the transaction data provided by SP for EC only in its outgoi ng.

nmessages. Plain text data fields are not security sensitive. There ore
they are transiyddoseay t hout encryption. Note that the cong@Efiisoddoodghi S
synbol can be different vvhen used in a different nmessage. PLAIN TEXTs,.M =
part of phe 'fARSRG! pal dal@nRan A8t BiuRfaphBla AREHARAAN daftniol fhylcliRs

out goi ng rressag inte x tat a are not ecurlty sensrtive.
Ther ef or e, é‘ﬁ"“&?‘@‘“transmtted w thout 25 encryption. Note that the
cont ent of tthé =Randool nuoder. be di fferent when used in a different nessage.
STD = Sensi t i Ri¢,. t=Randoatiunider g@adraied BythecHC dnétgpiemtesSENCr ypti on during data

transm ssi on. el DEarus Akl Wb SREN @ clhalid 8¢, data provided by EC in

I ts outgoing ontent of this synbol can be
di fferent when s %‘%?'H“Hm F?“é’iﬂfﬂf’y%gﬁ%‘{gﬂé’F 30 STDM = Sensitive transaction

di gi tal dat a B¥evdarfomynumberarrpmted;by thelSE apdis g6 /M nessages. Note that the
content of t h$P= EBigarbial oraamfiteacieli efvime@rividwhen used in a different nessage.
PK = Public key=HFfanBkionflkency) &thbd, ¢ key of the el ectronic card. MPK, PKM

= Publi ¢,k SP. cted
service pr OVI@%}S&CH%IH&{IEJ&%& %é' ECr mﬁ;%‘ g ctmxﬁfﬁgp )C—Kgytaﬂgdm acghﬁy t he
S B O oy ook i g7 e S A O SRR S R GH Yc e
approval / di sdpperavericatarith then¥) dyringthe sapeiyapsagtiohevant data. Response

Dat asp. M = A Traxshction IdeftiFicaria MNag®ersgNTIDRQE Kraiyctioh dDD) + A dith Geldwhash aalte dur i ng
the -14 - n! é&igx%QQy?me m&% fé ﬁ%@x&g BRRO6LARAG ctiont TIRISAHRA] &Q%ﬁ@ of a

transaction I ncl | sapproval. data and/or any ot her
rel evantiﬁata o conﬁﬁ'ﬂﬁﬁ)% Hﬁﬁ%ég\é"ﬂ% il aaolm nunbernﬂglenerat ed by the EC

and is sent tb wmwemqwmmmﬁ%wm%@ﬁw AedeenRioRRe SP and i s
sent to EC. RNMEguRané® nhroughbd) coreprise aheefloviphart Her arprefdmash tembmbliment Mf thdRandom
nunber gener adrffhghiphid HRerbind ARhod. S:OStBé'Burﬂoﬁb d¥lsimpyirig the d3seFiplichl and ymbolism
non-financi al . 3&Ind G %gREOVA Bffugh 60, The fro%mkaug,@s mleaéhed%w)pm%mwmvedm
Transactygn | defhll il B E i o embbAR B unt HARBATHD BbLL K8/l
"he n chan ge phase

data fiefd whose value | & a ri key ex
of a transactP8rbe usden pbichrase. g@"‘?lﬁ ys\?&‘ldd‘é gha%‘%'lmm cate with the SP

during the same Theaprsfaed embodifrennsfatbe iinyantiod carsists efatootistinginghases: theykeyT| DsP, M
(Transacti on dxtlaRgdBhase afd Wedransdctied phasshose val ue

25 PHASE I: KEY EXCHANGE PHASE (HANDSHAKE PHASE)
The EC cardholder inserts the EC into a card read/write device or starts the EC equivalent
software and enters a PIN number and/or satisfies the access conditions 110 to use the EC card.
The entered security information conditions is compared 112 with the on-card information 114
to verify that user is authorized to use the EC. If the security information does not match the
30 card security information, then the request to use the card is rejected 116. Otherwise, the card
is unlocked 118 for use. Once the card is unlocked, the user can request the list of the on-card
SPs available for selection and make a selection 120 by issuing an SP selection command to the
EC. Once the SP is selected, the EC proceeds to start the key exchange (KE) with the SP. The
public key of the selected SP, represented by the symbols SP-PK and PKgp, is obtained from the
35 EC’s SPDA and is used to encrypt messages that will be sent to the SP.
The main purpose of the KE is to securely send the cardholder’s public key, PK. 126 and
an EC random number, RNy 124 to the SP. The SP response to the EC is to assign a session key
and a transaction ID to the EC, which will be used by the EC to communicate with the SP for the
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I's assigned by the SP during the key exchange phase of a transaction. The
merchant will use this 15 value to communicate with the SP during the sane
transaction. * = Conbine or concatenation of data within an en.gﬁygtA'thma)r
a decryption D. Figures 6A through 6Q conprise the flowhart fo

preferred enbodi nent of the cryptographic system and nethod. For the

pur pose of sinploisbyiseg the description and synbolism cont ggragededessi gur es
6A through 6Q the flowhart assunes that each of the parties involved in

?gvtegtel g:\anspeglt&fql% nl%gl %ué?l”el“o:?‘é%ap@xé KE rﬁe@saé’e“%@lé:]geﬁém&dd AR rﬂ&’ot A 'ffbl .
keys need to\{\g4 °8‘3?€tﬁ%ﬁﬁe§é§wp H\ﬁs%zrse?‘ép? E‘H Eﬁﬁ 39?@’3}{}"%?”?%‘5 tfaHVé‘fﬂnl

consi sts of SHBecdi28 tel¢rant tpthedmasaction dngenrequirsdpyathe) 8P-p RBEC aneavpisiem 17-2
transacti on plissiae SPS pRbiRIey, [PK J<tetfiekd GdANBES MASE. (”EHAN&SH%E eidgigm, The EC
cardhol der i pserkK, t«h@ Eﬁo ) @ tRenGambinéeBd Withitk wlﬂvexcsmﬁan St héssdghle EC

equi val ent Egﬁ%\y\q. en er smafoPI N, HETD, %bx %{ess% h\fﬁ.Ekl?e,E&ccess
conditions 1 use ﬁ Eﬁ

condi 11 ons | BbeBkeeS T m G it Pmaésﬁ‘fw%%?‘i%ﬁy‘ﬂ&amf%t Rl y t hat
user is aut h®EXEgdhstead ofdeing preryp@d when formingtbe BE compbinatipmmassegeon does not

mat ch the 30 caoglySesitivd daya ik EeBHRAL Nehsensitive fespdise da&ﬂkliﬁSIhdddQn 148 Plafnliext.card is

rejecte q 0116 gp Ygl ableto iteg'@thg ?crngtlve' data Lm 'a ﬂﬁlhreﬂn% &&sgé?i@n él%ﬁ aécb§ card

i's unl ocked, e on- car Ps aval | abl e

t of
for selecti OH’ %sa"wwcf&“’%?’g"??ﬁﬁﬁpﬁﬁ Bﬂg i ssuing an SP sel ecti on command
to the EC. Onc@&herppultigEC @on@ma@@trmageﬂﬁhﬂnw eyl bpshipgalgerithm 134e fomay
exchange ( KEj hudhthessdge, §Rich Bhrbe EQuipdsiage digast MD:. hEhesEC ewtsegt Gtst MBpyissent ed
by the synboligitahifsighedan dherHS B6 u‘snﬁ @bEaiphak ey 098 tbR@m adfpifally sgn &PQ&S gd is

used to; gncr ypt rressagﬁesdlglm s?ﬁ'})d éggt to t ‘?heﬁcom IH%E@ @5’2 se of

the KE is to s&cuf®ty sen ‘C§’ tb | C an EC
random nunbe?°‘§m\'i§@‘ A5G t Cglﬁg’“ﬂ*f?é Iﬂh? @ggg gP Fgﬁ\l . F%’p‘PS“‘ﬁsm gn a
sessi on key CR¥BTQectrrckthes digital signaiuy PSxc frlaexs Ehe

meksagd fram the EGeudds gppt tbhe EC

t 0 conmuni cathe matchdht 1 §8thoRgH Drierwdile Plaid fextindudtAN (RO GZns¥o et Dbt Bhat are

PCT/ US?9/ 099§§se$3mm§5m9,fe aamer%ﬁramtth%meﬁqnsgemscmmm?g@m tBF EC
enera a , ublic

Roy. | PREL T, RRA0ER UTRRI TR doe fhdhare GG £ Bl inchpgeitnd s ettty B PV 01 1

transaction 5‘?‘\‘6?°8Pg‘?”5tfﬁ| red by the SP. The EC encrypts them 122 using the

SP's public keyTo ppmpunieats witiethe $Pf the merchant grmshrouph esspptially he spme piepsEC

cryptogram BmhdEis: dwi(KIRhesség<REh BIEDIEG) the E€ gbdsahrough ndoformael the BC KA heskdge pl ai n

t eﬁ) porti onwih tkehertRS6 ad8e carfflofleNarddmd Rercha, dol fot Qﬂhﬁmuﬁ@até Nith tRNSEC bl

conbi nakk on , ublic
key PKE?:S 126mm’gg "”‘{D"”"L’“e%‘ Jﬁﬂﬁ.ﬁ%%ﬁ%e B?S%ng s tgg"‘ﬁg 2t bel ng

encrypt ed vvh%‘Pf ‘?ﬁ" éalE{f]f’rE‘B[H’B ARETTIRE %E@gl gnd thp mgretant s Yhta is

encrypt ed. NoFERaEshisdavicy for the Bansastien [da and splgcts frem t»aewn SRDA ruchich residgs Wébm 10
Only the SP ihe nelthat's devieadie tdne e shietbCwardtcitiar had seleetediiokr the tymssadtign 144,

transacti on, THelpabiReyttthe Kb prAGRAQADT thelsfnBolSPIBOSIdtPKY Cis bhthidtd Fint @OsPE al |
the pargjeci p%g dTpl% é&\)se% '}%ssgé;s 69 l@ggehptg trLg%§sage is then sent through
a hashing al go Jl' lbo:mat{‘;‘)ns own mcssa h h d
ge, the merchant generates a random number, RN,, 148,
concatenates it with the merchant’s public key, PK,, 150, and the merchant’s sensitive
transaction data STD,, Sensitive transaction data is data that is relevant to the transaction and/or
required by the SP 152, The merchant encrypts 146 the combined data using the public key of
35 the service provider, PKg,. The resulting cryptogram is then combined 154 with the plain text
portion PLAIN TEXT,, 156 of the message, if any, to form a merchant combination message.
The merchant’s public key PK,, 150 may be placed within the plain text PLAIN TEXT,, instead
of being encrypted when forming the merchant combination message PLAIN TEXT,*Eg,.
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a hash message, which is the EC nessage di gest MDEC. The EC nessage di gest
MDEC is digitally signed by the EC 136 using the EC private key 138 to

forma digitally signed message 15 DSEC-Pr,y.,.Kcy. The digitally signed
message DSEC. Fr,,,,,CK Y is then conbined 140 with the EC conbif §n2003
message. The conbination of the plain text PLAIN TEXTEC, crypt ogram
CRYPTCEC and twgoolsgisd al signature DSEc.pfl,.,, Ky is the Kei6saase from
the EC and is sent to the merchant 158 through a network. Plain text

i ncl ude al | tpganfﬁfafhl on data fields that are not sensitive in nature
andthereforé‘ O smtted in a clear, discernable form_they do not

20 need to be eRbePgehent cophisatondessace PLARSTEY Tor* EJPM(%T?IrerW(MF %?%bzeﬁm ssage
and are defi naubidey | 18with her BN nessage PREANTEX T.0* BxouifdNai *PEe L ST ) * Dhe SP,

the merchant 108 23 18 Qﬁﬂ%@a@%&ﬁ%éﬁh&%h@ﬁag&%oﬁmmdmtafld)fhgﬁt ilef, eOWN KE

nmessage ;W th I tenfo twdi e nessage
Wi th '?he mergf% n?etrc% §m£m§18 %%9 QII:EDHQ%EQEEQE K% Btsggffmnﬁgl ctdte \g/]mth
the SP 25 i neiviFHORT TEXTMy B 'é]o ? %’gé‘ﬁ% ma@Bhgléﬁi?él‘FtsF'V t here
wi || be no nthexigh phaghingelgngithm Hifyo foona hask messade, whigheia e lerchartt meseegeidigastbet ween
t he car dhol detD,anthetriechakt hdisps digebhRIDyes difiaally sigadel6a be shelmeachdausigthtor t he
transaction ldcnand p%e!.tsﬁéysmwtemnhlasmammSPQéuy W%keﬁhnésﬁ@é 883, Lhifhe the

mer chant s devi ¢ I'ed.for. the
transactfon T4% adtfwggﬁ'ﬂﬁ"f’%m 8 ”‘E"h‘@“’ . eomrblens?%l ﬁ'trbt%e? (i%pom % s

SP- PK and PKHP, Messgbicaj thie BCmiegay! [rembpation "?6"8553?9 ogp @ key %%Esetféq“é?ﬁcr ypt
messages t haiessagek< t{)ﬁ’ls@ﬂﬂ‘EKBEct B SR TR £ ST PRd] 1 B amib ko KE [MINAFX Tyt he

mer chant geneggl asN, PRSI0 B, . RN, folkbth the f0idRaat #AFCS Fhik finalinkdsage he
rerchant’s Pl Jsggg o & Qworanﬂ ?re Lo BERPAT cKfter b fiKRECH T ON

data ST
t ransac"ti)Fon 5’??39’@?’ ’eq‘r‘eé'cm‘?sfaéﬁ '?ﬁ)a{"ﬁﬁ a§f3‘°f?> The rrer chant encrypts 146 the
conbi ned data uithyprefasedamboiimentay the invesion. ke messhantdeesobsicelethe MPiosthe The
resul ting cr ¥gptsoguedimessageMD, bedaine tiedECldndrymts bik patiie kgl doweve)it an gembte on

PLAIN TEXTM &ﬁ&d@ﬁemtd?@aemmeimb ECbseshék 1 afcwpﬂnmrbﬁ@@aytmeﬁmmton

{Tg)s(tsagﬁ NT_fI’I_e Jirie uclmns cheé;ﬁ!mfj?&ls gllﬂggc)forg m th ’T@% }an gxr}%]pﬁg H?éré‘cp gﬁg nfl ain
conbi na?bon DRSS 99 tE‘glEfQ‘)es%@ enc 7

PCT/ U89910993'8d o ame RRTOEKAVP SR TR BY the mershant. ﬂ&cﬁ%ﬁ é&‘i SeckibsEEgMD- PLAI N
TEXTM Es P- PK(WRishitelietcBaDhcdivésa chrabindtion resgosediometie 35 8r bpth hinskifard@heEE
message {[ PL/rHeNmeTMEﬁ G hd¥ (RINESR RIHD 182 TR0 ifidoSiECpart IPthé, ovérall@yshagh O f or m

tﬂg gaéééﬁglr‘c %b? sx%}%go% ﬁ)@‘gﬁa{'hgr FB%RP%DEBCH% mheWoitth'«?ovgrgﬂ e,

TEXTEC ESPPK SNBSS hpRaspves DSEC- Pnwr e- & ﬁ% PLAI N
TEXTM Esp. PK( RNNFIeSFIRge]ves 6E FRQuGFResprgn th $t Seperaish | Gheadpipportion sent
t hrough a hashihe gEaécgem iedzage foth thoD$ endnfeais e sihta petismgfidhe KA irajhest messdge

nerchant mes $adieonelvdPRdsh alpbthm Bh&amazeh@%sm@gewﬁtbm&%mm%srhdsgl tally
signed 162 b Js tnéiyerc'ﬂgltggﬂé Aﬁ*hé}'ﬁk 1 T% 4 forma
mer chant_ _di g aI | vat e gg,ggf gitally
si gned rhgssa M*“r;n,wm fé elf IS B E‘h cportion
of Secpmaekey USing its own pnvate key, the SP decrypts merchant’s cryptogram 170 and

recovers, among other information, the merchant’s random number RN, 148 and the merchant’s
public key PK,, 150. The SP then uses the recovered PK,,to decrypt the digital signature signed
by the merchant DSy pquueke and recovers the MDy for the merchant’s KE message. The SP
35 compares 172 the newly hashed MD",, 168 with the MD,, 170 recovered by decrypting the DS
from the original KE message. If there is a discrepancy between MD*,, and MD,, found, then
the KE message has been corrupted and is therefore rejected 174. If MD*, and MD,, match, then
the SP separates the data portion of the EC’s KE request message from the DS and feeds the data
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t he message, i.e., the EC nerchant conbi nation nessage to forma key
exchange request nessage << { [PLAI N TEXTEC* EspPK(RNEC*PKEc*STDEC)] *
DSEC-P....Yey) * [PLAIN TEXTM * EsPPK(RNm*PKMSTD),) | >> *
DSMp,,,,,..KGL for both the merchant and EC. This final rressa'ge JAN@(B
to the SP through a network. Figure 7 represents the final format and
content of thewgsysmsdd exchange request nessage from a ner gpagkeofosdzen SP.
In the preferred enbodi ment of the invention, the nerchant does not check

the MD of th e - 1 - r hi,s. public
S M PR e Lok b A
chooses not tFS3a8e figest (MDsck) (fibe SE then senaptes thehC ymlpip fexh LA FEX soitbamy | y
check the ECc<oyPMErancERYRIQrasind digital signatnrg Peuc SR vt ift tee daldortioh ef heE€’sWiier e t he
EC 20 encr yptrejuést mespigb t 76C Ukinyitsiiwn\hiedtekey/the $IGiedgpts EQulcrypgiayphd RtdveUb! i C
ror chant, T hateag ol ellraton, B0 il idhfer RAZ ShP L sRUARRES PG, PRHnY oo a
conbi nat i on ruges:? ponse ?ka%‘%@“@?f t#’eo(sgi%gﬁiwa ﬁﬂg@%gby ratrglcfm ?ﬁeéo‘ﬁE?ﬁerMR@ ffer chant
does not havEG oK mewreet Fethaster 9. Shrempresthepewly hashed MDY ¢ 1761withitke MDer al |
nmessage for medvdred by dicryglire tbe D§ifroat the orgind] KE f#8sagd hf tivee Ghaay disaegaycyneeds
to check the fddad,efe KEResoige hdlbben caRupiRBARE heRforé REAEY FD. Hiherlide 8P iPRagyWIEN
the SP rgcei Yﬁs%n %Jn@%“&%e%ﬁ?o%&ch md first separates 168 the data
portion of the regH nessage f{go&g ge and feeds the data portion
of the KE request '{B&S 3@”@?1’%‘"%“5?1 J HASH GrgHrs aitengumbtretNeicat e t he
nmessage di gedd4. apphp sessiprlayPkeya i fortheEGpombinesihegeysidh the ES geneestodmandbmnt ' s
pl ai n text PloAunber,MEXRN,., earyiq momidersetiRyle tahdactidin gath STDJIQ. 190 GABEndffts them
DSM P, , ,,,, K1y2 angidshe 4eC gcKkE es age PL
*DSEC. pgs- - - & o O T ke P PR8I P -FWESS t(-)réf:%gnt' S
Foee et igsion s

LsNg 4 Q privat e e. SP decr
cryptogram 1 g%r eé"cfﬁg% gy,ﬁc \§4Prr13?‘i' ot rfg?lgllnﬁ* g)éré;ﬁ'fﬂ?(? n"mﬁ%ég

r andom numbe P BRI Drax L ssaned tthe theSP and, plpip dexk BLABKIEX Bec 19hifa8p t hen
uses the recénformtheRidg pogiod efthyrespondeencekiag foethe EC.gMh¢ 8P minsihiynied thrigh khe
ner chant DSMhizh afforiiy t@euitulafaRMfdsSagé digesMAL {01981 thingdTBIo6 3RVatSkelf B B Sage.
The SP 35 CORPElesiss a%?g?tai%atﬂ:%\ﬁsyp_nmf h%f M%Qxﬁse Wedshkelo ﬁigl\(ﬂ\ﬂs Qg gcover ed
by decrypti neheldlge ks YoM ¢ n#bgt{i mﬁE dgﬁiﬁrﬁgne?@'xe mesShgt W 'th 4
di screpancy bﬁt‘@ﬁ%rq@:gv &n ) gkl then e nMeosage. B¥n
corrupt ed an§ e hdPerorerr UF ot &0V 785P0Rse  \BENREEN &P VBRI Rt Bhcomplegs ¢ he
SP separ at es [TTResdBLAN X Tsen® Kot o (RiNap RN R BKey e 5B 1R Sssagaef r om t he DS
and feeds the ddbformatihe KE fespbAds nitedge fhOMEDHARS the BEEEAISAR/A023&8 ndmier t i on
Che | megsage iiany R AT REBASATID (6 dRDRIeARN ol o ARG Wt ekl P11 21 ©
PLAI N TEXTEDE, f ﬁgﬁh” A\@E@%%Iﬁ%z dfzﬂ'fﬁ‘f’%l‘:@ss“%ﬁagﬁ? gfésaqc 2 1? ﬂﬁ’éﬁ s them
DSEC. Pf 1V81Eiéleffs.“,’ fhe “T"H%Btﬁét olig ey iFm tstovererh inel#0s Woe resuligg ssptogmmdage 176.
Using its owPmhipedd @witeytranssstiorSpentifieatipm numtBC T ey Y1t syemeditathed meehover s, 5
among ot her bytho 8Prad piein teki(PISAINABXTR, /20 Edny, NG 0 datforfiordfileiréspiRY PKEC .
Sl gned by EC e e TR N, (oo it el a*“f;‘g%‘@%\‘é%em
P compares Tha Sﬁ@:;gx(ﬁé’gne@%%@ g ot o 24 i e Kreognn
decrypting t W& 5 EC [T spact AT TEREse e Esranf BNsekd* RNE Bleyicd S B tHSsc r epancy

Prvatckey» 10 fOrm the data portion of the SP’s final KE response message, [TIDgp ec*PLAIN

TEXTsp.pc* Egc.pi *(RNgp.c*RNgc* Skeygc* STDec)1*DSsp.prvaiskey” [ TTDsp.* PLAIN TEXTS,.

m* Erip(RNgp \* RN, *Skey,*STDgp0]. The SP runs the data portion through a hash algorithm

35 to calculate the message digest 224. Using its own private key 228, the SP creates a digital

signature, DSsp.pavae ey 226, for the response message by digitally signing the message digest.

After combining 230 the data portion of the message with the newly calculated DS 226, the KE

response message for both the EC and the merchant is complete. The response message
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found, the KE nessage has been corrupted and is therefore rejected 180.

O herwise, SPis ready 10 to send a KE response nessage back to nerchant
and EC. To format the KE response nessage for the EC, the SP ge r&éﬁ; mua
random nunber, RNsP-Ec 184, and a session key SkeyEc 186 for )
conbines themwith the EC generated random nunber, 188 RNEC, service
provi der sensy dgrigsskr ansacti on data STDsP_EC 190 and encr yef/Gsob/besy 192 /
using the EC s public key PKEC. The resulting crypt ogram 15

EEC. PK RNEC* EG EC* omphped ansaction
i dent i f i cat |§Eﬁ8ﬁ&ﬁbpe%rs\%ﬂ Ds% @Eiag%ca%&%ﬁ dmtq S i E‘%ﬁ%g%f-""“and pl ai n
text, PLAI NeTHOESREEARS S EXThrrihpek e RN SKeriST St'i‘nwﬂevdf e

respohse nesskgethé orerching thE@gh ThawsSR. Fighrs Stdapists dmﬁaaltﬂfmuugﬁ cantert afthe

al gori t hm t QnibakEKE dsporkdRessRS Hrag ethediPIett mioadtt. EC 198. Using its own
privatg key 202, the SP creates a digital signature DSSP.,,,,,,,e. K 200
for the responseWiesshgenciohanti gidiads! the K nesponse hiies2ikeNERS alke nidtah@st first

MDsP. EC. Af tephracsnizi DS g.«R4, tvhieh cat aigirty the) SBf arldhtRenfeeiaedata portibhef newl y
cal cul at ed DSSpmMBINVGKE rifponst hessHER iatodonk ey basheal gisima gerefaliuldid e fesshge
conplete, HipbdDNPDELYPLPdeNnerchant then separates the data portion of the SP's KE response
TEXTsP. EC* EfessRi(, RINGP TR RINET e IEX TS IDECRIY PDBSR,, PT(TRWAY PLAIN f DEXERS,. t he
KE r esppnsepdtERYPTOs{ 10)] " D&RpFl & 1) Elte. mdrétantSRe SMiudlie ke yd sol@BATron LA Y

RNsP. 08 asdypd the digitalnsikyurSBYM, 21Q, tokechite thenkbapd dies MDEh| neshd hem
with the menefbit codfpa@er?et ahe dewRnkieRedMIPe, R & MDGENSITT ithefe is any
transact i onddatpans bEWednG D14 @ana MING.[Ré REré5poAse fesddgd R@ bedifcorapeant ' S
public key RHfréferaviedtari2ion MDAy [h@d MIS \tnhdich, Sl te Qi hantiidentiQTRE pipd 216
with a transfmé tegponseibdsadei viadh i et TrHim arld QoRptY tRel&yptad i WRPTIOR 4 Ae

mer cha bysihgd) Bis Fvnapribagel dyh TiRxinerciinAshbuld=iel sthle v 2@%@ver|tﬁe dfidinal trindof M t he
data pOrti ofuriber tRM, (ESPBNERL hére&s aQ ehel SF il AR Méquest h@es§a@§ul1mb Rekrchant

conmbi nat i oncomssaPa0 thel rkXoerdll RindbMndfber RNy (of the step 238) with the original random
TEXTsP. M EMnidhdRRaRy. NF fRVeSkey 8udl] DePtdmdssagt Uad theen c&upiidnad di%?esyﬂgé & the
KE responserejstedspge Sitde thé)@anlém nuhbESRNECAPbAY Me recovered by the SP using the
TEXTSP- EU] EE@cPX]( PRiNEaee 1) IRNECA R R SIhE)of tHoDadesagPidinGec e sefe&eg gpm t he
dat a E’ﬂg i oMh®imetdhentSkes fdrivards tHEEC'e IO nesporse 35ag@e [(TIDRSPHEETRL TR gp.
TEXTSP-"EC* ERECRAPIRNG)] ECOBIMNES -3k ety B BT )plephisSForthey ransk@iph phase of the

[ TI DsP- M PL&hiNacHBXTSP. M EM PK( RNsP- M RNMF SkeyM STDn, . M ]. The SP runs the
data portion through a hash algorithm 35 to cal cul ate the nessage di gest
224. Using its own private key 228, the SP creates a di gi tal signature,

DSSP. Pnvat e. K , h
message. di gest. Vi%?ﬁhgﬁér cplied 5 RO RoIE TS t5><>/o @He%d %@&h@?ihg%sé e
rvleK %ﬁ; ds |

Osk-ic,

the nef y GdlCH B8 i din i ¢ ,
T Pgsgtﬂgg Sttio Jgéy EC, PLE‘%‘ TE gp’%’cﬁ
) E ,EN%{% V%H% [t)%s t the digital signature

t he nercha

99/57835 P

TEXTs p' EC* % \ % c'Ulngl SP EC- Ylactoﬁlpares 262 the

_*%/()TS E)-I(_J[VFDEIF\)AE gkz;g%jy heim) eE;ed i{g' decrypting the DSsP p{m ba Ck
d

tot h63 mer SPEth ngugl lfnes a 9'1’5reth E stte aﬁ%'gﬁjdéf

content of By Bk N aﬁém TERR 86 EC Qi oot HE r&s&fgbant 5

message which is meant for him and decrypts 266 the cryptogram CRYPTOsp.gc, Which is
contained in the message, using his own private key. The EC should be able to recover the
original random number RNgc (of 124) that was sent in the EC KE request message. The EC
35 compares 268 the recovered random number RNgc (of 266) with the original random number
RNgc124). If the random numbers are not equal, then the message has been corrupted and the
message is rejected 270. Since only the SP using the correct




When the nerchant receives the KE response nessage 232, the nmerchant first
separates the DSSp-Private. Key, which was signed by the SP, and then feeds
the data portion of the conbined KE response nessage into a onmv&rﬁg{ugaua
algorithmto recal cul ate the nmessage digest MD'sp. M The nercha

separates the data portion of the SPs KE response nessage, i.e., TlIDsp-M
PLAI N TEXTsp. MvoosR3sCsp. M [ ( TI DsP. EC*PLAI N TEXTsp. 10 ECrCHifsdb/emwbs EC)] *
DSsP- Pri vat e- Key The nmerchant uses SP's public key (selected from144) to

ﬁ/gg; yrl\)/lt Tlthge g}ggﬂé\tﬁ% gﬁl&%méﬁemmfmat@q qusscaegmwthams%éf@gﬁ di gest
If there is Zy2eH ‘%‘l??“g‘ggﬁ[? °%§3E’5%8W§Byfﬁﬁ gﬁga%ggf %Das qﬁﬁf kﬁ‘s?cé‘g‘bonse
message has beeﬁh?fﬁr“f*'t!l&Fécpr%ﬁﬁﬁ"edl%“ef’ﬁé’ﬁ’é‘?doﬁeb'“r‘éf éGt"é‘ hegerchapt. Npyrigg an and
MDsp- M mat chjratsh@ionf ifie respoish anessagedie mbt keebsd tWitbinpeatimeout perioticthe EE pod the
rressagﬁ swhi ¢ %efc&nfﬁﬁﬂ@&ngfiéi@ﬁéﬁ%?rﬁk@% a6t i \smtﬁgfr Gdin’gﬁi @@fstam&%’ﬂﬁaafsﬁ M238 15
using hi's oW DkdlEediiomiRiTRE gginﬁss%%& ‘%@ B Pk BT GHAN Sy

original random nu T Zil glg

rquest nessgﬁé"erebﬂésﬁﬁ?llfﬂ‘ﬁht'b‘“h% '% SP‘H’E 8‘8@%‘ ]éadar’aé‘ﬂ% froer RNM
(of the stepakaspcgnih. anda sessiopy kmftonrthh%fbrﬂhe Mérhemmhamrnweqd tegrtwonot
equal , then tdadomBantgreddasedfe the KErespdraemasniagetbhck torehe SRg@cdnplete thy legt ed

242, S nge thg @d?m%ﬁsaabw ﬂﬁ.ﬂca@% donPfr t@@%ﬁ’seﬁﬁdrahd'orﬁlhﬁlbggcéﬁ%eng t he
correct SP privy | s _assured t

the eis
i ndeed the séle aICEd"QS%h ﬁﬁ‘ﬁfﬂmo"mref:s crﬁomt ofahn %é\%%ﬂgém?ﬁ E@rl’ﬂ% ?%sponse
message [ (T BApoetscambagent beekasart of theaceigesiagg poipg gyt from theagegchpty ¢ o
t he EC and ptosheiPesicli om trhsaction message (Thosscqid awthod fs sivhpder ﬂt1¢1a|d§a®h6d ovphaséhen t he
EC receives tmbao\KEthee@a&ﬂﬁ@\Hmamgﬁ R Bncelidensireitk icorfdctnes Patha ke exdhigpe DSSP.

25 tPL'eVEt%er gga«g\@@ &0 $PARd HA0 ?Ae & 4 u;eh@ @t%@m& ﬁ}ﬁ&lg;sﬁﬁqc% 4 48 uqoegaa” GjoRO" ! on
produci ng a g%‘“ g” %E?’etbﬁ"é‘rfm@@%grt T@gd%r’ﬁ’&rtaéé/%’o?%eﬁ% Lg‘?d t he
nmessage, i.e., TIDsp-EC, PLAIN TEXTsp-Ec, CRYPTOSp.Ec, DSSp-Private-Key
The EC uses BHASEHUTRANSAETIONSEHASE ed in 120) to decrypt the digital

si gnat ure  DSsPpRfihg/ @k @rak@MionBhsed8e ABdhdne&fAViBE ECt dabh ERES e ofh 8&3knt

MDsp. ECoThe im0 PREESs aﬁ@&oﬁﬁ%umgﬁ%d’otk@%&gmw repteddata subh %%sa&zgnw th
the NDSP. EC fecoyered bY decryprifg Lhe 1 RS A, Ge ge ofSEe LEAMLE KE

response nessage scre

MDsp- Ec foundP the S8 individually fiisteronghscombine Bﬁessﬂﬂ’féa‘@d ﬁé%e’ é‘éds ff?ﬂ"f‘%‘ﬂf & and is
therefore re?!ebiniwﬂlQﬁdssasef»ammgﬁ@landncw&sﬂgmtmﬁpch the EC identifies
the part of the Thesoqsm MBS FREA W Eskagt By dohcdMnafingthd vamoanmBa®NL S 266

the cry@fsogram %.,Eﬁels 'agéamkt forf@firAlinEe éef&ctreglgP rmSSzaaeemgaa;ogg hi's
oun privare Kol TE Feclelld Be ey, g e

number RNEC 8
conpares 268 “Fﬁ@ P@@S«F@W 27 thers pain e isiorkex ket avigngd By e Hevgi nal
random numnbels a §eblielkey 2dd used 4 criyegraphicdigonithmrdiféarent &ore threatryptagraghic algérghmt he
nmessage has b@errorcx&r pubint @&y @OFpAdREThe BRRRE Ry gram] GRYFED,J 1Q., s@yggmspnl y the
SP usi n%ot he KIEC‘T%DS is th@n Jdﬁl\ﬂm%g) 98?2 wx%%?a%ﬁ%ép%%g &%ﬁg’]ﬁmn
text PLAIN TEXT286, if any, to form the data portion of the EC’s transaction message, TIDg,.
gc"PLAIN TEXT*CRYPTOg.. The data portion 282 is fed into a one-way hash algorithm 288
to calculate the message digest MDg and the MDy is then digitally signed 290 by the EC’s
private key 292. The resulting digital signature 290 is combined with the data portion of the
35 message (from 282) 294 to form EC’s transaction request message and then sent to the
merchant, [TIDgp.c*PLAIN TEXTgc* Skeypc(RNsp.ec* STDec* Alec *TA)]* DSec envakey-
The merchant goes through essentially the same steps to form his transaction message. The
merchant forms his transaction message by concatenating 246 the RNg;, from the SP and the
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| SP private key can recover the random nunber RNEC, this serves to ensure
that the sender of the nessage is indeed the selected SP. The EC prepares
for the transaction phase of the transaction. There wll ﬁeféggzﬁoaed
ti meout period set in the EC and the nerchant. During a tran

response nessage is not received within a tineout period, the EC and the 5
mer chant w | lwgoes&esker the transaction aborted and w | eipbh,ggggrogggy or
start the recovery process. After successful conpletion of the KE nessage

exchanges, as EC.s t At
this pgl nt, mﬁrgkf Psﬁ‘i%”ﬁﬁng?ﬁ&&[oﬂev 'tgremeé%antg %ﬁ A 2% rg%w}oni?‘r’gmlm%i(%
transact i onanymthes sensisive daja 5 Tiom 258yelevapiip f‘!ﬁé’a@?‘“Wﬁ’é‘V‘E@‘é}H&’ 'f’h‘ée MerB§ant nust
send the tmerchmdmmptsuhndneldé usiag the egseich Key Skeyy laesiged byabpBhshenessismkpy back to
E)hedsp to cowp)lish ﬁcx’ethg?_y %RYs chidre@ NS Geréih asgoghphichpotithad) SRk bd IOES, frdki S can

e done in I r
conf i rmat i o%‘wgaé égp ?{lgo uﬁ-ﬂgﬁﬁ‘ﬁﬂgﬂﬁ%k% tgﬁrre"l?g Sl&ﬁ&gﬁ%{gﬁrﬂ&n om
number s canPBERMEJAE eprrmion at fus poinfto tcfféteﬁg&fry%‘}%r@’a di%vy et t he EC
and t he mner ebptogram (CRYAOSFE., %@N@%M%STDMBAEM &t d 2¥hwits theond
met hod is sirdidctidn IRMID, 5256 &siatid fhatltekt PLAMGFEXT,)), 258D iwwo fdrethe datiitionunber s
are used O%fym@r}ﬁ&cﬂaa LG od %ssggy 1854 NS ANY TEXISdBYPRXS BRAGLIR et ween

Che SPyand B e Bl R, s LA .

are no | ong®Aussle udessage pHRSE |the TRENSACHPem:"BLABE kdecBNimsact i on
phase, the gtSTERA AAN]*DEQ plales idT S PHAEN TEPéTJ‘Smm(PaGMGﬁDM‘MQ’TA)I ormati on
tsuch as an A 66raR] th@%ﬁnt&i&%{ B h&ﬁblﬁdd&f%ﬁ&ﬁlbhéh{hﬁérﬁlv&?eﬂs oﬁﬂﬁ:ﬂiﬁ% tgﬁ sp
ransact i Oy ARUA! mekEAURRE MISY BRI s o 4l ELEOB M

Agai n he E&E BEFE g | Vi éjoz% T

conbi ne% g’é"é‘(j(ﬁy dT 55%%@1‘?& s’%“§“’FQ§WHS$“QP Isfgpoin |"’|‘|‘ﬁﬂ’§d

messages aneprianfthngesstasiirem 2% to famsihe firal rapsqcren reguestprpssageeang jisthan S¢R§r ms the

t ransact i ontoneSPAFEDRY, *PDADEIEN Tt *Skey, (R, 23T ATLNDE* DB B, FOHTRR, 274 from
the SP and thitAlﬁﬁfT@xqce@eeg}(RNsmf ATREAQPTN F4Ds| he., S e lrRateasl depRes il Fiftal 276,

transaction ot her sensitive data 278 relevant to the
transazél on °an g; *6“3“#%“&%%&33%9 "SP. The EC encr pts 272 them using the
sessi ofi key SkeyPRhen8eiSEieqsivsy thFWénssﬁlonTP@eS esSPaﬁ@te@He@ts 3Rethedwdl uses

a crypt ogr afasactigndden tlﬁ%ﬁvrdnwm@r%m TPorrcn@T v EC andjbe mershantused
for the pubppdm %Selﬁéh pare y#lid. TWhery eithgr TiDyem d@ &Sbgra soRY(PT (B, is ffound |
Skey EC( RNs pinvalgd PE@B@A)reJeqt@l 308 nlf éhm‘bﬂnﬁ@élomsiznvﬁqahmt pmbers are
transacti oan’tb vilihgienpty SR pregscdshie sepasate thet BSor-rrRleAb NFOTESTPEtagpRrtion ofithy
formt dat‘“éiS g t pash deds haheeCdaa ¢ rperioRct elonthire suessase: THEIPsrsECBLAIMN
TEXTE YPT@ * Pl e B Nep- $‘6?’EDE9TA12@§A|)EDSMH\IMHM [EDsne'Rle\Nhash al gorl t hm
288 to cal E‘éﬁam’éshcwé%@s mdﬁbe*ém)}mee A vendagpalgoridint (ke ralgplgter e | y

si gned 290 Bssperdigast M efg FHoSP méra\teémclatarngﬂwmg)f flwmess Prdteur

290 is conbi%;\;‘é&thh t ta poﬁ BmCBVPFQE 35 ne@%?&gea‘cﬁev

form EC s t TEXdeCRIE TPee)lie8ac regemg P n?F tdﬁ‘é'ﬁpt%eﬂf) the, I "vumdﬁﬁ‘ﬁt‘ e

[ TI DSPEC* PLEer¢hantxpibhics k@yee( %rmeesemeev fslg messgeersiesii MDv iih the

mer charit goBS$sseefr digeph jiuss selpvlated W%@f%ﬁ%ﬁ)stlé tro 88ch M RES 1t gqualcthe on
message. Th&essags basaheen coprypicd nd ‘Pr’%lPFé%ﬂ“onIerQSPadéd XD gheechy EheaithegP 246

the RNSP. M f$EfAts HlS thp engrpptedyportionof thg mpageogging the session key Skeym (of 210) it
assigned to the merchant during the KE phase and recovers the data fields contained in the

encrypted portion. The SP compares 318 the random number RNgpy the merchant sends back
in the message with the message the SP sent to the merchant originally, RNsp. » (from 208). If

35 the random numbers are not equal, then the merchant has failed the mutual authentication test
and the message is rejected 320.
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WD 99/ 57835 PCT/ US99/09938 | nerchant's account information with the

sel ected SP, AIM 248, transaction anount TA 252 and any ot her senS|t|ve
data STDWM250 rel evant to the transaction and/or required by Hﬁ @5“

mer chant encrypts them 244 using the session key SkeyM assi gne he SP
The session key SkeyMis a secret key and is created using a different
cryptographi ¢ wbgas7eishm such as DES, from 5 the cryptograpfiossbsss ithm
used for public key encryption. The session key SkeyMis used to perform

ﬁ 22 F[‘C%pt i on ;’HO aapg.rbf tmmutvenfy BRECEs dORnGhIRIAA0K A QB\{ET:Q}{LactTmata hen
u |

oot ned 254 SRR O Rebsepy Loy 1A, THe geyptain eple Motfbe 41 0 “? Wndérbasiy Tl AR

TEXTM 258, | fis aAsgyrejecied whep fhetTI"i‘ef’%‘h'lh& band the A4 fegpm tP"n’@er aﬂ?f match. ' H¥act i on

message, TI DSy bt Bhél chndiodd MT@RYE&E(IM a thessaged it the acsoubinfommigioned. 286 thei t h t he

EC s t ; ansaCEerac%nb@&ueﬁtd theh th@SPEdehsn td&&lﬁ'g Etlpeﬂ:oﬁ)tafthéﬂxaestsatgeal transaction

reguest nessage D RNS

EC* STDEC* Al EC* T@s % felany 5[’%%3? Fof s e B85 W the B

TEXTM SkeyM e AfaAPP so‘B?SSig% (TPppsc’ FEADh T T € e

conbi ned dat &nta denegh hash algerithm jo qqtfglhteéhegw#aemez%l)fm of the E€ mnicasege. t The

nessage di gesP sdyhibtesatiatalporiddIVEVsitranshduenrediegi, THIg oy, PLAGM EBXBROCRYPTOMS

ner chantjps 1pspr Iv\‘{&a& e "IJﬁ@¥P % ts1 18 D’ﬁsmwt,('v 'ﬁg EOistRblicSHed PRLMNA recovers

DSM.p, , , ., Ley, é lgo que recov md por}MBn ot 140e message

(from 296) (o Eﬁr m P ransac FFessaé:]eECand & FHEN sent
MDD match, then the

to the SP, { [:qual|. %messagplr_xN JRFn corrupted and 1 xs re)ectcd 28 If MD"g an
TEXTEC* Skeyr SP RNBRIsBED G DEGpRH BEHTHYf e ESHE:sFgy nsingas sessibn ReySkeid: RIf AB6Y

TEXTM Skey M RMSgnbd tSTWNMEﬁ%WﬂB@MﬂE’d recovers Ehelfigta ﬂeldﬁxﬂt&[rﬁd fhidemesps the
final  fiormag,of.4R8) Me@ﬂaﬁaﬁkhx{?&r 6@&5?%@}‘3 %\%}g& Wﬁm@'?anﬁgrﬁe' Ves
the transaction requesf nessa r

transaction PWB‘FFF&%FP@%I’E F“'(S‘hm}‘nlﬂ%g"e?é 0"5"1 y (in 'Hs‘%s @‘éﬂ'ﬂ ml“F‘Efs”Fﬁrfv{‘m%‘H{ by the
EC and t he nieergdC haafﬁdedw%k@@tuslwﬂ@emxhwn testeang Hieimgssagepio rejesied Az4: The SBp_M ( of
218) or TI DspilE@er{fpfhel@dyhantss hoooumd informagdn Al 384, tht lnemsadtion damssaciges ihe

rej ected 308radshctioh 8mbun@ g acd WillNejbdl 848 triefsh LAl tieR the ALUIBA is¥orddaBon DR RidR! i d,
then thegSP phae ﬁsclmaeno%%ar Gy nbthRecPBY 8 vmﬁon@ f tf'lJ.' %gg%ggm ortion

,? ]I;Lfﬁ\lhﬁl r2r1533 S a&ﬁen?% of Sw o§erallh mcssagt ﬁas Iggerntelséz)bri'lshed t}xe ga%%?o% e contain

TEXTEC* Sk ey EB( o\ fssqee angsepd - rp3ppise Mﬁ@c[bsécﬁprrﬂ\f‘awnﬂwﬂfaﬂs wpgqvk oy this N
TEXTM Skey M Riésqre knSlaiiviha viudlapthénticatiombetwen tha PP laadsthe mbmgloani, alnihetweercthk cul at e
t][1et hrressagesplwe&tEdVDthﬁfs mehge, rimaag@T ofﬁh&ns&&e@amb&&césmy Gk gp por tion
0 e pgssa

DSM Prvat o- K ig’ %ﬁbgjg%%% A Ry ’FMLN s s ““"‘ber &P Bhe op
decrypts 310™FHK &\ é'sng?l PHE Wéssagﬁset f“m c key and
conpares the neff PefP@chseinanse ssagsronaingwiampom oot ‘B %“h%@gra@éf di gest

j ust cal cul afeforivE) thdvranbachon r&Peise messageipiivheaid] tHolSW] gamesatesolie resporak dati foe

nessage has fegg, woﬁséwaﬁgm@tagl ah®encBpte §36aehusihdhe skdsiolVidyxeyidadibhaigdheh, t hen
the SP 3 9ecr£€t%§ fxmedaﬁf?scénz’.gﬁ@dj s dnkif e °po %Jégaéfﬁﬁx?cﬂﬂﬁd H%J‘,Q?]B g Session

PR C ey s M (RO

recovers the

conpar es 318wanpstiondgeaefiention peter c f2tthas theSP @wwmd tg ghedS (FamKk 94)iand there
message Wi t hplaih extiies dia§khadk e ESB44; ifaby, tocfoiiwhe dapr motiontof M regponsd thessagRWEP_ M

(from 208). ik E35id. hﬁnrpgnﬁpmﬁm,, 2B S (R&poRE Bathy, . 5 ek daBSoiBh 6P@Pt has
failed ghe nMLsH?ée 15% info's a}gogtﬂmtﬁé fo generate a MDg; ¢~ which is digitally signed 348 by

the SP using the SP’s private key 350. The DSgp pvue.key iS combined 352 with the data portion
of the response message (from 340) to form the complete response message for the EC, [TIDg,.
gc” PLAIN TEXTgpc*Esyey.ec(Response Datagp ec)]* DS sp.prvase-key-
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and the nessage is rejected 320. -21 - 6 JAN 2003 WD 99/57835

PCTI US99/09938 1 In addition, the SPwll verify the EC s account

i nformati on Al EC and the transaction data such as the transactlon

TA. The nessage is rejected 320 if the Al is no |onger vali d. %@o
rej ected when the TA fromthe EC and the TA from the nerchant do not mat ch.
There may bgy@éasdssconditions for invalidating a nmessagepe ,ggg agccount

i nformati on AI EC and the 5 transaction are valid, then the goes on to

verify the EC portion of the nessa ssage, the
SP firt sgg g?%%“”é?ﬁ“?“ﬁ”é"%ﬁﬁonﬁ% %ffaéAEg mfmemth t@%%%W§mgFe a%d f eeds
the data potatd fonthe merchent [Responsedptte el S6( BscFYPEé%EAF'RB e xesgion kﬂ&\SMmaEC)

i nto a one- aswigndias thea:haguhantt(ﬁxrm flt!)) 3k cryptagram CRY PFOssaigeondbigakiS8 MDhEE of t he

EC message. yah8tion RnSE %@mﬁd@mg&o @Snﬁzﬂs;aiaswalmxtr equest,

TIDSP. EC, P C YR 1 e s 324
meec . A ﬁ’éﬁ@ (‘:ép}‘ pst-? Cﬁ £°’k"g"y wﬁ?ﬂ% 4 gﬁ’ﬁfﬁ; Sp
conpar es 32W5SRORE PweA8Y or th marshetyF D KA egpaishap  equal ,
the ness ag ecdnibined 86hwitlothe cpialedxaghonss mwjigdoréhle BO ®. foinf thy/BECpertich dVDEC mat ch,

then the & Weds 31%9 bbtth@EGrdﬁBttﬁHjm&@h&t anm;nphEAEmes_@ u5| ng t he

sessi on key E It as hase and
recovers th’@ ns%]S rﬁ’al"'ﬁé'd SW Pt[%hﬁh% f%“co res 33 tﬂ’e random

nunber 1&RNs PIEC the EC sends back in the message Wi th the random nunber
RNsP. Ec it senThedatn istthen faddntazchasly alggritha366/to @eneratal)yDgnf whiches digitediy signadnber s
are not equzgs,by tiieBPrusing ehelSE shtivaté kdyl 3¢0l THedSyllial, iszumbiact 372atithalre damst  and

the nmessagepjqfonk %@Egpggse ?h’ééa e-ﬂ? BotBPthe Eahd th¥ Gietchint td¥BrmiBE 6dtagMte RspaacoUNt

i nformati on_ Al M ct| d uch trgpsacti on armunt TA
and will r egésé?ge?‘ﬁg’ ‘ﬁ?’éléesﬁa @‘ q’ﬁ‘é‘ ggéinﬁﬁfc F%gg\]; JPrrlgt)tc|r5l3"=r‘f "‘é”“ic{ge%m or
when the t r Bigsec] I Rvrdada cﬂ%mﬁ X Torind @PM@"?PPW(Q“M 33 PSsremee t he
integrity apd leﬁPhbeﬁsenﬂsutyresﬁonsmsagelvaak to theawerchypat. HagiroWadepiets thalfindlshed,
the SP can piR4esse triiBactiat Rsponkimeagd in the message and send a response
nmessage back. The random nunber that is sent back in this nessage
conpl etes the nutual authentication between the SP and the .nerchant, and
betweepn the SP Wwien tthe nisGhaff rerivehitte meswag ethe rocrebeoh dingectsbky amtiohe
nunber &0 wi | trarsection ddestifivagion WirebeSFT ID5p.6 dm thetoessage andmakes sutedt isamtidnifitherber
as the traneamsbdtion idedeficatibn oanbenis invatidehennhé olessageis rejestedh3itet 1thd TlPe-MEC
wi | | use i nisalalid,sbdnstbejmerchantsemedmsshd P8srpiviay, wechdwassigrivd bgihe S frpmfthy e,
t he r esponsdatapssiagefchnimeisage, iand ohemefeedsnthé datalppirtiont bfethE@raasudtierheespamsec hant .
To format thesshgeaa$diDiren FRSADhSEEXEssetaifr (Réspois€, Datwer P YPBeraies t he
response dagg}*IDiDse HELECY TSHenSEsliat (Rsspéice IBM savet™> eintor § pine-v@g chash
usi ng the selgsiithim piaiicibl @ WHD @SS The edrchant sdperai® tHe@ata@ohtionof Hindssage thad a | S
encrypted. Widfereacpsis] TIDRp. 1 SBIDOMS EERAtsay ICR YRT D spld eldSdp Anvidke, @TRdpiac PBKAIN  The
crypt ogr am CBXPIKgs PERYPTOspa:c *DESlsavunedeTaiREprpparesao BatvasiSHEransacsion esponsed 340
with the tmessagctol theECAerHei hérctani deoryptsrd¥8rihel erioBptdd(poduh ¢fithe¢ SP'heneSfage
assi gned t outihetheGedsfon dey SReh), aasigheti by thepBRdaririgethe KiFhpltasd dmel rSfovhashd data EC
344, if any fieldo cbadined Wwihiddt. a Tho frietohiant ahert ises SB's poblie keye PRag Erdnori44), e EC,
i . e., 30 DSPdaspripl digibEXEsduc OSsaiay kd- & FResvyeo My JatThe Mdrdant chinpacta 880
portion of tHeceRDy HEIRIMPALS, (o6l 370} Wit theasdovatdMDsh. MM LG, gendDahe a
MDsp. EC whi @b nbSmdich] then the @drgateion S¢bPorlBy message has been corrupted and is therefore

rejected 382. If the message digests match, then the merchant starts processing the message.

As usual, the EC portion of the transaction response message (TIDsp.ec *PLAIN TEXTsp.gc

35 *CRYPTOsp.pc *DSSP-ana[c-Key) is passed to EC.
When the EC receives the transaction response message, the EC first checks 394 the
transaction identification number, TIDg; ;¢ in the message and makes sure it is valid. If the

transaction identification numbers is invalid, then the message is rejected 396. If the transaction
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the SP using the SP's private key 350. The DSSP-P,,,..Kay is conbined 352
with the data portion of the response nessage (from340) to formthe
conpl ete response nmessage for the EC, [TIDsP- Ec*PLAIN

TEXTsP- EC* Eskay- EC( Response Dat asP- EC)] *DSSP-P, . ., key -22 —~6 JAN2003 wo
99/ 57835 PCTIUS99/09938 | To format the transaction response nessage for

the nerchant, Wyh&sa3s0enerates the response data for the ,ﬁ;@,@%
Response Dat asp. M 356, and encrypts 354 it using the session key f<eyM

assigned to the nerchant {9 CRYPT .S _conbi ned

558 wi'th ¢ ne eRAGRRGS Aoy i lnereh Me e i SEBLS R, nm«a?;’%a Yo

mer chant 360by(the Sinfremahe dngipartien gf|the; tinjegtion ‘?PWE%FNFWWWI F%&Ehetdﬁté SP has

f or mer chantpoda of thé E€mynsattion kespasd hessaga TR netRUAGN TEXTthe! Eq ¢ psBespomse message

for the merchant ) JﬂoQ%?xeMaF’héh NigbEXhSPodMEit MBI Q5 R_TWe EB@pAattsahd Messdpen

data pott i on"BARY FEdinc, A’“'?‘Sp"eﬁ?"f‘@%?cﬁ%?w%?r g e

[ (TI Dsp. EC* FIENHNYWE&M@I‘E@SE@ Wssageli:'é'(‘ﬁ@e SroHEkey Skey ass‘g“e d'by the 'SP during the

Dat asp. EC) | *KISgiRsdumd recoeerkdy 8417 fiedSRonkiptdwirhi EXThs EQuisEsiis publi¢ Redfionse

gafv%sg 10 19bjto Iéas/paaé iagmi sight@ide ﬁssgyn",&%@g;rcwﬁ lé}&l ﬁ:fmgaﬁgag%% TQfPSQ ?2 e

key 370 The gfg% ﬁ}/ élne&l SEEP Et ?5% ,P t he

" esponsid MR PN ey e
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rejected 382. If the nmessage digests match, then the nerchant starts
processi ng the nessage. As usual, the EC portion of the transactlon
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35 If MD". and MDy, match, then the SP decrypts 452 the encrypted portion of the message using
the session key Skeyg. (from 186) that it assigned to the EC during the KE phase and recovers
the acknowledgement data contained within it. This completes the processing of the transaction
phase of the transaction 454,
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participants who in turn are in series with a service a service provider 60. In the preferred
35 embodiment of the invention, each element shown in figure 12 is a participant. In an altemative
embodiment of the invention, any intermediate element between the originator and the SP can
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be a router.
An originator conducts a transaction with participants 1100, 1120, 1140 and1160 and a
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key- exchange Si m ‘ffRBX lﬁ% d ases where the
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key- exchange tr S chenes
wherein: (1) ‘8RB tE“a 'i B3 enrf?mesﬁﬁleﬁe&ar‘?saeﬁ sgtaba&t?ﬁ) g‘t‘)’i e r%ut er

series with t helfs@FWSGthﬂpth\?PéﬁeP‘ digetingshe ‘fal’?@““ﬂfa‘r the MephsE &re cugsing §’Fr anged
W th possi bl eransettopramongthamirlves asingtthesebsiondiey gemematsd |bbﬁlc S‘Fhe"semvawm tapnal

or gani zat i on ;8GR EdRRSEn TRY orl ibf®mdiRbefsO WHRH fhere\afeinidie tharitive nivebemgssivélinthe t he

next |evgl . ﬁahsg;/a%h Bl sl 4R TGN Yrofenfts 6 AERBEAN afordRY ARG iR

participants t or
router that t?“ﬁ‘é‘i?f‘ “?ql"lesf RESSAEE ﬁ?féve%? "Wlsaéﬁ%{‘rrgwgnse rqcssgé ﬁpﬁéffg‘"}%ﬂ&g@f
or gani zat i on neeshient havetiereprivera YapspRION rHRQNSHBESSagE from Shespipe memn t‘habléfrff‘?tci pant s
and rout er s.thefiaiisadiof rdqiiBr assdge. Clivk examgRnthreamemberssio b ramsaction candP organized| | shes
the criterionyf Qg athleRd ﬁbﬁagagarbm tRridg, Paficsd BénfRNEanGEnd Dukdnedctisrrequeitch a
message S Seile, éé as Aéc&% e%be \§h06} M@Wﬁﬁw&f&h Fequéénhgsghge eid Sfah@ctiode
messages from d Hﬁ; e b r T8 (Bl nrequegtmessa%pmd
nmessages accovay? i:]mfséag&FP ‘Ee'Pl?? AEPE TR § con‘B ng

a transaction response message to the first member, and the first member sen S a transaction

response message to a second member. A member receiving a transaction request message

creates a transaction response message, which eventually will be sent to the member who sent

35 the transaction request message.
During the key exchange phase, the SP obtains the public keys of all the transaction
participating members. The SP sends to each participating member, the other members’ public
keys prior to the participating members conducting a transaction among them. The transaction
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them and then forwards the nessages to the SP. Each participant need only
formhis owmm nessage (data and digital signature) and send it to the next
| evel . A participant conbines all the mnessages he receives ngmgm
nmessage and digitally signs the conbined nmessage before 30"5e to
next level. In the hierarchical organization's sinplest form there is only
one message kdoRfsas Whi ch col |l ects nmessages from all the RETruse9/09938

partici pants and sends the conbined nessage to the SP. In the series

or gani Zt | 0y, 30 QL) Uk AR rfdlacflor EPHBERESAR incfude Plamaest, dany dlekyprogter S

and/ or partl%l p_a_nfs, olnturp are in series wth a service a service
provi der 60.m‘1jﬁd’tgﬁ%,ls‘ﬁ?”é‘f‘é?&@ﬁ“”‘g??p@ﬁ%odi nment of thef.invfe%i R.an$aSH, € ement
shown in figur&nii ¢ase whescthe SRinepdhto ach g5 the, SUTOBAG-FPRRH<GE ", %gl fEnt: Of the

i nvention, amtclahtisbiaeds atabwih ecmificatbbispiextermaheysiom; i RRTFIASIRES Mdosp can
be a royter -megflerarahmd&g%@spemaldmss‘examaxrime.t T“kcchéP\mtyhetpm toghci ﬁﬁ?ﬂ@r 1100,
1120, 1140 a 160 and.a -~26 & r4c56:8 3hth RETECSIHBDH0RO38 1
service prov‘irﬂﬁlér}er‘:?‘ﬁ'gt é&gnrgégnnngrﬁcrd;tﬁgg%ﬂig% t}s{geqri es as shown in Figure 12.
This is sinmeehapy the three-part scenari o descri bqed i.n figures 6A-6Q
except for the Wailtthdrave bromdeseribedharain weat are papsidprad to °H§75?W786’%eﬁﬂ?pém

parti ci pant SepbofimaatSof the préseit ifvefionaheembdiBeationsiofithg ényention skallibg gpparent 180 Each
of Lhe 192t .S RARL iR SARGAR . SO¥RTRAERAGE itesaLpoLmbesyeiedilins  he
message e 1 geel vec L o Bl EQlnadnPA b GliRARinin itk BRYpirRARE RGP of di Ol ¢ al
signature wi fthSREWELCRYPE G RUPREN " sends it to the next Bﬂ{%l'l&dﬁﬁ”t in
the |ine. ThiaventoerThelveniienisigde sosstiedasinpliding all gppodird "tnﬁ]e }"E n tL SP
forms the respess@f tesppmdedxiains atidribd ipveatien shevld enty be Hmitkd Prg AP sane
path the ori ghinalelb®duesiditionEns M@k ofiagrytskitiethedrt will cradily abgreeipfothst @hasnent s
arranged.in a hierarchi I &Rtd RedRwitNhcepatiag om 12 sgitiement , X1,
| to X qﬁ (n%ppi‘,cﬁlf?s%?ybgéhgsg%gg(?r@%sgngifti ci pant o? tﬁi transaction and
not a nessageors YA WYBh el enent, X, j,k (j =2, 3, 4, ...; k = 1,

2, 3, ... m inis avariable of type n; mmy be a different value for
different levels of a hierarchy) 1210, can either be a participant or a
router. The upward pointing bold arrow represents sendi ng a request nessage
1220. Tg% downward pointing arrow represents sending a response nessage
1230. 15 Each participant collects nessages froma nunber of participants
he is responsible for and, after conbining the nmessages with his own and
formng a new nessage, sends the new nessage to the next level. A

hi erarchi cal organi zati on schenme may include only one participant to as
many as is required (The nost regressive case of the hierarchical schene is
one partijﬁci pant and one service provider). Eventually, at the |ast el enent
before tTe service provider, X.,, where a 20 is of type n, all nessages are
conbi ned into one nmessage 1240, which is then sent to the SP 60. Again,
the SP forns the response nessage and sends it back through the sane route.
In the case when the SP is not directing the transaction, the nenbers are
conducting the transaction anong thensel ves using the session key

generategd by the SP. A transaction can occur between two or nore menbers.
When there are nore than two nenbers involved in the

35
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25 transaction, the nessages can flow from nenber to nenber in any order. A
menber sends a transaction request nessage and receives a transaction
response nessage. A nenber does not necessarily have to recels'v

transacti on response nessage fromthe sanme nenber that he s€ j‘Aﬁezooa
transact i ObAiMQuest nessage. For exanple, three nenbers in a transaction
can be organi zadystérh fér dlécn@nizncinsetionsmapaigiag: around the ring. A first
menber can send a tiaiisdohiceardRgigst 30 nmessage to a second menber who in
turn sends a transacti on ¢r@stu@aphibBEFRE orancryptidd MARElypAdh, r esponse
nmessage to third member. acﬁg &‘fc{rgtoﬁﬁ@@ﬁﬂh&@éﬂﬁfoﬁnﬁt[@n&ﬂpt' on request
message and a transact'aoahgsn%mss%ﬁ%s Ad6: plvideFinfdrviliolBiERAng @ptbiicny
first: marer eei\,oggpfo S,nsactl on onse ssage to a second ne

Ure ran

menber re aCrto'v 111%91%(? 1|-mr‘§ r@%%Pm a:{g:ﬁ%atﬁ)ntJf LS gétfoml card3 5

response rre sage, vihEhebed nber sent
the trans i on request nmessa Dur| n t he ke exc hase

obt ai ns the pu §‘°8fpr%éﬁ er tﬁrémﬁ scag‘ﬁ“é‘h Iélw E{é 46 ﬁmv’ er mem
SP sends ieémé‘& CCRYR “%tc i;e(gvnc?( F

transact i gvice providegmemkengningisngLPLnE SoMpETicEingy 1 dlepaiervics prQvidex te

and the t decnyptgicomnpainatior Bomeabesagece provideetepninph theeperypted Cawylu%a"on

crypt ogr athe semvig prodilefi membegitepmanal fe thefservigs m@ﬂénrﬁ@mpaarltl ludms piHeast agertighen
t he SP neefls kep eaciangs reghest suassagg enerypied tusingghe servise proveders publie &ey figm the
mer chant klecteonie katdp adéahe wi¢rfiptad cemnivnicatiore fivas gt estviee padvidey stempinalt t9ethgp
shi el ds t b@vicEpanitleo mentbet feemimelriatiading b ikeyrexdhanggrespanscomessigetinduding e isergion

i nt er f acekey[hike SsioMkyy beihpusal tocconpietEE tanshction bétereerethesanice firbreider member

i nf or mat i wamnaedﬁpkhe Serveeptoider tdiidar.ansacti on with the EC and/or the
merchant. Wil e there have been descri bed herein what are considered to be

preferred an npl ar nbodi nents of the ent .inve ot her
nmodi fi cati ong xﬁ’f’ %“?rﬁ%ﬁf‘ T mﬁéleﬁ'ﬁﬁ‘ﬁgg‘?‘f ‘st"ophyﬂfa{]‘?%‘ge with ordinary
skill in the art. Therefore, it is desired to be secured in the appended
clainms all sgch THedldtis AF LRRS | Fthe? SbRPSiANSofard Rdving/ht Ble¥hddid Sarihe true
spirit and scope of the invention. The invention is to be construed as
including all enbodinments thereof that fall within the scope of the
appended cl afms Bwdysiera of eleiani whereinbeclactemiocaptiurther qomprises ageed aperatingd
cl ai n8 besyswm for bading iand, updhl&xg\l\bdr%mallmﬂ)h)ab atkiﬂt,) Ichariging g&fear éoﬂ#itidnsr sdli |y
appr eci at ns may be substituted for those set
forth herg‘lﬂ}r’l%% ou&géggﬁ%lg&?%e%the spirit and scope of the present
invention. 20 25 30 35 -28 - 6 JAN 2003

5. The system of claim 1 wherein the electronic card performs external communication

prior to Me& EfaFeFF‘Biabé‘ﬂ ﬁ%%%e?@’ﬁ'ﬁﬁ%‘@f‘ﬁﬂd %S?W‘ﬁﬁgé‘bvf‘?eédnw ¥ é’é‘zhe
om

read/write operations, and communication protocol handling.

6. The system of claim 1 wherein the electronic card further comprises software to
manage the electronic card.

7. The system of claim 1 wherein the electronic card further comprises application
software.

8. The system of claim 1 wherein the electronic card further comprises applets.

9. The system of claim 1 further comprising an external system wherein the service
provider terminal communicates with the external system.
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CLAIMS: 1. A systemfor electronic transactions conprising: an electronic
card havirng, a cryptographic service for encryption and decryption, a data
area for storing cardhol der information, and a data area for .sﬁodlAﬂ 2003
service provider information including a public key of the service
provider; a der VIlessysteonofataimniewhereinttier datavarba foe stoting sereice progier infdrimationf

the el ect FiHhef inCRf gs at| ngo{i’e s%?»ru‘!é naﬁéﬂ‘éﬁ(ﬁ& ealtPseMibab roWEleFﬁH&T‘H%ﬁ@hélﬁE Wi th

t he service prow g servjce provider term nal
decrypting com*ru‘hi‘%?f%‘ﬁ“? ‘%“ﬂﬁl@e%"é‘f‘%ﬁ@"? of?™er nmenber termnal and
encrypting comrmua sxabur informdtion fredd edntainipg mfmrdmnomemtme toteachniendte protider.
service provider menber termnal encrypting comunication to the service

provider termnal and decrypting comunication fromth ervi ce, provi der
ternminal, thédlenEhsistm ‘é‘?ﬁ"{%ﬂhiQ:‘é(b?’%‘gn']ﬁler§9FH‘°°LWf@"‘g%‘r‘??q{@gﬁa‘ﬁ(l?‘a’é‘?“sﬁ%nber

t erm nal taf inshanmeat-tyipe éindication dreticatiag thertgpe ofindtmudientp serviteprovider quppd)rmn of
a key exchange request nessage encrypted using the service provider's

public key fromthe electronic card, he encrypt ed ni cati.on from
the service provi H&SWW%%{F‘“E 5 t‘?‘l@“"%@fe\ﬁ E"écep‘?rBWgre‘Fc‘?Fé%g'g}rjﬂ COMAFiSes an

i ncl udi ng adcdseyorrtitidm ndichraspomast satisp toggrin acckssdo tig sarvicegsooder ikfeymattone
session key being used to conplete a transacti on between the service

provi der nenber termnal and the service provider term s stem

he
of claim| whbkefnmethed of sendughineaneleeironic t nggalpg@g,c Ctr%‘“c ?‘f{é-hg\}@ ém of
claiml pr’ubheke)CGﬁmfelr\Swg'oﬂdkt wempritiagsi ng the electronic card. 4. The

oper ati ng syt el R Ll ﬁ*‘%@ TGS o M er, TRTRE O harhe (RS ng
access corfagsspashavingfpu ﬂﬁh&’g?ﬁ‘g FO‘? # g”‘ﬁf’ 69‘?‘%‘8? °ti{§’f" ge%l?’@ba“gf reqhset
syst em of mbmga tilemgmrcq:pued usingthe s&rmoq povidar's pptdictkey fomethe eleptadnic card;

conmuni cation x‘{gnih{e &e \/\ﬁ éc%@:esﬁﬂ&%s&éé‘ FFOHA tHeahdrblr Y Bk 8691ce PAIVEerNT.

6. The system of c al ere

el ectroni.c card further conprises
software to nandGRCTRlng Liestipn k?ﬁ%“'&ea?c&“ce?m O%ifeN system of claim 1 wherein
the el ectronic cdomndting hlkey oxohpre sesporsp pidsage irgindingthe sessien k& atThresesyiet em
of claiml whacein the el ectronl c card further conprises applets. 9. The

o ovi der R e A B BRA D eI s g ol athy

10. The sysidem of claim1 \/\herel n the data area for storing service

provi der informats@ip thé Wshlbﬁkeyﬂﬁougﬁae&fetﬂmﬁomne servi ce provider
record, each service provider record conprising a nanme field indicating

t he service provider; and
14. A method of conducting an electronic transaction using an electronic card having a

public key of a service provider, comprising:

formatting a key exchange request message at a member, the key exchange request
message having a public key of the member, and at least a portion of the key exchange request
message being encrypted with the service provider’s public key from the electronic card, the key
exchange request message further comprising a member challenge for the service provider;

sending the key exchange request message from the member to a service provider;

generating a session key at the service provider;

formatting a key exchange response message including the session key at the service
provider, the key exchange response message has a response for the member challenge and a
service provider challenge for the member and sending it to the member;

formatting by the member a response for the service provider challenge and sending
it to the service provider; and

using the session key to complete the transaction.

-30-



an account information field containing information unique to each service
provider. 11. The system of claim 10 wherein the service provider record
further conprises an instrunment-type indication indicating the .LF) 2003
instrunment a service provider supports. 12. The system of claim IO wherein
the service pidvithemethedelridinrittesd 4 wbarsin the stepaf usingbis sessiondEY laotempitech a
user nust @@Mﬁudmﬁr@es&ﬁggs&dfo t he service pI’OVI der infornmation. 13.
A met hod of cgndugti tronic. .card
havi ng a pub? Qrma @%%g?mgm rv' C llgn eal#gﬁ%gsts us%éhﬂ:%eﬁpm?( ng?lfetransactlg gy
exchange risquastmesspgeinejudinga éngn@mpturqqf &emnhs%@n f\gé'éﬂ}é%‘ﬁaﬁlﬁé magsé

havi ng a mggshge%qye@hlemon’aa@%d and at | east a portion of the key

exchange requ C vider!

ubl 1 ¢ key 1 SHeHEEar @R Fordh B9 PG HRlsRcloH sphok Es BBk i Rl g e
nessage f resssiom bcmﬂnﬁmc@on KRSPORSE W%‘lﬂ"}ﬁ@)‘hﬁtﬂ@ﬁlgna@&w@r@? F%ycap@ewr,cmdkey
at the ser ydnamgRhiarddtion répoMe imalshga tkdY nRXbBANgE response nessage

i ncluding the session key at the service provider; sending the key
exchange response nessage fromthe service provider to the nenber; and
using the sesdPorTheasethod ofslaim &f whetein the memberenemppts upingthe sepsienkeyrassigned
conduct i ngtcEinbeihesérvies povidenis b informatign ahe thrsadtionnimouniand alpostiondf the

publ i ¢ keY yBleaBiciCdath fPhBA4H0n reGOHP hleRaPll hd g&n@ﬁ bl {1 EanliiRlof EH M

request messag uest nessage havi ng
publ i c keylﬂme‘!ﬂIﬁ‘énﬂﬁ‘hﬁé\WeS&hE%iyméé’ﬂe“a%?‘ﬂ ‘Efn of the key exchange

request nessage being encrypted with the service provider's public key

fromthe el ectiponig, tﬁd STk % w G M fehbd dicitd cfg?ﬁﬁ@&?t i HE:K:&T(tlon

conprising a nenber c enge for t e service provi sending t
exchange r &Rfyestmesgeage fromthe menber to a service provider; gener at| ng
a session key at the service provider; formatting a key exchange response

ggiﬁggge' ne 'S ggi'rs];gg ThE FcHoR Bt 13y é@&mﬁme ?ﬁfn\bbpﬁclueésqglﬁ ngsgctlwgﬁgégﬁ%i%no;
service pr 8%8ned H‘E‘P S’é&tﬁée‘P’B’F Wﬁ%ﬁgﬁr%“%mpﬁbmefsa% t he menber;

formatting by the nenber a response for the service provider chall enge and

sending it tog h?h&xﬁéﬂib&@fdwiﬂwsdﬂferclme mé¢SibBEinél1€esA@EPOAE thL¥eriice Hrovidbet e
t he transachﬁlg(1 The nethod of claim 13 or 14 wherein

the step of° “ﬁﬁ"’t‘?‘l%“@g‘étfoé‘r‘fe%?t'P%ss%ﬁzempLete the transaction conprises

the steps of: formatting by a nenber a transaction request nessage using
the session ke, tie nidtediScTGldiMNS WHREHethe sefis peeviden Ehdsgiits theaespbictdata for

signature qf Lhe "Bmgamgap&s%@{;fm&ytan& cm@iﬁ&&ggegrow of TEIRAUEIOP

the service provider e servi atransaction
response nmESYPAE¥ messagerie thegperabery s ng the

21.  The method of claim 15 wherein the service provider includes plain text in its
transaction response message to the member.

22. 'The method of claim 15 wherein the service provider includes member's transaction
identification in his transaction response message to the member.

23. The method of claim 15 further comprises tile steps of:
formatting at the member, using the session key, a transaction acknowledgment message,
including a digital signature of the sending member, and sending the transaction acknowledgment
message to the service provider.
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session key, the transaction response including a digital signature of the
service provider, and sending the transaction response message to the
menber. 16. The nmethod of claim 15 wherein the nmenber encrypuﬁ \"NWQUUSB
session key assigned to it by the service provider, it acco

i nf or mat i on, 24heThe methad of daimaiforhereimthe nember ¢ricoypts) fisingthe séssian kecdssignediat a
in his tr?@ﬁnﬂ%&EH@sEﬁ%&%?&vn&@slﬁég&no%%gﬂgﬁttda&ﬂn‘ﬂis delffow 1BERTRAE Qg data
bei ng ormation that 'Is accessible only to the servi ce prov 5 17. The
met hod of claim 15 wherein the menber includes plain text in h| S
transaction 2Sequeskthenesthadeof ¢im THe whetciro dheoimeiter rindédeshplaini text lie hiwnber
i ncl udes typyg o t ekagdentification assigned to himby the service
provider, 1n his ransactlon request message. 19. The nmethod of claim 15
wherein the member includes a response to a service provider challenge in
his transactizm rihgueghodafstamdS Wireidthe nmmlteodlchfdes:tmitm%tiwmmeﬁifrcatibre

ser Vi ce proybano Gl bY Bickeh& HiERRANE G SRl REgmiiit using menber’ s
sessi on key I nc e cryptogram as part Its ansact ion response
nessage to the nmenber. 21 The net hod of claim15 where| n the service

provi der i ncl2Me¥Thpmaihod bEddaim b whegein theamsier cloosesds ponge sasitive gfortmatibhe
menber. 23, theTﬁﬂsa{EﬁBHQ&n@iﬁvlc@Fﬁahﬁﬂﬂés&@éQB@&e’ﬁsﬁlb@ut?&ﬂéhﬁﬁb&ﬁ@i‘ﬁ'f&ﬁ{anbﬁ‘ﬁxbf{ges

menber' s trans%ftl n denti |ca§eon In his transaction response nessage to
t he menberdcces!] HEFVIEF POYHI® 15 further conprises tile steps of:
formatting at the nenber, using the session key, a transaction

acknow edgnengg. W%Sa@&%d of bdubtig'eh aeéifoaicttﬁdnszfcheﬂ AbiHE 8n Cfeckdific éﬁﬂ faiidg a

menber, and ie di n he transactlon acknow edgnent nessage to the serV| ce
provi der . %6%1"?21‘ deFrGAMPHSIPE G of clai m 15 wherein the menber
encrypts, using ghmr&te&samanke)chdkmggbjeﬂlemmbﬂ,m by the service provider,

hi s acknowl edgm?'%l‘-uf1 ﬁ«fu?g t&ﬂh@ hﬁr&@kme\fde%ﬂﬂmileﬁgéi&whe sevvice PR videl ﬂgﬂ:{lﬁf

claim15 erein t I ncl udes pl ain Eext his acknow edg

message. ??38“’81“@ 19;gRRefale &R ngPé“’nenber i ncl udes the
transaction i dentforﬁnaum' by thaswntheed key hiohamgc telquest anessage ipclodingethe first hi s

acknow edg@%g{ﬁéﬁg&epubgzkegmhgp,{emgr of claim 15 wherein the nenber
chooses to encry%%nﬁ%dﬁkwfll&eo%tﬁé Eﬂtﬁ@keﬂ cﬁ%gt E&ﬂgiﬂ&géa‘%g acknow edgnent

nmessage, the sensi eln I“nf or hat accessi bl e
only to the ser viseedipg theidigitally zwnﬂ*mxmgﬁfcqe%wwgw the sesyiee proyidies
transaction usi ngensratnehy the Bervice pravidenx sergica pravidet tleallemye; of a service

provi der, conpri swgﬁgggfﬁlgtsé%grﬁ%pﬁ esgllaglk nge by the nenber;

encrypting by t heé? en e n t he service pravi der S
public key fromenpeypingby msﬁwawearwqesttgéﬁ@rc&tpéova of challengg andithg,sessipn key

using the member’s public key to generate a second cryptogram;

formatting by the service provider a key exchange response message including the
second cryptogram and a response to member challenge;

signing digitally by the service provider the key exchange response message;

sending the digitally signed key exchange response message to the member;

encrypting by the member a member response for the service provider challenge using
the session key to generate a third cryptogram;

attaching the third cryptogram to the next message going from the member to the
service provider;

signing digitally by the member the next message going from the member to the service
provider; and

sending the next message going from the member to the service provider to the service
provider.
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formatting by the menber a key exchange request message including the first
cryptogr.am and a public key of the menmber; signing digitally by the nenber
t he: key exchange request nessage; sending the digitally sign ange
request nessage to the service provider; generating by thg_gmgﬁ@@
provi der a seayi tl‘hepkmvs'ddeaflamiml\l/lmngethegmnmeaudemgnfﬁcyembm'rssnépm'a:eandrpm%iider a
session k I i

chal | enge%ﬁd t%Eefyegéedstsﬂlg?)%%&dg%g‘?lnYnégsgat%ﬁMO% r s pu fh\(és tpo generate a
second cryptogram formatting by the service provider a key exchange
response ness3@e Thamethdi oficlaine?8 wieran thedkey prohangerequest messagspodkey dxchangegber
chal | enge;, oﬁ.@rﬂgssgéee@ﬂ Bﬁlirtyl R¥edthe service provider the key exchange
response rre sage (§)| ng ﬁ lgitally signed key exchange response
nmessage to the nmenber; encrypting by the nenber a nenber response for the
service provi8kr 'Htcahéthm@a’ cleini?§ wherin thesisamber kleps¢sao gaergptdiicown pitilickey
cryptogra bi Wi dEpgage going from
t he nenbe?“st@tt%‘ﬁgmlggpwgig}%?%%cgeymtg?[é%%ﬂﬁgg?%@ﬁgy by "t he nenber the
next message going fromthe nmenber to the service provider; and sending
the next message Theimethddrofnlainh@8 wherbiarthe member apd service provisier elooseso elimeypt

service DPLAiiJEL portiso AN RdticiPin thelRy @?éh raiuesd Y %nme 'k@;t ékctlttt'g
menber uses different |rs of%lptgnmg By lﬁ ésl @5 id
t ransact i offSPnie MGeSakk o1 ¢t 8% B ’Wf‘ THEC BRV\P Sf)‘rvbcé"lpd%‘t‘ €r30.
The net hodaxtdfthcba'msptzahmcmbﬂ t he key exchange request nessage and key
exchange response nessage contain plain text. 31. The nethod of claim 28

wherein the cho stae t. his own public n thes rvice
b ovi der < puhi deayeipet o opbat ebBiin b sElts Bvidet eoGbes B Rndnd€ 12 i
of claim Z&eMbarcélaHeltgqes partrbEthe serdnd enyplogeanpr ovi der chooses to encr ypt
sensitive a portion of the information in the key exchange request message

and the key exch nse ort on of the infaroat.

bei ng accessi éﬁeaﬁﬁlr?/edt gsoﬁlﬁéln%%g\?/ﬁégggieé row (rjertcﬂ'é’tsctrgnsrraes%no%c ""ﬁgﬂon
menber . 33as fErkofithe segondérypliogiam. 28 wher ei n the serV| ce provider encrypts
the response to the nenber challenge as part of the second cryptogram 34.

The net hod of 'ahm %?emt!e%@t&;ttﬁ teetmeotawcde;ggﬁa&r }fm\ﬁe%m dﬂgtfkﬁétf w

|dent|f|cat|on as part of 'the secqn 3‘%&
28 wher ej n“ieﬁﬁﬁ%*’é‘ro(}laéeaerH\l)F 8@%“ EHdp Hlfé‘.?yﬁx? FRGERANSHMESSARNE | f i cati on as

part of the plain text in the key exchange response nessage. 36. The method
of claim 34 or3635 THDRERIR of NBIM 4TRSS wizfh 0B felbRNeR¢ iHe Randabiidt bt ARG

in the next message going from the member to the service provider.

37. A method of communication using an electronic card having a public key of a service

provider, comprising:

formatting a first key exchange request message at a first member, the first key
exchange request message having a public key of the first member, and at least a portion of the
first key exchange request message being encrypted using the service provider’s public key from
the electronic card;

sending the first key exchange request message from the first member to a second
member;

combining at a second member, a second member key exchange request message with
the first member’s key exchange request message and sending the combined key exchange
request message, signed by the second member, to a service provider;

formatting a key exchange response message at the service provider including a first
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I n the next nessage going fromthe nenber to the service provider. 37. A
met hod of communi cation using an el ectronic card having a publj Mﬁy & a
service provider, conprising: formatting a first key exchang ez 3
nmessage at a first menber, the first key exchange request nessage having a
publ i c kesessibn ki féri the firstendreber, signingthel responscampssegd, Gormattinghe key bx@angcey
exchange ﬁgﬁ#&é meS%Re Atfudif £ SecBi® Eéé%ﬁ ﬂe)“ for gk Jet!&\&nﬁéxﬁb&ec&ﬁﬁﬂmg e Rey

public k rom the electrom car ndi ng.the first key exchan

Fequest ' rSHEREE TR PSRRI, FOEPITGD kY SERIAREE RIS FEBBRRITG R
second necdmbinedikeyeshahgewespensekesssagectramgading thesombingd skesgexomnm respionse j r st
menber' s Kﬁysaggmgg&mﬁ@g{émr RR$sage and sending the conbi ned key exchange
request nessage, S tg.a service provider:
formatting a key® Qg'r\%‘ﬂgﬁ/er ﬁwﬁmﬁnﬁﬁs@gg‘% Cxphange respORSE MESsaEs {Ar i Second

i ncl udi ngmeendbier from thigy-eikchinhe ROPHse pessagniok the firssmenther,fand &nwn@nmem key

si gni Ng t B HhEAPRER IR SAG for R IR Ihdnter & HEYir®XichdBYE response message
i ncluding a secon(g}%ﬁssm ongfe();/ for the sécond lmarrber conbi ning the key

exchange response nessages into a conbined key exchange response nessage,
si gni ng the 3BonbhewmdthRepf driohihfpethercomprisisgnessage, and sending t he

conbi nfd key excfommafing &y p@ﬁbﬂﬁst rﬂ?ﬁﬁ@ﬁ@slﬁg)ﬂierﬁstsﬁtﬁﬁﬁdkeﬁ@&ﬁnsaﬁm r uestth
separating at econd nenbe he e
second avehﬁgmé% R RS nere PN EE IRMCIBRRP DN, FRRRSer fla | 7
and formaﬁmm@gﬁ\héfakwﬂommhﬁhgﬁsﬁa&%Pdh% @ﬂghﬂfor the first rrenber to

the first nmenber formttinghe thevetund nidmbset, aisit &e sbeond bession kepraittins@tiod eyiest t i ng
by the first menber, using the first session key, a transaction request

message, thEFansaction request message including a digital signature of

the first nmenber combigingshyrtie serondh memban dhecierend merabas dranspstarnipguesh meprage

i econd {Termﬁ{ thteﬁrit%éfﬁlsetr ifalsaotior RGuésehRdgd e Rmbineditfagsdctien ﬁ‘eﬁﬁ&ﬂdw&ﬁ@?l on
ey, a tran 1 O ues e

second rediapapk el ore TSR B g e AGF il

transacti cmesswue em%eelgew ¢The conbi ned transacti on request nessage

i ncludi ng a di gi fetmaRirg3tihé serdite ploeides asingl thedirtiaessionrkdy sarmisatgion fesponse

conbi ned th,a88a00b! MR ArfGhESter, 1H@§éi & dipRtal SiEhafié wtﬁ@smeapﬂerderfornattl ng

by th d
Lsponse. . messagdoraty PRt ik DR R ap Gt PSR parss

the servi c:neqsagwﬁodéxesemdmmbmg by the service provider, using the second
session key, a tIanbffild @8 whRaRVATEsp oﬂﬁﬁﬁé&?e SHthd it ;BERR ViR Rinsaction

Cr ansact | HePPEEBBHEE #%Ewsr ERA B RS datoh g i S sl e
t ransacti o¢pmbin aqt@gmgnsetmsage including a digital signature of the service provider;
sending the combined transaction response message to the second member;
separating at the second member, the transaction response message for the first member
from the transaction response message for the second member; and
forwarding by the second member the transaction response message for the first

member to the first member.

o

39. The method of claim 38 further comprising:
formatting at the first member, using the first session key, an acknowledgment
message, the acknowledgment message including a digital signature of the first member, and
sending the acknowledgment message to a second member; and
formatting at the second member, using the second session key, an acknowledgment
message, combining the second member acknowledgment message with the first member
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conbi ned transaction response nessage including a digital signature of the
service provider; sending the conbined transaction response the
second nenber, separating at the second nenber, the transa‘cﬁmj&ﬂg

message for the first nenber fromthe transaction response nessage for the
second nendeknowladgimémsrmessagentp iyt hecogbineddackpowiedgmbms messaga cthe aombirsdonse

message T oforhiRnelid tft@ﬂt mcgﬁilg@%clﬂd@n g {\@gitdl siphatlRBTMe sedéhd rheRbéreidadndihg fledl M
38 further CO"A%L&H%V\!F matti ng at the first. menber, using the first
sessi on keSPm ARt Message Iodhe Servieq roXider, o) edgnent nessage
including a digital signature of the first nmenber, and sending the

acknow edgneniyp MeS aR#8d bPcnHESeR Hdn SRR & eledrthlid &Pdﬁv‘idgf%tibhc ké\eofaeniict
menber, usi Bg t he secqnd session key, an acknow edgnent nessage, conbining

the secondPiR¥idHeCOlBUMNBE edgment nessage with the first menber -34 - 6 JAN
2003 acknow edgnﬁ'nnnam adistt keyf exchange coqusitnmdssagsk sloafiest gnembernths Sfirstekeyt he

conbi ned Eﬁgéssgfeqﬁ@ﬁg a'p'ﬂﬁllléﬂ:'y 19 tl@ fﬁétghén%er SdndR@lersta p@f’tlotnhﬁ the
sen

d
ot tseevrexcwege IRaHEN St DU REP LT Oh LGS &TF b aPpa ke &

havi ng a pthelelectrbsig cakl; a serV| ce provider, conprising: formatting a first
key exchange requ@gdin e?tex@na.ft d &&uéﬁﬁﬂ@s@ﬁge frdig tlfel ﬂirSttm&ﬂVer t@&ﬂbﬁ%@e

request message havin c ke {ﬂﬁg

portion of i w%wdwerrgfrgkeﬁt@e%ma s @lres o sk g 4 the BB e iR ey
t he servi cef paidv atikastsonpuintenediaty nienaber being eitherca message douter Ors%ﬁértlﬁ@atllﬂﬂa
first key mpge request message fromthe first menber to at |east one

|nterrred|ate menber cau d.jin series bet en t

servi ce provi der,8%§ ’6&&% '8“539“‘?‘83 %mflﬁpgr 8 sﬁﬁ@}%‘? ne?gxgicfplmng
either a nmﬁgemmﬂx@fﬁwpaalqmwmgmepémsmdwymh&egﬂegmr at| ng, if said at
! faSt ﬁnef ' ?t er ”Et‘iltcé}%ﬁt 'I?tiﬁt R8&rvice &?@c@{blﬁe@a&y eﬁlﬁné&éﬁﬁ&t :ﬁaésagbgfromirﬁm?r,
at each o parti ci in S exc

he"ser vi cat BABTRBATHeRBHIAHBEFOGS SRRGr 1Y o Ber e fapef 90‘*%%“&3"@

| east one ifirstdeyrexiihange negudstmessageand thetkiey exchege fé@k‘@ﬁ@ﬁ@%ag%@ﬂc

conpri si ng tﬁ@ﬁ‘am& gtﬁ\tgmb&gcchange request nessage and t he key exchange
request message ggé}%&:@fr}@d&tq}{e § ?rovurlé?ea ﬁﬁg Eés§1'oﬁ%}' Yo WRTRRE fembe8hdPhi NY

at the service pr I rst menber and a
partici pat |mgl°$w§8é¢ﬁsl@>l@?8?feé%ft?ftb? Pafrh‘épaﬁ‘&’gt“i“if‘i‘tﬁ’%l ng nmembers; formatting
at the service pr quﬁ&rng&tﬁﬁyctetce bmvghram'mdwagmmememgmmphgmm off

the first d td é S6SSH 19s:keys; sendl ng the key exchange response
nessage fro °{lﬁsg VIC Ml'%ov dp%r Po sai d at ast. one |ntedm3 d 1
menber ; en ing the ey exchange response message om the service provider to said at least

one intermediate member;

separating by each participating member its respective participating session key from
the key exchange response message; and

sending the first session key from said at least one intermediate member to the first

member.

41. The method of claim 40 further comprising:
encrypting a first transaction request message using the first session key at the first

member;
sending the first transaction request message from the first member to said at least one

intermediate member;
generating, if said at least one intermediate member comprises at least one participating

member, at each of the participating members a transaction request message encrypted using its
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separating by each participating nmenber its respective participating
sessjon key from the key exchange response nessage; and sending the first
session key fromsaid at |east one internedi ate nenber to t.hs UlANtZUOS
menber. 41. The nethod of claim40 further conprising: encrypting a first
transactiQ&geamqﬁhiamﬁaggasiuakag the first session key at the first
menber; sendi ng g | ' - fenber
to said at |east_k%é’f“lgiaﬁﬁhé’%%’g%?gﬁé"%ﬁ%@ﬁ@é‘gﬁ%ﬁ%ﬁ&‘{ [ ?%%%g?EOEf%és one
i nt er medi deast ereriptermediate membsr, the qamhined drapsqsHipR redpesh Mestpee ruRPRSing te fissdcn
of the paritdnSdcHiah rétlesteneasdee and theanmamition reques unstageefssagh of ttrrpapicphtingi ng
its -35 'mgmgéﬂ\l 2003 respective participating session key; receiving at
t he service proVvider a combined transaction request nessage from sai d, at
| east one i nt er méIMatting gdheservicoprryidesAsamRined transaction [espPNSE AL GOBWEISHE
conpri si ng, frdigadtion séspohdeancssapeifonthe fep arinberariageh off tile participatimpaaenbers
request nmessage fOr{dit%itgpc&ébibgﬁr&i&{tfoﬁ5&?&ﬁsg%es%g%ﬁﬁhe ;e%i@‘égobﬁgr l"atsaitdhe

C I ne g a

service providers% _ ransaction response-nessage conprisin
transact i o leasksensrinermedisiegember the first menber and each of the
participating nerbeifing byeaci patidipaing menbee ils tesparsiae tramacticnapgpoas: messgege
fromthe sgrvice pr.Qvi | t..qne i nternedi ate nenber;

ft tlgeaaﬁmeXéﬁ%nsz;c%oﬁ ?égsgon%sgknmérsﬁgé and

separati ng %’9 chparticipatin t’s respective transaction response
message from t heerdingihg d@nsachosEeRanshmessaRsoiet thefirstmeraber Srom saudalileast ¢1ife

t ransact i omtdr@sgiaRItenis sage firdmeniber.f i r st nenber from said at | east one
intermedi ate nenber to the first nenber. 42. A nethod of conmuni cati on

using an electronic card _having a, public key of a rvice _provider,
conpri sing: f&2meh mcﬂ@d@fk@pmeweﬁmg@mgéaG@%?O%%agig%‘"%&a@&b@'ﬁﬁsx otga service
plurality plovidef,ebmpHsigrs, the key exchange request nessage for one of

the first nmenber j. ' ] Y I

bnd bt 1 eact o paPRiAgs ReftibidiGe Ko¥ePineS B 884 ith phility bf A8t mEREAEIR
the first Kexenshangerrauay mesaes o ope ofdhetirst membss having PB%VrC'féalgaB? ?‘gﬁ%ey
fromthe ekiggieftibes, adratleastapoitiog of the keyachargk reduestimessige forshid oae ofithe first
respecti Venﬁ%ef;#grﬂ@&@ RAULEE S SAGEprotifeds SRHORy FBFRIRL cledihic&saNd

menber bei ng el a sa Louter, or .a rticipat :
generating, if th¥ndingsop ?‘éﬁﬁ E&‘ei ‘§Sté"'_°‘6’ébr?ﬁo'gsl ’Sﬁlef’“ﬁvge ‘#3%6%‘?“@%&%%%&“& SRES
exchange teascestd mebaghe secondracmsber beitls pithepemessagaronier ¢1@ participgtingmewher;
nmenber the key exghaR@fe iféQstondRentee is'd puRicipaihgMherhtiee, a decoid keyrIxbiRinge t O
forma conbi ned k excﬁ\g uest nessage, the conbi ned key exchange

ange re _
request nedeRIgH MEFIgSE (oS 8P Che second key exchange request message
i f the second combining at the second member the key exchange request message from each of the

first members to form a combined key exchange request message, the combined key exchange
request message further comprising the second key exchange request message if the second
member is a participating member;

receiving at the service provider the combined key exchange request message from the
second member;

generating at the service provider a first session key for each of the first members, and
a second session key for the second member if the second member is a participating member;

formatting at the service provider a key exchange response message including each of
the first and second session keys;

sending the key exchange response message from the service provider to the second
member;

separating by the second member the second session key from the key exchange
response message if the second member is a participating member;

-36-



menber is a participating nmenber; receiving at the service provider the
conbi ned key exchange request nessage fromthe second nenber rating
at the service provider a first session key for each of the 'fsrgaWS,
and a second session key for the second nenber if the second nenber is a
partici pating nesvpmating b)otlmsmdndgnmbetﬂs fggrsedsiom key Gori aaeh ofithe diystenarizng e
response A ke} PehEkPeEspRAE mEkag etﬁ}ﬁl first and second session keys;
sendi ng t he key ex hang E AN ﬁe rres fromt{1e se Lwc I‘OVI der to the
second nenber; é’é‘?ﬁ S}ﬁe ‘5 I %esg% %Wé‘?cc e Sel6Ma%sessi on key from
t he key exchange response nessage if the second nenber is a participating
menber; -36 -f ng,gggdgpgg{n@az ﬂgthgycotnﬂﬁ,sﬁ\ cond nenber the f| rst session
key for each of the Jrst rrbt tkqa%{ efggatn%{e anse ssage;
and sendi ng each®HfYRUGE & franspc Eoé‘srgﬁ]‘ifﬁt wsiféget% b of e rlsr“gi" ggﬂf)er
43. The naedpediveffiretsassiand@ys;urt her conprising: encrypting a transaction

request nessage §énd qtbn%acthhﬁtﬁé firSt mEBBRE Tt SreySdciiGe rithdtionT@fiRQGhdsYpeflté I St
sessi on ke s E(g mg}g rom each of the first nenbers its respective
F"éa TEmaEs

transacti sage to the second nenber; generating, if the
second menber i s genepatingi i thas¢oogd meember is 2 paticioaing mgmbelc 8iseernd teagsacgion

nmessage atyel tﬁ@&?ékdatm%ndatﬂgn%%& Eﬁ r\%}ﬂmﬁhﬁb SCEI ankActiof dfub R ndsSagyest
nmessage with the sgcond SSI on key; ining at the second nenber the
transact i offith ths5Eeand 880RKEYs r om each of the first members to forma
conbi ned t r ansacepwhiningptthsseornd magber thefeansishion rrabiest masragR o Aachofthe Sirst

qoooage f Uﬂl%l&xﬂﬁérs % Ko é&t:aﬂbnhmmsam rbqURESIAEIshE]) tHeaRuitbided TRMSARYEn réqumed
second nenber ar |.Cl i der
t he conbi n@aSSflgca ogwnlsl 831@ s%e ?ﬁas ga Jctlf) %ﬁ%% ngsagé lfttgn?se%ﬁ)&/ ﬁlgﬁbprr i9%

generat i ngpatxcnpnmgsmbece provi der a transactlon response rressage for each

of the first ”Efft’&{\ﬁm ANEe {drice Hovider te Bhiabined trirfsactivaeequdstestape fron the
participat| r&g A;re E %ormattl ng at the service provider a corrbl ned
transact i ofFPREPEHEE message including the transaction res ss
for each of the fgcnmatlngeaﬁﬂ@rss;rw@rmowﬁe aJEBEASHOMESHRASIES TIESSE: Qg‘é‘ rﬂaé
I's a parti gleRbisNghdTBEORRbAd ﬁl@ﬂdéﬂgt}ieha:dﬁaﬂ{bhfbedlstarmﬁm:hgmenfbsponse

message from the ﬁﬁﬁéﬂlﬁ%atmé%\ﬂ’\ﬁ& r&ﬂd&ggomﬁﬁ%&sﬁmm%s ﬁs@ﬂfbﬁs’&fgé B@ludihgt he
second nenber its res etlvetra act oR LgSpons mefrogn he
the transaction rcsponse messages for each o the t mem rs and the second member if the

second member is a participating member;

sending the combined transaction response message from the service provider to the
second member;

separating by the second member its respective transaction response message from the
combined transaction response message if the second member is a participating member;

separating by the second member the transaction response messages for each of the first
members from the combined transaction response message; and

sending each of the transaction response messages 1o its respective first member.

44, The method of claim 37 wherein the first session key is different from the second

session key.

45. The method of claim 37 wherein the first session key is the same as the second session

key.

46. The method of claim 40 wherein the first session key and the participating session keys
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conbi ned transaction response nessage if the second nenber is a
participating nmenber; separating by the second nenber the transaction
response nessages for each of the first nmenbers fromthe conji e\mN 2(]03
transacti on response nessage; and sendi ng each of the transactl on response
nmessages dreeachdiffersmefedm vae natlxdr. nenber. 44. The nethod of claim 37 wherein
the first session key is different fromthe second session key. 45. The
met hod of claim_37 wherein the first session key is the sane as the second
Session  keyd7.4ghemethackatiaimey? wherpimibrckexrarhiante foReomeY mersage B thsseran ang
t he partigepbéi iglhriestiepablekey of tB/firsbmdAber2003 are each different from
one another. 47. The nethod of claim 37 wherein the key exchange response
nmessage for the second nber includes the public key of the_first nenber.
45, The met had ciheaneihod ofFiauCwhereindRedsy csRiamEn FeParse Psmees s dsiseotdor

t he secongembermireiuden dleyuibic kéyeofphbfitscmemberof t he first nmenber. 49. The

nmet hod of claim42 wherein the key exchange response nessage for the second
menber includes the publ i‘c key of the %i&st rrﬁnber. 50. The tggd Oflgfl aim
40 wherein t #8- fThesnetaed of elpimk &4, WherainthekqyEamep SEsPORsC SSH8S [PTILRS contt ¢

t he sanme afentec linohidesthe fublic keeofithe firstimefmbed. ai m 42 wherein the first
session keys and the second session key are each different from one

anot her. 52. The net hod of ¢l ai m42_r\é\/ge ein thekfir % session keg/s aknd t he
second sessi o#- kB}C‘a?tBOd?fW&a‘@éH@’hﬁEe‘ Eﬁrsb%e%‘i’“. ey gad the participating session keys

are the same as each other.

51. The method of claim 42 wherein the first session keys and the second session key are

each different from one another.

52. The method of claim 42 wherein the first session keys and the second session key are

the same as each other.
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