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20 FIELD OF THE INVENTION
The present invention generally relates to the online generation and use
of promotion codes and more particularly relates to a system and method to
generaie personal promotion codes o better control their distribution and use
by targeted customers.
25 BACKGROUND OF THE INVENTION

With the dramatic expansion of the Internet and development of

numerous online commercial applications, promotion codes are often used by



2 various providers of services and goods not only in an attempt to attract more customers but also
just to keep the ones they have already dealt with previously. Promotion codes are thus intended to
redeem discounts, special offers and rewards to online customers who are expected to enter a
promotion 5 WU HEXEHE completing the purchase of a good or booking oP@RERYIOE TS is commonly
achieved by having the customer connecting to a segver of the provider of services or goods on the
Internet through the most spread Internet application, i.e., the world-wide-web or Web, from a personal
computer or anotiver moridensicatenswdavices rgootgras@ndandaw erdrpwserat-agvigator. 10 Then,
the online cust complete an rt of commercial transaction while interactive, Wep pages are
exchanged bet(%/)tllnegg#]rﬁ:%%togmmer%rgwg%régﬁdqé%?\?ergﬁﬁnrﬁﬂgsth@%eﬁﬁi\ées TW3§ aB[Sﬂ%a% of the
provider of godd§\Wpgeipvicionrdiooxapdsie, aravikliess iotentiedkitripsdaedtraisebprasiustseoialine from a

travel service m@y,ig%@M@Fb@%%ﬁﬂ@@@é}mwm%éf@%&é@@%ﬂ@éﬁéggﬁ@m%%me””9 2

promotion code received through any traditional channel (newspaper, postal m more often

nowadaysthrotRfifPetars e RN e BYEEhAERY o @ bR Rosi bt Al saedeagENimia services
like SMS (shorgshasieage sendoeipeeelhgatheugsrsieniehitacHstaner san thusrtake advantage

of a discount on current %ri or trigs concerned t[zﬁ/?the 20promaotion. Promotion codes are basically

of two differenPRINEET U SERAFST ShAReASAA LY JRIPRIBEH IS e RO RFReddniE B8ke can be

used by all intenestiedtzustometsevherneasidepeespnal Wennoidon £qstedsnnigum uRAGk epgtomer. In

the travel indu%ttr eshared rom?tion codes have been o{ten 25 p\ggé rred to Eromote travel package
n

because of their S|rrn|gf|)(:| y% GEE7TR ¢ ?svgaeséugnsl%lg &8&%%[8 ebﬁ%’a t®b& AW EARted to the
customerd) Thisherak&stiamizgidatiioneétheproorotitrecery stioaigbitfoorane simcerangantoelaiming the

penefl of the RIATOYABERNGCILASandAs Rechn B ADIP talen (EAnAlG RiameLon gade that has

been distributed. 30Providers of goo nd services ring promotions are suffering a of

revenue when SIig tHeie niote BRESHIS. $tiveretrREPhsayeTbtglishBenitteasterf tgassisndore items to
anybody. MostsgigReshewmaitiehfile BlsaiersAAFObiR diststion Ridhs-piometions s that they are

primarily oriented , , o _
a travel service provider, e.g., an airline company or an online travel agency

15 (OLTA)}. By entering a promotion code received through any traditional channel
(newspaper, postal mailing), and more often nowadays through eiecironic mail
services (E-mails) and wireless phone and message data services like SMS
(short message service of the cellular phone systems) the customer can thus
take advantage of a discount on current &rip or trips concerned by the

20  promotion.

Promotion codes are basically of two different types: personal or
shared. Shared promotion code means that the same code can be used by all
interested customers whereas a personal promotion code is unique o each
customer. In the travel industry shared promotion codes have been often

25 preferred to promote travel package because of their simplicity of use. In this
case a single promotion code needs to be distributed to the customers. This
makes the validation of the promotion code straightforward since anyone
claiming the benefit of the promotion can get it as long as he/she is able io enter
the single promotion code that has been distributed.

30 Providers of goods and services offering promotions are suffering a lack
of revenue when selling the promoted items. Hence, they may not just be
interested to sell more items to anybody. Most often, they would like also to
control the distribution of the promotions so that they are primarily oriented



WO 2009/013127PCT/EP2008/058865 3 towards specific groups of customers, e.g., to attract only
new customers or to award loyal ones. Control of the distribution and use of shared promotion codes
by the issuer are difficult, if not impossible, since they can be used by anyone who becomes aware of
them. This pYobRMYEeEIGNnly be partially overcome by 5 limiting the overaftcunshasatssses a shared
promotion code can be used (so as to bound the losg of revenue) but there is no way of ensuring that
only targeted customers will benefit of it. Thus, if shared promotion codes work well in order to

encourage anysustosspediidgywertadt kingdsroérrogducisorsenicanhanaregnerrdsriesto be used,

e.g., as rewards or incentives as part 10 of a loyalty program that would be destined to certain groups
awa@'iF Bl ﬁ?gr’ih&%@%%k%%ﬁm 486 SHSHRREIY 95" AHIRARREES unique

of customers. t?’?’personal P OO
code to each tagtitedssustoarer diffiouhitingtdppossicie disteibthion chaneelydeks tangeted

customers canie, deRfied, & 6., 09513 g eiAGHONiS Ad2aR gl fegisterer qusiomers, Persona
promotion codes give a much better 15 control of the ditfusion and use's eypromoﬁon codes since
each idenfified EUiERshiEE reveiBNEDRR Broafotoshatkit hohtisenasnly berubed.sade(sblowever,

using personaligaingHan e anesdeanal A IiNeU! RASIB0SOMARIPRIRALOMEiiRh aJatae o very

large number of codes, ranging from thousands to 20 tens of thousands of codes, must be generated.

The generated PigTHSti GHEBTEE Sl BRESHI9THe RiGud’ Bayas wPaIstuppedeIonsskariom and

unintelligible tarthergestamersdrygaeshatovetdearanroely aikwig oiifaarepremetenr cades must
not be able to fsigd Eeasil%a Wa% of guass;ngt%:ﬁt Woucljd be other valid codes for the promotion. This
must be combined Rowever With S5 RaFS POt ot BRI S g STy RRcER R Enter by the

customer! ho dies Ingedtiy edoigr&spbeialiputbde tipstited mustaaly o spsrisedophatphanumeric

characters easy to re rd, Hence, the known cryptographic methods which
permit to generate,'ezﬁ{%ﬂ%%v%%%g@%é%%ngg ﬁég’ éFB@?rﬁoensé%é’g f |gr{e'% ?G%ct?oﬂ'%g” ot
convenient be€aliBEIR0 GRS\ rie RPN idigettrdeuatbbeksranddtepyzenpmaisie fdisgéndiating short

promotion codggAnd i BRL BRIEEBIARRIRNAWBR I CRYAHELS ¢.g., postal or electronic

address of registered customers. Personal promotion codes give a much better
15 control of the diffusion and use of the promotion codes since each identified
customer receives a unique promotion code which can only be used once.
However, using personal promotion codes does not go without posing some
pz;obéems too.
First, a large or very large number of codes, ranging from thousands to
20 tens of thousands of codes, must be generated. The generated promotion
codes must not only be unigue, they must also appear to be random and
unintelligible to the customers. Anyone that would manage to get two or more
promotion codes must not be able to find easily a way of guessing what would
be other valid codes for the promotion. This must be combined however with
25  the fact that code must not be too long or to difficult to enter by the customer
who has received it. Especially, code to enter must only be comprised of
alphanumeric characters easy fo read and type on a keyboard. Hence, the
known cryptographic methods which permit to generate, e.g., one-way hash
functions like MD5 (message digest function‘ﬁ) are not convenient because
30 they need to work on data blocks and key size too large for generating short
promotion codes and are not restricted to alphanumeric characters.
Then, all generated promotion codes must be stored in a database in
order to allow code validation each time a customer claims the benefit of a



Then, all generated promotion codes must be stored in a database in order to allow code validation
each time a customer claims the benefit of a 4 promotion. Storing a large or very large number of
promotion codes in the database takes a lot of memory resources. Moreover, costly database calls,
including queries of alphanumeric fields, have to be made to validate that promotion code actually
exists in the database. This must be done in spite,of the fact that, most often, only a small percentage
of all the valid promotion codes is actually used. I—Afence, most of the promotion codes are worthlessly
stored while always penalizing the successful searches in database Embodiments of the invention

seek to overromaitle Alieties Bere aRoyelipuase, Al deoing and staring g pumber of
personal promotion codes In“a database in order D validate the p%)mocﬁon cotee slbMited by

customers. datai@smh daker Il thamermenorealuscsse KMo naianizeosily rdstalress neligled to handle
promotion GRgeRii NG dARBPIBHIRLASARIIGIEVINALID ROKS bIRe PTRIRlEIShaf generated

promotion codes but only those that have been actually used by customers. Embodiments of the

invention alBEP8iietofisAFRi SEipib M ofsndaiabaswitIbis regeikr) derscioasito sy database
calls.  Embadinenis ohtie bnantionplsosesk keallawathataises prorgtienradsadse stored as

integers_to avaid qu_eryin alphanumeric fields. Further objects, features and advantages of the_
present invERASH (il PG &SR Ha RS tRPShel Uik QoM BT it 1f5sh ¥RaiMmiiesslf the following
description storeftremizediovths accaiighaniegsdoaedsgs. deisdntendethtbpseay additional advantages
be incorporated heErr%iQOGQiilew'e\a/ln SAO Yti%Fi-nr\telelrEwt}glry g’e}le-wct)(l)\l o%lgrcome the difficulties, here
above discussed, of issuing and storing a large number of personal promotion
codes in a database in order to validate the promotion codes submitted by
customers.
Embodiments of the invention aiso seek to minimize the resources
needed to handle promotion codes in the database by not requiring having to
store in it the complete list of generated promotion codes but only those that
have been actually used by customers.
Embodiments of the invention also seek to allow validating promotion
codes without requiring numerous costly database calls.
Embodiments of the invention also seek to allow that used promotion
codes be stored as integers to avoid querying alphanumeric fields.
Further objects, features and advantages of the present invention will
become apparent to the ones skilled in the art upon examination of the following
description in reference to the accompanying drawings. It is intended that any

additional advantages be incorporated herein.

SUMMARY OF THE INVENTION




According to one aspect of the present invention, there is provided a method for generating unique
personal promotion codes from computing resources of a provider of services, the method comprising
the steps of: generating internal promotion codes including a family ID field and a serial ID field
comprised of alphanumeric characters; encoding the internal promotion codes into a corresponding
series of external promotion codes, comprised of alaganumeric characters, to render the internal
promotion codes unintelligible, wherein the step of encoding each internal promotion code into a
corresponding external promotion code includes the steps of: converting the alphanumeric characters
of the internal pr ' a%e i ; lati ir a2 s che E}? Jm:.converting the
integers to a bing\g/b%ﬁ?ﬁ , S if?r% arggi%gcfri ﬁﬂggi%%%gcﬁéﬁﬁgnfﬁ&%%e%oﬁ i}#eE&S%Jm; shifting
the binary dreiPe@cErtiriPistAE BrsHBifEksDRSKORN P (BIkenadditigsmbailo eyailnifted binary
encoded keyanddbe iftedbiaiyatay:SUMEtingbagkif XA igRY atEsig ategers; inserting

the first checksum and the second checksum into the xored array of integers; converting back the

inserted an@§ 6 Al drteral pramairniceresarrdingug, ‘Bmiiniky TRl Rtk gospimhdRxternal

promotion_ 6@3@.?5&&!@% %%ﬁ%ﬁ%i@%%@ﬁﬁ%h@ﬁf& ]iriééﬁﬁibﬁﬁg)m@t@'mithrln to
generate Interna pr motion codes and to enco rom them a large number of unigue externa
i e e

promotion S5E8 AP PERTH e Enfittefiiy N2 PRLARHR SISy STORRY, ent in which
the inventiomipbdresneperatedaditds, Stfurtrelatddberimsriiz stepsotibtheodethadifaelfjgibdsating the

external pr ' . S f methad for validating the external promotion
codes. 10D%%§%%?%%%€§3¢%ﬁ%%9%5 %?Ir(‘)%v{/itﬁg)g'e%%l ed {é%esé?i{gti%nco?ﬁ?g ?H\&g}'ﬁion refers to
the accompafiging! deaavigion\enretHadiedrsighensirnadet esavipiting et celishentsneticer
embOdime@ﬁa?é%t@@é%i@k%eaiﬁ?eﬁ%”@%ﬁanb@oﬂ}?@?ot%%?g@b&qm%ﬂﬁg%?H@Pﬁﬂd"’ghc’“t

departing from the spirit and scope of the 15invention. 1 describes the algorithm to generate

internal proPR&88A KSMF t6BESHRSr R iIRS9easdRy& Minaser afanihitEdemnBingmotion codes

which appeafdedasgurisfeiciblliRe verinciseaiihe leeksom; akpwsgeaqdinniie ripgiotion codes
entered by the end-users, of é}ftem gccording tot be 20invention in order tg verify their validity
without nee%‘fﬁ&r n&é%mps %%c sum; xoring (brtwise adding modulo 2) the “shifted

binary encoded key and the shifted binary array; converting back the xored

binary array to integers; inserting the first checksum and the second checksum
into the xored array of integers; converting back the inseried array of integers fo
alphanumeric characters; thus, obtaining the corresponding external promotion

code.



promotion codes belong to the list of generated external promotion codes. The creation of
promotion codes is performed in two main steps: a generation step and an encoding step. First, an
internal promotion code is generated (110). Internal promotion code follows a pre-defined predictable
25 grammar. Then, from the internal promotion code, an external promotion code is encoded (120)
which eventually appears completely random to thesend-user. WO 2009/013127PCT/EP2008/058865
6 While FIG. 1 illustrates the steps of the algorithm according to the invention through a particular
example including aerlﬁiph@I@stﬁRiPtﬂmﬂl @mme&qnmmﬂmmge skilled in the art will recognize that
other code structures can_be u II w racticing the |nvent| p I mber of 5
characters andthé s‘éﬁﬁ?ﬁﬁ@%ﬁ? %88:3 @%ﬁ fi Qh %f Gary %[n S use(? % %ﬁbzét%fﬁept Eé:nventlon
provided a pr@dg@t@@l&cgrammra:wgm appites o defimestediateaharootdosociashelidan be easily

generated and t5[2/ aellgra],tn ed, o Therefore, with the particular example chosen to illustrate the
invention the 7% ?ﬁa ges are comprised of 11 characters (130) having the 10following

omo ion
simple stRuCtis. mmrm@axmmcw@r(\mmme@tr@sm@ﬂ fioespeemialfEniBEpPBRTSHRM code. The
allowed char r f f r re: tters. This
gives 22 posﬁ)[l?e \%/’a orilj eggckg\%agl%ﬁégg%irs fl—?g%]?g éﬁlﬁﬁo gq‘ ﬁg&ﬁ% tg%?m%of 6, i.e.:
113,379 904)m&mﬁ?@$éﬂ@€§ﬁémotlon families are possibly definable with this exemplary structure. - The
remaining five: ghagagterad 134) augreserved 1asReeifba serintiRywitinesesh samibhasipriomotion
codes. The allowed characters for the ID portion of the code are here limited to the numerals 0-9
giving howevéPP®8sibly 100,000 different ID's per promotion family.

10 DETAILED DESCRIPTION
The following detailed description of the invention refers to the

accompanying drawings. While the description includes exemplary
embodiments, other embodiments are possible, and changes may be made to
the embadiments described without departing from the spirit and scope of the

15 nvention.

FIG. 1 describes the algorithm to generate internal promotion codes
and to encode from them a large number of unigue external promotion codes
which appear to be unintelligible. Reverse use of the algorithm allows decoding
the promotion codes entered by the end-users of a system according to the

20  invention in order to verify their validity without needing to check if submitted
promotion codes belong to the list of generated external promotion codes.

The creation of promotion codes is performed in two main steps: a
generation step and an encoding step. First, an internal promotion code s
generated (110). Internal promotion code follows a pre-defined predictable

o5 grammar. Then, from the internal promotion code, an external promotion code

is encoded (120) which eventually appears completely random 1o the end-user.



20A straightforward example of an internal promotion code is thus: "AAAAAA00001". Once
internal promotion codes have been generated the encoding into external promotion codes (120) is
achieved through the execution of the following encoding sub-steps: 25- An internal promotion code is
first converté¥r8i7418tAhg of characters to an array of integers (121). SiR€@/iRaMReTpRESalphabet
consists of a total of 32 characters (A-V, 0-9) the integjer values 0-31 are sufficient to describe all the
used characters. Integer values 0-9 represent the numbers 0-9 and the values 10-31 represent the
range of A-V charactefd/ier eamipléyshraiasotee36tepenaplang caiderihAAALBENOH iovpiegld be

converted into e { 0, g.different checksums are
then calculateﬁ“\r%’rﬂ thge :Erkﬁl r a%ra@%%ggaELV\?&%B%%/(ST%@&C%&P@%B@%@%@&S %terrhg first
checksum is sﬁﬁf?%@ﬂsi}@ﬁ‘enﬁ’@ﬁﬁﬂcﬁ@ﬁe@flalthﬁt@gteW\Haﬁa@@gfmmﬁ thetintegeratimygiritisrgives 32

possible valueg for ae first Gheghsump Ry %bc%erngxa@nﬁﬁlé%ﬂe @%s&gﬂy%@%ﬁ@ér% the first
checksum value is 29 (i.e.: 10+10+10+10+10+10+1 = 61 modulo
5 characters and the structure of the code can be d:ﬁerant of the ones used to

illustrate the invention provided a predictable grammar can be applied to define
the internal codes so that they can be easily generated and syntax validated.

Therefore, with the particular example chosen to illustrate the invention
the internal promotion codes are comprised of 11 characters (130) having the

10 following simple structure:

— The first six characters (132) are reserved to specify a family promotion
code. The allowed characters for the family code portion are in the range A-V
including only capital letters. This gives 22 possible vaiues for each valid
character. Hence, a total of 2276 (22 to the power of 6, i.e.. 113,379,904)

15 different promotion families are possibly definabie with this exemplary structure.
— The remaining five characters (134) are reserved 10 specify a serial ID within
each family of promotion codes. The allowed characters for the ID portion of the
code are here limited 1o the numerals 0-9 giving however possibly 100,000
different 1D’s per promotion family.

20 A straightforward example of an intermnail promotion code is thus:

“AAAAAADQDOT".

Once internal promotion codes have been generated the encoding into
external promotion codes (120} is achieved through the execution of the
foliowing encoding sub-steps:

25 — Aninternal promotion code is first converted from a string of characters to an
array of integers (121). Since the internal alphabet consists of a total of 32
characters (A-V, 0-9) the integer values 0-31 are sufficient to describe all the
used characters. Integer values 0-9 represent the numbers 0-9 and the vaiues
10-31 represent the range of A-V characters. For example, the above

30  exemplary code "AAAAAADO001” would be converted into the integer array:

{10, 10, 10,10, 10,10, 0,0, 0, 0, 1}.
— Two different checksums are then calculated from the integer array (122):



5The second checksum is calculated by first multiplying all the even positions (0, 2, 4, 6, 8 and 10) in
the integer array by 2 and adding them to the checksum. Then all the odd positions (1, 3, 5, 7 and 9)
are multiplied by 3 and added to the checksum. The second checksum is calculated modulo 32 too.
Hence, it caM"Q138/24R&13D possible values (0-31). 10As this is further expt&iHES 585855865 the two
checksums are used as input parameters in the algofithm and are also added, at specific positions, in
the external promotion code in order to retrieve these checksums when decoding is performed. The
next sub-step (I&sfirsiainedatrooneenivy the sumgenaiuky §2ocd dinatpds aalaplidon e this end,

the 6 alphabeti @ I -31) f fami o) bits hile the 5
numeric charaﬁte%ggﬁéggf ﬁﬁg@%—%)gr?;%%ggﬁ% tg%geego%%dmognﬁagit%?%f%%gg éﬁ%&gﬂay is thus
comprised of LKRABIDE6IE exAeLesBNRYS. IMRE RGN StEET 1T ke s/ales ik di(Be50-bit
randomly genefgteh29naneqdingiey whiehansistpef 10 characters including, like the internal

promotion_code, alphabetic characters in the range A-V and numerals in the range 0-9. The key is also

convertedanto H¥6i RERPAT Sl e AlFEAM S CRRYIBRAMINERA R P RR L NGB RS e s that the
number of bitsf4he@ keyaisomadenegieahiedae amgyobihe irersalpmenonocade checkbixnd = 50 bits.

At 25 sub-step.(124) encoding.key is shifted of a number of positions (0-31) corresponding to the

second checks %SftﬁStSSdaeogﬁéﬁgﬁ@d b Vi@ﬁﬂé aik @89‘?@?&925 e ?@%@ﬁ%&g Afhe bits that

overflow the bivizegiaray (BrihesmgincneeptacmistbeionaseshiftedumiBzthedettienceSimdarly, the first

checksum is u ifi-the ipter [ tion code 30binary array (125). - Once key and internal
R s S SR,

codes have been shifte d(i.e., a bit-wise addition modulo 2) at next sub-step (126) to
obtain thébinaty féis 6f fHEhahesrizeecekeieriterdhotive chgsksums are used as input

parameters in the algorithm and are aiso added, at specific positions, in the
external promotion code in order to retrieve these checksums when decoding is
performed.
— The next sub-step (123) is aimed at converting the integer array into a binary
15 array (140). To this end, the 6 alphabetic characters (integer values 10-31) for
the family are coded on 5 bits (142) while the 5 numeric characters (integer
values 0-8) need only to be coded on 4 bits (144). The binary array is thus
comprised of a total of x5 + 5x4 = 50 bits.
— The encoding step (120) makes aiso use of a 50-bit randomly generated
20  encoding key which consists of 10 characters including, like the internal
promotion code, alphabetic characters in the range A-V and numerals in the
range 0-9. The key is also converted into a binary array. All characters and
numerals are however coded on 5 bits so that the number of bits of the key is
made equal to the one of the internal promotion code, i.e.; 10x5 = 50 bits. At
25 sub-step (124) the encoding key is shified of a number of positions {0-31)
corresponding to the second checksum calculated as explained above. Shifts
are done from left to right so that the bits that overflow the binary array to the
right are replacing the ones shifted from the left.
— Similarly, the first checksum is used to shift the internal promotion code
30  binary array (125).
— Once key and internal codes have been shified they are XOR'ed (i.e., & bit-
wise addition modulo 2) at next sub-step (126) to obtain the binary form of the
randomized external promotion code.



WO 2009/013127PCT/EP2008/058865 8 The above binary external promotion code is then converted
to an integer array of 10 integers at step (127). The 50 bits then represent ten integer values (5 bits
per integer) each with a possibility of 21'5 = 32 different values (0-31). The first and the second
checksum aleGRefigétied into the external 5promotion code integer arrBgHERX®EF68Itions so that
they can be retrieved for decoding. At this step (128)ethe integer array is thus comprised of 12
integers. Finally, the 12 integers in the array are converted into a 12-character string in which integer
values 0-9 repres@hictizboveniiaes\0 andal Qdbwsressids thetferV eharacter saswititdgerinternal

code previously disc d..The 12-chara 1Q stripg is, the final external pramotion code destined to
be celhvored 100 o LIt L TR L o BB e o U e ey
uncorrelated withbiteriatented prosactiontbotlpdasihilithichaf fsi32 diffaersh segjuendés3df successive

int I ti d indeed [ | I o
AAAAAADOOOL & Enetod T R the Sl Aearaicn Bouk "o EROB0UIE o A key. Wit

the same Rey, RREMEHGNIReCRIBIREEESFEY AANIeRDTiiPN s Seribat Bt vottie ssinavesder
"CAFRNPVNOGIddirdius: ik ¢ieth) anainslsdait shande g hednisraabnipmefiesyeede (ID field

changing from 1 to 2) Is sufficient to produce dramatic changes in the corresponding external
promotion code 208E0ertl thAHERIRILELING araphara KUMRGSSHIHesE dRFlBiasapiidotion
code is the exactvenerseqyocesses the exmedns the numbers 0-9 and 10-31 represents the

A-V characters as with the internal code previously discussed. The 12-character
10 string is the final external promotion code destined to be delivered to the end-
user. Hence, the external promotion code appears to be completely
uncorrelated with the internal promotion code from which it is issued and
sequences of successive internal promotion codes are indeed randomized.
For example the internal promotion code "AAAAAADD0D1" is encoded
15 to the external promotion code "971S90UOV2ZDF" for a given key. With the
same key, the following intermal code "AAAAAAQ0002" is encoded to the
external code "C4FRNPVNOGTR". Thus, as expected, a single bif change of
the internal promotion code (ID field changing from 1 to 2) is sufficient to
produce dramatic changes in the corresponding external promotion code
20  delivered to the end-user.
The decoding process of an external promotion code is the exact
reverse process of the encoding:
— The 12-character external promotion code string is converted to 12 integers
ranging from 0 to 31.
25 - The two checksums are retrieved and extracted from the external integer
array after which array is comprised of 10 integers.
~ The 10-integer array is converted into a 50-bit binary array (5 bits per
integer).
-~ The binary form of the random key that was used for encoding is shifted
30  according to the value of the second checksum.
— The exiernal integer array is backward shifted according to the value of the
first extracted checksum and XOR’ed with the above shifted encoding/decoding
Key bit array. Result is the internal promotion code binary array.



The 12-character external promotion code string is converted to 12 integers ranging from 0 to 31. 25 - ~
The two checksums are retrieved and extracted from the external integer array after which array is
comprised of 10 integers. The 10-integer array is converted into a 50-bit binary array (5 bits per
integer).  WREMWHWEAITOrm of the random key that was used for encodif§ 1geghifig/ti8Baccording to
the value of the second checksum. The external int&ger array is backward shifted according to the
value of the first extracted checksum and XOR'ed with the above shifted encoding/decoding key bit
array. Result is-th€hsatérteahpi dinatip zcadesbinany cameay:tat! G 200 MR 24RG T 208/8658865 9

The internal bi rray.is then c rted to_an integer array. The first 30.hits represent the family
coded on six SBEﬁyc%ét?gg eans.?ﬁﬁe?%r\@séocgé)se%regpes%ﬁtsg fh?e%ll 8f%ﬁgeerbsrorﬁ8%oﬁ%%§§d %‘rg]sfive 4-bit
characters. reimafignthdniatéyer theagy tsncdovetastbd acklteeah il ctiaamaties. string which is 5the

decoded internal piamyoliaRAfger arraﬁ)%-c%ﬁ@é&ga%%maymc?# %\QFQ&@E&P@M@WG invention

Is best operated. eneration of a family of promotion codes (200) Is perform an
administrator (P65 aaBRANMEERPLARRIAGSIRS s through any combination of

FIG. 2 describes the typical environment in which the invention is best
operated.
Generation of a family of promotion codes (200) is performed by an
administrator (205) of the system which has access through any combination of
10 private and public networks, including the Internet (210), to computing
resources (215}); e.g., those of a GDS (global distribution system) such as
AMADEUS a world-wide service provider for the ftravel industry. The
administrator defines the family code and the number of codes that will be
offered to the customers for the promotion (207). Generation of the promotion
15 codes (212) is achieved from GDS computing resources {215) which generalty
carry out all the software standard methods and techniques necessary to
achieve this and also enable the communications means with the remote
administrator (205} and other components of the system. Especially, computing
resources are enabling all the protocols and applications of the Internet
20  including the standard most used applications like the world-wide-web or WWW
and the file transfer protocol or FTP. GDS resources have access to databases
including the one to store the caracteristics of the promotions offered o the
customers (220). Once calculated the promotion codes are forwarded (222) to
an external server, typically a Web server (225), partially or completely
25 dedicated to & GDS client, e.g., an airline company. Then, GDS client server
gets and holds (227) the exhaustive list of encoded promotion codes (230)
destined to GDS client customers, i.e., airline travelers in this example.
Once generated promotion codes can be sent (255) to customers of the
provider of services or goods that has initiated the promotion, e.g., to a
30  selection of travelers (260) known by the airiine company (250) mentioned
above. Although this can be achieved in many ways, in a networking
environment, electronic distribution of the promotion codes is generally
preferred. A customer that wants to take advantage of the received promotion



10 private and public networks, including the Internet (210), to computing resources (215); e.g., those
of a GDS (global distribution system) such as AMADEUS a world-wide service provider for the travel
industry. The administrator defines the family code and the number of codes that will be offered to the
customers fo¥ @R 43#HATon (207). Generation of the promotion 15 codeF@Izzieisssed from GDS
computing resources (215) which generally carry out@ll the software standard methods and
techniques necessary to achieve this and also enable the communications means with the remote
administrator (2639 amdsothen compeneatthefdite (QFIeoT.tRsprciaty, [rovipating reseusttisare
enabling all th tocols and.applications of the Internet 20 inclyding the standard most used
applications Ii&gm%gﬁgrlg-ﬁ%g-vgéé%ﬁ% néer?%?ﬂe?ﬁ}le 1angter ﬁ)%o%%rc?) 'gﬁ% Eb&Tesources
have access téopropgies tshidinytiéoondavictocafizblearattedstivsmtttiogradtiotisngvetfered to the

customers (22G3-(ACAACUALR e ROmlonERes Bdgripiisiders) fean @%ﬁﬁﬁ'a’sewe“

typically a Web server (225), partially or completely 25 dedicated to a GDS : airline
company. T heAteBERSLIM§Os RRYEEPBRCAERTS EaRaPIR i xIRERINIDE 1i80ef BREeReHBrémotion

codes (230) destitaeieGRD PirCUHENGS desiddilingdtanelgEs HLtNE OB RIon (269)NCe

generated promotion codes can be sent (255) to customers of the provider of services or goods that
has initiated thEPBRMEHBR BPORK & 30PNk (BI9BRE AL RIULBANKNER AL BA0RlRTE Bmpany
(250) mentionedesnprethattieisginitkiscamderehiaied Mhaamesey Lrthiohetwailing engifonment,
electronic distribution. of the promaotian codes is gene preferred. A customer that wants to take
advantage of tﬁ%ﬂﬁéggﬁlé’& ergrr%mo |§n’%zﬁwﬁ%fﬁ%c%?o8%§f§@§ lﬁvceoédg hué then
connect tthe ek (27 Gpplithtserviveny ovidbe, GEXStherajrlitiegorapangimtieistierachpleov@onnection

to the site is p?éf%wggsfrg% WHB&@&? o7s] nrg#?jgpt@gcq%éié? %qgﬁg Pf sgmg‘{wc ting with a

Web server. Most often this is done from a perso omputer running a’5 standard Web

browser applici@nespaneesadissiviieg SHETFE IR0 iRtsRcfRigeebhyalies CTsIgs ¢he customer
enters the receiygdJprasrABon (26pberde dpriEiekaPRk alirand. -oeneLakilohiueg Service or a

good from the Erovider that has initiated the promotion. The entered promotion code is then validated
t

by the GDS in Thi& dxdiRpRS (379 ThiX SRR dQIsidhiR Vel siataes h 6AM dhspamsat®rPfunning on

the GDS1®mpudingoresaueses mentioned abeve (FANads pheadementianednignehbutherdiscussed in
FIG. 4, validation is_obt inesd gy g oding, the externgl.gom(?%tion code provided by the customer and
HTE tr 8% %'éeeqj in FIG. 1. Hence, there is no need

checking if it inacigea&%@rﬁyorms tggfheee% O SRS
to store in GDS datab#s&¢220ethe! Iprayriisiaf code is indeed validated the promotion staius
{promotion may have expired, is not valid for the time period or destinations

chosen by the customer, etc.) and/or promotion amount are returned (274) so

20 that the cusiomer, if satisfied, can actually proceed with the booking (276) in

which case some sort of record and transaction reference is also provided

(278).

FiG. 3 further describes the sieps of the method for generating the
external promotion codes.

25 As aiready discussed in FIG. 2, an administrator of the system can
trigger the creation of a family of promotion codes (300) by entering a family ID
name (307) and a number of codes to generate (302) conforming to the internal
code structure described in FiG 1. The generation of codes is actually handled
by a corresponding software application running on the computing resources of

30  a service provider, e.g., a GDS also shown in FIG. 2. Typically, in this case, a
system according to the invention is part of a booking engine (310); i.e., any
travel software application aimed at booking trave! transactions like performing
trip bookings for the end-customers of the airline companies, clients of the GDS.



15 possible external promotion codes that have been generated. Only, those that are actually used by
the customers need to be stored. If the external promotion code is indeed validated the promotion
status (promotion may have expired, is not valid for the time period or destinations chosen by the
customer, etV§ aHl/BIpromotion amount are returned (274) so 20 that tHREEERRMSASFSatisfied, can
actually proceed with the booking (276) in which case some sort of record and transaction reference is
also provided (278). FIG. 3 further describes the steps of the method for generating the external
promotion codése5As ekelathedistulsseisimMHG. 2, am ddenbastcatdrtiof hendys@masan trigger the

creationofaf H;( f ion c 0 . ring a family ID name (301) and.a number of
codes to gene?gqe ?%0%%%%]}? 5%@5@?@% ?rhg%ﬁ%%&%ﬂgtr%%%ﬁsggg%baeéalﬁei'—gﬁgriqu‘%ﬁséeneration
of codes is actbbfyiaEleerby k& eneedpordird.software application running on the computing

resources of 30 & SeryoRPISNIEEr-cadEDS AR ORI, 3nByaleal o dijpcase, a system

according to the invention is part of a bookin englneé| 0); i.e., any travel software application aimed

at bookingtravBFitat et RS MIRARIRSHAIRG YA IBd skarys Tt aieh i castonsspeerarratine

companies, clia,rmgtgﬁ@,@E&‘@hM‘g@e%q%Q/,j))lC%lZ?PCT/EP2008/058865 11 Then, as explained in

details in FIG. 1, on the basis ofét}% famjly |ID name and number of codes to generate specified by the
t

g
administrator, a correspSh@REIRL BF Skt BBy RiEEhEsd 98198 basis W fsPapeithal codes,
generally compengihgy thp usatidsief aatlésclis iy tkenkpatvn & chmma separatethealugs Keesw) file which

is compresseddéig%g}awéwcﬁggggrgtg%%?&uaensd(%g. (message digest function 5) already
10 mentioned in the background section.

Once encrypted, the file is sent (320) to the external Web server (225)
discussed in FIG. 2. The server is preferably a secured server. Then, the
promotion codes beco‘me useable by the client of the service provider that has
initiated the promotion; i.e., the airline company (250) with the example used to

15 illustrate the invention.

FIG. 4 shows the steps of the method for validating the externat

promotion codes.
As discussed in FIG. 2 whenever an ex{ernal promotion code is entered
by a customer it must be validated (272). The promotion code is entered from
20  an interactive Web page (410) displayed by a Web browser on a PC screen or
communications device used by customer. The promotion code is then
submitied (412) to the corresponding software application, e.g., the booking
engine mentioned in FIG. 3 where the external promotion code is decoded as
explained in FIG. 1. The decoding aliows restoring the internal promotion from
25  which the external code was issued. If the structure of the restored internal code
conforms to the definition of an internal promotion code, including a family 1D
and serial promotion 1D (425), checking can proceed (421). If not, the validation
of submitted external promotion code fails (422) and corresponding status is
retumed to the customer in a Web page (470). if the first step is successful the
30 restored code is further checked at siep (430) to verify the promotion code
iength, the promotion sequence field {must be comprised of characters in the
range 0-9) and the family syntax (A-V characters). The validation can proceed
(431) if the check above is successful. Otherwise, the validation fails (432). Next



The zipped file is further encrypted (316), on the basis of a password, employing methods and
techniques known in the art such as the well-known DES (data encryption standard) and MD5
(message digest function 5) already 10mentioned in the background section. Once encrypted, the
file is sent (IPOHEHRBBXternal Web server (225) discussed in FIG. 2. THRCIGV-IOKIBFIErably a
secured server. Then, the promotion codes becometédseable by the client of the service provider that
has initiated the promotion; i.e., the airline company (250) with the example used to 15illustrate the
invention. F6( . of Sheovasitaticsteps vh¢keaimtiod fievadihatitont ekt enfeahpedonotionecodes.

As discussed in F el AALeX r [ tere t it must be
validated (272)“1] TL%pZF(;gr#g)tllagr% c ? éthtgegrég %r%ﬁggeglr? (ﬂrﬁte?a%:n% \%gg %af%g ( iy |;5|§lljayed by a
Web browser GfcaRE8rt Bﬁ%rhﬁﬁjrhi@étﬁﬂ@ BE\BEEViRRGBY igasioine C B Giedisissonl code is
then submittedy(g1giiadfisrFere shanding salvase:BRRUCaIBM gy LiePaqkingingieg gentioned in

FIG. 3 where the external promotion code is decoded as explained in FIG. 1. The decoding allows

restoring the |rﬁ%?ﬁéh§?%?rﬁﬁlg??ffaﬁﬁ"ié%ﬁﬂﬁﬁ YREAEXBRAINCBHE &/ REIRQIAN. P &9TESiLPE of the

restored lntern@é@@ﬁ%@@ﬂf@ﬁ*&%@ﬁ@|ﬁ|gfr@k§t§’r@t§ﬁéﬁ ineiaberesnalia grsie, thelysingesadamily 1D
and serial promotl n 1D %425) ckin F% F%Ioceed 421). If not, the valldﬁ rﬁén‘? of submitted external

promotion cod@ai EEME f'osmc? StAER e SRS, iPPRAPBage (470).
If the first stepcsmmmwthe@mmemmmmﬂmm checketkat $t610 (430 :tovigarifyjhéhe

promotion cods rT t?é‘?l ti%nt lli%'?‘ﬁe vﬁll gl%topg ncg%orrls(gee&%{ ic)cshastr%ctc(:arﬁsesl tpe range

0-9) and the family syntax arac ers on can procee fihe check above is
successfif) Othféwéesitrséawan@ém@nfwni@Msazgomts W30 1B 8L TRLIHE P08 /658865 12

aiready present in database (460). If present this would indicate that code was
already used by a customer (only used promotion codes are stored in
database). Hence, validation fails if the check of the promotion characteristics is
unsuccessful (452) or if the code is already present in database. Otherwise, the

15 validation ends successfully (461), the corresponding status can be returned to
the customer along with the promotion amount (470) and the database updated
accordingly (the promotion code is added to the list of used codes).



step of the validation is aimed at getting the promotion family information stored in the database (445)
already discussed in FIG. 2. For each family of promotions that have been initiated by service
providers the characteristics of the promotion are stored in the database. Promotion characteristics
include 5 such things as the family ID, the validity period of the promotion, the number of codes, etc. If
corresponding records can indeed be retrieved from the database on the basis of the restored internal
code checking of the promotion characteristics can be further performed at next step (450) otherwise
the validation fails (442). If the check of the promoﬁ%n characteristics is successful 10 (451) last step
of the validation consists in checking that restored code is not already present in database (460). If
present this weulddngicate: that code was already used by a customer (only used promotion codes are
stored in database). Hence, validation fails if the check of the promotion characteristics is unsuccessful
(452) or if the code is already present in database. Otherwise, the 15 validation ends successfully
(461), the correspondingtstattis candategunem toptre anestprmeciimgonis ftesnprompiiéls amount
(470) and the daiabaser pdRgeperadtingly (he amerien ade s adadJo dneakpluged codes).

13 What is claim for generating unique personal promotion codes from
computing résiemmebaremmoiroiasesinsiidines faa i de domp sty iahdRfigld ep yiRSfting internal
promotion cogleg incindingrr famibati fieldeapgdamgerint I Driigldacopipnirgidof alplesnunterie characters;
encoding the internal promotion cgi:les into corresgonding series of ext rn@laﬁ)r%nn%tiogﬁcodes, _
comprised of AFSRANHIRSISEFEPa e XS R nBE IREIR ST AT hrSHIBREH Codes inmtemgible, wherein
the step of eceadittgreath ietdenahproteotianpcocie into G desrespieltigibiaxedrersipibmstisn code

includes the eps o COBYGIIIRG NG BRI RiachaLAs et ldbRIMEBRLRIATBAIABRRAES (0

integers; calculating a first and a sec ecksum; converting the integers to a binary array; shifting a

binary encodingekglgesiipgiermelseenyrriite R @RNEAHMR thehBIRSS 8rPhy SRR HIAL to the first
checksum; xgringothivisaaaddingdgedyieRlibershifted:hinary exnsedechkeysant toenahriited binary
array; converting back the xored binary arra tﬁ- int%g%ésynsgrr]tci:ggi%he first ag;(pceoc sum (?riﬁjethe second
checksum intBRHBIRBFEY B PN YERY: c‘%ﬁ\)@ﬁi DR R R L e oA S R g e o
alphanumerigahardctesskshurs stiftaiging thearyreespyormtingiegderhbpisindiktksatexoring, The
method of clgify, L whersin, e difes phbe metkod e harsuaiyesHiet i diptadaimextemal

promotion code and o the corresponding internal promotion code, including: replacing the
inserting ste@15§th e e XersiiBea MEankinase Y ol JeFR Snd RRdRSn B B5tulating step
is skipped; ;%W@@i@%rmsrﬁtqwﬁmﬁmgﬁefk@mrmwm% otbe st?yofisht&m@mam%wefbmﬁry
array according to the extracted first checksum. 3. The method of claim 1 c rsi e further
steps of: pac?ﬁ%‘ the %ﬁé@%ﬁé%%ﬁfé?ﬁ%%%%?%ﬁ lgga%%r?rﬁ%ca%%ﬁi&%ﬁé@ﬁé %%%%@(%%éethe
encrypted filetoresphedtrappticat@pofrtedgrodder of services to have the series of external promotion
codes distributed to customers of the client application. 14

2. The method of claim 1 wherein the steps of the method are backward
executed to decode the external promotion code and obtain the corresponding
internal promotion code, including: replacing the inserting step by the step of
extracting a first and a second checksum and wherein the caiculating step is
skipped; replacing the step of shifting the binary array by the step of shifting
backward the binary array according to the extracted first checksum.

3. The method of claim 1 comprising the further steps of: packing the series
of external promotion codes into an encrypted file; forwarding the encrypted file to
a client application of the provider of services to have the series of extemal

promotion codes distributed to customers of the client application.



4. The method of claim 3 wherein the external promotion codes submitted to the client application by
the customers are further validated by the provider of services on the basis of their structure. 5. The
method of claim 2 wherein the validation of the submitted external promotion codes is successful when
all of the following steps succeed: decoding of the external promotion code; checking of the decoded
internal promotion code against a predefined code syntax; checking of the decoded internal promotion
code against family information fetched from a database of promotions; checking that decoded internal
promotion is not already present in database; othe?\?(/ise, validation of the submitted external promotion
codes fails. 6. The method of claim 5 including the further step of storing in the database the

validated promotign-pedesethod’ofl AISiMSiR e iRiENiwhalieios ipteEnak praimatiracede includes
a family 1D field co_mprisin? alphabetic characters in the range A-V and a serial ID field comprising
t

numeral chaf2Rt&FETH ARPTEAIRNORY. the SURINDATT AEItBI Bl taied Patie SREPXIGE R dium,

comprising csenpteeroietdabigicadeheieamsdoreausing at least one computer to operate the method of
generating and validating personal promotion codes according to claim 1. 9. The method of claim 4
wherein the validation of the submitted external promotion codes is successful when all of the following

steps succeed: décotiggratimrdexterain pfomisin dbgeyalifatianebitiivesuestitied rmiaal promotion
code againsta,piegshinedcode sysda Faeeing of the eesasied JnissnalRrumalisn grgdehgainst

family information fetched from a database of promotions; checking that decoded internal] promotion is
not already 5?&&?&&%6&%%&?&}?8&%8?%&%H’&n8ﬁ DR SRRit R O AATIHRR ot codes fails.

against a predefined code syntax; checking of the decoded internal promotion
code against family information fetched from a database of promotions; checking
that decoded internal promotion is not already present in database; otherwise,
validation of the submitted external promotion codes fails.

8. The method of claim 5 including the further step of storing in the database
the validated promotion codes.

7. The method of claim 1 wherein the internal promotion code inciudes a
family ID field comprising aiphabetic characters in the range A-V and a serial ID

field comprising numeral characters in the range 0-9.

8. A non-transitory computer readable storage medium, comprising computer
readable code means for causing at least one computer to operate the method of

generating and validating personal promotion codes according to claim 1.

9. The method of claim 4 wherein the validation of the submitted external
promotion codes is successful when all of the following steps succeed: decoding of
the external promotion code; checking of the decoded internal promotion code
against a predefined code syntax; checking of the decoded internal promotion
code against family information fetched from a database of promotions; checking
that decoded internal promotion is not already present in database; otherwise,

validation of the submitied external promotion codes fails.



