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FI ELD Thiveobmaation is related to establishing an auditprecT/@sdl/a8e0spr ot ect
obj ects such as code, docunents, 10 and inmages that are distributed over a
net wor k. BACKGROUND OF THE | NVENTI ON The Internet is now commonly used in
the course of business to search for information and exchange code, 15
docunents, images, etc. anong col |l aboratprs, prospective business partners,
and custonmers. The increase in busi- ness conducted on the Internet has
been acconpani ed by an increasing concern about protecting information
stored or comunicated on the |ntepastripotoiihackers” who can gain 20
unaut hori zed access to this information and either use it for their own

financial benefit or conpronise the infor- mation or the systemon which it
is stored. Gven the enor mUSTRY FigR FSTHELLFESHGAMYuct ed on the I nternet
and the correspondi ng valampf adhadr, lm@sigmgc«ﬂ odgxkdrgera 25 ti-,re that

t he obj.ects (including code, i.mages - _anything represented
in digFtaI form that are %P%ﬁgg&gﬁgiéggﬁgh@e@%ﬁ%?ﬁﬁﬂe intell ectua
property con- tained within those objects are secure -- i.e., they can- not

be accessed q-rhfdiatl digd sy or conpani es who have no 30 right to them they
cannot be printed unlegs there is permssion to do so, they cannot be

edi ted except where tHEtS riPHNHRD beerF ToHIRS rtedl 5L el Ywed . 2Pr ot ect i on
of objects amwdiighjtectilexchangssedmyobiwaues Ah CEWEN! Sdodiieedds t hese,

aut henly cat lofy inbgeld difift RLOLEES Ol NBIdd Wyl LIS ARINLLY OF 2 party
request ing or sené%ng I nformation. I's 1s general y“éccoh} pl i shed

t hrough the use of passwords. A drawback to this :

BACKGROUND OF THE INVENTION
The Internet is now commonly used in the course
of business to search for information and exchange cocde,
15 documents, images, etc. among collaborators, prospecﬁive
business partners, and customers. The increase in busi-
ness conducted on the Internet has been accompanied by an
increasing concern about protecting information stored or
communicated on the Internet from “hackers* who can gain
20 uwnauthorized acecess to this information and either use it
for their own financial benefit or compromise the infor-
mation or the system on which it is stored. Given the
enormous volume of business conducted on the Internet and
the corresponding value of that business, it is impera-
25 tive that the objects (including code, documents and
images - anything represented in digital form) that are
stored and exchanged and the intellectual property con-
tained within those objects are secure - i.e., they can-
not be accessed by individuals or companies who have no
30 right to them, they cannot be printed unless there is
permission to do so, they cannot be edited except where
that right has been conferred by the owner.
Protection of objects and object exchanges may
have many components. One of these, authentication, is
35 the process of verifying the identity of a party request-
ing or sending information. This is generally accom-
plished through the use of passwords. A drawback to this



WO 02/ 23797 PCT/ USO01/ 28605 -2 approach is that passwords can be | ost,
reveal ed, or stolen. A stricter authentication process uses digital
certificaveszzamhori zed by a certificate authority. A 5 dpogrwsd/asesstificate
contains the owner's nane, serial nunber, expiration dates, and the
digital signature (data appended to a message identifying and

aut henticating sender and nessage data using public key encryption (see
bel ow)) of the issuing authority. The certificate also 10 contains the
certificate anpwerach publ tcakeyasswopdbl ¢zn keylesypt ographed. whfch is
widely used in,puthentication procedures, individuals have public keys and
private keys which are created sinultaneous|ly by the certificate au-
thority using an al gorft BFFseERY a3U RNt HPREHYBI PEORRFS 15588 PL®tF3hed in

one or nore ghrectDEhess COMROALAGALIBE aceettifLaies; atibRopi tyat eakey
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30 other.words, if a user.requests_access Lo aEeogject,
the  SystemWiPoTHFSE, vurti Y- Or bt KeRt | C2P . EnboT eRtrt b oY= CEnsYSer and
t hen det er nmiwielvhether ctbatedssimhdsanbdeustyghy tbeaceessfibatebpect and
how t hat use{h@@%tysgslﬁs aﬁbeﬁérithm such as RSA. The public key
15 is published in one or more directories containing the
certificates; the private key remains secret. Messages
are encrypted using the recipient’s public key, which the
sender captures in a directory, and decrypted using the
recipient’s private key. To authenticate a message, a
20 sender can encrypt a message using the sender’s private
key; the recipient can verify the sender’s identity by
decrypting the signature with the sender’s public key.
Authorization determines whether a user has any
privileges (viewing, modifying, etc.) with regard to a
25 resource. For instance, a system administrator can de-
termine which users have access to a system and what
privileges each user has within the system (i.e., access
to certain files, amount of storage space, etc.). Autho-
rization is usually performed after authentication. In
30 other words, if a user requests access to an object, the
system will first verify or authenticate the identity of
the user and then determine whether that user has the
right to access the object and how that user may use the
object.
35 Encryption may also be used to protect objects.
Encryption converts a message’s plaintext into
ciphertext. In order to render an encrypted object, the

recipient must also obtain the correct decryption key



35 Encryption may al so be used to protect objects. Encryption converts a
nmessage' s plaintext into ciphertext. In order to render an encrypted
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public key infrastructure and public key-cryptography above). Al - though
it is sonetinmes possible to "break” the cipher wused to encrypt an object,
in general, the nore conplex 5 the encryption, the harder it is to break
the cipher WeRouforhéngEanypri hekeyscnssiprond" theypubdyst Bavhas a
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locations. For instance, many businesses set up fire-

15 walls in an attempt to prevent unauthorized users from
accessing the business’ data or programs. However, fire-
walls can be compromised and do not guarantee that a
computer system will be safe from attack. Another prob-
lem is that firewalls do not protect the system or the

20 system’s resources from being compromised by a hostile
user located behind the firewall.

Transmission of messages can also be secured.

Transport Layer Security (TLS) and Secure Sockets Layer
(SSL) protocols are commonly used to provide encrypted

25 communications between servers and clients. Both these
protocols are incorporated into most Web browsers and
servers.

Audit trails also provide protection by enforc-

ing accountability, i.e., tracing a user’s activities

30 which are either related to an object (such as a request
for the object) or actually performed on an object (view-
ing, editing, printing, etc.). Audit trails must be
secure from unauthorized alterations; for instance, unau-
thorized users cannot be allowed to remove evidence of

35 their activities from an audit log. Auditing requests
and actions generates a huge amount of information;

therefore, any system generating audit trails must have



for the object) or actually performed on an object (view ing, editing,
printing, etc.). Audit trails must be secure from unauthorized

al terati om@p2/39p7 i nst ance, unau- thorized users cannot beP@r/USN236450 r enpve
evidence of 35 their activities froman audit |log. Auditing requests and
actions generates a huge anount of infordation; therefore, any system
generating audit trails nust have WO 02/23797 PCT/ US01/ 28605 -4 the
capability to store the information and process it efficiently. The

above- nent i orlee cawrapilitdevd cesonaytive 1nfednaeher ared yproges®riet conmonl y,
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ot her approaches to security in the prior art. |nterTrust Technol ogi es
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The VDE consists of dedic ardware or software or conbination thereof.
| nf or mat i on c¢hvefeseontal nersemay algte@ Vo evedlpyddeiiabsridiee? po- rated

in a VDE whighhsomnihe epphepib@ye | phesttusst 69ThtgBsL. chcalges trail
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an i nvent i ontEFBROUPEY <prBtett o) SRSV HRE Ay S EARTERI A H'ay be
repre- sentegion, digeladifior odpntémel agd nguteseregacdimrgt sccess ages, and

author | sed 1 BBt ey B2 TR S opedraf cortvay Esn tREF T i A TR or der
to access pratectedtaihermtiha;censetuere, aatdngtwath tleeemergption
keys, is passed from node to node in a Virtual Distribu-
15 tion Environment (VDE). The VDE consists of dedicated
hardware or software or combination thereof. Information
in the containers may only be viewed by devices incorpo-
rated in a VDE which run the appropriate Intertrust soft-
ware. An audit trail may be generated, stored, and
20 viewed within the VDE.

There is a need for an invention that will
protect objects (basically, anything which may be repre-
sented in digital form), including code, documents, im-
ages, and software programs, that are available on the

25 Internet without requiring authorized requestors to run
special software on their computers in order to access
protected information; a secure audit trail to ensure
accountability and non-refutability is also desirable.

It is also desirable to pass the protection duties, in-

30 cluding storing the audit trail, to a third party in
order to relieve the object server of both the processing
and hardware burden of providing the security (including
having enough memory to store a voluminous audit trail).
Finally, it would be desirable to store information such

35 as the request, authentication, authorization, serializa-
tion of the regquested object, nonce of the requested
object, security policy of the requested object, and a
description of the protected object in the audit trail to



accountability and non-refutability is also desirable. It is also
desirable to pass the protection duties, in 30 cluding storing the audit
trail, tovaorm7ed party in order to relieve the object sepev@soBedsot h t he
processing and hardware burden of providing the security (including
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Internet Addltlonal desirable features for a dlgltal
rights management system include passing most of the
protection “duties” to a third party in order to relieve
the object server of the processing burden of providing
security and providing one-time encryption keys that are
20 securely passed between the requestor and the “security
server” rather than passing the encryption keys with the
encrypted data. It is also desirable for a digital
rights management system to offer protection to an object
even after the object has been sent to the requestor.
25
SUMMARY OF THE INVENTION
This invention provides a method and system for
protection of objects (anything represented in digital
form, i.e., code, documents, images, software programs,
30 etc.) distributed over a network. Protection denotes
restricting certain operations (i.e., viewing, printing,
editing, copying) on the objects by certain recipients.
An object server containing objects, both pro-
tected and unprotected, is equipped with software that
35 designates whether an object should be protected and, if
so, what the security policy (type and degree of protec-
tion the object should receive) is. The security policy

may include restrictions on who may view the object, the



even after the object has been sent to the requestor. 25 SUWARY OF THE

| NVENTI ON Thi s invention provides a nethod and systemfor protection of
obj ects Woyvbd7ag represented in digital form i.e., codeCT@eoCURSEIR S,

i mges, software prograns, 30 etc.) distributed over a network. Protection
denotes .restricting certain operations-6.e., viewing, printing, editing,
copying) on the objects by certain recipients. An object server containing
obj ects, both pro- tected and unprotected, is equipped with software that
35 desi gnat eki igiptierofintled| eeieshoutide beupber cef cblmad, the sbjedhat the

security polhgy kd VPeerbd, degree1 of apr ot econki vh118ecobi-eLhc shguUtd receive)

is. The security policy may include restrictions on who, vi ew t he

obj ect, the ¥FET}237971 Pee/ WkDEPOB6HES Q%JFF’FeIP?%eb%fPJEh’ré@%%j eBt the
nurber of tiiesd} hetobj echjettycbet¥oevedre aserlhhi &is aghiohsippléei es
rel ati to actions such as whether the object may be printed, ed- ited,
etc. Obj ect Boh r%?% %?%uﬁéi%éﬁ?iﬁ%YMhich inple- 5 nment the security
policy. Wien the objectheervke okietcveseaverqueseives aaneabgett forhe

softvare chegks;yhetber ch0eseoest etnell Shhotfep! Pheckeduetlobhe obj ect

i's unprotected, _server W sen oj ect to the réquester. If the
10 obj ect isopreteciedorehectedt wafé EReatkieqtntt wBpEetechffchtifcl udes

authenticatigﬁk@@gl@iﬂy Qén%hﬁhérbgﬁ§é£ t@sg%ﬁsfe@§e§@é£das%§ethglif?ti?n,
nonce, security poljcy, an scr iop O e reqguested object;. a o]
these S e eﬂ???%?eﬂ? Rﬁ%tﬁ%ﬁﬁgbjE%g F§E§@ﬁ¥ebﬁfﬁagﬁstﬂen?@q Ritfhg 15
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r,
ware-for prOV|ﬁ|ng pro?ebtlon ser ?éceives
and aut hent i zad edesteipetdnect etheegeasested obiachs #hé of these are

encrypted. The new object is sent back to the requesting
15 browser in a reply, along with a redirect command that
points the requesting browser to a “security server.”
After the security server, which is equipped
with software for providing protection services, receives
and authenticates the redirected reguest, it obtains the
20 requested object either from its own cache or from the
server containing the object via a secure transmission.
The security server then encrypts the requested object
(using strong and non-malleable encryption) and combines
it with mobile code (software sent from remote systems,
25 transferred across a network, and downloaded and executed
oh a local system without explicit installation or execu-
tion by the recipient), the security policy, and object
controls. This resulting package is sent back to the
requesting computer as a reply to the redirected request.
30 The requesting computer then tries to execute
the mobile code in order to render the requested object.
The mobile code will execute tests to ensure proper
instantiation of the object controls; when these controls
are properly instantiated, the regquestor may request a
35 decryption key which is sent via secure transmission to
the requestor upon satisfactory authentication of the
request. The decryption keys are one-time keys which may
be used only for decrypting the specific object in ques-



20 requested object either fromits own cache or fromthe server containing
the object via a secure transm ssion. The security server then encrypts

t he requewoez2ybj ect (using strong and non-nmal | eabl e encrPgpUS@I8c@End
conbines it with nobile code (software sent fromrenote systens, 25
transferred across a network, and downl edded and executed on a | ocal
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security policy, and object controls. This resulting package is sent back
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decryption key is obtained, the requested Object is ren- dered subject to

the constrail¥ stefheRibze@ctrityigerteysuehPobietSeEWEHBY SSSEVRF déscri pt or
of any acti ofgst &N 0 ShE & PEa 666 Uand i tle SESNEEnBNGWEE. I ETWESt D6G S

activighes Wil resard (o, the oplecl L reorded in o log.fulegyatale
adm ni st r at ovh@ntedihes codtelnt clowief ec i) swheighdd the eolbpycbe wsed to
The ob] ect o Geroveetivireh, Cpkr o B0uF CORTEIPECY ey SR BERS KRECCST
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requestor, as,wehi ASqoSstyed iofPETBLLONISHEN@S: ABoihgt L biBs@in obkect was
accessed, the nunber of tines an i
15 the time an object was accessed, the number of times an
object was accessed, etc.
The security server is used to execute most of
the activities associated with protecting and delivering
the requested object. Therefore, the object server is
20 not spending processing resources on security issues and
instead is dedicated to handling requests for informa-
tion. In addition, all set-up time and maintenance for
the security server i1s handled by that server’s system
administrators, resulting in further savings to the own-
25 ers of the object servers.
This method and system differ from other object
protection methods and systems in that common software
does not need to be installed on all computers involved
in the request and provision of a requested object. 1In
30 addition, the keys used to encrypt/decrypt the object are
one-time keys and are not passed with the encrypted ob-

ject.

BRIEF DESCRIPTION OF THE DRAWINGS
35 Fig. 1 is a block diagram of the components of
an object protection system in accordance with the inven-

tion.



obj ect was accessed, etc. The security server is used to execute nost of
the activities associated with protecting and delivering the requested
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a flow chart showing Howwa 3og3id efley Ghajiestwingdiowiad i €29 okt
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createtdin a&tch d"ali*ﬁcem‘i%ﬁ\'n}? the invention. BEST MODE FOR CARRYI NG OUT
THE I NVENTION Wth reference to Fig. 1, a requestor device 10 (in this

enbodi ment, the, dpyicerdR GaGPRW SSor EVAvENTION
With reference to Fig. 1, a regquestor device 10
(in this embodiment, the device is a computer; however,
15 the device includes anything that can act as a client in
a client/server relationship), an object server 12, con-
taining objects 16 and protection software 14 which des-
ignates whether objects are to be protected, and a secu-
rity server 18 containing software 94 for providing pro-
20 tection services are all connected to a network, in this
embodiment, the Internet 20. An object 16 includes any-
thing which may be represented in digital form, such as
code, a document, an image, a software program, etc. An
adversary 22, a person or device such as a computer or
25 recorder which may be used to gain unauthorized access to
a protected object, may also be present. Although a
single requestor device 10, object server 12, and secu-
rity server 18 are discussed here, it is envisioned that
this method and system will accommodate a plurality of
30 requestor devices 10, object servers 12, and security
servers 18.

In this embodiment, the object server 12 and
the security server 18 are Hypertext Transfer Protocol
(http) servers. The requestor device 10 should be run-

35 ning a software program acting as a World Wide Web
browser 24. Requests for objects 16 from the requestor
device 10 are relayed by the browser 24 to the object



15 the device includes anything that can act as a client in a client/server
rel ati onship), an object server 12, con- taining objects 16 and protection
sof t war e Wd ombd7eh des- i gnates whet her objects are to be pepwsema)5 and a
secu- rity server 18 containing software 94 for providing pro 20 tection
services are all connected to a network;9+n this enbodi ment, the Internet
20. An object 16 includes any- thing which nay be represented in digital
form such as code, a document, an image, a software program etc. An
adversary 2Eemweserkdrivior ek ceedirttas SEoRIEEr, ofeRBLeRcE? de?~ whi ch

may be used G e e Of b Zetk acees SotdodoProt ect ed object, may al so be
present. Although a single requestor device, obj ect ﬁ rver 12, ., and

10, .
secu- rity server 18 % M ERURA Prer'die | P RS Ohelt t Hat TV 9 et hod
and system %ﬂddtmmm&@lmalwnyclofirBOtm'ﬁquaﬁb@dixdem ces 4, object
servers. 12, and securit servers 18. In this e dj e obj server
12 ands‘5 the % nccﬁﬂﬁjtci}l s%%v%?t%f' %rr‘éellg—wsp)%%%?%gTr gﬂg %;E%é% %12%)?19 %(ﬁﬁb)
servers. Thevammuebtios weed dey 1dn stwtihelr beed wsys 38n nidipial sofa war eLor ogr am

acting as a daggilgqqé@éi%ﬂ%&béw\@ 5 2 ﬁegwﬁoé@ét&@igﬁaswﬂﬁcﬁr&m%éthe

request or vice 10 are relayed by the browser 24 to the object
02/ 23797 PCTHQUSTR /eBoBcted. sefl el 1201/ M8 pl § edeekeRated 2 P9 replies

to re- questise@dy orthd Gotdeebiidn piotOfdte 16 ADECBDOVE, thbeadhget
server_ 12 is, runnlcﬁg 1]_Ogr ot ect%on software 14 i is enbodinent is
t

an 5 eX{ ensiIIAT sErset %o?]il?vatf'%ﬁ’eﬁf?@‘?)%]lf‘%%tﬁ!’grrégé??gthﬁ?e 14 is
used by an aut horj zete systeni agnpol sty pt fox tthe delsj goat 26 whi The obgects 16
a2, uni oLecled, 06 MY St epck e LAl Lot L OB By Bve
10 i strator akyspecflyet hefeyiee anfl degreel @ft pfbtect i beMPerak. rethe
security poldcy)-fndne obtetlnddr JPe:SREM-the object may be viewed
15 (i.e., cardinal restrictions), as well as actions poli-
cies relating to whether the object may be printed, ed-
ited, etc. The actions that the requestor may perform on
an object may vary depending on the identity of the re-
questor. Object controls are mechanisms which implement
20 the security policy.
The security server 18 is also running software
94 which is an extension of http server software. This
software 94 provides the protection services for objects.
In Fig. 2a, a requestor requests an object (step
25 26). The object server storing the requested object
receives the request (step 28). If the object server has
an independent authentication policy, the object server
will execute that policy and authenticate the request upon
receipt. The protection software examines the http request
30 to determine whether the request is for a protected object
(step 30). If the requested object is not protected, the
requested object is sent to the requestor (step 32).
However, if the object is protected (step 30), the
protection software creates an enhanced request (step 34)
35 that is included in a reply to the request and is subse-
quently redirected to the security server (step 36). The
enhanced request is an object comprising encrypted data

including authentication and time of the original request as -



rity policy may include restrictions on who nay view the object, the
lifetinme of the object (i.e., tenporal re- strictions), the nunber of tines
the obj esvOonmgs7be viewed 15 (i.e., cardinal restrictions)PCHESHEISh0sas
actions poli- cies relating to whether the object may be printed, ed- ited,
etc. The actions that the requestor maylperformon an object may vary
depending on the identity of the re- questor. Qbject controls are
mechani sme which inplement 20 the security policy. The security server 18
i s al so runfifhy 38f squialisatipnchensuahngxevhyi oneokphrbpedeveesisof bdar e.

This sof t vah eoB84et 0¥5d8%at NEHPE P eﬁéh@@ sgé&uﬁ;gﬁyfggmtayecsﬁd LngELY. 2a,
a requestor re uests ag Eggect (step 6 obj ect Server storing the
%

request ed obf 5 tl?%c% tﬁ%qP%ﬁﬁﬁgto?éﬁé 28fInﬁPrPﬁ51661@EPUEeﬁVer has
an |ndependehénaﬂt@embncaépeﬂdpobnthethérObh@Cbb§@&EeéerWh£|hgéeéﬂte t hat

I d au J e_t ue upon. .receipt. The rotectlon softmare
ggahfﬁegnthe %%?%ﬁééﬁées?pgﬁnggcﬁéf%?g?ﬂﬁlﬁﬁethg% Fﬂﬁr?ehﬁegP AUCRBREL-
prot ected objleten Psiipy30ihel énhéecedquegtedt obhettidies nhé pesteetedl, the
request ed OQhécéutﬁeﬁef&a%90ﬁhe Feapgstar s %SﬁgpaégﬁenF% el Lby tgﬁ obj ect

is protected (step 3 rotection software creates an ennanc
request (st%%@§4%n§%rmﬁﬁioﬂsl$n@l%@eﬁn¢hu@e@epmyth@ ehbanegqdeseqaadti 5

subse- quently Ledlre@ﬁ@ﬂyﬁeléﬂepﬁgﬁyaééyaS@ayfétﬁiﬁgpfﬁﬁ%éﬁgggnt?gggggn
n_obj ect. co |S|n | ud

;ﬁguﬁfie ofa{%% ¥i E?ﬁafgé%%ﬁ% g %m%bg?zg 799 - POTF U661 F 28605t hotdze@l | as
serial i zat | @bt ¢emsiohay ®9|Webh@aﬁp@ﬁ@ﬂ@ﬂlg@rﬁi@ﬂ ohe a@tﬁ@heﬁéatﬁon ?n%

| abl e ol and e- scr ion o e Lequeste
gg?;c? )ﬁ?ggﬁg f%%gg %%Xn%lcat %@%e% %ﬁr¥ﬂé% the obfect
server has %&ﬁ%:@?@kﬁ@¢mﬂ@@ @mnVﬁ¢W|@éitbﬂ p@@megtorf t@EheIISSGﬂ Bott hent i -
cation pol i&yerdite; SANARCEEsE Baues eéﬁﬁié%%ﬁhtgﬁﬁrgéyéétfég d{€rations.

authentlcatlon |f_there is no authentication
15 Protocols supporting both strong and non-> malleable encryption

are used. (Protocols determine the type of encryption used
‘and whether any exchanges between the regquestor and security
server are necessary before encryption takes place (for
example, a key many need to be exchanged so the recipient can

20 decrypt an object encrypted at the server).)

The enhanced request is included in the reply to
the requestor along with a command to redirect the request to
the security server. This redirection should be transparent
to the requestor.

25 The security server software decrypts the enhanced
request (step 38). A shared key for encrypting/ decrypting

_ the enhanced request is present at the object server and the
security server. The key is generated when the software is
installed on the object server.

30 The security server software then checks whether
the enhanced request meets the requirements for a well-formed
request (step 40). If the requirements for a well-formed
request are not met, the security server sends a message back
to the object server indicating an invalid request (step 42).

35 (The object server may then send a message to the requestor
about the invalid request. The system administrator for the
object server determines whether these messages will be

sent.)



that information is also included in the enhanced request.) Encryption
provides a variety of services. It can 10 protect the integrity of a file
(i.e., pvevemsrgnauthorized alterations) as well as assiBCT/gOMISHIT t he
authentication and authorization of a request. The use of encryption here
can also protect the privacy of the reddestor. Other uses for encryption
i ncl ude non-repudi ati on and detecting alterations. 15 Protocols supporting

bot h strong and non-nall eabl e encryption _are used. (Protocols determ ne
the type of encrypti oﬁé.lét? Y& Sitte tHfe v S eXfita RS e nEST ise SOt~
requestor anchrsecundt yutderrdcaales reressRfe el @renanypt iR kes-iphace

for exanpl e, eed .to be exchanged .so the recipient can 20
((jecrypt gﬁ %@ggﬁﬁﬁéﬁdwétllt ﬁé)m?@f'iz)hmmiﬁﬁaﬁéﬁp. idf%lqdﬂlrlnt
included in nespinedted wesuesdu dsteoii: : sz comeitetld imedibieec
the reguest d@anide® SRLHILY, SEHY Qe E@c%rr?c‘[y rs%qrtv'&%n NG PeLransparent

to the requestor. 25 The security server software decrypts the enhanced
request (st E@ptESPLigadRatdd KepRst dfery pristgncdectyist it relepesihanioed

request is prigsent salcH Rea@bjaedlepI@RV Qi talkdt tiRe i VALY e 1 athe ikey
IS generate n the software 'ﬁii&'gn tall ed on the object server. The

d wh

security sefver Sof RS tfertie &er&ed EREUEHantdd Féqfesm ot s
the requirerdelenhs ifter of weld fegeedoxr e@ue;ﬁte Enthepcdld) refudsie ,r equickarrat S
f Il -fqQr est not. t, the security.server sends nessage
back 2o theSoBrat, FERTD FhE: BURNE me R ek de: Ty SA3F o8y ( The
obj ect servéuthgptiketisoand sgewpeddage 6 tthe reguestors almctﬂmbnﬁ:_lieajt@@aél |ﬂ

t. Th I 1 t h ject rver er.nisn er
hese messagie ol et Bott o R oIS s P S e p o eptas
request is Vafi JeHRELEECQPIEF s SLFEPTsSIrom kiite SRERE LAY FeiVeEiSesache

request (step 44k obHecseeufivhy (Seeyerssoftwane wrblkce@rRaAr 8otthgat-kme and

aUtheE%icat%ngi%ass the object on to the security server upon request.)
If the security server has to obtain the object from the
object server, the object is passed via a secure transmis-
sion.

Once the security server has the requested object,

20 the security server software encrypts it using protocols for
strong encryption and non-malleable encryption and combines
the object with mobile code (software sent from remote sys-
tems, transferred across a network, and downloaded and exe-
cuted on a local system without explicit installation or

25 execution by the recipient), a security policy with authenti-
cation contained in the enhanced request, and object controls
(step 50). Encryption of the requested protected object
serves to protect the object, its requestor, and the provider
by ensuring integrity, privacy, authentication (where appro-

30 priate), and authorization as well as being a tool for non-
repudiation (i.e., a party to a transaction cannot falsely
deny involvement in that transaction) and detecting alter-
ations. The resulting package is then sent to the requestor
(step 52; see step B, Fig. 2b).

35 In Fig. 2b, the requestor receives the reply and
attempts to execute the mobile code (step 54). Upon execu-
tion of the mobile code, the security policy and object

controls for the requested object are instantiated on the



the redirected request heading with those contained in the 5 enhanced
request. |f the security server software cannot authenticate the request
(for instvemom?237bhe two request tinmes differ such that a pepuay/atisack is
indicated or the identity of the requestor in the redirected request
differs fromthe identity of the requestor in the enhanced request), a
nmessage 10 is sent back to the object server indicating unsatisfactory

aut hent i cati on |f the request is authentjcated the security
server sof t'W %1$yi)t OIILE §T0 o B5%P atft) obt BRRSMORhke repiR sTRREBEF R Ct
either fr omem set ulte t grseiey erhistitac hthe obbidier ajeEto BEIWeke (SdLPedB)y

h of I the object on to the securit erver
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obj ect servigten Hed Jobjde Ir%qlpasm maa Te@eEsir el it rmsmi she ssemurﬂfy:e t he
Securigy Ssejdbfehagsidie EISBIOIUESMF@ Qé&ﬁ%tt% LO0-1de SeRULLLY %ng}f&{t‘bz[sgate\a@re

encrypts it _using protoco s for strong encryption anhd ron-
encrypti on Hi KSHfTes St obj ectIiiith GaBidte avdersitatmrgsan- from

rendte sys-qued®s, d mensdayd ath a0 e B dtad W kyerdnd: slowd qadlpd-and,
icit installation or 25 execution by

ted I ste WI t hout I
fﬁeer egpp?eﬁq:;:a ecu Gygp % BRATRIR 1S et tdrntEhedha t he
enhanced ramesi:,t}artcémtmecsiomrmra)l@nc(sstiﬂm Eﬂ;)que'irwd/p{éprbaﬁk the the

requ ed %f‘e%t eryes to )t eat t he .obj.ect, | equest or,

ang ?Lflde pr %\r“ er tecgr en@e%rl 43 |yn%egr| Vv, per ftvreaaéqulagu% tla&ﬁs (Wnere

appro 30 prdussded a#dl%n Hot identdvmtess (meldp &5 )bei rhea ke.;,olus(‘jeﬂ morthe
diatio ts A

repudi a %e(durfiby aPRAdY dP e%éxfﬂ?@fédﬁ@ltﬁgadﬂﬁot gﬁc&e

i nvol venent in that transactign) ations. e resul ting
package isXS¥en 1Rt WS HES dfYestoPrquidas sithese byt ép ‘Beaed g.fa2b). 35

In Fig. 2brddendi€q aﬂﬂﬁﬁﬂﬂ%§]&£ﬁvﬂﬁRﬁYJ§n%.ﬁ%ﬂﬁﬁgg A0 gxeqyfe the

- t he securit
bl b c0de (1SR 20 ANo SxeC Lon O e I e e S
the WO 02/ 237 ¥hePEH1dS0 Hr256@he most common being certificates.
Once the mobile code is executed, the requestor may
view the object subject to any constraints imposed on the
object by the security policy or object controls (step 68).
20 As shown in Fig. 3a, a log file of actions taken on
the object by the reguestor (and, as will be shown in Fig.
3b, actions taken by the security server) is maintained for
the purpose of establishing an audit trail. The log file is
available for review by the security server’s system adminis-
25 trator. The log file may be used to construct an audit trail
detailing who requested what objects, whether the objects
were delivered, and what type of security policy was in place
for each of these objects.

If the requestor attempts any action related to the

30 object (i.e., viewing, printing, editing the object, etc.)
(step 80), the object controls will determine whether there
is an established connection to a network (step 82). TIf

there is an open connection, an encrypted descriptor of the
action will be transmitted to the security server, which will
35 record the descriptor along with some other data in a log
file (step 88). The other material recorded to the log file
also includes “local data,” i.e., data present at the server

including the local time and the identity of the server,



-12 requestor's conputer (step 54). The nobile code executes tests to
determ ne whet her the object controls were correctly instantiated. If so,
if the revoes2yp7 needs a decryption key (step 56), the repOD®SeIA@s6IPaY
request it fromthe security 5 server (step 58). The security server

sof tware authenticates the request (stég-60). If it cannot authenticate
the re- quest, a nessage to that effect is sent to the object server (step

62). However, if th ssage is authenticated, the security server

sof t war e seﬁ&@eth@n%eggébF Back "EFRE I6 peresror (Feep P via a
secur e transnifegimanioandst heahemigiest ed &hfﬁ%bcb&i@@ﬁ%%ﬁgéﬁ-%%beweﬁﬁki—The
key used b segur.i server. to crypt/decrypt e ect is a_ ,
ong-tine igégg?ﬁeﬁgn§¥%¥§§l§é diéopﬁgﬁiﬁggugﬁgﬁéf( ?&_%ééedthﬁbﬁc?lon
random y gemer ghengbtiketkéy whilolels (deeer Bined &ort Hesitantes,stal kdts-on of
security sepugkedohbwoke Qheokgﬁheg%ggsmFgOW@gw'@h%h%e %%&e y,5Lile most
comon being certificates. Once the nobi code is ‘executed, the-requestor
may vi ew t RBL8DI'BER §05j BOPile sRylecdfseracres fiudpysdaseantietedhpact aby

the securityepelbeyoar kedj Bek Beahr okseclisbep 68 t2Q Avcshawy iR Fg-. 3a, a
log file of ﬁcti ns tgken on he object by the requestoE (and, as will be
shown in Fig.eHSE,eaB PEAS L8kEATEY VAEWSHCALi tSs EPENEP LS ' FaiCRTRINGSE  f or

t he purposeaofleestabkbshbiigtansassiehttrai.k. , Theewoadf iche b&ge@FQiﬁng%nkor
revi eyw,by t ULI ver's syst adm ni s 25 trator,. elo ile may
be usgg to ggné?%u%%géﬁ§ggdggrﬁﬁgrl EgLPQiVFﬁéfﬁﬁ8 F88ué§tgaa%ﬁﬁgtﬁﬁﬁegps,
whet her t hetBbj segseshere (d6kbvehed, thadretmestypé sofresmestti ty pelifoymwas

|0 Prace fen Bachoffohhesg BBEEks iol hohligdr taugst gy attenpts any action
related to the 30 ob&ect (i.e7, V|emna3h Erlntln , _editing the object,
etc.) (step 80), thelbbPecESEBAEr 6F52RILEFLaEL EPRRAETMABL hor thRepecuirs tan

est abl i shedseoneeci soprégeatnetner kbfstepc8itroll whiher 8rikengh QB?@stgb{O

Cho soburi t§E B Dar A G  GERF D35 P obBrdSP RO U FFEVEF APGRY AALh sbfe
ot her data theactmgection is established (step 86), an encrypted

descriptor of the action will be transmitted to the security
server, which will record the descriptor and the other data
discussed above in a log file (step 88). The action on the

20 object is then allowed (step 90). However, if a connection
cannot be established (step 86), the requestor’s request to
perform an action on the object is denied (step 92).

As shown in Fig. 3b, the security server also

records to a log file descriptors of any actions it takes

25 with regard to a protected object. These actions include
responding to requests for objects, sending the object to the
requestor, receiving requests for decryption keys, and send-
ing a decryption key ﬁo the requestor. When the security
server performs an action (step 74), system software deter-

30 mines whether that action is related to the transfer of a
protected object or a request for a decryption key (step 76).
If the action is not related to the transfer of a protected
object or a request for a decryption key, nothing is recorded
to the log file (step 80). However, when the action is

35 related to either a protected object or a decryption key, a
descriptor of the action, along with time, local data, and
the network IP address of the requestor, is recorded to a log

file (step 78). As an example, when the security server



file (step 88). The other material recorded to the log file also includes
"l ocal data," i.e., data present at the server including the local tine
and t he iwen2/23797 of the server, WD 02/23797 PCT/ US01l/ 2860BCTAU$® /28605, and
the requestor's network | P address. Once the information is transmtted to
the security server and verifi- cation4dki4ransmtted to the requestor
(step 94), the action on the object is allowed (step 90). For instance, as
dis 5 cussed above, the requestor may view the requested object only when
t he nobil e cerieeives ek esiamdsd | newaest afed andratedeed ypolont keydas been
recei ved framdle; SECEidr SELYEE - thdNeM AN @bl 8GledS £61 ke Visyes: 88 ; the
requestor's conputer, a descriptor of this eve(r;{, i.e., view ng t he
object, is MRAHt Hae FRPEG SEPFRPSTS ool $RF T £ FEBRI ofPFRL data,
transm tted 493 e Heemeskt orp (Sd@peS4)of t tige I LEHHIRSE Ob T Sat€qssédt O Wiesh or m
an actifn on_.the object is denied I(@te 92). If no securekestabl i shed.
connect? on torF HESECHTY t 527 L8F VBFITS PPRserT et har obj Ret “eeht rat s Wit
attenpt to estalbebiéct i cbmisimwdd avionnechibe ¢odd¢ hea seevordyoSethves {stipn
84). If the i S t i (step 86), an encrypted descri ptor
of the acti ojhs’cmeg%%gﬁgn%%t%g ?ic:f%he security server, which will
record the descriptor Hhcerdleher herbedimentyi sehe seeeddver irew Tagefile
(step 88). Thecagid obh omnd hepP0-0bjeLici suthethatd@ned; (st epndP) cofoMeved
if a connection_cannot be established (ste 86%, t he requestor's request
to pekdormbm Hee i PCHRLENSTBYREL - i sPJ@%w%%d( Repsopyring RAbWAY | Rl FPES
3b, the secUihdet18&FEad BRIty ECOHESréQuBst®F & | 4L USSET A Pé OF ScOFdddYon
actions it takes 25 vvithq%%gard to_a protected object. These actions

i nclude respP¥diFEFTIEE 1S rrd ot 1 2Rk ehdli RE t FIRCWhT BE 1 SE5V Ehe
requestor, ngcei iilng reguestsr fostaeT! yipes can kayseciahoh sendehe nge@urity

decryption key to the u o] n_t.he ur.i r.. perdf or ve..
action (st epS 4 e,rSys(E%%qEﬁ% V\I/{éarqé\%dﬁtse%t S%ém n%kgéi\l’;\hae?ﬁée%r@t%att%%t%%?l S
relatetbto the resmsieredfih aprorretetonbfect retworkqguesnof gpskablished

decryption keyrkstep 8  time frame.

In another embodiment, the descriptors of the
security server'’'s actions may be encrypted before they are
written to the log file. This embodiment may be used when

20 persons other than the system administrator are allowed

access to the log file.



If the action is not related to the transfer of a protected object or a
request for a decryption key, nothing is recorded to the log file (step
80). Howawen223then the action is 35 related to either a prorT/@sties6@b) ect or
a decryption key, a descriptor of the action, along with time, |ocal data,
and the network |IP address of the requdast-or, is recorded to a log file
(step 78). As an exanple, when the security server WO 02/ 23797

PCT/ US01/ 28605 -14 receives an enhanced request for a protected object,
the security server saves the enhancédlaigtfuest to the log file; along

wi th the enhanced request, at least tine, |local data, and the network IP

address of the requestor are saved. Wien 5 the security server sends the
request or a packHye® COPBIM FREIPHR JBFERIK ¢ TR t I iR FeEice, a
record of thilsj@etd oty pBSowdingna t Dod heile® g f i t&qud s adoddies oredrbadd ment ,

t he requestor nay tak actions.on_the, object ile "unteth d' (i.e., t
connecﬁgd 1@?%3/1?%}%%%r?%y8%%‘?9%§)sl‘ﬁ’%ﬁ%%gh{g %35:‘%‘?6‘1’?@2;0??3% :I I O\rll\lg
unt et hered asytstwant ycorymel segyest or' s actions are recorded on the requestor
devi ce and then sent té)) tglg glgiéj&tgeé@éyeéorf%e&ﬁ%eogjegygglt 0l établ i shes

a connection to the security Server. Controls nmay De set such that access
to the obj ec?Plt sSewdey | CeRRing & LOHHERTS redran iétiwh kKiesigrates

establ i shed i by dcE@latd Mo E@MBrot dotd@ided £ FERy pdlie:
descriptors of the security, server's, actions nay be encr %}ed beilcore t hey
are wttenf?B RIREFOLTE i PRICTH s ﬁ%@ﬁtrﬁ%r‘b%ru%%r&}‘/ e?c 26° pr sons

ot her than thetwystem adm nistrator are allowed access to the log file. WO
02/ 23797 PCT/ USO1/ _286%5 -15 d ai{rs (% In a Lo ni' cati ons,_netwo k. &
system for protecting > bbf ecTE BV PT oVF U Ry BTEG TS Bf ?eﬁue%t%ﬂé%ctl ons
and 5 acti onshe akeleon sdpeetrs shid rddutes ¢mmeeaeedwordk, tlsaimetwork;
and
15 c) a security server running another software
program providing protection services for objects
designated by the software program as protected, said
security server connected to the network, said software
providing protection services including:
20 i) means for receiving a redirected,
enhanced request for the requested object from the
requestor device, said enhanced request corresponding to
the requestor device’s original request and created by
the object server, said enhanced request an object
25 including encrypted data associated with authentication
and time of the original request as well as
serialization, nonce, security policy, and description of
the requested object;
ii) means for obtaining said requested
30 protected object from a cache or from the object server
on which the requested protected object is stored;
1ii) means for encrypting said regquested
protected object;
iv) means for combining the requested
35 protected object with mobile code, a security policy, and
object controls; and
v) means for sending the resulting file to

the requesting device, said requesting device having to



system conprising: a) an object server containing objects, said object
server running a software program whi ch designates what objects are to be
prot ect etvanz2z9security policy 10 for protected objects, PERUMIICISHECt
server connected to a network; b) a requestor device requesting an object
from the object server, said device conifected to the network; and 15 c¢) a
security server running another software program providing protection
services for objects  designated by the software program a rotected, said
security serSHEFCEERINEL? PP bl e MePdRt W rkender d-Roff5@rest% o&i’%ﬁ‘ﬁb to
protecti on sgyixepuéfeingi dgri@d, id waansof othd ecejweSigiag réaviesct ed,
enhanced request for _the requested obj.ect fromit est o ice, said
enhanced re %taré%rYJe%vf)o%%‘? neb %Ctt%ebjree%%eté o?ll;%e%/%%g&sé%r %?%gﬁ’ request
and creat ed dyd clbeob| eehtselyerhasaixe epbantedotacriest Blve obj ect 25

| ncl uding enciypd &ch ot e 50 Shale MLl AL AL LA AOB1 1 8NcodL e of the
origi nal request as |IT as serialization, nonce, security policy, and
description of the request®d) orgaes ; Lo¥ Vel 2SrPHPRAT ni ng sai d

requested 30 gratecdetpbbectnd ramyacecache-ws1dyomthe object server on
whi ch the requested protected, obIjnect is stored; _jii) ans for en]gé%/pti ng
q

said requested protected obfbbtMeFRS R P AERHHR i RGTYREL PR ted 35
prot ect ed objectheM #dnebtley cdael ca seaursdyl bhdicyry amdthabi ecattant r ol s;
and v) ans_for sendin resulfing fike to the requesting device, said
requesjtl ng a%%/i%er%%?sntg %%Pl\/i;b%%%}fgf /' US01/ 28605 -16 execute the
nobi | e code to render the regikbtmelod)eer recording to a log file

information about events, said log file stored on the
security server, said events belonging to the group
consisting of:
15 A) requests for action on a requested
protected object initiated by the requestor device;
B) action taken on a reguested
protected object at the requestor device; and
C) actions taken by the security
20 server, said actions related to the protection of the

requested protected object.

2. The system of claim 1 wherein the log file is used to

25 create an audit trail.

3. The system of claim 1 wherein the information
recorded is time of the event.
30

4. The system of claim 1 wherein the information

recorded is local data.

35
5. The system of claim 1 wherein the information
recorded is a network IP address of the reqguestor device

initiating the event.



the requesting device, a user of the requesting device to use and view the
obj ect subject to the security policy and object controls that are put in
pl ace onw®e2/zB79equest i ng devi ce upon execution of the nobPCT@Se$60s Vi)
means for verifying proper instantiation of the object controls; vii)
means for providing a decryption key telfhe requesting device upon

sati sfactory authentication 10 of a request for said key; and viii) neans
for recording to log file _information about events, said log file stored
on the secu rtyTg§r§ stemard ededis lhahergiing the thd ogmaddonconsi sting of
15 A) requestecbetiedctioorhen lagr €quest ad1ubkat 8C e QRjRe ¥ that ed by the
request or de 5%%£ B) action taken on a requested protected object at the
request or device; "and C) actions taken by the security 20 server, said
actions related to the protection of the requested protected object. 2.
The sysgemof claim1 wherein the log file is used to 25 create an audit
trail. 3. The systemof claim1l wherein the information recorded is tine
of the event’-30Tke FHetsPsPéEnrtdpiel i wheraher she théormborwati on recor ded

is local dataecdbabd thersystem efiel ahmmlawherein | af !
recorded is a network IP addreg; of the requestor 8g§%gege?%r?%a??ﬁg t he

event. WD 0273599% BCYFEEEEF 28605 -17 6. The systemof claim 1 wherein the
information recorded to the log file includes a descriptor of the event.

10
8. The system of claim 1 wherein the information sent by
the requestor device to the security server is encrypted
according to a protocol.

15
9. The system of claim 8 wherein a protocol including

encryption for the information provides strong

encryption.

20
10. The system of claim 8 wherein a protocol including
encryption for the information provides non-malleable
encryption.

25
11. The system of claim 1 further including means to
establish a connection between the requestor device and
the security server in order to record information about
requests for action initiated at the requestor device,
30 said connection to be established when there is no
existing connection between said requestor device and

sald security server.

35 12. The system of claim 11 further including means to
refuse a requested action on a protected object if a
connection between the requestor device and the security

server cannot be established.



5 7. The systemof claim1l wherein the information recorded to the |og
file includes a request sent to the security server. 10 8. The system of
claim 1l whepz2at9t he i nformati on sent by the requestor deRCT@®St1R860Fe
security server is encrypted according to a protocol. 15 9. The system of
claim8 wherein a protocol including egyption for the information

provi des strong encryption. 20 10. The systemof claim8 wherein a
protocol including encryption for the information provides non-nall eabl e
encryption. 5. 11Thdheysyeneaf oflzimi n furuheheind hef g ngeapantor can

establish a ¢onpecdion Petyeehot et £OMESE OF c 8ENME CENANE 1 BB SELULI LY
server in order to record information about _requests for action initiated

at the requestdretiesd ceroBeCkaf BRI o fbl%eo%s’t'—]a%l%f@ﬁ'é%ls*\?\?ﬂén there is
no exi stl ngd@@IkE@Céﬂl@nsé)@cﬂV\@E@ said wqt&eét@éc@ﬁytpes@ﬁders@h@lnsﬁwrl ty

server 12. The system o urther includin ns to refuse a
FequesiBd acksBICRHoE BPOHECE cRE LEPEETIFT & PRbHnEb F O Der gt Hee
request or devéceraing sdeveecurity server cannot be establlshed. WO

02/ 23797 PCT/ USO1/ 28605 -18 13. The systemof claim11 further including
means for an untethered requestor device to record any actions on a
requested protected object in a file on the requestor device and send the
file to the security server when the 5 requestor devices establishes a
networ k connection to the security server.



