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channel and device for implementingsieihpleemhithg Bedgandmeation relates to a method for

protecting a two-way 5 communications channel and a device to carry out the method. The invention

notably allows communications to be established between a pluraligy of networks with different levels
of security. Security stantaPdRESRThE Y§ RiPRNRBIRERIEhE FraltvshiaeRIBIRGING RileriHeent levels of
security oftendoposgntcatibcisnchemnsir aintsavddviequoeaents jothstereflerdbilibhe beteetorsaid

networks, but lsa it [RQIired RRAARARGAINISBY SLEHARISRRItveen aBYINAYG Ypstration,

an internal corporaté network %authorlzed t? receive certain data from an external network, but no
datum from tHEEMWQHSWINHURES RO HRYPER ARG in unencrypted form to the external network.

Thus, for example, if two corporate networks communicating via an intermediate public network - for

example, the Internet - Vil iRiEXShaRAR EOPELRMI NI MRl ATbPRCASHRMNefsYpEAR device is
placed at the mﬁg)ué eacp Pf these fcorgora(\]{e n%works. All of the ﬁiaﬁa are encr tgd at.20 the output
i S | éﬁ)cn ?p

of the trahsmi i'ng cor[%?gte e v{/%r , theSE i &rﬁg’r@gg@%te{:& %y? '8%88&% Sfate network

in such a way'8fatiFRMRREM iefgiRtanp e HtoPsdNaeMeSAlsH ke tnikmitted!indlsendiifbted form to
the intermediate;pirblicpeetvaiknC itheeane bagdtan@isgsda.be able to transfer data in the uplink

By way of illustration, an internal corporate network is authorized

to receive certain daia from an external network, but no datum from the

15 internal network may be fransmitted in unencrypted form to the extemnal

network. Thus, for example, if iwo corporate networks communicating via an

intermediate public network — for example, the Internet — wish to exchange

confidential information, an encryption/decryption device is placed at the

output of each of these corporate networks, All of the data are encrypted at

20 the output of the transmitting corporate network, these data being decrypted

by the receiving corporate network in such a way that no datum originating

from a corporate network is transmitted in unencrypted form to the
intermediate public network.

On the one hand, in order to be able to transfer data in the uplink

25 direction, i.e. from the external network to the internal corporate network, in

other words from a low-sensitivity network to a network with a higher

sensitivity level, the data transport protocols generally require transmissions

of data in the downlink direction, i.e. from the internal network to the external

network. In fact, in addition to the useful data which are to be transported (set

30 of data often referred to as the “user traffic plan”), there are also signaling

and control data, inherent in the management of the data transport by the

_pfotoco[, said data having o be transmitied at the same time in the uplink

and the downlink directions. The signaling and control data, which exist

notably for the [P (Internet Protocol) and Ethernet protocols, are for example,

35 acknowledgements of receipt or priority markers in order to manage a quality

of service during the data transmission sessions. On the other hand, the



25 direction, i.e. from the external network to the internal corporate network, in other words from a
low-sensitivity network to a network with a higher sensitivity level, the data transport protocols
generally require transmissions of data in the downlink direction, i.e. from the internal network to the
external network. In fact, in addition to the useful data which are to be transported (set 30 of data often
referred to as the "user traffic plan”), there are also Signaling and control data, inherent in the
management of the data transport by the protocol, said data having to be transmitted at the same time

in the uplink Ik-directions. si [ QNtr IC i aply for the IF
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becomes more,and more difficult. Also jEn order to benefit from ?ertainhggiggservic?s such as quality 5
|

of servicé%aﬂggegr%ré’ﬁ??it iénﬁg&gsesrgﬁp o] e@tabﬁishng?&/%%ﬁﬂy cSmntd ot ns%haﬂ’ﬁé\'}f%crypted or
otherwise, auuFiRING iGatiatf ey aeld/epesmted datotb vavisgntHitted BagvEEh Signgittected

networks anddhe/thesnediade publisanghrersitdarpenssdherzbsaieetetimeansraiowingréata to be
exchanged inimea}r%%%%eﬁ ﬁ‘@ﬂ%ﬂ?& veen networks with different levels of security also results in
duplication of equipment and associated management resources. For example, each network must

include a domain name $M@PVETHGRORENAE SEFIEADP AP Wi giseteRAEBADGRA 18 a priori
non-confidentialp tmiteks miahtesitdepesationeMandayeritthdifexgno sties|sf dhestatily afitoe public

results in duplication of equipment and associated management resources.
For example, each network must include a domain name server, a universal
time server or any other type of service which is a priori non-confidential, but
essential to its operation. Moreover, the diagnostics of the status of the public
15 network cannot be carried out through the encryption/decryption devices. For
example, it is impossible to send a signal to a public network indicating an
incident which has occurred on the protected network, as a simple
malfunction alarm, which is intrinsically non-confidential, cannot be
transmitted from the protected network o a network with a lower level of
20 protection.

An alternative solution consists in authorizing certain types of
selected data to be transmitted in unencrypted form and without control via
the public network, in other words, creating an additional communications
channel for certain types of data. However, this solution entails risks, as an

25 attacker is able to exploit this channel to cause information 1o leak from a
protected network.

One object of the invention is to propose means for improving the
‘interoperability between networks with different levels of security, while
limiting the risks of compromising sensitive data. For this purpose, the

30 subject of the invention is a method for protecting a two-way communications
channel between at least a network N1 and a network N2 with a lower level
of security than N1, characterized in that it comprises at least the following
steps:

- defining one or more types of data authorized to be transmitted from N1

35 to N2;



15 network cannot be carried out through the encryption/decryption devices. For example, it is
impossible to send a signal to a public network indicating an incident which has occurred on the
protected network, as a simple malfunction alarm, which is intrinsically non-confidential, cannot be
transmitted from the protected network to a network with a lower level of 20 protection. An
alternative solution consists in authorizing certain tyﬁes of selected data to be transmitted in
unencrypted form and without control via the public network, in other words, creating an additional
communications_channel for certain "*P(P%%Pémd%ﬁ- tg%%e_ver, this solution entails risks, as an 25

attacker is able to exploftitt 18 Chanhel to catse information to leak from a protected network.

One object of the invé iR YE PRopbad YRE#HAIR #8Er d0iRE thanwaitssE REIEENeWeaRthetworks
with different levels ¢¢Becotithgvttite tatting thearitikst diitaingremeisingtsensitiverdatind-andhis

purpose, the 30 subjgg{%t{@éﬂvgr%%ﬁ%ﬁ hod for protecting a two-way communications channel
between at least a network Ni and a network N2 ‘with a lower level of security than Ni, characterized in

that it contbrises at 18d5€RE ¥ RiF e the TirgidHiIGHEB B more types of data authorized to be

transmitted from Ni 35tocN23a8indahe daniextrasspeitetiftoith Ristodam, if the datum is of a type

authorized to be transmitteq; Ssiyeg B 8nFhdd ESIShmdalvoie abifshiitierng iepnetherwise
routing the datum to an encrzg%ﬁélpst?% 5- if the datum is rothed %’the flirst filtering step: saving the

d
X p %‘é%%%‘?’ﬂ%?@ a %Ws ﬂf?@l% ‘to the datum to prevent the

context associated with this ,
creation of a hiddé®r cofaiiimivansmiteaimen NdtaMitum transmitted from N2 to Ni: lo- if the datum

is of & txr/]n@ authorizeg iebgatiiansided igwaambiized ;fbladwm&@ymé@@ Recand f}!lteri_ng
o O enmma B SO AR iR U L IR K 1o
datum to a decryption step;
- if the datum is routed {o the second filtering step:
o comparing the context of the datum with the context saved
15 during the first filtering step and blocking the datum if the
contexts are inconsistent,

o otherwise, applying one or more analysis filters o the datum.

According to one embodiment, the filtering step comprises a
20 phase of syntactic analysis of the data, said phase checking the validity of
the format of the datum according to the protocol used for the transmission of
this datum.
According to one embodiment, the filtering step comprises a
phase of semantic analysis of the data, said phase checking the consistency
25 of the responses transmitted from the network N2 to the network N1 in
relation 1o the requests transmitted by the network N1 to the network N2.
According to one embodiment, the filtering step comprises a
phase of behavioral analysis of the data, said phase evaluating the
probability of harmlessness of the data exchanges between the network N1
30 and the network N2 with regard o predefined scenarios for interconnection
between these two networks, an interconnection scenario defining, on the
basis of the states of the data transmission protocol controller, expecied
durations of transition between these states.



15during the first filtering step and blocking the datum if the contexts are inconsistent, otherwise,
applying one or more analysis filters to the datum. According to one embodiment, the filtering step
comprises a 20 phase of syntactic analysis of the data, said phase checking the validity of the format
of the datum according to the protocol used for the gansmission of this datum. According to one
embodiment, the filtering step comprises a phase of semantic analysis of the data, said phase
checking the consistency 25 of the responses transmitted from the network N2 to the network Ni in

relation to the requests tRsilied RY BRIIMBEGIh I INaMEREKNS step  AFRBHARY g One

embodiment, the filtering step comprises a phase, of behavioral apalysis ofc@e data, sai% hase
evaluating th@B%ﬁaﬁlf&@Wﬂﬁl@%ﬁé&%ﬂ”@ Iﬁ@%&%ﬂ%‘?@@? LR R ERIBRE f%o and the
network N2 withntegaritorprisvefaitatisee asasofal rimirinection between these two networks, an
interconnection scenario defining, on the basis of the states of the data transmission protocol

controller, expected duraII'H)ns ftrgps}it{ n betwe[en thes{% gtgt S..4 dgf%%qordin to one

embodimér’nt, the filtering sf%s%dr%pr%es%igh’ggéoo e ranscrlp?ivo’ﬁeo A A oramat?é\fY% a first

protocol to reGAR¥RLEBIRHAE GaRINGbRABMEEDRIeasbAdIFEbtOEBYS HeTsap& seg@ithvention is

also a device tew@aiablish avtiMoanayweeraveinisatioogrithaiael between gdverstiaciiisimetyork Ni and a
second netwq I leyval fﬁ%«:# ' ' iceoeluding. ian module
and a decrypt%gbr%ﬁ%’?eﬁﬁgygév%g ir%c udi g? g?‘fﬁi@?%%?‘ﬁ%ﬁ%%ﬁm@géﬂsae%gﬁ%%%ng module

and a filteringHFS dARINALIRSARD A EERGHAJALINGURRM IRAEE:E FierDs BRgHSiigBtthe first
network M eittrartingineoenoey ptiing el data tpabisliteniginatioylEothe e tostdneiutor Module

quiding the dalgRAGKein RGN HOJIR SHCRNhBINSHKASELR i SdiosnimiRARodule of t
the filtering module, the filiering module implementing the method as described ahove Other
characteristics &) u}&@gﬁ ir%lﬁe%%ﬁmﬁﬁﬁ%}‘é&aﬂgaqﬁ@ggﬁp{ﬂ?ﬁ? iagﬁ%@w %%?gﬁ@ﬁ-limiting
example and edifleeriig toatteatadinsdragsvladgy, ia theidhiariparaadtevibe idedpgigndeteating the
steps of transiripfaieatifg the method as described above.
15
Other characteristics are explained in the following detailed
description, provided by way of a non-limiting example and referring to the
attached drawings, in which:
- Figure 1 shows a synopsis illustrating the steps of transmission of a
20 datum from a first network to a second network with a lower fevel of
security than the first network, by applying a protection method
according to the invention (downlink direction);
- Figure 2 shows a synopsis illustrating the steps of transmission of a
datum between the same networks as shown in Figure 1, but in the
25 opposite direction, by applying a protection method according 1o the
invention (uplink direction);
- Figure 3 is an exampie of the architecture of a device implementing
the protection method according to the invention;
- Figure 4 shows a synopéis illustrating the use of a protection device
30 according to the invention io allow two protected networks to
communicate with one another via an intermediate public network.

For the sake of clarity, elements denoted by the same references
in different figures are the same.



20 datum from a first network to a second network with a lower level of security than the first network,
by applying a protection method according to the invention (downlink direction); Figure 2 shows a
synopsis illustrating the steps of transmission of a datum between the same networks as shown in
Figure 1, but in the 250pposite direction, by applying a protection method according to the invention
(uplink direction); Figure 3 is an example of the architecture of a device implementing the protection

method according to the invention; Figure 4 shows a synopsis illustrating the use of a protection
device 30according to trig mventlo to allow two rgrSOtii rks.to co n?urqécate \INIth c%ne another
via an intermediate public %Lért%va ﬁ Qs a Slf—'? Ot ﬁu [%%3 ‘efl a{mgn'ﬂsg teps of
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than the first aetieicilyyinanlvirgfafratadiinr, ethpgipeepEding todhsninventimn accordfritstly, a
datum 101 or. %“%1 gﬂ%;]he first network 111 is received by a routing module 102, which guides
said datum 1 either to_an encryption step 103 or to a filtering step 104. The decision to transmit the

datum to 8ne or the othdrtstihese Ho86ted9108rgHRIE KRBy TR fisatiMEietlic' 132 '&ccording to
the type of thissdaiven 1§1a Thetiyperaidhe Mﬂnmmogumdsmdlrwdumn%mmer by amay of an
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order to determiritittel 62 pa@s dirgyliodtie irpehahéhiswtiigmddlie o mwam geduatum 101. In
fact, in the,exagpls, c@mﬂqmeﬁﬁé '!Bl’éQWWW&%'@%ﬁ@f%l@rﬁf%mﬁé@éa@&tmmlces
authorized to transmlt infor atl he : é%nt C I’llCc’:}U%ﬂ% %o% %r% éVl(ﬁ é e ést%%%qg QFtwork 112,

the other addresses ancﬁor commum atlon oﬁ@% aﬂe cated Srhissions of sensitive 20
information, tl’ﬁié@elﬁréf%%mllrﬁ@féﬁi@ﬁéfﬁdﬁ&%&%ﬂ% (ERRRIpIYaLpEY LRISrSeRPBEHAR Tirst network
111 to a domanpteimerssivas |dcated erithesseednhaesended ki guitiedreciprfitteyinghstep 104 and
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sensitive. The example may be exten
15 104 to which the routing module 102 must guide the datum 101. In fact, in the

example, some addresses and/or communication ports are associated with
services authorized to transmit information via a different communications
channel via the second network 112, the other addresses and/or
communication ports being dedicated to transmissions of sensitive

20 information, therefore requiring systematic encryption.
For example, a request sent by the first network 111 to a domain
name server located on the second network 112 is guided to the filtering step
104 and not to the encryption step 103, since the data contained in this
regquest may not be considered as sensitive. The example may be extended
25 to a multitude of services — for example, bandwidth resource reservation
services, direciories, universal time servers — notably depending on security
constraints imposed on the networks concerned. The method may therefore
be seen as an encryption method with controlled opacity, the level of opacity
being configured according to the proportion of services authorized to
30 transmit information via the filtering step 104 and according to the context of
use and the level of associated threats. The opacity is of course maintained
at a high level for the networks which require high levels of protection. The
conventional case of total encryption may furthermore be obtained by not
authorizing any fransmission via the fiitering step 104, in other words by



25 to a multitude of services - for example, bandwidth resource reservation services, directories,
universal time servers - notably depending on security constraints imposed on the networks
concerned. The method may therefore be seen as an encryption method with controlled opacity, the
level of opacity being configured according to the prgportion of services authorized to 30 transmit
information via the filtering step 104 and according to the context of use and the level of associated
threats. The opacity is of course maintained at a high level for the networks which require high levels

of protection. {HAeAOTHERRRP RS RILRLASTYRIIRN MaN duahermainoe AhinRiL i e

authorizing any tranismission via £ filtering step™04, in other words by 6 forcing the routing module
102 to guide t r@&%fdo@aﬂegy atically to the encryption step 103. Nevertheless, the

authorization to transmithdeie tleslessn thetaotrenziliclifier dranssoiinigi beibveestrsdveedempanied by
protection meggurestidrdnfaceilis/Peseiledodive R COMPANNAIIIMRISRBRPRRISIRERless in
order to crseat?nafgi(gd n or auxig?éytcommHnéc%%ons channel. NQT;‘

r ably, for a sequence of data
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packets, €ach packét takeh separately may not contain sensitive information, whereas a succession of
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code which can be ‘%f ted to cause leakage of information to the outside of the first network 111.

For example, (H&HERI R rRarRmy o el ael ehe BLDEEERIE N NG thEaNS RISHOMf service in
the routing of shid gapketscan’ abgoasial vatratisariretiypeafasothied osiatigheddevidetontir&er during
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value of the quality of service marker during the transmission of a succession
of packets may also constitute a hidden communications channel.
Secondly, if the datum is guided to an encryption step 103, the
encrypted datum 101’ produced by said step is transmitted to the second
20 network 112; if the datum is guided to the filtering step 104, it undergoes a
processing intended to preempt any attempt on the part of an attacker to
create a hidden communications channel. The datum 101" resuliing from this
processing is therefore a datum which has been filtered and cleaned from
possible resulting auxiliary channels. In the example, the processing of the
25 filtering step 104 comprises a syntactic analysis phase, a semantic analysis
phase and a behavioral analysis phase. The type of the datum is initially
determined in order fo initialize the parameters of each of the analysis
phases.
The syntactic analysis checks that the datum to be transmitted
30 complies scrupulously with the standards, for example RFC (*Request For
Comments”) documents or the standard of the protocol used, and that no
field is diverted from its object. Notably, anomalies in the field values are
detected. For example, in the case of a DNS (“Domain Name System”)
request, it is appropriate to make sure that the host name to be resolved
35 complies with the format described by the RFCs 1034 and 1035. in paticular,



25 filtering step 104 comprises a syntactic analysis phase, a semantic analysis phase and a behavioral
analysis phase. The type of the datum is initially determined in order to initialize the parameters of
each of the analysis phases. The syntactic analysis checks that the datum to be transmitted 30
complies scrupulously with the standards, for example RFC ("Request For Comments") documents or
the standard of the protocol used, and that no field iS diverted from its object. Notably, anomalies in the
field vaIues are detected. For example in the case of a DNS ("Domain Name System") request, it is
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the RFCs 1032 and gilven ost name 1o be reso iS not
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a plurality of functions. Onthe one hand, it checks the controller of the possible states for a given
protocol and EBRREEHEGSf the concatenations of said states. On the other hand, the semantic
analysis detects any hiddéwe reeardintjdispalges iperieuues: @ldGhityespdnsetionsisoqtiest.
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analysis chec r the ds a.regRONSe cases
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request transﬁ?@ﬂ%tﬂ@fﬁ%ﬁ@%ﬁ“ﬂ% b8 i Teshassaeisted &H“Eh%ns@%\‘\% rﬁ&ﬂ)\?o?{ 112, there
is only one sindesesped soexectad ensiresiie dfshedirsbrietiidrk 111. Moreover, this response

must be consistent with K&H@?ﬁg"%%?@‘é‘?ﬁbdmﬁ%ﬁN%rmﬁ J[Bteé}gegl ofptain:iRe resolution
of the name of a host, the semantic analysis ph se must 25 chec th?t the resg nse obined is
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can in fact be gosriagtRM | I;ﬁarﬁ age st Mir A BNpies FoFldliRo 1R Thesbebupdasr] anaksds is
preferably carélgrgsgut afte[ {3 the response corresponds to response cases which are
probable in terms of the protocol. In the example of a DNS ("Domain Name

20 System”) request transmitied by the first network 111 to a DNS server
present on the second network 112, there is only one single response
expected on the part of the first network 111. Moreover, this response must
be consistent with the transmitted request. If the DNS request is intended to
obtain the resolution of the name of a host, the semantic analysis phase must

25 check that the response obtained is consistent with the request submitted (if
the resolution succeeds, the IP address of the resolved host must be
obtained here) and, for example, that the IP address obtained corresponds to
a host which can in fact be contacted, i.e. is accessible via a simple IP
routing.

30 The behavioral analysis is preferably carried oul after the
aforementioned syniactic and semantic analysis phases. The behavioral
analysis phase is based on a cognitive process, i.e. a structure which is
intended to give a meaning to an information exchange process. To illustrate
this new approach in the filtering analyses, probable examples of

35 interconnection scenarics can be used, where each scenario could



aforementioned syntactic and semantic analysis phases. The behavioral analysis phase is based on a
cognitive process, i.e. a structure which is intended to give a meaning to an information exchange
process. To illustrate this new approach in the filtering analyses, probable examples of 35
interconnection scenarios can be used, where eachqscenario could 8 correspond to a predetermined
usage of a given protocol, taking into account not only the sequential aspects but also the temporal
aspects of the communications. A statistical sampling may, for example, be carried out to check the
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thresholds, on the basis 6f which it is recommended to trigger alarms. In a different example relating to
a behavioral A& dedicated to DHCP requests (“Dynamic Host Configuration Protocol”,
allowing assignment of drol-exdirgss, fan dHieniteddeabanitisabisity aicCptbraforsissliénishost,

identified, for examplesdapiiMAG EHEUReR Addiess skhseniis DEBIRISR 2o \BrRldies per day

in order to obtain an IF address %

king i for ex le, th [tiple b hes of the 30
network ¢3ble u\(/3v feresy AnggP\gérta c%gtg %é]ﬁggégéﬁuﬂ%é gfu%?;?@ﬁbaeﬁrf@,“ grg ti%vgﬁmrgétselease or

on restarting. Ye&y &hefaRerasetettdnencleriivaiss Mot rdhismpringo dse selsiandiie@wdek 112. Other
processing opsxatigsie, asg PassmIscuidie eeiinrsSSeémntansenalreboeskaamlerdnigtagnrmay be
triggered to pr&ﬁ)’c?égs%%ﬂ %ith the aim of resolving the IP address of the same DNS host
within a period of time shorter than the duration of his DNS cache, a
20 malicious act would then be suspected since his workstation should normally
retain the resolved IP address for a defined, parameterizable period
{generally several minutes). In order to limit false alarms, it is advised io
define parameterizable thresholds, on the basis of which it is recommended
to trigger alarms. In a different example relating to a behavioral analysis
25 dedicated to DHCP requests (“Dynamic Host Configuration Protocol”,
allowing assignment of an IP address for a limited lease), it is totally
acceptable for a client host, identified, for example, by its MAC (Ethernet)
address, to send a DHCP request several times per day in order to obtain an
IP address (faking into account, for example, the multiple branches of the
30 network cable), whereas a server host will submit the request once only, on
the renewal of its lease or on restarting.

If an anomaly is detected, the datum is not transmitted to the
second network 112. Other processing operations are possible on detection
35 of an anomaly. For example, an alarm may be triggered to prevent data of



9 the same type as the datum involved in the anomaly from being transmitted between the networks of
different sensitivities. This may be carried out by modifying the configuration of the routing module

102. According to a different embodiment, the filtering step 104 carries 5 out only a part of the
aforementioned analysis phases, for example, only the syntactic analysis and semantic analysis
phases. According to one embodiment, the filtering step 104 also implements a data

retranscription step to reduce the risks of leakage of information from the first network 111. Thus, in

the case of a gequence of 10 re(;[]éjé-:-s s,(for exarw)lg SIP ("Sessio Ir}ltlallzgtlon Protocolt'ge‘r]equests),

transmitted by tRefIFSt nétWOFK 1 ,s%tmrg reiest Hned %ngé\ eSS ars [Sfof MUTRIeE M the format

of a different piesNWiIRE iNEHEs 9l litfereniaeatdivpies Sib ik qiastsareaisieansididty into H.323
requests) to efifpiipRgedensiigofatvatigntandiatingntitufernd, of the request, thereby 15

increasing the difficulties,olcgrellog R NgHERFRBMBBIAAIENS fiAfElng stepHBUEARIONS a
synopsis illustrating the steps of transmission or a datum between the same networks as shown in

Figure 1, But RHhEpFoRRE @i dRaRTore ianed AR YRR SRR fih dXa B M ork 20 112
to the first netsyoriadild awhigihasd deghereesnstysievah#isas the second, by applying a protection

rethod accoing 0 Vo BIERR o B MSSRAT 36 SIasONEn Anagole 202
wni ul el | B X | . m IS
encrypted (if 1T RSP ELm B S AR S TRHRDHER £f (FECtESel B BheP blS BT Sty
protocols, theiatumaiion kauidee foshaeamtiption stEpLEoInIthsecsshionsepeEneenel correctly,
the decrypiedrgatigsi20l{gesuiingdionsims deuysite semRodtisthendiaosmitaskicts)first network
111. Conversgly, If Ihe JAMM 204 1S %%@Bﬁgqud’%@%%%%%g%tq;oﬁ? &&Ht%étqaﬂ\;egg,‘%”&rétep 204.

This step ana yses%e conf(ext of the datum In terms o text parameters's uring the
filtering step Telofmelated)inihg frvmpte! fAERIRIHIOreiRaUS I ER1960YS HBSHINS (EAting to
Iaygr 3 Qf the @&mmesmdmaem eamn@’eanbmibhhgrﬁba}ﬂ)sw (é@ﬁmmtwealiﬁmﬁmimes Code
Point”) field whigh ised; (5 faa R manaREMeahOTHE GHAtR: OlbsetMise rohdagcharkiagy ! an MTU

("Maximum . N : , o~
15 increasing the difficulties of creating a hidden communications channel.

Figure 2 shows a synopsis illustrating the steps of transmission of
a datum between the same networks as shown in Figure 1, but in the
opposite direction. The datum 201 is transmitted from the second network
20 112 to the first network 111, which has a higher security level than the
second, by applying a protection method according to the invention.
Firstly, the datum 201 is received by a routing module 202 which
guides it either to a decryption step 203, or to a context checking step 204.
If the datum 201 is encrypted (if it is, for example, a datum
25 transported by the IPSec (“internet Protocol Security”) protocols, the datum
201 is guided to the decryption step 203. If the decryption is performed
correctly, the decrypted datum 2071’ resulting from this decryption step 203 is
then transmitted to the first network 111.
Conversely, if the datum 201 is not encrypted, it is guided to the
30 context checking step 204. This step analyses the context of the datum in
terms of the context parameters saved during the filtering step 104
(Figure 1). This involves, for example, checks carried out on the fields
relating to layer 3 of the OSI model, such as, for example, checking of a
DSCP (“Differentiated Services Code Point”) field which is used for the
35 management of the quality of service, or the checking of an MTU ("Maximum



10 Transmission Unit") size and authorized MTU size variations. It may also involve checks in the
application layer (layer 7 of the OSI model), for example to analyze RSVP ("Resource ReSerVation
Protocol") resource reservation requests or DNS requests. If the context is inconsistent with the
context 5 previously recorded in the filtering step 104, the datum is then blocked, 206, and an alarm
can be triggered. For example, if a response is recéifled from the second network 112 although no
request had been transmitted by the first network 111 to the second network 112 (no context had been
created), this response is bl . Otherwise, if the. context is consistent with the 10 recorded context,
the datum 2oﬁ§8ﬁ£ﬂ§%’%ﬁ6@ﬁﬁ5ﬁn8“s e% 1‘588" i\%v%?cr%%p@h‘cé%%h\éaar% 9?% Bﬁa@gg r%?—:-sr?tioned
above for Figilsolve checkgiirihg spelicatinreiayapltayeine el déenireeaa Héolcmipiéenenting the
method accongingrigijhe imEWVHOFFER GdcRaSr ¢t satastbeiwvesnarconfiemtiationtwork 311
and a public I ' first routi ry P 0 2,a
decryption mg%%%%%% fﬁﬁgﬂpérﬁggﬁgﬂ 4@%(? grgé%?)ﬁ%? %%#R%%no ule%%rétﬂé %Bﬁéarie device

erin / _ .
300 comp?ise@rﬁ‘fi%ﬁh’p[ﬁ%éﬁadﬁﬁ@%t@%ﬁmé%ﬁeénﬁﬁ? atverisinen RIadksdifi%: 300a
connected to trelpubladthnedwdré BiggerdidstioutpxaBOoie aif d a sspamskoistpac806d ¢urmected to the

confidential ngtwagk iy &8l RUIRY %ﬁﬁehgﬂdr%f%&nég@tﬁ53399&09%%%@ gyetpublic
network 312. . The first ting module 301 com r@gg&gm%%@é@aﬁpﬁ two ou%}u@%lb, 301c,
its input 301afH§H§e$WﬁﬁlégtigLi8 & RSt F%l%%r%f tHEPHEVEE ) 8%%@58 f ting module
305 comprisethin iappoBesaiaridasksdutpliie 3088, 3D3BeitsanRNIITEaMsiIRjaTInHEttel¢o the
second ind@ut ?W@d%ﬁ@&git@@@atum 26heseﬂ@wﬂq;tbm@@l@aiﬁ@a@mgﬁsfg%wggm 302a ;
connected to the first utput Irst t n n output connected to
o v ouin APRUES DRADESIS Sapseq R ABAe P bR

e comprises an input 303a,
connected to the first output 305b of the second routing module 305, and an output 303b connected to
the first output 300b of ttEiglaeice AbwieaenasyptigrienadutaS02ranitctte de af/ptiodeniodule 303 are

based on con i ryptogra IS S The filiering ises two
inputs 304a, ﬁ?&%ﬂ%ﬁ%ﬁoﬁ%u@ﬁg%m |'Eg iré?igg)gt gg%llﬁéel?n T%grl#e%\ﬁgjét?@%?econd
t

output 30Fc of PR/ R<t ?&Wﬁ&%@dﬁ?@%@@ R Hnpdd 3828 BePUGREMOI e dbcond
output 305¢ ottmepsEmmnd fiositirg ingdumedsds 305 fien eotpupBBOTODsiagtanacdestyditte second

output 300c of{hgfs vies 39@ranHdtmeRem dou kG 304skbRiEotAnREsisd IR thesfourth output 300c
of the device 300. é[ he filterin %ﬁzfule 304 is basg—fjd notabLIﬁé r%'ré@ database of fltI(tJec[ﬁ, each filter

corresponding to a type ata to be KRTHESER fﬁ‘ter”fb Fr%)p S Sﬁgnﬁgjﬁ?gre anaFysis phases

of the filtering cBficEndiatigeiaaik A3filer & fB98E fOPekadidle, FORNEYECoiPatgnddPdtnd/or
software gompRRBEE. Satiitstaltputypeotaariearseenidesitfie patameienserd posawly the
o e e ST e Vit lg M R TG i e
connected 1o the public network 312.
The first routing module 301 comprises an input 301a and two
outputs 301b, 301c¢, its input 301a being connected to the first input 300a of
25 the device 300. The second routing module 305 comprises an input 305a and
two outputs 305b, 305¢, its input 305a being connected to the second input
300a’ of the device 300.
The encryption module 302 comprises an input 302a connected to
the first outpui 301b of the first routing module 301, and an output 302b
30 connected to the third output 300b’ of the device 300. The decryption module
303 comprises an input 303a, connected to the first output 305b of the
second routing module 305, and an output 303b connected to the first output
300b of the device 300. The encryption module 302 and the decryption

module 303 are based on conventional cryptography technigues.



requests, a filter for DNS requests, and a filter for resource reservation requests using the RSVP
protocol ("Resource ReSerVation Protocol") . Also, an open and modular architecture is highly
desirable, such an architecture allowing a new filter to be integrated and/or a filter to be removed from
the 20 database without adversely affecting the op rftion of the other filters. Thus, security approvals
can be operated filter by filter, only an approved filter being integrated into the filter database.
According to a different embodiment, some filters are implemented via electronic circuits, on

programmable compon . Vi ' i i ferably installed
in a controlled space, fo%%a{rﬁr eﬁeﬁ@%ﬁ@tﬁg %?é%ﬁ?ﬁdgggg\gv\%%ek%%%é)&rgeﬁ%g@ialc% protect its
second input 88 térﬁp@ss%é)ﬁd‘tﬁjft‘ﬁft 180E %%%Eﬁﬁ%ﬁé%ﬁm%&ts&&%he secondpiRfiageously,
the protection3device 30O ixgihrysitialyrsomkdactl) ROisctablyit myait 3t kethgooghradidry
channels, notgbly via dheanelysiachihe YeaticabssHETHEANTUNSARY His dRYisesaribe:
electromagnetic radiation emitted by the device. Figure 4 8{1\}32\/)\/8@& sg{ino | |Ilusgﬁrr§§]ng the use
of a devicg 35988 3?1'?@ EPRSRAG {%ﬁ% ﬁ‘ﬁSWféNf}lﬁPd{tgé%Cn% FEAE 1§'e unicate
with one anotheeuis aruimériieticheipgtienneietkiaobe fourth ouipliisBeBR Gfaleendentkk 401 must
communicateawith a second corporate network 402. These two networks 401, 402 communicate via

the public network 403. The data present an two, corpar rks % ip nfidential,
none of these data musﬂeﬂ?@%‘rﬁﬁtéﬂgo i Lgr@%\é%ry% gé) goﬁﬁ%%%&é%%ﬁ%%%%r ?ﬂ%?% protected

link is therefoR2EBtdHIRNPHERPEERIE fRoZoRRa® ndaidrie 481, dEksdodadRl dififbtection
device 413, 4i3mepmsdispitetoe Muentiomptthehatas of eachilodrthgreiép sleh @igasethat all of the

incoming or OAAp a8 HIOLAE HERCHS N YPIBAIKEEIHRIRS S Ly B lered 4110,

412b. The 10 protection device accordingaﬁ) the invention therefore allows a communications channel

to be establisheHRCPERIRe ARERHHRCHRIRALYREG BASISED IAHIGAC I RAIRAHRIS B arallel
communicatignsseitzinribeastfieririn genmpotetisddatereperaliiiiytd éhsdynea aodpe dadunetiwork 401,

402 ancti tge_pbl@lgh@g%terg,%qgaééméga gfég%@@@tﬂ%twgéﬁ%@oﬁ{@&@%?@rrs f401, 402 are atlready

connected via a conventjonal protected |ink including an encryptor af.the qutput of e porate

network Z151, 402, it gen il m@i@téhgpé@@% gﬁ éﬂg}%y?g%' ﬁitlﬁigéﬁr%?ec%&%cgea\ﬁﬁgicording to

the invention. "BAUS SEheaffilierathraftbi§e serupstihventod idities dasd Iy an plearRIMEdh within an

23 existing preéﬁﬁ@;@@k@mﬁg%@easw ;TH@@@@WJE{@@@Qrdmga@smmmnmm@omprisesa, tgnluraélity o;

advantages. | equi e . r i o, e reduced.
% Sévén SHé’[)F},E‘c[I}M%P%% %ﬂ@%g%ﬁ%‘?&’éﬁe@ﬂ ) %%fb@%}{ %F‘c%ﬂ{&a&?e

e
Moreover, by proposing a’s on of control es of sigrialing data between networks with

different levelSBEL At BB abﬁrgﬁ?é}r?é%o?&ﬂ/@ﬁ@sg]ﬁrﬂg‘é RenRNeYGRARIGnEEevels of
security ipothecenabhef chisnoeisddesskbly dijeaibey tiehspeuatinmdinthaedhenkslters. Thus,

security approvals can be operated filter by filter, only an approved filter
being integrated into the filter database. According to a different embodiment,
some filters are implemented via electronic circuits, on programmable
componenis, for example.

25 Moreover, the protection device 300 is preferably installed in a
controlled space, for example within the confidential network 311, in order 1o
physically protect its second input 300a’ and its second output 300c against
potential attackers.

Advantageously, the protection device 300 is physically screened,

30 notably to avoid attacks through auxiliary channels, notably via the analysis
of the electrical current consumed by the device and the electromagnetic
radiation emitted by the device.

Figure 4 shows a synopsis illustrating the use of a device
35 according to the invention to allow two protected networks 401, 402 to
communicate with one another via an intermediate public network 403,



13 CLAIMS 5 1 A method for protecting a two-way communications channel between at least a
network Ni and a network N2 with a lower level of security than Ni, characterized in that it comprises at
least the following steps: - defining one or more types of data authorized to be transmitted from Ni to
N2; 10- for a datum transmitted from Ni to N2: if thg datum is of a type authorized to be transmitted
between Ni and N2, routing the datum to a first filtering step (104), otherwise routing the datum to an
encryption step (103), if the datum is routed to the first filtering step (104): 150 saving the context
associated with this dat%nfi g{; th r%tgg AL W'yﬁﬁﬁgﬂt%@ﬁ?nmﬁd@éu%{ﬂ Rrexsnihe creation

of a hidden communications - for a datum transmitted frogu N2 to Ni: if the datum is of a

type authorlzé?ﬂ"iB%@t?ra{}%Mﬁfgd‘l@gt\NE%?\Sﬁ|téffﬂj RNSTIS ARG th 2SRMMER g #f€ring step
(204, 205), othebiiseebutiriy 40S ddinendata deesgitionnstde (ROG) cafpheatatnaiworsatdd to the

second f"ter'n:méteeé 8&59idennz90mﬂﬁwgdhetﬁea@xw&éh%%vrrb\ént*ﬁrﬂa%ﬁ@wt paved in the

first fllterln ste an blockln he da m p‘]g,gez 08859 arrg,{lélco sst ther %?éwse
applylng ﬁ ggqllpe B iR 5iuiE ™Y tELHOn Tethod &S glalme inclaim 1,

characterlzedqﬁtﬁﬁélﬁﬂ@fll@@ﬁﬁ@@ﬁeﬁ@d@c@@ﬁﬂ%@?ﬁawlﬁ s";ﬁaeﬂi@%ﬁéﬂygﬁiﬁﬂﬁe%ata, 30said
phase CheCkimcﬂ@%ﬁ@Hdiévaethﬁ fiormat et tbeciiaguin thechraingidn tietnsoiogolitiseddehtbe

transmission némaﬁ aws[tetelgg(q) tbqqﬁgqmrﬁﬁ ase%?%& edggaﬂbq Br gfgi ?t%Ialms,

characterized | litering 104) com rlses a ntlc ana e data, said
phase Check,ﬁ@t@ﬁgr&fﬁ;,%@{é&p {lecrypted or fitered 411b,
10 protection device according to the mventton therefore aiEows a

communications channel to be established in parallel with the conventional
encrypted communications channel, this parallel communications channel
authorizing a controlied interoperability between a corporate network 401,
402 and the public network 403. '

15 In the case where the two corporate networks 401, 402 are
already connected via a conventional protected link including an encryptor at
the output of each corporate network 401, 402, it generally suffices to replace
each encryptor with a protection device according to the invention. Thus, one
of the advantages of the invention is the ease of its implementation within an

20 existing protected architecture.

The device according o the invention comprises a plurality of
advantages. It allows equipment to be shared and manpower and operating
procedures to be reduced. Moreover, by proposing a solution of controlled

25 exchanges of signaling data beiween networks with different levels of
security, it enables a greater responsiveness of the networks with higher
levels of security in the event of changes in load or topology of the
surrounding networks.



14 responses transmitted from the network N2 to the network Ni in relation to the requests transmitted
by the network Ni to the network N2. 4. The protection method as claimed in one of the preceding
claims, 5 characterized in that the filtering step (104) comprises a phase of behavioral analysis of the
data, said phase evaluating the probability of harml 1% ness of the data exchanges between the
network Ni and the network N2 with regard to predefined scenarios for interconnection between these
two networks, an interconnection scenario defining, on the 10basis of the states of the controller(s)
defined by the data transmission protocol, expected durations of transition between these states. 5.
The protection method as claimed in one of the preceding claims, characterized in that the filtering
step (104) comprises a phase of 15retranscription of a datum formatted by a first protocol to
retranslate it into a datum formatted by a second-’% l. 6. A device to establish a two-way
communications channel between at least a first network Ni and a second network N2 with a lower

vl of segurly R0dRaRd W eMe el aing. aa RehmHom e (ORhANbadeshon module

(303), characterlzed In that it comprises at least a first routing modu er‘-f%; a second routing module

(305) and a filterFRPMD AN ThaTfs? BB IHY fnbduk 1R L)Y Vﬁ*e%ﬁ%%‘&é@@ngmatmg
from the first netWbrkiNireittenzectie dadnycoonomeek ks (8a8) ietéollmMittedier25 module (304), the

second routing megiieddAnauidmne e data fagkeiaaticrawti op thnmseraaad reqly N2 either to
the decryption O;N% (303) or to the filtering module (304), the filtering module (304) implementing

the protection mét as claimed in one of the preceding claims. 30 15 ABSTRACT Method for
securing @ bi-diref@oaslaigmriraneatisacciiarhbl laifdNRvice for implementing said method

- if the datum is of a type authorized to be transmitied between N1 and
N2, routing the datum to a first filtering step (104), otherwise routing
the datum to an encryption step (103),
- if the datum is routed 1o the first filtering step (104):
15 o saving the context associated with this datum,
o applying one or more analysis filters o the datum to prevent the
creation of a hidden communications channel,
- for a datum transmitted from N2 to N1:
- if the datum is of a type authorized to be ifransmitted between N1 and
20 N2, routing the datum to a second filtering step (204, 205), otherwise
routing the datum to a decryption step (203);
- if the datum is routed 1o the second filtering step (204, 205):
o comparing the context of the datum with the context saved in
the first filtering step (104) and blocking the datum if the
25 contexts are inconsistent,
o otherwise, applying one or more analysis filters to the datum.

2. The protection method as claimed in claim 1, characterized in that the

filtering step (104) comprises a phase of syntactic analysis of the data,

30 said phase checking the validity of the format of the datum according to
the protocol used for the transmission of this datum.

3. The protection method as claimed in one of the preceding claims,
characterized in that the filtering step (104) comprises a phase of semantic
35 analysis of the data, said phase checking the consistency of the



5 The present invention relates to a method for protecting a two-way communications channel
between at least a network Ni and a network N2 10 with a lower level of security than Ni, and a device
to implement the method. The method comprises at least the following steps: defining one or more
types of data authorized to be transmitted from Ni tq J\lz; routing a datum to an encryption/decryption
module or to a filtering module, according to the datum type. The invention notably allows
communications to be established 15 between a plurality of networks with different levels of security.

Figure 3 to be pyRlished. e felGheb¥Pom the network N2 to the network N1 in relation to
the requests transmitted by the network N1 to the network N2.

4. The protection method as claimed in one of the preceding claims,

5 characterized in that the filtering step (104) comprises a phase of

behavioral analysis of the data, said phase evaluating the probability of

harmiessness of the data exchanges between the network N1 and the

network N2 with regard to predefined scenarios for interconnection

between these two networks, an interconnection scenario defining, on the

10 basis of the states of the controller(s) defined by the data transmission
protocol, expected durations of fransition between these states.

5. The protection method as claimed in one of the preceding claims,

characterized in that the filtering step (104) comprises a phase of

15 retranscription of a datum formatted by a first protocol to retranslate it into
a datum formatted by a second protocol.

6. A device to estabiish a two-way communications channel between at least
a first network N1 and a second network N2 with a fower level of security
20 than N1, the device including an encryption module (302) and a decryption
module (303), characterized in that it comprises at least a first routing
module (301), a second routing module (305) and a filiering module (304),
the first routing module (301) guiding the data packets originating from the
first network N1 either fo the encryption module (302) or 1o the filtering
25 module (304), the second routing module (305) guiding the data packets
originating from the second network N2 either to the decryption module
(303) or to the filtering module (304), the filtering module (304)
implementing the protection method as claimed in one of the preceding
claims.
30



